
Academic Editor: Pingyi Fan

Received: 27 May 2026

Revised: 4 July 2026

Accepted: 8 July 2026

Published: 10 July 2026

Copyright: © 2026 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license.

Article

Performance Analysis of Sigmoid-Enhanced OSPF for Risk-Aware
Adaptive Routing in Secure Networks
Chakadkit Thaenchaikun and Komsan Kanjanasit *

College of Computing, Prince of Songkla University, Phuket Campus, Phuket 83120, Thailand;
chakadkit.th@phuket.psu.ac.th
* Correspondence: komsan.k@psu.ac.th

Abstract

Modern communication networks require routing protocols that can adapt to dynamic
traffic conditions while accounting for topology-based structural risk. Conventional open
shortest path first (OSPF) relies on static or linear link cost metrics, which are often in-
adequate for capturing the nonlinear behavior of network dynamics and structural risk.
This paper proposes sigmoid-enhanced OSPF (SE-OSPF), which integrates topology-based
structural risk into the OSPF routing metric through a nonlinear sigmoid function. The
proposed framework employs two configurable sigmoid parameters, the midpoint (x0)
and the steepness (k), to provide smooth cost transitions and adaptive routing decisions
under varying network conditions. Simulation results on a Barabási–Albert scale-free
topology demonstrate that SE-OSPF reduces the average end-to-end delay by 19.7% and
packet jitter by 8.6% compared with Standard OSPF. In addition, SE-OSPF increases the
average number of successfully delivered packets by up to 16.6% compared with Linear-
OSPF while reducing maximum link utilization (MLU), indicating more balanced traffic
distribution, improved load balancing, and reduced congestion. These results demonstrate
that the proposed sigmoid-based routing metric effectively balances routing efficiency,
packet delivery reliability, and network load distribution, establishing SE-OSPF as an ef-
fective framework for topology-based structural risk-aware adaptive routing in modern
communication networks.

Keywords: sigmoid-enhanced OSPF; topology-based structural risk; adaptive routing;
risk-aware routing; nonlinear routing metric

1. Introduction
The rapid expansion of the Internet of Things (IoT) and cyber-physical systems (CPSs)

has led to increasingly complex network environments. These systems operate over dy-
namic, bandwidth-constrained communication networks, where maintaining reliable and
efficient data delivery remains a significant challenge due to frequent topology changes,
fluctuating link conditions, and the structural importance of critical network nodes. Such
conditions can degrade routing performance and network reliability, highlighting the need
for adaptive routing mechanisms that account for topology-based structural risk while
maintaining efficient communication under dynamic network conditions [1–3].

Open shortest path first (OSPF) is one of the most widely used intra-domain routing
protocols due to its scalability, deterministic behavior, and fast convergence [4]. It is widely
deployed in enterprise, industrial, and emerging IoT networks. However, conventional
OSPF relies on static, hop-based or bandwidth-derived link cost metrics that are not
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well suited to dynamic and heterogeneous network environments. These limitations
become more pronounced in scale-free network topologies, where the presence of highly
connected hub nodes increases structural vulnerability and can significantly affect routing
performance under node or link failures.

Recent research has explored enhancements to OSPF through trust-aware routing,
anomaly detection, and traffic engineering (TE) techniques. For example, trust-aware rout-
ing frameworks have been proposed to improve routing decisions by incorporating node
trust into Dijkstra’s algorithm [5,6]. Machine learning approaches have also been developed
to detect OSPF-specific attacks, such as link-state advertisement (LSA) falsification [7,8].
In parallel, TE-based methods have incorporated risk indicators and load-balancing mecha-
nisms to improve routing robustness under dynamic network conditions [9–12].

Recent studies have explored adaptive routing in various ad hoc network environ-
ments. A survey of vehicular ad hoc networks (VANETs) highlights the importance of
privacy, authentication, and secure communication mechanisms [13]. Adaptive routing
protocols, such as the adaptive context-aware VANET routing (ACAVR) protocol, improve
routing performance by exploiting mobility and traffic context [14]. In mobile ad hoc
networks (MANETs), trust-based protocols such as TSDR and TCOR enhance routing
decisions by detecting misbehavior and incorporating trust information [15]. Similarly,
routing in cognitive radio ad hoc networks (CRAHNs) must adapt to dynamic spectrum
availability and interference. Recent studies have also emphasized energy-efficient adap-
tive routing [16], while the MARP protocol improves IoT network performance by reducing
delay and extending network lifetime [17].

Despite recent advances, many routing protocols still rely on fixed thresholds or static
routing metrics, limiting their adaptability to dynamic network conditions. Most existing
approaches lack smooth, real-time cost adaptation, and the use of nonlinear functions, such
as sigmoid models, remains limited. Although adaptive routing has been widely studied in
reactive protocols such as AODV, its application to proactive protocols, particularly OSPF,
remains relatively unexplored.

1.1. Research Gap

Recent research has improved OSPF by incorporating adaptive routing metrics based
on quality of service (QoS) indicators, including delay and congestion. Motivated by the
smooth transition characteristics of sigmoid functions, our earlier work [18] introduced
a sigmoid-based routing metric for QoS-aware optimization. Extending this approach,
the proposed sigmoid-enhanced OSPF (SE-OSPF) framework integrates topology-based
structural risk into a nonlinear sigmoid-based cost model to enable adaptive, risk-aware
routing. By jointly employing the midpoint (x0) and steepness (k) parameters, SE-OSPF
enables adaptive, risk-aware routing while preserving compatibility with the conventional
OSPF protocol. The primary application of the proposed framework is risk-aware routing,
whereas the previous study focused on performance optimization. The key differences are
summarized in Table 1.

Table 1. Comparison between the previous sigmoid-based OSPF study [18] and the proposed
SE-OSPF framework.

Aspect Previous Work [18] This Work

Objective Sigmoid routing metric Risk-aware SE-OSPF
Routing input QoS metrics Structural risk (Rij)
Risk model None BA topology
OSPF Metric evaluation Risk-aware cost
Parameters k k, x0

https://doi.org/10.3390/network6030052

https://doi.org/10.3390/network6030052


Network 2026, 6, 52 3 of 25

1.2. Objective

The objective of this study is to develop a SE-OSPF framework that incorporates
topology-based structural risk into OSPF routing using a nonlinear sigmoid-based cost
metric. The proposed framework aims to enhance adaptive routing by jointly considering
node importance and network performance while maintaining compatibility with the
conventional OSPF protocol. The effectiveness of the proposed approach is validated
through NS-3 simulations on Barabási–Albert scale-free network topologies using end-to-
end delay, jitter, packet delivery success (PDS), and maximum link utilization (MLU) as
performance metrics.

1.3. Contributions

The main contributions of this work are summarized as follows:

1. We develop a topology-based structural risk model for Barabási–Albert scale-free
networks and integrate it into OSPF cost computation.

2. We introduce a sigmoid-based adaptive routing mechanism that enables topology-
aware path selection through configurable midpoint (x0) and steepness (k) parameters.

3. We investigate the effects of the sigmoid parameters on routing performance under
different network traffic conditions.

4. We implement the proposed framework in NS-3 and evaluate its performance using
end-to-end delay, jitter, MLU, and PDS, demonstrating improved performance over
Standard OSPF and Linear-OSPF.

2. Literature Review
Enhancing OSPF for dynamic, large-scale, and risk-sensitive networks has been exten-

sively studied, encompassing adaptive metrics, trust-aware routing, traffic engineering,
SDN- and quantum-assisted OSPF variants, and diverse performance evaluation frame-
works. This section reviews and categorizes the most relevant contributions.

2.1. Adaptive Metric Designs in OSPF

Traditional OSPF employs static routing metrics based on link bandwidth or hop
count, which are often inadequate for dynamic network environments. To address this
limitation, several studies have proposed adaptive cost models. For example, an inverse
coupled simulated annealing (ICSA) approach was developed to optimize Hello intervals
and improve convergence in large-scale OSPF-based IoT networks [19]. Other studies have
investigated step, linear, and exponential cost functions to enhance routing performance
under varying traffic conditions [20]. In addition, OSPF has been modeled as a self-adaptive
system in which mechanisms such as Hello packet exchange and link-state advertisement
(LSA) flooding form a feedback control loop for adaptive route computation [21].

2.2. Trust-Based and Secure Routing Enhancements

Several studies have incorporated trust metrics into routing decisions to improve
routing robustness. For example, modified Dijkstra algorithms have been proposed to
prioritize trusted nodes in OSPF networks [5,6]. Similarly, trust-aware routing protocols,
including CONFIDANT [22], Ariadne [23], and SEAD [24], have been developed for AODV-
and DSR-based networks to identify and isolate misbehaving nodes.

More recently, anomaly detection techniques have been investigated for OSPF, par-
ticularly to identify falsified link-state advertisements (LSAs). These approaches include
machine learning-based detection models [7,8] and formal model-checking techniques [25].
However, these methods typically operate independently of the routing process and do not
directly integrate detection results into adaptive OSPF cost computation.
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2.3. Secure-Aware Traffic Engineering

Traffic engineering (TE) models that incorporate risk-related metrics have also been
investigated. For example, flow-based TE models have been extended to consider link
compromise probabilities, confidentiality requirements, and traffic class sensitivity [11,12].
These approaches improve routing robustness by diverting traffic away from high-risk
paths. However, they typically rely on static thresholds or binary link-blocking mechanisms
and do not provide continuous cost adaptation in response to varying risk levels.

2.4. Hybrid SDN-OSPF and Control Plane Extensions

The emergence of software-defined networking (SDN) has enabled hybrid control
frameworks that combine centralized SDN controllers with distributed OSPF routers. Stud-
ies have shown that hybrid SDN–OSPF architectures improve path management and traffic
optimization while preserving existing network infrastructure [26–29]. However, these
frameworks generally rely on conventional routing cost models and do not incorporate
topology-based structural risk-aware adaptive routing metrics.

2.5. Quantum and Risk-Aware OSPF

The evolution of OSPF toward quantum networking has motivated the development
of routing metrics that extend beyond conventional bandwidth-based costs. Previous
studies have shown that routing in quantum key distribution (QKD) networks should
consider key generation rate to prevent rapid key depletion [30].

More recently, QKD-enabled OSPF architectures have introduced dynamic, key-aware
link cost metrics to support distributed and scalable quantum key relay without centralized
control [31]. These studies demonstrate the growing importance of adaptive routing metrics
and motivate the development of nonlinear cost models that improve routing adaptability
under dynamic network conditions.

2.6. Complementary Approaches in OSPF Evolution

OSPF-ICSA [19], QKD-enabled OSPF [31], and the proposed SE-OSPF all extend
the conventional OSPF protocol but address different aspects of routing, making them
complementary approaches. OSPF-ICSA improves convergence by optimizing control-
plane timing without modifying routing costs, whereas QKD-enabled OSPF incorporates
quantum key availability into the routing metric to support key relay in QKD networks.
In contrast, SE-OSPF integrates topology-based structural risk into the OSPF routing metric
through a nonlinear sigmoid-based cost function, enabling adaptive path selection under
dynamic network conditions.

As summarized in Table 2, these approaches enhance OSPF at different levels, in-
cluding control-plane optimization, quantum resource awareness, and routing metric
adaptation. Unlike the other approaches, SE-OSPF directly adapts routing costs according
to topology-based structural risk, improving end-to-end delay, packet delivery success,
jitter, and maximum link utilization without requiring additional protocol messages or
specialized hardware.

Table 2. Comparison of OSPF-ICSA, QKD-Enabled OSPF, and SE-OSPF.

Aspect OSPF-ICSA QKD-Enabled OSPF SE-OSPF (This Work)

Primary Goal Fast convergence Quantum key relay Risk-aware routing

Optimization Layer Control-plane timing Key-resource routing Routing metric adaptation

Secure Basis Reliability QKD cryptography Network-layer risk awareness
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Table 2. Cont.

Aspect OSPF-ICSA QKD-Enabled OSPF SE-OSPF (This Work)

Routing Resource Hello/dead intervals Key pool and SKR Risk indicators

Metric Modification No cost change Discrete key thresholds Continuous sigmoid cost

OSPF Integration Hello interval tuning QKD-specific LSAs Standard LSAs, cost only

Path Selection Shortest path Avoid low-key links Avoid high-risk paths

Performance Focus Convergence time Key sustainability Delay, jitter, utilization, PDS

Hardware None QKD hardware None

Key Limitation No risk awareness High cost Risk modeling accuracy

2.7. Simulation, Emulation, and Evaluation Tools

Several platforms support the evaluation of routing protocol performance, including
GNS3, OPNET, and the SEED Internet Emulator [32–35]. These tools are widely used to
evaluate routing performance, including topology convergence, delay, and packet loss.
Some studies have also employed these platforms to investigate OSPF performance under
different network conditions [10]. However, there is currently no evaluation framework
specifically designed for sigmoid-based adaptive routing in OSPF or for topology-based
structural risk-aware routing in scale-free networks. Therefore, this study employs the
Barabási–Albert (BA) model to represent realistic scale-free network topologies with highly
connected hub nodes.

The BA model is well suited for analyzing topology-based structural risk because
highly connected hub nodes play a critical role in maintaining network connectivity. Owing
to these characteristics, the BA model has been widely adopted for network resilience
analysis and topology-aware routing studies. Tools and frameworks such as BAT [36],
LineageBA [37], and EvoCut [38] utilize BA-based topologies to analyze network connec-
tivity, identify structurally important nodes, and evaluate network robustness. In this
work, the BA model is used to simulate scale-free IoT networks, analyze node connectivity,
and derive topology-based structural risk indicators for adaptive routing.

3. Materials and Methods
3.1. Topology-Based Structural Risk Model

The proposed SE-OSPF framework employs a Barabási–Albert (BA) scale-free topol-
ogy to model realistic communication networks. Owing to the preferential attachment
mechanism, BA networks naturally comprise a small number of highly connected hub
nodes and many sparsely connected peripheral nodes, reflecting the structural characteris-
tics of many real-world communication networks. In this study, topology-based structural
risk denotes the relative importance of a node within the network topology rather than its
probability of being compromised. Consequently, hub nodes are assigned higher structural
risk because their failure or overload can have a greater impact on network connectivity
and routing performance.

The simulated BA topology comprises 10 core routers and 16 host devices (H1–H16),
resulting in a total of 26 nodes, as illustrated in Figure 1. During topology generation, each
new node establishes m = 2 links according to the preferential attachment probability.

Π(ki) =
ki

∑j k j
(1)
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where ki denotes the degree of node i. This process produces the characteristic power-law
degree distribution

P(k) ∼ k−γ, 2 ≤ γ ≤ 3. (2)

Node degree is adopted as the structural risk indicator because it directly reflects node
connectivity and can be efficiently computed. The normalized structural risk of node i is
defined as

Ri =
di

max
k∈V

dk
(3)

where di is the degree of node i, V denotes the set of network nodes, and max(dk) is
the maximum node degree in the network. Since routing decisions are performed on
communication links, the corresponding link-level structural risk is given by

Rij =
max(di, dj)

max
k∈V

dk
(4)

where Rij denotes the normalized structural risk of the link connecting nodes i and j.
Consequently,

0 ≤ Rij ≤ 1 (5)

where larger values indicate links connected to structurally more important nodes. The nor-
malized risk value is subsequently used as the input to the sigmoid-based routing cost
function described in the next subsection. Although node degree is adopted in this
study, the proposed framework can be readily extended to incorporate dynamic risk
indicators, such as trust scores, intrusion detection alerts, anomaly scores, or historical
failure statistics.

Figure 1. Barabási–Albert topology used in simulations, consisting of 10 core routers and 16 host
nodes (H1–H16), totaling 26 nodes, Node 1 (red) classified as high-risk, Nodes 2–3 (blue) as low-risk,
and all remaining nodes (white) as neutral based on degree-driven performance analysis.
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3.2. Sigmoid-Based Cost Model

Conventional OSPF relies on static link costs that are unable to effectively capture
nonlinear variations in network conditions or topology-based structural risk. The proposed
SE-OSPF framework addresses this limitation by mapping the normalized structural risk
to the routing cost through a nonlinear sigmoid function. Compared with conventional
linear cost models, the sigmoid function enables smooth cost transitions, thereby reducing
abrupt routing changes and improving routing adaptability.

The sigmoid-based routing cost factor is defined as

fr =
1

1 + e−k(x−x0)
(6)

where x denotes the normalized structural risk indicator Rij, x0 is the midpoint, and k is
the steepness parameter. The corresponding routing cost is computed as

Costij = Cmin + (Cmax − Cmin) fr (7)

where Cmin and Cmax specify the minimum and maximum routing costs. This formulation
ensures that routing costs remain within predefined bounds while remaining compatible
with the standard OSPF shortest-path computation.

Sensitivity analysis was performed by varying the sigmoid midpoint (x0) and steep-
ness (k) to investigate their effects on routing decisions and responsiveness to topology-
based structural risk. Figure 2 illustrates the routing costs generated by the proposed
sigmoid model under different parameter settings. The upper subfigure represents a
low-cost routing profile with Cmin = 50 and Cmax = 200, whereas the lower subfig-
ure represents a high-cost routing profile with Cmin = 100 and Cmax = 400. Three
midpoint values (x0 = {30, 50, 70}) are evaluated together with five steepness values
(k = {0.1, 0.2, 0.3, 0.4, 0.5}). Smaller values of x0 shift the sigmoid transition toward lower
structural risk, causing routing costs to increase earlier, whereas larger values delay the
cost transition until higher risk levels are reached. Increasing k produces steeper transitions
around the midpoint, enabling faster adaptation to changes in structural risk, while smaller
values yield smoother cost variations that improve routing stability. Although the routing
cost ranges differ between the two subfigures, the nonlinear relationship between structural
risk and routing cost remains unchanged, demonstrating the flexibility of the proposed
sigmoid model for networks with different routing cost scales.

In practical deployments, the parameters x0 and k may be configured according to
network management policies or topology statistics. Although this study derives the
structural risk indicator from the node degree, the proposed framework is independent of
the underlying risk source and can readily incorporate information from trust management
systems, intrusion detection systems (IDS), anomaly detection algorithms, or historical
network statistics.

For each simulation run, the topology-based structural risk values are computed
once after topology generation and used as static inputs to the sigmoid-based cost model.
The corresponding OSPF link costs are then calculated using (7) before route computation
and remain fixed throughout the simulation, providing a consistent basis for performance
evaluation while avoiding routing oscillations caused by frequent metric updates. The pro-
posed framework can be extended to support periodic risk updates and adaptive routing
cost recomputation in network environments.
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Figure 2. Sigmoid-based routing cost under different midpoint (x0) and steepness (k) parameters.
The upper figure shows the low-risk configuration (Cmin = 50, Cmax = 200), while the lower
figure represents the high-risk configuration (Cmin = 100, Cmax = 400). The midpoint parameter
x0 ∈ {30 (blue), 50 (green), 70 (red)} determines the cost escalation threshold, and the steepness
parameter k ∈ {0.1, 0.2, 0.3, 0.4, 0.5} controls the transition sharpness.

3.3. Secure Path Selection Using Risk-Aware Sigmoid Cost

Algorithm 1 summarizes the proposed SE-OSPF routing procedure. The algorithm
first computes the normalized structural risk of each node from its degree in the BA scale-
free topology. The corresponding link-level risk, denoted by Rij, is then determined from
the higher normalized degree of the two endpoint nodes, providing a topology-based
measure of link importance.

Each link-level risk value is transformed into a routing cost using the sigmoid function
described in the previous subsection. The resulting sigmoid output provides a smooth
scaling factor that is mapped to the OSPF routing metric through predefined minimum and
maximum cost bounds. This nonlinear mapping enables continuous cost adaptation while
avoiding abrupt metric changes that could otherwise introduce routing instability.

The weighted network graph is subsequently constructed, and the shortest paths
are computed using Dijkstra’s algorithm, consistent with the conventional OSPF shortest-
path-first procedure. In the current implementation, the topology-based structural risk
and the corresponding routing costs are computed once after topology generation and
remain fixed throughout each simulation run. This design isolates the effect of the proposed
sigmoid-based cost model while preserving routing stability.

By incorporating topology-based structural risk into the OSPF cost computation, SE-
OSPF enables topology-based structural risk-aware adaptive routing without modifying
the underlying shortest-path algorithm. Consequently, routing decisions consider both
network connectivity and node structural importance while remaining fully compatible
with the conventional OSPF framework.
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Algorithm 1 SE-OSPF Path Selection Using Topology-Based Structural Risk

Require: Graph G(V, E), where V is the set of nodes and E is the set of links
Require: Node degree di for each node i ∈ V
Require: Sigmoid parameters: midpoint x0 and steepness k
Require: Cost bounds: Cmin and Cmax
Require: Source node s and destination node d
Ensure: Selected path P(s, d) based on sigmoid-enhanced OSPF cost

1: dmax ← max
i∈V

di

2: for all nodes i ∈ V do
3: Ri ← di/dmax // Normalized node structural risk
4: end for
5: for all links (i, j) ∈ E do
6: Rij ← max(Ri, Rj) // Link-level structural risk

7: fr ← 1/(1 + e−k(Rij−x0)) // Sigmoid scaling factor
8: Costij ← Cmin + (Cmax − Cmin) fr
9: end for

10: Build weighted graph G′(V, E) using Costij
11: Compute routing table using Dijkstra’s shortest-path algorithm on G′

12: Extract path P(s, d) from the computed routing table
13: return P(s, d)

3.4. Linear to Sigmoid Cost Models

In [20], existing OSPF extensions employ a linear routing metric in which the routing
cost increases proportionally with a network parameter such as link risk. The linear cost
model can be expressed as

Clinear
ij = cmin + (cmax − cmin)x (8)

where x denotes the normalized metric associated with link (i, j) and (cmin, cmax) represents
the allowable routing cost range. Although this formulation is simple and computation-
ally efficient, it assumes constant sensitivity across all network conditions and may not
accurately capture nonlinear degradation in dynamic environments.

To improve adaptability, a sigmoid-based routing metric is proposed, enabling non-
linear cost scaling. Around its midpoint x0, the sigmoid behaves approximately linearly,
indicating that the linear metric represents a local approximation of the sigmoid model.
The sigmoid formulation therefore generalizes the linear metric by introducing adaptive
sensitivity through the parameters x0 and k. Table 3 summarizes the conceptual differences
between the linear routing metric and the proposed sigmoid-based metric in terms of
adaptability and congestion response.

Table 3. Conceptual interpretation of linear and sigmoid-based metrics.

Property Linear Metric Sigmoid Metric

Cost growth Constant rate Adaptive rate
Sensitivity Uniform Threshold-based
Adaptability Moderate High
Congestion response Gradual Rapid near threshold

3.5. Simulation Environment

The performance of the proposed SE-OSPF protocol was evaluated using the NS-3 net-
work simulator. A BA scale-free topology was adopted to emulate realistic communication
networks characterized by a small number of connected hub nodes and many peripheral
nodes. Such topologies exhibit connectivity and traffic concentration, providing a practical
environment for evaluating risk-aware adaptive routing algorithms.
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The simulated network consists of 10 core routers and 16 host nodes (26 nodes in
total) interconnected through point-to-point wired links. Each communication link was
configured with a bandwidth of 1 Gbps, representing the maximum link capacity, and a
propagation delay of 1 ns. Traffic was generated using UDP-based Poisson applications
with a packet size of 560 bytes. To investigate routing behavior under different traffic con-
ditions, the offered traffic rate, representing the packet generation rate of each application
flow, was varied from 100 to 700 Mbps per flow. Routing tables were initialized at the
beginning of each simulation and recomputed after topology-based risk evaluation at 0.06 s.
The proposed SE-OSPF was compared with Standard OSPF and Linear-OSPF using the
same network topology and traffic scenarios.

Table 4 summarizes the simulation parameters used throughout this study.

Table 4. Simulation parameters.

Parameter Value

Simulator NS-3
Topology model Barabási–Albert scale-free topology
Number of core routers 10
Number of host nodes 16
Total nodes 26
Link type Point-to-point wired links
Link bandwidth 1 Gbps (link capacity)
Link propagation delay 1 ns
Traffic type UDP Poisson traffic
Number of active traffic flows 26
Packet size 560 bytes
Traffic rate 100, 300, 500, and 700 Mbps (application rate)
Maximum packets per flow 100,000 packets
Queue type NS-3 default
Queue size NS-3 default
Simulation length 200 s
Routing update time 0.06 s
Routing update mechanism Routing table recomputation
Risk update mechanism Static topology-based structural risk
Random seeds 1–3
Repeated runs 5 simulation runs
Compared protocols Standard OSPF, Linear-OSPF, and SE-OSPF

4. Results and Discussion
This section evaluates the proposed SE-OSPF framework against Standard OSPF and

Linear-OSPF using end-to-end delay, jitter, maximum link utilization (MLU), and packet de-
livery success (PDS). The performance is analyzed under different bandwidths and sigmoid
parameter settings, followed by hypothesis validation based on the experimental results.

4.1. Hypothesis Validation

The experimental evaluation aims to assess the effectiveness of the proposed SE-OSPF
framework under topology-based structural risk conditions. The following hypotheses
were formulated to guide the performance analysis:

Hypothesis 1. SE-OSPF reduces average end-to-end delay by employing an adaptive sigmoid-based
cost mechanism that proactively mitigates congestion and avoids structurally critical paths.

Hypothesis 2. The proposed sigmoid-based cost model reduces packet jitter and improves PDS by
enabling fine-grained differentiation of high-risk links during routing decisions.
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Hypothesis 3. SE-OSPF improves load balancing, as evidenced by lower MLU, through continu-
ous sigmoid-based cost adaptation that prevents traffic concentration on highly utilized links.

These hypotheses provide a foundation for evaluating the applicability and effective-
ness of SE-OSPF in performance-critical network environments.

4.2. End-to-End Delay Performance Analysis

End-to-end delay is defined as the average packet delivery time from the source to the
destination, including transmission, queuing, and processing delays, and is given by:

Delayavg =
1
N

N

∑
i=1

(trecv,i − tsend,i) (9)

where N is the number of received packets, and tsend,i and trecv,i denote the packet transmis-
sion and reception times, respectively. Lower delay indicates better routing performance.

Figures 3–5 illustrate the CDFs of end-to-end packet delay for sigmoid midpoint
values of x0 = 30, 50, and 70, respectively. The midpoint parameter x0 determines when
routing costs increase. A smaller x0 applies routing penalties earlier, reducing congestion
under heavy traffic, whereas a larger x0 preserves shorter paths under light traffic but may
increase delay as network load grows.

The steepness parameter k controls the sensitivity of the routing cost around the
threshold. Smaller values provide smoother and more stable routing adaptation, while
larger values respond more aggressively to structural risk, improving congestion avoidance
at the cost of potentially longer routes. Table 5 summarizes the effects and trade-offs of the
sigmoid parameters. The results reveal a trade-off between congestion avoidance and path
efficiency. Smaller x0 or larger k improve delay performance under moderate and heavy
traffic, whereas larger x0 or smaller k better preserve path efficiency under light traffic.
These findings support Hypothesis 1, demonstrating that the proposed sigmoid-based cost
model effectively balances structural risk and routing performance.

Figure 3. Cumulative distribution functions (CDFs) of end-to-end packet delay for Standard OSPF,
Linear-OSPF, and SE-OSPF under bandwidths of 100, 300, 500, and 700 Mbps with a sigmoid midpoint
of x0 = 30 and varying steepness values (k = 0.1–0.5).
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Figure 4. Cumulative distribution functions (CDFs) of end-to-end packet delay for Standard OSPF,
Linear-OSPF, and SE-OSPF under bandwidths of 100, 300, 500, and 700 Mbps with a sigmoid midpoint
of x0 = 50 and varying steepness values (k = 0.1–0.5).

Figure 5. Cumulative distribution functions (CDFs) of end-to-end packet delay for Standard OSPF,
Linear-OSPF, and SE-OSPF under bandwidths of 100, 300, 500, and 700 Mbps with a sigmoid midpoint
of x0 = 70 and varying steepness values (k = 0.1–0.5).

Table 5. Effects of sigmoid parameters on routing behavior.

Parameter Effect Benefit Trade-Off

Small (x0) Early penalty Less congestion Longer paths
Large (x0) Late penalty Better hub usage Higher delay
Small (k) Smooth transition Stable routing Slow adaptation
Large (k) Sharp transition Fast adaptation Longer paths
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4.3. Average End-to-End Delay Analysis

Figure 6 compares the average end-to-end delay of Standard OSPF, Linear-OSPF,
and SE-OSPF with different sigmoid steepness values. Standard OSPF records the highest
delay (0.66 ms), while Linear-OSPF shows only a marginal improvement. In contrast,
SE-OSPF consistently reduces delay as the sigmoid steepness increases.

A larger k produces a steeper sigmoid cost function, allowing routing costs to rise
more rapidly once the structural risk exceeds the threshold. This enables earlier traffic
diversion from congested hub nodes, reducing queueing delay and improving load bal-
ancing. Smaller k values provide smoother cost transitions, resulting in slower adaptation
and slightly higher delays. SE-OSPF with k = 0.5 achieves the lowest average delay
(0.53 ms), approximately 20% lower than Standard OSPF. These results demonstrate that
increasing the sigmoid steepness enhances routing responsiveness and effectively reduces
end-to-end delay.

Figure 6. Average end-to-end delay for Standard OSPF, Linear-OSPF, and SE-OSPF under different
sigmoid steepness values (k = 0.1–0.5). Error bars represent the standard deviation of the measured
end-to-end delay across the simulation runs.

4.4. Jitter Performance Analysis

Jitter measures variations in packet arrival times and is critical for real-time applica-
tions. It is given by:

Jitteri = |(ti − ti−1)− (ti−1 − ti−2)| (10)

where ti, ti−1, and ti−2 are the arrival times of consecutive packets. Lower jitter indicates
more stable routing and packet delivery.

Figures 7–9 illustrate the CDFs of end-to-end jitter for sigmoid midpoint values of
x0 = 30, 50, and 70, respectively. A left-shifted CDF indicates lower jitter and more stable
packet delivery. SE-OSPF consistently achieves lower jitter than the baseline protocols,
especially under moderate and heavy traffic.

The midpoint parameter x0 determines when routing costs increase. Smaller x0 values
trigger earlier traffic redistribution, reducing congestion but potentially increasing route
changes, whereas larger x0 values preserve routing stability but may increase jitter under
heavy traffic. The steepness parameter k controls routing responsiveness. Smaller k values
provide smoother and more stable adaptation, while larger k values react more quickly to
congestion, reducing jitter at the cost of more aggressive route updates. Table 6 summarizes
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the effects of the sigmoid parameters on jitter performance. Smaller x0 or larger k improve
jitter performance through faster congestion avoidance, whereas larger x0 or smaller k favor
routing stability. These results support Hypothesis 2 that SE-OSPF reduces packet jitter by
balancing routing responsiveness and stability.

Figure 7. Cumulative distribution functions (CDFs) of packet jitter for Standard OSPF, Linear-OSPF,
and SE-OSPF under bandwidths of 100, 300, 500, and 700 Mbps, with the sigmoid midpoint fixed at
x0 = 30 and the steepness parameter varied from k = 0.1 to 0.5.

Figure 8. Cumulative distribution functions (CDFs) of packet jitter for Standard OSPF, Linear-OSPF,
and SE-OSPF under bandwidths of 100, 300, 500, and 700 Mbps, with the sigmoid midpoint fixed at
x0 = 50 and the steepness parameter varied from k = 0.1 to 0.5.
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Figure 9. Cumulative distribution functions (CDFs) of packet jitter for Standard OSPF, Linear-OSPF,
and SE-OSPF under bandwidths of 100, 300, 500, and 700 Mbps, with the sigmoid midpoint fixed at
x0 = 70 and the steepness parameter varied from k = 0.1 to 0.5.

Table 6. Effects of sigmoid parameters on jitter performance.

Parameter Effect Benefit Trade-Off

Small (x0) Early adaptation Lower jitter Less stable routes
Large (x0) Late adaptation Stable routing Higher jitter
Small (k) Smooth transition Stable routing Slow adaptation
Large (k) Sharp transition Lower jitter Frequent updates

4.5. Average Jitter Analysis

Figure 10 compares the average jitter of Standard OSPF, Linear-OSPF, and SE-OSPF
with different sigmoid steepness values. Standard OSPF exhibits the highest jitter, while all
SE-OSPF configurations reduce jitter. The lowest jitter is achieved with moderate steepness
(k = 0.2–0.3), providing the best balance between routing responsiveness and stability.

The steepness parameter k controls routing adaptation. Small values respond gradu-
ally, allowing congestion to increase jitter, whereas large values trigger more aggressive
route updates that may slightly increase packet delay variation. Moderate values effectively
balance congestion avoidance and routing stability, resulting in the lowest jitter. These
results support Hypothesis 2, demonstrating that SE-OSPF improves jitter performance
through risk-aware adaptive routing.

4.6. Maximum Link Utilization (MLU) Analysis

Network load balancing is evaluated using the MLU, which represents the highest
utilization among all network links. Lower MLU indicates more balanced traffic distribu-
tion and reduced congestion, whereas higher MLU reflects traffic concentration and an
increased risk of bottlenecks.
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Figure 10. Average packet jitter for Standard OSPF, Linear-OSPF, and SE-OSPF under different
sigmoid steepness values (k = 0.1–0.5). Error bars represent the standard deviation of jitter measure-
ments across the simulation runs.

Per-link utilization is defined as

Ul =
Bl

ClT
(11)

where Bl is the total number of transmitted bits, Cl is the link capacity, and T is the
simulation time. The MLU is then computed as

Umax = max
l∈L

Ul (12)

where Umax denotes the maximum utilization among all links in the network.
Figures 11–13 present the CDFs of MLU for sigmoid midpoint values of x0 = 30, 50,

and 70, respectively. Lower MLU indicates better load balancing by preventing excessive
traffic concentration on individual links. SE-OSPF achieves lower MLU than Standard
OSPF, particularly under moderate and heavy traffic, demonstrating more balanced traf-
fic distribution.

The midpoint parameter x0 determines when routing costs increase. Smaller x0 values
redistribute traffic earlier, reducing MLU through proactive load balancing, whereas larger
x0 values retain traffic on preferred routes for longer, potentially increasing link utilization
before rerouting occurs. The steepness parameter k controls routing responsiveness. Smaller
k values provide gradual traffic redistribution, while larger k values shift traffic more rapidly
from highly utilized links, further reducing MLU but increasing routing sensitivity. Table 7
summarizes the effects of the sigmoid parameters on MLU, highlighting the trade-off
between load balancing and routing stability.

These results highlight a trade-off between load balancing and routing stability.
Smaller x0 or larger k improve load distribution by lowering MLU, whereas larger x0

or smaller k preserve more stable routing with slightly higher link utilization. SE-OSPF
effectively balances traffic across the network, supporting Hypothesis 3 that risk-aware
adaptive routing improves load balancing by reducing maximum link utilization.
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Table 7. Effects of sigmoid parameters on maximum link utilization.

Parameter Effect Benefit Trade-Off

Small (x0) Early adaptation Lower MLU Less stable routes
Large (x0) Late adaptation Stable routing Higher MLU
Small (k) Smooth transition Stable routing Slower load balancing
Large (k) Fast adaptation Lower MLU Higher routing sensitivity

Figure 11. Cumulative distribution functions (CDFs) of Maximum Link Utilization (MLU) for
Standard OSPF, Linear-OSPF, and SE-OSPF under bandwidths of 100, 300, 500, and 700 Mbps,
with the sigmoid midpoint fixed at x0 = 30 and the steepness parameter varied from k = 0.1 to 0.5.

Figure 12. Cumulative distribution functions (CDFs) of Maximum Link Utilization (MLU) for
Standard OSPF, Linear-OSPF, and SE-OSPF under bandwidths of 100, 300, 500, and 700 Mbps,
with the sigmoid midpoint fixed at x0 = 50 and the steepness parameter varied from k = 0.1 to 0.5.
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Figure 13. Cumulative distribution functions (CDFs) of Maximum Link Utilization (MLU) for
Standard OSPF, Linear-OSPF, and SE-OSPF under bandwidths of 100, 300, 500, and 700 Mbps,
with the sigmoid midpoint fixed at x0 = 70 and the steepness parameter varied from k = 0.1 to 0.5.

4.7. Average Link Utilization (ALU) Analysis

The average link utilization (ALU), which measures the mean utilization across all
network links, is defined as

Uavg =
1
|L| ∑

l∈L
Ul (13)

where |L| is the total number of links and Ul is the utilization of link l. Lower ALU indicates
more balanced traffic distribution across the network.

Figures 14–16 compares the ALU of three representative nodes for Standard OSPF,
Linear-OSPF, and SE-OSPF under different sigmoid parameters. Lower average MLU
indicates better load balancing through more even traffic distribution. Standard OSPF
concentrates traffic on Node 1, while Linear-OSPF shifts a larger portion of traffic toward
Nodes 2 and 3, resulting in uneven link utilization. In contrast, SE-OSPF distributes traffic
more uniformly by adapting routing costs according to structural risk, thereby improving
overall load balancing.

The midpoint parameter x0 controls when traffic redistribution begins. Larger x0

values delay routing penalties, preserving preferred routes while gradually balancing
utilization across the network. The steepness parameter k controls the aggressiveness of
traffic redistribution. Moderate-to-large values (k = 0.3–0.5) provide the most balanced
utilization, whereas very small values may produce less effective traffic distribution. SE-
OSPF achieves more balanced average link utilization than Standard OSPF and Linear-
OSPF, demonstrating that risk-aware adaptive routing effectively improves network load
balancing while avoiding excessive traffic concentration.

As summarized in Table 8, SE-OSPF exhibits a higher ALU of 30.84% compared
to 21.76% for Standard OSPF and 25.18% for Linear OSPF, corresponding to increases
of 41.7% and 22.5%, respectively. This increase results from a sigmoid-based nonlinear
cost mechanism that intentionally consolidates traffic on secure and reliable paths once
risk is exceeded. Rather than indicating inefficiency, the higher ALU reflects a designed
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trade-off that enhances routing stability, risk awareness, and resilience in dynamic IoT and
CPS networks.

Figure 14. Average link utilization for Standard OSPF, Linear-OSPF, and SE-OSPF under different
sigmoid steepness values (k = 0.1–0.5) with the sigmoid midpoint fixed at x0 = 30.

Figure 15. Average link utilization for Standard OSPF, Linear-OSPF, and SE-OSPF under different
sigmoid steepness values (k = 0.1–0.5) with the sigmoid midpoint fixed at x0 = 50.
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Figure 16. Average link utilization for Standard OSPF, Linear-OSPF, and SE-OSPF under different
sigmoid steepness values (k = 0.1–0.5) with the sigmoid midpoint fixed at x0 = 70.

Table 8. Summary of maximum link utilization comparison. The dash (–) indicates that the compari-
son is not applicable.

Routing Scheme ALU (%) vs. Standard vs. Linear

Standard OSPF 21.76 – –
Linear OSPF 25.18 +15.7% –
SE-OSPF (Avg) 30.84 +41.7% +22.5%

4.8. Packet Delivery Success (PDS) Analysis

PDS evaluates routing reliability by measuring the proportion of packets successfully
delivered to their destinations, where higher PDS indicates better routing performance.
Figures 17–19 present the PDS of Standard OSPF, Linear-OSPF, and SE-OSPF under different
sigmoid parameter configurations. The results show that PDS depends on the trade-off
between congestion avoidance and routing efficiency. Standard OSPF maintains relatively
high PDS under light traffic, whereas Linear-OSPF consistently exhibits the lowest PDS
among the evaluated routing schemes.

The midpoint parameter x0 determines when routing costs increase. Smaller x0 values
reroute traffic earlier, reducing congestion but increasing path length and routing overhead,
which lowers PDS. Larger x0 values preserve efficient routes until structural risk becomes
significant, resulting in higher packet delivery. The steepness parameter k controls routing
responsiveness. Moderate values (k = 0.2–0.3) provide the best balance between congestion
avoidance and path stability, whereas very small or large values either react too slowly or
introduce excessive route changes. Larger x0 with moderate k achieves the highest PDS
by balancing routing efficiency and congestion avoidance, supporting Hypothesis 2 that
risk-aware adaptive routing improves packet delivery success.

Table 9 summarizes the effects of the sigmoid parameters on PDS. Smaller x0 improves
congestion avoidance but may reduce PDS, whereas larger x0 better preserves packet
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delivery. Similarly, smaller k favors routing stability, while larger k enhances congestion
avoidance at the cost of more frequent route updates.

Figure 17. Packet delivery success (PDS) for Standard OSPF, Linear-OSPF, and SE-OSPF under
different sigmoid steepness values (k = 0.1–0.5) with the sigmoid midpoint fixed at x0 = 30.

Figure 18. Packet delivery success (PDS) for Standard OSPF, Linear-OSPF, and SE-OSPF under
different sigmoid steepness values (k = 0.1–0.5) with the sigmoid midpoint fixed at x0 = 50.

Table 9. Effects of sigmoid parameters on packet delivery success.

Parameter Effect Benefit Trade-Off

Small (x0) Early Less congestion Lower PDS
Large (x0) Late Higher PDS Higher congestion risk
Small (k) Smooth Stable routing Slow congestion response
Large (k) Fast Better congestion avoidance More route changes
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Figure 19. Packet delivery success (PDS) for Standard OSPF, Linear-OSPF, and SE-OSPF under
different sigmoid steepness values (k = 0.1–0.5) with the sigmoid midpoint fixed at x0 = 70.

4.9. Unified Performance Discussion

SE-OSPF outperforms Standard OSPF and Linear-OSPF by reducing end-to-end delay,
packet jitter, and MLU while maintaining high PDS. These improvements are achieved
through the proposed sigmoid-based cost model, which adaptively redistributes traffic
according to topology-based structural risk.

Table 10 summarizes the effects of the sigmoid midpoint (x0) and steepness (k) on the
evaluated performance metrics. It highlights the engineering trade-offs associated with
different parameter settings and provides practical guidance for selecting suitable values
under varying network conditions.

The sigmoid parameters jointly influence routing performance. Smaller values of x0

promote earlier traffic redistribution, improving congestion avoidance and load balancing,
whereas larger values preserve path efficiency and routing stability. Likewise, moderate
values of k provide an effective balance between responsiveness and stability, resulting
in higher PDS and lower jitter, while larger values enable faster adaptation under heavy
traffic. Consequently, more aggressive parameter settings are better suited to congested
networks, whereas conservative settings are preferable under stable operating conditions.

From an engineering perspective, the proposed topology-based structural risk-aware
routing framework preserves the conventional OSPF control plane by modifying only
the routing cost computation. This design facilitates deployment in existing IP networks,
while the configurable sigmoid parameters provide flexibility for different operating condi-
tions and offer opportunities for future optimization using adaptive or machine learning-
based techniques.

Table 10. Unified effects of sigmoid parameters on routing performance. Arrows indicate the relative
change in each metric (↑: increase; ↓: decrease).

Parameter Behavior Delay Jit./MLU PDS Trade-Off

Small (x0) Early ↓ ↓ ↓ Fast adaptation
Large (x0) Late ↑ ↑ ↑ Stable routing
Small (k) Smooth ↑ Stable Moderate Slow response
Large (k) Fast ↓ ↓ Moderate Frequent updates
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4.10. Comparative Performance Analysis

As summarized in Table 11, SE-OSPF (k = 0.5) provides the best overall performance
among the evaluated routing schemes. It achieves the lowest end-to-end delay (0.53 ms),
corresponding to a 19.7% reduction compared with Standard OSPF. Although Linear-
OSPF yields the lowest average jitter, it records the fewest successfully delivered packets
(1,734,813), highlighting a trade-off between delay stability and delivery reliability. In con-
trast, SE-OSPF maintains low jitter while increasing the average number of successfully
delivered packets to 2,023,200, demonstrating a more balanced trade-off between latency,
reliability, and routing adaptability under dynamic network conditions.

Table 11. Performance comparison of routing schemes.

Metric Std. OSPF Linear OSPF SIGMOID (k = 0.5)

Delay (s) 0.66 0.65 0.53
Jitter (ms) 22.76 20.11 20.81
Packet Delivery (Avg) 1,999,595 1,734,813 2,023,200
Adaptivity Low Medium High

5. Conclusions and Future Work
This paper proposed SE-OSPF, a topology-based structural risk-aware adaptive routing

framework that integrates a nonlinear sigmoid-based cost function into the conventional
OSPF protocol. By incorporating topology-based structural risk into the routing metric,
the proposed framework adaptively adjusts routing costs using two configurable sigmoid
parameters: the midpoint (x0) and the steepness (k). This nonlinear cost model enables
flexible routing decisions that effectively balance congestion avoidance, routing stability,
and path efficiency under varying network conditions.

The effectiveness of SE-OSPF was evaluated through NS-3 simulations on a Barabási–
Albert scale-free topology. The results demonstrate that SE-OSPF outperforms Standard
OSPF and Linear-OSPF by reducing end-to-end delay, packet jitter, and MLU while main-
taining high PDS, thereby improving routing efficiency and load balancing. Sensitivity
analysis further shows that routing behavior can be effectively controlled through the
sigmoid parameters. Smaller values of x0 or larger values of k promote earlier traffic
redistribution and stronger congestion avoidance, whereas larger x0 or moderate k provide
greater routing stability and improved packet delivery. These findings demonstrate that
appropriate parameter selection enables an effective trade-off between routing responsive-
ness and network efficiency. Since SE-OSPF modifies only the routing cost computation
while preserving the standard OSPF control plane, it can be readily deployed in existing IP
networks without requiring protocol redesign.

Future work will investigate adaptive optimization of the sigmoid parameters us-
ing machine learning techniques to enable autonomous routing under dynamic network
conditions. The framework will also be extended to support multi-objective routing by
jointly considering congestion, trust, energy efficiency, and topology-based risk indicators.
In addition, large-scale experimental validation and dynamic risk-aware routing scenarios
will be explored to further evaluate the scalability, robustness, and practical applicability of
the proposed framework.
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