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Abstract

Quantum Key Distribution (QKD) networks guarantee information-theoretical security
of exchanged keys, but key rates are still limited. This makes efficient and adaptive
routing a critical challenge, especially in meshed topologies without quantum repeaters.
Conventional shortest path routing approaches struggle to cope with dynamic key store
filling levels and changes in network topologies, which leads to load imbalance and blocked
connections. In this work, we propose an adaptive routing framework based on Deep
Reinforcement Learning (DRL) for hop-wise end-to-end routing in unknown meshed QKD
networks. The agent leverages Graph Attention Networks (GATs) to process the network
states of varying topologies, enabling generalization across previously unseen meshed
networks without topology-specific retraining. The agent is trained on random graphs
with 10 to 20 nodes and learns a routing policy that explicitly balances key consumption
across the network by utilizing a reward function that is based on the entropy of key store
filling levels. We evaluate the proposed approach on the 14-node NSFNET topology under
time-varying traffic demands. Simulation results demonstrate that the DRL-based routing
significantly outperforms hop-based and weighted shortest path benchmarks, achieving
up to a 18.7% increase in mean key store filling levels while completely avoiding key store
depletion. These results highlight the potential of graph-based DRL methods for scalable,
adaptive, and resource-efficient routing in future QKD networks.

Keywords: Quantum Key Distribution; QKD networks; adaptive routing; Deep Reinforcement
Learning; Graph Attention Networks; load balancing; Resource-Aware Optimization

1. Introduction
Quantum Key Distribution (QKD) is a promising technology to guarantee information-

theoretical secure exchange of secret keys, which can be used to secure sensitive data even
in the presence of future quantum computers [1]. QKD in general is of great interest for the
research community and also first commercial deployments happen. Recent advances in
QKD protocols and their implementation increase the diversity of practical QKD technolo-
gies. For example, experimental work has demonstrated experimental implementations of
the B92 protocol using pulsed lasers, illustrating alternative prepare-and-measure schemes
for key generation [2]. Additionally, multi-wavelength QKD emulations combined with
physical unclonable functions have been proposed to increase protocol flexibility and secu-
rity [3]. Nevertheless, the realization of a meshed QKD network is challenging as quantum
repeaters are still in development [4]. Therefore, the key exchange has to be performed
over so-called “trusted nodes” in a hop-wise manner [5]. This means that the scarce key
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resources which are stored between two neighboring nodes have to be consumed along
the complete path between source and destination nodes to establish a secret end-to-end
key. Additionally, commercially available QKD devices are still limited with respect to
reach and communication distance and secret key rate, especially due to fiber loss. As
a result, it is mandatory that the key stores are always able to provide sufficient secret
keys to enable a smooth network operation. This stands in stark contrast to traditional
communication networks, where wavelengths or time slots are blocked for a certain time
and released after the transmission finished. Secret keys as a resource have to be newly
generated after usage, this constraint-based routing optimization problem has gained much
interest in the past, as conventional shortest path (SP) algorithms often rely on specifically
selected weighting functions, which struggle to adapt to the dynamics of QKD networks [6].
Currently, different options for the routing optimization of meshed QKD networks are
under investigation. In ref. [7] the authors analyze a decentralized approach, where the
secret keys are distributed in advance instead of an on-demand key relaying. Another
investigation uses Deep Reinforcement Learning (DRL) for the selection of precomputed
paths for solving the routing, wavelength and time slot allocation problem [8]. Overall, rein-
forcement learning has gained interest to solve routing problems in optical networks [9,10].
In ref. [11] the advantages of Graph Neural Networks (GNNs) are leveraged for adaptive
routing in classical communication networks, where the agent is able to compute paths
even in the presence of link failures in the training topology. In this paper, we present an
adaptive routing agent that is able to route end-to-end key requests in a hop-wise manner
while focusing on load-balancing in unknown meshed QKD networks of different sizes.
The agent is trained on random topologies with 10 to 20 nodes, enabling it to operate
without retraining or adaptations. This stands in contrast to our approach from [12], which
was limited to topologies with 10 nodes, restricting the agent to this particular network
size. To achieve such flexibility, we leverage the graph processing capabilities of Graph
Attention Networks (GATs) [13]. Unlike traditional state-of-the-art shortest path routing
algorithms, the agent is independent of well-designed static weighting functions. As our
agent learns its routing policy directly from network states, it can adapt to topology changes
and varying key resource distributions without the need for topology-specific retraining.

2. Deep Reinforcement Learning Agent Design
The DRL agent is trained using the Proximal Policy Optimization (PPO) algorithm

with the policy and value networks using 2 hidden layers each of size 64 and tanh as its
activation function to find a sequence of actions to connect a source and destination node
for an end-to-end key request. PPO improves stability compared with unconstrained policy
gradients by using a clipped surrogate objective that prevents excessively large changes to
the policy in each update, constraining the policy ratio between consecutive updates and
avoiding destabilizing updates [14,15]. The agent is trained on random topologies with 10
to 20 nodes, with randomly chosen node degrees from 2 to 5. Four exemplary topologies
with different numbers of nodes, edges and varying connectivity are shown in Figure 1. As
the focus of this paper is on load balancing a high connectivity is desirable to give several
alternative routing options.
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Figure 1. Exemplary training topologies with 10, 11, 13 and 19 nodes.

To enable direct observation of the different sized graph representations of the network
topologies, a GAT based features extractor with 4 layers, each layer with 4 attention heads,
is used. The attention heads enable the assignment of different weights to neighboring
nodes, where each head learns a distinct weighting of node and edge features [13]. This
allows the agent to emphasize different routing-relevant aspects of the local network state,
such as key store filling levels or node connectivity, thereby improving decision-making
in dynamically changing QKD network topologies. The GAT maps the node and edge
features together with the edges themselves into a fixed sized intermediate representation
with one feature per node in the topology. This is used as input to its policy and value
networks. The state s contains the following information: the current position at node n of
the agent in the network, the destination node n̂, whether the current position has been
visited before, the node degree, the mean key store filling levels of the direct neighbors of
each node, the percentage of the key store filling levels of all edges and the required number
of keys of the current end-to-end key request. A masking is applied to the state to keep
the shape of the state constant as this is required by the python library stable-baselines3,
which is used to implement the DRL agent [16]. Given this state s and action a selecting the
next node n̄, the reward function R(s, a) is 0 when n ̸= n̂, provided that n̄ is adjacent to n,
sufficient keys are stored in the key store (n, n̄) and n̄ has not been visited before. Otherwise,
the agent receives a reward of −1. In the case of n = n̄ the destination is reached and the
agent is rewarded based on the change in entropy E of all initial key store filling levels f
and current f̂ to ensure load balancing, resulting in

r = 1 − α · (E( f )− E( f̂ ))
β

. (1)

The entropy is calculated using the general form of Shannon entropy

E = −∑
e
( fe · log( fe)). (2)

Hereby, fe are absolute key store filling levels and not probabilities. The reward
function is therefore normalized by the factor β. A higher entropy corresponds to a more
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uniform distribution of key store filling levels across the network. The scaling factor α and
normalization factor β in Equation 1 ensure the consistency of the reward for different sized
topologies. The value for α has been empirically tuned to a value of 100. Figure 2 shows
the influence of α on the reward. If α is too high, the reward may fluctuate significantly
depending on key store filling levels, particularly over longer paths. This can negatively
affect the agent’s routing decisions and lead to suboptimal behavior. The normalization
factor β is the maximum possible entropy of the edge-feature distribution, corresponding
to a uniform utilization of all edges. This makes the reward more robust and less variant
to changes in network topology and the number of edges and key stores. The agent is
trained for 1 million actions with a learning rate of 2 × 10−4. A training episode ends if the
destination is reached or the agent performs an invalid action. At the end of an episode a
new random topology is generated. It takes the trained agent around 1 to 10 ms to choose
the next hop of a routing request based on the current network state.

In Figure 3 the evolution of the mean reward during training over the number of
training steps is shown. After a short starting phase with mostly negative rewards, the
agent optimizes its policy and performs better actions and therefore increases the mean
reward. After around 800,000 steps the mean reward converges and the training stops after
around 1 million steps.

Figure 2. Evolution of the reward for different α values over the number of steps.
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Figure 3. Evolution of the reward during training.

3. Simulation Setup
After the training phase the agent is placed in a network, which has not been used

during training, to evaluate the generalization abilities of the agent. Here, we used the
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14-node NSFNET topology depicted in Figure 4 and assumed a central SDN controller with
full access to the network parameters. Due to range limitations of current QKD technology,
trusted nodes are placed as relay nodes every 80 km to bridge longer distances. These relay
nodes are ignored in the routing process as no routing decision is made in these nodes.
The routing of an end-to-end secret key between two non-neighboring nodes takes place
according to the XOR-approach, which was introduced in ref. [17].

San Diego

Palo Alto

Seattle

Salt Lake City

Boulder Urbana-Champaign

Lincoln
Ann Arbor Ithaca

Princeton
Washington D.C.

Pittsburgh

Houston

Atlanta

Figure 4. 14-node NSFNET topology used for evaluation of the adaptation abilities of the agent to an
unknown topology.

The virtual key buffers are therefore consequently assumed only between two neigh-
boring access nodes, which are depicted in Figure 4. The key stores are assumed to be of
same size and completely filled at the beginning of the evaluation. The end-to-end key
requests are generated based on a sinusoidal process over the course of the day with a
higher number of requests drawn from a Poisson distribution during working hours (6 a.m.
to 6 p.m.) and with a lower number of requests at lunch or at night time. We additionally
account for differences in time zones. The requests are processed in time intervals of 5 min,
where the DRL agent routes each request hop-by-hop consuming the secret keys from the
used edges until it reaches the destination. The amount of required secret key material per
request is drawn from a log-normal distribution and the values lie between 1% and 2%
of the maximum key store filling level. This way the requests of a single timestep do not
drain the key stores immediately. After processing all key requests of an interval, new keys
are generated between the nodes and the key stores are refilled. For the sake of simplicity,
we assumed random regeneration rates between 10% and 15% of the maximum key store
filling levels. This way the key stores have the possibility to regenerate over time. As a
benchmark for the routing performance of the DRL agent, we used two different shortest
path algorithms which route the same end-to-end key requests. First, we used a simple
hop-based shortest path (SP) algorithm, which minimizes the number of hops between
source and destination nodes. Second, we implemented a weighted shortest path algorithm
where the edge weights take the filling levels of the key stores into account. For both
algorithms the cost of an edge that has an insufficient number of keys is set to infinity.

4. Results and Discussion
Figure 5 shows the heatmap of the mean key store filling levels for the different routing

approaches. The simulation is repeated for 100 realizations for different random traffic
patterns. The hop-based shortest path algorithm drains many key stores after a short time.
This is expected, as the routing algorithm does not take the filling levels into account. Some
stores work at their capacity limit most of the time, which leads also to the blocking of
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some requests as some nodes are not reachable until enough keys are reproduced or only
accessible via a long detour. The weighted SP considers the key store filling levels for path
computation and performs better, but some key stores are still heavily utilized. This is
leading to a blocking of certain edges for some time. The DRL agent distributes the traffic
more evenly and shortens the duration where the edges have a low key store filling level.
In contrast to the baseline algorithms, none of the key stores are drained completely.
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Figure 5. Heatmap of the mean key store filling levels of all edges in the topology over time. Low key
store values are depicted in red and high key store levels are depicted in green.

Figure 6a exemplarily depicts the mean key store filling level and its standard deviation
for the edge between Ann Arbor and Salt Lake City in more detail to underline the agent’s
routing performance. The DRL agent, following its learned policy, routes using slightly
longer paths to distribute the load more evenly. This avoids phases of full utilization
completely, shortens phases of high utilization and speeds up recovery time. As the
network load increases in the morning, the DRL agent is able to keep the edges’ key store
filling level at around 15%, while both shortest path algorithms drain the store completely
leading to blocking of connections. This is also reflected by the mean key store filling level
over time. The hop-based SP shows a mean filling level of only 46.3% and the weighted SP
shows a mean of around 48.6%. The DRL agent outperforms this by keeping the mean store
level at a value of 57.7%, which means an increase of 18.7% compared to the weighted SP.
In contrast to that, Figure 6b shows the edge between Ithaca and Pittsburgh, which shows
a high key store filling level in general. During the time-span where other edges tend to
overload, uses less heavily utilized used edges to relax the other key stores. At the same
time, although the edge is used more frequently by the DRL agent, it is never over-utilized.

In Table 1 the percentage and absolute values for the different path length of the three
algorithms is listed. As the focus the hop-based SP algorithm is the minimization of hops
most of the path lengths are between 1 and 3 hops. Additionally, plenty of outliers are
in the range between 4 and up to 9 hops. This is caused by the over-utilization of certain
edges, which results into large detours to reach the node. The weighted SP algorithm
shows a much lower amount of paths with more than 3 hops. The DRL agent shows the
highest number of paths with 4 hops, but the lowest number of outliers compared to the
other algorithms. This underlines the assumption that the agent prefers slightly longer
paths to balance the load more evenly, without an over-utilization which would cause large
detours as it is observable by looking at the hop-based algorithm.
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Figure 6. (a) Filling level of the key store between Ann Arbor and Salt Lake City over time. (b) Filling
level of the key store between Ithaca and Pittsburgh over time.

Table 1. Path lengths of the different routing algorithms for 100 different simulation results with a
total amount of 4,118,176 requests.

Path Length [Hops] Hop-Based SP Weighted SP DRL Agent

1 22.69% (934,225) 22.98% (946,196) 23.00% (947,037)
2 38.82% (1,598,453) 39.69% (1,634,358) 38.38% (1,580,472)
3 35.83% (1,475,625) 36.84% (1,517,287) 33.18% (1,366,214)
4 1.46% (60,191) 0.43% (17,775) 5.38% (221,495)
5 0.43% (17,861) 0.05% (2099) 0.07% (2737)
6 0.12% (4889) 0.009% (387) 0.005% (204)
7 0.05% (1859) 0.002% (74) 0.0004% (16)
8 0.02% (706) 0.00% (0) 0.00002% (1)
9 0.00002% (1) 0.00% (0) 0.00% (0)

Blocked 0.43% (24,366) 0.00% (0) 0.00% (0)

Related work has also explored alternative routing strategies in QKD networks. For
example, ref. [18] focuses on routing based on a well-designed weighting function. In
ref. [19] the authors used DRL for route selection in fixed topologies for routing optimization.
In contrast to these approaches and other state-of-the-art shortest path algorithms, where
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e.g., the weighting function needs to be adapted to changes in the topology, the DRL
agent is able to learn a robust policy without the need for retraining even if the topology
is changing.

The proposed DRL agent is trained on high-level features such as edge key store
filling levels. This design allows the agent to generalize to heterogeneous nodes with
different hardware capabilities or protocol implementations, such as measurement-device-
independent (MDI) QKD nodes or nodes supporting different degrees of freedom, without
retraining. In such scenarios, the agent can adapt its routing policy based on the ob-
served network state, effectively balancing load and avoiding bottlenecks, similar to the
orchestration and protocol adaptation mechanisms described in ref. [20,21].

5. Conclusions
We presented, to the best of our knowledge, the first adaptive DRL routing agent,

which is able to route end-to-end key requests in unseen meshed QKD networks of varying
size without relying on conventional shortest path algorithms. This adaptability is reached
by leveraging the graph processing abilities of GATs. The agent outperforms the well-
known shortest path algorithms in terms of load-balancing. This allows a constant operation
of the network by efficiently using the secret keys as a resource without over-utilization of
certain edges. The investigations show that the DRL agent is capable to reach a higher mean
key store filling level for heavily utilized edges. This has been shown by looking at the
connection between Ann Arbor and Salt Lake City, where the DRL agent is able to increase
the mean key store filling level by 18.7% compared to a weighted shortest path algorithm.
To achieve this, the agent takes slightly longer paths into account to avoid bottlenecks.
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