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Abstract

This article proposes and experimentally demonstrates a covert key distribution scheme
based on the phase fluctuation of a gain-switched laser diode (GSLD). The gain-switched
pulse is used to generate the covert signal through spectral broadening and temporal
spreading. The amplified spontaneous emission (ASE) light is used to generate ASE
noise in the public channel. Eavesdroppers cannot perceive signals hidden in the public
noise. The experimental results show that the correlation coefficient of the key waveforms
reaches 0.95, and the scheme’s key generation rate (KGR) reaches 1.88 Gbit/s through a
25 km single-mode fiber (SMF). Moreover, the binary bitstreams have passed the NIST
statistical test suite. The covert key distribution scheme proposed in this article provides
an efficient way for the method of “one-time-pad” key distribution in high-speed optical
communication systems.

Keywords: covert key distribution; physical layer security; random number generation;
key extraction; optical communication; optical covert communication

1. Introduction
Optical communication has transcended the physical limitations of traditional optical

fibers and has deeply integrated with artificial intelligence across multiple layers and func-
tionalities. Optical communication security must address the inherent risk of information
interception over physical channels. Therefore, encryption remains the foremost priority
in ensuring the security of optical communication, with key generation and distribution
forming the foundation of encrypted communication.

Key distribution encompasses classical optical key distribution and quantum key
distribution. Currently, within the field of quantum key distribution, researchers have
successfully implemented a non-repetitive quantum key distribution scheme that operates
over a distance of 500 km using coherent light sources [1].

Classical optical key distribution exploits the inherent randomness found in the phys-
ical attributes of light pulses [2]. Properties such as intensity [3], phase [4–7], and polar-
ization [8–10] serve as sources of random entropy for key generation. However, these
methods do not effectively conceal the signals derived from the random entropy source
during transmission, rendering the encrypted information susceptible to interception. If an
eavesdropper intercepts the encrypted data and is knowledgeable about the encryption
technique, they can easily decipher the key information.
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This article proposes a covert key distribution method aimed at enhancing classical
key distribution systems by incorporating covert capabilities. In this method, a gain-
switched laser diode (GSLD) generates covert optical pulses characterized by random
phase fluctuations. These pulses possess a continuous spectrum, resulting in a low power
spectral density. Consequently, the spectrum and temporal pulse transmitted through a
single-mode fiber (SMF) do not attract the attention of potential eavesdroppers, thereby
facilitating covert key distribution. This approach significantly improves the system’s
ability to remain undetected, thus achieving physical-layer covert key distribution in
classical optical systems. The GSLD can produce high-repetition-rate pulsed lasers through
direct modulation of the gain within the laser cavity, with pulse widths reaching tens of
picoseconds. The generation of optical pulses using a GSLD is a straightforward, cost-
effective, and easily adjustable method. Furthermore,the GSLD is influenced by carrier
concentration, exhibits relaxation oscillation effects, and produces frequency chirping.
As a result, it can generate laser pulses with a broad spectrum and wide pulse width,
unconstrained by the Fourier transform limit, a characteristic that renders it highly suitable
for covert communications.

We also analyze the impact of amplified spontaneous emission (ASE) noise in the
public channel on the key error rate in the proposed covert key distribution scheme. A notch
filter is introduced, with its bandwidth specifically designed to align with the spectrum of
public optical noise. This approach represents an optimized scheme for matched filtering
that effectively leverages public optical noise. We investigate the influence of matched
filter bandwidth on key consistency to facilitate reliable key extraction in environments
characterized by public channel noise. The covert key distribution scheme presented in
this article provides an efficient method for secure, high-speed key distribution, enabling
practical one-time-pad key distribution for applications such as quantum noise stream
ciphers and high-speed secure optical communication.

2. Principles and Experiment Setup
Figure 1 shows the system setup of covert key distribution, which consists of a public

channel and a covert channel. In the public channel, ASE noise in the optical network
poses a concern. For optical bandpass filtering and optical notch filtering, a wavelength-
selective switch with a 6.25 GHz slice bandwidth is used. The sample rate of the local
oscillator is 2.5 GHz [11]. Two optical tunable delay lines are used for an asymmetric
Mach–Zehnder interferometer. The public transmitter emits no signal. In the covert chan-
nel, a distributed feedback (DFB) laser is used to generate the GSLD optical pulse. By
adjusting bias current and modulation current, the spectrum of the optical pulse becomes
continuous. The optical pulse is then transmitted to a dispersive compensating fiber (DCF)
for temporal spreading. An optical notch filter (ONF) is used to remove the interference
of the public channel. After in-phase embedding, the covert optical pulse is combined
with public optical noise. They are transmitted through a 25 km SMF, which has a disper-
sion of 16 ps/(nm ∗ km) ∗ 25 km = 400 ps/nm. An Erbium-doped fiber amplifier (EDFA)
is employed to amplify the transmitted signal. After amplification, an optical bandpass
filter (OBPF) is employed to detect covert optical pulses. In the receiver (RX), a photodi-
ode (PD) and analog-to-digital converter (ADC) are used to convert covert signals into
binary bitstreams.
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Figure 1. System setup of the covert key distribution method. LO, local oscillator; DFB, distributed
feedback; VOA, variable optical attenuator; OBPF, optical bandpass filter; OC, optical coupler; A-MZI,
asymmetric Mach–Zehnder interferometer; RX, receiver; ASE, amplified spontaneous emission; ONF,
optical notch filter; DCF, dispersion-compensating fiber; SMF, single-mode fiber; EDFA, Erbium-
doped fiber amplifier.

The carrier concentration N(t), photon concentration S(t), and optical phase θ(t) in the
DFB laser can be described using the following rate equations [12,13]:

dN(t)
dt

=
I(t)
qV

− N(t)
τn

−
vgα(N(t)− Ntr)

S(t)ϵ + 1
S(t) + FN(t)

dS(t)
dt

=
vgα(N(t)− Ntr)

S(t)ϵ + 1
S(t)− S(t)

τp
+

N(t)β

τn
+ Fs(t)

dθ(t)
dt

=
γ

2
vgα(N(t)− N̄) + Fθ(t),

(1)

I(t) denotes injection current; q denotes charge of an electron; V denotes volume
of the active region; τn denotes carrier lifetime; vg denotes group velocity; α denotes
linear material gain coefficient; ϵ denotes nonlinear gain compactness factor; Ntr denotes
transparent carrier concentration; τp denotes photon lifetime; β denotes spontaneous
emission factor; γ denotes line width enhancement factor; and N̄ denotes average number
of charge carriers. Fi(t) uses a Langevin noise source, and spontaneous emission is taken
into account. Thus, the continuous optical spectrum can be generated by adjusting the bias
current and modulation current of the GSLD [14]. An optical pulse has short wavelengths
and a wide spectral width. DCF spreads optical pulses in the time domain and reduces the
peak amplitude of the covert pulse in the covert channel. The equation for pulse broadening
by DCF is expressed as

∆T = L
d2β

dω2 ∆ω = Lβ2∆ω (2)

where ∆T indicates broadening index, L indicates transmitting distance, β2 indicates group
velocity dispersion coefficient, and ∆ω indicates optical pulse spectral width. It can be
seen that the amount of optical pulse broadening is related to the spectral width of the
light source and the total dispersion generated during transmission. Pulse broadening
over a given transmission distance increases with the spectral width of the light source.
Therefore, the optical pulse broadening can be increased by widening the spectral width of
the light source, or by using DCF fibers or fiber gratings with larger dispersion to increase
the amount of optical pulse broadening. In the covert key distribution system proposed
in this article, the main function of the DCF is to temporally broaden the GSLD pulse.
The broadened GSLD pulse is embedded at the same frequency into the ASE noise of the
public channel. This allows the GSLD pulse to be hidden in the ASE noise of the public
channel during transmission in the SMF in the time domain. Therefore, the optical pulse is
stretched to a signal whose amplitude is similar to the amplitude of ASE noise in the public
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channel. The covert optical pulse thus becomes hidden in the time–frequency domain,
ensuring covertness.

3. Results and Discussion
3.1. Covertness

The covertness is proven in both the time domain and the spectrum domain. In the
time domain, the waveform of the GSLD pulse is temporally spread by DCF. In the spectrum
domain, the power of the spectrum is attenuated to lower the OSNR characterization. Both
temporal pulse spreading via DCF and power attenuation are responsible for hiding the
signal within ASE noise. Not only does DCF extend the waveform, but it also transmits
the signal drowned in noise. Figure 2 shows the spectrum of the optical pulse generated
by GSLD with modulation power 20 dBm and bias current 60 mA. Excessive modulation
current and insufficient bias current may lead to excessive power in the spectrum. It will
affect the covert performance. In addition, the spectrum of the optical pulse is located at
wavelengths between 1547.0 nm and 1548.7 nm.
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-45
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-15
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m)
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Figure 2. The spectrum of narrowband optical pulse generated by the GSLD under modulation
power 20 dBm and bias current 60 mA.

Figure 3 shows the spectrum of the combined public optical noise and covert optical
pulse. The covert optical pulse has a 24.5 dB attenuation using an attenuator. Excessive
attenuation will make the covert optical signal undetectable after transmission. This will
impact the consistency. Insufficient attenuation will lead to an excessive power spectral
density of the covert optical pulse. This will impact the covertness. The public optical
noise is filtered by an ONF with a center wavelength of 1547.9 nm and a 3 dB bandwidth of
150 GHz. The spectrum only shows noise characteristics for Eve, which reveals that using
an attenuator can reduce the power spectrum density of the optical pulse to be similar
to the public optical noise. Thereby, in the frequency domain, the covert optical pulse is
hidden in public optical noise.

After eliminating the effect of polarization on the optical signal-to-noise ratio (OSNR),
the formula for the OSNR can be expressed as [15]

OSNR =
Ps

Pn
(

Bn

Br
) (3)

where Ps represents the power of the covert signal, Pn represents the power of the noise
of ASE noise of the public signal, Bn represents the noise equivalent bandwidth, and Br
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represents the resolution bandwidth. By overwhelming the signal with ASE noise, an
OSNR of 0 dB can be achieved, and eavesdroppers cannot obtain the phase encoding.
According to signal detection theory, under an additive white Gaussian noise (AWGN)
channel, the eavesdropper’s detection problem can be modeled as a binary hypothesis test.
When OSNR = 0 dB, the signal-to-noise power ratio equals 1, and the detection probability
for any non-zero false alarm probability does not exceed 0.5. This is equivalent to random
guessing and cannot provide a reliable decision on the presence of a signal.
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Figure 3. Spectrum of the ASE light source with a notch filter coupled after the GSLD-produced pulse
attenuated by 24.5 dB.

Figure 4 shows the waveform and eye diagram of the public optical noise with pulse
width 25 nm and power −7.7 dBm. Figure 5 shows the waveform and eye diagram of the
combined public optical noise and covert optical pulse. After attenuating the covert optical
pulse, the power of the covert optical pulse is attenuated to −19.9 dBm. The waveform
and eye diagram only show noise characteristics for Eve, which reveals that using DCF can
spread the waveform of the optical pulse to be similar to the public optical noise. Thereby,
in the time domain, a covert optical pulse is hidden in public optical noise. In summary,
the covertness of this key distribution system can be guaranteed.
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Figure 4. (a) Waveform and (b) eye diagram of ASE light source with a pulse width of 25 nm and a
power of −7.7 dBm.
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Figure 5. (a) Waveform and (b) eye diagram of the combined public optical noise and covert
optical pulse.

3.2. Consistency and Randomness

After transmitting 25 km SMF and an asymmetric Mach–Zehnder interferometer (A-
MZI), the power of the combined public optical noise and covert optical pulse is −24.0 dBm.
An EDFA is used to amplify the combined signal and the power of the amplified signal is
0 dBm. To detect the covert optical pulse, an OBPF is used and the power of the detected
covert optical pulse is −10.9 dBm. The OSNR after the dispersion-compensating fiber is
0 dB, and eavesdroppers cannot obtain the phase encoding. The OSNR after the amplifier
(before the bandpass filter) is 20.5 dB, and the OSNR after the bandpass filter is 22 dB.

Figure 6 shows the waveforms of Alice and Bob after filtering out the public optical
noise, while Figure 7 shows the waveforms of Alice and Bob without filtering out public
optical noise. The comparison reveals that if the public optical noise is not filtered out, the
noise will significantly affect the waveform of the optical pulse.
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Figure 6. Waveform of (a) Alice and (b) Bob after filtering ASE noise.
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Figure 7. Waveform of (a) Alice and (b) Bob without filtering ASE noise.
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Figure 8 shows the impact of introducing public optical noise on consistency from the
perspective of the correlation coefficient. The correlation coefficient after filtering out public
optical noise reached 0.95. At the same time, the correlation coefficient dropped from the
peak value of 0.95 to 0 within a 0.4 ns time delay. Theoretically, the system’s consistency is
limited only by the filter’s bandwidth and center wavelength.
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Figure 8. Consistency analysis from correlation.

In addition to the effect of public optical noise on the consistency of the key distribution
system, the bandwidth of the OBPF can also affect waveform consistency. Figure 9 shows
the variation in waveform consistency and Key Error Rate (KER) as the bandwidth of the
OBPF changes. When the 3 dB bandwidth is less than 150 GHz, the main reason for the
decrease in waveform consistency and increase in KER is the loss of a covert optical pulse.
In addition to the decrease in consistency, reducing the filter bandwidth also lowers the
randomness of key generation. When the filter bandwidth is greater than 150 GHz, the main
reason for the decrease in waveform consistency and increase in KER is the introduction of
public optical noise.
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Figure 9. Curve of consistency and Key Error Rate (KER) variation with optical notch filter bandwidth.
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To obtain the digitized binary bit sequence, the signals have been digitized using a
double threshold quantization scheme. The signals are judged by the quantization with
binary “0” and “1” as high and low threshold. The two thresholds can be expressed by

q+ = mean + ϵ × varaiance

q− = mean − ϵ × varaiance
(4)

where q+ and q− indicates the high and low thresholds. ϵ is a scalar parameter; tt decides
the final valve of the thresholds. By changing the value of scalar ϵ, different Key Generation
Rates (KGRs) and Key Error Rates (KERs) can be acquired. Figure 10 shows how KGR
and KER vary with the value ϵ. It can be seen that even if we choose a large value of ϵ,
such as ϵ = 8, the KGR still reaches 2.17 Gb/s, with a KER under 1%, providing a sufficient
performance for post-processing steps such as information reconciliation and privacy
amplification. Considering that the frequency of the phase noise reaches the THz level, the
performance can be improved by employing collection devices with a wider bandwidth
and a higher sampling rate. Then BCH code-based information reconciliation is performed.
The code structure is set as (8191,7125), which has a correction capability of 1%. After
information reconciliation, Alice and Bob share totally identical key sequences. Finally,
the SHA3-256 hash function is employed in privacy amplification to remove the leaked
information during reconciliation. The compressive ratio is set at 0.13 in SHA3-256. So, the
final error-free KGR of 1.88 Gbit/s is achieved, which is obtained by

KGR f inal = KGRquantization(1 − νPA) (5)

where KGRquantization = 2.17 Gb/s after quantization, and νPA = 0.13 is the ratio of dis-
carded bits in privacy amplification. Figure 11 shows the results of NIST tests performed
on 5 × 105 keys randomly obtained by Bob, which verifies the randomness of the key
distribution system. Figure 12 shows two indicators, CumulativeSums and Frequency,
and the different test results obtained after dividing the generated binary bit key into
10 equal parts. A frequency test is used to check whether the bits ‘0’ and ‘1’ are equal. The
CumulativeSums test is used to detect whether there is a systematic bias in a sequence. The
results in Figure 12 indicate the randomness of the generated binary bitstreams.
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Figure 10. (a) KGR and (b) KER under different ϵ.
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Figure 11. NIST test results under 5 × 105 bits of key.
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Figure 12. (a) Frequency and (b) CumulativeSums test results.

4. Conclusions
A physical-layer covert key distribution scheme is proposed and investigated in this

work. The scheme focuses on quantifying its covertness based on the system’s signal-to-
noise power ratio. The key consistency is evaluated by considering the effects of ASE noise
suppression and bandwidth. The signal, embedded with ASE optical noise, is successfully
transmitted through a 25 km SMF. It demonstrates the robustness and feasibility of the
proposed covert scheme in a practical public channel. Finally, the signal is post-processed
with digital signal processing schemes, including BCH coding. The system delivers a
final key distribution rate of 1.88 Gbit/s with a bit agreement rate of 0.95. The covert
key distribution method established in this work provides an efficient way for realizing
high-speed ‘one-time-pad’ key distribution.
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