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Abstract

Artificial intelligence has become increasingly embedded in digital marketing, reshaping
how firms collect consumer data, personalize content, automate persuasion, and evaluate
campaign performance. While these developments offer clear strategic benefits, they also
raise important ethical questions concerning privacy, transparency, fairness, manipulation,
and accountability within platform-mediated marketing environments. This article presents
a structured thematic review of recent research on the ethics of AI-driven digital marketing.
The review focuses on English-language peer-reviewed journal articles and high-quality
conference proceedings published between January 2023 and September 2025. Searches
were conducted across Scopus, ScienceDirect, SpringerLink, ACM Digital Library, IEEE
Xplore, MDPI, PubMed, and selected academic repositories. After deduplication, screening,
and full-text assessment, 91 studies were included in the final synthesis. Methodological
quality was appraised using the Mixed Methods Appraisal Tool and Joanna Briggs Institute
critical appraisal criteria, while the findings were examined through thematic synthesis.
The review identifies five recurring ethical domains in the literature: data privacy and
GDPR compliance, algorithmic transparency and explainable AI, algorithmic fairness in
targeting and automated decision-making, dark patterns and deceptive interface design,
and influencer or virtual influencer disclosure. The evidence suggests that privacy, consent,
deceptive design, and transparency are the most extensively discussed areas, whereas
the practical effectiveness of fairness interventions, explainability tools, and disclosure
mechanisms remains more mixed and context-dependent. Across these themes, ethical risks
appear not only as the result of individual corporate decisions but also as outcomes shaped
by platform infrastructures, ranking systems, data access arrangements, and performance-
oriented advertising metrics. The article contributes by organizing recent scholarship into
a coherent thematic framework and by situating AI-driven digital marketing ethics within
a broader platform-governance perspective. It argues that responsible implementation
requires clearer distribution of accountability among businesses, platforms, regulators,
and researchers. The review is limited by its focus on the 2023–2025 period, its English-
language scope, and the methodological heterogeneity of the included studies, which
prevents statistical meta-analysis.
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1. Introduction
Artificial intelligence (AI) has become deeply embedded in the infrastructures that

sustain contemporary digital markets. Over the past decade—and particularly in the period
between 2023 and 2025—AI-driven systems have transformed digital marketing from a
largely campaign-based practice into a continuously adaptive, data-intensive ecosystem.
Personalized recommendation engines, automated bidding systems, predictive customer
analytics, conversational agents, and generative AI content tools now operate at scale,
enabling firms to target consumers with unprecedented precision [1–3]. These technological
developments promise efficiency, relevance, and measurable performance gains. Yet they
also raise profound ethical and governance questions that extend far beyond traditional
marketing concerns.

Much of the early discussion around AI in marketing focused on optimization: how
machine learning could increase engagement, improve segmentation, and enhance re-
turn on investment [1,2]. However, as these technologies matured, scholarly attention
shifted toward the ethical dimensions of algorithmic personalization. Researchers began
to question how consumer data are collected and processed, how opaque systems shape
decision-making, and whether automated targeting mechanisms may reproduce structural
biases or manipulate vulnerable groups [4]. Increasingly, ethical concerns have moved
from peripheral debates to central considerations in digital marketing scholarship.

Simultaneously, it has become clear that AI-driven digital marketing does not oper-
ate in a vacuum. It unfolds within platform-based ecosystems—social media networks,
search engines, digital marketplaces, app stores, and content-sharing platforms—that serve
as both technological infrastructures and governance actors. Platforms determine how
content is ranked, how advertisements are distributed, how data flows between actors,
and how compliance rules are enforced. They design the interfaces through which users
provide consent, encounter disclosures, and engage with promotional content. In doing so,
platforms mediate not only economic exchange but also ethical outcomes.

This infrastructural and governance dimension is critical. Ethical challenges in dig-
ital marketing—such as privacy protection, transparency, fairness, deceptive interface
design, and influencer disclosure—are not solely the product of individual firms’ choices.
They are co-produced within socio-technical systems shaped by platform architecture
and algorithmic curation. For example, recommendation systems embedded in social
media feeds determine which advertisements become visible and which remain unseen.
Interface defaults influence whether users meaningfully consent to data processing or
simply click “accept” under cognitive pressure. Platform policies regulate influencer disclo-
sures and shape the visibility of compliant or non-compliant content. In this sense, plat-
forms function simultaneously as marketplaces, regulators, and rule-setters within digital
marketing ecosystems.

The adoption of the General Data Protection Regulation (GDPR) marked a turning
point in formalizing accountability for data practices in the European Union [5]. By es-
tablishing principles such as data minimization, lawful processing, transparency, and
the right to erasure, the GDPR sought to rebalance power between consumers and orga-
nizations. Yet empirical research suggests that compliance often exists in tension with
commercial incentives [6]. Consent mechanisms, although legally mandated, frequently
manifest as complex or visually manipulative cookie interfaces that encourage acceptance
rather than informed choice [7,8]. In practice, therefore, the effectiveness of data protection
depends not only on regulation but also on how platforms implement interface design and
enforcement mechanisms.

Parallel concerns arise in the domain of algorithmic transparency. Many AI systems
used in digital marketing rely on complex models that function as “black boxes,” rendering
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their internal logic inaccessible to users [9,10]. Explainable Artificial Intelligence (XAI) has
emerged as a proposed solution, aiming to provide meaningful explanations for algorithmic
outputs [11,12]. Within marketing contexts, this may involve clarifying why a particular
advertisement is shown or identifying the data features that informed a recommendation.
Evidence suggests that such explanations can enhance perceived transparency and trust [13].
However, transparency introduces trade-offs. Excessive disclosure may overwhelm users,
reveal proprietary information, or reduce the persuasive efficiency of campaigns [14–17].
The tension between explainability and performance illustrates the broader governance
dilemma confronting platform-mediated marketing systems.

Algorithmic fairness presents another dimension of concern. Machine learning models
are trained on historical data, which may reflect entrenched social inequalities. As a re-
sult, targeting algorithms may unintentionally reproduce or amplify discrimination [4,18].
Empirical studies have documented disparities in advertising exposure related to em-
ployment opportunities, financial services, and housing [19,20]. Efforts to mitigate bias
include the adoption of fairness metrics, demographic parity adjustments, and bias cor-
rection techniques [21–23]. Yet implementing fairness mechanisms may conflict with
profit-maximization strategies, as hyper-targeted advertising often depends on differential
segmentation [24]. Moreover, conceptions of fairness vary across cultural and regulatory
contexts [25], complicating efforts to establish universal standards.

Beyond data and algorithms, interface design practices introduce additional ethical
challenges. The proliferation of so-called “dark patterns”—design strategies that nudge
users toward choices they might not otherwise make—illustrates how marketing per-
suasion can cross into manipulation [26]. Examples include pre-ticked consent boxes,
hidden cancelation options, artificial scarcity cues, and drip pricing tactics [27–35]. While
such practices may boost short-term conversion rates, research indicates they undermine
long-term trust and provoke consumer reactance [36,37]. Regulatory responses, includ-
ing provisions within the Digital Services Act and enforcement efforts by the Federal
Trade Commission, attempt to curb deceptive practices, yet enforcement remains uneven
across jurisdictions [38–40].

The rise of influencer and virtual influencer marketing further complicates the ethical
landscape. Influencers often cultivate parasocial relationships with audiences, making their
endorsements appear authentic rather than commercial [41]. Disclosure practices, such as
hashtags or explicit sponsorship labels, aim to clarify promotional intent. However, their
effectiveness varies depending on placement, clarity, and audience interpretation [42–44].
Research suggests that while transparent disclosures may enhance trust, they can also
reduce perceived authenticity and persuasive impact in certain contexts [45,46]. The emer-
gence of AI-generated virtual influencers intensifies these concerns, as audiences may
struggle to distinguish between human and algorithmically generated personas [47–50].
These developments blur the boundaries between advertising, entertainment, and auto-
mated persuasion.

Taken together, these domains—data protection, algorithmic transparency, fairness,
deceptive design, and influencer disclosure—constitute interconnected ethical pillars of
AI-driven digital marketing. Yet their interdependence is often underexamined. Efforts
to increase transparency may affect privacy; fairness interventions may alter targeting
efficiency; and stricter disclosure rules may reshape influencer–platform relations. Eth-
ical issues are therefore systemic rather than isolated. They arise from the interaction
between commercial incentives, technical design choices, regulatory architectures, and
user vulnerabilities.

This systemic character underscores the importance of adopting a platform gover-
nance perspective. Platforms structure digital marketing through algorithmic ranking,
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data access controls, API restrictions, and moderation policies. They enforce disclosure
guidelines, manage advertising inventories, and determine which content is amplified or
suppressed. In doing so, platforms shape both opportunities and constraints for marketers
and consumers.

The present review seeks to synthesize recent research (January 2023–September 2025)
on the ethics of AI-driven digital marketing, while explicitly situating these developments
within platform-mediated ecosystems. Drawing on 91 selected studies, the review iden-
tifies five thematic pillars that dominate current scholarship: (1) data privacy and GDPR
compliance; (2) algorithmic transparency and explainable AI; (3) algorithmic fairness;
(4) dark patterns and deceptive design; and (5) influencer and virtual influencer disclosures.
Rather than treating these themes as discrete categories, the analysis conceptualizes them
as overlapping governance challenges shaped by platform infrastructures.

First, a methodological limitation should be explicitly stated. The evidence base
collated for this review is confined to peer-reviewed journal articles and peer-reviewed
conference proceedings. Grey literature, such as industry white papers, consultancy and
market research reports, practitioner blog posts, pre-prints, dissertations and non-peer-
reviewed policy briefings, was intentionally excluded from the formal review corpus.
This limitation was due to two causes. First, it grounds the synthesis in evidence that
has been independently subject to scholarly quality control. This is especially important
in a field where claims about algorithmic transparency, fairness, and manipulation are
often made by parties with a direct commercial interest in the practices being examined.
Secondly, it suggests that the same formal appraisal tool, presented in Section 4, can be
systematically applied throughout the corpus as grey-literature outputs seldom reveal the
design and reporting components of such an appraisal. A few legal, regulatory and official
institutional documents, most notably the GDPR and the Digital Services Act, are referred
to throughout, but only as normative and contextual background, not as primary evidence.
These documents do not belong to the 91 studies that have been subjected to the thematic
synthesis. In Section 9 we explore implications of this barrier on the scope of findings.

The study also introduces a stakeholder–challenge matrix that maps ethical concerns
across four principal actors: consumers, businesses, regulators, and researchers. This
matrix serves not merely as a descriptive tool but as a governance mapping framework,
illustrating how ethical tensions are distributed and negotiated within platform ecosystems.
By highlighting overlaps and asymmetries in responsibility, the framework contributes to
ongoing debates about accountability in algorithmically mediated markets.

Ultimately, the central argument advanced in this review is that AI-driven digital
marketing ethics must be understood as a question of platform governance. Ethical
risks do not stem solely from individual marketing strategies; they are embedded in
infrastructural architectures and monetization models that privilege engagement, scale,
and data extraction. Regulatory frameworks such as the GDPR provide important
guardrails, yet enforcement challenges, cross-border fragmentation, and rapid techno-
logical change complicate their implementation. Meanwhile, generative AI tools amplify
both creative possibilities and manipulation risks, intensifying the urgency of coordinated
governance responses.

By synthesizing recent empirical findings and situating them within a platform gov-
ernance perspective, this paper aims to advance scholarly understanding of how ethical
principles can be operationalized in AI-driven marketing systems. In doing so, it seeks
to bridge digital marketing research with platform studies and governance scholarship,
contributing to a more integrated and critical conversation about responsibility in the
evolving digital marketplace.
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This framework presents the five interconnected themes most frequently identified
across the 91 studies included in the review (2023–2025), reflecting their majority.

(1) Data privacy and GDPR compliance (purple) is concerned with consent mechanisms
and first-party data strategies.

(2) Algorithmic transparency and XAI (orange) examines how explainability operates
within personalization systems.

(3) Algorithmic fairness (red) addresses ways of mitigating bias in targeting or pricing.
(4) Dark patterns/deceptive design (violet) analyzes deceptive interface practices.
(5) Influencer and virtual influencer disclosures (teal) investigates transparency in pro-

motional content.

All pillars converge on AI-driven digital marketing (center), unified by three cross-
cutting challenges: manipulation and consumer autonomy, transparency–trust trade-offs,
and accountability gaps in enforcement. The framework engages four key stakeholder
groups: consumers, businesses, regulators, and researchers. As illustrated in Figure 1,
our conceptual framework positions AI-driven digital marketing at the nexus of five
interconnected ethical domains, each presenting distinct yet overlapping challenges for
stakeholders across the digital marketing ecosystem.

Figure 1. Conceptual framework: five thematic pillars of digital marketing ethics in the AI era.

The convergence of these themes on a central core reflects the systemic nature of
ethical challenges in AI-driven marketing, where interventions in one domain inevitably
affect others. For instance, efforts to increase algorithmic transparency may simultaneously
impact privacy protections and raise questions about fairness in targeting practices.

Platform-Mediated Digital Marketing as Infrastructure Governance

Contemporary digital marketing can no longer be conceptualized as an autonomous
managerial function operating independently of its technological environment. Increas-
ingly, marketing activity unfolds within platform-mediated ecosystems in which social
media networks, search engines, and digital marketplaces operate not merely as com-
munication channels but as infrastructural governance systems. This shift has profound
implications for how ethical questions must be framed. Unlike earlier forms of digital
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marketing–such as brand-controlled websites, email campaigns, or internally managed
customer relationship management systems–platform-mediated marketing is structurally
shaped by algorithmic curation, recommender systems, ranking logics, and monetization
architectures embedded within platform infrastructures.

This transformation reflects broader structural changes in the digital economy. Scholars
of platform governance argue that platforms function simultaneously as intermediaries,
market organizers, and regulatory actors [51]. They define the conditions under which
visibility, engagement, and monetization occur. In AI-driven marketing environments,
algorithms do not simply optimize advertiser goals; they determine which commercial
messages become visible, which remain marginal, and which audiences are prioritized.

Platforms exercise governance power through multiple interlocking mechanisms.
Ranking algorithms establish hierarchies of visibility by prioritizing engagement probabil-
ity and behavioral relevance. Recommender systems structure exposure pathways, shaping
the informational environment in which consumers encounter products and services [9,10].
Application programming interfaces (APIs) regulate access to data, redistributing infor-
mational asymmetries between firms and users. Interface architectures influence consent
processes, disclosure formats, and user comprehension—particularly in areas related to
GDPR compliance [5,7]. Enforcement policies moderate advertising standards, influencer
disclosures, and content compliance [41,52].

These mechanisms are not neutral technical features. They embody economic prior-
ities and governance logics. As Kitchin [53] and Pasquale [54] have argued, algorithmic
systems embed normative assumptions about relevance, efficiency, and value. Within
marketing ecosystems, these assumptions frequently privilege engagement optimization
over transparency or fairness. For instance, targeted advertisements on social media feeds
are not distributed exclusively according to advertiser configuration. They are filtered
through platform ranking systems that optimize for predicted interaction rates, monetiza-
tion efficiency, and user retention. Ethical concerns such as fairness in targeting [4], opacity
in recommendation [9], or manipulative interface design [26] are therefore structurally
mediated by platform optimization objectives.

Similarly, influencer disclosures are not simply matters of brand compliance. Their
visibility and effectiveness depend on platform moderation systems, automated detec-
tion tools, and interface placement rules [43,55]. Even where regulatory frameworks
require transparency—such as under EU consumer protection directives [52] or FTC guide-
lines [40]—enforcement remains partly delegated to platform governance infrastructures.
Inconsistent application or algorithmic filtering may weaken disclosure salience despite
formal compliance requirements.

Data governance further illustrates infrastructural power. While GDPR establishes
clear principles of lawful processing and data minimization [5], practical implementation
is often mediated by platform-designed consent interfaces. Research on cookie banners
demonstrates that interface prominence and visual framing significantly influence accep-
tance rates [7,34]. Thus, compliance outcomes are shaped not only by legal standards
but by interface architecture decisions embedded within platform ecosystems. In parallel,
behavioral data extraction operates through systemic architectures that normalize tracking
as a condition of digital participation. Marketing personalization systems operate within
this broader data economy [56].

Regulatory asymmetry in the digital domain varies across platform types and regu-
latory contexts. Under the EU’s GDPR, domestic advertisers face far stricter restrictions
on user behavioral targeting data than their peers in low-regulation markets, a gap that
undermines their ability to deploy personalized advertising configurations and generates
incentives for regulatory arbitrage among multinational corporations [57]. In search adver-
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tising ecosystems, auction-based visibility logic concentrates algorithmic feedback among
large-budget advertisers, limiting competitive access for smaller market participants [10].
In influencer marketing, platform-specific algorithmic amplification on short-form video
platforms demonstrably reduces the noticeability of sponsorship disclosures compared
to static post formats, even when both environments nominally enforce identical label-
ing requirements [43,58]. These sector- and platform-specific divergences underline that
structural asymmetries are not uniform across the digital ecosystem but are shaped by
the specific governance regimes, monetization architectures, and interface logics of each
platform environment. Effective governance therefore requires differentiated regulatory
and design responses rather than uniform cross-sector rules.

By explicitly differentiating platform-mediated marketing from earlier forms of dig-
ital marketing, this study situates AI-driven marketing ethics within the broader field
of platform governance. Ethical dilemmas—whether concerning transparency, fairness,
manipulation, or disclosure—are not peripheral compliance issues but infrastructural gov-
ernance outcomes. Ranking systems influence which narratives gain prominence. Data
gatekeeping determines who can access behavioral insights. API asymmetries shape com-
petitive dynamics. Enforcement delegation redistributes accountability between private
platforms and public regulators.

Consequently, responsibility in AI-driven marketing cannot be confined to advertisers
alone. It must be understood as distributed across platform operators, regulatory bodies,
and technological design frameworks. Ethical design decisions made at the level of algorith-
mic architecture, interface configuration, and moderation policy shape market behavior at
scale. This perspective reframes digital marketing ethics as a systemic governance challenge
rather than a series of isolated managerial choices.

In doing so, the analysis aligns with emerging scholarship that conceptualizes plat-
forms as sites of infrastructural power and normative ordering [51]. AI-driven marketing
systems operate within these infrastructures, inheriting both their efficiencies and their
asymmetries. Ethical outcomes are therefore co-constructed through the interaction of
algorithmic design, economic incentives, and regulatory oversight.

Understanding digital marketing through this platform governance lens clarifies
why issues such as algorithmic fairness [4], transparency [9], deceptive design [26], and
influencer disclosure [41] persist despite formal ethical guidelines. These challenges are not
merely failures of individual compliance; they are structural features of performance-driven
ecosystems. Addressing them requires attention not only to corporate responsibility but to
the governance architecture of platforms themselves.

2. Theoretical Framework
2.1. Digital Marketing in the Algorithmic Era

Digital marketing has undergone a profound transformation in recent years as artificial
intelligence and machine learning technologies have become embedded in core commercial
infrastructures. What was once primarily a data-supported promotional activity has
evolved into a deeply algorithmic system in which automated models continuously shape
visibility, pricing, targeting, and personalization decisions. Recent systematic analyses
confirm that AI-driven marketing strategies now operate through predictive modeling,
real-time behavioral tracking, and adaptive optimization pipelines that dynamically adjust
content delivery [1,10].

AI-powered personalization represents the defining feature of this algorithmic era.
Machine learning systems analyze granular behavioral signals—search histories, dwell time,
transaction records, device identifiers, and geolocation metadata—to construct probabilistic
profiles of individual users. These profiles determine which advertisements are displayed,
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which products are recommended, and even how prices are dynamically adjusted. Such
systems significantly enhance targeting precision and campaign efficiency [2], yet they
simultaneously introduce new layers of opacity and asymmetry.

This transformation is closely linked to the broader logic of data-driven capitalism,
where user behavior becomes a core economic resource. Digital platforms systemati-
cally extract, aggregate, and monetize behavioral data, converting consumer interactions
into predictive assets. Within this environment, marketing no longer merely responds
to expressed preferences; rather, algorithmic systems anticipate and subtly shape those
preferences through feedback loops embedded in recommender systems and automated
advertising infrastructures. As AI ecosystems become increasingly multilayered and inter-
connected, value creation occurs through continuous data circulation across supply chains
and platform infrastructures [16].

A critical analytical distinction must therefore be made between traditional digital
marketing infrastructures and platform-mediated marketing ecosystems. In earlier digital
environments, firms retained substantial control over communication channels, including
proprietary websites, email databases, and internally governed customer relationship
management systems. By contrast, contemporary marketing increasingly unfolds within
platform-centered infrastructures in which visibility is algorithmically curated rather than
directly controlled by advertisers. As scholars of platform governance have argued, digital
platforms function not merely as intermediaries but as infrastructural organizers that shape
the conditions of participation, exchange, and visibility [51]. In this environment, brands no
longer determine exposure independently; instead, their messages are filtered, ranked, and
optimized within proprietary recommender systems whose logic remains only partially
accessible to external actors [9,10].

This shift fundamentally alters the ethical landscape. Whereas traditional digital
marketing primarily raised concerns related to persuasive messaging and data protection,
platform-mediated marketing introduces infrastructural governance challenges. Platforms
act as gatekeepers of data access through API design and data-sharing restrictions, thereby
redistributing informational asymmetries between businesses and consumers [59]. They im-
pose eligibility rules for advertising, structure monetization through ranking and auction
systems, and enforce disclosure standards unevenly across jurisdictions [52,57]. Algo-
rithmic systems embed normative and economic priorities within technical architectures.
Consequently, ethical marketing outcomes are not shaped solely by corporate intention but
by the structural configuration of platform-based algorithmic ecosystems [53,54].

Within such ecosystems, ranking algorithms determine commercial visibility hierar-
chies; recommender systems influence informational exposure pathways [9]; and interface
architectures shape user consent experiences, often affecting GDPR compliance in prac-
tice [5,7]. These infrastructural features operate as governance mechanisms that distribute
power asymmetrically across stakeholders. Consumers encounter algorithmically curated
environments without full insight into prioritization logics, businesses depend on platform
analytics and advertising infrastructures for reach, and regulators confront enforcement
challenges within privately governed, transnational systems [39]. Ethical risks such as bias
amplification [18], opacity [11], and manipulative design [26] must therefore be understood
as structurally mediated phenomena rather than isolated deviations.

By differentiating platform-mediated marketing from earlier firm-controlled digital
communication models, this study situates AI-driven marketing ethics within the broader
scholarship on platform governance. Ethical dilemmas—whether concerning transparency,
fairness, manipulation, or disclosure—are embedded within infrastructural design choices,
economic optimization logics, and governance arrangements that extend beyond individual
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advertisers. Responsibility, accordingly, must be conceptualized as distributed across
platform operators, regulatory institutions, and technological design frameworks.

The result is a restructuring of market power. Platforms are not passive intermediaries
but active governance actors that define ranking criteria, regulate data access, and shape ad-
vertising standards. Marketing campaigns operate within these infrastructural constraints,
often relying on performance dashboards whose inner mechanics remain opaque even
to professionals. In this context, responsibility becomes diffused across advertisers, data
brokers, and platform operators. Ethical analysis must therefore extend beyond firm-level
practices to encompass structural and infrastructural dimensions of algorithmic ecosystems.

Although AI-enhanced personalization improves customer relevance and engage-
ment metrics [51], research also demonstrates that intensified personalization may trigger
psychological reactance and privacy concerns when users perceive excessive intrusion.
This tension illustrates a structural paradox: the same systems that generate commercial
efficiency may undermine consumer trust if perceived as invasive or manipulative. Consent
fatigue further complicates this dynamic. Empirical studies suggest that users frequently
accept complex cookie or tracking policies without meaningful comprehension, thereby
weakening the normative foundation upon which personalization systems rely [7,8].

Moreover, human–AI collaboration in marketing decision-making introduces addi-
tional governance challenges. As automated systems increasingly guide strategic choices,
questions arise regarding oversight, interpretability, and responsibility allocation. Evalua-
tions of human–AI interaction frameworks emphasize that effective collaboration requires
transparency regarding model assumptions and limitations [60]. Without such clarity,
marketing professionals may rely on outputs that they cannot fully interrogate, increasing
the risk of unintended bias or unfair outcomes.

Thus, digital marketing in the algorithmic era must be understood as a socio-technical
assemblage: a network of data extraction mechanisms, predictive algorithms, commercial
incentives, and governance architectures. Ethical evaluation cannot be restricted to isolated
campaigns; it must account for systemic structures embedded within platform ecosystems.

2.2. AI Ethics Principles

The growing influence of algorithmic systems in marketing has intensified calls for
principled frameworks capable of guiding responsible development and deployment.
Across the academic literature and policy initiatives, several recurring ethical pillars have
emerged: fairness, accountability, transparency, explainability, and human oversight. While
articulated in different terminologies, these principles form the normative backbone of
responsible AI discourse.

Ethical AI discourse emphasizes that technological innovation must be aligned with
fundamental human values rather than treated as a neutral instrument of efficiency. The
European Commission’s “ethics-by-design” approach underscores the need to embed
ethical reflection directly into system architecture rather than retrofitting compliance mech-
anisms after deployment [61]. Similarly, privacy-by-design principles advocate proactive
integration of data protection safeguards within technological infrastructures [62]. These
approaches shift ethics from reactive compliance toward anticipatory governance.

Fairness constitutes one of the most debated principles in AI ethics. Machine learning
models are trained on historical datasets that may encode structural inequalities. When
deployed in marketing contexts—such as targeted advertising or dynamic pricing—these
systems can replicate or amplify disparities [4,18]. Empirical evidence demonstrates that
algorithmic targeting has, in certain contexts, limited exposure to high-value opportunities
for specific demographic groups [19,20,63].
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However, fairness is inherently multidimensional. Different fairness metrics—such as
demographic parity, equal opportunity, or individual fairness—reflect distinct normative as-
sumptions and may conflict with one another [21,22]. Bias mitigation techniques, including
reweighting training data or imposing fairness constraints, have been developed within the
technical literature [23]. Yet their implementation in commercial marketing environments
remains uneven, often constrained by performance optimization pressures and competitive
dynamics [24]. This reveals a persistent tension between equity and efficiency.

Accountability complements fairness by clarifying responsibility across algorithmic
value chains. In complex digital ecosystems involving advertisers, platforms, and data
brokers, tracing decision-making processes becomes challenging. Algorithmic accountabil-
ity frameworks call for documentation of data sources, model parameters, and evaluation
procedures to enable auditability [14]. Without traceability, ethical principles risk remaining
abstract commitments rather than enforceable practices.

Transparency and explainability are frequently treated as overlapping concepts but
address distinct concerns. Transparency refers to the disclosure of relevant information
about system functioning, whereas explainability concerns the interpretability of specific
outputs for affected users. In marketing contexts, explainable AI (XAI) aims to clarify why a
particular recommendation or advertisement was presented [11,12]. Evidence suggests that
meaningful explanations can enhance perceived transparency and user confidence [13].

However, transparency presents a complex dilemma. While increased disclosure may
strengthen trust, it can also reduce perceived authenticity or create cognitive overload.
Recent research indicates that explicit AI disclosure can, under certain conditions, erode
trust by highlighting algorithmic mediation rather than human agency [64]. Moreover,
increasing interpretability sometimes requires simplifying model complexity, potentially
affecting predictive performance [17]. This trade-off between transparency and efficiency
remains unresolved and context-dependent.

Human oversight functions as a safeguard mechanism. The integration of human-in-
the-loop systems ensures that automated outputs can be reviewed, contested, or corrected
when necessary. Evaluations of human–AI collaboration emphasize that oversight mecha-
nisms must be clearly defined to prevent responsibility diffusion [60]. In marketing appli-
cations, oversight may involve fairness audits, adversarial testing of targeting pipelines,
and continuous monitoring of personalization outcomes.

Collectively, these principles form an interconnected normative architecture. Fairness
without transparency limits detectability; transparency without accountability lacks en-
forcement; and oversight without explainability reduces effectiveness. Responsible AI in
digital marketing therefore requires coordinated integration of all five dimensions.

Yet despite the proliferation of ethical guidelines, implementation gaps persist. Com-
mercial pressures frequently prioritize optimization metrics—click-through rates, con-
version rates, and engagement duration—over normative considerations. Regulatory
frameworks such as the GDPR establish formal obligations for data protection [5], yet
enforcement remains uneven across jurisdictions. The emerging AI regulatory landscape
seeks to address these gaps, but practical translation into everyday marketing workflows
remains an ongoing challenge.

In this context, AI ethics cannot be treated as an external regulatory constraint alone.
It must be understood as a strategic and structural dimension of algorithmic market design.
The following section extends this normative foundation by integrating AI ethics princi-
ples with transformative marketing perspectives centered on consumer well-being and
societal impact.
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2.3. Transformative Marketing and Consumer Well-Being

While AI ethics provides a normative foundation grounded in principles such as
fairness and transparency, marketing scholarship offers a complementary perspective
through transformative approaches that explicitly center consumer and societal well-being.
The rise of algorithmic systems in marketing intensifies the relevance of these perspectives,
as commercial communication increasingly shapes not only purchasing behavior but also
broader patterns of attention, information access, and psychological experience.

Transformative Consumer Research (TCR) and Transformative Service Research (TSR)
emerged as scholarly responses to the recognition that marketing activities exert profound
influence on quality of life. Rather than conceptualizing consumers merely as rational
utility maximizers, transformative approaches view them as socially embedded individuals
whose well-being may be enhanced or undermined by market systems. Brennan and Binney
argued that marketing institutions bear ethical responsibility for the societal consequences
of their strategies, particularly when vulnerable groups are involved. This perspective
challenges narrow profit-maximization logics by framing marketing as a social actor with
moral obligations.

In parallel, Varadarajan advanced the notion that marketing strategy must evolve
toward a more sustainable and stakeholder-oriented paradigm. In this view, value creation
cannot be restricted to short-term financial metrics; it must incorporate long-term societal
impacts, including trust, equity, and sustainability. The integration of AI into marketing
infrastructures intensifies this challenge. Algorithmic personalization, predictive targeting,
and behavioral nudging can enhance consumer experience when deployed responsibly, yet
they can also undermine autonomy when optimized solely for engagement metrics.

Recent scholarship in responsible technology highlights this tension. Hari et al.
emphasize that AI-driven marketing systems operate within a spectrum ranging from
empowerment to manipulation [65]. When personalization aligns with genuine user
preferences and is transparently communicated, it may improve relevance and reduce
informational overload. However, when predictive models are used to exploit cognitive
biases or emotional vulnerabilities, the same technological capabilities can produce ethically
problematic outcomes [66].

The transformative marketing lens therefore introduces a critical evaluative question:
does AI-driven personalization contribute to consumer well-being, or does it primarily
optimize commercial extraction? This question becomes especially salient in the context
of behavioral targeting systems that rely on psychological profiling. Choudhary char-
acterizes AI-powered persuasion as potentially evolving into “algorithmic persuasion,”
where systems learn not only what consumers prefer but also how they can be influ-
enced most effectively [66]. Such capabilities blur the boundary between personalization
and manipulation.

Well-being in digital environments encompasses multiple dimensions. It includes
psychological autonomy (the ability to make informed and voluntary choices), informa-
tional integrity (access to balanced and transparent communication), distributive fairness
(equitable exposure to opportunities), and relational trust (confidence in institutional
actors). Transformative marketing scholarship suggests that sustainable brand equity
depends on maintaining these dimensions over time rather than eroding them through
short-term tactics.

Importantly, consumer well-being is not merely an ethical ideal; it also has strategic
implications. Empirical research demonstrates that perceived authenticity and transparency
in digital communication positively influence long-term loyalty and engagement [48]. Con-
versely, when consumers perceive deception or manipulation—whether through opaque
algorithmic targeting or misleading interface design—trust declines and negative word-of-
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mouth increases [36]. Thus, well-being-oriented strategies may align ethical and commercial
objectives over the long term.

The integration of transformative marketing with AI ethics also requires attention to
vulnerability. Not all consumers interact with digital systems from equal positions of power
or literacy. Cultural differences in privacy perceptions and algorithmic awareness further
complicate uniform ethical design [25,67]. A well-being framework therefore demands
contextual sensitivity rather than universal assumptions.

In the context of influencer and virtual influencer marketing, transformative consider-
ations become particularly pronounced. While disclosures can enhance transparency and
support informed choice [42], poorly implemented or strategically obscured disclosures
risk undermining autonomy. Virtual influencers introduce additional complexity, as con-
sumers may attribute authenticity or emotional connection to algorithmically generated
personas [47,49]. From a transformative perspective, such practices raise questions about
emotional exploitation and identity construction within commercial environments.

Thus, transformative marketing extends AI ethics beyond compliance and technical
mitigation. It frames algorithmic design decisions as moral choices with societal implica-
tions. Rather than asking merely whether systems comply with legal requirements, this
perspective asks whether they contribute to human flourishing in digital ecosystems.

2.4. Integrating Machine Learning Ethics with Transformative Marketing

The preceding sections established two complementary theoretical foundations: AI
ethics principles and transformative marketing theory. The integration of these perspec-
tives provides a comprehensive framework for evaluating machine learning applications
in digital marketing. While AI ethics articulates normative principles such as fairness
and accountability, transformative marketing situates these principles within a broader
commitment to consumer well-being and societal sustainability.

At the center of this integration lies the concept of ethical machine learning design.
Ethical design refers to the deliberate incorporation of fairness constraints, transparency
mechanisms, explainability tools, and oversight processes within algorithmic development
pipelines. Rather than treating ethics as an afterthought, ethical design embeds normative
considerations at each stage of the data lifecycle—from data collection and preprocessing
to model training, deployment, and auditing [61,62].

The first theoretical linkage in the proposed model connects ethical design to perceived
transparency. When consumers are provided with meaningful explanations regarding per-
sonalization practices—such as why a recommendation appears or how data are used—they
are more likely to perceive communication as transparent [11,13]. However, transparency
must be calibrated to avoid cognitive overload or unintended trust erosion [64]. Balanced
explanations that prioritize user-relevant information appear particularly promising [17].

Perceived transparency, in turn, influences consumer trust. Trust functions as a
mediating variable between technical design and relational outcomes. Studies on AI
disclosure indicate that when transparency aligns with expectations of fairness and respect,
trust increases; when transparency highlights impersonal automation without contextual
framing, trust may decline [64]. Thus, transparency alone is insufficient—its effectiveness
depends on alignment with broader ethical signals.

Trust then contributes to brand legitimacy. Legitimacy extends beyond transac-
tional satisfaction to encompass perceptions of moral appropriateness and institutional
reliability. In digital ecosystems characterized by rapid technological change and reg-
ulatory scrutiny, legitimacy becomes a strategic asset. Firms perceived as responsible
stewards of data and algorithmic systems are better positioned to sustain long-term
stakeholder relationships [61,65].
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Finally, brand legitimacy supports long-term sustainable equity. Sustainable equity
refers not only to financial performance but also to reputational capital and resilience
within volatile regulatory and technological environments. As evidence accumulates that
manipulative practices generate short-term gains but long-term erosion of trust [36], the
strategic case for ethical design becomes clearer.

The integrated conceptual pathway can therefore be summarized as follows:
Ethical ML Design

• Perceived Transparency;
• Consumer Trust;
• Brand Legitimacy;
• Long-term Sustainable Equity.

This pathway does not imply linear causality but rather a reinforcing dynamic. Ethical
design enhances transparency; transparency fosters trust; trust strengthens legitimacy; and
legitimacy sustains equity. Conversely, failures at early stages may cascade into reputational
damage. Importantly, this model acknowledges trade-offs. Fairness interventions may
reduce immediate optimization efficiency [24]. Transparency mechanisms may reveal
strategic logic that competitors could exploit. Oversight procedures require investment in
governance infrastructure. Yet transformative marketing theory suggests that these costs
represent long-term investments rather than short-term liabilities.

Moreover, the integration framework highlights the role of stakeholders beyond firms.
Regulators establish baseline standards for data protection and accountability [5]. Platforms
shape technical affordances and disclosure formats. Researchers contribute measurement
tools for bias detection and deceptive design evaluation [68].

The conceptual contribution of this integrated model lies in bridging technical AI
ethics with marketing theory. Much of the existing literature treats algorithmic fairness,
transparency, and well-being as separate domains. By linking them within a coherent
relational pathway, this framework advances understanding of how technical design
decisions translate into psychological and strategic outcomes.

Machine learning in digital marketing cannot be evaluated solely through performance
metrics or regulatory compliance checklists. Its legitimacy depends on its capacity to
enhance rather than undermine human values. The integration of AI ethics principles with
transformative marketing provides a theoretically grounded foundation for this evaluation,
setting the stage for empirical investigation in subsequent sections.

3. Machine Learning in Digital Marketing, the Opportunities and Risks
The integration of machine learning into digital marketing has not simply enhanced

existing tools; it has redefined the architecture of persuasion, targeting, and consumer
engagement. As Section 2 demonstrated, algorithmic infrastructures now shape visibility,
relevance, and even economic opportunity within digital ecosystems. However, the ethical
evaluation of machine learning in marketing cannot rely solely on abstract principles. It
must confront the dual reality that these systems generate substantial strategic benefits
while simultaneously introducing structural risks.

This section therefore examines both dimensions: the transformative opportunities
created by machine learning and the ethical vulnerabilities embedded within algorithmic
market systems.

3.1. Strategic Applications of Machine Learning in Digital Marketing

Machine learning applications in digital marketing have expanded rapidly across mul-
tiple domains. At the core lies predictive personalization. Advanced models analyze con-
sumer behavior patterns to anticipate preferences and optimize advertising delivery [1,2].
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Unlike earlier segmentation techniques, machine learning systems update predictions
continuously, allowing campaigns to adapt dynamically to real-time behavioral signals.

Recommender systems represent one of the most visible applications. Deep learning
architectures process transactional histories, contextual cues, and network interactions
to generate product suggestions tailored to individual profiles [9]. These systems in-
crease click-through rates and conversion probabilities by presenting content perceived
as relevant and timely. Similarly, predictive analytics models estimate customer lifetime
value, churn probability, and cross-selling potential, enabling firms to allocate resources
more efficiently [10].

Sentiment analysis and natural language processing further extend machine learning’s
reach. By analyzing social media posts, reviews, and user-generated content, marketers
can detect emotional trends, brand perceptions, and emerging preferences at scale. This
capability enhances responsiveness to consumer sentiment and allows firms to refine
messaging strategies in near real time.

Dynamic pricing models constitute another significant development. Algorithms ad-
just prices based on demand fluctuations, competitor behavior, and inferred willingness to
pay. While economically efficient, such systems also raise questions regarding distributive
fairness and transparency.

More recently, generative AI has introduced automated content creation into the
marketing pipeline. AI-generated advertisements, personalized email copy, chatbot interac-
tions, and even virtual influencers are increasingly common [50,69]. These systems reduce
production costs and accelerate campaign deployment, but they also intensify concerns
regarding authenticity and manipulation.

Collectively, these applications illustrate that machine learning is not peripheral to
digital marketing—it is foundational. It enhances scale, precision, and adaptability. Yet this
same infrastructural embedding complicates ethical evaluation.

3.2. Opportunities

From a strategic perspective, machine learning delivers measurable advantages. First,
personalization improves perceived relevance. Empirical studies demonstrate that AI-
driven tailored journeys enhance customer satisfaction and engagement metrics when
aligned with user expectations [51]. By filtering informational overload and presenting
targeted recommendations, algorithmic systems can improve user experience.

Second, efficiency gains are substantial. Automated bidding systems optimize ad-
vertising placements across platforms in milliseconds, reducing manual intervention and
improving return on investment [2]. Predictive models allow firms to anticipate market
trends, allocate budgets effectively, and reduce waste in campaign spending.

Third, machine learning enables innovation in customer relationship management.
Data-driven insights allow firms to design omnichannel strategies that integrate online
and offline interactions. AI-based chatbots provide 24/7 support, increasing accessibility
and responsiveness.

Fourth, inclusion potential should not be overlooked. Under certain conditions,
digital technologies can enable broader market participation by reducing informational
asymmetries and expanding access to services [6]. When designed responsibly, AI systems
may facilitate inclusive growth rather than exacerbate inequality.

However, these opportunities are contingent upon ethical implementation. Without
adequate safeguards, efficiency gains may come at the expense of autonomy, fairness,
or transparency.
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3.3. Ethical Risks in Algorithmic Marketing Systems
3.3.1. Algorithmic Bias and Discrimination

One of the most documented risks of machine learning systems concerns bias. Mod-
els trained on historical data may encode existing inequalities, leading to discrimina-
tory outcomes in targeting or pricing [4,18]. In advertising contexts, empirical stud-
ies reveal unequal exposure patterns for employment and financial products across
demographic groups [19,20].

Such disparities are not always intentional. They may arise from proxy variables,
imbalanced training datasets, or optimization objectives focused exclusively on engagement
metrics. Fairness evaluation frameworks have been proposed to mitigate these risks [21,22],
yet implementation remains uneven.

A critical challenge lies in the trade-off between predictive accuracy and fairness
constraints [23]. Adjusting models to satisfy fairness metrics may reduce short-term
performance indicators. Consequently, firms operating under intense competitive pressure
may hesitate to adopt bias mitigation strategies [24].

Thus, algorithmic bias in digital marketing is not merely a technical flaw but a struc-
tural tension between equity and optimization.

3.3.2. Data Privacy and Surveillance Intensification

Machine learning systems rely heavily on granular behavioral data. The expansion
of predictive analytics intensifies data extraction practices, raising privacy concerns. Al-
though regulatory frameworks such as the GDPR establish formal safeguards [5], consent
mechanisms often fail to ensure meaningful understanding [7,8].

The reliance on first-party data strategies has been promoted as a more compliant al-
ternative [6,70]. Yet even direct data collection may become intrusive when personalization
systems infer sensitive attributes from behavioral patterns.

Moreover, international regulatory fragmentation complicates enforcement [57]. Multi-
national corporations may adjust data practices according to local standards, leading to
uneven protection across markets.

The ethical concern therefore extends beyond legality. It concerns the normalization of
surveillance as an infrastructural condition of digital participation.

3.3.3. Manipulation and Autonomy Erosion

Perhaps the most philosophically challenging risk concerns manipulation. Machine
learning systems optimize persuasion strategies based on behavioral feedback loops. As
algorithms learn which emotional cues or scarcity signals maximize engagement, they may
prioritize psychologically effective tactics over informational integrity.

Dark patterns exemplify this dynamic. Interface designs that obscure cancelation
options or exaggerate urgency exploit cognitive biases [26,27]. Research indicates that such
practices may produce short-term conversion gains but erode long-term trust [36].

Generative AI further amplifies persuasive capacity. Algorithmically generated con-
tent can adapt messaging style, tone, and timing to individual vulnerabilities [66]. This
development raises questions regarding autonomy. When systems anticipate and exploit
behavioral tendencies at scale, the boundary between personalization and manipulation
becomes blurred.

The risk is not that all personalization is manipulative, but that the architecture of
optimization prioritizes engagement metrics without evaluating normative consequences.
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3.3.4. Opacity and the Transparency Dilemma

Algorithmic opacity remains a persistent challenge. Deep learning systems often
function as black boxes, limiting interpretability [9,11]. Explainable AI tools attempt to
address this issue by providing user-facing explanations [12].

However, recent findings suggest that AI disclosure may have complex effects. In
certain contexts, explicit acknowledgment of algorithmic mediation reduces trust by high-
lighting impersonal automation [64]. Furthermore, increasing model interpretability may
reduce predictive accuracy [17].

This creates a transparency dilemma: insufficient disclosure undermines trust, yet
excessive or poorly framed disclosure may also erode confidence. The challenge lies not
merely in increasing transparency but in designing context-sensitive explanations aligned
with user expectations.

3.3.5. Disclosure and Authenticity in Influencer Marketing

Influencer marketing introduces additional ethical complexity. Disclosure practices
aim to clarify commercial intent [42]. Yet evidence indicates that disclosure effectiveness
depends heavily on placement, clarity, and cultural context [43,67].

Virtual influencers intensify these concerns. When audiences are unaware of artificial
identities, perceived authenticity may increase; once disclosed, trust may decline [48,49].
This dynamic reveals a broader ethical tension between persuasive realism and informa-
tional honesty.

3.4. Structural Tensions and Systemic Interdependencies

The ethical risks identified above do not operate independently. They are intercon-
nected through systemic dynamics:

• Enhancing personalization increases data extraction intensity.
• Increasing transparency may affect performance.
• Mitigating bias may reduce optimization efficiency.
• Restricting dark patterns may lower short-term conversion metrics.

These interdependencies demonstrate that ethical challenges in AI-driven marketing
are not isolated issues but structural trade-offs embedded within platform ecosystems.

Furthermore, stakeholder responsibilities overlap. Platforms design ranking algo-
rithms; businesses deploy targeting strategies; regulators establish compliance frameworks;
and researchers develop mitigation tools.

Thus, evaluating machine learning in digital marketing requires moving beyond
binary assessments of “good” or “bad.” It requires analyzing how governance structures,
incentive systems, and technological architectures interact.

3.5. Reframing Opportunities and Risks Through Governance

The coexistence of opportunity and risk suggests that machine learning is neither
inherently emancipatory nor inherently harmful. Its ethical character depends on design
choices, oversight mechanisms, and regulatory alignment.

When ethical principles such as fairness, accountability, and transparency are embed-
ded into model development pipelines [61], machine learning can enhance both consumer
experience and long-term brand legitimacy. Conversely, when optimization logic dominates
without ethical calibration, systemic vulnerabilities intensify.

The key challenge, therefore, lies in shifting from efficiency-driven to ethics-informed
optimization. Rather than asking how algorithms can maximize engagement, firms and
platforms must increasingly ask how algorithms can sustain trust.
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4. Research Design and Methodology
4.1. Methodological Positioning and Research Design

This article presents a structured thematic review guided by transparent search, screen-
ing, appraisal, and synthesis procedures. PRISMA 2020 [71].reporting principles were used
as a reference point for documenting the search and selection process where applicable,
but the study is not presented as a full systematic review. No protocol was prospectively
registered. Following the competition of the review, a retrospective registration was de-
posited at the Open science Framework and is publicly available at https://osf.io/32sw8/
(accessed on 14 June 2026). The PRISMA framework informed the search strategy, eligibility
criteria, study screening, full-text review, and reporting of the study selection process,
and the corresponding flow diagram is presented in Figure 2. The formal review corpus
included only peer-reviewed journal articles and peer-reviewed conference proceedings.
Foundational legal, regulatory, methodological, policy, and other grey-literature sources
were utilized solely to provide a conceptual and regulatory background, and were not
regarded as primary evidence. Hence they were not included in the 91 studies that were
included in the formal thematic synthesis.

Figure 2. PRISMA-ScR flow diagram.

Conceptual, legal and regulatory background was provided only by grey-literature
sources (legal and regulatory documents, policy reports, official institutional publications
and foundational books). These sources were not regarded as primary empirical evidence
and were not included in the thematic synthesis, which was based on peer-reviewed journal
articles and conference proceedings only.
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This study is designed and presented as a structured thematic review of recent re-
search, combining systematic elements of evidence identification with interpretive thematic
synthesis. The methodological approach follows established standards for systematic iden-
tification, screening, and appraisal of the literature, while recognizing the interdisciplinary
and heterogeneous nature of research at the intersection of artificial intelligence, digital
marketing, and platform governance. Although structured search, screening, and appraisal
procedures were applied in the identification and selection phases, the study does not
pursue statistical meta-analysis. The reason for this decision lies in the substantial hetero-
geneity of research designs, empirical contexts, and outcome measures across the selected
studies. The corpus includes peer-reviewed experimental investigations, survey-based
analyses, qualitative studies, conceptual frameworks, legal analyses published in academic
outlets, and technical evaluations of algorithmic systems. These studies differ not only in
methodology but also in their operationalization of key constructs such as transparency,
fairness, manipulation, and trust. Under such conditions, statistical aggregation would risk
oversimplifying conceptual nuances and conflating incommensurable measures. Instead,
a thematic synthesis approach was adopted as a more appropriate interpretive strategy.
Thematic synthesis enables the systematic identification of recurring ethical domains while
preserving contextual specificity and methodological diversity. This approach allows the
review to move beyond quantitative aggregation toward structured analytical interpreta-
tion, which is particularly suitable for emerging and rapidly evolving research areas where
conceptual clarification remains as important as empirical accumulation.

The objective was not merely to catalog existing studies, but to synthesize recent
empirical and conceptual contributions in order to identify recurring ethical domains,
structural tensions, and governance implications within AI-driven digital marketing. The
study therefore combines structured evidence identification (guided by PRISMA 2020
standards [71]) with thematic and interpretive synthesis appropriate for heterogeneous
research bodies [72,73].

The chosen time frame—January 2023 to September 2025—was not arbitrary. Artificial
intelligence in digital marketing is developing at exceptional speed, particularly follow-
ing the expansion of generative AI systems in 2023–2024. Restricting the analysis to this
period ensured that findings reflect the most current empirical evidence and regulatory
developments while avoiding dilution through earlier foundational debates. Foundational
texts such as the GDPR [5] and privacy-by-design principles [62] were retained as anchor-
ing frameworks but were not included in the primary evidence corpus unless directly
referenced in empirical studies.

The review therefore occupies a structured thematic position: transparent in
search and selection procedures, thematic in organization, and interpretive in its syn-
thesis of governance implications. The PRISMA 2020 checklist [71] is provided as
Supplementary Table S1.

4.2. Conceptual Contribution to Platform Governance Scholarship

While existing research on AI-driven digital marketing has primarily approached
ethical concerns through the lens of marketing responsibility, consumer protection, or
corporate compliance, this review advances the discussion by positioning these issues
within the broader field of platform governance. Rather than treating platforms merely
as neutral intermediaries that host advertising activity, this paper conceptualizes them as
active governance infrastructures that shape, enable, and constrain ethical outcomes in
digital marketing ecosystems. In doing so, it moves beyond a firm-centric understanding
of marketing ethics and situates AI-driven personalization within the structural dynamics
of platform power, data asymmetry, and algorithmic mediation.
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From a governance perspective, AI-enabled marketing cannot be understood solely
as a strategic tool deployed by brands. It is embedded within platform architectures that
determine visibility, ranking, recommendation, and monetization logics. Platforms gov-
ern digital marketing environments through ranking algorithms, recommender systems,
content moderation policies, interface architectures, and data access controls. These infras-
tructural mechanisms do not simply distribute content efficiently; they actively shape which
advertisements are seen, how personalization is calibrated, what forms of disclosure are
displayed, and how consent mechanisms are designed. Ethical outcomes—whether related
to fairness, transparency, privacy, or manipulation—are therefore structurally mediated by
platform design choices rather than exclusively by individual corporate intent.

This review contributes to platform governance research by conceptualizing AI-driven
marketing ethics as an infrastructural governance problem, where platforms shape ethical
conditions through algorithmic curation, data gatekeeping, interface configuration, and
enforcement policies. In this context, ethical risks emerge not only from isolated marketing
practices but from systemic asymmetries embedded within platform ecosystems. Rec-
ommendation systems influence exposure; API restrictions regulate data flows; interface
defaults structure user consent; and enforcement mechanisms determine whether harm-
ful practices are penalized or tolerated. By foregrounding these structural elements, the
paper reframes AI-driven digital marketing as a domain where governance is enacted
technologically, economically, and institutionally.

The stakeholder–challenge matrix developed in this study further advances this plat-
form governance framing by mapping ethical risks across consumers, businesses, regulators,
and researchers. Rather than presenting ethical domains as abstract themes, the matrix
reveals asymmetries in responsibility, power, and vulnerability across actors operating
within platform ecosystems. Consumers disproportionately bear exposure to algorith-
mic opacity and manipulative design; businesses navigate performance–ethics trade-offs
shaped by platform incentive structures; regulators confront enforcement limitations in
opaque, cross-border digital infrastructures; and researchers occupy a mediating role be-
tween diagnosis and solution design. In this way, the matrix functions not merely as a
descriptive synthesis tool, but as a conceptual instrument for analyzing governance gaps
and structural accountability imbalances in AI-driven platform markets.

By integrating ethical marketing concerns with platform governance theory, the paper
therefore contributes a structural perspective that situates digital marketing ethics within
the infrastructural power of platforms. This reframing highlights that responsible AI in mar-
keting cannot be achieved solely through corporate compliance or individual transparency
measures; it requires attention to how platform architectures distribute visibility, shape
incentives, and institutionalize norms across digital ecosystems. In doing so, the review
aligns the ethics of AI-driven marketing with broader debates on platform regulation,
infrastructural governance, and algorithmic accountability.

4.3. Scope Definition

This paper is designed as a structured thematic review of recent research on the ethics
of AI-driven digital marketing. Its purpose is to identify, organize, and critically synthesize
the main ethical concerns that emerged during the rapid expansion of AI-enabled marketing
between January 2023 and September 2025. The review focuses on studies addressing data
protection and GDPR compliance [5], algorithmic transparency and explainable AI [9,10],
algorithmic fairness [4], dark patterns and deceptive interface design [26], and influencer
or virtual influencer disclosure [41].

The study does not claim to provide a comprehensive ten-year systematic literature
review. Instead, it offers a focused synthesis of recent peer-reviewed journal articles and
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high-quality conference papers in order to capture current debates surrounding generative
AI, algorithmic personalization, platform-mediated advertising, consumer manipulation,
and disclosure practices. PRISMA 2020 principles were used selectively as a reporting
reference to improve transparency in the search and screening process [71]. Thematic
synthesis was adopted because the included studies were methodologically heterogeneous
and not suitable for statistical meta-analysis [73].

Accordingly, the review is best understood as a structured thematic synthesis rather
than a full PRISMA systematic review. Earlier foundational, legal, and methodological
works were used only for contextual framing and were not treated as part of the formal
review corpus unless they directly informed the analysis.

The review followed structured database searches, predefined inclusion and exclusion
criteria, and transparent screening procedures. However, a quantitative meta-analysis was
not conducted. This decision was based on the diversity of the included literature, which
spans empirical experiments, qualitative investigations, conceptual analyses, legal com-
mentaries, policy documents, and interdisciplinary theoretical contributions. The reviewed
studies differ substantially in their methods, contexts, outcomes, and operationalization of
key ethical concepts. Ethical domains such as algorithmic fairness, transparency, privacy,
and manipulative design are also structurally distinct and cannot be meaningfully reduced
to comparable quantitative indicators.

Given this diversity, thematic synthesis was considered the most appropriate method-
ological strategy. It allowed the review to identify recurring ethical patterns, structural
tensions, and cross-cutting governance challenges across a heterogeneous body of literature.
Rather than statistically pooling results, the review synthesizes interpretive insights in
order to map conceptual convergences, methodological robustness, and stakeholder impli-
cations. This approach is suitable for interdisciplinary fields where empirical comparability
is limited, but thematic integration remains analytically valuable [73].

4.4. Scope Inclusion Criteria

The scope of the review was defined through three guiding research questions:

i. What ethical challenges are most frequently identified in AI-driven digital marketing
research between 2023 and 2025?

ii. How robust is the empirical evidence across different ethical domains?
iii. How are responsibilities distributed among stakeholders (consumers, businesses,

regulators, researchers)?

To address these questions, inclusion criteria were formulated as follows:

• Publication between January 2023 and September 2025.
• Peer-reviewed journal articles or high-quality conference proceedings.
• Empirical or theoretically grounded studies directly addressing ethical aspects of

AI-driven digital marketing.
• Explicit focus on at least one of the following domains:

♢ Data privacy and GDPR compliance.
♢ Algorithmic transparency and explainable AI.
♢ Algorithmic fairness.
♢ Dark patterns and deceptive interface design.
♢ Influencer or virtual influencer disclosures.

Studies focusing on AI in unrelated domains (e.g., healthcare diagnostics without
marketing implications) were excluded. Purely technical machine learning papers without
ethical discussion were also excluded.
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The final corpus consisted of 91 studies, as documented in the PRISMA-style flow
diagram (Figure 2).

More precisely, the literature search was conducted following the multi-source strategy
to maximize coverage of AI-based digital marketing practices research [74]. The first search
was on three general databases, namely Scopus, SpringerLink, and ScienceDirect. They
were complemented with targeted searches in other subject-specific databases such as
ACM Digital Library, MDPI, IEEE Xplore and PubMed and forward and backward citation
searching. Regulatory and policy documents from organizations such as the Federal Trade
Commission and the European Commission were consulted only as contextual sources and
were not counted among the 91 studies in the formal review corpus. Search terms were
based on the thematic axes of the study, including “digital marketing ethics,” “algorithmic
fairness” AND “targeting”, “GDPR compliance,” “algorithmic fairness,” “explainable AI”
AND “personalization”, “dark patterns” AND “e-commerce”, and “influencer disclosure”
AND “AI”. Boolean operators (AND, OR) and truncation methods were used with searches
restricted to full-text papers published in English. Full database-specific search strings,
filters, search dates, and the number of records retrieved from each source are provided in
Table 1. Forward and backward citation tracking was employed to ensure comprehensive
coverage [75]. Bibliographic management software (EndNote 20) facilitated deduplication.

Table 1. Database-specific search strategy.

Database Date Searched Exact Boolean Search String Filters Applied Records
Retrieved

Scopus 26 September
2025

TITLE-ABS-KEY((“artificial
intelligence” OR AI OR
“machine learning” OR

“generative AI”) AND (“digital
marketing” OR advertising OR

personalization OR
“personalized advertising” OR
“recommender systems”) AND
(ethic* OR privacy OR GDPR OR
transparency OR explainability
OR fairness OR bias OR “dark

patterns” OR disclosure))

English; peer-reviewed
articles and conference

papers; January
2023–September 2025

145

ScienceDirect 26 September
2025

(“artificial intelligence” OR AI
OR “machine learning” OR

“generative AI”) AND (“digital
marketing” OR advertising OR

personalization OR
“personalized advertising”)
AND (ethics OR privacy OR
GDPR OR transparency OR

fairness OR “dark patterns” OR
disclosure)

English; research articles;
January 2023–September

2025
118

SpringerLink 26 September
2025

(“artificial intelligence” OR AI
OR “machine learning” OR

“generative AI”) AND (“digital
marketing” OR advertising OR

personalization) AND (ethics OR
privacy OR GDPR OR

transparency OR explainability
OR fairness OR “dark patterns”

OR disclosure)

English; journal articles and
conference papers; January

2023–September 2025
102
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Table 1. Cont.

Database Date Searched Exact Boolean Search String Filters Applied Records
Retrieved

ACM Digital
Library

26 September
2025

(“artificial intelligence” OR AI
OR “machine learning” OR

“generative AI”) AND (“digital
marketing” OR advertising OR

personalization OR
“recommender systems”) AND

(ethics OR privacy OR
transparency OR explainability
OR fairness OR bias OR “dark

patterns”)

English; peer-reviewed
articles and proceedings;
January 2023–September

2025

74

IEEE Xplore 26 September
2025

(“All Metadata”:“artificial
intelligence” OR “All

Metadata”:“machine learning”
OR “All Metadata”:“generative

AI”) AND (“All
Metadata”:“digital marketing”

OR “All Metadata”:“advertising”
OR “All

Metadata”:“personalization”)
AND (“All Metadata”:“ethics”
OR “All Metadata”:“privacy”
OR “All Metadata”:“fairness”

OR “All
Metadata”:“transparency” OR

“All Metadata”:“explainable AI”)

English; journals and
conference papers; January

2023–September 2025
63

MDPI 26 September
2025

(“artificial intelligence” OR AI
OR “machine learning” OR

“generative AI”) AND (“digital
marketing” OR advertising OR

personalization) AND (ethics OR
privacy OR GDPR OR

transparency OR fairness OR
“dark patterns” OR disclosure)

English; research articles
and reviews; January
2023–September 2025

81

PubMed 26 September
2025

((“artificial intelligence”
[Title/Abstract] OR “machine
learning” [Title/Abstract] OR

“generative AI” [Title/Abstract])
AND (“digital marketing”

[Title/Abstract] OR advertising
[Title/Abstract] OR

personalization [Title/Abstract])
AND (ethics [Title/Abstract] OR

privacy [Title/Abstract] OR
transparency [Title/Abstract]
OR fairness [Title/Abstract]))

English; January
2023–September 2025 29

Note: * indicates truncation (wildcard) used to capture multiple word endings and variations of a root term (e.g.,
ethic* retrieves ethics and ethical; explain* retrieves explain, explained, and explainability).

This multilayered approach aimed to balance breadth and precision. The initial search
yielded 612 records; after duplicate removal and screening, 91 studies met eligibility criteria.

Additionally, a bibliography screening and snowballing method was used, where
the reference sections of the most relevant papers were examined to identify additional
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momentous studies that might not have appeared in the initial search. After deduplication
through EndNote and manual screening, a final sample of 91 papers was selected. The
distribution of papers across databases is outlined in Table 1.

4.5. Study Selection Process

The selection of studies was documented using PRISMA 2020 reporting principles
where applicable [71], ensuring transparency and methodological consistency throughout
the review process. The initial database search, complemented by targeted searches and
citation tracking, produced a total of 612 records. After removing 124 duplicate entries,
488 unique studies remained for title and abstract screening. During this phase, articles
that did not directly engage with ethical issues in AI-driven digital marketing were ex-
cluded. As a result, 321 records were removed because they either addressed artificial
intelligence without a marketing focus or examined digital marketing without a substantive
ethical component.

The remaining 167 articles were retrieved in full and assessed for eligibility. This
stage involved a closer examination of methodological robustness, thematic relevance, and
explicit engagement with artificial intelligence in marketing contexts. Seventy-six articles
were excluded at this point. In several cases, studies addressed adjacent technological
themes but did not analyze ethical implications in depth. In other instances, methodological
descriptions were insufficiently transparent, limiting confidence in the reported findings. A
smaller subset lacked a clear connection to AI-enabled marketing practices.

A detailed overview of the included studies is provided in Supplementary Table S2,
which reports the author and year, country or region, publication type, study design,
sample or data source, AI-driven marketing context, ethical domain, key findings, quality
appraisal tool, quality tier, and thematic category for each study. The narrowing of the
evidence base from 612 initial records to 91 selected studies is depicted in the PRISMA-style
flow diagram presented in Figure 2 of the manuscript. This structured process enhances
replicability and clarifies how relevance and quality considerations shaped the final corpus.

The remaining 91 studies underwent quality assessment using the Mixed Methods Ap-
praisal Tool (MMAT) [76] and the Joanna Briggs Institute (JBI) critical appraisal criteria [77].
This resulted in a thematic synthesis which identified five major ethical domains: (1) data
privacy and GDPR compliance, (2) algorithmic transparency and explainable AI (XAI),
(3) algorithmic fairness, (4) dark patterns and deceptive design, and (5) influencer/virtual
influencer disclosures. The review is limited to peer-reviewed literature from January 2023
up to September 2025.

The transparency and rigor of the selection process are illustrated in Figure 2, which
documents the progressive narrowing of the evidence base (flow diagram) from 612 poten-
tially eligible records to 91 studies that contributed to the final synthesis. This structured
process strengthens methodological transparency and relevance for current discussions of
AI-enabled digital marketing.

4.6. Quality Assessment

Following selection, each study underwent systematic quality appraisal. Two es-
tablished instruments were employed: the Mixed Methods Appraisal Tool (MMAT) [76],
suitable for quantitative, qualitative, and mixed-methods research, and the Joanna Briggs
Institute (JBI) critical appraisal checklists [77], particularly useful for qualitative and ob-
servational designs. The use of complementary tools allowed the review to accommodate
methodological diversity while maintaining evaluative consistency.

Two reviewers independently assessed each study, and any discrepancies were re-
solved through discussion, a practice aligned with established standards for inter-rater
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reliability in systematic reviews [78]. This process minimized individual bias and strength-
ened the credibility of the appraisal.

The evaluation focused on clarity of research design, transparency in data collection
procedures, analytical rigor, and the validity of conclusions. While most studies met accept-
able methodological thresholds, recurring limitations were observed. In particular, several
articles lacked detailed reporting on how algorithmic systems were evaluated, especially in
fairness or explainability contexts. Others offered limited discussion of sampling strategies
or relied heavily on laboratory-based experiments without field validation. Such patterns
reflect broader challenges within emerging AI research, where rapid technological change
often outpaces standardized empirical protocols.

Importantly, quality assessment did not operate as a rigid exclusion mechanism.
Rather than discarding studies solely on the basis of minor methodological weaknesses, the
appraisal informed the interpretive weighting during synthesis. Research demonstrating
higher analytical rigor or clearer methodological transparency was given greater emphasis
in the discussion of findings. This balanced approach ensured that the review remained
inclusive while preserving analytical robustness.

4.7. Quality Appraisal Results and Interpretive Weighting

To enhance transparency beyond merely describing the appraisal tools, the re-
view also summarizes the distribution of methodological quality across the included
studies (Table 2).

Table 2. Methodological quality distribution.

Quality Tier Number of Studies Percentage

High 39 43%
Moderate 34 37%

Lower 18 20%
Total 91 100%

Based on MMAT and JBI evaluations, the 91 studies were categorized into three
interpretive tiers according to overall methodological robustness:

• High methodological quality: 39 studies (43%);
• Moderate methodological quality: 34 studies (37%);
• Lower methodological quality: 18 studies (20%).

High-quality studies typically demonstrated clearly articulated research designs, trans-
parent sampling procedures, detailed descriptions of algorithmic evaluation methods, and
coherent alignment between research questions and analytical techniques. Many experi-
mental and quantitative studies in this category provided statistical justification of findings
and discussed limitations explicitly.

Moderate-quality studies often exhibited sound conceptual framing but lacked depth
in methodological reporting. In several cases, algorithmic auditing procedures or fairness
evaluations were described at a high level without sufficient reproducibility detail. Sam-
pling strategies were occasionally underdeveloped, particularly in survey-based designs.

Lower-quality studies were not excluded, but recurring weaknesses were identified.
These included limited transparency in algorithmic evaluation pipelines, absence of vali-
dation procedures, overreliance on small laboratory samples without field corroboration,
and insufficient discussion of confounding variables. Conceptual papers in this category
sometimes proposed normative arguments without empirical grounding.

Importantly, quality appraisal did not function as a binary inclusion filter. Instead, it
informed the interpretive weighting of evidence throughout the synthesis. Higher-quality
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studies shaped the strongest causal or normative claims, particularly in discussions of
algorithmic fairness and transparency effectiveness. Lower-quality or conceptually thin
studies were used primarily to map thematic trends and emerging concerns rather than to
support definitive conclusions.

This weighted approach ensured inclusivity of emerging research while preserving
analytical rigor in interpretive claims.

4.8. Thematic Coding and Synthesis

To synthesize findings across heterogeneous studies, the review employed thematic
analysis, a method particularly suited to identifying recurring patterns within interdisci-
plinary literature [73]. The coding process unfolded in successive stages. Initially, open
coding was applied to identify frequently occurring concepts, including terms such as
“consent fatigue,” “algorithmic bias,” “deceptive design,” and “transparency dilemma.”
These recurring expressions signaled areas of concentrated scholarly concern.

In the second stage, related codes were grouped into broader conceptual categories.
For instance, discussions of cookie interfaces, privacy notices, and data minimization
practices were clustered under the broader theme of data protection and regulatory compli-
ance. Similarly, studies examining explainable AI, disclosure mechanisms, and algorithmic
opacity were integrated into a transparency-related category.

Through iterative comparison and refinement, five overarching thematic domains
emerged: data privacy and GDPR compliance; algorithmic transparency and explainable
AI; algorithmic fairness; dark patterns and deceptive design; and influencer or virtual
influencer disclosure practices. These themes were not imposed a priori but were derived
inductively from recurring patterns across the 91 selected studies.

During interpretive synthesis, cross-cutting tensions became apparent. Many stud-
ies highlighted trade-offs between performance optimization and fairness safeguards, or
between transparency and competitive advantage. Others revealed that interventions
designed to enhance trust could inadvertently produce skepticism if perceived as strategic
rather than genuine. Recognizing these tensions allowed the review to move beyond de-
scriptive mapping toward a more integrated understanding of systemic ethical challenges.

4.9. Stakeholder–Challenge Matrix Development

To deepen analytical insight, the findings were organized into a stakeholder–challenge
matrix, presented in Figure 3 of the manuscript. This matrix maps the five identified ethical
domains across four primary stakeholder groups: consumers, businesses, regulators, and
researchers. The purpose of this analytical device was not to quantify ethical risk but to
illustrate how concerns are distributed across the digital marketing ecosystem. A concern
was classified as primary when it appeared frequently across the reviewed studies and
was described as having high stakeholder impact, especially in high- or moderate-quality
studies. A secondary concern appeared with moderate frequency or impact. A tertiary
concern appeared less frequently, was discussed indirectly, or was supported mainly by
conceptual or lower-quality evidence.
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Figure 3. Stakeholder–challenge matrix: distribution of ethical concerns across the digital marketing
ecosystem. The matrix collates evidence from studies related to data privacy & GDPR compliance, al-
gorithmic transparency & explainable AI (XAI), algorithmic fairness & bias, dark patterns & deceptive
design, and influencer/virtual influencer disclosure. The categorization reflects the relative emphasis
of the literature reviewed between stakeholder groups (consumers, businesses, regulators and re-
searchers) and ethical challenge domains. The evidence was taken from studies on GDPR and privacy-
by-design frameworks [5–8,57,62,70,79,80], explainable AI and algorithmic transparency [9–17,25,81],
algorithmic fairness and bias [18–24], dark patterns and deceptive design [27–40,61,68,82–88], and
influencer and virtual influencer disclosure [42–50,52,55,58,64,67,89–92].

The matrix reflects qualitative intensity based on frequency and emphasis within the
literature. Consumers, for example, are consistently portrayed as experiencing multidi-
mensional exposure to privacy risks, algorithmic bias, manipulative design, and opaque
influencer practices. Businesses, by contrast, are frequently depicted as navigating tensions
between ethical commitments and performance imperatives. Regulators face enforce-
ment asymmetries and cross-border fragmentation, while researchers occupy a dual role,
simultaneously diagnosing ethical risks and proposing mitigation frameworks.

By structuring the findings in this way, the matrix highlights the systemic and rela-
tional character of ethical challenges. It underscores that issues such as transparency or
fairness cannot be attributed solely to individual actors but emerge from the interaction of
platform design, market incentives, regulatory frameworks, and user behavior. The matrix
therefore functions as an integrative conceptual tool that connects empirical evidence to
governance analysis.
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4.10. Reliability and Validity Procedures

Several strategies were adopted to enhance reliability and validity. Dual independent
coding reduced the likelihood of interpretive bias, while documentation of coding decisions
ensured procedural transparency. Peer debriefing sessions were conducted to review
thematic categorizations and resolve ambiguities, strengthening analytic consistency [93].

Internal validity was reinforced through triangulation [94]. Findings were com-
pared across methodological approaches, including quantitative experiments, qualitative
interviews, legal analyses, and technical evaluations of algorithmic systems. Conver-
gence across diverse methods increased confidence in recurring patterns. External va-
lidity, however, remains conditioned by the temporal and linguistic boundaries of the
review. Limiting inclusion to English-language studies and a defined time frame inevitably
constrains generalizability.

4.11. Reflexivity and Researcher Positioning

Given the interpretive dimension of thematic synthesis, reflexivity is essential. The
categorization of ethical domains reflects analytical judgment shaped by empirical preva-
lence and theoretical orientation. Although the five identified pillars emerged inductively,
alternative frameworks might foreground additional dimensions, such as environmental
sustainability or labor ethics in AI supply chains.

The authors therefore present the synthesis as a structured mapping rather than a
definitive taxonomy. The aim is not to close debate but to clarify dominant patterns and
illuminate areas where scholarly consensus remains incomplete.

4.12. Methodological Limitations

Despite careful design, certain methodological constraints must be acknowledged. The
temporal restriction to studies published between 2023 and 2025 enhances topical relevance
but excludes earlier foundational research that continues to shape the field. The focus
on English-language publications may have limited access to region-specific scholarship.
Additionally, although multiple databases were consulted, niche or emerging journals may
not be comprehensively indexed.

Another limitation relates to the pace of technological change. Generative AI and plat-
form governance mechanisms evolve rapidly, and empirical findings may shift accordingly.
The review captures a specific moment within an ongoing transformation.

Nevertheless, the structured search, appraisal, and synthesis procedures strengthen
transparency and replicability.

4.13. Transition to Empirical Implications

The methodological approach adopted in this review enables three core contributions.
First, it identifies the dominant ethical domains shaping contemporary debates on AI-driven
digital marketing. Second, it evaluates the relative robustness of empirical evidence across
these domains. Third, it maps the distribution of responsibility among key stakeholders
within platform-mediated ecosystems.

The following section builds upon these methodological foundations to interpret
the findings more critically, situating them within broader discussions of governance,
accountability, and the future trajectory of ethical digital marketing.

5. Data Protection and GDPR
The protection of personal data remains a central issue in discussions on the ethics of

digital marketing. With the introduction of the General Data Protection Regulation (GDPR)
in the European Union in 2018 [5], a strict framework was established for the collection,
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storage, and use of consumer information. The regulation set out key principles—such
as data minimization, lawful processing, and the rights of access and erasure—intended
to strengthen accountability. Yet, despite this comprehensive legal framework, questions
persist about how consistently these principles are applied in practice. In the context of the
2023–2025 period, research shows that companies are called upon to balance the need to
leverage data for personalized campaigns with compliance with the GDPR [79].

A key issue that emerges is user consent. Although consent is considered a cornerstone
of the GDPR, many studies emphasize that it is often only “informed” in name, as users find
it difficult to fully understand the implications of accepting cookie terms and policies [7].
This leads to a kind of “consent fatigue,” where consumers click “accept” without really
understanding, limiting the effective protection of privacy [8].

To address this problem, several companies are turning to first-party data strategies.
Unlike third-party data, which is at the center of legal and ethical concerns, first-party
data is collected directly from the consumer through interaction with the business. Recent
research indicates that relying on first-party data can strengthen GDPR compliance while
also fostering greater trust and transparency between companies and consumers [6,70].
Simultaneously, the adoption of such strategies is far from straightforward. They demand
substantial investment in technological infrastructure and often require marketers to re-
design campaigns around new data-driven principles, a process that can be both costly
and disruptive [80].

There is also the international regulatory imbalance. Even if the GDPR is considered
as a global standard, the US and some other markets offer more flexibility when it comes
to data usage and this makes multinational corporations adjust their strategies based on
compliance with local regulations [57]. This introduces additional regulatory complexity
for compliance and contradicts how consumer privacy is respected worldwide.

5.1. Algorithmic Transparency and Explainable Artificial Intelligence (XAI)

Algorithmic transparency has become one of the most pressing ethical challenges in the
use of artificial intelligence within digital marketing. Personalization and recommendation
systems now depend on highly complex models that often function as “black boxes,”
making their decision-making processes difficult to interpret [9]. This lack of clarity can
erode consumer confidence, since individuals are rarely aware of how or why they are
targeted with particular campaigns [10].

The concept of explainable AI (XAI) has been introduced as a response to this problem,
aiming to provide users with accessible explanations of system outputs [11]. In marketing,
XAI typically takes the form of simplified feedback, such as highlighting the data points
behind a product recommendation or clarifying the reasons an advertisement was displayed
to a particular consumer [12]. Evidence suggests that offering such explanations can
increase perceived transparency and foster more positive attitudes toward platforms [13].

Yet, the pursuit of transparency is not without complications. While greater openness
can build trust and support accountability [14], excessive disclosure risks overwhelming
users with information or exposing commercially sensitive details that businesses may
wish to protect [15]. Some researchers point out that “partial transparency” or the use of
multi-level explanations tailored to the audience’s level of understanding may be a more
practical solution [16].

Another important tension lies between trust and effectiveness. While explana-
tions can strengthen user confidence, several studies caution that they may also reduce
the efficiency of algorithmic systems, particularly when models need to be modified
to make them more interpretable [17]. The challenge, therefore, is not only to increase
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transparency but also to balance accountability with the performance demands of digital
marketing technologies.

The recent literature points toward the development of marketing-specific forms of
XAI, tailored to decision-making aspects that matter most for consumer understanding [81].
For instance, clarifying why a product was recommended is often more meaningful to
users than providing a technical breakdown of an algorithm’s inner workings. Simultane-
ously, scholars emphasize the importance of cross-sectoral and cross-cultural research, as
perceptions of transparency differ widely across regions and cultural contexts [25].

Beyond the technical debate over explainability tools, a deeper structural tension
becomes visible. Transparency is often presented as a trust-enhancing mechanism, yet its
implementation occurs within performance-driven platform ecosystems where algorithmic
opacity may serve strategic interests. Platforms and advertisers operate in highly competi-
tive environments in which predictive accuracy and behavioral optimization are central
economic assets. Full transparency may therefore conflict with proprietary logics, revenue
models, or competitive positioning. In this sense, the transparency dilemma is not merely
cognitive or technical—it is economic. The question is not only whether algorithms can be
explained, but whether existing incentive structures genuinely reward explainability over
performance efficiency.

Moreover, there is emerging evidence that excessive or poorly contextualized disclo-
sure may paradoxically reduce trust, especially when it highlights impersonal automation
in domains where consumers expect human judgment. This suggests that transparency is
not inherently trust-producing; its effects are mediated by expectations, design framing,
and platform culture. The literature thus reveals an unresolved contradiction: transparency
is normatively demanded yet structurally constrained by optimization logics embedded in
platform governance architectures.

5.2. Algorithmic Fairness

The application of algorithms in digital marketing offers clear advantages in terms
of efficiency and precision, yet it also raises significant concerns about fairness. Because
models are frequently trained on datasets that reflect existing social inequalities, their use
can reproduce or even intensify those disparities [4]. Such risks are especially evident in
advertising and pricing, where consumers may face unequal treatment on the basis of
demographic characteristics [18].

Recent studies published mostly between 2023 and 2025 highlight concrete cases in
which targeting algorithms excluded specific groups from access to high-value products or
services [19]. Lower-income consumers, for instance, were less likely to receive offers for
financial products, while women and members of ethnic minorities were disproportionately
shown fewer advertisements for prestigious job opportunities [20]. These outcomes not only
undermine equal opportunity but also bring into focus the broader ethical responsibilities
of companies deploying these technologies.

The literature consistently indicates that fair algorithms for respective steps in the
advertising process should be developed and used, so that bias can be evaluated in each
stage [21]. Several measures are suggested: among others, demographic parity, equal
opportunity and individual fairness that look at different aspects of equality [22]. Mean-
while, tools are also undergoing development for un-biasing algorithms including scal-
ing of example weights during the train phase or the application of fairness constraints
on models [23]. But their solutions have gained little attention in the actual setting of
digital marketing.

One major challenge is that corporations have little reason to develop fairness mecha-
nisms at all: even if doing so may undermine campaigns [24]. In addition, the notion of
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fairness is not culturally neutral; different markets have different ideas of what constitutes
“fair” treatment [25]. Hence, setting common expectations worldwide can be complicated
and necessitates engagement between investigators, regulators and industry.

While fairness metrics and bias mitigation techniques are increasingly sophisticated,
their real-world adoption remains limited. A central tension lies in the economic struc-
ture of digital advertising ecosystems. Hyper-targeted marketing depends on differential
segmentation, behavioral prediction, and optimization for engagement or conversion.
Introducing fairness constraints may reduce predictive granularity and short-term effi-
ciency. Consequently, businesses face a structural disincentive to prioritize equity when
competitive advantage is measured primarily through performance metrics.

Additionally, fairness itself is not a universally stable concept. Normative interpre-
tations differ across regulatory systems and cultural contexts, complicating global imple-
mentation. What constitutes equitable treatment in one jurisdiction may not align with
expectations elsewhere. These discrepancies expose an under-theorized dimension of
algorithmic governance: fairness is simultaneously technical, normative, and political. The
literature therefore suggests that algorithmic fairness cannot be addressed solely through
technical correction mechanisms. It requires institutional alignment between economic
incentives, regulatory frameworks, and platform governance architectures.

6. Dark Patterns/Misleading Design
6.1. Introduction to the Phenomenon of Dark Patterns

The term dark patterns refer to design strategies in digital interfaces that intentionally
steer users toward choices they might not otherwise make [26]. Common examples include
pre-ticked consent boxes, misleading or intrusive notifications, deliberately hidden cancela-
tion options, and persistent prompts encouraging purchases or subscriptions [27]. These
tactics blur the line between persuasive design and manipulation, raising concerns about
consumer autonomy and the ethical boundaries of digital marketing practices. In digital
marketing, dark patterns are a particularly worrying practice, as they raise issues of not
only an ethical but also a legal nature, especially in light of the GDPR [5].

6.2. Types of Dark Patterns

The literature recognizes various categories of dark patterns. Among these, the
following stand out:

• Privacy Suckering: Nudging users into revealing more information than they
want to [28].

• Roach Motel: A user interface that is easy to get into but hard to cancel [29].
• Confirm shaming: Using guilt-inducing or negative language (e.g., “No I don’t care

about improving my life”) to try to prevent users saying no to an offer [30].
• Forced Continuity: An undesirable subscription and unclear expiry notification [31].
• Nagging: Annoying repeated interruptions and notifications which force users to

perform a certain action [32].

In the context of e-commerce, such tactics are often justified as ways to increase con-
version rates. Nevertheless, they stand in direct tension with the principles of transparency
and consumer autonomy, raising broader ethical and regulatory concerns.

6.3. Dark Patterns in Cookies and Privacy Policies

The most common manifestation of dark patterns concerns cookie banners. On many
websites, the “Accept All” option is more visible than the “Reject” or “Manage Settings”
options, which encourages users to share more data [7,33]. This practice raises questions
about whether the consent provided is truly free and informed, as required by the GDPR.
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Research findings show that 70% of users in experimental studies accept all categories
of cookies when “accept” is presented with visually prominent buttons, even if they had
previously expressed concerns about privacy [34].

6.4. Dark Patterns in Retail Platforms

Ecommerce channels are particularly rich territory for the dark patterns. One tactic is
to make the scarcity cues artificial, for example by writing “Only 1 item left!”, which unduly
pressures customers into rushed buying decisions. Other techniques to create artificial
scarcity are by using countdown timers indicating short usage opportunity, exaggerated
high-demand messages, and fake stock availability representations. Although such strate-
gies are likely to be effective in increasing sales, they raise ethical issues of manipulation,
informed consent and trust decay on the part of consumers within online environments as
in “5 other users are looking at this product right now” [35]. Additionally, time constraints
by means of countdown timers can prompt impulse buying [82]. Evidence from research
conducted in European markets indicates a short-term sales boost but long-term erosion of
consumer confidence by such practices [83].

Also, practices of drip pricing are prevalent whereby the total purchase price
is revealed only at the point of checkout [84]. This has been called out specifically
as a misleading practice by regulators, because it makes price comparison hard and
dilutes competition.

6.5. Legal and Regulatory Dimensions

The regulatory response to dark patterns remains in a state of development. Within
the European Union, both the GDPR and the Digital Services Act contain provisions de-
signed to curb deceptive design practices [38]. Yet enforcement is uneven across member
states, leaving notable gaps in consumer protection [39]. In the United States, the Fed-
eral Trade Commission (FTC) has issued warnings to firms employing such tactics, but
the absence of a comprehensive and consistent legal framework reduces the impact of
these interventions [40].

Scholarly discussions highlight the importance of a coordinated international approach.
Multinational companies often take advantage of uneven regulations by deploying dark
patterns in jurisdictions where oversight is weaker, thereby undermining efforts made in
regions with stricter enforcement [85].

6.6. Impact on Consumer Trust and Behavior

Although some dark patterns may create temporary benefit, they are more likely to
cause lasting damage to the relationship between businesses and consumers. Research
has found that if users perceive deception then they are additionally less likely to be loyal
and more likely to share negative experiences through word-of-mouth [36]. In addition,
manipulative design exposure leads to a more robust oppositional response—or reactance—
which reduces the effect of later marketing attempts [37]. These findings indicate that dark
pattern usage is ultimately a high-risk strategy, where the loss of customer trust and loyalty
may outweigh any short-term commercial gain.

While dark patterns are frequently discussed as isolated manipulative tactics, their
persistence suggests deeper structural drivers. Many platform-based revenue models de-
pend on maximizing engagement, click-through rates, and subscription retention. Interface
designs that increase friction for cancelation or emphasize urgency cues may therefore align
with short-term monetization goals. In this sense, deceptive design is not just an ethical
deviation, but can serve as a rational strategy within systems optimized for engagement
and conversion metrics.
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This effect is empirically documented in a number of platform and sector settings.
Large retail marketplaces in e-commerce have been reported to use artificial scarcity cues
and pre-selected upsell options that leverage cognitive load at checkout [35,84].

In the subscription economy, streaming and software services that have been the
subject of FTC enforcement actions have deployed cancelation flows that purposefully
add steps to the unsubscribe process [29,40]. The cookie consent interfaces of large social
media platforms have been shown to display “Accept All” buttons with much higher visual
salience than granular opt-out controls, with experimental evidence showing acceptance
rates above 70% under those design conditions [7,34]. These sector-specific examples show
that deceptive design is not evenly distributed across digital ecosystems, but rather takes
on forms adapted to the affordances and revenue logics of each platform environment.
The regulatory responses also differ accordingly, with the GDPR and Digital Services Act
regulating EU-based interfaces [38], and the FTC framework applying in the US context [40].
Cross-border platforms can take advantage of regulatory asymmetries between countries
to engage in compliance arbitrage [57,85].

Regulatory responses attempt to curb such practices, yet enforcement asymmetries
and cross-border fragmentation limit deterrence. Platforms simultaneously serve as in-
frastructure providers and commercial actors, creating potential conflicts of interest in
self-regulation. The literature thus indicates that dark patterns persist not because ethical
guidelines are absent, but because governance mechanisms struggle to counteract revenue
incentives embedded within digital platform architectures.

6.7. Directions for Research and Practice

Research activity suggests the development of standardized methods for measuring
the degree of deceptive design so that different platforms can be evaluated compara-
tively [68]. Simultaneously, it is recommended that field experiments be conducted to
understand the long-term effects of dark patterns on consumer behavior. From an adminis-
trative point of view, companies are called upon to adopt the principle of ethics by design,
incorporating transparency and user autonomy requirements from the design stage [61].

7. Disclosures by Influencers and Virtual Influencers
7.1. Introduction to the Issue of Disclosures

The rise of influencer marketing has significantly reshaped the digital marketing
landscape. By leveraging what appears to be an authentic relationship with their audience,
influencers exert strong influence over consumer attitudes and purchasing decisions [41].
Yet this practice is accompanied by persistent concerns regarding transparency and ethics,
as commercial collaborations are not always made explicit. The literature of 2023–2025
places particular emphasis on disclosure, underscoring its role as a critical safeguard for
consumer awareness and informed choice [42].

7.2. Forms and Clarity of Disclosures

Disclosures may appear in different formats, including hashtags such as #ad or #spon-
sored, explicit text in the description, or graphical overlays within the content itself. The
effectiveness of these signals depends largely on their clarity and placement. Empirical
studies demonstrate that disclosures shown at the beginning of a post are more likely to en-
hance perceived transparency, whereas those placed at the end or embedded in less visible
sections are often overlooked by users [43]. This suggests that the design and positioning
of disclosures are not merely formalities but critical factors shaping consumer awareness
and trust. Researchers have pointed out that consumers often overlook or do not fully
understand disclosures, especially when they are expressed with ambiguous hashtags [44].
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7.3. Impact on Consumer Reactions

The effect of disclosures on consumer reactions is complex. On the one hand, trans-
parency enhances trust and contributes to a positive image of the influencer [42]. On the
other hand, in some cases, disclosures lead to a decrease in perceived authenticity, resulting
in a weakening of the message’s persuasiveness [45,46]. Findings in the literature suggest
that the effectiveness of disclosures is not uniform but contingent on several contextual fac-
tors. The type of product being promoted, the degree of trust already established between
the influencer and the audience, and broader cultural expectations around transparency all
shape how disclosures are received [67]. In markets where influencer credibility is highly
valued, even clear disclosures may have limited impact, as audiences may discount their
significance in favor of loyalty to the personality. Conversely, in contexts with stronger
regulatory traditions, inadequate or poorly placed disclosures can generate backlash and
erode both consumer trust and brand reputation.

7.4. Virtual Influencers and New Challenges

The emergence of virtual influencers—digitally created characters that promote
products—introduces new dimensions to the issue of transparency. Virtual influencers are
capable of producing visually striking and tightly controlled content, yet their artificial
nature introduces concerns about the authenticity of communication [47]. Evidence sug-
gests that when audiences are aware of the virtual identity of an influencer, levels of trust
and purchase intention decline [48]. By contrast, when this fact is concealed, responses are
generally more favorable, a dynamic that creates ethical dilemmas regarding the necessity
of disclosure [49].

The growing use of generative artificial intelligence to design and manage virtual
influencers deepens these concerns. Such technologies blur the line between reality and
digital fabrication, making it increasingly difficult for consumers to distinguish authentic
communication from algorithmically generated content [50]. In light of these challenges,
scholars argue for targeted regulatory measures that would establish clear disclosure
requirements and safeguard consumer autonomy [90].

7.5. Legal and Regulatory Framework

The regulatory response to influencer disclosures differs across jurisdictions. Within
the European Union, the Consumer Protection Cooperation Regulation and directives
issued by the European Commission mandate that promotional content must be accompa-
nied by clear disclosures [52]. In the United States, the Federal Trade Commission (FTC)
has established guidelines requiring disclosures to be both clear and conspicuous [40].
Despite these frameworks, enforcement remains inconsistent, and many collaborations are
still hidden or presented in ways that obscure their commercial intent [55].

The literature further points to the problem of global asymmetry. Misleading practices
are more prevalent in markets where regulation is weaker or less consistently applied [57].
This uneven landscape poses particular difficulties for multinational companies, which
must adjust compliance strategies to fit varying national requirements. As a result, frag-
mented regulation not only undermines consumer protection but also complicates efforts
to establish shared ethical standards in digital marketing.

7.6. Consumer Experience and Ethical Implications

Empirical research consistently indicates that the way disclosures are presented signif-
icantly shapes consumer response. When sponsorships, algorithmic recommendations, or
commercial relationships are communicated clearly, prominently, and in language that is
easy to understand, consumers tend to react more positively [42]. Transparent disclosures
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do not necessarily undermine persuasion; in many cases, they appear to preserve credibility
while maintaining advertising effectiveness. By contrast, when disclosures are hidden in
lengthy captions, ambiguous hashtags, or visually minimized interface elements, users
often perceive the communication as deceptive. This perception can trigger skepticism and
distrust, sometimes extending beyond the specific campaign to the broader brand relation-
ship [36]. Thus, the issue is not disclosure per se, but how disclosure is operationalized
within digital environments.

From the consumer’s standpoint, disclosure functions as a mechanism of informational
balance. It provides context that allows individuals to interpret content appropriately and to
distinguish between organic expression and commercial persuasion. When this contextual
signal is absent or obscured, consumers are deprived of a meaningful opportunity to
evaluate intent. In that sense, lack of transparency can be understood not merely as an
omission, but as a form of informational asymmetry that limits autonomous judgment [42].
Ethical concerns therefore extend beyond formal compliance. The question is whether
disclosure practices genuinely enable informed choice, or whether they are designed
primarily to satisfy minimal regulatory thresholds while preserving persuasive advantage.

The ethical stakes become even more pronounced in influencer and virtual influencer
marketing, where the boundary between personal expression and advertising is often
blurred. Influencers cultivate authenticity and relational closeness with their audiences;
their recommendations are frequently perceived as advice rather than promotion. In such
contexts, disclosure carries symbolic as well as practical significance. It signals respect for
the audience’s capacity to make informed decisions. When disclosures are inconsistent,
vague, or strategically ambiguous, the relational trust that underpins influencer commu-
nication may erode. This erosion is not only reputational; it touches on deeper concerns
about manipulation and the exploitation of parasocial relationships.

More broadly, disclosure practices reflect a wider normative question about responsibil-
ity in digital communication ecosystems. While brands design campaigns and influencers
produce content, platforms shape the technical affordances that determine how visible or
salient disclosures actually are. Interface layout, algorithmic ranking, and content format-
ting all influence whether transparency is noticed or overlooked. Consequently, ethical
accountability cannot be assigned solely to individual actors. It is distributed across brands,
creators, and platform infrastructures. Clear and enforceable disclosure standards therefore
serve a dual function: they support legal compliance, but they also contribute to sustaining
trust as a structural feature of the digital marketplace. In environments characterized by
personalization, data extraction, and algorithmic curation, disclosure becomes one of the
few visible signals of fairness and respect for consumer agency.

In this light, consumer experience is inseparable from ethical design. Transparency
that is intelligible, consistent, and context-sensitive strengthens not only immediate cam-
paign credibility but also long-term relational stability. Conversely, opaque practices
may yield short-term engagement gains but risk cumulative trust deficits over time. The
literature suggests that disclosure should not be treated as a peripheral regulatory obli-
gation; rather, it constitutes a foundational element of responsible digital marketing prac-
tice, shaping how consumers interpret, evaluate, and ultimately trust the increasingly
algorithmic marketplace.

7.7. Recommendations for Research and Practice

Recent scholarship increasingly points to the need for more coherent and standardized
disclosure frameworks that move beyond generic labeling requirements. Importantly,
disclosure does not operate in a vacuum; its effectiveness depends heavily on the medium
through which it is delivered. Platforms such as Instagram, TikTok, and YouTube differ
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significantly in interface design, content format, user attention patterns, and algorithmic
amplification. What counts as clear and salient disclosure in a long-form YouTube video
may not translate effectively to short-form, fast-scrolling environments like TikTok. As
a result, scholars argue that regulatory approaches must account for platform-specific
dynamics rather than relying on one-size-fits-all language [58,91]. This becomes even more
pressing with the emergence of virtual influencers—algorithmically generated personas
that blur the boundary between human authenticity and synthetic production. Their hybrid
nature raises unresolved definitional and regulatory questions: are they to be treated as
corporate advertising avatars, digital characters, or autonomous creative entities? Without
conceptual clarity, regulatory responses risk lagging behind technological innovation.

In addition to conceptual refinement, there is a clear call for stronger empirical ground-
ing. Much of the existing literature relies on laboratory experiments or survey-based
perceptions, which, while valuable, do not always capture the complexities of real-world
digital campaigns. Field-based experimental research could provide deeper insight into
how different disclosure formats perform in live environments characterized by algorithmic
ranking, multitasking users, and fragmented attention [92]. For example, comparative
studies examining text-based disclosures, visual tags, verbal acknowledgments, and em-
bedded platform labels within actual campaigns could clarify not only which formats
enhance understanding, but also how they influence trust, engagement, and long-term
brand perception. Such research would help move the debate beyond normative assertions
toward evidence-based policy and managerial recommendations.

For businesses, the literature increasingly recommends adopting transparency by
design as an organizing principle rather than treating disclosure as a final compliance
step [62]. This implies integrating clarity about sponsorship, data use, and commercial
intent at the earliest stages of influencer collaboration planning. When transparency is
embedded structurally—through contract design, briefing guidelines, and content co-
creation processes—it is less likely to be perceived as reluctant or performative. From a
strategic perspective, proactive transparency may also function as a reputational asset, sig-
naling ethical commitment in an environment where consumers are increasingly sensitive
to manipulation.

For policymakers, the review underscores the importance of clearer interpretive guid-
ance and more consistent enforcement across jurisdictions [85]. Fragmented regulatory land-
scapes create uncertainty for multinational brands and uneven levels of protection for con-
sumers. Harmonized standards—particularly within cross-border digital markets—could
reduce ambiguity and limit opportunities for regulatory arbitrage. At the same time, en-
forcement mechanisms must be sufficiently resourced and technologically informed to
address opaque algorithmic systems and evolving influencer practices. Strengthening
clarity and consistency in disclosure regulation is therefore not only about preventing
deception; it is about sustaining public confidence in digital communication infrastructures
that are becoming progressively more automated and data-driven.

Taken together, these recommendations highlight that disclosure governance must
evolve alongside platform architectures and AI capabilities. Conceptual clarity, empirical
validation, strategic integration, and regulatory coordination are all necessary components
of a disclosure ecosystem capable of supporting both innovation and consumer protection.

7.8. Authenticity vs. Regulation Tension

The debate surrounding influencer disclosures reveals a structural tension between
authenticity and regulation. Influencer marketing derives persuasive power from per-
ceived intimacy and relational trust. Regulatory requirements for clear sponsorship dis-
closure may protect consumer autonomy, yet they can also disrupt the narrative conti-
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nuity that sustains influencer credibility. This tension is particularly pronounced in the
case of virtual influencers, where authenticity is algorithmically constructed rather than
organically developed.

Platform moderation practices further complicate enforcement. Disclosure standards
vary across jurisdictions, and global platforms often apply uneven enforcement thresholds.
As a result, ethical communication becomes contingent not only on brand intention but on
platform policy design and algorithmic content ranking systems. The literature therefore
suggests that disclosure challenges are not merely about clarity of labeling; they are embed-
ded in broader questions of platform governance consistency, cross-border enforcement,
and the commercialization of authenticity itself.

8. Discussion and Research Directions
This review has highlighted five key areas at the intersection of artificial intelligence

and the ethics of digital marketing: data protection, algorithmic transparency, fairness, dark
patterns, and influencer disclosures. A recurring theme across these domains is the growing
tension between technological innovation and the safeguarding of consumer rights. The
rise of generative AI amplifies these concerns, as it enhances personalization capabilities
while simultaneously creating new risks of manipulation [50].

Figure 3 depicts the five key categories of ethical dilemmas identified throughout the
body of literature reviewed in an AI-based digital marketing environment as presented
to four key stakeholders, namely consumers, businesses, regulators and researchers. It is
underpinned by 91 peer-reviewed studies and is a qualitative mapping instrument rather
than a quantitative product. All cells are visually coded into three levels of priority: primary
concern (dark blue) denotes issues that appear with a high frequency and emphasis in the
studies reviewed; secondary concern (medium blue) denotes issues of medium salience,
and partial coverage; and tertiary concern (light blue) denotes emerging or indirectly
addressed issues. These levels are not formal quantitative scores but show the frequency
and emphasis with which each concern was attributed to each stakeholder group across
the reviewed literature.

From a consumer’s point of view, the profile indicates an even spread of ethi-
cal risks across all five domains. Privacy depletion and consent fatigue emerge as
leading issues [5,7,8], closely followed by algorithmic transparency and explainability
challenges [9,10,13], algorithmic unfairness and discriminatory end products [18–20], ma-
nipulative interface practices and dark arts design patterns [26,27,36] and inadequate
disclosure in influencer/virtual influencer marketing [42,47,48]. These results reflect the
continued lack of information symmetry between consumers and producers, which con-
strains the capacity of consumers to make fully informed choices and reduces the efficacy
of entirely market-based mechanisms for remediation.

Businesses, on the other hand, are approached as trade-offs between compliance and
performance. Ethical deployment is often presented in the literature as a trade-off between
ideal values of transparency, fairness and privacy on the one hand, and personalization
effectiveness, targeting accuracy and commercial competitiveness on the other [14–17],
aspects that extensively dominate narratives [21–24]. Although ethical-by-design strategies
are receiving growing attention, actual evidence indicates that they remain an exception,
regularly compromised by short-term performance drivers.

Regulators face different, but often overlapping, challenges. In different areas,
regulators are found to have enforcement gaps and audit challenges with opaque
algorithmic systems as well as inconsistencies due to cross-border regulatory
fragmentation [38–40,57,85,87,88]. Although frameworks like the GDPR have set down
formal responsibilities in data protection and accountability [5], black-box models and
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regional divergence reduce the pragmatic enforceability of those rules [38–40].This indi-
cates that the real-world effectiveness of consumer protection may be compromised by
enforcement gaps, opaque algorithmic systems, and cross-border regulatory fragmentation,
even while formal regulatory safeguards exist.

Researchers occupy a dual position within the stakeholder–challenge matrix. On the
one hand, they document and critically analyze the ethical risks associated with AI-driven
digital marketing. On the other hand, they contribute to the development of practical
tools for explainable AI, fairness assessment, deceptive design detection, and disclosure
measurement. Recent work on explainable AI [11,12,81], fairness metrics and bias mitiga-
tion [21–23], deceptive design detection [61,68,86,87], and disclosure effectiveness [21,92]
indicates that scholarship is both diagnostic and solution-oriented. At the same time,
important gaps remain, particularly the absence of standardized tools for measuring ma-
nipulation, algorithmic unfairness, and cross-platform ethical risk [69].

Consequently, the stakeholder–challenge matrix highlights the systemic character of
ethical challenges in AI-driven digital marketing. Ethical risks are not confined to single
actors or realms, but created more broadly by the interplay of design choices, market
incentives, regulatory architectures and user vulnerabilities. A substantial overlap of
concerns across the reviewed studies reinforces the need for coordinated governance,
interdisciplinary research, and stronger integration between scholarly evidence, industry
practice, and regulatory enforcement.

Beyond simply categorizing ethical concerns, the stakeholder–challenge matrix makes
visible the extent to which these issues are interdependent. Transparency, for instance, is
often presented as a straightforward remedy for algorithmic opacity through explainable
AI mechanisms [11,12,81]. Yet the literature repeatedly shows that increased transparency
can conflict with commercial interests, particularly where proprietary systems and compet-
itive advantage are at stake [14–17]. Similarly, efforts to correct algorithmic bias through
fairness constraints or mitigation techniques [21–23] may affect targeting precision and,
by extension, performance metrics that firms rely upon [24]. Even strengthened consent
requirements under the GDPR [5,7,8], while normatively justified, may reshape data avail-
ability in ways that influence personalization models [16]. These examples illustrate that
ethical reform in AI-driven marketing rarely operates in isolation. Instead, it unfolds within
a landscape of competing values—efficiency, innovation, privacy, and fairness—where ad-
justments in one area reverberate across others. Regulatory analyses have already warned
that narrowly focused interventions can produce limited impact when underlying incentive
structures remain unchanged [38–40].

The matrix also reveals a marked asymmetry in how ethical risks are distributed across
stakeholders. Consumers appear consistently as the group most exposed to cumulative
harms: diminished data control and consent fatigue [5,7,8], limited visibility into algorith-
mic decision-making [9,10,13], discriminatory targeting outcomes [18–20], manipulative
interface designs [26,27,36], and ambiguous influencer disclosures [42,47,48]. This pattern
reflects persistent informational imbalances in platform-mediated markets. Businesses and
regulators, by contrast, are portrayed as operating within structural constraints–competitive
pressures, compliance costs, and jurisdictional fragmentation—that shape their responses
to ethical demands [38–40,57,85]. Although not represented as a standalone category in the
matrix, platforms themselves function as infrastructural gatekeepers, structuring visibility,
consent flows, and disclosure mechanisms through algorithmic architectures [9,57]. As a
result, ethical outcomes are not simply the product of individual firm decisions, but emerge
from the interaction between technological design, economic incentives, and regulatory
capacity. In contexts where opacity and behavioral nudging are systemic features, reliance
on market self-correction mechanisms may be insufficient [36,66]. This asymmetry of
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distribution is reflected in the visual coding of the matrix whereby consumers record the
highest concentration of primary-level concerns in all five ethical domains.

Looking ahead, the matrix also points toward unresolved theoretical and empirical
challenges. The expansion of generative AI systems, with their capacity for adaptive
personalization and scalable persuasion [50,69], intensifies longstanding concerns about
manipulation, autonomy, and fairness. While important advances have been made in
explainability research [11,12,81], bias detection and fairness auditing [21–23], dark pattern
identification [61,68,86], and disclosure effectiveness studies [91,92], the field still lacks
standardized measures that would allow meaningful comparison across sectors and ju-
risdictions. In particular, the operationalization of concepts such as autonomy erosion or
manipulation remains underdeveloped [25,68]. This suggests that future work must move
beyond diagnosing ethical risks toward developing shared evaluative frameworks that can
inform both policy and practice. In that sense, the stakeholder–challenge matrix serves not
only as a synthesis of 91 studies, but as a conceptual tool for thinking more systematically
about how governance structures, technological architectures, and market logics intersect
in shaping the ethical trajectory of AI-driven digital marketing.

A recurring implication of the reviewed literature is that ethical implementation is
constrained not only by lack of awareness but also by the metric architecture of platform-
mediated marketing. Advertisers and brands are typically evaluated through ROI, click-
through rates, conversion rates, engagement duration, and campaign efficiency. These
metrics reward optimization, personalization intensity, and rapid experimentation, while
ethical safeguards such as fairness audits, stronger consent mechanisms, or transparent
explanations may reduce short-term performance. As a result, businesses face a structural
disincentive: practices that improve privacy, fairness, or transparency may appear costly or
inefficient within platform dashboards designed around immediate performance. Ethical
AI implementation therefore requires not only firm-level responsibility but also changes in
platform metrics, audit expectations, and regulatory incentives.

Operationalized Future Research Priorities

Building on the identified gaps, the following operationalized research priorities are
proposed for the field. First, regarding measurement frameworks for algorithmic fairness
in marketing, future research should develop and validate sector-specific fairness audit
protocols adapted to the distinct data environments of social media advertising (where
demographic proxies are platform-assigned), search advertising (where query-based tar-
geting intersects with protected attributes), and e-commerce recommendation (where
purchase history may encode socioeconomic disparities). Concretely, researchers could
adapt existing fairness metrics such as demographic parity and equalized odds [21,22]
to a standardized “Marketing Fairness Scorecard” evaluable via A/B campaign audits,
enabling cross-platform comparison. The EU AI Act’s Article 9 risk management require-
ments and NIST AI Risk Management Framework offer regulatory anchors for such a
measurement instrument.

Second, regarding audit methodologies for dark patterns, a pressing need exists for
field-deployable audit toolkits capable of systematically detecting and classifying deceptive
design across live commercial platforms. Future research should adapt and extend exist-
ing detection frameworks [61,68] into automated browser-based audit pipelines that can:
(a) screen cookie consent interfaces against GDPR adequacy criteria using predefined visual
prominence thresholds; (b) classify checkout flows against a taxonomy of dark pattern
types (roach motel, drip pricing, confirm shaming) [27–32]; and (c) generate a platform-
comparable “Dark Pattern Severity Index.” Such tools could be piloted in collaboration
with national data protection authorities in the EU—building on the precedent of the Nor-
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wegian Consumer Council’s “Deceived by Design” audits [87]—and subsequently scaled
to regulatory benchmarking programs under the Digital Services Act [87].

9. Conclusions
The review concludes that AI-driven digital marketing is a complex, platform-

mediated ecosystem where algorithmic design, platform infrastructure, and governance
arrangements together shape ethical outcomes. Machine learning provides unprecedented
accuracy in personalization and major strategic efficiencies, but these benefits often come
at the cost of consumer autonomy, transparency and fairness. We identify five core ethical
pillars, data privacy, algorithmic transparency, fairness, dark patterns, and influencer dis-
closure, and find a systemic landscape where normative safeguards are often outweighed
by commercial incentives for engagement. The “transparency dilemma” and “consent
fatigue,” then, expose the persistent information asymmetry that renders consumers dis-
proportionately vulnerable to cumulative harms in these opaque digital marketplaces.

Three limitations qualify these conclusions. The review is intentionally limited to
peer-reviewed journal articles and conference proceedings, and excludes grey literature.
Industry practice in AI-driven marketing typically moves faster than its documen-tation in
academic outlets. This limitation means that recent platform policy changes, proprietary sys-
tem audits, enforcement actions, and practitioner-reported mitigation measures—material
that circulates primarily through white papers, regulatory communications, and trade
publications—fall outside the synthesized evidence base. The findings should therefore
be read as a conservative account of the ethical landscape, one that may under-represent
both newly emerging harms and platform-level remedies that have not yet been evaluated
by independent scholars. Second, the temporal window (January 2023–September 2025)
and the limitation to English-language publications further narrow the corpus and may
under-represent region-specific scholarship. Third, the heterogeneity of methods in the
included studies did not permit statistical aggregation and the synthesis is therefore inter-
pretive rather than quantitative. These limitations do not invalidate the thematic structure
identified here, but they do limit the empirical basis for it, and they imply a complemen-
tary research agenda for systematically appraising grey literature and practitioner sources
alongside peer-reviewed evidence.

Ultimately, a responsible digital marketing future will require a move from optimiza-
tion to ethics-based governance. The stakeholder–challenge matrix of the study shows
that accountability should be shared across platforms, regulators and researchers, and
not limited to individual brands. In the future, we need to move beyond reactive compli-
ance, and toward “ethics-by-design” principles that incorporate fairness and explainability
at the earliest stages of algorithmic development. The industry can square the circle of
technological innovation and the protection of fundamental consumer rights through har-
monizing regulatory frameworks and establishing common standards for the evaluation of
manipulation and bias.
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32. Kyguolienė, A.; Sokolovaitė, A. Consumers’ attitude to manipulating consumers in electronic commerce. Int. J. Bus. Manag. Stud.
2021, 2, 25–32.

33. Le, H.; Nethala, S.S. Beyond the Banner: Understanding the Impact of Cookie Consent Interfaces on User Data Privacy Choices.
Master Thesis, Lund University, Lund, Sweden, 2024. Available online: https://lup.lub.lu.se/luur/download?func=download
File&recordOId=9159294&fileOId=9159297 (accessed on 14 June 2026).

34. van Bavel, R.; Rodríguez-Priego, N. Testing the Effect of Cookie Banners on Behavior; JRC Technical Reports; EUR 28287 EN;
Publications Office of the European Union: Luxembourg, 2016. [CrossRef] [PubMed]

35. Zamfir, M.D. Scarcity Effect and Consumer Decision Biases: How Urgency Influences the Perceived Value of Products. J. World
Econ. 2024, 3, 27–34. [CrossRef]

36. Sukhorukov, O. The impact of dark patterns on user trust and long-term engagement: An ethical analysis. World J. Adv. Res. Rev.
2025, 25, 296–303. [CrossRef]

37. Spelt, H.; Dijk, E.K.-V.; Ham, J.; Westerink, J.; Ijsselsteijn, W. Psychophysiological Measures of Reactance to Persuasive Messages
Advocating Limited Meat Consumption. Information 2019, 10, 320. [CrossRef]

38. Cauffman, C.; Goanta, C. A new order: The Digital Services Act and consumer protection. Eur. J. Risk Regul. 2021, 12, 758–774.
[CrossRef]

39. European Commission. Commission Decides to Refer Czechia, Spain, Cyprus, Poland and Portugal to the Court of Jus-
tice for Lack of Effective Implementation of the Digital Services Act. Press Release. IP/25/1081. 2025. Available online:
https://ec.europa.eu/commission/presscorner/api/files/document/print/en/ip_25_1081/IP_25_1081_EN.pdf (accessed on
14 June 2026).

40. Federal Trade Commission. Bringing Dark Patterns to Light; Staff Report; Bureau of Consumer Protection: Washington, DC, USA,
2022. Available online: https://www.ftc.gov/system/files/ftc_gov/pdf/P214800%20Dark%20Patterns%20Report%209.14.2022
%20-%20FINAL.pdf (accessed on 14 June 2026).

41. Evans, N.J.; Phua, J.; Lim, H.; Jun, J. Disclosing Instagram Influencer Advertising: The Effects of Disclosure Language on
Advertising Recognition, Attitudes, and Behavioral Intent. J. Interact. Advert. 2017, 17, 138–149. [CrossRef]
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