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Abstract: Normal fuzzy fault tree is a classic model in the field of process industry risk assessment,
and it can provide reliable prior knowledge for machine learning. However, it is difficult to adapt the
traditional approximate calculation method to highly nonlinear problems, and this may introduce
model uncertainty. To solve this problem, this study proposes an accurate calculation algorithm. In
the proposed algorithm, first, an exact a-cut set of normal fuzzy fault tree is derived according to
the exact calculation formula of normal fuzzy numbers and in combination with the cut-set theorem.
Subsequently, the relationship between the membership function and the exact cut set is derived
based on the representation theorem. Finally, according to the previous derivation, the coordinates
of the point on the exact membership curve are found within the range of x from 0 to 1. Based on
this, an accurate membership graph is drawn, the membership curve is evenly divided with the area
enclosed by the x-axis, and the fuzzy median is obtained. The results of the two chemical accident
cases demonstrate that the proposed algorithm has a strong ability to handle uncertainty and can
significantly reduce the uncertainty of the process industry risk assessment results. The results also
reveal that the superiority of the accurate calculation algorithms becomes more obvious when the
mean failure probability of basic events is larger or the accident tree is more complex. This study
provides a high-accuracy underlying algorithm for process industry risk assessment, and it is of great
value for improving system security.

Keywords: uncertainty; process industry risk assessment; normal fuzzy fault tree; the underlying
algorithm; system safety

1. Introduction

The advent of the artificial intelligence era has promoted the development of process
industry risk assessment [1,2]. As a classic method in the field of process industry risk
assessment, the fuzzy fault tree has been widely applied in various fields [3,4].

However, Yazdi et al. [5] pointed out that the existence of some factors leads to
uncertainty in fuzzy fault tree risk assessment results, including the complexity of the
object being evaluated, the insufficiency of the required data, the hesitation factors in the
decision-making process, and the approximations and simplifications in the modeling
process. Furthermore, uncertainties are transmitted from the lowest level of the fault tree to
the highest level of the fault tree, seriously affecting the credibility of the fuzzy fault tree
risk assessment results. Therefore, uncertainty has become a key issue that needs to be
discussed in the fuzzy fault tree risk assessment process [6].

In order to better handle uncertainty in the case of insufficient failure data, the
Bayesian theorem is widely used as an analytical tool to update probability distribu-
tions. Soltanali et al. [7] established a fuzzy fault tree-Bayesian model to optimize complex
automobile manufacturing equipment and improve the accuracy of prediction based on
two types of uncertainty factors: insufficient data and system complexity. Kaushik et al. [8]
further proposed a similarity aggregation method based on intuitionistic fuzzy fault tree
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and Bayesian network, which promptly update the failure probability of new evidence.
Zhao et al. [9] used fuzzy sets to calculate the probability of basic events and transformed
the fault tree into a Bayesian network using Noisy-OR gate, solving the problem of the
absolute description of the relationship between basic events and intermediate events.
Ding et al. [10] combined FMEA, FTA, and Bayesian analysis to fill the gap in risk as-
sessments of preheating and exclusion systems under uncertain conditions, expressing
the polymorphism of events and the uncertainty logic relationship between events. The
combination of fuzzy fault tree and Bayesian network can allow for the calculation of
the prior probability of each failure based on historical data, thus being able to handle
objective uncertainty.

To resolve the uncertainty of information input in fuzzy fault tree analysis, evidence
theory and expert opinion are also good choices. Pang et al. [11] analyzed the uncertainty
of systems based on fuzzy fault trees and evidence theory, overcoming the uncertainty
of imprecise evidence. Zaib et al. [12] used expert opinions to address the uncertainty of
human error events.

However, while these obtain the probability of basic events, uncertainty related to
knowledge is likely to occur. Therefore, the subjectivity of expert opinions has become
an inevitable issue in the handling of uncertainty in fuzzy fault trees. Celik et al. [13]
used fuzzy set theory to address the subjective uncertainty in expert heuristic processes,
emphasizing that the use of linguistic terms is an appropriate choice for dealing with the
uncertainty of basic event probabilities. Purba et al. [14] used the FPFTA method to quantify
the uncertainty of experts” overall understanding.

For some complex systems, experts often cannot provide accurate membership func-
tions for system component failures. In order to overcome the subjective uncertainty of
experts in fuzzy fault tree risk assessment, Kaushik and Kumar [15] developed a new IF im-
portance measurement method that effectively measures the uncertainty of basic events by
providing cut intervals in an a-intuitionistic fuzzy environment. Hu et al. [16] considered
the hesitant factors in uncertainty quantification and proposed an IF importance measure-
ment method that is beneficial for identifying key basic events. Lu et al. [17] proposed an
improved similarity aggregation method based on the butterfly optimization algorithm
to address the uncertainty problem of basic event failure probability in three-dimensional
EVAC systems and improve the accuracy of aggregation results. Garg et al. [18] proposed a
fuzzy risk assessment method based on the granularity Z-number to improve the utilization
of information and the degree of uncertainty in management decisions. Feng et al. [19]
proposed a fuzzy importance sampling method to improve the computational efficiency of
system failures with fuzzy uncertainty.

From the above analysis, it can be seen that the fuzzy fault tree analysis method pro-
duces two uncertainties in the process of outputting risk assessment results [20]: one is the
uncertainty of the input quantity (parameter), which is related to the true value of the input
x, and the other is structural model uncertainty, that is uncertainty related to model errors,
which is related to fuzzy fault tree membership models and approximate calculations.

The above literature solves the uncertainty of information input in the fuzzy fault
tree model from different perspectives. To a certain extent, the uncertainty of expert
understanding in fuzzy fault tree risk assessment is reduced, and the uncertainty of model
input parameters in the process of fuzzy fault tree risk assessment is improved.

However, there is currently little research on the uncertainty of the fuzzy fault tree’s
own structural model. The uncertainty of the fuzzy fault tree’s own structural model stems
from the gap between knowledge and practice. It may take the form of an insufficient un-
derstanding of phenomena that already occur in the system or the simplification of complex
phenomena leading to “inappropriate” assumptions about the structure of the model.

The purpose of this study is to propose a new algorithm based on the cut-set theorem
and the representation theorem, with the aim of solving the problems of difficulty in
making accurate calculations and determining uncertainty in approximate calculations
during the normal fuzzy fault tree risk assessment process. The formula derivation and
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proof can provide theoretical support for the implementation of the algorithm. The method
of drawing a precise membership graph can help to quickly obtain accurate risk assessment
results. This will reduce the uncertainty of the process industry risk assessment and
improve the accuracy of risk assessment. It will provide a high-precision underlying
algorithm for process industry risk assessment.

The basic theory as well as Equations (A1)-(A12) are given in Appendix A, and the
interested reader can read the literature [21-25].

2. Accurate Calculation Algorithms

To overcome the shortcomings of traditional approximate calculations, an accurate
calculation algorithm is proposed in this section, and a theoretical proof process is provided.

2.1. Algorithm Principles

The principle of the accurate calculation algorithm is as follows: Firstly, convert
the normal fuzzy numbers into classical sets based on the cut-set theorem. Secondly,
discretize the normal fuzzy numbers based on the representation theorem, and draw
accurate membership curves based on discrete data. Finally, calculate the area of the graph
bounded by the membership curve and the x-axis, and further calculate the fuzzy normal
median and fuzzy importance.

2.2. Theoretical Basis of the Algorithm

Normal fuzzy fault tree risk assessment is an effective method that can fully consider the
opinions of multiple experts. Hence, m experts are invited to evaluate the possibility of basic
event X;, and then the failure probability Q; (i.e., Qi1, Qj2, - - - Qi) of X; is obtained. Based
on this, the mean value of the failure probability is calculated as g;, and the variance is o;.
According to Equation (A1), the membership function A, (x) of Q; can be expressed as

Ag, (x) = exp ( (x;ql> 2) (1)

In production practice, the multiplication of failure probabilities represented by normal
fuzzy numbers is too complicated, because the fault tree is complex and there are many
basic events. Therefore, approximate calculation formulas are commonly used, as shown in
Equation (2),

A, g,(x) = exp(—) (2)

However, approximate calculations can lead to uncertainty in the assessment results.

Therefore, an accurate calculation algorithm is proposed in this paper. The derivation
of the relevant formulas is carried out below in two cases:

2.2.1. A Normal Fuzzy Fault Tree with Only OR Gates

According to Equation (1), the normal fuzzy number A;_q, (x) of the probability of
the non-occurrence of the basic event is obtained using

A1_g,(x)=exp (- <x—((171—ql)>2> ©)

According to Equations (A2) and (3), let A;_p.(x) = &, and the a-cut set of 1—Q; is
calculated as

(1—Q1~)a:[1—q,«—aixx/—lnoc,l—qi+(7i><\/—lnzx} 4)
Based on the fuzzy interval number operation rule, we have

(1-Qi)yx(1-0Qj),=(1-Q)x(1-Q)), (5)
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According to Equations (4) and (5), the exact «-cut set is obtained for the probability
of basic events not occurring simultaneously,

(I - @) = [T (1 — g =0 x v=Tna), T, (1 =g+ x vV=Tna)] (6)

Based on the concept of bounded closed fuzzy numbers and Equation (A5), it can be
seen that the membership function in which n basic events do not occur at the same time
can be expressed as

Appr gy (®) = ([ma,nal, La(x),Ra(x)) @)

According to Equations (A6)—(AS8), m 4 and n 4 are further derived

. [ 1 1
my = ,}5%0{1—[?—1 (1 —g;)—o0; % \/—1n<1 _ n+1>

} =1L —a) ®

np = nlglt}o{nln_l (1 —gi)+0; x \/—ln(l — nil) }:H?_l(l —q;) 9)

and then L4 (x) and R4 (x) are derived based on Equations (A9) and (A10).

La(x) :\/0<a<l (DC‘ (H?:l (1 —g; — 0; X m)) < x) (10)
Ra(x) :/\O<zx<1 (oc’ (H?:l (1 —q; +0; X \/TM)) > x) (11)

On the one hand, (H?:l (1 —g;i —0ixv—In 0()) is a monotonically increasing func-

tion with « as the independent variable. The proof is as follows:
Because

dH?:1(1 —qi—aix\/—lnzx)
da
B o ?:1(1 —qi — 0 X \/Tn(x) . o ?:1<1 —q; —0; X \/-11106)
20y/~Ina 1 —q; —0; x V/—Ina 20y/~Ina 1 —gqp—0p x V/—Ina
N 0 ?:1(1 *Qi*‘fix\/*lnlx)
20y/~Ina 1 —gy — 0y x V/—Ina

_ 1 o H;‘Zl(l —q,»—a,»x\/—lna)
T IVAR Y itk 1 —g;—0ixv/—1Ina

we have
20 > 0,v/—Ina>0,0; > 0, H?:l(l —qi—aixx/—lna)> 0,(1 —qi—aixx/—lna) >0

calculated as
o] j (1 —qi—0; XV — lntx)
da
and thus, (H?:l (1 —q;i—0; Xy —In oc)) monotonically increases.

On the other hand, (Hf’zl (1 —qi+0;xvV—1In w)) is a monotonically decreasing
function with o as the independent variable. We prove that

>0
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dH?:l(l —q;+0; X m)
da
o ?:1(1 _’7i+‘7i><\/_1n"‘) N o H?:1<1 —‘7i+ffi><\/—1nt¥>
20/ —Ina 1 —ql—i—(flx\/m 20/ —Ina 1 —qz—b—azx\/m
o ?:1(1 —qi+al-><\/—1n¢x)

-

20/ —Inw 1 —gn+onxv—Ina )
( 1 5 ?:1(1 —qi+0ix\/—lnoc)
= —(— . 1 0; X
20 x /—Ina = 1 —gi+0;xvV—Ina
Here,

20 > 0,vV—Ina > 0; 0;> 0, H?zl(l—qi—l—aix \/—lnzx>> 0; (1 —gi+0; X \/—lnzx)>0

therefore
dIT, (1 —qi+0; X \/—lnoc)
da
and [T, (1 — q;+0ixVv—In zx) monotonically decreases.
Thus, according to Equations (10) and (11), combined with the monotonicity of

( " (1 —q; —0; X \/Tnzx)) and TT", (1 —qi +0; X \/anx), Ay, (1—qy) (%) is dis-

cretized, and based on this, an accurate membership curve is drawn.

<0

2.2.2. A Normal Fuzzy Fault Tree with OR and AND Gates

Using Formula (A12) and the cut-set theorem, the exact cut set calculation formulas
for La/(x) and R 4/(x) are derived. The derivation results are as follows:
The formula for the cut set of membership function L4/(x):

HZG I (q,-—ai X \/—Inoc> (12)
k=1 X;eGy

The formula for the cut set of membership function R 4/(x):

f‘, 11 (qﬁ—ai X \/—1noc> (13)
k=1 X;eGy

The proof of the monotonic increasing property of the cut set of L 4/(x) is as follows:
Because
dHX,‘EGk (ql — 0 XV — lna)
da
thus Zzil [Ix,ec, (qi— 0; X v —1In zx) increases monotonically.

The proof of the monotonic decreasing property of the cut set of R 4/(x) is as follows:

Because
dl Ix;ec, (%‘ +0i X V= 1n0é>
da

>0

<0

we have

drye, T1 (4-+0ix V=Tna)
i€Gg

<0

da
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thus, EZil [Ix,eq, (qi +0; x vV —1In oc) decreases monotonically.

Secondly, based on the derived Equations (14) and (15), as well as the monotonicity of
the cut set, we obtain the coordinates of points on the exact membership curve.

Lat(x) :v0<a<1 (“‘Z’El HXieck (fli TV ]nDc) = x) -
RA/(x) :\/0<1x<1 (0“2221 HXl-eGk (qi TOi X V= lna) = x) (15)

2.3. Algorithm Execution Process

The specific execution process of the algorithm is shown in Figures 1 and 2.

[ Prepare to draw the left membership ] [mummﬂmmm]
curve of the multiplication result of of the multiplication result of normal fuzzy
normal fuzzy numbers numbers

Figure 1. Accurate calculation algorithm for normal fuzzy fault tree (only including OR gates).
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Step 5:  Combine the membership curve from L 4'(x) and R 4 '(x),
calculate the area between the membership curve and the x-axis siege
curve, divide the area equally, and determine m,

end

Figure 2. Accurate calculation algorithm for normal fuzzy fault tree (inclusion of OR gate and AND gate).

The algorithm is mainly divided into three steps. The first step is to calculate the
cut-set interval under a given «. The second step is to discretize the result of multiplying
the normal fuzzy numbers according to the cut-set interval and determine the ordered
arrays. The third step is to draw a membership curve based on the ordered arrays and
determine the fuzzy median value based on the area bounded by the membership curve

and the x-axis.

Firstly, the algorithm in Figure 2 needs to compute the expression for the failure
probability of the top event. Secondly, if there are duplicate probabilities in the probability
expression, then the duplicate probabilities need to be eliminated. Thirdly, an accurate
cut-set expression for the probability of the top event needs to be expressed. The remaining
steps, shown in Figures 1 and 2, are essentially the same.
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The new algorithm adopts a data equal-width discretization method. It is necessary to
reasonably select the number of discretization intervals based on the value ranges of « and
x. This can avoid information loss or redundancy due to too few or too many intervals.

3. Empirical Analysis

To verify the effectiveness and feasibility of the algorithm, this study selects two types
of fault trees for analysis, with the top events being electrostatic accumulation and liquid
ammonia leakage. The failure probability of basic events in the fault tree is scored by
experienced experts in the chemical industry.

This section includes the following content: Firstly, the execution process of expert
scoring is introduced. Then, after obtaining the expert scoring results, the normal character-
istics of the failure probability of basic events are verified, and the mean and variance of
basic events are obtained. Finally, a new algorithm and approximate calculation method are
used to draw a membership curve of the failure probability of top events and intermediate
events; following this, the risk assessment results are compared and analyzed.

3.1. Expert Introduction and Scoring Rules

The introduction of experts is shown in Table 1, and the scoring rules for experts are
shown in Table 2.

Table 1. Expert introduction.

Expert Major Professional Title Educational Background Affiliation Working Hours
1 safety engineering professor doctor university 20 years
2 chemical safety engineering associate prof.e ssor of doctor enterprise 22 years

engineerng
3 chemical safety engineering p rol.:essmj of doctor enterprise 35 years
engineering
. . associate professor of .
4 safety technology and engineering engineering doctor enterprise 14 years
5 safety engineering senior engineer master enterprise 13 years
6 safety technology and engineering senior engineer doctor enterprise 10 years
Table 2. Expert scoring rules.
Failure Probability Possibility of Occurrence
ax 1071 very easy to occur
ax 1072 easy to occur
ax1073 not easy to occur
ax 1074 more difficult to occur
ax107° extremely difficult to occur
ax 1070 almost never happens

In Table 2, « represents the membership degree of danger at the same probability level.
The value of « is shown in Table 3.

Table 3. The value and meaning of .

Evaluation Grades Value
Very low [1,2]
Low (24]
Medium (4,6]
High (6,8]

Very High (8,10]

Note that Tables 2 and 3 must be used jointly.
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3.2. Empirical Case 1
3.2.1. Case 1 Introduction

Case 1 selects electrostatic accumulation during oil storage as the top event for analy-
sis [26] and analyses the electrostatic accumulation due to the relative movement of oil flow,
filtration, mixing, spraying, sprinkling, flushing, perfusion, shaking, etc. The fault tree has
three layers, including two intermediate events and eight basic events, as shown in Figure 3.
Based on this, considering the fire source factor, an accident tree with an electrostatic spark
explosion as the top event is drawn, as shown in Figure 4.

| XTB: electrostatic |

X;:
too fast
refueling
speed

X
personnel
operation
error

Xz
friction
between oil
and air

X;: The
measuring
tool does not
meet the
requirements

Xg:
metal
floating
objects in oil

standing
time

Figure 3. Fault tree of electrostatic accumulation.

| XTA: clectrostatic spark I
|

| XTB: electrostatic |

accumulation
X5
ignition
source

[ ]
| xXM,: human factors | XM,: factors of Things

refueling operation
speed error

between oil
and air

X;: The
measuring

X:

metal tool d ¢
floating standing s oeshno

objects in oil time e e
requirements

Figure 4. Fault tree of electrostatic spark explosion.

The nine basic events are as follows: X;—too fast refueling speed; X,—rough tank
wall; X3—oil hitting wall; X4—personnel operation error; Xs—friction between oil and air;
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Xg—metal floating objects in oil; X;—the measuring tool does not meet the requirements;
Xg—short standing time; and X9—ignition source.

3.2.2. Expert Opinions on Case 1

Based on Tables 2 and 3, six experts evaluated the possibility of basic events, and the
results are shown in Tables 4 and 5.

Table 4. Expert opinions of Case 1 (a).

Expert 1 Expert 2 Expert 3
Basic Events Possibility of Possibility Level Possibility of Possibility Level Possibility of Possibility Level
Occurrence and Value Occurrence and Value Occurrence and Value

X1 very easy to occur VL, 1 very easy to occur L,3 very easy to occur VL, 1.5
Xo not easy to occur VL, 15 not easy to occur L,35 not easy to occur VH, 9
X3 very easy to occur M, 5 very easy to occur M, 4.5 very easy to occur M, 6
X4 very easy to occur VL, 2 very easy to occur L,25 very easy to occur H,75
X5 very easy to occur VL, 2 very easy to occur H, 8 very easy to occur L,25
Xe not easy to occur VL, 15 not easy to occur VL, 1 not easy to occur VH, 9
X7 easy to occur VL, 1 easy to occur L,25 easy to occur L4

Xs very easy to occur M, 6 very easy to occur VL, 15 very easy to occur M, 5.5
X9 very easy to occur VL, 1 very easy to occur VL, 1 easy to occur VH, 9

Table 5. Expert opinions of Case 1 (b).

Expert 4 Expert 5 Expert 6
Basic Events Possibility of Possibility Level Possibility of Possibility Level Possibility of Possibility Level
Occurrence and Value Occurrence and Value Occurrence and Value

X1 very easy to occur VL, 2 very easy to occur L,35 very easy to occur L4

Xo not easy to occur H,7 not easy to occur VL, 1 not easy to occur VL, 1
X3 very easy to occur H,75 very easy to occur H, 6.5 very easy to occur M, 6
X4 very easy to occur L3 very easy to occur H, 6.5 very easy to occur L,25
X5 very easy to occur H,7.5 very easy to occur VL, 1.5 very easy to occur H, 8.5
Xe not easy to occur H, 8 not easy to occur VL, 1 not easy to occur VL, 1
X7 easy to occur VL, 1 easy to occur L,35 easy to occur VL, 2
Xs very easy to occur M, 4.5 very easy to occur L,25 very easy to occur VH, 8.5
X9 easy to occur VH, 9 very easy to occur VL, 1 easy to occur VH, 9

3.2.3. Case 1: Probability of Basic Events

According to Tables 2, 4 and 5, the failure probability of the basic event is obtained, as
shown in Table 6.

Table 6. The failure probability of basic events.

Basic Events Expert 1 Expert 2 Expert 3 Expert 4 Expert 5 Expert 6
X3 1x 1071 3x 1071 1.5 x 1071 2 x 107! 35 x 1071 4 x 1071
X, 15 x 1073 35 x 1073 9x10°3 7 x 1073 1x 1073 1x1073
X3 5x 107! 45 % 1071 6 x 1071 7.5 x 1071 6.5 x 1071 6 x 107!
Xy 2 x 107! 2.5 % 1071 75 x 1071 3x 107! 6.5 x 1071 25 % 107!
X5 2 x 1071 8 x 1071 25 % 1071 7.5 x 107! 1.5 x 1071 85x 107!
Xe 1.5 x 1073 1x 1073 9 x 1073 8 x 1073 1x 1073 1x 1073
Xy 1x 1072 2.5 x 1072 4x10°2 1 x 1072 35 x 1072 2x107°2
X3 6 x 107! 1.5 x 1071 55 x 1071 45 % 1071 25 x 1071 85 x 107!
Xo 1x 101 1x 1071 9 x 1072 9 x 1072 1x 1071 9 x 1072
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3.2.4. Case 1: Normal Distribution Characteristic Test of Raw Data

After obtaining the failure probability of the basic event in Case 1, the K-S (Kolmogorov—
Smirnov) test is performed. It is checked whether the probability of failure conforms to a
normal distribution, and the test results are shown in Table 7.

Table 7. K-S calculation results of Case 1.

Accurate and

Basic Events Mean Value (g;) Variance (c;) Significant
Consistency
X3 0.2500 0.1183 0.988
X5 0.0038 0.0034 0.758
X3 0.5917 0.1069 0.937
Xy 0.4000 0.2366 0.434
X5 0.5000 0.3317 0.666
X6 0.0036 0.0038 0.294
Xy 0.0233 0.0125 0.953
X3 0.4750 0.2525 0.997
Xg 0.095 0.00547 0.476

In Table 7, it can be seen that the exact significant consistency of X; (i = 1~9) is greater
than 0.05. So, the assumption that the probability of all basic events occurring follows a
normal distribution is accepted at a significance level of 0.05.

3.2.5. Case 1: Drawing of Membership Curve

Based on the new algorithm (Figures 1 and 2), a failure probability membership curve
of the top event is drawn considering the following situations: all events occur; except X;
(i = 1~9), all events occur; X; and X4 occur simultaneously; and X», X3, X5, X4, X7, and
Xg occur simultaneously. Based on the membership curve, mrxrae, MTxTBe, MTyie (i = 1~8),
mrxmie, and mrxpo, are determined. The drawing results are shown in Figures 5-16.

algorithm simulation § approximate calculation comparision
8 ! \- 8 2 ___ _algorithm
508 1l Eos L £0.8 simulation
= S=Sl+5, R S=51 ?52 = approximate !
2. 0.6 - I' II 2.0.6 206 calculation |
= $=0.2312 ‘ - §'=0.1250 = i
£04 Sl Zo4 04 ,
2 §,=01156 /¢ S £ §,'=0.0625 2 |
g 0.2 P olier | | g02 $02 H
= 7 = 321 = ) = - H
= _ .—-PFxrp. 08632 . " rxTBe 0 —— ]
0 0.25 0.5 0.75 1 0 0.25 0.5 0.75 1 0 0.25 0.5 0.75 1
failure probability of X7B failure probability of X7B failure probability of X7B
(@) ®) ©
Figure 5. All basic events occurred (the top event is XTB).
algorithm simulation approximate calculation comparison
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Figure 8. Except for X3, all basic events occurred (the top event is XTB).
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Figure 11. Except for X, all basic events occurred (the top event is XTB).
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Figure 14. X, X3, X5, X¢, X7, and Xg occurred simultaneously (XM is the top event).
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Figure 15. X; and X4 occurred simultaneously (XM, is the top event).
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Figure 16. All basic events occurred (the top event is XTA).

Subfigure (a) is a graph of the membership curves obtained by simulation using
the new algorithm; subfigure (b) is a graph of the membership curves obtained by the
traditional approximation calculation; and subfigure (c) is a comparison of the results
obtained by the two calculation methods. The meanings of the letters in the subfigures
refer to the explanations in Figure Al in the Appendix A 4.

3.2.6. Case 1: Discussion and Analysis

According to Figures 5-16, firstly, the fuzzy median value of the accurate algorithm
simulation and approximate calculation is obtained. Secondly, the absolute uncertainty
reduction value of the fuzzy median value is computed. Finally, the relative uncertainty
reduction value is calculated. The results are shown in Table 8.

It can be seen in Table 8 that, after the simulation using accurate calculation algorithms,
the uncertainty of both intermediate events and top events is reduced. The uncertainty
reduction values of XM; and XM, are 4.75% and 5.75%, respectively. The uncertainty
reduction value of the top event (electrostatic accumulation) is 7.53%. Considering all cases,
the uncertainty reduction value is between 4.75% and 11.05%.

The above data illustrate that, by using approximate calculations, system uncertainty
can be greatly propagated. After using the new algorithm, this uncertainty is significantly
reduced. The uncertainty reduction value significantly increases from the intermediate
layer to the top layer of the fault tree.

When the number of basic events occurring simultaneously is 2, 6, 7, or 8, the uncer-
tainty of the fuzzy median value is significantly reduced. This conclusion can be reached
by observing the fuzzy median of the top events and the intermediate events.

From the results, it can be seen that, in this case, the fault tree containing mixed gates
has lower uncertainty than the accident tree containing only OR gates. This is because, after
the transformation with AND gates, the number of elementary events that are multiplied
becomes much less, and the probability of elementary events that are multiplied at the
same time becomes much smaller.



Processes 2024, 12, 1292

15 of 28

Table 8. Fuzzy median of membership function (Case 1).

Status of Events

Accurate Calculation
Algorithm (Improved)

Approximation
Calculation
(Traditional)

Absolute Uncertainty
Reduction Value

Relative Uncertainty
Reduction Value

All basic events

occurred (the top event Mrxtae = 0.2145 Mra,’ =0.2135 0.001 0.47%
is XTA)
All basic events
occurred (the top event MrxTBe = 0.8632 Mg, =0.9335 0.0703 7.53%
is XTB)
XM1 occurred MTXMlE =0.5230 MTXMle/ =0.5491 0.0261 4.75%
XM, occurred Mrxpmoe = 0.8251 Mrxpoe’ = 0.8754 0.0503 5.75%
except for Xy, all basic _ /_ 0
o s e My, = 0.8487 Mrx1. = 09154 0.0667 7.29%
except for X5, all basic _ ;L o
events ocourred Mrxo. = 0.8631 Mrxo,” =0.9333 0.0702 7.52%
except for X3, all basic _ ’_ 0
b s o Mrx3, = 0.7555 Mrxs,' = 0.8494 0.0939 11.05%
except for Xy, all basic _ /_ 0
P s o My, = 0.8461 Mrxq,’ =0.9015 0.0554 6.15%
except for X5, all basic _ ;L o
events oceurred Mrys, = 0.8425 Mrxs,’ =0.8910 0.0485 5.44%
except for Xg, all basic _ /_ 0
B s o Mrxe, = 0.8631 Mrxe.' = 09333 0.0702 7.52%
except for X7, all basic _ /_ 0
b s o Mrxz, = 0.8621 Mrxy,' =0.9322 0.0701 7.52%
except for Xg, all basic Mrxse = 0.8339 Mrxs,' = 0.8904 0.0565 6.35%

events occurred

In Figure 17, X; indicates that basic event X; does not occur. The trend of the
changes in the fuzzy median obtained from the algorithm simulation and approximate
calculation is basically consistent. However, the fuzzy median calculated using the accu-
rate algorithm is significantly smaller. This shows that there is large uncertainty in the
approximate calculation.

1r

electrostatic accumulation

- v
= + ~algorithm simulation

—+—approximate calculation

X' X' X!

.\'i does not occur

Figure 17. Comparison of fuzzy median.
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According to Equation (A11) and the data in Table 8, the fuzzy importance of X; (i = 1~8)
is first calculated. This includes the traditional approximate calculation results and the
improved accurate calculation results. Second, the absolute uncertainty reduction value of
fuzzy importance is calculated. Finally, the fuzzy importance relative uncertainty reduction
value is computed. The results are shown in Table 9.

Table 9. Fuzzy importance (Case 1).

Basic Events Accurate Calculation Approximation Absolute Uncertainty Relative Uncertainty
Algorithm (Improved)  Calculation (Traditional) Reduction Value Reduction Value
X4 Zrx1 =0.0145 Zrx1' =0.0181 0.0036 19.89%
X5 Z7xy =0.0001 Zrx2' =0.0002 0.0001 50.00%
X3 ZTx3 =0.1077 Zrxs' =0.0841 0.0236 28.06%
Xy Zrx4 =0.0171 Zrx4 =0.0320 0.0149 46.56%
X5 Z7xs = 0.0207 Zrxs' =0.0425 0.0218 51.29%
X Z1x6 = 0.0001 Zrxe' =0.0002 0.0001 50.00%
Xy Zrx7 =0.0011 Zrx7 =0.0013 0.0002 15.38%
Xg Z7xs = 0.0293 Zrxs' =0.0431 0.0138 32.02%

Based on the data in Table 9, a fuzzy importance comparison is drawn, as shown in
Figure 18.

electrostatic accumulation

0.12 - | * -algorithm simulation 0.12
—e— approximate calculation
%

0.1 0.1

0.08 0.08

=

N 0.06

<
0.06 N
0.04 0.04

0.02} ‘10.02

basic events

Figure 18. Comparison of fuzzy importance (Case 1).

It can be seen in Table 9 and Figure 19 that, after the simulation using the accurate
algorithm, the uncertainty reduction effect of the fuzzy importance of X5, X4, X5, and X, is
the most obvious. The relative uncertainty reduction values are 50%, 46.56%, 51.29%, and
50.00%, respectively.

| YT: leakage of liquid ammonia

&

|
¥YM,: safety valve unqualified

¥YM,: poor sealing

Y
poor
sealing at
the
connection
point

Y
damaged
safety
valve
spring

Y
incorrect
selection of
safety
valve

Yy:
poor flange
sealing

Y,

poor
sealing of
the head
manhole

Yy:
gasket was
torn

Yy:
poor valve
sealing

Ys:

corrosion
perforation

Figure 19. Fault tree of leakage of liquid ammonia.
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3.3. Empirical Case 2
3.3.1. Case 2 Introduction

As shown in Figure 19, the top event of the fault tree is the leakage of liquid ammonia,
which is divided into two layers. There are eight basic events: Y{—poor sealing at the
connection point; Y,—poor flange sealing; Y3—poor valve sealing; Y4—poor sealing of the
head manhole; Ys—corrosion perforation; Y¢—damaged safety valve spring; Y,—incorrect
selection of safety valve; and Yg—gasket was torn.

3.3.2. Expert Opinions on Case 2

Six experts evaluated the possibility of the basic events occurring, and the results are
shown in Tables 10 and 11.

Table 10. Expert opinions of Case 2 (a).

Expert 1 Expert 2 Expert 3
Basic Events Possibility of Possibility Level Possibility of Possibility Level Possibility of Possibility Level
Occurrence and Value Occurrence and Value Occurrence and Value

Yy easy to occur L,35 easy to occur L3 easy to occur L4

Y, easy to occur H,8 easy to occur H,7 easy to occur H, 6.5
Y3 easy to occur M, 4.5 easy to occur M, 5 easy to occur M, 6

Y,y easy to occur VL, 2 easy to occur VL, 1.5 easy to occur L,35
Y5 easy to occur L3 easy to occur M, 5 easy to occur M, 5.5
3 easy to occur H,8 easy to occur VH, 8.5 easy to occur H, 6.5
Y7 easy to occur L,3.5 easy to occur L,25 easy to occur VL, 1
Ys not easy to occur VL, 15 not easy to occur VL, 2 not easy to occur VL, 1

Table 11. Expert opinions of Case 2 (b).

Expert 4 Expert 5 Expert 6
Basic Events Possibility Possibility Level Possibility Possibility Level Possibility Possibility Level
of Occurrence and Value of Occurrence and Value of Occurrence and Value
Yy easy to occur M, 6 easy to occur M, 5 easy to occur M, 5.5
Y, easy to occur H,7.5 easy to occur VH, 8.5 easy to occur H,8
Y;3 very easy to occur M, 5 easy to occur L,25 easy to occur H,7
Y, easy to occur L,35 easy to occur L3 easy to occur L4
Ys easy to occur L4 easy to occur M, 4.5 easy to occur L3
Y easy to occur H,7.5 easy to occur VH, 9 easy to occur H, 6.5
Y7 easy to occur L,35 easy to occur VL, 15 easy to occur L3
Ys not easy to occur VL, 1.5 not easy to occur L,25 not easy to occur VL, 1

3.3.3. Case 2: Probability of Basic Events

According to Tables 2, 10 and 11, the failure probability of the basic events is obtained,
as shown in Table 12.

Table 12. The failure probability of the basic events.

Basic Events Expert 1 Expert 2 Expert 3 Expert 4 Expert 5 Expert 6
Y, 3.5 x 1072 3x1072 4 %1072 6 x 1072 5 x 1072 55 x 1072
Y, 8 x 1072 7 x 1072 6.5 x 102 7.5 x 1072 8.5 x 1072 8 x 1072
Y3 45 % 1072 5x 1072 6 x 1072 5 x 101 25 x 1072 7 x 1072
Y, 2 x 1072 1.5 x 1072 3.5 x 1072 3.5 x 1072 3 x 1072 4 %1072
Ys 3 x 1072 5 x 1072 5.5 x 1072 4 %1072 45 x 1072 3 x 1072
Y 8 x 1072 85 x 1072 6.5 x 1072 7.5 x 1072 9 x 1072 6.5 x 1072
Yy 35 x 1072 25 % 1072 1 x 1072 35 x 1072 1.5 x 1072 3x1072
Yg 1.5 x 1073 2x1073 1x 103 1.5 x 1073 25 %1073 1x 1073

3.3.4. Normal Distribution Test of Raw Data of Case 2

The normal distribution test results of Case 2 are shown in Table 13.
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Table 13. Calculation results of Case 2.

Accurate and

Basic Events Mean Value (g;) Variance (c;) Significant
Consistency
Y, 0.0450 0.0118 0.988
Y, 0.0758 0.0074 0.895
Y3 0.1250 0.1843 0.451
Yy 0.0292 0.0097 0.859
Ys 0.0417 0.0103 0.923
Yo 0.0767 0.0103 0.923
Yy 0.0250 0.0105 0.964
Ys 0.0016 0.0006 0.066

It can be seen in Table 13 that the probability of Y; (i = 1~8) obeys the normal distribution.

3.3.5. Case 2: Drawing of Membership Curve

Using the new algorithms and traditional approximate calculation methods, a mem-
bership curve for the probability of the top event is drawn considering the following
situations: all events occur; except for Y; (i = 1~8), all events occur; Y1, Y, Y3, and Y4 occur
simultaneously; and Y and Y7 occur simultaneously. According to the membership curve,
MTXe, MTXie (I = 1~8), mTxM1e, and mxn2e are determined, as shown in Figures 20-30.
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Figure 20. All basic events occurred (the top event is YT).
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Figure 21. Except for Y1, all basic events occurred (the top event is YT).
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Figure 23. Except for Y3, all basic events occurred (the top event is YT).
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Figure 24. Except for Yy, all basic events occurred (the top event is YT).
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Figure 29. Y1, Yy, Y3, andYy occurred simultaneously (YM] is the top event).
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Figure 30. Y4 and Y7 occurred simultaneously (YM; is the top event).

Subfigure (a) is a graph of the membership curves obtained by simulation using
the new algorithm; subfigure (b) is a graph of the membership curves obtained by the
traditional approximation calculation; and subfigure (c) is a comparison of the results
obtained by the two calculation methods. The meanings of the letters in the subfigures
refer to the explanations in Figure Al in the Appendix A 4.

3.3.6. Case 2: Discussion and Analysis

According to Figures 20-30, the fuzzy median values of the improved accurate calcu-
lation and traditional approximate calculation are obtained, as shown in Table 14.

Table 14. Fuzzy median of membership function (Case 2).

Status of Events

Approximation

all basic events
occurred
YM; occurred
YM, occurred
except for Y7, all basic
events occurred
except for Y5, all basic
events occurred
except for Y3, all basic
events occurred
except for Yy, all basic
events occurred
except for Y, all basic
events occurred
except for Y, all basic
events occurred
except for Y7, all basic
events occurred
except for Yg, all basic
events occurred

Accurate Calculation . Absolute Uncertainty Relative Uncertainty
. Calculation . .
Algorithm (Improved) iy Reduction Value Reduction Value
(Traditional)

MryT, = 0.3454 Myyr' =0.3548 0.0094 2.65%
Mrypre = 0.2505 Mrype’ = 0.2545 0.004 1.57%
Mrxpmoe = 0.0998 Mrxp’ =0.0998 0 0

Mry1, =0.3170 Mty =0.3247 0.0077 2.37%

Mrtys, = 0.2964 Mry,,' =0.3032 0.0068 2.24%

Mrys, = 0.2599 Mrys,' =0.2620 0.0021 0.80%

Mryq, = 0.3270 Mryq,' =0.3355 0.0085 2.53%

Mrys, =0.3193 Mrys,' =0.3271 0.0078 2.38%

Mryge = 0.2958 Mrye' =0.3025 0.0067 2.21%

Mry7, =0.3298 Myy7,' =0.3383 0.0085 2.51%

Mrys, = 0.3445 Mrys,' =0.3538 0.0093 2.63%

In Table 14, it can be seen that, when intermediate event Y, occurs, the fuzzy
importance obtained using the two calculation methods is completely consistent. This is
because there are only two basic events that occur simultaneously, and the probability of
occurrence is relatively small.

By comparing the reduction values of fuzzy importance uncertainty between the top
event and the middle event, it can be seen that the new algorithm can reduce the uncertainty
of propagation. Based on the data in Table 14, a fuzzy median uncertainty reduction effect
diagram is drawn, as shown in Figure 31.
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Figure 31. Comparison of fuzzy median (Case 2).

In Figure 32, Y’ indicates that basic event Y; does not occur. It can be seen that the fuzzy
median value obtained using the improved accurate calculation and the fuzzy median
value obtained using the approximate calculation have the same change trend. When
Y1 does not occur, the difference between the approximate calculation and the accurate
calculation is the largest.

leakage of liquid ammonia

0.1 u 10.1
= + -algorithm simulation
—e—approximate calculation
0.08 0.08
, 0.06 0.06 -
. 0.04 0.04 N
0.02 + 0.02

basic events

Figure 32. Comparison of fuzzy importance (Case 2).

From the intermediate layer to the top layer of the fault tree, as the number of layers
increases, the uncertainty reduction value significantly increases. In actual production
practice, fault trees are often quite complex. Using new algorithms to handle complex fault
trees will have a more significant effect on reducing uncertainty.

As for Case 1, the approximate and accurate fuzzy importance values were calculated,
as shown in Table 15.

Table 15. Fuzzy importance (Case 2).

Basic Events Accurate Calculation =~ Approximation Calculation = Absolute Uncertainty Relative Uncertainty
Algorithm (Improved) (Traditional) Reduction Value Reduction Value
Yy ZTy1 = 0.0284 Z1y1' =0.0301 0.0017 5.65%
Y, ZTyp = 0.0490 Zrys' =0.0516 0.0026 5.04%
Y3 Zty3 = 0.0855 Zrys' =0.0928 0.0073 7.87%
Yy Z1ys =0.0184 Z1ys =0.0193 0.0009 4.66%
Y5 Ztys =0.0261 Zrys' =0.0277 0.0016 5.78%
Y Z1ye = 0.0496 Zrye' =0.0523 0.0027 5.16%
Y7 Ztyy = 0.0156 Zry7 =0.0165 0.0009 5.45%
/

Ys Zrys = 0.0009 Zrys' =0.0010 0.0001 10.00%
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According to Table 15, a fuzzy importance comparison chart was drawn, as shown in
Figure 32.

In Table 15 and Figure 32, it can be seen that the fuzzy importance of Y; (i = 1-8)
significantly decreases. The changing trends of fuzzy importance obtained using the two
calculation methods are consistent. The fuzzy importance relative uncertainty reduction
effect of Yy is the most obvious, with the relative uncertainty reduced by 10%.

4. Changing Rules of Uncertainty Reduction Effect

To further investigate the factors that affect the effectiveness of uncertainty reduction,
Figures 33-35 are drawn for an analysis.

electrostatic accumulation

1

=N

N

absolute uncertainty reduction value
mean probability of basic events

basic events

Figure 33. The relationship between the failure probability of basic events and the reduction in
absolute uncertainty (Case 1).
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Figure 34. The relationship between the failure probability of basic events and the reduction in
absolute uncertainty (Case 2).

By comparing Figures 33 and 34, it can be observed that the trend of the change in the
mean of basic events is basically consistent with the trend of the change in the absolute
uncertainty of fuzzy importance. The larger the mean of basic events, the more significant
the reduction effect of fuzzy importance uncertainty after using optimization algorithms.
The results of the risk assessments for electrostatic accumulation and the leakage of liquid
ammonia conform to this pattern.

In Figure 35, it can be seen that, with electrostatic accumulation as the top event, the
relative fuzzy importance of the basic event decreases by a maximum of 51.29%. With the
leakage of liquid ammonia as the top event, the relative fuzzy importance of the basic event
decreases by a maximum of 14.95%.
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Figure 35. Comparison of uncertainty reduction effects between Case 1 and Case 2.

When the top event is electrostatic accumulation, compared with the top event be-
ing the leakage of liquid ammonia, the relative uncertainty reduction effect of the fuzzy
importance of the basic event is obvious. This is because the fault tree with electrostatic
accumulation as the top event has a larger overall mean. Therefore, in different fault trees,
the greater the overall mean value of basic events, the more obvious the effect of reducing
fuzzy importance.

Compared with Xy (mean: 0.0333; variance: 0.0125) and Y7 (mean: 0.0250; variance:
0.0105), the mean and variance are close, but the fuzzy importance reduction value of X7
(15.38%) is significantly higher than the fuzzy importance reduction value of Y7 (11.52%).
It can be seen that the uncertainty reduction effect of low-probability events in fault trees
with a large overall mean is often greater than that of high-probability events in fault trees
with a small overall mean.

5. Conclusions

This study proposes a new algorithm that improves traditional normal fuzzy fault tree
risk assessment results. First, the algorithm focuses on converting the precise membership
curve into multiple cut-set intervals. Second, it further converts them into ordered arrays.
Finally, an accurate membership graph is drawn based on this. Through this processing,
the limitation where the number of basic events affects the risk assessment results of
normal fuzzy fault tree is overcome. More importantly, shortcomings such as difficulty in
obtaining accurate calculation results for complex systems and uncertainty in approximate
calculations are solved. By combining two chemical accident cases for a verification analysis,
the following conclusions are drawn:

The new algorithm can significantly reduce the uncertainty of process industry risk
assessment. The maximum relative uncertainty reduction in the fuzzy importance of basic
events is 50.29%. Considering that accidents in production practice often cause a large
amount of property damage, the reliability of the process industry risk assessment results
will be greatly improved if the improved results are applied to engineering practice.

This study found that the new algorithm can play a greater role in the following three
situations: first, when the average probability of basic events in a single fault tree is high;
second, when the overall mean and variance of basic events in different fault trees are
large; and, third, when the complexity of the fault tree increases and the number of layers
increases. The new algorithm has good adaptability, and it can maintain stable operation
and expected performance when the model parameters change, such as the number of
basic events and the mean and variance of the probability of basic events.

The contribution of this study is that it can provide a high-precision underlying
algorithm for process industry risk assessment, and it improves the reliability of risk
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assessment results for complex systems. Given the widespread application of fuzzy fault
trees in the field of process industry risk assessment, the accurate calculation algorithm
of normal fuzzy fault trees proposed in this paper, combined with other intelligent risk
assessment algorithms such as neural networks and Bayesian analysis, is a direction worthy
of in-depth research.
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Appendix A

First, this section introduces the theoretical knowledge on which the new algorithm is
based. Second, knowledge of the normal fuzzy fault tree risk assessment is introduced.

Appendix A.1. The Concept of Normal Fuzzy Numbers

The set composed of all fuzzy sets on the real number R is denoted as F(R). If the fuzzy

number A€F(R), then
2
A(x):exp<<x; a) ) (A1)

A(x) is referred to as a normal fuzzy number or Gaussian fuzzy number [21]; a is
an ordinary number; and ¢ denotes the degree of deviation of 4, indicating the magni-
tude of ambiguity. The normal fuzzy number A(x) is a bounded closed fuzzy number
(m, L(x), R(x)), which can be expressed as

1 X =m
A(x)=<¢L(x) x<m
R(x) x>m

Here m represents the value on the x-axis; L(x) is the increasing function, right
continuous;
0 <L(x) < 1and lim L(x)= 0; R(x) is the subtraction function, left continuous;
X——00

0 <R(x) <land lim R(x)=0.
X—r+00

Appendix A.2. Cut-Set Theorem
If fuzzy number A(x) and parameter a(x€[0, 1]) satisfy the expression

Ay = {x € X|A(x) >ua} (A2)

then A, is called the a-cut set of fuzzy set A or the x-level set of A. a represents the cut
level, threshold value, or belief level [22].

Due to the fuzzy boundaries of the fuzzy set, different confidence levels « need to be
selected to determine its membership relationship; the a-cut set is a method of converting a
fuzzy set into a classical set.
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Appendix A.3. Representation Theorem of Fuzzy Numbers
Assuming that there is a mapping H: [0, 1]—F(X) that satisfies the condition
Va,u€[0, 1], Vay < ap=H(az)< H(wq)
then H is referred to as the nest of sets on X [23].
Assuming that H:(0, 1]—Ir, a—H(a)= [m4, 1] # @ meet
0‘1 < “2 = [mﬂcz/ anz} g [malr nlxl]
then N
A= sze[O,l} aH(ax) € R (A3)
Ax =, H(an), (a> 0), (an= (1 — L)a) (A4)
x n=1 njrs ’ n— 7’1+1
AZ([THA,TIA],LA,RA) (A5)
where
ma = lim my, (A6)
na = limng, (A7)
ay=1 — b (A8)
a n+1
La(x) =V, {alma < 2} (A9)
Ra(x) :\/0<a<1{“|n"‘ >x} (A10)

Appendix A.4. The Concept of Normal Fuzzy Importance

The normal fuzzy importance represents the amount of the system fuzzy unrelia-
bility reduction when the basic event changes from a fuzzy fault state to another fuzzy

functional state.

As shown in Figure A1, let S; = [;" L(x)dx,S; = [ R(x)dx; the area enclosed
by normal fuzzy numbers and the x-axis is denoted as “S”, and it can be computed as
S =851 + 5,. The point m,, with a straight line passing through it and perpendicular to
the x-axis as the dividing line, S; = S, is obtained. m, is known as the fuzzy median of the

normal fuzzy number A(x).

A(x) L(x) R(x)

0 i B

Figure A1. Normal fuzzy number.

The fault tree composed of basic event Xi, X, - - -, X;; has the structural function of
@(Xy, Xp, - -+, Xy). If the failure probability of X; is represented by a normal fuzzy number,

then the probability distribution of the top event is

T = @(Xl,Xz, s ,Xn) = (mT/ LT(X)/RT('X))
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This number is also a bounded closed fuzzy number, and its fuzzy median is denoted
as mTe. If basic event X; does not occur and all other events occur, the failure probability
distribution of the top event T; is

T; = 2(X1, X2, -+, Xi~1,0,Xi41,- -+, Xu) = (myi, Li(x) Ry (x))
Moreover, if its fuzzy median is denoted as mT;,, then Z7, can be expressed by
Zr, = mp — mre> 0 (A11)

In Equation (A11), Zr, is the normal fuzzy importance of x; [24]. If Z, > Zr, it is
considered that the impact of x; on the system is greater than that of x; on the system, and
improving the system requires prioritizing the improvement of x;.

Appendix A.5. Failure Probability of Top Event
The failure probability Pr of the top event is

Pr= ZZil HX,-eGk Qi (Al2)

Here n¢ represents the number of minimum cut sets; k represents the sequence number
of the minimum cut set; Q; represents the failure probability of the basic event; Gy denotes
the kth minimal cut sets [25].
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