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Abstract

Conventional hazard and operability (HAZOP) studies remain central to process safety
management, but their periodic, document-centered implementation and dependence on
expert judgment limit their ability to track dynamic operational risk across the full plant
lifecycle. This critical literature review, drawing on 113 sources, examines how digital twin
(DT) and artificial intelligence (AI) technologies may augment HAZOP practice, advanc-
ing an augmentation principle: DT–AI should strengthen expert-led hazard analysis as
a decision-support layer, not replace human judgment. The review maps conventional
HAZOP limitations to four complementary technology pathways: AI-assisted knowledge
capture and deviation reasoning; DT-based hazard monitoring and early warning; hybrid
physics–data modeling for predictive safety; and explainable AI for operator trust and
regulatory acceptance. Four representative industrial case studies illustrate current practice,
and a structured barrier analysis identifies why many pilots stall before reaching sustained
deployment. These pathways offer strong potential to improve HAZOP coverage, trace-
ability, operational relevance, and lifecycle learning, but a study-level evidence assessment
finds that no reviewed study demonstrates long-term, multi-site validation of an integrated
DT–AI–HAZOP system; most implementations remain at conceptual, prototype, or lim-
ited pilot levels. Key failure modes, including model drift, sensor faults, large language
model hallucination, and automation complacency, are examined alongside a thirteen-item
implementation risk register spanning technical, organizational, economic, security, and
scalability concerns. The review proposes a phased industrial implementation roadmap, a
lifecycle-oriented safety-management framework, and a three-horizon research agenda for
advancing toward reliable, validated HAZOP-informed digital twin systems.

Keywords: digital twins; artificial intelligence; HAZOP; process safety; hazard monitoring;
ontology; knowledge graph; explainable AI; hybrid modeling; lifecycle safety management

1. Introduction
1.1. Motivation: HAZOP in a Dynamic Operating Environment

On 23 March 2005, an explosion at the BP Texas City refinery killed 15 workers
and injured more than 180 others, making it one of the deadliest industrial accidents in
recent United States history. The investigation by the U.S. Chemical Safety and Hazard
Investigation Board (CSB) concluded that the accident involved the overfilling of a raffinate
splitter tower during start-up. More importantly, the event reflected a deeper pattern of
operational drift, weak learning from previous incidents, and insufficient reassessment of
hazards as plant conditions changed over time [1]. Only a few months later, the Buncefield
fuel storage terminal explosion in the United Kingdom was triggered by a tank-overfilling
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event that was not effectively detected or stopped by existing protection layers. The
explosion caused widespread damage across the surrounding industrial area and led to
a major reassessment of fuel-storage safety, alarm management, and overfill-prevention
practices [2,3]. Although the two incidents occurred in different sectors and operating
contexts, they point to the same underlying concern: major hazards may evolve gradually
during operation, while formal hazard reviews are often conducted only periodically.

This concern is not limited to BP Texas City or Buncefield. Investigations of major
process safety events frequently show that serious accidents are rarely caused by a single
technical failure. They often emerge from a combination of degraded equipment, weak
barrier management, organizational decisions, and deviations from the original design
intent. The Macondo blowout, the Chevron Richmond refinery fire, and the IOC Jaipur
terminal fire all illustrate how abnormal conditions and safety-critical weaknesses can
accumulate over time before becoming visible as major accidents [4–7]. These examples do
not suggest that HAZOP is ineffective. Rather, they highlight a limitation in how HAZOP is
commonly applied. In many facilities, HAZOP remains an episodic, design-stage or revali-
dation activity. This makes it difficult for the method to continuously reflect operational
drift, equipment aging, process modifications, changing feedstocks, or emerging abnormal
situations between formal review cycles [8–10]. Critiques of HAZOP limitations [11] and
guidance on revalidation [12] reinforce this concern.

Recent advances in industrial sensing, data infrastructure, computational modeling,
and AI-based analytics now make it more realistic to connect process safety knowledge
with live operational data. At the same time, many process industries are becoming more
instrumented, data-rich, and connected. Real-time sensor networks, industrial artificial
intelligence, edge and cloud computing, and digital twin platforms are creating new possi-
bilities for monitoring plant behavior continuously rather than relying only on periodic
review and manual interpretation [13,14]. Digital twin platforms in particular offer struc-
tured representations of physical assets that can be continuously updated with operational
data [15,16]. In parallel, recent work on ontology-based HAZOP automation, process safety
knowledge graphs, and natural language processing shows that parts of hazard identifica-
tion and safety knowledge management can be supported by computational tools [17–19].
These developments create an important opportunity: not to replace HAZOP, whose struc-
tured and expert-driven reasoning remains central to process safety, but to extend it beyond
the design and revalidation stage. A digitally enhanced HAZOP framework could help
compare current plant behavior with design intent, detect emerging deviations, update
safety knowledge, and support more timely decision making during operation.

This review therefore examines how digital twin and artificial intelligence technologies
can support the evolution of HAZOP from a mainly periodic hazard-review method toward
a more dynamic, lifecycle-oriented safety management approach. The aim is not to present
digitalization as a simple solution to process safety problems, but to critically evaluate
where these technologies can add value, where their limitations remain, and what technical
and organizational barriers must be addressed before they can be adopted reliably in
high-hazard process industries. This conceptual transition is summarized in Figure 1.
Conventional HAZOP remains the foundation of expert-led process hazard analysis, but its
periodic and document-centered implementation creates limitations that can be addressed
through four complementary DT–AI pathways: AI-assisted HAZOP, digital twin-based
monitoring, hybrid physics–data models, and explainable AI.
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Figure 1. Evolution from conventional HAZOP to DT–AI-enhanced HAZOP support through four
complementary transformation pathways.

1.2. HAZOP as a Foundation of Process Safety

Hazard and operability (HAZOP) studies have been the central method for systematic
hazard identification in the chemical and process industries since their development within
Imperial Chemical Industries in the 1960s [10,20]. A multidisciplinary team divides the pro-
cess into nodes and applies guide words (“NO”, “MORE”, “LESS”, “REVERSE”, “OTHER
THAN”) to process parameters, identifying credible deviations, causes, consequences,
safeguards, and recommendations [8–10]. The method’s strength lies in the balance it
strikes between structured, systematic questioning and expert judgment: the guide-word
approach reduces the chance that important deviations are missed, while the study quality
still depends heavily on team experience, documentation accuracy, and participants’ ability
to recognize how abnormal conditions develop in practice [8,10,11].

HAZOP is also deeply embedded in process safety regulation: it underpins process
hazard analysis requirements under the U.S. OSHA Process Safety Management stan-
dard [21], the EU Seveso III Directive [22], and the UK COMAH Regulations 2015 [23], and
is codified in the CCPS Guidelines for Hazard Evaluation Procedures and IEC 61882:2016 [8,9].
This regulatory and standards foundation has made HAZOP a common language for
hazard identification across companies, regulators, and engineering teams; readers seeking
a comprehensive treatment of the method itself should consult IEC 61882 and the CCPS
guidelines directly.

Despite this strong foundation, HAZOP is not a complete solution by itself. Literature
reviews and critiques note recurring limitations related to team dependence, time require-
ments, documentation quality, and the difficulty of capturing dynamic operational changes
within a periodic review process [10–12], limitations that are especially consequential in
modern plants, where operating conditions, control systems, maintenance status, feed-
stocks, and equipment health can change continuously between formal review cycles. These
considerations motivate the research gap discussed in the next section: how HAZOP can
be digitally supported while preserving its structured, expert-led, and auditable character.
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1.3. Research Gap and Novel Contribution
1.3.1. The Research Gap

A growing body of research has examined how artificial intelligence and digital twin
technologies can support different aspects of process safety. Some studies have focused
on ontology-based and computer-aided HAZOP automation [17,18], while others have ex-
plored knowledge graph construction for process safety knowledge integration [19], digital
twin models for process-plant risk monitoring [16], safety assurance for machine learning
systems [24], and interpretable machine learning for safety-related decision support [25,26].
These contributions are important because they show that digital technologies can support
specific parts of hazard identification, safety monitoring, knowledge management, and
decision making.

However, the literature remains fragmented. Existing studies tend to address indi-
vidual technologies or isolated use cases, rather than presenting a unified view of how
digital twins, AI-assisted HAZOP, hybrid physics–data models, and explainable AI could
work together to strengthen HAZOP practice. In particular, there is still a need for a critical
synthesis that organizes these developments into technology pathways aligned with the
practical limitations of conventional HAZOP, compares their evidence maturity and imple-
mentation requirements, and examines the gap between laboratory demonstrations and
industrial deployment. There is also limited discussion of the regulations, human factors,
and organizational issues that determine whether these tools can be adopted safely in real
process facilities.

Table 1 summarizes representative prior studies that have informed this field and
highlights the specific gaps that motivate the present review.

Table 1. Representative prior studies informing DT–AI–HAZOP integration and the research gaps
addressed in this review.

Representative
Prior Study Primary Focus Key Research Gap

Schwalbe and Schels [24]

Lifecycle- and
certification-oriented safety
assurance methods for
ML-based systems.

Does not address HAZOP-specific
integration or DT–ML coupling for process
safety.

Bevilacqua et al. [16]
Digital twin reference model for
operator-risk prediction and
prevention in process plants.

Does not specifically develop AI-assisted
HAZOP or XAI requirements for HAZOP
decision support.

Barredo Arrieta et al. [25]
General XAI concepts,
taxonomies, opportunities, and
challenges.

Provides a broad XAI foundation but does
not address HAZOP/PHA workflows,
digital twin integration, or HAZOP-specific
interpretability requirements.

Single et al. [17,18]

Ontology-based,
computer-aided generation of
HAZOP worksheets and hazard
scenarios.

Does not address operational DT
integration, hybrid physics–data modeling,
or XAI for HAZOP decision support.

Mao et al. [19]

Process safety knowledge graph
and domain-ontology
development using sources
including HAZOP reports.

Does not address digital twin architectures,
hybrid physics–data models, or XAI
requirements for regulatory acceptance.

Mohseni et al. [26]
Multidisciplinary framework for
the design and evaluation of
XAI systems.

Does not specifically address HAZOP
automation, DT–HAZOP integration, or
HAZOP-domain knowledge representation.
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Table 2 compares this review with selected foundational and related studies across
seven dimensions: AI-assisted HAZOP, digital twin coverage, hybrid physics–data mod-
eling, explainable AI, human factors, standards and regulatory considerations, and
technology-maturity assessment. In the AI-assisted HAZOP column, partial coverage
denotes computational formalization of HAZOP-relevant knowledge without a complete
AI-assisted workflow. Throughout this review, △ denotes partial or intermediate coverage
and is distinct from the tilde (∼), which is used elsewhere to mean “approximately”.

Table 2. Scope-based comparison of this review with selected foundational and related works.
Symbols indicate substantive topic coverage rather than methodological quality, evidentiary strength,
or superiority: ✓= central coverage; △ = partial or indirect coverage; × = not substantively addressed.

Review AI-Assisted
HAZOP

Digital
Twin

Physics–Data
Models XAI Human

Factors
Standards/
Regulation

Technology
Maturity

Single et al. [17,18] ✓ × × × × × ×
Bevilacqua et al. [16] × ✓ × × △ × ×
Barredo Arrieta et al. [25] × × × ✓ △ △ ×
Mao et al. [19] △ × × × × × ×
Schwalbe & Schels [24] × × × △ × ✓ △
Mohseni et al. [26] × × × ✓ ✓ × ×
This review ✓ ✓ ✓ ✓ ✓ ✓ ✓

1.3.2. Novel Contributions of This Review

This review contributes to the field in five main ways. For each, the provenance
of the contribution is stated explicitly: what is drawn from prior literature, what is the
author’s own synthesis or interpretation of previously separate evidence, and what is
newly proposed.

1. Integrated critical synthesis (newly proposed organizing framework). It provides
an integrated critical synthesis of four technology pathways: AI-assisted HAZOP,
digital twin-based monitoring, hybrid physics–data modeling, and explainable AI.
This four-pathway organization around HAZOP’s specific limitations is not present
as such in any single prior review (Table 1 documents the specific gap each existing
review leaves); the individual pathways themselves are drawn from the established
literature, but their integration around a common problem framing is new to this
review.

2. HAZOP-limitation-to-capability mapping (newly proposed structuring device). It
links key limitations of conventional HAZOP, including episodic review, dependence
on expert judgment, static risk representation, limited use of operational data, and
knowledge loss between studies, to specific digital twin and AI capabilities. This
mapping is the author’s own structuring of previously disconnected literature and
is intended to provide a practical basis for technology selection, implementation
planning, and future research priorities.

3. The augmentation principle (adopted from prior literature, newly applied as a
consistent cross-pathway framework). The principle that AI should act as decision
support rather than a HAZOP replacement is present in the prior literature on safety-
critical AI; what is new here is its consistent application as the organizing lens across
all four technology pathways, rather than being confined to a single pathway or
use case.
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4. Cross-pathway evidence-quality assessment (author’s own synthesis). It evaluates
evidence quality and technology maturity across the four pathways by distinguishing
between conceptual proposals, simulation-based demonstrations, prototype imple-
mentations, and validated industrial applications (Table 3, Supplementary Table S1).
This synthesis draws on evidence reported in the individual primary studies, but the
cross-pathway comparison and the study-level evidence maturity assessment are the
author’s own analysis, and not present in any cited source.

5. Integrated adoption-readiness treatment (newly proposed synthesis). It brings
together technical, organizational, and human-centered adoption issues in one critical
discussion, including explainability, regulatory acceptance, failure modes (Section 8),
implementation barriers, a structured risk register, a phased implementation roadmap,
and ethical considerations. Individual elements are informed by the cited literature,
but their integration into a single, HAZOP-specific adoption framework is newly
proposed by this review.

Table 3. Qualitative maturity comparison of the four DT–AI pathways for HAZOP enhancement.

Pathway Current Maturity and Evidence Base Main Gap Before Wider Industrial
Adoption

AI-assisted HAZOP

Moderate research maturity. Evidence
includes rule-based systems,
ontology-based HAZOP, knowledge
graphs, NLP tools, and LLM-assisted
drafting. Most applications remain
expert-support or prototype tools.

Industrial workflow evidence is needed,
including expert-reviewed outputs,
traceable AI-generated suggestions,
version control, and governance
procedures for formal HAZOP use.

Digital twin-based
monitoring

Moderate and growing maturity.
Evidence includes process monitoring,
dynamic simulation, operator-support
prototypes, and equipment-level safety
applications. Many systems are not yet
explicitly HAZOP-informed.

Closer linkage is needed between live
plant data, structured HAZOP
knowledge, safeguard status, model
outputs, and operator decision support.

Hybrid
physics–data
models

Well-developed methodological
foundation, but variable
safety-deployment maturity. Evidence
includes process fault diagnosis,
physics-informed learning, predictive
monitoring, and model-based state
estimation.

Validation is needed under abnormal,
transient, degraded, and rare-event
conditions, together with uncertainty
communication, model-drift monitoring,
and model-governance procedures.

Explainable AI

Conceptually mature, but process
safety-specific application remains
developing. Evidence includes general
XAI methods, AI safety-assurance
frameworks, feature-attribution methods,
and explanation tools.

Explanations should be expressed in
HAZOP language and integrated with
operator trust, auditability, regulatory
review, human-in-the-loop decision
making, and lifecycle safety learning.

Note: The maturity descriptions are qualitative author assessments based on the type, scale, validation setting, and
deployment evidence reported in the reviewed literature. They are pathway-level syntheses and should not be interpreted
as formal TRL assignments for every method or implementation. Detailed component-level TRL estimates are provided in
Supplementary Table S11.

1.3.3. Objectives

This review critically evaluates how digital twin and artificial intelligence technologies
can support the enhancement of conventional HAZOP and contribute to more dynamic
process safety management. The specific objectives are as follows:

1. To characterize the main technological approaches for digital twin and AI-enhanced
HAZOP across four complementary pathways.

2. To assess the available validation evidence, industrial implementation status, and
technology readiness level of these approaches.

https://doi.org/10.3390/pr14142334
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3. To compare the four pathways as complementary components of a lifecycle-oriented
safety-management framework.

4. To identify potential failure modes, implementation barriers, and risk-control require-
ments associated with digital twin and AI adoption in process safety.

5. To provide practical guidance for phased industrial adoption, sector-specific consider-
ations, and future research directions.

1.3.4. Scope and Perspective

This review is a thematic critical literature review rather than a PRISMA-style sys-
tematic review. The detailed search strategy, inclusion and exclusion criteria, selection
process, and synthesis approach are described in Section 1.4. The review focuses specifically
on digital twin and AI technologies in the context of HAZOP enhancement and process
safety management for continuous and batch chemical processes. It does not attempt to
survey the broader fields of AI, digital twins, or machine learning in full. The discussion
gives attention not only to technical capability, but also to implementation realism, human
oversight, regulatory acceptance, explainability, and organizational readiness.

1.3.5. Manuscript Organization

The remainder of this review is organized as follows. Section 1.4 describes the review
methodology, including the search strategy, inclusion and exclusion criteria, selection pro-
cess, and synthesis approach. Section 2 establishes the conceptual foundations required to
understand digital twin and AI-enhanced HAZOP, including HAZOP knowledge structure,
digital twin architecture for process safety, AI methods relevant to HAZOP enhancement,
and the integration logic that connects static hazard review to lifecycle hazard intelligence.
Sections 3–6 examine the four major technology pathways: AI-assisted HAZOP, digital
twin architectures for dynamic hazard monitoring, hybrid physics–data models for pre-
dictive safety analytics, and explainable AI for operator trust and regulatory acceptance.
Section 7 reviews industrial applications and technology maturity. Section 8 presents
the critical discussion, comparative analysis, research gaps, and future research agenda.
Section 8.13 discusses ethical and societal considerations. Section 8.14 covers verification,
validation, and functional safety standards. Finally, Section 9 presents the conclusions and
recommendations.

1.4. Review Methodology

This review follows a thematic critical synthesis methodology rather than a formal
PRISMA-style systematic review, but the literature identification and selection process was
documented transparently to support traceability and partial repeatability of the search.

1.4.1. Search Strategy and Selection Criteria

The literature used was identified through searches of Scopus and Google Scholar,
supplemented by Web of Science, SciSpace, backward and forward citation tracing, and
relevant process safety and process systems engineering conference literature. Scopus was
queried using field-tagged TITLE-ABS-KEY() syntax to restrict retrieval to titles, abstracts,
and author keywords; Google Scholar was queried using an equivalent plain-text Boolean
string with a custom date filter, searching across full text and metadata. The search covered
publications from 2000 to 2026, with primary emphasis on 2015 onward to reflect the period
of substantive growth in digital twin and AI-assisted process safety research.

Search terms were organized into five Boolean query groups (A–E; see Supplementary
Table S9) corresponding to the four technology pathways examined in this review: (A) an
overall corpus anchor combining HAZOP and process hazard analysis terms with any
digital twin, AI, or XAI term; (B) the AI-assisted HAZOP pathway, combining HAZOP and
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process hazard analysis with ontologies, knowledge graphs, natural language processing,
large language models, and machine learning; (C) the digital twin monitoring pathway,
combining HAZOP and process safety with digital twin and cyber–physical system terms;
(D) the hybrid physics–data modeling pathway, combining process safety, fault detection,
and anomaly detection with physics-informed neural networks (PINNs) and hybrid model
terms; and (E) the explainable AI and operator-trust pathway, combining process safety,
HAZOP, and fault detection with XAI, SHAP, LIME, operator trust, and interpretability
terms. Full query strings and indicative per-database hit counts from the revision-stage
verification search are reported in Supplementary Table S9.

Sources were included when they addressed at least one of the four technology path-
ways as a primary or substantive secondary focus; provided sufficient technical detail to
assess the method, its validation evidence, or its industrial applicability; and reported
an original method, implementation, case study, or empirical evaluation (reviews were
included only when they synthesized pathway-relevant evidence not otherwise captured).
Sources were excluded when they addressed HAZOP, process safety, or AI only tangen-
tially without a methodological or applied contribution to a pathway; lacked sufficient
documentation to assess validity or scope (e.g., extended abstracts, posters, or papers
without a methods or results section); or were purely theoretical, with no connection to
process safety application or validation.

Candidate records identified through these searches were screened against the criteria
given above by a single reviewer, first by title and abstract and then by full text; because
screening was conducted by a single reviewer, no inter-rater reliability measure was com-
puted. For the included sources, extracted information covered model or method type,
application domain and scale, validation approach, reported performance metrics, TRL
indicators where inferable, and stated limitations. No formal quality-scoring instrument
was applied; evidence strength was instead assessed qualitatively, giving greater weight to
studies with transparent validation procedures, industrial- or pilot-scale evidence, clear re-
porting of application scope, and findings independently replicated or corroborated across
sources [27–29]. The synthesis was conducted thematically, structured around the four
technology pathways; Section 1.4.2 reports the exact final corpus size and the availability
of retained selection information.

1.4.2. Literature Corpus Summary

To make the reviewed literature transparent, the final corpus comprises 113 sources
cited in this review, based on an exact count of the reference list. Table 4 provides an author-
classified distribution across four primary thematic categories and a cross-cutting category
covering HAZOP-foundational material, general process safety background, human factors,
standards, and governance. Each reference was assigned to one category according to its
dominant contribution for mutually exclusive counting, while secondary relevance to other
categories was acknowledged. These descriptive counts characterize the cited corpus and
should not be interpreted as the complete size of the wider literature in each field. Because
this is a thematic rather than PRISMA-style systematic review, a PRISMA flow diagram was
not used. Instead, Supplementary Table S9 provides a revision-stage verification search log:
the five Boolean queries were re-executed on Scopus and Google Scholar in July 2026, with
per-query hit counts recorded. Web of Science and SciSpace were consulted during the
broader literature-identification process, but equivalent numerical counts are not reported
because query syntax and indexing coverage were not directly comparable. Raw database
hit counts are therefore verification-search results, not counts of unique screened records.

https://doi.org/10.3390/pr14142334
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The original review was developed iteratively and did not retain a deduplicated
screening ledger. Consequently, exact historical counts for unique records screened at
title/abstract level, full texts assessed, and records excluded cannot be reconstructed
reliably. Table 5 distinguishes the retained information from quantities that cannot be
reconstructed and separates the revision-stage verification searches from the historical
screening process.

Although complete historical screening counts are unavailable, the final cited cor-
pus contains 113 identifiable references and forms the basis for the thematic synthesis
summarized in Table 4.

Table 4. Distribution of the 113 cited sources across author-assigned primary thematic categories
using a single-category classification.

Primary Thematic Category Cited Sources, n Main Evidence Types Publication Year Range

AI-assisted HAZOP and safety-knowledge
formalization (expert systems, ontologies,
knowledge graphs, NLP, ML, and LLMs)

26 Academic case studies, computational
demonstrations, and review articles 1994–2026

Digital twin architectures for hazard monitoring 15 Simulations, academic prototypes, limited
field pilots, and selected industrial cases 2016–2025

Hybrid physics–data predictive models (PINNs,
physics-informed learning, hybrid soft sensors,
and uncertainty-aware methods)

15 Simulations, laboratory studies, and limited
pilot studies 2003–2025

Explainable AI and human-centered assurance
(interpretability, operator trust, safety assurance,
and governance)

21 Framework papers, empirical studies,
standards, and governance literature 2016–2025

Cross-cutting foundations (HAZOP, incident
evidence, standards, ethics, and general AI) 36 Standards, guidelines, incident reports,

foundational papers, and general reviews 1992–2025

Total (exact) 113 Mixed 1992–2026

Note: Categories are mutually exclusive—one primary category per reference by dominant contribution—and sum to 113;
some references also contribute secondarily to others. See Supplementary Table S9 for the verification search log.

Table 5. Available literature-selection records and final cited corpus.

Information Reported Count Interpretation

Revision-stage verification
searches

See Supplementary
Table S9

Post hoc Scopus and Google Scholar searches conducted in July 2026; per-query results
overlap and were not deduplicated or used as historical screening counts.

Unique records screened by
title and abstract NR The original iterative review did not retain a deduplicated screening ledger.

Full-text reports assessed NR The historical number of full-text reports assessed cannot be reconstructed reliably.

Full-text reports excluded NR Historical exclusion counts and source-level exclusion reasons were not retained.

References in the final cited
corpus 113 Exact number of cited references appearing in the compiled bibliography and used in the

revised manuscript.

Note: NR indicates information that cannot be retrospectively reconstructed from the original thematic-review records.

2. Conceptual Foundations for Digital Twin- and AI-Enhanced HAZOP
Before examining specific technology pathways, this section clarifies the conceptual

foundations that allow HAZOP, digital twins, and artificial intelligence to be discussed as
connected parts of one safety-support framework rather than as separate tools. HAZOP
captures expert knowledge about deviations, causes, consequences, safeguards, and re-
quired actions; digital twins provide a continuously updated representation of the operating
process by linking process models with live plant data; AI provides computational support
for knowledge extraction, anomaly recognition, prediction, diagnosis, and explanation.
The central question is not simply how to add AI or digital twin tools to HAZOP, but how
static hazard knowledge can be transformed into dynamic, explainable, lifecycle-oriented
safety intelligence.

https://doi.org/10.3390/pr14142334
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2.1. HAZOP as Structured Safety Knowledge

A conventional HAZOP worksheet organizes process safety reasoning through a
structured sequence of nodes, parameters, guide words, deviations, causes, consequences,
safeguards, and recommendations, as codified in the CCPS and IEC HAZOP guidance [8,9],
synthesized in the Dunjó et al. literature review [10], and documented in standard process
safety references [30,31]. This sequence allows HAZOP knowledge to be traced, reviewed,
critically checked, updated, and encoded in computational systems. Guide words (“NO”,
“MORE”, “LESS”, “REVERSE”, “OTHER THAN”) combined with process parameters (flow,
pressure, temperature, level, composition) generate deviations; for each meaningful devia-
tion, the expert team identifies credible causes, evaluates consequences, reviews existing
safeguards, and proposes recommendations where protection is inadequate [8,10,30]. This
structure is one of the main reasons HAZOP remains relevant in a digital environment:
unlike a generic monitoring system that detects a statistically abnormal variable without
explaining its safety relevance, a HAZOP-informed system connects abnormal behavior to a
known deviation, credible cause, possible consequence, and expected safeguard, providing
the semantic safety layer that a meaningful digital twin requires.

Recent work on computer-aided hazard analysis [32,33], ontology-based HAZOP [17,18],
and process safety knowledge graphs [19] shows that HAZOP worksheets can be trans-
formed from narrative documentation into structured knowledge models supporting
retrieval, consistency checking, and reuse, not to remove expert judgment, but to make
it more traceable and connectable to operational data. Interpreted in this way, a HA-
ZOP worksheet becomes a structured safety knowledge base: the deviation column in-
forms abnormal-condition monitoring, the cause column supports fault diagnosis, the
consequence column supports risk prioritization [34], and the safeguard column supports
protection-layer verification. Figure 2 illustrates this formalization into a machine-readable
safety knowledge base connected to DT–AI functions for monitoring, analytics, decision
support, and lifecycle learning.

2.2. From Static HAZOP Worksheets to Dynamic Lifecycle Safety Intelligence

Conventional HAZOP is organized around discrete study events (design, major modi-
fications, periodic revalidation), which creates an auditable, multidisciplinary, regulation-
compliant record but means the worksheet can drift from actual operating conditions over
time as equipment fouls, catalysts age, sensors drift, feedstocks vary, and modifications
accumulate [11,12,35–37]. Digital twin technology offers a way to narrow this gap. The
foundational digital twin concept, a virtual representation kept continuously synchronized
with a physical asset through live data [15], has since been adapted specifically for process
safety applications: reference architectures for operator-risk prevention [16], safety analysis
and emergency management [38], integrated plant monitoring [39], and process safety man-
agement in oil-and-gas and other process-industry operating units [40–44], with broader
chemical-industry adoption surveyed in [45]. A system connected to HAZOP knowledge
can evaluate whether current behavior is approaching a known deviation, e.g., relating
deteriorating heat-transfer performance to a shrinking margin against a high-temperature
deviation, or rising column differential pressure to flooding-related consequences.

This transforms HAZOP from a static worksheet into part of a living safety knowledge
system: the original expert analysis still defines credible deviations, causes, consequences,
and safeguards, but operational data can help evaluate whether these scenarios are becom-
ing more likely and whether the study’s assumptions still hold. The digital twin does not
replace HAZOP; it provides an operational layer keeping HAZOP knowledge connected
to plant behavior. This extends beyond simple alarm generation: rather than a variable
crossing a fixed limit, a HAZOP-informed digital twin can provide richer context (which
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deviation is developing, which causes are plausible, which safeguards should be checked,
how much time remains), supporting more explainable early warning. The extent to which
this has been realized in practice remains uneven. Later sections assess where the evidence
is from industry versus at the conceptual or prototype-level.

Figure 2. Structured HAZOP knowledge representation for DT–AI integration. Conventional
HAZOP worksheet elements can be interpreted as a node–deviation–cause–consequence–safeguard
framework that supports knowledge formalization, digital twin linkage, AI analytics, decision
support, and continuous safety learning.

2.3. Digital Twin Architecture for Process Safety Applications

If HAZOP provides the structured safety knowledge, the digital twin provides the
operational environment in which that knowledge can be compared with plant behav-
ior [15,16,38]; its value in process safety depends on connecting live data, process models,
equipment status, safety logic, and operator decision support into one coherent architecture,
not merely visualization or simulation. The five-layer architecture developed in Section 4.2,
comprising physical asset, data acquisition, model, analytics, and decision-support layers,
clarifies which functional layers are required when HAZOP knowledge is to be connected
to monitoring, prediction, diagnosis, and decision support. The key distinguishing feature
from a generic digital twin is that HAZOP deviations define what abnormal situations
should be monitored, HAZOP causes guide diagnostic feature selection, HAZOP conse-
quences support risk prioritization, and HAZOP safeguards provide the basis for protection-
layer verification. Digital twin maturity in process safety varies significantly. Applications
span operator-risk prevention [16], dynamic safety analysis [38], hydrogen refueling station
safety [46], and oil-and-gas and petrochemical process safety management [40–44], but
most systems focus on visualization, anomaly detection, or equipment health rather than ex-
plicitly connecting to HAZOP’s deviation–cause–consequence–safeguard logic, motivating
the HAZOP-informed architecture developed in this review.

2.4. Artificial Intelligence Methods Relevant to HAZOP Enhancement

AI is not a single method; it is a family of computational approaches that support differ-
ent parts of the HAZOP lifecycle, with different maturity levels and safety risks [13,14,47].
Rule-based systems can encode explicit deviation–cause–consequence logic and remain
auditable, but are limited by rule-base coverage and maintainability [32,33]. Ontologies
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and knowledge graphs convert HAZOP information into reusable machine-readable re-
lationships, supporting retrieval, consistency checking, and linkage to operational data,
although they require substantial knowledge-engineering effort [17–19]. Natural language
processing and LLM-based methods [27,48–50] can extract or draft structured HAZOP con-
tent from worksheets, incident reports, and procedures, but fluent text does not guarantee
correct causal reasoning, adequate coverage, or physical consistency.

For operational digital twin use, machine learning models can identify multivari-
able abnormal patterns, Bayesian and dynamic Bayesian networks can update cause–
consequence likelihoods as evidence changes [34,38], and hybrid physics–data models
can reduce the extrapolation risk of purely data-driven models by embedding process
constraints, an approach established by the foundational physics-informed neural network
framework and subsequent reviews [51,52] and applied to fault detection in nuclear power
valves [53], industrial wastewater treatment [54], and predictive process control [55]. In all
cases, explainability is essential: outputs must show why a recommendation was made,
which variables contributed, and whether the situation lies within the validated operating
domain [24–26]. This requirement is meaningful only when expressed in HAZOP terms
(deviation, cause, consequence, safeguard, action), not as a cosmetic layer.

AI is most credible when it augments expert-led analysis, knowledge management,
monitoring, or diagnosis, and least credible when presented as a replacement for expert
judgment: the augmentation principle requires that responsibility for safety-critical de-
cisions remain with qualified human professionals and established safety management
systems. Table 6 summarizes the complementary roles of HAZOP, digital twins, AI analyt-
ics, and explainability in this lifecycle safety-intelligence framework.

Table 6. Conceptual roles of HAZOP, digital twins, AI analytics, and explainability in a lifecycle
safety-intelligence framework.

Element Primary Contribution Role in HAZOP Enhancement

HAZOP Structured expert safety knowledge Defines deviations, causes, consequences,
safeguards, and recommendations.

Digital twin Live operational and model-based process
representation

Connects HAZOP knowledge to current
plant behavior, equipment condition, and
evolving safety margins.

AI analytics Pattern recognition, prediction, and diagno-
sis

Supports knowledge extraction, abnormal-
condition detection, cause ranking, predic-
tive warning, and decision support.

Explainable AI Transparent and auditable reasoning sup-
port

Helps operators and engineers understand
why an alert or recommendation was gen-
erated and whether it is credible.

2.5. Integration Logic: From HAZOP Knowledge to Lifecycle Hazard Intelligence

HAZOP, digital twins, and AI each contribute a different capability: structured safety
knowledge; operational context; and computational support for pattern recognition, predic-
tion, diagnosis, and explanation, respectively. The central question is how to integrate them
without weakening the expert judgment and accountability that make HAZOP valuable.
This integration is best viewed as a progression from static hazard identification to lifecycle
hazard intelligence, organized around four functions [28]: identify (conventional HAZOP
and AI-assisted knowledge capture: nodes, deviations, causes, consequences, safeguards);
detect (digital twin monitoring and model-based early warning; is a known deviation,
or its precursor, developing in real operation); diagnose (model-based or AI classification
distinguishing between possible causes of the same deviation); and respond (connecting the
diagnosed scenario to safeguard status, risk escalation, and recommended action). These
four levels require different data, models, validation evidence, and governance controls,
and should not be confused with one another. This logic also clarifies why digital twin and
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AI technologies belong as decision-support layers rather than HAZOP replacements [29,56]:
the HAZOP team remains essential for defining credible scenarios and judging consequence
severity, while the technology layers help maintain that knowledge’s relevance during
operation by flagging changing assumptions, developing degradation, and approaching
deviations, extending HAZOP’s reach without removing the human expertise at its core.
The remainder of this review examines each pathway in turn (AI-assisted HAZOP, digital
twin architectures, hybrid physics–data models, and explainable AI), before assessing
industrial maturity, implementation barriers, and the research agenda needed to move
from fragmented demonstrations toward reliable HAZOP-informed digital twin systems.

3. AI-Assisted HAZOP: From Knowledge Automation to
Expert Augmentation

Section 2 established that HAZOP knowledge has a structured form that can be
encoded, searched, reused, and connected to operational data. This raises an impor-
tant question: to what extent can artificial intelligence support or automate parts of the
HAZOP workflow? The answer is more nuanced than a simple claim of automation.
AI-assisted HAZOP has developed from early rule-based and expert-system approaches
toward ontology-based models, knowledge graphs, natural language processing, and, more
recently, large language models. These methods can support deviation generation, knowl-
edge retrieval, consistency checking, documentation, and scenario suggestion. However,
they do not remove the need for expert judgment, multidisciplinary review, or process-
specific validation.

The reviewed literature indicates that AI-assisted HAZOP is best positioned as expert
augmentation rather than full replacement. HAZOP is not only a mechanical exercise of
applying guide words to process parameters; it is also a structured expert discussion that
combines process knowledge, operating experience, equipment familiarity, human factors,
and judgment about safeguard adequacy. AI can reduce repetitive effort, improve access
to previous knowledge, and highlight omissions or inconsistencies, but it remains limited
when asked to evaluate unusual causal pathways, judge safeguard independence, or decide
whether recommendations are practical in a specific facility.

This section reviews the main AI-assisted HAZOP pathways. Section 3.1 explains
why HAZOP automation has attracted sustained research interest. Section 3.2 reviews
rule-based systems, ontology-based HAZOP, and knowledge graph approaches. Section 3.3
evaluates natural language processing and large language models. Section 3.4 compares the
main AI-assisted HAZOP approaches. Finally, Section 3.5 provides a critical assessment of
why AI-assisted HAZOP should be positioned as a decision-support layer within expert-led
process safety practice.

3.1. Why HAZOP Automation Has Attracted Research Interest

Interest in AI-assisted HAZOP stems from a practical tension: HAZOP is valued for
being systematic, auditable, and multidisciplinary [8,9], yet is time-consuming and resource-
intensive, especially for large facilities with many nodes and recurring deviation patterns
across comparable equipment [21–23]. Deviation generation, knowledge retrieval across
similar equipment [57,58], cross-facility consistency checking, and documentation support
are the parts of the workflow most suitable for computational assistance, directly addressing
dependence on expert judgment, scalability, and reuse of previous-study lessons. However,
the most safety-critical judgments, including whether a cause is credible in a specific context
and whether a safeguard is independent and effective, depend on plant-specific design,
operating history, and organizational procedures that should remain under qualified human
authority. The literature is therefore best interpreted through an augmentation lens [56]:
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a useful system helps the team work more systematically and retrieve knowledge more
efficiently, not replace it, since overstating automation capability creates false confidence.

3.2. Rule-Based, Ontology-Based, and Knowledge Graph Approaches

Early computer-aided HAZOP relied on rule-based and expert systems encoding cause–
deviation–consequence relationships explicitly (e.g., loss of cooling in an exothermic reactor
leading to higher temperature and runaway risk). Early digraph-based and knowledge-
based automation frameworks [32,58,59] offered transparency and auditability, but a sub-
sequent state-of-the-art review found such approaches to be limited by the knowledge-
engineering burden, poor transfer between process units, and difficulty in capturing non-
linear dynamics or simultaneous deviations [29].

Ontology-based approaches formalize equipment types, parameters, deviations, causes,
consequences, and safeguards as explicit, machine-readable relationships (e.g., linking heat-
exchanger fouling to reduced heat transfer to a downstream high-temperature deviation),
most substantially developed in a series of frameworks by Single and colleagues [17,18,58,60],
building on earlier automated HAZOP-analysis tools such as PHASuite [61] and digraph-
based models [32]. They support consistency, reuse, traceability, and linkage to digital
twins, but require significant expert effort to build and may generate irrelevant scenarios
if too generic, or become unmaintainable if too specific. Knowledge graphs extend this
logic by linking equipment, deviations, incident histories, and MOC documents across
sources, enabling retrieval of historical scenarios and consistency checking [19,62–64]. Their
reliability depends on the coverage and accuracy of the underlying data, requiring expert
review and terminology control during construction. Across all three approaches, the
realistic role is structured knowledge support rather than autonomous hazard analysis,
formalizing knowledge, reducing inconsistency, and improving retrieval, while output
credibility still depends on expert validation.

3.3. Natural Language Processing and Large Language Models

NLP methods extract structured information from the unstructured text in which
much process safety knowledge resides (HAZOP worksheets, incident reports, procedures,
MOC records), supporting entity/relationship extraction, terminology standardization,
and, combined with ontologies or knowledge graphs, populating structured knowledge
bases from legacy documents [57,65]. Large language models have expanded interest
further, generating fluent drafts, summaries, and candidate deviations [65–67]; recent eval-
uations of GPT-class models on STPA hazard identification [68], incident-based question-
answering [69], and prompt-engineered HAZOP assessment [70] confirm that LLMs can
support preliminary tasks but consistently require expert validation and hallucination
control, since fluent text does not guarantee correct causal reasoning, adequate coverage,
or physical consistency. This is a safety-governance issue, not merely a text-quality one.

The most defensible use of LLMs in HAZOP is therefore controlled and bounded. Ac-
ceptable roles (all subject to expert review): (1) document retrieval and preliminary HAZOP
worksheet drafting for structured expert critique; (2) incident knowledge extraction and
terminology standardization; (3) cross-referencing deviation scenarios against historical
incident databases; (4) consistency checking across successive HAZOP revisions. Roles
that must remain under competent human authority: (1) independent hazard identification
without expert verification; (2) risk-ranking assignment; (3) safeguard adequacy judgment;
(4) generation of final HAZOP recommendations. This conservative position reflects both
the current validation evidence and the safety-critical stakes of HAZOP decisions; safety-
critical LLM use also requires version control, prompt traceability, source attribution, and
clear responsibility for final decisions [67,71–73].
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3.4. Comparative Assessment of AI-Assisted HAZOP Approaches

The approaches reviewed above differ in their level of maturity, transparency, data
requirements, and suitability for safety-critical use [29,56]. Table 7 summarizes their main
contributions, strengths, limitations, and most defensible role in HAZOP enhancement.
Supplementary Table S8 provides an expanded, source-referenced companion comparison,
which additionally separates historical expert systems and adds a hybrid-approach cate-
gory; it lists representative works, automation level, and TRL for each approach alongside a
capability legend distinguishing industrially demonstrated, prototype-demonstrated, and
not-yet-demonstrated capabilities.

Table 7. Comparison of AI-assisted HAZOP approaches and their roles in expert-led process
safety practice.

Approach Main Contribution Key Strengths Main Limitations and Appropriate Role

Rule-based and expert
systems

Encode explicit cause–
deviation–consequence logic

Transparent, auditable,
and suitable for
well-understood scenarios

Require extensive expert rule development; brittle outside
encoded knowledge. Best used for structured deviation
screening and transparent decision support.

Ontology-based
HAZOP

Formalize HAZOP concepts
and relationships

Supports consistent
terminology, reasoning,
traceability, and reuse

Requires major knowledge-engineering effort and expert
validation. Best used as the semantic foundation for
AI-assisted HAZOP and HAZOP-informed digital twins.

Knowledge graphs

Link HAZOP records,
incidents, equipment,
safeguards, and operational
knowledge

Improves retrieval,
organizational learning,
and consistency checking

Depends on data quality and careful curation. Best used
for knowledge management and scenario retrieval, not
autonomous hazard judgment.

Natural language
processing

Extract structured
information from reports,
worksheets, procedures, and
incident narratives

Useful for
legacy-document mining
and terminology
standardization

Extraction errors and contextual ambiguity require expert
review. Best used to support knowledge-base
construction and document search.

Large language
models

Draft text, summarize
documents, suggest
candidate scenarios, and
support review prompts

Flexible natural language
interface and reduced
documentation burden

Risk of hallucination, incomplete causal reasoning, and
plausible but incorrect outputs. Best used only as a
bounded drafting and retrieval assistant under expert
supervision.

3.5. Critical Assessment: Why Full HAZOP Automation Remains Limited

The literature on AI-assisted HAZOP shows clear progress but persistent limita-
tions [29,48]: HAZOP reasoning is inherently contextual (deviation significance, cause
credibility, and safeguard adequacy all depend on process-specific and situational judg-
ment that should remain under qualified human authority); validation evidence remains
largely limited to simplified case studies and retrospective document analysis rather than di-
verse industrial facilities and abnormal operating modes, with false omissions in particular
under-evaluated relative to correct suggestions; and governance requirements (traceability
of data, model version, assumptions, and expert approval) are not yet consistently met,
risking automation bias and unclear accountability if left unaddressed. The near-term
future of AI-assisted HAZOP is therefore expert augmentation rather than full automation,
consistent with the lifecycle safety-intelligence framework in Section 2: AI strengthens the
reach and usability of HAZOP knowledge without replacing the engineering judgment
that process safety depends on.

The findings of this section also motivate the next technology pathway. If AI-assisted
HAZOP can help formalize and organize safety knowledge, the next question is how that
knowledge can be connected to operational data so that known deviations can be monitored
during plant operation. Section 4 therefore examines digital twin architectures for dynamic
hazard monitoring and early warning.
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4. Digital Twin Architectures for Dynamic Hazard Monitoring
Section 3 examined how AI-assisted HAZOP can support knowledge capture, scenario

retrieval, documentation, and expert augmentation. However, formalizing HAZOP knowl-
edge is only one part of the transformation. For HAZOP to become more operationally
useful during the plant lifecycle, its deviation–cause–consequence–safeguard logic can be
connected to live process data, process models, equipment condition, and operator decision
support. This is the role of digital twin architectures in DT–AI-enhanced HAZOP.

In this review, a HAZOP-informed digital twin is understood as a safety-support
architecture that links structured HAZOP knowledge with live operational data and model-
based reasoning. Its purpose is not to replace alarms, safety instrumented systems, process
control systems, or expert judgment. Rather, it provides an additional advisory layer
that helps identify whether known HAZOP deviations are developing, whether process
conditions are moving closer to hazardous limits, whether safeguards should be checked,
and whether operators require earlier contextual warning. This section therefore examines
how digital twin architectures can address one of the central limitations of conventional
HAZOP: the separation between static hazard documentation and dynamic plant behavior.

4.1. From Process Monitoring to HAZOP-Informed Digital Twins

Conventional process monitoring treats abnormal conditions as variable excursions
against alarm limits rather than structured hazard scenarios [28]: a high-temperature alarm
indicates a limit was exceeded, but does not explain which HAZOP deviation is developing,
which causes are plausible, or which safeguards require verification. A HAZOP-informed
digital twin extends this by interpreting live measurements in relation to known deviations,
causes, consequences, and safeguards [15,16,38,39,45]; for example, interpreting gradual
heat-transfer loss as a precursor to a high-temperature deviation, or rising column pressure
drop as a precursor to flooding. The conceptual shift is from “is the variable outside its
limit?” to “is the process moving toward a known hazardous deviation, what causes
are likely, and what safeguards should be verified?” This marks a shift from variable
monitoring to scenario-aware monitoring.

4.2. Core Architecture of a HAZOP-Informed Digital Twin

A process safety digital twin can be represented as a five-layer architecture [28].
The physical asset layer includes equipment, instrumentation, alarms, interlocks, safety
instrumented functions, relief devices, and human operators, and generates the process
data needed for monitoring and diagnosis. The data acquisition and integration layer collects
data from DCS, historians, laboratory and maintenance systems, and alarm databases;
its reliability, sampling frequency, calibration status, and contextual meaning directly
determine the credibility of downstream outputs. The model layer comprises first-principles,
reduced-order, empirical, machine learning, or hybrid physics–data models that are used
to estimate hidden states and forecast trajectories before a conventional alarm threshold is
crossed [15,38,46,51,52].

The fourth layer, the structured HAZOP knowledge layer, is the feature that distinguishes
a HAZOP-informed digital twin from a generic plant digital twin. This layer contains nodes,
parameters, deviations, causes, consequences, safeguards, and operating assumptions;
without it, the digital twin may detect anomalies but cannot explain their safety significance.
Finally, the analytics and decision-support layer converts data, model outputs, and HAZOP
knowledge into deviation recognition, fault diagnosis, time-to-limit estimation, safeguard-
status checking, and explainable operator advisory support.

Figure 3 illustrates the proposed layered architecture of a HAZOP-informed digital
twin for dynamic hazard monitoring.
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Figure 3. Layered architecture of a HAZOP-informed digital twin for dynamic hazard monitoring.
The architecture links physical plant data, data acquisition, process models, structured HAZOP
knowledge, AI analytics, and operator decision support to transform static HAZOP knowledge into
lifecycle safety intelligence.

4.3. Dynamic Deviation Monitoring and Early Warning

One important function of a HAZOP-informed digital twin is detecting movement
toward documented deviations before they become severe enough to trigger a conventional
alarm, as fouling, catalyst deactivation, sensor drift, or feed changes accumulate [74,75].
This requires mapping deviations to measurable indicators (e.g., “high pressure” to a direct
measurement) or inferred ones (e.g., reduced heat-transfer capability to an estimated overall
heat-transfer coefficient), and forecasting trajectories rather than only the current state,
so that gradually developing margin loss (a slow reactor temperature rise, a progressive
cooling-duty reduction) is connected to HAZOP deviation logic before it violates a fixed
alarm limit [38,46,47]. Threshold design requires care: making them too sensitive risks
alarm fatigue, while making them too conservative fails to provide a useful warning, so
validation against operating envelopes and known incident mechanisms is essential.

4.4. Fault Diagnosis and Cause Ranking

A single deviation may have several possible causes (e.g., high reactor tempera-
ture from cooling failure, excessive feed concentration, agitator malfunction, or reaction-
rate acceleration) [75,76], and a HAZOP-informed digital twin can support diagnosis by
integrating process measurements, model residuals, equipment-health indicators, and
HAZOP cause–consequence logic to indicate which causes are most consistent with the
evidence [34,46,47]. This is valuable because different causes require different responses
(checking cooling-water supply versus adjusting feed composition). This output must be
presented with uncertainty and supporting evidence rather than as a final diagnosis, since
diagnostic models can be misleading when the plant operates outside validated conditions,
sensors fault, or multiple faults occur simultaneously.

4.5. Safeguard Monitoring and Protection-Layer Awareness

Linking HAZOP knowledge to a digital twin architecture [28] also enables monitoring
whether documented safeguards (alarms, interlocks, relief devices, independent protection
layers) remain available, tested, bypassed, or effective during operation, consistent with
hazard evaluation and risk-based process safety practice [8,35]; for example, checking
whether a level transmitter is healthy and an alarm is active rather than inhibited, or
whether a safety instrumented function is under maintenance or bypass. This matters be-
cause many major accidents involve safeguards that existed on paper but were unavailable
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or ineffective under actual operating conditions. A digital twin cannot replace formal safety
lifecycle management, but it can provide a current view of whether HAZOP assumptions
remain valid and support more meaningful prioritization: a developing deviation with
healthy safeguards may require monitoring, while the same deviation with degraded
safeguards may require urgent action.

4.6. Functional Summary of HAZOP-Informed Digital Twins

The preceding subsections show that HAZOP-informed digital twins can support
several distinct but connected safety functions. Table 8 summarizes these functions and
illustrates how each contributes to dynamic hazard monitoring. The table also reinforces an
important point: the value of a HAZOP-informed digital twin is not only its ability to detect
abnormal data patterns, but its ability to translate those patterns into HAZOP-relevant
safety information that supports operator and engineering judgment.

Table 8. Key functions of HAZOP-informed digital twins for dynamic hazard monitoring.

Function Purpose Example HAZOP-Related Output

Dynamic deviation
monitoring

Detect movement toward known
HAZOP deviations using live process
data and model estimates.

Early warning that reactor
temperature is approaching a
documented “MORE temperature”
deviation.

Cause ranking Identify which documented causes are
most consistent with current evidence.

Cooling failure ranked above
feed-concentration disturbance as the
likely cause of high reactor
temperature.

Safeguard-status
monitoring

Indicate the availability, inhibition,
maintenance, diagnostic, or demand
status of documented safeguards where
suitable data are available.

Warning that a relevant alarm is
inhibited, an interlock is bypassed, or
a safety function is under
maintenance; engineering
verification remains required.

Time-to-limit prediction Estimate the time remaining before an
operating or safety limit is reached.

Estimated time before column
pressure drop reaches a
flooding-related limit.

Operator advisory
support

Present scenario context, supporting
evidence, relevant safeguards, and
recommended checks.

Display of likely HAZOP scenario,
supporting trends, and safeguards to
verify.

4.7. Implementation Constraints and Data Requirements

Despite its potential, a HAZOP-informed digital twin must address five practical im-
plementation constraints [28]: data quality (reliable sensors, correct tags, validated historian
data, and clear links to HAZOP nodes, because poor quality causes false alerts or missed
deviations); model validity (a model performing well under normal conditions may fail
under abnormal, transient, or degraded-equipment scenarios, requiring explicit validation
boundaries and out-of-domain warnings); integration with existing management-of-change,
alarm-management, maintenance, and incident-learning systems, without which the digital
twin becomes an isolated tool; human factors, since too many alerts or overly authoritative
outputs erode trust or encourage automation bias [49,77], making interface and gover-
nance design as important as the model itself; and cybersecurity and data governance, since a
digital twin connected to live plant data and safety logic must be protected against unau-
thorized access, tampering, and availability loss through access control, audit trails, and
version management.

4.8. Critical Assessment of Digital Twin-Based HAZOP Enhancement

Digital twin architectures offer an important pathway for enhancing HAZOP be-
cause they address the gap between static hazard review and changing operational re-
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ality that conventional HAZOP cannot easily solve [28], but should not be overstated:
many current applications remain conceptual, simulation-based, or limited to specific
equipment [15,16,38,46], with fewer studies demonstrating fully integrated systems con-
necting live plant data to structured HAZOP knowledge, validated diagnostics, safeguard-
status monitoring, and operator decision support. The near-term role supported by the
reviewed literature is as an advisory safety layer that helps relate current process behavior
to known HAZOP scenarios, with explainable, validated, and auditable outputs, not as a
replacement for alarms, safety instrumented systems, or expert judgment.

The findings of this section motivate the next pathway: hybrid physics–data models.
A digital twin can provide the architecture for dynamic monitoring, but its predictive value
depends heavily on the quality of the models used to estimate process behavior, forecast
deviations, and support diagnosis. The next section therefore examines how hybrid physics–
data modeling can strengthen predictive safety analytics in DT–AI-enhanced HAZOP.

5. Hybrid Physics–Data Models for Predictive Safety Analytics
Section 4 examined the digital twin architecture used to connect structured HAZOP

knowledge with live process data, model-based monitoring, and operator decision support.
However, the value of a HAZOP-informed digital twin depends strongly on the quality of
the models used inside it. Meaningful early warning requires estimating the current process
state, predicting how abnormal conditions may evolve, and relating those predictions to
known HAZOP deviations. This is where hybrid physics–data models become important.

Hybrid physics–data models combine first-principles process knowledge with data-
driven learning. In process safety, this combination is attractive because purely mechanistic
and purely data-driven models each have limitations. First-principles models provide
physical consistency and extrapolation discipline, but they may be incomplete, expensive
to maintain, or too slow for real-time use. Data-driven models can learn complex patterns
from plant data, but they may fail when the process moves outside the training domain,
when sensors drift, or when rare abnormal events are not well represented in historical
data. Hybrid models attempt to balance these limitations by combining physical structure
with statistical adaptability.

In the context of HAZOP enhancement, the role of hybrid modeling is not simply to
improve prediction accuracy. Its deeper contribution is to support predictive safety reason-
ing. A hybrid model can estimate whether a process is moving toward a known deviation,
forecast the time available before a safety or operating limit is reached, distinguish between
alternative causes of the same deviation, and quantify uncertainty in the prediction. These
functions can help transform HAZOP from a static record of possible deviations into a
dynamic source of predictive safety intelligence.

5.1. Why Predictive Models Matter for HAZOP Enhancement

Conventional HAZOP identifies credible deviations, causes, consequences, and safe-
guards but does not continuously predict when a deviation may develop during operation,
even though many hazardous scenarios evolve gradually, including fouling, catalyst deac-
tivation, compressor degradation, and sensor drift, reducing the safety margin assumed
during the original study without immediately triggering an alarm [74,78]. Predictive
models estimate process behavior before a conventional alarm limit is crossed (e.g., fore-
casting that reactor temperature will exceed a safe limit as cooling deteriorates, or that a
column is approaching flooding based on pressure-drop trends), and this role is closely
connected to HAZOP logic: a prediction is most useful when interpreted through the
node–deviation–cause–consequence–safeguard framework rather than as a bare statistical
forecast. Predictive modeling for process safety is more demanding than ordinary process
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optimization, requiring credibility under abnormal and transient conditions and honest
uncertainty communication; prediction should be treated as an advisory input to expert
judgment, not an automatic decision-maker.

5.2. First-Principles, Data-Driven, and Hybrid Modeling Approaches

Three broad modeling approaches are relevant to predictive safety analytics, each
with limitations that become important in safety-critical use. First-principles models de-
scribe process behavior using conservation laws, thermodynamics, reaction kinetics, and
equipment-performance relationships (e.g., a reactor energy balance linking heat gener-
ation, heat removal, and cooling performance); their physical grounding makes outputs
interpretable and linkable to HAZOP deviations, but parameters such as heat-transfer coef-
ficients, catalyst activity, or fouling resistance drift over time, and detailed dynamic models
can be costly to build, calibrate, and maintain. Data-driven models instead learn relation-
ships directly from historical or real-time process data using statistical process monitoring,
machine learning, or sequence models [46,66]; they are effective where instrumentation and
historical data are abundant, but may learn correlations without capturing the underlying
physical mechanism, and can appear accurate on normal data while failing during rare
abnormal events, start-up, shutdown, or conditions outside the training domain, which are
precisely the conditions that matter most for HAZOP-informed early warning.

Hybrid physics–data models combine both approaches: a first-principles baseline with
a data-driven residual correction; physical constraints imposed on a learned model; or
physics-informed machine learning, in which governing equations are embedded directly
into training [51,79–81]. This combination is well suited to HAZOP-informed digital twins
when properly validated: the physical component helps keep predictions physically realistic
and engineering-interpretable, while the data-driven component adapts to plant-specific
behavior and degradation, together supporting prediction, diagnosis, and uncertainty-
aware decision support with more interpretability than a purely black-box model.

Figure 4 illustrates how first-principles process knowledge and plant data can be com-
bined in hybrid physics–data models to support predictive safety analytics and HAZOP-
informed decision support.

Figure 4. Hybrid physics–data modeling framework for predictive safety analytics in HAZOP-
informed digital twins. First-principles process knowledge and plant data are combined to support
deviation forecasting, time-to-limit prediction, cause ranking, uncertainty awareness, and HAZOP-
informed decision support before conventional alarm limits are reached.

https://doi.org/10.3390/pr14142334

https://doi.org/10.3390/pr14142334


Processes 2026, 14, 2334 21 of 48

5.3. Model-Based Early Warning and Time-to-Limit Prediction

Conventional alarms activate only when a variable crosses a predefined threshold, pro-
viding limited warning for slowly developing conditions; hybrid models extend this by esti-
mating how much time remains before an operating or safety limit is reached [47,74,75,78]
(e.g., estimating remaining time before a reactor approaches a high-temperature limit as
cooling duty decreases, or before column flooding risk becomes significant). This has direct
HAZOP value: a predicted trajectory can be translated into HAZOP language (moving
toward “MORE temperature”, “LESS flow”) and connected to likely causes, consequences,
and safeguards, making early warning a process safety interpretation rather than a bare
statistical alert, provided the estimate’s confidence is communicated alongside the time-to-
limit itself, and thresholds are validated against expert-reviewed abnormal scenarios to
avoid both alarm fatigue and missed escalation.

5.4. Fault Diagnosis and Deviation–Cause Discrimination

A single deviation may have several possible causes (a high-temperature deviation from
cooling failure, excessive reactant concentration, fouling, or agitator malfunction) [47,75,76],
and hybrid models support discrimination by comparing measured behavior against
physics-based expected behavior, with data-driven components classifying the resulting
residual patterns to rank likely causes [75,76]. The HAZOP worksheet’s documented cause
list provides a structured diagnostic frame, so the model evaluates which known causes
are most consistent with current evidence rather than searching an unlimited fault space,
but this must be presented as ranked evidence, not a final conclusion, since multiple faults
can co-occur, sensor faults can mimic process faults, and operation can move outside the
model’s validated region.

5.5. Uncertainty, Model Drift, and Validation

Because an incorrect prediction carries real safety consequences (a false negative miss-
ing a developing hazard; a false positive contributing to alarm fatigue), hybrid models
should communicate confidence and validity alongside safety-relevant predictions [78,82].
This includes measurement uncertainty (sensor noise, drift), parameter uncertainty (impre-
cisely known heat-transfer coefficients, fouling factors), structural uncertainty (model–plant
mismatch), and operational uncertainty (feed, rate, or equipment changes).

Model drift is a safety issue, not only a performance issue, since a stale model may
understate or overstate the margin to a hazardous deviation as equipment ages or operating
strategy changes. This requires residual monitoring, periodic recalibration, and clear model-
management procedures. Validation should also extend beyond historical-data fitting to
abnormal scenarios, transients, and known incident mechanisms, with particular attention
to avoiding dangerous omissions, since missing a credible hazardous trajectory is more
serious than flagging extra cases for review; established ML safety-assurance principles for
lifecycle validation and operational-boundary treatment apply directly here [82].

5.6. Comparative Assessment of Modeling Approaches

Table 9 summarizes the main modeling approaches relevant to predictive safety ana-
lytics and their roles in HAZOP-informed digital twins [47,76,78]. Supplementary Table S2
provides a source-referenced comparison of standard PINNs, physics-informed recur-
rent modeling, and an industrial hybrid soft-sensor application, including demonstrated
application, reported performance, TRL, and key limitations.
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Table 9. Comparison of modeling approaches for predictive safety analytics in HAZOP-informed
digital twins.

Modeling Approach Main Contribution Key Strengths Limitations and Suitable Role

First-principles
models

Represent process
behavior using
conservation laws,
thermodynamics,
kinetics, and equipment
equations.

Physically meaningful;
useful for scenario
analysis and
engineering
interpretation.

Require uncertain parameters
and may be difficult to
calibrate or maintain in real
time. Best used as the physical
backbone for safety prediction
and scenario testing.

Data-driven models

Learn operating patterns
from plant
measurements and
historical data.

Useful for anomaly
detection,
classification,
forecasting, and
multivariable pattern
recognition.

May extrapolate poorly
outside training data and may
lack causal meaning. Best used
for advisory monitoring with
clear validation boundaries
and expert interpretation.

Hybrid physics–data
models

Combine physical
structure with
data-driven adaptation,
residual learning, or
model correction.

Balance physical
consistency with
plant-specific learning
and improved
predictive capability.

Require careful integration,
calibration, uncertainty
management, and model
governance. Best used for
predictive safety monitoring,
deviation forecasting, and
time-to-limit estimation.

Physics-informed
machine learning

Embed physical
equations, constraints, or
residuals into the
learning process.

Can improve physical
plausibility,
generalization, and
consistency with
known process
behavior.

Can be complex to implement
for large industrial systems
and still requires validation.
Best used when governing
equations are known but states
or parameters are uncertain.

Probabilistic and
Bayesian models

Update beliefs about
causes, deviations, or
safeguard failures as
new evidence becomes
available.

Useful for
uncertainty-aware
diagnosis, cause
ranking, and dynamic
risk updating.

Require well-defined
conditional relationships and
careful interpretation. Best
used for cause ranking,
uncertainty communication,
and dynamic risk support.

5.7. Critical Assessment of Hybrid Models for HAZOP Enhancement

Hybrid physics–data models offer an important pathway for HAZOP enhancement,
addressing static hazard review’s limited ability to predict how safety margins change
during operation [74,76,78], but their role should not be overstated: a hybrid model is not
automatically safe because it contains physics nor automatically accurate because it uses
plant data, and it should be validated, monitored, and explicitly connected to HAZOP
deviation–cause–consequence–safeguard logic rather than left as a disconnected predictive
tool. The reviewed literature supports their role as predictive decision support, helping
assess whether a known deviation is developing and how quickly a hazardous limit may
be approached, with final judgment on risk significance and required action remaining
with qualified personnel.

The findings of this section motivate the next pathway: explainable AI. Predictive
models are more useful for safety decisions when their outputs are understandable, trust-
worthy, and auditable. The next section therefore examines explainable AI, operator trust,
and regulatory acceptance in DT–AI-enhanced HAZOP.

6. Explainable AI, Operator Trust, and Regulatory Acceptance
Section 5 examined how hybrid physics–data models can support predictive safety

analytics by forecasting deviations, estimating time-to-limit, ranking possible causes, and
communicating uncertainty. However, prediction alone is not sufficient for process safety.
In high-hazard operations, an AI-generated alert or recommendation should be under-
standable, technically credible, auditable, and acceptable to the people who must act on it.
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This makes explainable AI (XAI), operator trust, and regulatory acceptance important to
DT–AI-enhanced HAZOP.

Explainable AI is especially important because HAZOP is built on transparent expert
reasoning. A conventional HAZOP worksheet records the logic connecting a deviation to its
causes, consequences, safeguards, and recommendations. If AI or digital twin systems are
introduced into this workflow, their outputs should preserve this traceability. A black-box
model that predicts a hazardous state without explaining the supporting evidence may
have limited practical value, even if its statistical performance appears strong. Operators,
process engineers, safety specialists, and regulators need to understand why the system
produced a warning, what assumptions were used, which variables contributed to the
result, and whether the recommendation lies within the validated operating domain of the
model [82–84].

The reviewed literature indicates that explainability should not be treated as an op-
tional visualization feature added after model development. For HAZOP-informed digital
twins, explainability should be built into the safety-support architecture. Explanations
should be expressed in process safety terms: deviation, cause, consequence, safeguard,
uncertainty, and recommended verification. This section reviews the role of XAI in safety-
critical decision support, the relationship between explanation and operator trust, the
regulatory and auditability requirements for DT–AI-enhanced HAZOP, and the limitations
of explainability as a risk-control measure.

6.1. Why Explainability Matters in HAZOP-Informed Digital Twins

In process safety, explanation carries a stronger requirement than in general industrial
AI: a safety-support system that cannot explain its reasoning is difficult to trust, validate,
or defend during audits or incident investigations, since decisions may involve hazardous
materials, high-energy systems, and risks to personnel. A useful explanation should con-
nect the output to HAZOP reasoning, not merely identify influential input variables. For
example, a digital twin’s reactor warning should indicate the relevant deviation (“MORE
temperature”), likely causes (reduced cooling duty, increased reaction rate), possible conse-
quences, and safeguards to verify, which is more useful than a generic feature-importance
plot. This matters because common XAI techniques (feature attribution, surrogate models,
counterfactuals, SHAP [85], LIME [86]) were developed for general machine learning and
do not automatically produce safety-relevant explanations without engineering translation
into HAZOP terms [83,84]. Explainability also supports accountability: the system should
record which model version was used, what data and assumptions applied, and what
human action followed, preserving the same auditable discipline as HAZOP records and
MOC documentation.

6.2. Interpretability Versus Explainability: A Critical Distinction for Safety

A distinction often blurred in the AI literature but consequential for safety-critical
applications is interpretability (a model whose internal structure, such as decision trees,
linear models, or Bayesian networks, can be directly examined by a qualified human)
versus explainability (an internally opaque model, such as a deep neural network or LLM,
accompanied by a post hoc approximation of why an output was produced) [25,85,86].
Interpretable models offer a safety advantage: their reasoning can be reviewed by engineers,
auditors, and regulators without additional tools, closely aligned with process safety’s
documentation culture, whereas post hoc explanations may not fully capture the true
decision boundary, may be unstable across similar inputs, and can be locally plausible
but globally misleading [87]. The practical implication is that interpretability should be
preferred wherever model performance is adequate; where complex models are needed,
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post hoc explanations should be used with explicit acknowledgment of their limitations
and not treated as verified causal accounts.

6.3. Forms of Explainability Relevant to Process Safety

Five forms of explainability are relevant to DT–AI-enhanced HAZOP. Model trans-
parency: Rule-based systems, decision trees, linear models, Bayesian networks, and sim-
plified mechanistic models can be inspected more directly than deep neural networks,
but simple models may not capture complex nonlinear process behavior. Post hoc expla-
nation: Methods such as SHAP [85] and LIME [86] explain a complex model’s outputs
after prediction and are among the most widely applied in process safety fault detection
and anomaly classification [83,84,87], but a feature-importance result showing that tem-
perature, flow, and concentration influenced a prediction does not by itself confirm the
causal mechanism or safeguard adequacy, so engineering interpretation remains necessary.
Physics-grounded interpretation: In hybrid physics–data models, explanations grounded in
mass/energy balances, thermodynamic constraints, or equipment-performance indicators
(e.g., a decreasing heat-removal margin or rising fouling resistance) connect model outputs
to familiar engineering concepts. Supplementary Table S3 compares six methods spanning
these forms (SHAP, LIME, counterfactual explanations, decision trees/rule-based methods,
physics-grounded interpretation, and ontology-based reasoning), with their explanation
output, strengths, limitations, representative process safety application, and TRL.

The two forms most important for this review are HAZOP-structured explanation,
in which the AI system’s internal reasoning (machine learning, probabilistic, or hy-
brid) is translated into the node–parameter–deviation–cause–consequence–safeguard–
recommendation structure process safety teams already use, making the system easier to
review and more compatible with existing safety-management practice; and uncertainty
explanation, in which the system communicates not only its prediction but its confidence and
the source of any uncertainty (sensor quality, missing data, model extrapolation, conflicting
evidence), so that a high-uncertainty warning is presented differently from one supported
by strong evidence.

6.4. Operator Trust, Human Factors, and Regulatory Governance

Trust is important for adoption: distrust causes operators to ignore warnings, while
excessive trust causes uncritical acceptance; both are unsafe. The aim is calibrated trust,
based on technical reliability, explanation quality, consistency with process knowledge,
interface design, and clear governance of the system’s advisory status [88,89]. Human-
in-the-loop design should therefore support recognition, diagnosis, prioritization, and
response while final judgment remains with qualified personnel, especially for shutdown,
bypass, or emergency decisions.

Two human-factor risks require explicit control. Automation complacency occurs when
operators reduce independent verification because the system is usually correct, a risk well
documented in the situation-awareness and calibrated-trust literature [88–90]; mitigation
includes uncertainty communication, explanations grounded in HAZOP terminology,
graceful degradation outside the validated envelope, and moderate rather than high
automation levels [83,84,87]. Skill atrophy occurs when routine AI support weakens the
process knowledge needed for novel or edge-case scenarios; mitigation includes human-led
review of complex scenarios, independent verification exercises, and training that uses AI
as a support tool rather than a substitute for expertise [49,56,88,91]. Safety management
systems should also define who verifies AI outputs, how conflicts with expert judgment
are resolved, and how system performance is monitored over time [56,88,91–93].
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Regulatory acceptance depends on auditability, model governance, and a clear bound-
ary between advisory support and safety-critical control, consistent with established process
safety management standards [8,9,36,37] and regulatory frameworks such as the OSHA
Process Safety Management standard [21]. Evidence maturity should be stated honestly:
a simulation-demonstrated method is not equivalent to an industrially validated tool,
particularly for generative AI, where plausible outputs may conceal missing scenarios [25].
Expectations derived from emerging frameworks such as the EU AI Act, ISO/IEC 42001,
and IEC 61508/UL 4600 (Section 8.14) do not yet address HAZOP tools specifically, but
they provide useful governance expectations for safety-critical AI [62,94].

6.5. Failure Modes of Explainable AI in Safety-Critical Use

Although explainability is important, it is not sufficient [56]. Explanations can fail in
several ways. First, they may be superficial: an alert may display “SHAP value for tem-
perature = 0.8” without linking it to a specific “MORE temperature” deviation, operating
threshold, consequence, or safeguard, creating false confidence without actionable process
context (e.g., a feed-preheater warning above a site-defined 340 ◦C limit should identify
the runaway consequence and cooling safeguard). Second, they may be technically correct
but operationally unhelpful: a feature-importance plot may identify influential variables
without telling the operator which safeguard to check or which procedure to follow (e.g.,
a reactor overpressure explanation should direct verification of cooling-water flow, relief
availability, and feed isolation).

Third, explanations may imply causal meaning where only statistical association
exists. For example, a model trained on normal distillation-column operation may provide
high-confidence SHAP attributions during startup, even though startup was outside the
training domain and the explanation has no validated causal basis. Fourth, explanations
may overload the user or become unstable: repeated LIME explanations for the same
event can alternate between cooling-water flow and reactor pressure as the dominant
contributor, which is problematic during abnormal operation. Fifth, clear explanations can
still encourage overtrust if they omit uncertainty, validity limits, or out-of-domain warnings
(e.g., repeated “within-bounds” messages while ammonia synthesis loop pressure trends
upward across several shifts). For this reason, XAI outputs should be layered, concise for
operators and deeper for engineering review, and linked to model-validity status.

These failure modes show that XAI should be treated as part of a broader risk-control
strategy. It should be combined with model validation, human factors design, governance,
training, and clear accountability. In this sense, XAI is not a substitute for safety assurance;
it is one element of a wider assurance framework for AI-supported process safety [82].

6.6. Practical Requirements for Explainable DT–AI HAZOP Support

For DT–AI-enhanced HAZOP to be credible in industrial practice, explainability
should be designed around seven practical requirements [56,88,91]: HAZOP-aligned lan-
guage, evidence-based reasoning, uncertainty awareness, role-specific detail, auditability,
human-in-the-loop control, and lifecycle-learning feedback. Table 10 summarizes each re-
quirement, its purpose, and its practical implementation implication. Figure 5 illustrates the
corresponding explainability chain, in which real-time plant data are converted into AI pre-
dictions, feature-attribution evidence, HAZOP-language explanations, and operator-action
options, with feedback returned to the knowledge base for lifecycle learning.
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Table 10. Practical explainability requirements for HAZOP-informed digital twins.

Requirement Purpose in DT–AI HAZOP Support Practical Implementation Implication

HAZOP-aligned
explanation

Express AI outputs using process
safety language rather than generic
model terms.

Alerts should identify the relevant node, deviation, likely causes, possible
consequences, safeguards, uncertainty, and recommended verification.

Evidence-based
reasoning

Allow operators and engineers to
understand why an alert or
recommendation was generated.

The interface should show supporting measurements, model residuals, process
trends, historical cases, and relevant HAZOP records.

Uncertainty awareness
Prevent overconfidence in model
outputs and support cautious
decision making.

The system should report confidence level, model validity status, missing data,
sensor-quality concerns, and whether the process is outside the validated
model domain.

Role-specific
explanation

Provide the right level of detail for
different users.

Operators may need concise action-focused explanations, while process
engineers, safety specialists, and auditors may need deeper diagnostic and
historical evidence.

Auditability and
traceability

Support regulatory review, incident
investigation, and internal safety
governance.

The system should preserve records of input data, model version, generated
alert, explanation shown, human decision, and follow-up action.

Human-in-the-loop
control

Maintain expert judgment and
accountability in safety-critical
decisions.

AI outputs should remain advisory unless formally validated and governed;
final judgment should remain with qualified personnel and approved
procedures.

Lifecycle learning
Ensure that operational experience
improves future hazard analysis and
safety management.

Confirmed alerts, rejected alerts, near misses, model drift, and new causal
pathways should feed back into HAZOP revalidation, MOC, alarm
management, procedures, and training.

Figure 5. XAI explainability chain for HAZOP-informed digital twin support. Real-time plant data
are converted into AI predictions, feature-attribution evidence, HAZOP-language explanations, and
operator-action options, with feedback returned to the knowledge base for lifecycle learning.

6.7. Critical Assessment of XAI for HAZOP Enhancement

Explainable AI provides an important pathway for DT–AI-enhanced HAZOP because
it addresses the human and organizational side of digital safety support [88,91], but should
not be oversold: an explanation does not prove a model is correct, that training data were
representative, or that a recommendation generalizes to abnormal conditions; explainability
is an important but not sufficient condition for safety. XAI is best positioned to make
HAZOP-informed advisory outputs understandable, reviewable, and auditable (which
deviation, which plausible causes, which safeguards to verify, how reliable the output is),
with the final decision remaining within expert-led process safety practice.
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The findings of this section complete the four technology pathways examined in
Sections 3–6. AI-assisted HAZOP supports knowledge capture and reuse; digital twin
architectures connect hazard knowledge to operational data; hybrid physics–data models
enable predictive safety analytics; and explainable AI supports trust, auditability, and
regulatory acceptance. The next section therefore evaluates the industrial maturity of
these pathways and the extent to which they have moved from conceptual or prototype
demonstrations toward practical deployment.

7. Industrial Applications and Technology Maturity
Sections 3–6 examined four complementary pathways for DT–AI-enhanced HAZOP:

AI-assisted HAZOP, digital twin-based monitoring, hybrid physics–data models, and ex-
plainable AI. These pathways show clear conceptual potential, but their industrial maturity
is uneven. Some methods have been demonstrated through case studies, simulations,
prototypes, or equipment-specific applications, while fully integrated HAZOP-informed
digital twin systems remain limited.

This section evaluates the maturity of the four pathways from an implementation
perspective. The aim is not simply to list applications, but to distinguish between conceptual
proposals, laboratory or simulation demonstrations, prototype systems, and industrially
validated tools. This distinction is important because process safety adoption requires
more than technical feasibility. A method also needs evidence of reliability under abnormal
conditions, explainability to users, compatibility with existing safety-management systems,
auditability, maintainability, and acceptance by plant personnel and regulators.

7.1. Evidence Maturity Across the Four Technology Pathways

The four pathways differ significantly in their current level of evidence. AI-assisted
HAZOP has a relatively long research history, especially in rule-based, ontology-based,
and computer-aided HAZOP methods. These studies show that parts of HAZOP knowl-
edge can be formalized and reused computationally [32,35]. Ontology-based methods
and knowledge graphs have extended this formalization [18,19]. Machine learning and
NLP approaches have extended this to automated deviation generation and risk classi-
fication [60,61]. More recent work on process safety knowledge graphs and NLP-based
extraction shows potential for knowledge retrieval [19,65]. LLM-assisted HAZOP ap-
proaches have demonstrated capability for documentation support and scenario gener-
ation [68,69]. Additional applications of LLM to HAZOP and asset integrity have been
demonstrated [70,72]. However, most of these applications remain closer to expert-support
prototypes than fully validated industrial HAZOP systems.

Digital twin applications in process safety show increasing maturity, particularly
for monitoring, visualization, operator support, and equipment-level safety applications.
Digital twin concepts have been applied to operator-risk prevention in process plants,
petrochemical safety improvement, hydrogen refueling station safety, and broader safety-
risk analysis [15,16]. Process safety digital twin implementations have demonstrated
monitoring and decision-support capabilities [38,46]. More recent applications include
process safety management in oil and gas operating units [40], cloud-integrated digital twin
architectures for real-time risk monitoring in oil and gas operations [41], dynamic PSM
architectures integrating digital twins with machine learning [42], and safety digital twins
for industrial collaborative robots [44]. These studies demonstrate that digital twins can
support safety monitoring and decision making. Nevertheless, many applications remain
focused on general monitoring, simulation, visualization, or equipment health, rather than
explicit integration with structured HAZOP deviation–cause–consequence–safeguard logic.
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Hybrid physics–data models are technically promising because they support predic-
tion under complex and uncertain process conditions. Process fault detection and diagnosis
provide well-established methodological foundations for predictive safety analytics, as
surveyed in [95,96]. Physics-informed learning methods have demonstrated capability for
process monitoring and fault detection [79–81]. Hybrid physics–data models have been
applied to predictive safety analytics in industrial process settings [53,54,97]. However, the
industrial maturity depends on the specific application. Some model-based monitoring
and fault diagnosis methods are well established in process systems engineering, while
integrated hybrid models for HAZOP-informed early warning remain less mature. Their
use in safety-critical decision support still requires additional validation under abnormal,
transient, degraded, and rare-event conditions.

Explainable AI is important for operator trust and regulatory acceptance, but its
maturity in process safety-specific applications is still developing. General XAI methods
and frameworks are well documented [83,84], and process safety-oriented XAI approaches
have been developed [87,98], and safety assurance for machine learning-based systems has
been discussed in broader engineering contexts [82]. However, translating XAI outputs into
HAZOP-specific explanations remains an unresolved need. Process safety users do not only
need feature importance or model transparency; they need explanations expressed in terms
of deviation, cause, consequence, safeguard, uncertainty, and recommended verification.

7.2. Technology Readiness Interpretation

The technology readiness level (TRL) is a useful, although imperfect, way to discuss
a technology’s maturity [29,56]. In the context of DT–AI-enhanced HAZOP, the lowest
maturity level corresponds to conceptual frameworks or theoretical proposals. Intermediate
maturity corresponds to simulation studies, retrospective case studies, proof-of-concept
tools, or prototype systems tested on limited process examples. Higher maturity would
require sustained industrial deployment, validated performance under real operating
conditions, integration with existing safety-management systems, documented governance,
and evidence of user acceptance.

Most DT–AI approaches for HAZOP enhancement currently appear to sit in the
intermediate range rather than at full industrial maturity. AI-assisted HAZOP tools often
demonstrate knowledge formalization or scenario generation, but not always long-term
integration with industrial HAZOP workflows. Digital twin applications may demonstrate
real-time monitoring or dynamic simulation, but not always explicit linkage to HAZOP
knowledge. Hybrid models may demonstrate prediction or fault diagnosis, but not always
safety-case validation. XAI methods may explain model outputs, but not always in process
safety language suitable for operators and auditors.

For this reason, it is more accurate to describe the field as promising but not yet
fully mature. The evidence supports the feasibility of individual components, but fewer
studies demonstrate the full lifecycle chain: HAZOP knowledge formalization, live plant
data integration, predictive modeling, explainable AI output, safeguard-status verification,
human-in-the-loop decision support, and feedback into HAZOP revalidation.

7.3. Industrial Application Domains

Potential application domains for HAZOP-informed digital twins include reactors,
distillation columns, heat exchangers, compressors, storage tanks, pipelines, utilities, and
hydrogen or petrochemical safety systems [28,74]. These systems are relevant because they
involve dynamic behavior, measurable process variables, known degradation mechanisms,
and well-established HAZOP deviation patterns.
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Reactors are particularly relevant because deviations in temperature, pressure, feed
composition, cooling duty, or agitation can escalate rapidly. A HAZOP-informed digital
twin could monitor thermal margins, reaction-rate indicators, cooling performance, and
safeguard availability. Hybrid models may support early warning of thermal risk, while
XAI can explain whether the developing scenario is linked to cooling loss, feed disturbance,
or kinetic acceleration.

Distillation systems provide another important application area. Deviations such as
high pressure, flooding, loss of separation, reboiler duty loss, condenser failure, or reflux
malfunction are commonly considered in HAZOP studies. A digital twin can monitor
pressure drop, tray or packing performance, temperatures, compositions, and control-
loop behavior. Connecting these indicators to HAZOP knowledge could support earlier
recognition of flooding, weeping, off-specification product, or pressure-related hazards.

Heat exchangers and utility systems are also suitable because degradation often
develops gradually. Fouling, loss of cooling water, steam-side problems, or reduced heat-
transfer performance may erode safety margins before alarms are triggered. A hybrid
model can estimate heat-transfer degradation, while the HAZOP knowledge layer can
relate loss of duty to downstream temperature, pressure, or reaction hazards.

Hydrogen systems and petrochemical units are increasingly relevant because they
combine high-consequence hazards with growing interest in digital monitoring and safety
analytics. Recent digital twin studies in hydrogen refueling and petrochemical safety
show the potential for combining simulation, sensor data, and decision support [15,16].
However, these applications still need closer connection to formal process hazard analysis
and lifecycle safety governance before they can be considered mature HAZOP-informed
systems. Supplementary Table S7 extends this discussion with sector-specific implementa-
tion guidance for oil and gas offshore, petrochemical/refining, hydrogen energy, carbon
capture, pharmaceuticals, and power generation, including the recommended pathway,
priority actions, key barriers, and a five-year TRL target for each sector.

7.4. Implementation Barriers

Several barriers limit industrial deployment [28,29,56]. The first is data quality and
availability. HAZOP-informed digital twins depend on reliable sensor data, consistent
tag mapping, historian access, alarm records, maintenance information, and clear links
between process variables and HAZOP nodes. Many plants have fragmented data systems,
inconsistent naming conventions, missing contextual information, or limited access to
safety-critical data.

The second barrier is knowledge formalization. HAZOP worksheets are often written
for human readers, not machines. They may contain inconsistent terminology, incomplete
causal descriptions, site-specific abbreviations, or vague recommendations. Transforming
these records into a structured knowledge base requires expert review and careful stan-
dardization. Automated extraction can help, but it cannot fully replace domain validation.

The third barrier is model validation. Predictive models used for safety support
should be validated under conditions that matter for process safety, including abnormal
operation, start-up and shutdown, equipment degradation, sensor faults, and rare but
credible hazardous scenarios. This is difficult because industrial data for severe abnormal
events are limited, and deliberate testing of hazardous scenarios is often impossible.

The fourth barrier is organizational integration. A DT–AI system should fit into
existing workflows for HAZOP, management of change, alarm management, maintenance,
operating procedures, training, and incident learning. If the system is isolated from these
workflows, it may become a digital dashboard rather than a safety-management tool.
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The fifth barrier is human acceptance. Operators and engineers need to understand
the system, trust it appropriately, and know how to act on its outputs. Poorly explained
warnings, excessive alerts, or recommendations that conflict with operating experience can
reduce trust. Conversely, overly confident explanations may encourage automation bias.

The sixth barrier is governance and cybersecurity. A digital twin connected to live
plant data and safety-support logic should be protected against unauthorized access, data
manipulation, model tampering, and uncontrolled updates. Model governance, audit
trails, access control, and management-of-change procedures are therefore important for
reliable deployment.

7.5. Maturity Comparison of the Four Pathways

Table 3 summarizes the relative maturity of the four pathways qualitatively. A detailed
technology readiness level (TRL) assessment using the standard nine-point NASA/ESA
scale [99] is provided in Supplementary Table S11 to preserve the evidence trail without
overloading the main text. Both assessments are approximate: TRL assignments for
software-intensive and knowledge-based systems carry inherent uncertainty and reflect
the reviewed evidence rather than a formal certification exercise.

To make the qualitative maturity labels used in Table 3 and elsewhere in this review
more transparent and less impressionistic, the following criteria are applied consistently: a
pathway is labeled strong where the reviewed evidence includes quantitative validation in
a relevant industrial or pilot environment; moderate where evidence is limited to academic
case studies, laboratory-scale demonstration, or validation on a narrow process sub-domain;
and conceptual/developing where a capability has been proposed or demonstrated only in
simulation or benchmark settings with no published industrial or pilot validation. These
same criteria are applied to the checkmark notation in Table 2 (✓= covered; △ = partially
covered; × = not covered) and were used to check the consistency of every classification in
this review; entries that had previously implied full validation without a corresponding
industrial-scale citation were revised downward accordingly.

Table 11 extends this maturity comparison with a practitioner-facing view: for each
technology pathway (not specific commercial products), it summarizes the typical platform
landscape, primary industry domain, implementation complexity, and enterprise scale
at which the pathway is currently most plausible. This is an illustrative pathway-level
comparison, not a systematic market or vendor review; named vendor and platform
examples are illustrative rather than independently sourced or dated claims about specific
products’ capabilities, and readers seeking a rigorous competitive product analysis should
consult primary vendor documentation directly.

7.6. Study-Level Evidence Maturity Assessment

The pathway-level assessment in Table 3 necessarily aggregates across many indi-
vidual studies. To make the underlying evidence base transparent without extending the
main text, Supplementary Table S1 presents a conservative study-level assessment of ten
representative empirical or applied studies that can be matched directly to the bibliog-
raphy. For each study it reports the pathway and application, data source, validation
type, industrial scale, reported validation duration, approximate TRL, and a study-specific
limitation. Review and framework papers are excluded from this table because they do
not constitute study-level validation evidence. Where sustained validation duration is
not reported, the table records “NR” rather than inferring duration from an industrial
setting. The resulting evidence picture is cautious: several studies use genuine industrial
documents or field settings, but none demonstrates long-term, multi-site validation of an
integrated DT–AI–HAZOP system. This gap between prototype or bounded case study
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evidence and sustained industrial validation is central to the conclusions of this review (see
also Section 8).

Table 11. Illustrative comparative overview of DT–AI–HAZOP technology pathways by implemen-
tation context and organizational scale. This is not a systematic market or vendor review. The
terms small, medium, and large are qualitative implementation contexts reflecting differences in
process complexity, data infrastructure, specialist resources, and organizational capacity; they are not
standardized industry classifications. Named vendor or platform examples are illustrative only and
are not independently verified product-capability claims.

Pathway Illustrative Platform
Landscape TRL Range Implementation

Complexity Most Plausible Enterprise Scale

AI-assisted HAZOP
(ontology, KG, NLP,
LLM)

Ontology/knowledge graph
tooling built on general
graph-database platforms;
LLM-assisted drafting via
general-purpose LLM APIs
with domain prompting.

2–7
(component-
dependent)

Low–medium

Medium: Accessible with moderate
investment once a HAZOP knowledge base
exists; large facilities benefit most from
cross-facility knowledge reuse.

Digital twin monitoring
(five-layer architecture)

Commercial DT platforms
integrated with plant
DCS/historian systems.

2–6 High
Large: Most viable where mature
DCS/historian infrastructure and dedicated
OT/IT integration resources already exist.

Hybrid physics–data
models (PINN,
Bayesian, serial/parallel
hybrids)

Research-stage frameworks
and in-house
implementations; limited
commercial productization.

3–6 High
Large / research-active: Requires specialized
modeling expertise currently concentrated
in large or research-partnered organizations.

Explainable AI (SHAP,
LIME, inherently
interpretable models)

Open-source XAI libraries
layered on existing ML
models.

1–7 (method-
dependent) Low

Multiple scales: Potentially deployable as an
overlay on existing models, making it a
comparatively low-barrier entry point when
a validated predictive model and suitable
data pipeline already exist.

Note: TRL ranges reflect the spread across sub-components summarized in Supplementary Table S11; individual deployments
will sit at a specific point within each range depending on scope. Vendor/platform examples are illustrative, not exhaustive,
and do not constitute an endorsement.

7.7. Reported Quantitative Performance Metrics Across the Four Pathways

A persistent difficulty in evaluating DT–AI technologies for HAZOP enhancement is
the scarcity of standardized, comparable performance metrics across the four pathways.
Reported results include high accuracy in bounded AI-assisted HAZOP classification
tasks [100], promising LLM worksheet-similarity scores but low valid-scenario ratios in
open-ended generation [101], benchmark evidence for fault detection and hybrid model-
ing [95–97], selected PINN-based improvement metrics [102], and early XAI fault-diagnosis
studies [83]. However, these metrics are not directly comparable across tasks, process
types, datasets, or validation conditions. The detailed metric summary is therefore moved
to Supplementary Table S10; the main finding is that live-plant false positive rates, false
negative rates, detection latency, explanation fidelity, and operator-trust metrics remain
insufficiently standardized for industrial HAZOP adoption [29,56,74,88].

7.8. Technology Readiness Level Assessment

Technology readiness levels (TRL 1–9) provide a standardized framework for assessing
maturity from basic research to full operational deployment [99]. A detailed sub-component
TRL assessment is provided in Supplementary Table S11. The main pattern is consistent:
component-level technologies such as rule-based HAZOP support, individual ML models,
XAI methods, and digital twin architectures are generally more mature than fully integrated
HAZOP-specific systems. Rule-based HAZOP expert systems and general DT monitoring
occupy the higher end of the reviewed maturity range, while LLM-based HAZOP genera-
tion, safeguard-status integration, and HAZOP-specific XAI remain earlier-stage. This gap
between component maturity and integrated-system maturity defines the current research
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landscape and motivates multidisciplinary work connecting process safety engineering,
AI/ML, operational technology, and governance [29,56].

7.9. Critical Assessment of Industrial Readiness

The evidence reviewed in this section suggests that DT–AI-enhanced HAZOP is not
a single ready-made technology but an emerging integration of several partially mature
capabilities [28,29,56], each individually useful but most valuable when integrated in a
disciplined safety-management framework. The main maturity gap is therefore systemic,
not only technical: the field has many demonstrations of individual components but fewer
examples of complete lifecycle systems connecting HAZOP worksheets, live data, predic-
tive models, explanations, safeguard verification, and feedback into revalidation. This
gap matters because process safety depends on the whole sociotechnical system’s perfor-
mance, not an algorithm’s accuracy alone. A phased implementation approach, detailed in
Section 8.7, is a realistic path to near-term adoption. While the four pathways show clear po-
tential, their safe adoption requires careful attention to failure modes, validation evidence,
organizational integration, cybersecurity, and regulatory confidence, discussed next.

8. Critical Discussion, Research Gaps, and Future Research Agenda
The preceding sections examined four complementary pathways for enhancing HA-

ZOP through digital twin and artificial intelligence technologies: AI-assisted HAZOP,
digital twin-based monitoring, hybrid physics–data models, and explainable AI. Taken
together, these pathways suggest that future HAZOP enhancement is unlikely to depend
on one technology alone. A major opportunity lies in integration: structured HAZOP
knowledge provides the safety logic, digital twins provide the operational context, hybrid
models provide predictive capability, and explainable AI provides the transparency needed
for human trust and regulatory confidence.

However, the review also shows that DT–AI-enhanced HAZOP should not be in-
terpreted as a replacement for conventional HAZOP. The core value of HAZOP remains
expert-led, multidisciplinary, auditable reasoning about deviations from design intent.
Digital technologies can strengthen this reasoning by improving knowledge retrieval, mon-
itoring known deviations, forecasting hazardous trajectories, ranking plausible causes, and
supporting decision making. They cannot remove the need for engineering judgment,
plant-specific knowledge, safeguard evaluation, or organizational accountability.

This section synthesizes the main findings, cross-cutting failure modes, implementa-
tion requirements, and future research agenda.

8.1. Comparative Analysis: DT–AI-Enhanced vs. Conventional HAZOP

A direct comparison between DT–AI-enhanced and conventional HAZOP is useful
for evaluating whether the proposed framework delivers practical value. Table 12 pro-
vides a structured head-to-head comparison across key performance and implementation
dimensions. It is important to note that this comparison is qualitative and indicative:
quantitative performance data from long-term industrial deployments remain limited, as
most implementations are at the prototype or pilot scale (TRL 3–6). The comparison is
therefore based on the evidence available in the reviewed literature.
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Table 12. Comparative analysis of conventional HAZOP versus DT–AI-enhanced HAZOP across key
performance and implementation dimensions. Ratings: ++ = strong advantage; + = advantage; ∼ =
comparable or context-dependent; - = disadvantage; – = significant disadvantage.

Dimension Conventional
HAZOP

DT–AI-Enhanced
HAZOP Notes

Hazard identification coverage + +
AI-assisted HAZOP can help retrieve historical scenarios and
reduce omissions from inconsistent terminology; human expertise
remains necessary for novel deviations [65,67,71].

Dynamic / real-time
monitoring – ++

Conventional HAZOP is periodic; DT-based monitoring can
compare live plant state against HAZOP-identified deviation
boundaries during operation [16,39,45].

Knowledge reuse and
consistency ∼ +

Ontologies and knowledge graphs enable systematic reuse of
previous HAZOP knowledge; conventional practice relies on
individual expert memory and unstructured documents [17–19].

Predictive capability - +

Hybrid physics–data models can support deviation forecasting
and time-to-limit estimation before threshold exceedance;
conventional HAZOP identifies credible scenarios prospectively
but does not continuously predict their development during
operation [51,79,80].

Transparency and auditability ++ ∼
Conventional HAZOP worksheets are inherently auditable;
DT–AI systems need XAI and governance frameworks to
approach equivalent auditability [25,85,86].

Regulatory acceptance ++ -
Conventional HAZOP is well-established in IEC 61882, OSHA
PSM, and Seveso III; DT–AI augmentation lacks sector-specific
regulatory guidance and requires proactive engagement [21–23].

Implementation cost and
complexity - –

Both approaches require resources. Conventional HAZOP
requires multidisciplinary team time, preparation, documentation,
and follow-up, while DT–AI systems additionally require data
infrastructure, sensors, model development, validation,
cybersecurity, and governance [38,46].

Time to conduct HAZOP study - ∼
AI-assisted preparation, scenario retrieval, and worksheet
generation can reduce study preparation time; however, expert
review and validation time remains necessary [53,54,65].

Adaptability to plant changes - +
DT–AI systems can be updated as process conditions change;
conventional HAZOP requires formal revalidation studies that are
costly and time-consuming.

Human skill requirements ∼ -

Conventional HAZOP requires strong process, operations, and
facilitation expertise. DT–AI systems add new competency
requirements in data science, AI governance, model validation,
cybersecurity, and digital safety assurance [24,47].

Risk of automation
complacency ∼ -

Conventional HAZOP has human-factor risks such as groupthink,
incomplete participation, and documentation bias. DT–AI systems
add automation complacency and overtrust risks, which call for
governance, training, uncertainty communication, and clear
advisory framing [24,47].

Note: Ratings are qualitative author assessments of relative capability and implementation burden based on the reviewed
evidence. They do not represent measured effect sizes or results from direct controlled comparisons. DT–AI-enhanced
HAZOP is interpreted as an augmentation of, rather than a replacement for, conventional expert-led HAZOP.

8.2. Industrial Case Study Synthesis

Although integrated DT–AI HAZOP systems at the industrial scale remain rare, the
reviewed literature contains evidence of partial implementations that illustrate the practical
potential and boundary conditions of individual pathway components. Four representative
case studies are synthesized below, each structured consistently as problem, implemented
solution, results and metrics, and limitations identified, so that positive outcomes are
reported alongside the practical constraints encountered.

Case Study 1: Hydrogen Refueling Station Digital Twin Prototype (An et al. [46]).
Problem: Early leak and abnormal-condition detection for hydrogen refueling, where high-
consequence releases can occur rapidly. Solution: A digital twin prototype combining
previously collected station data, a CNN-based risk-prediction model, and 3D visualization;
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real-time IoT collection and automated control were outside the reported study. Results:
The CNN achieved an F1 score of 0.993 and 68 ms prediction time on the study dataset,
supporting one-second decision updates in the prototype. Limitations: The abnormal-
condition samples were artificially generated, no live IoT trial was performed, cross-station
generalizability was not validated, and OT cybersecurity was not evaluated.

Case Study 2: AIMNET Gas Emission Monitoring Digital Twin (Zhou et al. [103]).
Problem: Methane monitoring across a distributed industrial site with sparse fixed sensors.
Solution: An IoT-empowered digital twin combining a low-power sensor network with a
physics-based weather–gas transport model around a wastewater treatment plant. Results:
The preliminary field demonstration captured methane-event dynamics and expanded
spatial interpretation through tiered simulation; a standardized incident-reduction or
response-time metric was not reported. Limitations: Preprint evidence, dependence on
meteorological input quality, sensor-network maintenance burden, and no published
integration with formal HAZOP records.

Case Study 3: HAZOP-Integrated Dynamic Simulation for an Exothermic Reac-
tion (Berdouzi et al. [104]). Problem: Static HAZOP review cannot capture dynamic
consequence escalation in an exothermic semi-batch reaction, where severity depends on
timing and duration. Solution: Aspen Plus Dynamics simulation integrated with HAZOP
guide-word review and risk matrices. Results: The method provided time-dependent
consequence assessment for runaway-reaction scenarios; no operational accident-reduction
or response-time metric was reported. Limitations: Design-stage focus, no real-time opera-
tional monitoring, and need for dynamic-simulation expertise not universally available
within HAZOP teams.

Case Study 4: Industrial Safety Knowledge Graph for an Indirect Coal Liquefaction
Process (Wang et al. [105]). Problem: Dispersed HAZOP and process safety knowledge
across many process units. Solution: An industrial safety knowledge graph built with
HAZOP as the organizing carrier, using deep learning-based entity recognition. Results:
The case demonstrated structured knowledge retrieval and improved entity recognition
on the studied corpus; no operational safety-outcome metric was reported. Limitations:
Process specificity, substantial expert effort for extension, and residual safety-knowledge
gaps from missed or misclassified entities.

These case studies collectively illustrate that the pathway from component demon-
stration to integrated HAZOP-informed digital twin systems requires not only technical
integration, but also systematic validation, governance, and organizational embedding. A
key lesson across the cases is that digital tools add value when they are explicitly aligned
with HAZOP structure, expert judgment, and the specific decision needs of process safety
teams. Even the strongest reported model result (the F1 score of 0.993 in Case Study 1)
comes from a single-dataset prototype using artificially generated abnormal samples and
has not been independently replicated across sites.

8.3. Why Industrial Pilots Stall: A Barrier Analysis

The case studies above, and the broader evidence base summarized in Supplementary
Table S1, share a common pattern: technically successful pilots that have not progressed
to sustained, multi-site industrial deployment. Drawing on evidence across the reviewed
literature, five cross-cutting barrier categories explain why this progression stalls.

1. Data infrastructure gaps. Most facilities lack the sensor density, historian configura-
tion, and data quality that DT–AI systems assume. The case studies above illustrate
this directly: AIMNET’s performance depends on meteorological input quality and
a maintained distributed sensor network (Case Study 2), and none of the four cases
report integration with existing DCS/historian infrastructure as a solved problem.
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2. IT/OT integration complexity. Connecting DT platforms to DCS, SIS, and SCADA
environments involves substantial systems-integration cost and cybersecurity risk;
none of the four case studies above address OT-connected cybersecurity in detail in
the published work, indicating that this aspect remains early-stage.

3. Organizational inertia and ROI uncertainty. Process safety investment competes
with production-optimization investment, and the commercial case for AI-enhanced
HAZOP is difficult to quantify under current regulatory frameworks, which do not
yet formally credit DT–AI monitoring in safety-case arguments.

4. Validation and liability uncertainty. Without regulatory guidance on AI-advisory
systems (Section 8.14), organizations are reluctant to accept liability for AI-influenced
safety decisions, which discourages the sustained, multi-site validation needed to
move a pilot toward routine operational use.

5. Skills and capability gaps. Combining process safety domain expertise with AI/data-
science capability is rare and expensive; Case Study 3 illustrates this directly, since
HAZOP-integrated dynamic simulation requires simulation expertise not universally
available within HAZOP teams.

These barriers are not primarily technical; they help explain why the field’s technology-
readiness levels remain concentrated at TRL 3–6 despite two decades of methodologi-
cal progress (Supplementary Table S11), and they motivate the phased implementation
roadmap in Section 8.

8.4. Synthesis of the Four Pathways

The four pathways address different limitations of conventional HAZOP. AI-assisted
HAZOP improves knowledge formalization, retrieval, and consistency, but remains most
defensible as expert support rather than autonomous hazard analysis [65,67,71]. Digi-
tal twin architectures connect HAZOP knowledge to changing plant conditions, help-
ing identify developing deviations, shrinking margins, and safeguard assumptions that
need checking [39,45,74]. Hybrid physics–data models add predictive safety analytics,
including trajectory forecasting, time-to-limit estimation, and cause discrimination, while
introducing validation, uncertainty, drift, and rare-event generalization issues [53–55].
XAI addresses the human and regulatory side by translating model outputs into HAZOP
language: deviation, cause, consequence, safeguard, and recommendation [85–87]. The
pathways are complementary; the main task is to integrate them into a coherent safety-
management framework.

8.5. Cross-Cutting Failure Modes

DT–AI-enhanced HAZOP introduces new opportunities, but also new failure
modes [48,56,88]: limited knowledge-base coverage, model drift, data-quality degradation,
misleading explanation, automation bias, and organizational detachment. If the HAZOP
knowledge base omits a credible scenario, the digital twin may not monitor it and the
AI system may not retrieve it [48,56]. Stale models can create false confidence, poor data
governance can weaken safety-support quality, and feature-attribution explanations can
appear clear without explaining causal pathways or safeguard implications. Operators may
over-rely on confident outputs, especially outside the validated domain, and technically im-
pressive tools can become isolated dashboards if disconnected from HAZOP revalidation,
MOC, alarm management, maintenance, procedures, and training. Supplementary Table S4
pairs each of these failure modes with its possible safety consequence, a corresponding
detection method, and a mitigation strategy.
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8.6. Implementation Principles for Safe Adoption

The review supports seven practical principles for safe adoption [29,48,56]: aug-
mentation rather than replacement; alignment with HAZOP structure; validation before
reliance; uncertainty communication; human-in-the-loop governance; lifecycle integra-
tion; and cybersecurity/configuration control. In practice, DT–AI systems should support
expert-led HAZOP, express outputs in HAZOP language, validate models and knowl-
edge bases against expert-reviewed abnormal scenarios, communicate confidence and
operating-domain limits, preserve professional accountability, feed results back into MOC
and revalidation, and protect live-data/model infrastructure against unauthorized changes.

8.7. Phased Implementation Roadmap

The transition from conventional HAZOP to DT–AI-enhanced lifecycle hazard in-
telligence is a multi-year organizational transformation, not a single technology deploy-
ment. Table 13 presents a four-phase roadmap addressing data quality, sensor reliability,
DCS/historian integration, alarm management, management of change (MOC), functional
safety interfaces, cybersecurity, operator training, validation responsibility, and regula-
tory acceptance. The roadmap is a general framework; specific timelines and priorities
will vary by facility type, sector, regulatory context, and organizational capability, and
it should be read alongside the barrier analysis in Section 8.3, which explains why pro-
gression between phases is often slower than technology readiness alone would suggest.
Supplementary Table S5 reproduces this roadmap with an added column mapping each
phase explicitly to the key implementation dimensions it addresses (data quality, sensor
reliability, alarm management, functional safety interfaces, cybersecurity, MOC, skills, and
regulatory acceptance).

Table 13. Phased DT–AI–HAZOP implementation roadmap.

Phase Duration Key Activities Success Criteria

Phase 1: Readiness
assessment Months 1–6

HAZOP document audit; data-infrastructure gap
analysis; DCS/historian coverage mapping;
cybersecurity baseline (IEC 62443); regulatory
pre-engagement.

Documented gap analysis; go/no-go investment
decision.

Phase 2: Supervised
pilot Months 6–24

Single-unit DT/AI deployment;
alarm-management baseline (EEMUA 191);
advisory-mode only, with all outputs reviewed by
qualified engineers; MOC integration for model
updates; operator training program.

Detection rate meets pre-agreed threshold;
false-alarm performance meets site-defined targets
aligned with the alarm-management principles and
performance metrics of EEMUA 191; operator
acceptance survey.

Phase 3: Controlled
scale-up Years 2–4

Multi-unit rollout; SIS/IEC 61511 boundary
definition; functional safety interface
documentation; cybersecurity program aligned
with applicable IEC 62443 requirements, with a
target security level—such as SL 2 where
justified—established through site-specific risk
assessment; competency-maintenance
requirements.

Predefined safety-performance and validation
criteria are met, with no unresolved safety-critical
findings during supervised evaluation;
incident-free scale-up; regulatory notification
where required.

Phase 4: Enterprise
governance Year 4+

Validation monitoring; periodic independent audit;
AI accountability framework; regulator
engagement on AI HAZOP guidance; technology
refresh cycle.

Annual independent audit; documented regulatory
engagement and evidence of compliance or
acceptance where required by the applicable
jurisdiction; sustained operator trust metrics.

Note: Responsible parties—phases 1–2: process safety engineer (lead), IT/OT integration, instrumentation; Phases 3–4:
process safety manager (lead), legal/compliance, regulator liaison; validation responsibility remains with qualified professionals
throughout. Durations and success criteria are indicative planning ranges, not prescriptive requirements, and should be set
through site-specific risk assessment and applicable standards.
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8.8. Risk and Barrier Assessment for DT–AI–HAZOP Adoption

Beyond the technology-focused barriers in Section 8.3, Supplementary Table S6
presents thirteen risks across technical, organizational, economic, security, and scalability
categories, each paired with a mitigation measure. The priority risks shaping the recommen-
dations are model drift, rare-event data scarcity, deskilling of engineering judgment, high
upfront infrastructure cost, OT network exposure, and limited transferability from large
continuous processes to batch operations or smaller facilities. DT–AI approaches are most
likely to work effectively in large continuous processes with mature data infrastructure
and process safety engineering depth; site-specific risk assessments remain necessary for
actual deployment.

8.9. Research Gaps

Several research gaps remain [29,48,56]. The first is the lack of validated end-to-end
HAZOP-informed digital twin frameworks. Many studies address individual components,
such as ontology-based HAZOP, digital twin monitoring, fault diagnosis, or XAI [29]. Fewer
studies demonstrate the complete pathway from HAZOP knowledge formalization to live
data integration, predictive modeling, explanation, safeguard verification, and feedback
into revalidation.

The second gap is limited industrial validation. Simulation studies and proof-of-
concept demonstrations are valuable, but process safety adoption requires evidence under
real operating conditions. Future work should evaluate DT–AI systems across different
process units, operating modes, abnormal scenarios, and organizational contexts.

The third gap is the treatment of safeguards. Many digital safety studies focus on de-
tecting abnormal conditions, but fewer explicitly evaluate whether safeguards are available,
independent, effective, bypassed, degraded, or already demanded. Since safeguards are
central to HAZOP and protection-layer thinking, this gap is important.

The fourth gap is explainability in HAZOP language. General XAI methods are not
enough. Future research should develop explanation methods that directly map model
outputs to deviation, cause, consequence, safeguard, and recommended verification.

The fifth gap is uncertainty and model-boundary communication. DT–AI systems
should inform users when the model is extrapolating, when data quality is poor, or when
predictions are uncertain. This remains underdeveloped in many safety-support prototypes.

The sixth gap is governance for LLM use in HAZOP. LLMs may support drafting,
retrieval, and summarization, but their use in safety-critical workflows requires strict
controls for hallucination, source traceability, review, versioning, and accountability.

The seventh gap is human-factor validation. Future work should evaluate how opera-
tors and engineers actually interact with DT–AI explanations during abnormal situations.
Usability, workload, trust calibration, alarm fatigue, and automation bias should be studied
alongside model accuracy.

8.10. Future Research Agenda

A staged research agenda is needed to move the field from fragmented demonstra-
tions toward reliable industrial deployment [28,29]. This agenda should address human
factors, ethics, and governance requirements [56,88]. Figure 6 summarizes this agenda by
organizing future work into short-term, medium-term, and long-term horizons, supported
by cross-cutting requirements for validation, human factors, governance, and cybersecurity.
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Figure 6. Future research agenda for DT–AI-enhanced HAZOP. The agenda progresses from short-
term knowledge formalization, through medium-term HAZOP-informed monitoring and predictive
analytics, toward long-term lifecycle safety intelligence. Validation, human factors, governance, and
cybersecurity are shown as cross-cutting requirements for all horizons.

In the short term, research should focus on knowledge formalization and expert-
support functions. This includes standardizing HAZOP terminology, building reusable
ontologies, developing knowledge graphs from HAZOP and incident data, and evaluating
AI-assisted worksheet review under expert supervision.

In the medium term, research should focus on HAZOP-informed monitoring and
predictive analytics. This includes mapping HAZOP deviations to measurable indicators,
developing hybrid models for selected high-risk units, validating time-to-limit prediction,
and integrating model outputs with safeguard-status information. Demonstrations should
move beyond idealized case studies toward realistic plant data, degraded conditions, and
abnormal operating scenarios.

In the longer term, research should focus on lifecycle safety intelligence. This means
developing systems that connect HAZOP knowledge, digital twin monitoring, predictive
models, explainable decision support, incident learning, management of change, and
revalidation over the plant lifecycle. The goal should not be autonomous HAZOP, but a
disciplined human-centered safety-support ecosystem that keeps hazard knowledge alive
throughout the plant lifecycle.

Future research should also develop evaluation metrics that go beyond prediction
accuracy. Important metrics include omission rate for credible hazards, false advisory
rate, warning lead time, explanation usefulness, operator response quality, safeguard-
verification effectiveness, model drift detection, and contribution to HAZOP revalidation.
These metrics would better reflect the real needs of process safety.

8.11. Critical Position of This Review

The overall position of this review is deliberately balanced. DT–AI technologies offer
meaningful opportunities to enhance HAZOP, but their value depends on disciplined
integration with process safety practice. The main contribution is not full automation; it is
the ability to make HAZOP knowledge more structured, dynamic, predictive, explainable,
and reusable [71,96,106].

This position differs from overly optimistic views that present AI as a replacement
for expert hazard analysis. It also differs from overly conservative views that treat digital
methods as irrelevant to process safety. The more realistic position is that AI and digital
twins can become valuable safety-support layers when they are transparent, validated,
governed, and aligned with expert-led HAZOP practice [88,106,107].
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The future of HAZOP enhancement therefore depends less on whether AI can “per-
form HAZOP” and more on whether AI and digital twins can help process safety teams
maintain a living understanding of hazards as plants change over time. This lifecycle per-
spective is the central contribution of the DT–AI-enhanced HAZOP framework proposed
in this review [71,97].

8.12. Limitations of This Review

This review has several limitations that should be considered when interpreting its
findings. Scope and methodology: This is a thematic critical literature review, not a systematic
review; source selection reflects the author’s judgment rather than a pre-registered protocol,
and readers seeking pathway-specific systematic coverage should consult dedicated system-
atic reviews. Uneven evidence base: AI-assisted HAZOP has a substantially longer research
history than hybrid physics–data modeling or XAI for HAZOP decisions specifically, so
cross-pathway maturity comparisons (Table 3) should be interpreted with this asymmetry
in mind. Simulation and prototype bias: Much of the digital twin monitoring and hybrid
modeling evidence is simulation-based or prototype-scale (Supplementary Table S1); real
industrial performance may differ substantially, and long-term deployment evidence is
almost entirely absent, as discussed throughout Section 8. Rapid technological change: AI
and digital twin capabilities evolve quickly; LLM capability and XAI maturity assessments
in particular may date faster than other parts of this review. Sector and regional variability:
Evidence is concentrated in oil-and-gas and petrochemical applications; findings may not
generalize to all sectors or regulatory environments. Single-author perspective: Single-author
synthesis introduces selection, emphasis, and interpretive biases not mitigated by inde-
pendent screening; consistent critical standards and explicit uncertainty acknowledgment
throughout this review are the primary countermeasures applied.

8.13. Ethical, Workforce, and Regulatory-Engagement Considerations

The deployment of AI and digital twin technologies in process safety raises ethical and
societal questions beyond technical performance, especially accountability, transparency,
workforce impact, and social license [56,84,108]. For HAZOP applications, the most conser-
vative position is human-in-the-loop accountability with strong auditability: AI may gener-
ate or retrieve candidate scenarios, but competent professionals should verify outputs and
retain responsibility for final safety decisions [56,88,92,93,108]. Meaningful transparency
also requires documented data provenance, a validated operating envelope, traceable
outputs, and performance reporting that engineers can interpret in safety terms, not merely
mathematical terms [83,84,108,109]. Responsible deployment should include upskilling,
participatory design with operators and process safety engineers, and early regulatory
engagement, because dedicated AI-assisted-HAZOP guidance remains limited [56,88,92].

The ethical position adopted throughout this review is that DT–AI technologies should
strengthen, not dilute, process safety responsibility: AI may assist with retrieval, generation,
monitoring, prediction, and explanation, but final safety judgment should remain with
competent human professionals within established safety-management systems, evaluated
not only on technical performance but on whether it preserves professional accountability,
safety culture, and public confidence in high-hazard operations.

8.14. Verification, Validation, and Functional Safety Standards

The deployment of AI and digital twin components in HAZOP-related safety functions
raises V&V questions not fully addressed by traditional process safety standards. IEC
61508, the foundational functional-safety standard defining Safety Integrity Levels (SIL
1–4) [110], presents four specific issues for AI/ML components [24,111]: its V&V assumes
deterministic, fully specifiable software behavior, whereas ML models are probabilistic
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and cannot be fully characterized by finite test cases; its hardware-reliability framework
does not accommodate ML-specific failure classes (distributional shift, adversarial inputs,
hallucination); it does not address training-data quality, coverage, or bias as safety arti-
facts; and its V-model lifecycle assumes stable requirements, whereas ML systems require
monitoring, retraining, and revalidation [24,92,109,111]. Ongoing IEC 61508 revisions are
beginning to address AI/ML but remain incomplete; practitioners are advised to apply
the standard as a baseline supplemented with AI-specific V&V [24,92,109,111]. UL 4600,
developed for autonomous products, offers a useful safety-case analogy: a structured
argument, with supporting evidence, that the system is acceptably safe for its intended
use, requiring explicit ML failure-mode analysis, a defined operational design domain
(process types, operating modes, data-quality conditions, decision-support boundaries),
and ongoing monitoring for degradation or operation outside the validated domain [112],
informed by the broader AI/ML safety-assurance literature [92,109,111,113].

Drawing on both standards and the emerging AI safety literature, a layered V&V
framework is proposed with four complementary layers [24,92,109,111–113]: (1) formal
and analytical verification of deterministic components (rule engines, ontology reasoners),
with bounded input–output verification for ML components; (2) statistical testing and
benchmarking on held-out datasets representative of rare and abnormal scenarios, with
per-condition performance metrics and adversarial testing [24,100,109]; (3) process-specific
validation of AI-generated HAZOP outputs against expert-led studies on the same systems,
assessing both false negatives and false alarms [29,56,92]; and (4) operational monitoring and
lifecycle management, with drift/degradation monitoring, defined retraining and revalidation
triggers, and auditability of model versions, training data, and deployment decisions [78,
84,92,111,113]. Figure 7 summarizes this layered V&V framework, showing how formal
verification, statistical testing, process-specific validation, and operational monitoring
combine to support IEC 61508-aligned assurance and UL 4600-inspired safety-case evidence
across the lifecycle.

Figure 7. Layered V&V framework for DT–AI HAZOP systems. Formal verification, statistical
testing, process-specific validation, and operational monitoring combine to support IEC 61508-aligned
assurance and UL 4600-inspired safety-case evidence across the lifecycle.

A particularly demanding requirement is coverage: reducing the likelihood that an
AI system omits safety-significant deviations. Traditional HAZOP manages this concern
through systematic guide-word application to every node, whereas AI-generated deviation
lists do not provide the same level of assurance without additional mechanisms [29,48,56].
Proposed approaches include independent expert verification against the full guide-word
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checklist, ensemble methods flagging any deviation identified by at least one method,
coverage-tracking knowledge bases, and uncertainty quantification triggering enhanced re-
view for low-confidence nodes [48,56,109,111]. Each helps but none fully solves the problem;
coverage assurance remains an open research problem for AI-assisted HAZOP [29,48,92].

9. Conclusions and Recommendations
This review critically examined how digital twin and artificial intelligence technolo-

gies can support the enhancement of conventional HAZOP in process safety [29,56]. Con-
ventional HAZOP remains one of the most important methods for systematic hazard
identification because it provides a structured, expert-led, and auditable way to examine
deviations from design intent. However, its traditional implementation is often periodic,
document-centered, and strongly dependent on expert experience. These characteristics
limit its ability to reflect operational drift, equipment degradation, process modifications,
changing feedstocks, and emerging abnormal conditions between formal review cycles.

The central conclusion of this review is that DT–AI technologies should not be viewed
as replacements for HAZOP [48,56]. Rather, they should be designed as decision-support
layers that strengthen expert-led process safety practice. The most credible direction is
not autonomous HAZOP, but HAZOP-informed lifecycle safety intelligence. In this view,
HAZOP knowledge is formalized, connected to operational data, supported by predictive
models, explained to human users, and updated through learning from plant operation.

The review identified four complementary technology pathways: AI-assisted HA-
ZOP for knowledge capture and scenario retrieval; digital twin architectures for linking
HAZOP knowledge to live plant data and operator support; hybrid physics–data mod-
els for deviation forecasting, time-to-limit estimation, cause ranking, and uncertainty
communication [47,76,78]; and explainable AI for making outputs understandable, re-
viewable, auditable, and acceptable to operators, engineers, safety personnel, and regu-
lators [48,49,56,62]. Together, these pathways can help move HAZOP from a static work-
sheet toward an operational safety-support resource, but only under expert validation
and governance.

The review also showed that the field is promising but not yet fully mature [29]. Many
studies demonstrate individual components, such as ontology-based HAZOP, process
safety knowledge graphs, digital twin monitoring, fault diagnosis, physics-informed mod-
eling, or XAI. Fewer studies demonstrate integrated lifecycle systems that connect HAZOP
knowledge formalization, live data acquisition, predictive modeling, safeguard-status mon-
itoring, explainable decision support, and feedback into HAZOP revalidation [28,29,56].
This integration gap remains a major barrier to industrial adoption.

Several practical recommendations follow. Organizations should adopt DT–AI tools
gradually, beginning with low-risk expert-support functions, such as knowledge retrieval,
terminology standardization, consistency checking, and document review [29,56]. Digital
twin monitoring should be explicitly linked to HAZOP deviation–cause–consequence–
safeguard logic rather than used only as generic visualization or anomaly detection [28].
Predictive models should include validation boundaries, uncertainty communication, and
model-drift monitoring before use in safety-related decision support [78,82]. AI-generated
outputs, especially LLM outputs, should remain advisory unless formally validated and
governed, with final hazard identification, safeguard judgment, and risk acceptance re-
tained by competent professionals. Explainability should be expressed in process safety
language: deviations, causes, consequences, safeguards, uncertainty, and recommended
verification [56,91].
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Future research should focus on better-validated end-to-end HAZOP-informed digital
twin systems [28,29,56]. Priority areas include standardized HAZOP ontologies, process
safety knowledge graphs, hybrid models for high-risk unit operations, uncertainty-aware
early warning, safeguard-status monitoring, HAZOP-specific explainability, human factors
validation, cybersecurity, and governance frameworks for AI-supported safety decisions.
Research should also develop evaluation metrics that reflect process safety needs, including
warning lead time, omission rate for credible hazards, explanation usefulness, safeguard-
verification effectiveness, and contribution to HAZOP revalidation.

Overall, DT–AI-enhanced HAZOP should be understood as an evolution of process
safety practice rather than a replacement of established methods [48,56]. Its value lies in
keeping HAZOP knowledge alive throughout the plant lifecycle. When implemented with
validation, explainability, governance, and human oversight, digital twins and artificial
intelligence can help process safety teams move from periodic hazard review toward more
lifecycle-oriented safety management [28,29]. Human factors and trust considerations
remain important for successful adoption [56,88].
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