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Abstract

The metalworking industry faces growing regulatory pressure to quantify and verify its
product carbon footprint (PCF), driven by frameworks such as the European Union’s
Carbon Border Adjustment Mechanism (CBAM) and emissions trading schemes (ETS).
Traditional static accounting methods, based on generic emission factors and annual aver-
ages, are insufficient given the dynamic, multi-stakeholder nature of the sector’s supply
chains. This study presents a systematic review conducted under the PRISMA 2020 pro-
tocol to identify, classify and critically evaluate the digital tools and technologies used to
calculate, manage and verify PCF in this sector. From 495 records screened, 53 themati-
cally relevant studies were analyzed and 5 sector-specific cases examined in depth. The
results indicate that the Internet of Things (IoT) and smart sensor networks constitute the
primary data-capture layer, while Machine Learning, Big Data and Digital Twins are the
predominant processing technologies. Blockchain and verifiable digital credentials emerge
as governance mechanisms that ensure the transparency, auditability and immutability
of emissions inventories, enabling compliance through Digital Product Passports (DPPs).
We conclude that digital decarbonization requires interoperable architectures integrating
real-time capture, distributed traceability and common semantic standards; viability in
small and medium-sized enterprises (SMEs) and interoperability across heterogeneous
platforms remain the main research gaps.

Keywords: product carbon footprint; metalworking industry; Industry 4.0; Digital
Product Passport

1. Introduction
The metalworking sector represents one of the fundamental pillars of the global

economy: its processes—foundry, forming, machining, welding and heat treatments—
transform metals into machinery, equipment and essential components for practically all
productive sectors [1–3]. However, this strategic position entails a high energy intensity that
translates into a considerable carbon footprint (CF), expressed in carbon dioxide equivalent
(CO2eq) [4]. This metric covers both direct Scope 1 emissions—derived from combustion in
furnaces and industrial facilities—and indirect Scope 2 and 3 emissions, associated with
electricity consumption and supply chain activities: raw material extraction, transport and
waste management [5,6].
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Increasing international regulatory pressure exacerbates this challenge. Regulatory
frameworks such as the European Union’s Carbon Border Adjustment Mechanism (CBAM)
and emissions trading schemes (ETS) require companies in the sector to provide verifi-
able and auditable evidence of the environmental impact of their products [7,8]. This
requirement goes beyond the annual corporate emissions statement requiring the granular
calculation of the Product Carbon Footprint (PCF), quantifying emissions per functional
unit throughout its life cycle [9]. However, the dynamic, fragmented and multi-actor nature
of the metalworking supply chain makes this quantification a highly complex technical chal-
lenge [10]. Traditional static accounting methods—based on generic emission factors and
annual averages—are insufficient to solve this problem with the precision and dynamism
required by the new regulatory frameworks [11].

In response to these limitations, the convergence of Industry 4.0 technologies—the
Internet of Things (IoT), digital twins (DT), big data analytics, machine learning, and
blockchain technology—is shaping a new paradigm for life cycle data management [12–16].
The integration of this digital ecosystem allows for the precise and real-time monitoring
of energy flows and emissions at each stage of the production process, guaranteeing the
integrity, transparency and immutability of the information [17–19]. These attributes
are essential both for the implementation of Digital Product Passports (DPPs)—which
communicate verifiable data on materials and circularity—and to enable the operational
transition to the circular economy [1,20].

However, the available evidence reveals a considerable gap between the theoretical
potential of these technologies and their effective deployment in real industrial environ-
ments [21]. This gap is especially pronounced in the metalworking subsector, where small
and medium-sized enterprises (SMEs)—which make up the majority of the industrial
fabric—often lack digital core systems such as enterprise resource planning (ERP) or man-
ufacturing execution systems (MES), preventing automated capture of primary data for
reliable PCF calculation [22,23].

The absence of primary data forces the use of generic secondary databases, introducing
biases and uncertainties that compromise the fidelity of the environmental report [24,25].
This scenario is exacerbated in critical processes such as smelting and alloying, where the
destruction of the physical traceability of the raw material makes it difficult to accurately
assign emissions by-product variant [26]. Added to this is the lack of methodological
standardization for the interoperability of heterogeneous systems and the latent tension
between the transparency required by regulations and the necessary protection of suppliers’
intellectual property [21].

Faced with this scenario, the present study develops a systematic review of the liter-
ature following the PRISMA 2020 protocol [27], with the aim of identifying, classifying
and critically evaluating the collection tools and digital processing technologies used to
calculate, manage and verify PCF in the metalworking industry. While recent reviews
explore digital solutions for data-driven circularity, such as Mügge et al. [28] evaluating
DT under low technology readiness levels (TRL 2-3) and fragmented end-of-life data, and
Madarkar et al. [29] highlighting the conceptual integration of Dynamic Life Cycle Assess-
ments (DLCA) with IoT and ERP/MES, these frameworks fail to address the high-energy
processes and complex raw material traceability inherent to the metalworking sector. To
bridge this gap, this review provides three specific contributions: (1) identifies and classifies
the collection tools and digital processing technologies that enable the management and
assurance of life cycle data required for the calculation of PCF in the metalworking supply
chain; (2) characterizes the articulated life cycle data integration architecture using digital
tools and technologies for automated calculation of the PCF of the metalworking supply
chain; and (3) analyzes the role of verifiable digital credentials, and their linkage with
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Digital Product Passports, as a mechanism to improve the transparency and reliability of
information on PCF in the metalworking supply chain.

The article is structured as follows: Section 2 details the methodology for searching
for and including studies; Section 3 presents the bibliometric results and the synthesis of
evidence; Section 4 discusses the findings in terms of technical feasibility; and Section 5
sets out the conclusions and future lines of research.

2. Methodology
The study employs a systematic literature review to identify, summarize, and critically

evaluate existing research on collection tools and digital technologies used in the calculation,
management, and verification of the carbon footprint of products in the metalworking
industry. As an initial phase, a scoping review was carried out in the general manufacturing
industry, which allowed us to build the theoretical and technical framework necessary to
identify key technologies, their benefits and the main implementation challenges in the
metalworking sector.

To ensure the scientific rigor and reproducibility of the process, the PRISMA guidelines
were adopted, structuring the methodology in three sequential stages: firstly, Identification
(Section 2.1), which comprises an exhaustive search in scientific databases through the
precise definition of keywords; secondly, the Selection (Section 2.2), where preliminary
filters are applied to exclude non-relevant documents; and, finally, Inclusion (Section 2.3), in
which studies are evaluated in detail through predefined research questions and eligibility
criteria to ensure the robustness and reliability of the final results [27,30].

2.1. Identification

The literature search was executed on 31 March 2026, using Publish or Perish soft-
ware [31], which allows records from multiple academic sources—including Scopus and
Web of Science—to be retrieved in a unified interface, facilitating the extraction of biblio-
metric metrics such as h-index and citation count to evaluate the relevance and impact of
the identified publications.

The search strings were constructed with Boolean operators (AND, OR, NOT) to
maximize the completeness of the recovery. To ensure full reproducibility according to
PRISMA guidelines, the complete, exact, and unique query string applied across the
platforms was structured as follows: For Scopus (using TITLE-ABS-KEY tag): TITLE-
ABS-KEY((“Product Carbon Footprint” OR “PCF” OR “carbon footprint management”)
AND (“manufacturing industry” OR “metalworking industry” OR “steel industry” OR
“foundry”) AND (“carbon management software” OR “digital tool” OR “framework” OR
“conceptual model”)); For Web of Science (using TS tag): TS = ((“Product Carbon Footprint”
OR “PCF” OR “carbon footprint management”) AND (“manufacturing industry” OR
“metalworking industry” OR “steel industry” OR “foundry”) AND (“carbon management
software” OR “digital tool” OR “framework” OR “conceptual model”)).

No language restrictions were applied to the search execution. Through this strategy,
an initial bulk of 64,092 raw records was identified. After refining the search by restricting
the operational fields to titles, abstracts, and keywords within the Publish or Perish interface,
a comprehensive set of 1657 records were successfully retrieved for subsequent screening
(894 records from Scopus and 763 records from Web of Science).

2.2. Screening

After the initial search, a screening process was applied to ensure the relevance of
the studies with respect to the research objective. First, a temporary inclusion criterion
was established that limited the selection to articles published from 2016 onwards. This
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window allows us to capture the convergence of Industry 4.0 technologies with modern
methods of environmental quantification. Duplicate records were then removed using
Zotero software. To do this, a similarity algorithm with a conservative threshold of 90%
in the titles was used to identify potentially identical records. However, to avoid the
erroneous merging of different studies with similar names, the final exclusion decision was
manually validated by comparing DOI identifiers, authorship, year and source, ensuring
transparency in accordance with the PRISMA 2020 guidelines [27].

Subsequently, the titles and abstracts of the remaining articles were evaluated man-
ually to confirm their alignment with the scope of the study. Once the sample of eligible
articles was consolidated, a complementary bibliometric analysis was carried out to ex-
plore research trends, temporal evolution, geographical distribution, representativeness in
databases and concentration in scientific journals. This systematic assessment provided
a structured perspective on the state of the art and facilitated the identification of key
technological patterns in existing literature.

To ensure the quality and methodological rigor of the process, the expanded checklist,
developed following the recommendations of [32], is included as Supplementary Material.

2.3. Inclusion Studies

After completing the selection process, the final selection of studies was determined
based on their relevance to the research objective. The articles that passed these prelimi-
nary phases were fully analyzed, considering factors such as methodological quality, the
relevance of the data and their applicability to the field of research. To ensure a systematic
evaluation, specific research questions (RQs) were applied, followed by the implementation
of the established inclusion and exclusion criteria.

The research questions that guided this selection and the analysis studies in this
systematic review were as follows:

1. What collection tools and digital processing technologies enable the management and
securing of the life cycle data required for PCF calculation in the metalworking supply
chain? (RQ1)

2. How is product life cycle data integrated to calculate PCF in digital environments of
the metalworking supply chain? (RQ2)

3. How do digital verifiable credentials contribute to improving the transparency and
reliability of PCF information in the metalworking supply chain? (RQ3)

The formulation of research questions follows a progressive and hierarchical structure
to ensure a solid exploration of the field. Thus, RQ1 is aimed at determining which
collection tools and digital processing technologies allow data to be managed and secured
in the metalworking supply chain, mapping the available technological ecosystem. RQ2
addresses how such data is integrated within digital environments to accurately calculate
the product’s carbon footprint (PCF) throughout its life cycle. Finally, RQ3 assesses the
contribution of digital verifiable credentials as mechanisms to improve the transparency
and reliability of reported information, a crucial factor for the decarbonization of the
sector. This hierarchical screening directly accounts for the final refinement layer: while
general manufacturing papers (n = 53) answered the baseline technological ecosystem
(RQ1), only those meeting the strict “Sectoral specificity and technological depth” criterion
(n = 5) provided the granular architectural evidence required to address the integration
and verification vectors (RQ2 and RQ3).

Although the PRISMA 2020 framework recommends assessing the risk of bias [27], a
standardized clinical quality appraisal tool was not used. Instead, a manual review was
conducted independently and cross-checked by two authors, and therefore a formal quality
assessment was not considered essential.
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3. Results
The results derived from this study are presented in the following subsections, struc-

tured according to the successive phases defined in the methodological approach: identifi-
cation, screening and inclusion of studies.

3.1. Identification

Following the methodology described above, the selection process was carried out
in several phases to filter the initial results and identify the most relevant literature. The
first phase consisted of an independent search by keywords, which yielded a total of
64,092 results. To improve accuracy, advanced Boolean operators were applied, reducing
the number of documents recovered to 1657.

After applying the temporal filter (publications after 2016 until 31 March 2026),
1566 articles were retained (91 excluded). Removing duplicate records using a title sim-
ilarity algorithm with a 90% threshold narrowed the selection to 1140 unique records
(426 duplicates removed). Subsequently, the manual evaluation of titles and abstracts,
aimed at verifying thematic alignment with the objectives of the research, resulted in
495 articles included (645 excluded due to lack of technical relevance).

The screening and mutual exclusion process was documented in detail in the flowchart
based on the 2020 PRISMA guidelines (Figure 1). Based on this screening, a total of
495 articles were used to conduct bibliometric analysis and general characterization of
global trends in the literature. From this set, 53 studies with strict thematic relevance were
selected to serve as the documentary basis for developing the answers to the research ques-
tions (RQ1, RQ2, and RQ3). Finally, after rigorously applying the cross-cutting inclusion
criterion of “Sector-specificity and technological depth” (detailed in Table 1), 90.5% (n = 48)
of the articles were excluded because they addressed the digitalization of sustainability
in a generic manner within manufacturing or other industrial sectors. Only 5 studies
simultaneously met the requirement of describing digital architecture or conceptual model
explicitly applied to processes in the metalworking industry (such as casting, machining,
or scrap management) with documented industrial validation or technical simulation.
Therefore, these five specific cases (Section 4) constitute the entirety of the eligible scientific
evidence available in the current literature to inform the critical discussion and analysis of
the limitations of the state of the art.

Table 1. Inclusion and exclusion criteria.

Criteria Inclusion Exclusion

Thematic relevance
Studies on digital tools for the calculation,

management or verification of the carbon footprint
in the manufacturing/metalworking industry.

Studies on general sustainability
without a focus on digital tools or

industries outside of manufacturing.

Methodological design
Research with experimental tests, technical case

studies, proposals for digital frameworks or data
modeling.

Editorial opinions, narrative reviews
without technical rigor or studies
that do not detail the calculation

methodology.

Source Quality
Articles in peer-reviewed journals, indexed
conference proceedings (Scopus/WoS) and

validated doctoral theses.

Grey literature, blogs, business
presentations or documents without

academic/scientific support.
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Table 1. Cont.

Criteria Inclusion Exclusion

Accessibility Publications from 2016 to date with full-text
availability for comprehensive analysis.

Articles prior to 2016 or documents
whose access is restricted only to the

abstract.

Sectoral specificity and
technological depth

Studies that explicitly describe a specific digital
tool or an integrated architecture applied to the
calculation of PCF in the metalworking sector,

with validation in an industrial environment or
documented technical simulation.

Studies that apply digital tools
generically to manufacturing without
specifying their implementation in
the metalworking sector, or that do
not describe a verifiable conceptual

model or system architecture.

 

Figure 1. PRISMA 2020 flowchart of the study selection process.

3.2. Screening

As a result of this phase, 495 studies were selected and subsequently subjected to
a detailed analysis of research trends. This analysis covered the temporal evolution of
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the publications, their geographical distribution, the impact of studies based on citation
analysis and the methodological classification of the reviewed works.

To assess the evolution of interest in this field, the distribution of publications over
time was analyzed. Figure 2 presents the number of articles published per year, allowing
us to identify periods with greater scientific production and emerging research trends.

Figure 2. Temporal evolution of scientific publications.

Figure 2 illustrates the temporal trajectory of the retrieved literature (n = 495 cumula-
tive publications), revealing an accelerating expansion of scientific interest. Following an
initial consolidation phase between 2016 and 2020—where annual output rose steadily from
17 to 39 papers, the domain transitioned toward exponential growth after 2022. Notably, an-
nual publications rose from 53 in 2023 to a peak of 99 in 2025, representing a 135% surge in
annual production within just three years (2022–2025). The lower volume registered in 2026
(32 publications) is strictly attributable to the partial-year data collection window and does
not indicate a decline in academic interest. This trajectory demonstrates that the field has
entered a highly strategic phase of maturity, catalyzed by shifting regulatory landscapes,
technological convergence, and the global urgency for industrial sustainability solutions.

The analysis of the geographical distribution of the studies provides key insights into
the country’s leading research on the collection tools and digital processing technologies
used for carbon footprint calculation, management and verification. Figure 3 and Table 2
present the number of publications by country, allowing us to identify the regions with the
highest scientific production in this field.

Figure 3 and Table 2 illustrate the geographical distribution of the analyzed literature,
revealing Italy (10.0%) and the United States (8.68%) as the predominant research hubs,
followed closely by Germany (7.89%), the United Kingdom (7.37%), China (7.11%), and
Spain (5.53%). Crucially, this spatial concentration is not merely incidental; it directly
correlates with sovereign jurisdictions characterized by highly intensive metallurgical and
manufacturing activities operating under stringent decarbonization mandates—such as
the European Union’s Carbon Border Adjustment Mechanism (CBAM) and strict carbon
reporting frameworks in North America and East Asia. Consequently, this distribution
reflects a coordinated, regulatory-driven academic paradigm focused on deploying digital
architectures to enable standardized Product Carbon Footprint (PCF) accounting and
automated verification across transnational supply chains.

https://doi.org/10.3390/pr14152416
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Figure 3. Geographical distribution of scientific publications.

Table 2. Exact scientific publication counts by leading countries.

Country Publication Count (n) Percentage (%)

Italy 38 10.00
United States 33 8.68

Germany 30 7.89
United Kingdom 28 7.37

China 27 7.11
Spain 21 5.53

Other Countries 203 53.42

The studies selected for this research were extracted from various publishing houses,
where Figure 4a identifies Elsevier as the predominant source with 129 articles, consoli-
dating itself as the pillar of scientific dissemination in the field of study. A closer look at
the remaining contributions in Figure 4b, which excludes the leading publisher to high-
light other players, highlights the notable participation of MDPI (68 studies), followed by
Springer (47 studies), Wiley (26 studies) and Taylor & Francis (24 studies), evidencing a
dynamic and diversified publishing ecosystem. Finally, the presence of a significant vol-
ume of 201 articles grouped in “Other Publisher” reflects that, although there are strongly
concentrated publishing nodes, interest in this topic is a cross-cutting phenomenon with a
wide dispersion in academic forums and smaller-scale specialized journals.

   
(a)  (b) 

Figure 4. Distribution of articles in different databases: (a) Elsevier as the Primary Source of Publica-
tions, and (b) Excluding Elsevier to Highlight Other Databases.
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Figure 5 illustrates the journal citation network generated via VOSviewer 1.6.20 to
map literature interconnections [33]. Utilizing a minimum threshold of 10 citations to
ensure statistical relevance and LinLog/modularity normalization, the network clusters
journals by color to identify thematic subfields. The topology reveals a dominant core
led by Sustainability (Switzerland) and the Journal of Cleaner Production, which serve
as primary knowledge bridges linking digital systems with environmental management.
These are integrated with key nodes—such as Processes, Journal of Industrial Ecology, and
Applied Sciences (Switzerland)—to form a cohesive interdisciplinary structure spanning
process engineering, applied computing, and sustainability sciences. This configuration
demonstrates that carbon footprint analysis in the metalworking industry is anchored in a
highly integrated and robust academic framework, transitioning from production-stage
efficiency to the digital verification of environmental impacts.

Figure 5. Bibliometric analysis of journal distribution and citation network with thematic clusters
(VOSviewer).

3.3. Inclusion Studies

Multiple research projects have examined the implementation of data capture tools and
digital processing technologies in the energy-intensive (RQ1) manufacturing supply chain,
assessing their ability to manage and secure product life cycle data. Table 3 summarizes
and classifies the main tools and technologies identified in the literature.

Table 3. Collection tools and digital processing technologies.

Collection Tools
(Input)

Processing Technologies
(Transformation) Ref.

IoT x [34–40]

Blockchain x [34,36–39,41–46]

Sensors Data x [12,38,44]

Big data x [12,47]

Machine Learning x [5,12,35]

Artificial Intelligence x [12,35,38,40]

Digital Twins x [44,48–50]

https://doi.org/10.3390/pr14152416
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Optimal data management for PCF calculation depends on the combination of these
capture tools and analysis technologies, which ensure traceability, reliability, and availabil-
ity of information [51–53]. Obtaining data from heterogeneous sources (such as sensors
and connected devices) allows operational variables to be recorded in real time, while
integration mechanisms facilitate their contextualization for subsequent analysis [54]. This
is critical in the metalworking sector, where the supply chain represents a significant source
of direct and indirect emissions [55].

In this context, the literature highlights the synergy between IoT and blockchain [37].
For example, the implementation of Hyperledger-based platforms allows information to
be validated between manufacturers, logistics operators and consumers, reducing the
opacity of traditional systems and strengthening control over product history [34]. While
continuous monitoring by IoT facilitates the verification of emissions, blockchain ensures
the integrity of records through decentralized and immutable mechanisms [36,43], pro-
viding a reliable infrastructure for sharing information across multiple actors [38] and
improving accountability [39,45]. On the other hand, the use of Big Data and artificial
intelligence expands the analytical capacity of the system, allowing patterns to be identified,
improving operational visibility, optimizing environmental performance and facilitating
decision-making based on scientific evidence [12,40].

The integration of life cycle data for PCF calculation in digital environments (RQ2) is
underpinned by interoperable architectures that connect real-time information capture with
storage, analysis, and traceability platforms [56]. In this sense, IoT records critical opera-
tional variables (energy consumption, materials, waste and logistics activities), generating
the primary data throughout the entire life cycle [48,57].

Once captured, this information is incorporated into digital infrastructures where
blockchain plays a central role in providing immutable and transparent records for secure
exchange between actors in the chain, maintaining traceability from the procurement of
raw materials to the distribution of the final product [38].

On this technological basis, digital twins transform the data collected into strategic
information for decision-making. Through simulations, process optimization and scenario
analysis, these tools allow the environmental performance of the product to be evalu-
ated and its emissions to be estimated more accurately [38]. The convergence between
blockchain and digital twins simultaneously strengthens the reliability of information
and the analytical capacity of the system [58]. In industrial practice, this architecture is
materialized in ecosystems that connect suppliers, manufacturers and customers through
automatic identification technologies and management platforms that consolidate data
into unified models, achieving the automated conversion of resource consumption into
CO2 equivalent emissions associated with each product [56]. Therefore, the calculation of
the PCF does not depend on an isolated technology, but on the coordinated articulation of
capture mechanisms, traceability platforms and interoperable systems [38].

To ensure that information is trusted, verifiable, and transparent without relying on a
centralized authority, research points to digital verifiable credentials (RQ3) as a key data
governance mechanism [59–63]. These tools allow validating the authenticity, integrity and
provenance of the information associated with the PCF, significantly reducing information
asymmetries between manufacturers, suppliers, customers and regulatory bodies [61].
Through decentralized ledgers and cryptographic validation methods, each participant in
the supply chain can verify the veracity of the reported data without compromising sensi-
tive information from industries. In this way, traceability goes from being a simple moni-
toring instrument to becoming an auditable asset that supports inter-organizational trust.

Its implementation is closely linked to Digital Product Passports (DPPs), which gather
and communicate information on materials, environmental impacts and circularity strate-
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gies throughout the life cycle [62]. In the context of DPPs, it is imperative that manufacturers
share reliable data on the production stage, given its high contribution to the total envi-
ronmental impact of the product [64]. The integration of management systems, digital
platforms [54] and verifiable credentials optimizes the exchange of data in the value chain,
facilitating compliance with regulatory requirements, reporting based on international
standards, and informed decision-making in sustainability and circular economy [59].

4. Discussion
The systematic review of the literature identified five key studies focused on digital

tools and technologies for the calculation, management, and verification of PCF in the
metalworking industry (Table 4). Unlike the general manufacturing literature in other
industrial sectors, the specific application in the metalworking sector presents dynamics
due to the high energy intensity of its processes (such as casting and heat treatment) and
the complexity of the management of by-products such as scrap. The findings are then
critically contrasted to answer the research questions posed.

Table 4. Summary included studies on collection tools and digital processing technologies used
for the calculation, management and verification of the carbon footprint of the product in the
metalworking industry.

Metalworking
Process

Collection
Tools

Processing
Technologies

Verification/
Transparency

Key Contribution to the
State of the Art

Validation
Type Ref.

Metalworking
manufacturing:

from raw
material

procurement to
finished

product (actual
plant, China).

Life Cycle
Analysis Tables
of energy flows,
materials and

economic
services.

Synthesis of
Emergy:
converts

different types
of energy and

materials into a
common unit

for comparison
Integrated

calculation of
carbon

footprint.

Sustainability
indicators
(system

performance and
efficiency);
Sensitivity
analysis;

Comparison
between local
and imported

resources.

High dependence on
non-renewable resources

limits long-term
sustainability; It

identifies three levers for
improvement: energy

diversification, efficiency
in the use of raw

materials and a greater
proportion of renewable

energies.

Method-
ological and
comparative

with real data
of the

metalworking
plant.

[65]

metalworking
production:
iron/scrap

processing in
blast furnaces

and electric arc
furnaces

Industrial IoT
Smart Sensors.

Cloud
Computing Big
Data Machine
Learning ERP
Integration +

Energy
Platform

Blockchain for
data

immutability;
CEMS for

Traceability and
External Audit

(ETS)

Transition from
static/annual to

dynamic/real-time
carbon management;

PCF accuracy per
product as a key

competitiveness factor.

Proof of
concept/

architecture
simulation.

[66]

Operation of
industrial

furnaces for
heat treatment:
control of fossil

fuel
combustion.

Sensor network
for real-time

environmental
monitoring:
combustion
gases and
particles.

Hybrid
machine

learning model
with advanced

component
analysis for

pattern
detection in

complex
environmental

data.

Validation using
experimental

metrics: accuracy
of the model

(94.5%),
predictive
capacity,

robustness and
energy efficiency
of the monitoring

system itself.

The combination of
smart sensors with deep

learning algorithms
makes it possible to
detect incomplete
combustion early,

reducing uncertainty in
the measurement of the

operational carbon
footprint and facilitating

the transition to green
manufacturing.

Experimental
and algorithmic

under
controlled
laboratory
conditions.

[35]
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Table 4. Cont.

Metalworking
Process

Collection
Tools

Processing
Technologies

Verification/
Transparency

Key Contribution to the
State of the Art

Validation
Type Ref.

Manufacture of
metal

components:
milling

machine,
industrial

cleaning and
induction

hardening.

Digital
shadows:

virtual
representations

of physical
processes.

Centralized
data space with

standardized
industrial

communication
protocols.

Standardized
data exchange

using the Digital
Passport of

Industrial Assets
(European data

platform
standard for

industry).

It allows emissions to be
accurately assigned to
each product variant,

exceeding calculations
based on averages;

confirms that material
emissions (upstream

supply chain)
predominate in the

sector; It demonstrates
that digitalization is a

prerequisite for effective
sustainability
management.

Technique:
interoperability
of systems in a

real
manufacturing
environment.

[49]

Management of
metal scrap
(steel and

aluminium)
generated in

manufacturing
processes—
company

KLEEMAN.

Networked
smart sensors

for waste
tracking.

Machine
learning

algorithms
Independent
and modular

service
architecture.

Real-time
interactive

dashboard that
allows all actors

in the supply
chain to visualize

the status of
waste and
coordinate
collections

automatically.

It demonstrates that the
integration of sensors
significantly reduces

logistics costs and
environmental impact

(elimination of
unnecessary trips); It

proves that the circular
economy in the

metalworking sector is
viable when there is a

transparent flow of
information between
partners in the chain.

Operational
and

experimental in
the real case of
an industrial

company.

[56]

4.1. Collection Tools and Data Processing Technologies

The literature review demonstrates that data collection in the metalworking supply
chain depends, predominantly, on the convergence between the Internet of Things (IoT)
and real-time smart sensor networks. This technological infrastructure makes it possible
to overcome the limitations of traditional static inventories by directly and dynamically
capturing energy consumption, material flows and direct emissions for each operating unit.

In this sense, capture strategies vary substantially depending on the approach, com-
plexity and physical nature of the manufacturing process analyzed. While Mastos et al. [56]
and Liu et al. [35] implement IoT sensors to monitor critical environmental variables, such
as metal waste and gaseous emissions in industrial furnaces, respectively, Winter et al. [49]
introduce the concept of Digital Shadows. This last approach is essential for the metal-
working sector, as it establishes a one-way flow of data in real time from the physical
to the digital environment, generating a virtual and historical reflection of the part as it
moves through the production line. This allows for a strictly granular capture of life cycle
information in highly dynamic processes such as machining and induction hardening,
calculating the carbon footprint per specific product variant and overcoming the biases of
traditional statistical averages.

For its part, Li et al. [66] scale this connectivity in massive manufacturing environments
by combining such sensors with distributed industrial control systems within energy-
intensive metalworking plants. Integration at this level is critical, given that these authors
operate in what is defined as a noisy industrial environment, characterized not only by
noise pollution, but also by severe electromagnetic and thermal interference that distorts
sensor signals. By coupling sensorization with distributed process control systems, they
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can filter out anomalies in the data and ensure consistency of the direct emissions inventory
against the operational volatility of the plant.

Finally, Machine Learning is consolidated as the standard tool to process these massive
flows of data and mitigate the uncertainty of noisy industrial environments. Within this
area, the use of advanced hybrid models stands out—such as the principal component anal-
ysis based on the hidden fuzzy Gaussian nucleus proposed by Liu et al. [35]—specifically
designed to identify incomplete combustion early. This early detection is crucial in high-
temperature environments, as it allows warning of anomalies in the burning of fossil fuels
before they generate thermal inefficiencies or anomalous peaks of polluting gases. In this
way, the integration of Cloud Computing and Big Data architectures aimed at large-scale
predictive analysis not only optimizes the production process but also eliminates bias and
uncertainty in the real-time measurement of the operational carbon footprint.

4.2. Integration of Life Cycle Data for PCF Calculation

The multi-factor integration of life cycle data is the indispensable bridge to migrate
from traditional carbon accounting—characterized by retrospective, static and annual
average-based records—to dynamic and interconnected sustainability governance in real
time. This systemic approach makes it possible to unify heterogeneous variables, such as
the logistics flows of raw materials, the consumption of sensors in the plant and the metrics
of planning systems, transforming the environmental indicator into a tool for immediate
operational decision-making. In this regard, the findings confirm that the ability to calculate
the environmental impact by specific product variants determines competitive advantages
and regulatory compliance in the metalworking sector. To solve the connectivity and
automation of this massive flow of information, the current scientific literature points to
two well-defined structural approaches.

On the one hand, the first focuses on interoperability and horizontal standardization
in the production plant, proposed by Winter et al. [49], this strategy uses centralized data
architectures governed by standard industrial communication protocols to connect different
machines and software systems to each other. The advantage of this approach is that it
allows all components to share the same digital language, managing to track the exact
energy consumption of a part throughout its different stages of manufacture. This allows
accurate emissions to be allocated for each specific product variant, completely overcoming
the biases of traditional methods that estimate the carbon footprint based on historical or
annual averages of the entire factory.

On the other hand, the second focuses on vertical integration and corporate gover-
nance. Led by Li et al. [66], this approach is not focused on connecting machines to each
other, but on directly linking energy management platforms with centralized enterprise
resource planning systems. This approach allows real-time operational emissions data to
be automatically cross-referenced with financial, purchasing and logistics information from
senior management. In this way, environmental accounting is no longer an isolated report
and becomes a dynamic indicator for business decision-making and immediate regulatory
compliance of the corporation.

In contrast to these two aspects of automation based on software architecture, a third
perspective emerges that prioritizes methodological integration and scientific rigor of the
inventory. In contrast to direct digital connectivity, Zhang and Asutosh [65] integrate
data by combining traditional Life Cycle Assessment (LCA) with the Emergy Synthesis
Methodology. Although the latter is not a digital technology in the strict sense, its inclusion
is justified because it provides the methodological framework of reference for the conversion
of heterogeneous energy flows into comparable units, a problem not yet addressed in a
standardized way by IoT systems and that any digital architecture for PCF calculation
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must eventually solve. The relevance of this approach lies in the fact that it unifies the
conversion of different types of energy and material resources into a common unit—the
equivalent solar joule (seJ)—eliminating the semantic dispersion of the data in plan. By
basing the calculation on thermodynamic laws rather than on data flows alone, this model
also makes it possible to identify with scientific precision that the material supply phase —
corresponding to Scope 3—is the one that quantitatively predominates in the environmental
impact of the metalworking sector [5]. This demonstrates that accuracy in the calculation
of PCF requires both the horizontal and vertical integration strategies described above and
robust methodological metrics that avoid underestimating global supply chain impacts.

4.3. Role of Transparency and Digital Verification Mechanisms

Trust and integrity of shared environmental information represent the central chal-
lenge in supply chains. The research reviewed proposes different technological solutions
to provide immutability, traceability and auditability to emissions declarations, which
conceptually is equivalent to the issuance of verifiable credentials.

On the one hand, to strengthen the reliability required in the international arena,
Li et al. [66] directly address this need by proposing blockchain architectures combined
with Continuous Emissions Monitoring Systems. This technological infrastructure aims
to allow an automated and direct recording to be implemented from the emission sources
in the plant, potentially mitigating attempt at alteration or malicious manipulation. In
theoretical scenarios, this conceptual IT ecosystem seeks to enhance the immutability of
environmental information, an essential requirement for the validation of assets within
carbon emissions trading markets and to successfully pass external audit and international
certification processes.

On an inter-organizational exchange level and on a more operational scale,
Winter et al. [49] enable the secure flow of information through the implementation of
the Asset Administration Shell. This mechanism works as a standardized semantic con-
tainer or “digital passport” that securely stores the product’s technical credentials and
ecological inventory, allowing different links in the supply chain to share verifiable data
under the same computer language.

Finally, Mastos et al. [56] address the transparency challenge by deploying dynamic
and interactive dashboards in real-time. The visibility offered by these tools could drasti-
cally reduce operational uncertainty among the actors in the chain. By clearly mapping
waste material flows, “automated trading” is envisioned within circular economy models.
This optimizes the logistics processes of collection and recovery of ferrous and aluminum
by-products, efficiently coordinating scrap producers with recycling managers only when
volumes and sustainability metrics justify it.

However, a critical gap in the reviewed literature is the systemic omission of the
environmental paradox inherent to these digital architectures, particularly when evaluating
the opportunities and challenges that Industry 4.0 poses to sustainability [22]. While
blockchain and distributed ledgers are heavily praised for ensuring data immutability
and verifiable governance in high-emission supply chains [16,51], their operational energy
consumption represents a significant trade-off. The computational overhead required
for cryptographic validation, continuous network synchronization, and constant data
replication across decentralized nodes generates an autonomous carbon footprint that is
rarely quantified within the product’s life cycle. If the energy grid powering these validation
infrastructures relies on non-renewable sources, the deployment of a blockchain-driven
verification system can inadvertently counteract the marginal carbon reductions achieved
through process optimization. Consequently, the assumption that distributed governance
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is inherently sustainable must be treated with skepticism until comprehensive net-benefit
carbon accounting of the digital infrastructure itself is integrated into the models.

4.4. Socio-Technical Barriers and Feasibility of Real-World Implementation: The SME
Digitalization Gap

The technological mapping of the scientific literature shows a profound disconnect
between the ideal architectural models based on Industry 4.0 and the operational reality of
small and medium-sized enterprises (SMEs), which constitute most of the metalworking
industrial fabric [22,23]. Furthermore, this review reveals a significant feasibility gap, as
empirical evidence indicates that Industry 4.0 pilot deployments exhibit high failure rates
when transitioning from controlled laboratory simulations to real factory floors, primarily
due to the rigid constraints of legacy equipment and acute semantic fragmentation between
heterogeneous software platforms [23]. While large corporations document the successful
integration of IoT platforms coupled to ERP systems and blockchain architectures, critical
analysis of the evidence reveals three structural barriers that prevent the adoption of these
technologies in real-world scenarios [23]:

• For advanced technologies such as Digital Twins or machine learning engines to
automate PCF calculation, a minimum production data capture infrastructure is re-
quired [49]. In practice, metallurgical SMEs operate in a state of digital disconnection,
usually lacking up-to-date Enterprise Resource Planning (ERP) or Manufacturing
Execution Systems (MES) [23]. Without this transactional basis, it is technically unfea-
sible to correlate real-time energy consumptions collected by peripheral sensors with
specific manufacturing orders or product variants, degrading the PCF calculation to
static estimates based on historical averages [12,49].

• Casting, forging, and machining environments are dynamic and exhibit high levels of
thermal and electromagnetic interference, described in the literature as “noisy indus-
trial environments” [35,66]. Overcoming this noise requires the deployment of hybrid
sensor networks and complex algorithmic data cleansing models [35]. Metalworking
SMEs face a severe shortage of qualified personnel in data engineering and system
architecture, which generates a total dependence on external suppliers and raises
operational maintenance costs to financially unviable levels for this segment [23].

• The lack of digital automation forces organizations to rely on manual data collection or
the use of generic secondary databases to estimate supply chain emissions (Scope 3),
which is quantitatively the most prevalent in the metalworking sector [5,12]. This
introduces biases and high levels of uncertainty in environmental reporting [24,25]. By
not being able to guarantee the physical or digital traceability of raw materials (such
as recycled scrap or specific alloys) [56], SMEs are marginalized from advanced digital
governance mechanisms, such as verifiable credentials and Digital Product Passports
(DPPs) [1,21], compromising their compliance with strict international regulations
such as the Carbon Border Adjustment Mechanism (CBAM) [7,8].

Consequently, the transition to digital decarbonization in the metalworking sector
does not depend exclusively on the development of cutting-edge technologies, but on
overcoming the systemic vulnerability of the industrial fabric [12,23]. Expecting these
smaller actors to absorb the prohibitive infrastructure and maintenance costs of advanced
digital architecture without a prior homogenization of data standards is unrealistic [12,23].
Therefore, there is a clear need for the design of simplified, modular, and low-cost software
architectures that allow SMEs to build a direct bridge between their traditional analog
processes and interoperable carbon accounting.
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4.5. Limitations

Despite the methodological and technological contributions identified in this system-
atic review, several limitations inherent in both the literature selection process and the
current state of the art of the technologies analyzed must be recognized:

The scientific literature tends to document Industry 4.0 architectures (advanced IoT
sensors, private blockchain networks, and AI platforms) implemented in controlled test
environments or in large corporations. There is a paucity of empirical evidence on the
financial and technical viability of these tools in small and medium-sized enterprises
(SMEs), which make up the bulk of the metalworking industrial fabric in developing
regions and face severe capital and skilled labor constraints.

At the technological level, there is a fragmentation in communication protocols and
data ontologies between manufacturing execution systems (MES/ERP) and environmental
accounting platforms. The lack of a universal semantic standard hinders the secure and
automated exchange of carbon credentials between links in the supply chain, slowing down
the mass adoption of digital product passports.

The specific literature of the metalworking sector still suffers from methodologi-
cal fragmentation; while some authors propose complete conceptual architecture based
on Blockchain or Artificial Intelligence, their validation is limited to simulated environ-
ments, leaving a gap in the demonstration of operational viability in real large-scale
foundry plants.

Finally, the heterogeneity in the types of validation of the included studies—ranging
from operational validations in real-world settings to theoretical proofs of concept—limits
the direct comparability of their findings. In alignment with the protocol described in the
methodology section, a formal quality assessment was not considered essential, relying
instead on a manual review independently conducted and cross-checked by two authors.
Although this approach secured data consistency, the absence of an externalized, stan-
dardized metric remains a methodological limitation. Future research must address this
gap by developing specialized quality appraisal rubrics tailored to the nuances of digital
integration and complex systems engineering.

5. Conclusions
This systematic review made it possible to answer the three research questions and to

articulate contributions that go beyond a descriptive synthesis of the literature.
In response to RQ1, the evidence shows that no single technology is sufficient on its

own; the most effective configuration articulates IoT and smart sensor networks as the
primary capture layer, capable of recording energy consumption, material flows and direct
emissions per operating unit in real time. On this basis, Machine Learning emerges as
the predominant processing technology to filter the noise inherent in high thermal and
electromagnetic-intensity environments, while Big Data enables plant-scale predictive
analytics, and Digital Twins generate dynamic virtual representations of each part along the
production line, allowing the carbon footprint to be quantified per specific product variant.
The central implication is that the limitation of traditional methods is not merely one of
accuracy but structural in nature: without real-time capture and intelligent processing, any
emissions inventory will be systematically biased.

In response to RQ2, the findings reveal three complementary and hierarchically nec-
essary integration architectures. Horizontal integration connects machines and software
systems through standardized industrial protocols, enabling emissions to be assigned to
each product variant rather than to factory-wide averages. Vertical integration links opera-
tional energy-management platforms directly with corporate ERP systems, transforming
environmental accounting into a dynamic indicator for real-time business decision-making.

https://doi.org/10.3390/pr14152416

https://doi.org/10.3390/pr14152416


Processes 2026, 14, 2416 17 of 22

Methodological integration, the combination of Life Cycle Assessment with Emergy Syn-
thesis, shows that the material supply phase (Scope 3) is the quantitatively dominant
contributor to the environmental impact of the sector. This finding is critical because digital
architectures limited to monitoring direct plant emissions systematically underestimate the
true impact of the product, undermining any decarbonization strategy focused solely on
internal processes.

In response to RQ3, the review indicates that verifiable digital governance mechanisms
are conceptually proposed to address the fundamental problem of information asymmetry
in the supply chain, offering a framework for each actor to verify the veracity of reported
data without accessing commercially sensitive supplier information. It should be noted
that the sector-specific cases analyzed do not implement verifiable credentials in the strict
(W3C) sense; rather, they deploy functionally equivalent mechanisms in simulated or
controlled environments: Blockchain combined with Continuous Emission Monitoring Sys-
tems (CEMS) is projected to enhance the immutability of records in real time, theoretically
enabling participation in regulated carbon markets (ETS) with externally auditable data;
the Asset Administration Shell acts as a standardized “digital passport” designed to store a
product’s technical credentials and ecological inventory under an interoperable language;
and dynamic dashboards, in metal-scrap management, suggest that real-time visibility
of by-product flows has the potential to improve traceability while enabling automated
negotiation within circular-economy models, aiming to reduce logistics costs and unnec-
essary transport. Verifiable credentials are therefore best understood not as an additional
reporting layer but as a promising governance abstraction intended to turn the PCF into an
inter-organizational auditable asset—a mechanism without which compliance with CBAM
and DPP requirements lacks a demonstrable technical basis at a large industrial scale.

Beyond the individual answers, this review uncovers a cross-cutting pattern that
constitutes its most relevant contribution: the accuracy, integration and verifiability of
PCF are interdependent and cannot be addressed in isolation. A system that captures
real-time data (RQ1) but lacks interoperable integration architectures (RQ2) produces
accurate yet untraceable inventories; a system that integrates data correctly (RQ2) but omits
verifiable governance (RQ3) generates information that is internally reliable but unusable
for external regulatory compliance. Consequently, this analytical interdependence suggests
that a comprehensive digital decarbonization strategy in the metalworking sector could
be structured around a proposed three-layer conceptual framework: real-time capture,
multidimensional integration, and distributed verifiable governance. Rather than an
empirically validated operational mandate, this integrated structure is presented as a
theoretical synthesis of current research trends to guide future designs.

These conclusions and the proposed conceptual models, however, rest on a limited
and heterogeneous sector-specific evidence base, consisting of only five primary studies
directly addressing metalworking operations. The available studies are concentrated in
large corporations or controlled laboratory environments, with little empirical validation
of technical and economic feasibility in metalworking SMEs, which constitute the bulk
of the sector’s industrial fabric. Unresolved challenges also persist regarding semantic
fragmentation between heterogeneous platforms, the absence of emission factors specific to
regional contexts, and the latent tension between the transparency required by regulation
and the protection of suppliers’ intellectual property. These findings should therefore
be read as a structured characterization of the state of the art rather than as conclusive
sectoral evidence.

Considering these findings and limitations, the following lines of research are proposed:

1. Develop semi-automated tools tailored to different manufacturing environments,
assessing the technical and operational feasibility of integrating BOM-based PCF
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calculation engines with the Verifiable Credentials (VC) ecosystem to automate the
decentralized issuance and validation of Environmental Product Declarations (EPDs)
and Digital Product Passports (DPPs), ensuring data veracity without compromising
industrial privacy.

2. Design a standardized intelligent digital ecosystem for PCF automation in the metal-
working industry, integrating IoT architectures, real-time data-acquisition systems
and LCA methodologies to mitigate the asymmetries of manual data collection and
establish a unified framework for the accuracy, traceability and dynamic updating of
sectoral carbon inventories.

3. Implement plant-level pilot projects under real operating conditions to validate dy-
namic analytical models against sudden changes in material flows or energy con-
sumption, generating long-term empirical data on digital maintenance costs and
infrastructure stability.

4. Advance the definition of standardized protocols and common semantic frameworks
for verifiable digital credentials, ensuring that PCF reporting achieves methodological
reproducibility, regulatory consistency and direct comparability across global supply
chains and regulated carbon markets.

Consequently, the digital decarbonization of the metalworking industry will depend
not only on the incorporation of new technologies, but on the capacity to develop interop-
erable, scalable and economically accessible ecosystems that transform operational data
into verifiable information for sustainable decision-making.
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CF Carbon Footprint
CBAM Carbon Border Adjustment Mechanism
ETS Emissions Trading System
PCF Product Carbon Footprint
IoT Internet of Things
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DPP Digital Product Passports
SME Small and Medium-sized Enterprise
ERP Enterprise Resource Planning
MES Manufacturing Execution Systems
LCA Life Cycle Assessment
AAS Asset Administration Shell
VC Verifiable Credentials
EPD Environmental Product Declarations
CO2eq Carbon dioxide equivalent
DT Digital Twins
IEEE Institute of Electrical and Electronics Engineers
GHG Greenhouse gases
PRISMA Preferred Reporting Items for Systematic Reviews and Meta-Analyses
RQ Research Questions
WoS Web of Science
AI Artificial Intelligence
CEMS Continuous Emission Monitoring Systems
DOI Digital Object Identifier
BOM Bill of Materials
DLCA Dynamic Life Cycle Assessments
TRL Technology readiness levels
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