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Abstract: Addressing the formidable challenges posed by multiple jammers jamming multiple radars,
which arise from spatial discretization, many degrees of freedom, numerous model input parameters,
and the complexity of constraints, along with a multi-peaked objective function, this paper proposes
a cooperative jamming resource allocation method, based on evolutionary reinforcement learning,
that uses joint multi-domain information. Firstly, an adversarial scenario model is established, charac-
terizing the interaction between multiple jammers and radars based on a multi-beam jammer model
and a radar detection model. Subsequently, considering real-world scenarios, this paper analyzes the
constraints and objective function involved in cooperative jamming resource allocation by multiple
jammers. Finally, accounting for the impact of spatial, frequency, and energy domain information
on jamming resource allocation, matrices representing spatial condition constraints, jamming beam
allocation, and jamming power allocation are formulated to characterize the cooperative jamming
resource allocation problem. Based on this foundation, the joint allocation of the jamming beam
and jamming power is optimized under the constraints of jamming resources. Through simulation
experiments, it was determined that, compared to the dung beetle optimizer (DBO) algorithm and
the particle swarm optimization (PSO) algorithm, the proposed evolutionary reinforcement learning
algorithm based on DBO and Q-Learning (DBO-QL) offers 3.03% and 6.25% improvements in terms
of jamming benefit and 26.33% and 50.26% improvements in terms of optimization success rate,
respectively. In terms of algorithm response time, the proposed hybrid DBO-QL algorithm has a
response time of 0.11 s, which is 97.35% and 96.57% lower than the response times of the DBO and
PSO algorithms, respectively. The results show that the method proposed in this paper has good
convergence, stability, and timeliness.

Keywords: electronic countermeasures; jamming resource allocation; cooperative jamming; reinforcement
learning; dung beetle optimizer algorithm

1. Introduction

With the advancements in electronic warfare and technologies such as artificial in-
telligence (Al), radar and jamming systems endowed with cognitive capabilities have
made significant progress [1-6]. These emerging technologies have transformed the tradi-
tional paradigms of electronic warfare engagement, shifting away from the conventional
“one-to-one”, “one-to-many”, or “many-to-one” configurations to the more complex “many-
to-many” engagement [7-9]. Consequently, conventional electronic warfare methods have
proven incapable of adapting to the evolving dynamics of modern battlefields. The concept
of cognitive electronic warfare has thus been introduced and is gradually emerging as a new
developmental trend, poised to play a crucial role in future warfare scenarios [10-12]. In
the context of “many-to-many” scenarios, the jamming entities now contend with multiple
radars or networked radar systems as opposed to a single radar. Taking a networked radar
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system as an example, it possesses the ability to gather, integrate, and leverage the resources
and information advantages of various radars, rendering the traditional approach of em-
ploying a single jamming system less effective. Consequently, the cooperative jamming
technique, involving multiple jammers and characterized by its broad jamming range, low
hardware requirements, high system flexibility, and coordinated control of jamming beams,
has become a focal point of current research [13-15].

As the complexity of real battlefield environments continues to increase, the efficient
allocation of jamming resources, enabling jammers to maximize their jamming effectiveness
with limited resources, has become a central challenge in the field of electronic warfare and
related domains. Jamming resource allocation represents one manifestation of resource
allocation in the domain of electronic warfare, and various resource allocation methods
across different domains offer opportunities for mutual cross-fertilization. In recent years,
research on communication resource allocation in the context of cognitive communication
has yielded rich results, encompassing aspects such as time [16], space [17], spectra [18-20],
and energy [20-22]. These achievements provide valuable references for the investigation
of radar-jamming resource allocation.

Numerous scholars have conducted research on the problem of cooperative jamming
resource allocation for multiple jammers. Zou [23], Wu [24], Jiang [25], and others have
made improvements to the PSO algorithm to enhance its optimization probability and
stability when dealing with cooperative jamming resource allocation. Lu et al. [26] em-
ployed detection and targeting probability to characterize the jamming effectiveness of
a networked radar system in search and tracking modes, constructed a dual-factor jam-
ming effectiveness assessment function, established a non-convex optimization model for
cooperative jamming in a networked radar system, and utilized the dynamic adaptive
discrete cuckoo search algorithm (DADCS), featuring improved path update strategies
and the introduction of a global learning mechanism, to solve the model. This approach
achieved the cooperative jamming resource allocation for aircraft formation in a networked
radar system. Xing et al. [27] evaluated jamming suppression effects using a constant
false-alarm rate detection model for networked radar, established a cooperative control
model for multiple jammers involving jamming beams and transmission power levels, and
utilized an enhanced improved artificial bee colony (IABC) algorithm to derive optimized
allocation solutions for different operational scenarios. Yao et al. [28] developed a jamming
resource allocation model considering factors such as jamming beams and jamming power,
and solved the model using an improved genetic algorithm (GA), allowing for jamming
resource allocation in networked radar systems with any number of nodes under condi-
tions of limited jamming resources. Xing et al. [29] quantified target threat levels through
fuzzy comprehensive evaluation, constructed a jamming resource allocation model based
on the jamming efficiency matrix, and proposed an improved firefly algorithm (FA) to
solve the model, ensuring both the rationality of task assignments and the stability of the
algorithm. While these research achievements provide insights into addressing the problem
of cooperative jamming resource allocation for multiple jammers, most of the established
models are relatively simplistic. Additionally, the three dimensions of the spatial, frequency,
and energy domains have not been comprehensively considered together. Moreover, as the
scale of jamming resource allocation expands, existing algorithms are becoming increas-
ingly prone to problems such as dimension explosion in solving, decreased convergence
speed, reduced optimization probability, and longer algorithm response times. Conse-
quently, obtaining an optimal solution becomes challenging and may not meet practical
application requirements.

In recent years, reinforcement learning (RL) technology has been developed and
deepened, with its ability to learn strategies that maximize rewards through the interac-
tion of the agent with the environment [30] providing an effective solution for perceptual
decision-making problems in complex systems. Nowadays, RL is widely applied in various
prominent fields such as autonomous driving, game Al, and robot control. Since 2014,
the Google DeepMind team has been applying RL technology to Atari games, and this
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trained game Al can surpass the highest levels achieved by human players [31]. RL has
also been applied in natural language processing, significantly enhancing its capabilities in
semantic association, logical reasoning, and sentence generation [32]. Therefore, applying
RL technology to the problem of jamming resource allocation is a direction worth exploring.
Li et al. [33] modeled the breach process using a Markov decision process, and employed
proximal policy optimization algorithms to learn the optimal sequential actions composed
of jamming power allocation matrices and waypoints. The reward function defined de-
pends on the distance to the target and the success or failure of the breach. The simulation
experiments showed that this model could jointly learn the optimal path and jamming
power allocation strategy, effectively completing the breach. Yue et al. [34] decoupled the
coordination decision-making problem of a heterogeneous drone swarm for a suppression
of enemy air defense mission divided into two sub-problems and solved them using a hier-
archical multi-agent reinforcement learning approach. However, the current application of
reinforcement learning in cooperative-jamming resource allocation for multiple jammers
still faces challenges such as modeling difficulties and complex reward function design,
resulting in poor adaptability to complex adversarial scenarios.

The development of evolutionary reinforcement learning (ERL) [35], which combines
traditional evolutionary algorithms with reinforcement learning algorithms in order to en-
hance the speed and effectiveness of convergence, has provided a new perspective for solv-
ing the resource allocation problem. Xue et al. [36] proposed a hybrid algorithm combining
deep Q networks (DQN) and GA for a resource-scheduling problem involving parallelism
and subtask dependency. This algorithm generates the initial population of GA using DQN,
improving its own convergence speed and optimization effect. Asghari et al. [37] used a
coral reef algorithm to allocate resources to tasks and then used reinforcement learning
to avoid falling into local optimums, by using this hybrid algorithm to improve resource
allocation efficiency. Zhang et al. [38] addressed the problem of cluster-coordinated jam-
ming decisions, improved the Q-learning algorithm by the ant colony algorithm, and a
radar-jamming decision model was constructed, wherein each jammer in the cluster was
mapped as an intelligent ant seeking the optimal path. Multiple jammers interacted to
exchange information. This method enhanced the convergence speed and stability of the
algorithm while reducing the hardware and power resource requirements for jammers.

Based on the above research findings, this paper further investigates the problem of
cooperative jamming resource allocation based on multi-domain information. Combined
with the idea of evolutionary reinforcement learning, this paper proposes a two-layer model
for cooperative jamming resource allocation that integrally considers information in three
dimensions: spatial, frequency, and energy domains. The jamming beam allocation matrix
and jamming power allocation matrix were optimized using the outer DBO algorithm
and the inner Q-learning algorithm, respectively. This method transforms the complex
two-dimensional decision problem of the joint optimization of jamming beam allocation
and jamming power allocation into two one-dimensional decision problems. The smaller
dimensions of the solution space effectively prevent the algorithm from becoming trapped
in a locally optimal solution and, at the same time, reduce the response time of the algorithm
and ensure its stability.

In summary, the main contributions of this paper can be outlined as follows:

1. A model containing a spatial condition constraint matrix, a jamming beam allocation ma-
trix, and a jamming power allocation matrix was constructed to address the cooperative-
jamming resource allocation problem. The model integrates information from the spatial,
frequency, and energy domains to formulate constraints and an objective function, mak-
ing its results more aligned with the complex real-world environment.

2. Inorder to better solve the constructed model, an evolutionary reinforcement learning
method called the hybrid DBO-QL algorithm was proposed. This method adopts a
hierarchical selection and joint optimization strategy for jamming beam and power
allocation, greatly reducing the response time of the algorithm while providing good
convergence and stability.



Remote Sens. 2024, 16, 1955

40f23

The rest of this paper is organized as follows. Section 2 introduces the adversarial
scenario model and formulates the constraints and objective function for cooperative
jamming resource allocation among multiple jammers. Section 3 provides a detailed
explanation of the DBO algorithm, Q-learning algorithm, and the proposed hybrid DBO-
QL algorithm. Section 4 presents the simulation experiments and results” analysis for the
three algorithms. Finally, the conclusions drawn from this study are presented in Section 5.

2. System Model

Section 2 describes the modelling of an adversarial scenario for cooperative jamming
resource allocation and the design of the constraints and an objective function based on
the model.

2.1. Adversarial Scenario Model

This paper considers a “many-to-many” adversarial scenario model, as illustrated
in Figure 1. In the spatial adversarial scenario, multiple multi-beam jamming aircraft
(jammers) collaborate to perform coordinated jamming tasks against multiple ground
radars. The multi-beam jamming systems of each aircraft can simultaneously generate
multiple jamming beams to jam multiple radars in different directions. The resources, such
as the pointing direction, quantity, and transmission power of the jamming beams, can be
flexibly controlled. The radar side detects targets based on the received signal-to-jamming
ratio (SJR). Due to the limited jamming power that each jamming aircraft can provide, it is
necessary to reasonably allocate the attitude of each jamming aircraft and the transmission
power of different beams based on real-time battlefield situation information to improve
the utilization of jamming resources. This allocation method is designed to achieve the
highest possible jamming benefit using limited jamming resources.

72

Jammer 3

\\Informaﬁon Sharing
Radar 5 s §§

7& l Jammer 2

Radar 4 /f Information Sharing

K‘ Jammer 1

Jamming beams

Radar 1

Figure 1. Schematic diagram of the adversarial scenario.

2.2. Constraints and Objective Function for Cooperative Jamming Resource Allocation Using
Multiple Jammers

From a mathematical perspective, the problem of cooperative jamming resource
allocation using multiple jammers can be formulated as a multi-choice problem under
multi-dimensional constraints. The objective is to minimize the detection performance
of enemy radars under the constraint of limited jamming resources. In light of this, the
present study integrates information from the spatial, frequency, and energy domains to
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consider and formulate the constraints and objective function for the cooperative-jamming
resource allocation problem.

Assume there are M jammers and N radars in the adversarial scenario. To maximize
jamming benefit, it is necessary to optimize the two jamming resources of the cooperative
jamming system, namely, the jamming beam directions from jammers to radars and the
transmission power of different jamming beams. For this purpose, a binary variable matrix
K was defined to characterize the allocation relationship of jamming beam directions from
jammers to radars, as shown in Equation (1).

ki1 kio kin
koy  kn  c- kon
K= . . . 1
: : K :
kv kmv2 o o0 kmn

Here, k,;, is a binary variable that can only assume values of ‘0" or ‘1". k;;;; = 1 denotes
that jammer m allocates jamming beams to radar #, while k;;;, = 0 indicates that jammer m
does not allocate jamming beams to radar n.

In terms of the allocation of transmission power for different jamming beams, a
jamming power allocation matrix P was defined to quantify the distribution of power
resources in the cooperative jamming system. The corresponding formulation is provided
in Equation (2).

pi1 P12 - PIN

po | v o
: : Pmn :
pm1 PmM2 - PMN

Here, pun represents the transmission power of the jamming beam assigned by jammer
m to radar n.

Therefore, the objective of the cooperative-jamming resource allocation problem for
multiple jammers is to solve for the optimal jamming beam allocation matrix K and jamming
power allocation matrix P under multiple constraints. In this regard, the aim is to achieve
optimal jamming performance in situations where system-jamming resources are limited.
Furthermore, considering the constraints in cooperative-jamming resource allocation for
multiple jammers, this paper designed an objective function that accurately quantifies the
jamming benefit obtained from cooperative-jamming resource allocation. By solving the
optimization problem, the best configuration for the system’s jamming resource variables
is sought to maximize the jamming benefit characterized by the objective function.

2.2.1. Constraints

Setting the constraints for jamming resource allocation adequately and reasonably is
beneficial for quickly finding the optimal jamming resource allocation strategy based on
the actual battlefield situation, thereby enhancing the efficiency of jammer utilization. In
this regard, this paper considers constraints for the system model based on the following
five aspects:

1.  Spatial condition constraint. When allocating jamming resources, considering the
practical situation, not all jammers can be assigned to jam a specific target radar. An
essential prerequisite for such an assignment is that the jammer must be within the
beam coverage area of that radar. Therefore, this paper defined a binary variable
matrix Q to characterize the spatial relationship between jammers and radars, as
shown in Equation (3).
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where g, = 1 indicates that jammer m is within the beam coverage area of radar n and
can be assigned to jam that radar, while g, = 0 indicates that jammer m is not within the
beam coverage area of radar n and cannot be assigned to jam that radar.

2. Jamming beam allocation quantity constraint. Constrained by the payload capacity
of the jammer itself, it is assumed that each jammer can simultaneously allocate a
maximum of / jamming beams to jam multiple radars, as follows:

N
Y kmn <lLm=1,2,---,M 4)
n=1

3. Jamming resource utilization constraint. A single jamming beam emitted by a multi-
beam jammer can effectively jam one radar. In practice, the number of radars to be
jammed may be several times the number of jammers. To enhance the efficiency of
jamming resources and avoid wastage, it is stipulated that each radar can be assigned
a maximum of one jamming beam, as follows:

M
kal’lgllnzllzl"'/N (5)

m=1

4. Jamming power allocation constraint. Each targeted radar must be allocated jamming
power. Assume that the SJR at the radar end is greater than 14 dB indicates that the
jamming provided by the jammers is completely ineffective for the radar in question.
An SR less than 3 dB indicates that the radar has been effectively jammed, and further
jamming power allocation beyond this range would result in a waste of jamming
resources, as follows:

Pmn_14dB < Pmn < Pmn_3dB, Z']"knm =1 ©6)
pmn = 0, else

5. Total jamming power constraint. Constrained by the payload capacity of the jammer
itself, the sum of the jamming power allocated to all jamming beams of a multi-beam
jammer should not exceed the maximum jamming power it can provide, as follows:

N
pmn S memaXIm - 1/2/ e /M (7)

n=1

2.2.2. Objective Function

The purpose of multi-jammer cooperative-jamming resource allocation is to minimize
the detection probability of a radar system by optimizing the allocation of the jamming beam
and power resources of the multi-jammer cooperative-jamming system while satisfying the
working frequency matching between the jammers and the radars. Therefore, the objective
function designed in this paper consists of the following four evaluation factors:

1.  Spectral alignment.
The spectral alignment factor for jammer m with radar n, denoted as 7, (0 <y < 1),
is used to describe the alignment of jamming frequency with radar operating frequency.

A spectral targeting benefit factor, J;, was defined to assess the overall spectral targeting
degree of the current jamming resource allocation scheme and its impact on jamming
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effectiveness. A larger ] indicates a higher overall spectral targeting degree in the current
jamming resource allocation scheme, leading to better jamming effectiveness.

Assuming the jamming frequency range for jammer m is [ f;,1, fm2] and the operating
frequency range for radar n is [ f,11, fu2], the spectral overlap between the jammer’s jamming
frequency and the radar’s operating frequency in the frequency domain is illustrated in
Figure 2.

| . I

ﬁn] ﬁ1l ﬁnz f;12 ﬁll ﬁnl ﬁlZ fmz

(a) (b)
B B A ,
f;nl ﬂll fnZ f;ul ﬁnl f;nZ ﬁil ﬁ12
(c) (d)
ﬁﬂ f;ﬂ f;nl ﬁnZ
(e)

Figure 2. Spectral overlap between the jammer and radar in the frequency domain: (a) f;;1 < fy,1,
fir < fuz < fu2; B) fur < fur < fu2, fuz > fu2o (© fur < fut, fmz > fu2; (D) fax < fur
(@) fin1 > fuz-

From Figure 2, it can be observed that when there are three scenarios (a), (b), and (c)
depicting the spectral overlap between the jammer’s jamming frequency and the radar’s oper-
ating frequency, the overlapping region in the figure can be represented using Equation (8).

Afmn = min(fuo, fuz) — max(fu1, fu1) (8)

When the jammer’s jamming frequency coincides with the radar’s operating frequency
in scenarios (d) and (e), it can be observed that there is no overlapping region in the figure.
In this case, the spectral overlap degree should be 0. However, if Equation (8) is used for
calculation, Afy;; will be a negative number, which is inaccurate. Therefore, this paper
introduced the function sgn(-), whose value is defined as follows:

Lifx>0
0, else

sgn(x) = { ©)

Therefore, a formula satisfying all the situations depicted in Figure 2 for the spectral
overlap degree ;,; can be defined using Equation (10).

Tmn = %:m - s8N (A fiun), (10)

where B, represents the operating bandwidth of the radar. Furthermore, the frequency-
domain targeting benefit factor J is expressed by Equation (11).

M N
]f = Z Z a1 KmnTmn, (11)

m=1n=1

where a; is a normalization factor, and r,;, represents the frequency-domain overlap
between jammer m and radar n.
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2. Signal-to-jamming ratio at the radar receiver.

The detection probability on the radar side is closely associated with the SJR at its
receiving end. The objective of cooperative-jamming resource allocation among multiple
jammers is to appropriately determine the jamming power for jammers, thereby reducing
the SJR at the radar end. Consequently, the SJR at the radar end serves as an evaluative
metric for the jamming effectiveness at a given jamming power.

In the system model established in this paper, the jammers jam the radars to conceal
themselves from detection by said radars. Therefore, the distance between the radar
and the target is assumed to be equal to the distance between the radar and the jammer.
Consequently, based on the radar equation, the SJR obtained by the radar can be expressed
as follows: oP.C

r™r
SJRradar = 47TRd2P]‘G]‘]/l/ (12)
where o represents the target’s radar cross section area; P and PJ denote the transmission
power of the radar signal and jamming signal, respectively; R, is the distance between the
radar and the jammer; G, and G; are the power gains of the radar and jammer antennas,
respectively; and y is the polarization matching loss coefficient between the jamming signal
and the radar signal.

Similarly, the SJR obtained by the jammer can be derived as follows:

P,G,GjA%u

R "

S] Rjammer =

where A represents the wavelength of the transmitted signal.
The ratio between the SJR obtained by the radar and that obtained by the jammer can
be obtained using the following formula:

SR adar _ 0P, G, (477)2Rdzpj . 4rto
S]R]'ammer 47‘[Rd21)]'Gj‘11 PrGrGj/\2}l G]Z)\Z‘uz

(14)

Hence, the jammer can estimate the SJR at the radar receiver based on the SJR obtained
by its own platforms. To assess the jamming effect of jammer m transmitting a jamming
signal with power p,,, on radar n, the variable 77,,,, was defined to measure the effectiveness
of the jamming, as expressed in Equation (15).

ISk
i = 1082 (smm * 1)’ (15

where ¢ is a scaling factor, and since this paper conventionally sets the minimum SJR to 3
dB, during the simulation experiments, € was set to 3.

A radar receiver SJR benefit-factor, denoted as ], was defined to evaluate the jamming
effectiveness of the current jamming resource allocation scheme, as follows:

M N
Jp= Z E 2o Kmnmn, (16)

m=1n=1

where a5 is a normalization factor and #,, represents the jamming effectiveness of jammer
m with respect to radar n.

3.  Distance between jammers and radars.

According to Equation (12), under the condition of maintaining a constant SJR at the
radar end, the jamming power required to jam a radar is inversely proportional to the
square of the distance between the radar and the jammer. In other words, the greater
the distance between the jammer and the radar being jammed, the less jamming power
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required to jam the radar. This enables greater jamming effectiveness with reduced jamming
power consumption.

Assuming the position of jammer m is denoted as (X, Ym, zm ) and the position of radar
n is denoted as (xy, Yn, zn ), the distance d,,, between them can be expressed as follows:

dmn = \/(xm - xn)z + (ym - yn)z + (Zm - Zn>2 (17)

An overall distance benefit factor J; was defined to evaluate the jamming effectiveness
of the current jamming resource allocation scheme, as follows:

M N
Ja = Z Z a3kmndmn, (18)

m=1n=1

where a3 is a normalization factor and d,,;, represents the distance between jammer m and
radar n.

4. Number of jammed radars.

In practical scenarios, the number of radars that can be jammed may be constrained by
factors such as the quantity of jammers, payload limitations, and constraints in the spatial,
frequency, and energy domains. Consequently, not all detected radars can be jammed by
the jammers. The objective of cooperative-jamming resource allocation involving multiple
jammers is to maximize the jamming coverage over the detected radars. To assess the
jamming effectiveness of the current resource allocation scheme, a benefit factor for the
number of jammed radars was defined as follows:

M N
Jn = Z Z &4kmn, (19)

m=1n=1

where a4 is a normalization factor.

Employing a linear weighting method to balance the weights of the four evalua-
tion factors mentioned above, these factors can be integrated into the following unified
objective function:

max] = max[], Jp, Ja, Jn] = max(B1]s + B2Jp + B3Ja + Paln), (20)

where 1, B2, B3, and B4 are weighting factors and B + B2 + B3 + B4 = 1.

] represents the jamming benefit, and a larger value indicates more effective jamming
of the entire cooperative jamming system with respect to the radars. The magnitude of |
can be used to gauge the rationality of jamming resource allocation, thereby enhancing the
utilization efficiency of jamming resources.

3. Evolutionary Reinforcement Learning Method Based on the DBO and
Q-Learning Algorithms

An evolutionary reinforcement learning method called the hybrid DBO-QL algo-
rithm was developed for the cooperative-jamming resource allocation model involving the
complex constraints constructed in Section 2. The principle of the proposed algorithm is
elaborated in detail below.

3.1. DBO Algorithm

The DBO algorithm, introduced by Xue et al. [39] in 2022, is a novel metaheuristic
swarm intelligence optimization algorithm and a type of evolutionary algorithm. It draws
inspiration from the rolling, dancing, foraging, stealing, and reproductive behaviors of
dung beetles. This algorithm simultaneously considers global and local exploitation,
endowing it with fast convergence and high accuracy. It can effectively address complex
optimization problems.
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In the DBO algorithm, each dung beetle’s position corresponds to a solution. There are
five behaviors exhibited by the dung beetles when foraging in this algorithm: rolling a ball,
utilizing celestial cues such as the sun for navigation, thus allowing the ball to be rolled
in a straight line; dancing, which allows a dung beetle to reposition itself; reproduction, a
natural behavior in which dung beetles roll fecal balls to a secure location, where they hide
and use the balls as a breeding ground; foraging, in which some adult dung beetles emerge
from the ground to search for food; and stealing, in which certain dung beetles, known as
thieves, steal fecal balls from other beetles.

Therefore, the dung beetle population in the algorithm is divided into four categories,
namely, the ball-rolling dung beetle, the brood ball, the small dung beetle, and the thief, as
shown in Figure 3. The population is divided into the different roles in a ratio of 6:6:7:11.
In other words, according to the population size in Figure 3, out of 30 individuals, six dung
beetles are assigned to engage in ball-rolling behavior. These ball-rolling dung beetles
adjust their running direction based on various natural environmental influences, initially
searching for a safe location for foraging. Another six dung beetles are designated as
beetles engaging in reproductive behavior, and the reproduction balls will be placed in
a known safe area. Seven dung beetles are defined as small dung beetles, which forage
in the optimal foraging area. The remaining eleven dung beetles are classified as thieves,
and thief dung beetles search for food based on the positions of other dung beetles and the
optimal foraging area.

AN AN / I I

I I
ball-rolling dung beetles  brood balls small dung beetles some thieves

Figure 3. The partitioning rules for the population.

3.1.1. Dung Beetle Ball Rolling

The conditions for ball rolling carried out by dung beetles can be categorized into two
scenarios: obstacle-free conditions and conditions involving obstacles.

1. The scenario without obstacles

When there are no obstacles along the path of the dung beetle’s progression, the ball-
rolling dung beetle employs the sun as a navigation reference to ensure its dung-ball rolls
along a straight trajectory. Natural factors can affect the beetle’s path during ball rolling.
The position-updating mechanism for the dung beetle during the ball-rolling process is
represented by Equation (21) as follows:

w1

t t—1 t t
;| =X;+appo- kpgo - X+ b- ‘xi — xworst|, (21)

where t denotes the current iteration number; x! represents the position of the ith dung
beetle in the population in the tth iteration; kpgo € (0,0.2] denotes the deflection coefficient,
a constant value; b € (0,1) represents a constant value; apgo is a natural coefficient
indicating whether there is a deviation from the original direction, assigned a value of 1
or —1 based on a probability method, with 1 indicating no deviation and —1 indicating
a deviation from the original direction; x!,,, represents the worst position in the current
population; and |x! —xf | is utilized to simulate changes in light intensity.

2. The scenario with obstacles

When dung beetles encounter obstacles that hinder their progression, they need to
adjust their direction through a dancing mechanism. The formula defining the position
update during a ball-rolling dung beetle’s dance is as follows:

t—1

= x4 tan(9) - |xf —xi71|, (22)
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where 6 € [0, 7] represents the deflection angle. When 6 equals 0, 7, or 77, tan(6) is either 0
or meaningless. Therefore, it is stipulated that when 6 equals 0, g, or 7, the dung beetle’s
position will not be updated.

3.1.2. Dung Beetle Reproduction

In dung beetle reproduction, a boundary selection strategy is used to simulate the
oviposition area for female dung beetles. The definition of the oviposition area is expressed
in the following Equation (23):

Lb* = max{xly,, - (1~ R), Lb} , -
Ub* = min{xty,, - (1+R), Ub}

where R =1 —t/T, with T representing the maximum iteration count; Lb and Ub are the
lower and upper bounds of the optimization problem, respectively; and x;b .5t denotes the
global optimal position of the current population.

The DBO algorithm defines the lower bound Lb* and upper bound Ub* of the ovipo-
sition area with each iteration. In other words, the region where dung beetles lay eggs
changes dynamically as the iteration count progresses. Once the female dung beetle deter-
mines the oviposition area, it proceeds to lay eggs within that region. Each female dung
beetle generates only one dung ball in each iteration. Since the oviposition area dynamically
adjusts with the iteration count, the position of the dung ball is also dynamically adjusted
during the iteration process, which is defined as follows:

B! = g b1 - (Bf — Lb) + by - (Bf — Ub"), (24)

where Bf“ represents the position of the ith dung ball in the tth iteration; by and by denote
two independent random vectors with a size of 1 X D; and D represents the dimensionality
of the optimization problem.

3.1.3. Dung Beetle Foraging

Guide dung beetle larvae to search for food and simulate their foraging behavior by
establishing an optimal foraging area, which is defined in Equation (25).

{ L = m} (1= R), Lo} @)

UbP = min x;best -(14+R), Ub}

t

Here, R remains consistent with the previous definition and Xppest

represents the local
optimal position of the current population.

The DBO algorithm defines the lower bound Lb” and upper bound Ub? for the
foraging area of the small dung beetles. The position update process for the small dung

beetles is expressed in Equation (26), as follows:
A =xl 4+ Cp - (b = LbP) + G - (2 — UbP), (26)

where Cj is a random number following a normal distribution, C; ~ N(0,1) and C; is a
random vector with a size of 1 x D belonging to (0,1).

3.1.4. Dung Beetle Stealing

Within the dung beetle population, there will be some that steal dung balls from other
dung beetles. The position update process for the thieving dung beetles is expressed in
Equation (27), as follows:

t+1 _ ot
Xi = Xpbest +Sppo - &~ (

t t t t
X — xgbest + ’xi = Xpbest )’ (27)
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where g represents a random vector of size 1 x D following a normal distribution and Sppo
denotes a constant value.

A flowchart of the DBO algorithm is shown in Figure 4, which primarily consists of
the following six steps:

Initialize the dung beetle populations and set the parameters of the DBO algorithm;
Calculate the fitness values for all dung beetle positions based on the objective function;
Update the positions of all dung beetle populations according to the set rule;

Check whether each updated dung beetle has exceeded the boundaries;

Update the current optimal solution and its fitness value;

Repeat the above steps, and after the iteration count ¢ reaches the maximum iteration
count, output the global optimal value and its corresponding solution.

Initialize the population and
set the algorithm parameters

SARSUE SIS

v
»  Calculate the fitness value
v

Update the positions of all
dung beetle populations

Has the boundary
been exceeded?

Limit population
boundary

< ]

Update the current optimal
solution and its fitness value

as the termination
condition been met?

Output the global optimal
solution and its fitness value

End
Figure 4. DBO algorithm flow chart.

3.2. Q-Learning Algorithm

As a value-function-based algorithm, Q-learning is a typical temporal difference (TD)
algorithm [40] used within the realm of reinforcement learning. This algorithm engages
with the environment through a trial-and-error approach, adjusting the next action based
on environmental feedback. Through multiple interactions, Q-learning can effectively solve
optimal decision-making problems under model-free conditions.

The Q-learning algorithm updates the value function based on the immediate reward
obtained from the next state and the estimated value of the value function. Thus, at time
k + 1, the update of the value function is expressed as follows:

1
k+1

Qi1 (skoax) = QF (sk,ax) + ("1 — QF (5K, ak)] (28)
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Hence, the update function can be expressed as follows:

Q(sk, ax) < Q(sk, ax) + a[rg + ymax.Q(sgs1, ax+1) — Qlsk, ax)], (29)

where Q(s, ax) is the action-value function at the current time step, while Q(sky1, a4k 1)
is the action-value function at the next time step; « is the learning rate; <y is the discount
factor, «, v € (0,1); and r is the reward value.

When the agent selects an action, to avoid falling into local optima, the choice of
strategy 7t typically involves a trade-off between “exploration and exploitation”. The
greedy algorithm (¢ — Greedy) is a commonly used method for this purpose, where ¢
represents the exploration factor, e € (0,1). In this algorithm, exploitation is performed
with a probability of 1 — ¢, and exploration is performed with a probability of €. The specific
expression is as follows:

(sg),p=1—c¢

The optimization process of the Q-learning algorithm is an exploration—exploitation
process. After reaching the maximum iteration count, a convergent state—action two-
dimensional table, known as the Q-table, is obtained.

7 (5) = { rand(ay),p = € (30)

3.3. The Proposed Hybrid DBO-QL Algorithm

Since the “many-to-many” adversarial scenario model proposed in Section 2 has nu-
merous input parameters, complex constraints, and a multi-peaked objective function,
commonly used metaheuristic swarm intelligence algorithms for solving optimization
problems often exhibit slow convergence and unsatisfactory convergence results. On the
other hand, it is difficult to apply reinforcement learning algorithms with good convergence
results and high efficiency in situations with multiple inputs and complex constraints. To
address this, this paper proposes a combination of the DBO algorithm, which is an evo-
lutionary algorithm, and the classical Q-Learning algorithm from reinforcement learning.
Through this evolutionary reinforcement learning method, this paper aims to tackle the
jamming resource allocation problem in a scenario where multiple jammers are jamming
multiple radars.

Assuming the adversarial process between the jammers and radars involves a total
of U adversarial rounds at a certain time, the process of cooperative jamming resource
allocation with joint multi-domain information proceeds as follows.

In the uth adversarial round, the friendly side acquires information about jammers
and radars through situational awareness and electromagnetic spectrum sensing in the
external environment. Using radar-signal-deinterleaving technology, it determines the
quantity, positions, and parameters of the radar radiation sources. Subsequently, based
on the received information about the parameters of jammers and radar radiation sources,
and with specific constraints in mind, the outer layer of the DBO algorithm is employed
to assess which radars can be jammed by the jamming beams of the same jammer. This
process generates the jamming beam allocation matrix K. Furthermore, the inner layer of
the Q-learning algorithm, utilizing the jamming beam allocation matrix K as a foundation,
allocates the transmission power for each jamming beam. This generates the jamming
power allocation matrix P, completing the cooperative jamming resource allocation for
multiple jammers in the adversarial round. The process then proceeds to the (u + 1)th
adversarial round. The method for cooperative jamming resource allocation with joint
multi-domain information is illustrated in Figure 5.
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The uth adversarial round

Situational Awareness and
Electromagnetic Spectrum Sensing

External Environment

Enter the (x+1)th adversarial round

Jamming resource allocation

Radar signal
deinterleaving

Radar

Jamming power
Radar parameters allocation matrix P

matrix V,

. av
parameters Jamming effect  reward R
evaluation
Inner Q-Learning Algorithm
Jammer Jammer parameters matrix /; Jamming beam
parameters allocation matrix K
L]
.
L]
Soatial conditi it matrix 0 Population  lterative optimization . e °
i iti Spatial condition constraint matrix s
Spatial c01'{d1t10n p » initialization » L
constraint
Other constraints ———» .

Outer DBO Algorithm

Hybrid DBO-QL Algorithm Model

Figure 5. Cooperative jamming resource allocation with joint multi-domain information.

The objective of the outer-layer DBO algorithm is to find the optimal jamming beam
allocation matrix K while satisfying constraints (3), (4), and (5). The objective function of
the outer-layer DBO algorithm should incorporate Equations (11), (18), and (19). Therefore,
the objective function of the outer-layer DBO algorithm is defined as follows:

Jo=mJf+7r2)a+v3)n (31)
where 1, 72, and <3 are all weighting factors and 1 + 2 + 3 = 1. These factors can be
configured based on the specific emphasis of the criteria during utilization.

The inner-layer Q-learning algorithm’s objective is to make decisions about the optimal
jamming power allocation matrix P under the guidance of the optimal jamming beam
allocation matrix K. This process is aimed at achieving cooperative jamming resource
allocation with multiple jammers. Therefore, the design approach for the inner-layer
Q-learning algorithm is as follows:

(1) The state set S consists of matrices representing jamming power allocations. The
initial state is randomly selected from the set of jamming power allocation matrices. When
the agent takes action in the current state, the transition to the next state transpires.

(2) The action set A consists of jamming power values. Adhering to the constraints
outlined in Equation (6), the jamming power range [P, 14dB, Pmn_3dB] i reasonably parti-
tioned into & discrete values. The initial action is randomly selected from these h discrete
values, and subsequent actions are chosen according to the policy 7 from Q-learning.

(3) The value of the reward, denoted by R*, is determined based on the effectiveness
of jamming # as defined in Equation (15). The specific definition is provided below:

N
R — Wmnrif Y. Pmn < Pm_max
mn — n=1

0, else

(32)



Remote Sens. 2024, 16, 1955 15 of 23

Thus, the jamming effect of the jamming power allocation matrix P, determined by the
decision of the inner-layer Q-learning algorithm, can be assessed using the radar receiver
SJR benefit factor ], defined by Equation (16), as follows:

M N
Ji=Tp= Z Z &2 kmn mn (33)
m=1n=1

Therefore, for the proposed hybrid DBO-QL algorithm in this paper, the jamming
benefit, as defined by Equation (20), can be expressed as follows:

max] = max|[Jo, Ji] = max[MJo + A2]i] = max[A(v1]f +v2)a + V3ln) +A2Jpl,  (34)

where A1 and A, both represent weighting factors and Ay +Ap = 1.
The pseudo-code of the hybrid DBO-QL algorithm proposed in this paper is Algorithm 1.

Algorithm 1 Pseudo-Code of the hybrid DBO-QL algorithm

Input: Radar parameter matrix V;; jamming parameter matrix V;; spatial condition constraint
matrix Q; weighting factors 1, 72, 73, A1, andA; and the parameters for the DBO algorithm
include the maximum number of iterations Tppp and the population size Nppp, while the
Q-Learning algorithm involves the maximum number of iterations Tg;, initial learning

rate wg, initial exploration factor €y, and discount factor +.

Output: Jamming beam allocation matrix K, jamming power allocation matrix P.

1: Initialize the population and parameters for the DBO algorithm.

2: while(t < Tppp) do

3: fori=1:Npppdo

4: if i == ball-rolling dung beetle then

5: ¢ =rand(1);

6 if 5 <0.9 then

7: #ppo = rand(1);

8: if yppo > Appo(set a probability value Appp ) then

9: appo =1

10: else

11: XDBO = *1;

12: end if

13: Update the ball-rolling dung beetle’s position using Equation (21);
14: else

15: Update the ball-rolling dung beetle’s position using Equation (22);
16: end if

17: end if

18: if i == brood ball then

19: Rzl—t/TDBo

20: fori = 1: Ny (the brood ball number) do

21: Update the brood ball’s position using Equation (24);
22: forj=1:D do

23: if B, > Ub; then

24: ij = llb;k

25: end if

26: if B; < Lb; then

27: B}, = Lb;

28: end if

29: end for

30: end for

31: end if
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32: if i == small dung beetle then

33: Update the small dung beetle’s position using Equation (26);
34: end if

35: if i == thief then

36: Update the thief’s position using Equation (27);

37: end if

38: end for

39: if the newly generated position is better than before then

40: Update it;

41:  end if

42: t=t+1;

43: end while

44: return K and its fitness value Jp

45: Initialize the Q(s, ) matrix and the parameters for the Q-learning algorithm.
46: fork=1:Tg; do

47: Obtain the initial state s;

48:  Use the e—greedy policy to select an action a in the current state s based on Q;
49:  Obtain the feedback 7, s’ from the environment;

50: Update the Q(s, a) by using Equation (29);

51: Update the next state s by using s’;

52: end for

53: return P and its fitness value J;

4. Simulation Experiments and Results Analysis

To highlight the effectiveness, superiority, and timeliness of the proposed hybrid
DBO-QL algorithm with respect to the joint optimization problem of jamming beam and
jamming power allocation, this paper conducted simulation experiments concerning a
complex scenario involving “multiple jammers against multiple radars”. Within the same
simulation environment, the hybrid DBO-QL algorithm was compared with the DBO
algorithm and the PSO algorithm in terms of jamming benefit, algorithm response time,
and optimization success rate. To ensure accuracy and fairness in the comparison, all the
operational parameters of the jammers and radars were maintained consistently.

4.1. Simulation Parameter Configuration

Assuming that at a certain moment, there are a total of M = 4 jammers conducting
cooperative jamming tasks against N = 10 radars in the adversarial space, the radar pa-
rameter information and jammer parameter information sets during the simulation are
presented in Tables 1 and 2, respectively.

Table 1. Radar parameter information.

Radar ID Position/km Center Bandwidth/MHz Pulse Repetition Pulse Width/us  Power/kW
Frequency/GHz Frequency/Hz
No.1 (83.2,48.2,0.1) 8.4 84.0 2616.0 5.0 154.3
No.2 (92.1,1.2,0.1) 8.8 80.0 1706.0 16.0 148.1
No.3 (75.9,68.4,0.0) 9.2 42.0 2337.0 8.0 162.0
No.4 (83.7,24.9,0.0) 6.7 100.0 844.0 45.0 159.0
No.5 (96.3,14.2,0.1) 6.6 90.0 1412.0 22.0 1412
No.6 (79.2,32.8,0.1) 7.3 33.0 1920.0 15.0 165.5
No.7 (92.3,98.5,0.0) 8.2 62.0 855.0 43.0 1624
No.8 (89.6,61.8,0.1) 9.4 50.0 2252.0 10.0 144.7
No.9 (73.8,92.2,0.1) 9.5 20.0 1262.0 24.0 142.6
No.10 (77.4,84.9,0.0) 6.4 92.0 1180.0 26.0 165.0
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Table 2. Jammer parameter information.

Jamming Frequency

Jammer ID Position/km Azimuth Angle/ Elevation Angle/ Range/GHz Power/kW
No.1 (28.2,31.1,1.9) 0.5 45 (6.3,8.2) 0.2
No.2 (3.6,26.6,2.2) 0 475 (6.6, 8.5) 0.2
No.3 (24.0,77.5,2.4) 0 42.5 (7.5,9.4) 0.2
No.4 (10.0,52.3,1.8) —-0.5 45 (7.9,9.7) 0.2

The spatial relationship between the jammers and radars is illustrated in Figure 6.

Y Jammers
@® Radars
2.5 * *
2 *
= 1.5
=
N |
100

X/km 100 0 Y/km

Figure 6. Visualization of the adversarial scenario.

The spatial condition constraint matrix at this moment is presented in Table 3.

Table 3. Spatial condition constraint matrix.

Radar 1 Radar 2 Radar 3 Radar 4 Radar 5 Radar 6 Radar 7 Radar 8 Radar9 Radar 10

Jammer 1 1 0 0 1 0 1 1 0 0 1
Jammer 2 1 0 0 1 1 0 1 0 0 1
Jammer 3 0 1 1 1 0 1 0 1 1 0
Jammer 4 0 0 1 0 0 0 0 1 0 1

Other parameter settings for the adversarial scenario are provided in Table 4.

Table 4. Other parameter settings for the adversarial scenario.

Parameters Values
Radar Antenna Gain G, /dB 30
Jammer Antenna Gain G;/dB 5
Polarization Matching Loss Coefficient between Jamming and Radar Signals p 0.5
Target’s Radar Cross Section Area o/m? 1

The specific parameter settings for each algorithm are as follows:
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For the hybrid DBO-QL algorithm, weighting factors 71, v2, ¥3, A1, and A, were set
to 0.35, 0.25, 0.4, 0.65, and 0.35, respectively. For the outer-layer DBO algorithm, the maxi-
mum iteration count corresponded to Tppp = 200, and the population size corresponded
to Nppo = 30; for the inner-layer Q-learning algorithm, the maximum iteration count
corresponded to To; = 20,000, and the discount factor corresponded to v = 0.8. An
adaptive strategy was employed for the learning rate « and exploration factor ¢ in this
paper. In the initial stages of the algorithm, where exploration is emphasized, relatively
larger learning rates and exploration factors are used to enable the algorithm to explore
the solution space rapidly. As the training progresses, the learning rate and exploration
factor gradually decrease, provoking the transition of the algorithm into the exploitation
phase, where smaller values of these parameters facilitate convergence to the optimal result.
The definitions of the learning rate a and exploration factor ¢ in this paper are provided in
Equations (35) and (36), and their function plots are shown in Figure 7. The initial learning
rate ag was set to 0.7, and the initial exploration factor ¢y was set to 0.9.

__pt
x=uwng-e QL (35)

where g is the initial learning rate and p is the decay factor. The decay factor p is related to
the maximum iteration count T;, and in the simulation experiments in this paper, p was

set to 9.
_pt
.e ToL 4
e—J €-e Q,ife>0.1 (36)
0.1, else
where g is the initial exploration factor and the definition and value of p are the same as
those in Equation (35).
0.7+ 1 09 f 1
0.6F . 081 1
0.7+ 1
0.5f .
w
S 5 06 1
2 041 i &
2 & 05r 1
E 03t 1 E
2 2 04f 1
021 1 "
03 f 1
0.1 i 02 1
0r 1 0.1 1
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Iteration Iteration
(a) (b)

Figure 7. Function plots of learning rate « and exploration factor e: (a) function plot of learning rate
«; (b) function plot of exploration factor e.

The parameter settings for the DBO algorithm are as follows: weighting factors 1, 82,
B3, and B4 were set to 0.25, 0.35, 0.15, and 0.25, respectively. The maximum iteration count
corresponded to T'ppp = 500, and population size corresponded to N'pgo = 180.

The parameter settings for the PSO algorithm are as follows: Weighting factors 1, 82,
B3, and B4 were set the same as they were in the DBO algorithm. The maximum iteration
count corresponded to Tpso = 500, and population size corresponded to Npso = 200. The
learning factor has a minimum value of cipin = ¢omin = 0.5 and a maximum value of
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Clmax = Comax = 2.5. The inertia factor has a minimum value of Wi, = 0.4 and a maximum
value of wmax = 0.9. Particle velocity has a minimum value of v, = —0.1 and a maximum
value of vmax = 0.1.

4.2. Experimental Results and Analysis

The convergence results for the hybrid DBO-QL algorithm are illustrated in Figure 8.
It can be observed that the outer-layer DBO algorithm reached convergence around the
10th iteration, while the inner-layer Q-learning algorithm achieved convergence around

the 9000th iteration.
| : ; : : : : : - ssol : ; : : : : ]
070k _ 300 F .
Convergence
73 0.65F 1 207 |
g
B o 200 F =
s 0.60f =
< E
2 Q150 ]
5 0.55F 1
2,
o 100 - 1
0.50 a
501 _
045+ ]
) of -
040 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
0 20 40 60 8 100 120 140 160 180 200 0 2000 4000 6000 8000 10.000 12.000 14.000 16.000 18.000 20.000
Iteration Iteration
(a) (b)
Figure 8. Convergence curve of the hybrid DBO-QL algorithm: (a) the convergence curve of the
outer-layer DBO algorithm; (b) the convergence curve of the inner-layer Q-learning algorithm.
When the algorithm converged, the jamming beam allocation matrix K and the jam-
ming power allocation matrix P are presented in Tables 5 and 6, respectively.
Table 5. Jamming beam allocation matrix.
Radar1 Radar2 Radar3 Radar4 Radar5 Radar6 Radar7 Radar8 Radar9 Radar10
Jammer 1 0 0 0 0 0 1 0 0 0 1
Jammer 2 1 0 0 1 1 0 1 0 0 0
Jammer 3 0 1 0 0 0 0 0 0 0 0
Jammer 4 0 0 1 0 0 0 0 1 0 0
Table 6. Jamming power allocation matrix (Unit: kW).
Radar1 Radar2 Radar3 Radar4 Radar5 Radar6 Radar7 Radar8 Radar9 Radar10
Jammer 1 0.00 0.00 0.00 0.00 0.00 0.10 0.00 0.00 0.00 0.10
Jammer 2 0.03 0.00 0.00 0.05 0.05 0.00 0.07 0.00 0.00 0.00
Jammer 3 0.00 0.11 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
Jammer 4 0.00 0.00 0.10 0.00 0.00 0.00 0.00 0.10 0.00 0.00

The jamming beam allocation matrix and jamming power allocation matrix shown
in Tables 5 and 6 represent the optimal cooperative jamming resource allocation scheme
output by the algorithm. According to this scheme, out of the 10 radars in the adversarial
scenario, 9 were allocated jamming beams for jamming. Taking the first jammer as an
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Z/km

X/km

example, it was assigned to jam the sixth and tenth radars, with both jamming beams
having a transmission power of 0.10 kW. Moreover, from Table 6, it can be observed that
only the ninth radar was not assigned a jamming beam for jamming. This is due to the
spatial condition constraint matrix (Table 3), wherein only the third jammer can be assigned
to jam the ninth radar. However, referring to the radar parameter information and jammer
parameter information in Tables 1 and 2, it is evident that the operating frequency range of
the ninth radar does not overlap with the jamming frequency range of the third jammer.
Their frequency domain intersection is 0, indicating that the third jammer cannot effectively
jam the ninth radar. Hence, no allocation is made, reflecting a scenario that may occur in
practical situations.

To provide a more intuitive display of the results of cooperative jamming resource
allocation with multiple jammers, the outputs of the outer-layer DBO algorithm and the
inner-layer Q-learning algorithm are depicted separately in Figures 9 and 10.

. Jammer 1

Jammer 2

Jammer 3

Jammer 4

Radar jammed by jammer |
Radar jammed by jammer 2
Radar jammed by jammer 3
Radar jammed by jammer 4
® Unjammed radar

* %

100

Figure 9. Visualization of DBO algorithm output.

In order to evaluate the stability and adaptability of the algorithm with respect to
solving the optimization problem with complex constraints, the optimization success rate
Rsuccess is defined in Equation (37) as follows:

Nconvergence

x 100%, (37
Ntotal )

Rsuccess =

where Neonvergence is the number of times the algorithm converges to the optimum and Ny,
is the total number of experiments.

Under the same simulation scenario, model parameters, and hardware conditions,
200 Monte Carlo experiments were conducted on the hybrid DBO-QL algorithm, DBO
algorithm, and PSO algorithm to obtain the optimal jamming benefit, average algorithm
response time, and the optimization success rate, as shown in Table 7. The algorithm
response time is calculated as follows: For swarm intelligence optimization algorithms, it
constitutes the time elapsed from the start of the algorithm to reaching the convergence state.
For the Q-learning algorithm, it consists of the time that has elapsed since the algorithm
reached the convergence state, ranging from the next state input to the corresponding
action output by the agent.
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Figure 10. Visualization of Q-learning algorithm output.
Table 7. The evaluation results of different algorithms.
Method
Evaluation Indicator
DBO-QL DBO PSO
Jamming Benefit 0.68 0.66 0.64
Algorithm Response Time/s 0.11 415 3.21
Optimization Success Rate/% 98.93 78.31 65.84

The simulation results validated the effectiveness, superiority, and timeliness of the
proposed hybrid DBO-QL algorithm. Compared with the DBO and PSO algorithms, the
proposed hybrid DBO-QL algorithm improved the jamming benefit by 3.03% and 6.25%,
reduced the algorithm response time by 97.35% and 96.57%, and improved the optimization
success rate by 26.33% and 50.26%, respectively. This is because, for the DBO algorithm
and PSO algorithm, the increase in constraints entails an increase in algorithm optimization
difficulty, so when facing problems with complex constraints, these algorithms often need
to expand the number of populations to increase their own optimization success rates,
but the expansion of the number of populations will bring about the prolongation of the
algorithm response time; therefore, it is necessary to balance the relationship between the
algorithm response time and the optimization success rate when using these algorithms.
A benefit is provided by the hybrid DBO-QL algorithm’s unique model, where the outer-
layer DBO algorithm has a discrete solution space with only two values (0 and 1) for each
dimension. This significantly simplified the optimization difficulty, resulting in improved
convergence and stability and reduced time consumption. For the inner-layer Q-learning
algorithm, once the agent is trained, it can rapidly select the optimal action for a given
input state at different times based on the trained policy. Unlike the other two swarm
intelligence optimization algorithms, the Q-learning algorithm does not require repetitive
computations for each iteration, leading to a significant reduction in response time.

Table 7 also reveals that, compared to the PSO algorithm, the DBO algorithm provides
a greater jamming benefit but at the cost of a longer response time. This is due to the
fact that the DBO algorithm incorporates optimization strategies inspired by the rolling,
dancing, foraging, stealing, and reproductive behaviors of dung beetles, which enhance its
convergence effectiveness but prolong the algorithm response time.
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5. Conclusions

This paper addresses the problem of cooperative jamming resource allocation with
multiple jammers in a “many-to-many” scenario, proposing a method based on evolution-
ary reinforcement learning. This method comprehensively considers information from
spatial, frequency, and energy domains to construct constraints and an objective function. It
characterizes the jamming resource allocation scheme through the jamming beam allocation
matrix and jamming power allocation matrix and optimizes these matrices using the outer-
layer DBO algorithm and the inner-layer Q-learning algorithm, respectively. This approach
achieves cooperative jamming resource allocation among multiple jammers by leverag-
ing radar parameter information and jammer parameter information. In the simulation
experiments, commonly used swarm intelligence optimization algorithms, specifically the
DBO algorithm and the PSO algorithm, were selected for comparison in terms of jamming
benefit, algorithm response time, and optimization success rate. The results demonstrate
that the proposed algorithm outperforms the other two swarm intelligence optimization
algorithms, obtaining higher jamming benefits and optimization success rates and showing
significant advantages in algorithm response time.
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