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Abstract: The proper operation of a water supply system (WSS) requires constant investment.
The priority is to provide residents with high quality potable water, in the required quantity and
pressure, in accordance with the applicable regulations. The paper presents an assessment of the
potential inherent operational risk of a WSS in support of the risk-based investment management
process. It is of high importance to invest in the operational safety as it concerns both producers
and consumers. The investment engenders additional costs that should partially be supported by
the consumers. Thus, the paper presents a methodology to analyse consumers’ readiness to accept
water supply services’ additional costs. The proposed methods may underpin a comprehensive
program for risk-based investment management and operational decision-making. The case study
and the approach in this article concern one particular regional WSS, based on information collected
from water consumers. The assessment suggests a willingness to tolerate additional costs in view of
enhancing the performance of the water supply services.

Keywords: water supply system; risk analysis; risk management; safety of water supply

1. Introduction

A global water supply safety system represents a collection of organisations, institutions,
technical systems, educational, and control measures, whose aim is to ensure the safety of those
who consume water. A safety management system tends to be introduced at the local level [1,2],
and in today’s world typically, or even necessarily, embraces risk management [3]. In the context
of a water supply company, this is a multi-stage procedure that aims at improving system security,
especially regarding the supply of drinking water in both its quantitative and qualitative aspects [4].
Key aspects here are risk analysis, risk assessment, and decision-making regarding acceptability and
temporary control [5,6].

At the outset, it is necessary to recall how risk derives from a lack of knowledge of events that
may occur in the human environment as a process operator [7,8]. On that basis, today’s active risk
management entails the identification and analysis of the causes of risk, limiting losses, and building a
strategy of success. The effects to be achieved are risk control and risk reduction to tolerable levels [9,10].

In the case of water distribution systems, the most important factors are production, logistics,
and research and development [11]. Where these are integrated, risk management can be
coordinated [12]. The risk associated with the production and distribution of drinking water relates
in particular to the likelihood of adverse events and the extent of possible damage [13]. During the
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phase in which water is produced, risk can be assigned to either strategic or operational categories [14].
Strategic production risk is long-term, relating to the investment decisions water supply companies take,
not least regarding the quality of the water source as conceived broadly (activities in compliance with
provisions on zones for the protection of intakes) [15]. Operational production risk, in turn, refers to
current disruptions in the production and distribution of water, and is of a short-term nature [16,17].

Logistic risk is determined in the planning phase of water supply operations, and relates to its
management methods [18,19]. The purpose of logistic protection in crisis situations (e.g., flood or
drought) is to ensure appropriate organisation and operational effectiveness within the framework of
crisis response, in a manner adequate to the level of the threat. In the Polish case specifically, this should
be in accordance with the country’s Crisis Management Act. The most important logistical safeguards
limiting risk include, among other things [20–22]:

• Developing emergency plans in the event of failures of various kinds;
• Securing the work of means of communication and an alarm notification network;
• Arranging the supply of water from alternative sources (e.g., water delivery to housing estates in

water tankers);
• Providing basic medical and sanitary measures (e.g., for water supply);
• Providing resources as part of external support (e.g., in the supply of bottled water to the

population);
• Organising preventive inspections aimed at assessing the state of emergency protection and

identifying potential new causes of failures;
• Developing a crew-training system in the event of a crisis, including periodic civil-defence exercises.

Risk management should be treated as a process inseparable from the management of the entire
water supply company, as related to the development of risk response methods, i.e., the preparation
of organisational infrastructure in support of risk management [23]. Risk identification is based
on the selection of representative emergency events that may occur during system operation,
including initiating events capable of inducing a so-called domino effect [24]. Risk assessment
is then a process of qualitative and quantitative analysis using methods adequate to a given type of
risk and determining the criterion value for the adopted risk scale. Risk scale may be a three-level scale
distinguishing tolerated, controlled, and unacceptable risk, or a five-level one in which the risk area is
additionally distinguished as neglected and absolutely unacceptable [25]. Risk control and reduction
involves the implementation of procedures as well as the registration and evaluation of the results of
changes [26]. This helps the company to define its policy and implies a process for the implementation
of measures in order to obtain an acceptable risk level at an acceptable cost [27,28]. In the literature,
the following indicators can be used to analyse risk-reduction costs [29,30]:

• Assumed cost of preventing undesirable events, the so-called ICAF—Implied Cost of Averting
a Fatality:

ICAF = ∆Cost/∆r, (1)

where ∆Cost is the cost of protection, or the prevention of undesirable events; ∆r is the degree of
risk reduction.

∆r = rp − rk, (2)

where rp is the initial value of risk and rk is the risk value following the introduction of additional
protective and preventative actions.

• An indicator called the Cost of Unit Risk Reduction—CURR:

CURR =
∆Cost − ∆EB

∆r
, (3)
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where ∆EB are Economic Benefits—profit related to risk reduction.
A water supply company’s priority is to ensure the continuity of drinking water supply of adequate

quality. Ageing water distribution systems and growing quality requirements demand large financial
outlays. Consequently, this impacts on the cost of water supply services. The process of communicating
with water consumers, and of marketing and information activities, represents an integral aspect of the
management of a water supply company, including its risk management. The approach presented here
gives a view to a water supply company in the context of management and informs consumers about
the functioning of water utilities. Water-supply companies are obliged to analyse risk, to develop water
safety plans, and thus, to pursue modernisation and risk reduction. Given recent epidemiological
threats related to COVID-19, additional procedures are in place, and should also gain the acceptance of
consumers. All these activities have an impact on the price of water in the context of risk reduction
and increasing levels of safety. Therefore, consumers have to be informed of company pricing politics.
In line with the approach presented here, there is a clear indication as to whether the means of
informing, communicating with, and explaining to consumers are appropriate, and why these costs
are incurred. Company managers should assess the acceptability of their modernisation actions to
reduce risk and the corresponding cost by the consumers.

2. Criteria for Risk Acceptance as an Element of Risk Management

Risk assessment in the context of a WSS consists of risk analysis and risk evaluation [31,32].
The former should also assess the functional limitations of individual WSS subsystems [33].
More generally, the results of the risk analysis represent input into risk evaluation, whose purpose is to
decide whether risks are within tolerable limits, or whether there should be reduction via [34]:

• Systemic solutions (e.g., modernisation of the system, alternative water sources kept in constant
readiness, emergency capacity in water tanks, correction of water treatment technology, redesign of
the water supply network, alternative energy sources, reserving strategic network facilities, and the
introduction of remote supervision and system control using GIS);

• Technical and complementary protective measures (the introduction of a multi-barrier system, i.e.,
an early, delayed, or late warning system);

• Information for water consumers.

Figure 1 presents detailed risk management procedures for a water supply company.
The definition of risk-acceptability criteria should primarily take account of aspects related

to the safety of water consumers, and technical or technical/economic analysis. Such criteria are
used for decisions that are made on running the system (e.g., regarding renovation, modernisation,
and authorisation for use). According to [35], a system can be considered safe if the level of risk
generated during its operation does not exceed certain limits.

In situations where criteria regarding acceptable risk have not yet been established, the risk value
at the given moment can be considered a measure of safety [36]. This is the basis to determine the
criteria that offer a value of tolerated risk. The risk acceptability level and risk-assessment methods are
often subject to legal regulations regarding specific technical systems [37–39], e.g., transport-related or
industrial. Given that, the more exigent the risk-acceptance criteria are, the more extensive the security
and protection measures are [40–42]. Risk-acceptability criteria are then an important element to a
water supply company’s financial policy [43].

Determination of criterion values in risk assessment denotes the application of the so-called
As Low As Reasonably Practicable (ALARP) principle, the assumption being that the level of risk
should be seen in this way, with the “reasonably” aspect implying justification of an economic and
technical nature. The ALARP principle was first introduced in the United Kingdom. Accordingly,
it was considered as an unacceptable value for risk of death: for individual employees (r = 0.001) and
for the population (r = 0.0001). The ALARP principle assumes that the entire risk range is divided into
three areas:
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• The area below the lower limit, i.e., of widely tolerated risk;
• The area above the upper limit, i.e., of unacceptable risk;
• The ALARP area between the two given boundaries.
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Figure 2. Proposed criteria for the accepted risk to water consumers.

The risk-reduction process should include a cost–benefit analysis. The level of risk to be determined
is that at which the costs of further reduction are disproportionately high in relation to potential
benefits. The Health and Safety Executive (HSE) guidelines introduce the concept of the statistical
cost of avoiding fatalities, which, in accordance with the given guidelines, is estimated at around GBP
(British Pound Sterling) 1 million.
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3. Materials and Methods

3.1. Materials

The distinguished water supply system is located in Poland’s Podkarpacie Province. The supplied
city is on the right bank of the Vistula in the southeastern part of the country, covers a total area
of 130 km2, and lies at 50◦02′01” N 22◦00′17” E. In 2019, the city had an urbanisation rate of 1546
inhabitants/km2 and is at between 197 and 384 m a.s.l.

The city is supplied with water from the river using a bank chamber water intake with a capacity
of 84,000 m3/d. Water is treated in two modernised Water Treatment Plants and meets the quality
requirements for water intended for human consumption. In total, about 190,000 residents of the city
and nearby towns are using the distinguished water supply system currently. In 2019, the average
daily production of treated water was approx. 34,600 m3/day, with customers’ demand for water met
fully in this capacity.

The research was carried out in relation to the assessment of water supply services by water
consumers (Table 1), which were used to determine the quality indicators. The conducted tests form an
element of regional studies and are preliminary partial tests used to estimate the assessments included
in the assumed indicator. The selection of a representative random sample was assumed according to
guidelines presented in [35]. The research was conducted on a sample of 200 people (of legal age over
the age of 18), prepared in line with recommendations contained in the literature. Statistical analysis
was performed with the Statsoft software, version 12 [44]. The highest reliability of the questionnaire
occurred with ten questions. The further elimination of questions does not improve the result,
but worsens it, so it is the optimal set of questions for the formulated set of 10 questions. None of
the people who completed the questionnaire were excluded. Reliability statistics showed that the
Cronbach alpha value has a high reliability (consistency) for the questionnaire. Differences concerning
mean values for variables were tested with the Student t-test, and for proportions, the Z test was
applied. In order to evaluate the equality of distributions, a Kolmogorov–Smirnov test was performed.
A p-value of less than 0.05 was considered statistically significant. No statistically significant differences
between gender and age group were observed.

Table 1. Point weights for individual Acceptable Risk Index (ARI) parameters.

Parameter Description of the Parameter Point Weight

Degree of drinking water quality
assessment Qi

big 3
average 2

small 1

Degree of water prices acceptance
by consumers Pj

good 3
average 2

bad 1

Degree of water consumers’ trust
Tk

high 3
average 2

low 1

3.2. Assumptions Underpinning the Method Analysing Consumers’ Acceptance of Risk-Reduction Costs

As the risk-reduction process requires financial investment, an impact on the price of drinking
water is exerted and should be accepted by water consumers. The level of acceptance for a water
company’s expenditure related to risk management depends on various factors, such as: a quality-of-life
indicator, the awareness of water consumers regarding the risks arising from lack of risk management
procedures, and the degree of confidence in the water supply company. Experts in the sector of
water supply system management tested, adjusted, and validated a survey through a pilot study.
The question was selected in such a way as to gather information about quality of services related
to the use of public water supply systems, in particular, reliable and safe access to drinking water
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(in accordance with applicable regulations). An important element in this respect is also the subjective
assessment of water consumers, their sense of safety, and their trust in the water supply company as to
the quality of services provided, which translates directly into the acceptance of actions (including
acceptance of the water price) undertaken by the water utility (e.g., modernization, renovation, etc.)

The use of so-called Acceptance Risk Index (ARI) achieves an evaluation of the level of acceptance
by water consumers of the costs incurred by a supply company, as it implements risk management
methods [35].

The Acceptance Risk Index can be described as a function of subjective assessments related to the
assessment by consumers (users) of the functioning of a water supply company:

ARIijk = Qi × Pj × Tk, (4)

The adopted methodology proposed the following assessments included in the ARIjik:

• Qi is a consumers’ assessment of drinking water quality, for i = 1, 2, 3;
• Pj is an assessment related to the acceptance of water prices by consumers, for j = 1, 2, 3;
• Tk is an assessment related to the degree of trust and knowledge of water consumers as regards

activities carried out by a water supply company, including the trust that tap water is safe for
health, for k = 1, 2, 3.

The next stage of the procedure is to classify ARI values into individual sets that characterize the
obtained values of Qi, Pj, and Tk on the adopted point weights presented in the Table 1.

The obtained values of Qi, Pj, and Tk take values from a three-point scale from 1 to 3 on the basis
of the performed assessment related to the consumers’ assessment [35].

The set of possible ARI values, ARI = {ARIijk}, can be represented in the form of the matrix.
In this way, the data matrix MARI for the ARI indicator is as follows:

MARI =
∣∣∣ARIijk

∣∣∣ =

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

ARI111

ARI112

ARI113

ARI121

ARI122

ARI123

ARI131

ARI132

ARI133

ARI211

ARI212

ARI213

ARI221

ARI222

ARI223

ARI231

ARI232

ARI233

ARI311

ARI312

ARI313

ARI321

ARI322

ARI323

ARI331

ARI322

ARI333

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

(5)

The ARI index assumes values from 1 to 27.
The classification proposed for acceptance levels has:

• High-scale (when ARI takes values equals or higher than 12), ARIh = {ARI322, ARI223, ARI323,
ARI232, ARI322, ARI233, ARI333}.

• Average-scale (when ARI takes values from 6 to 12), ARIa = {ARI312, ARI213, ARI313, ARI321,
ARI222, ARI123, ARI231, ARI331, ARI132, ARI133}.

• Low-scale (when ARI takes values less than 6), ARIl = {ARI111, ARI211, ARI311, ARI112, ARI212,
ARI113, ARI121, ARI221, ARI122, ARI131}.

The assessment of the analysis is in turn as follows:

• If the ARI level is classified as high on the scale provided, this denotes acceptance by consumers
of the costs incurred by the water supply company.

• If, on a given scale, the level of ARI is classified as medium, this means that the costs incurred by
the water supply company are tolerated by consumers. However, the company should pursue an
information campaign to convince consumers of the necessity of the new measures being applied.
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• If the ARI level is classified as low on the scale provided, this means that the costs incurred by
the water supply company are not accepted by water consumers. The company should verify its
action plan and make adjustments in the design phase.

3.3. Results of Research

The results of the research related to consumers’ assessments of the quality of water supply
services were used to determine the ARI value. The structuring of answers is as presented in
Tables 2–5 [35], while the results of the research (quality assessment of water supply services) are
included in Figures 3–12.

Table 2. Scheme of possible answers from consumers of water as regards the assessed quality of supply
services regarding the parameters of ARI—degree of drinking-water quality assessment.

Degree of Drinking-Water Quality Assessment—Qi

No. → Question 1. How do you assess the quality of tap water at your place of residence?

Assessment # very bad # bad # sufficient # good # very good # I have no opinion

Table 3. Scheme of possible answers from consumers of water as regards the assessed quality of supply
services regarding the parameters of ARI—degree of the acceptance of water prices by consumers.

Degree of the Acceptance of Water Prices by Consumers—Pj

No. → Question 2. Do you accept the price of water at your place of residence?

Assessment # definitely not # not # rather not # rather yes # yes # I have no
opinion

Table 4. Scheme of possible answers from consumers of water as regards the assessed quality of supply
services regarding the parameters of ARI—degree of trust of water consumers.

Degree of Trust of Water Consumers—Tk

No. → Question 3. How do you assess the work of the company supplying water at your place of residence?
Assessment # very bad # bad # sufficient # good # very good # I have no opinion

No. → Question 4. In the event of water in your water supply network being absent or contaminated,
would you know where the nearest alternative water source is?

Assessment # definitely not # not # rather not # rather yes # yes # I have no opinion

No. → Question 5. Do you trust the company, that the tap water is safe for your health?
Assessment # definitely not # not # maybe not # maybe yes # yes # I have no opinion

No. → Question 6. Do you accept the activities of the water supply company carried out in order to
modernise, expand and renovate the water supply system at your place of residence?

Assessment # definitely not # not # rather not # rather yes # yes # I have no opinion
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Table 5. Scheme of possible answers from consumers of water as regards the assessed quality of supply
services regarding the parameters of ARI—consumer knowledge regarding the city’s water supply.

Consumer Knowledge Regarding the City’s Water Supply

No. → Question 7. Have you experienced any nuisance related to the lack of tap water?
Assessment # definitely not # not # rather not # rather yes # yes # I have no opinion

No. → Question 8. Have you experienced any problems related to the consumption of tap water of
inadequate quality?

Assessment # definitely not # not # rather not # rather yes # yes # I have no opinion

No. → Question 9. Do you save water?
Assessment # definitely not # not # rather not # rather yes # yes # I have no opinion

No. → Question 10. How do you assess the quality of water resources in the region?
Assessment # definitely not # not # rather not # rather yes # yes # I have no opinion
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10. How do you assess the quality of water resources in the region?

Figure 12. Results for answers to Question 10.

Answers to Questions 1–6 were used directly to determine the ARI indicator. Questions from
7 to 10 were asked to obtain approximate information on consumer knowledge regarding the city’s
water supply.

The results of the research allowed the following conclusions to be drawn:

• Around 65% of respondents assess the quality of tap water, the work of the water supply company
(75%), and the quality of water resources (47%) as good and very good;

• Around 67% of respondents have not experienced a related nuisance with a lack—or poor
quality—of tap water (87%);

• Over 80% of respondents declare that they save water;
• Around 68% of respondents do not know where alternative water sources are located.

To generate the ARI water supply quality assessment index, individual assessments were estimated
based on the results of a research:
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• According to the results of the research (Figure 3), around 65% of respondents assess water quality
in the city as good and very good. Based on this result, in accordance with previous guidelines
presented in the Table 1, the assessment of level was defined as good (Q1 = 1).

• Answers to Question 2 (Figure 4) indicate that about 48.5% of respondents approve of the price of
water in the city, and about 44% of them do not accept it, or “rather” do not accept it. On this basis,
in line with the data in Table 1, it was assumed that assessment is at the average level (P2 = 2),

• Consumer confidence and communication of the water supply company with water consumers:
To estimate this assessment, the answers to Questions 3–6 included in Table 4 were analysed
(Figures 5–8). Based on these research results, it can be concluded that about 74.5% of respondents
accept and evaluate the activities of the water supply company favourably or very favourably.
The results also showed that about 60% of those answering did not know about alternative water
sources in the city. Based on the results of the analyses, it was assumed that this assessment
assumes the average value (T3 = 2).

The ARI was calculated in line with Formula (4) and is equal to 4.
According to the presented guidelines, this indicator is in the low range, from which it follows

that water consumers in the serviced area tolerate the costs incurred by the company with respect
to modernisation, protection, and repairs of the water distribution system in view of reducing the
risk of failure. The analysis showed that the water supply company should pay more attention to
the need to inform consumers about the existing risk and behaviour at the time of its occurrence,
protection options, crisis prevention, as well as arrangements for water prices and the need to reduce
water losses and save water. The results of the research contained in [45] indicate that the reliability of
water supply expressed in terms of its quality and quantity is an important factor in its assessment by
water consumers. Additionally, the test results contained in [46,47] indicate that the continuity of the
water supply is an important factor in the assessment of water by consumers, who are willing to pay
more for a reduction in the frequency and duration of interruptions in water supply. The aim of the
water supply system’s safe operation is to counteract against lack of water or its bad quality threatening
the health of municipal water pipe users and to supervise this action using processes and information
resources in the given operating conditions, in compliance with the valid law, and with economic
justification [48]. However, legal regulations do not control the operation of water supply companies
and conditions of receiving water with certain deficiencies [49]. Therefore, in countries where there are
WSS, the proposed approach allows one to orientate on consumer opinions and to check consumer
satisfaction about WSS operations. In developing waterworks, a pro-consumer attitude also requires
improvement in consumer service, but the situation differs from systems, in which continuous water
supply is taken for granted [50].

4. Conclusions

Society expects high standards in the sphere of social and economic life. While quality of life is a
subjective and hard-to-measure concept, one standard should undoubtedly be reliable and safe access
to clean water. This often denotes high costs to water supply companies as they seek to minimise the
risk associated with the possibility of various adverse events in the water supply system arising.

The presented research-based method of analysing the acceptance by water consumers of the costs
incurred by enterprises in risk reduction should be part of an appropriate policy that an enterprise
pursues in the context of consultation with the local community. It can also constitute an important
step towards ensuring the safety of water consumers and should therefore be a fundamental element
in the strategy pursued by water utilities. Detailed procedures should be consulted with a wide range
of experts from various fields. The costs of changes and improvements should be taken account of,
but priority should always be given to providing consumers with water that is safe for their health.

An important element of accident risk management in a water supply company should be the
analysis of consumer acceptance of the actions taken to reduce risk, as these influence the price of
water. On this basis, water utilities can implement information management procedures.



Resources 2020, 9, 132 14 of 16

The survey will always be subjective, as the scope of interpretation is wide. This is a proposal,
and questions should be modified for each country, city, municipality, etc., in line with population
size. Local governments preparing such a survey can modify and adapt it to local conditions in other
ways, given that each system and community is different. Such methods can also in fact be used as
other local government surveys are conducted. As various types of threats arise today, water utilities
will have to introduce a range of modernisation procedures, at the same time ensuring their actions
remain acceptable to the public. It is not possible to create a survey for every case. This process can
be pursued based on appropriate research. The proposed method allows assessment of the level of
public acceptance.
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17. Tchórzewska-Cieślak, B. Estimation of acceptance of the costs of risk associated with the operation of the
water supply system. Ochr. Srodow. 2007, 7, 69–72.

18. Shinstine, D.S.; Ahmed, I.; Lansey, K. Reliability/availability analysis of municipal water distribution
networks: Case Studies. J. Water Resour. Plan. Manag. 2002, 128, 140–151. [CrossRef]
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