
 
 

 
 

 
Risks 2026, 14, 170 https://doi.org/10.3390/risks14070170 

Article 

Counterparty Anti-Money Laundering Risk: A Three-Factor 
Matrix Model for Assessment and Control 
Kiril Luchkov 1,* and Nadya Velinova-Sokolova 2 

1 Faculty of Management, Technical University of Sofia, 1000 Sofia, Bulgaria 
2 Faculty of Economics and Business Administration, Sofia University “St. Kliment Ohridski”,  

1113 Sofia, Bulgaria; nadya.sokolova@feb.uni-sofia.bg 
* Correspondence: kiril.luchkov@tu-sofia.bg 

Abstract 

This study develops and applies a three-factor matrix model for assessing counterparty 
risk within Anti-Money Laundering (AML) measures. The research problem arises from 
the need to transform qualitative features related to ownership, effective control, eco-
nomic logic of operations, geographical links, documents and review behavior into a com-
parable and documented risk score. The model uses three factors: counterparty exposure, 
transaction impact and control vulnerability. Each factor is assessed on a five-point or-
dered scale, and the overall risk score is obtained by multiplying the three values. The 
methodology includes scoring rules, rating interpretation, an application algorithm and a 
link between the profile, due diligence, ongoing monitoring and updating. The model was 
applied in 2026 to 25 anonymized counterparty profiles selected for methodological 
demonstration across different risk configurations. Identifying data, personal information 
and confidential business information were removed, while the relevant risk characteris-
tics were preserved. The results demonstrate how the model distinguishes between low, 
moderate, increased, high and critical risk and how it creates a traceable link between 
established facts, numerical assessment and follow-up control actions. The study does not 
claim predictive accuracy, detection of money laundering or empirical validation against 
external AML outcomes. Its contribution is methodological and applied: it provides a 
transparent and explainable framework for structured, documented and proportionate 
management of counterparty AML risk, including potential use in AI-assisted monitoring 
under human oversight. 

Keywords: anti-money laundering measures; counterparty risk; three-factor matrix 
model; risk-based approach; due diligence; AML compliance; artificial intelligence-assisted 
monitoring; automation; explainable risk assessment 
 

1. Introduction 
Risk assessment in AML measures is a core regulatory and internal-control require-

ment. It is not limited to customer identification, document collection or routine comple-
tion of internal forms. Its function is to determine whether a specific business relationship 
contains features that increase the need for due diligence, monitoring, escalation or refusal. 
From an AML perspective, the assessment does not prove wrongdoing. It identifies and 
documents the level of risk arising from the relationship between the counterparty, its 
ownership and control, its transactions, its behavior and the control environment. 
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The article is positioned primarily from the perspective of obliged entities that per-
form counterparty or customer due diligence, including financial institutions and other 
entities subject to AML controls. A risk-based approach requires differentiated and pro-
portionate assessment. Counterparties cannot be treated equally when they differ in legal 
status, ownership structure, beneficial owner, sector of activity, geographical links, trans-
action value and frequency, payment method, source of funds, representation and degree 
of documentary transparency. Weak identification, inadequate beneficial ownership ver-
ification or insufficient ongoing monitoring may also expose an institution to regulatory, 
operational and reputational consequences, including enhanced supervisory scrutiny and 
broader jurisdictional consequences where AML weaknesses are systemic. 

The main methodological problem is the transformation of qualitative information 
into a verifiable assessment. Assessing counterparty risk inevitably involves professional 
judgment. However, it must be consistent, comparable and documented. In the absence 
of a structured methodology, similar facts can lead to different assessments. This creates 
a risk of inconsistency, routine application of procedures and weak defensibility of the 
decision taken. The problem is not the mere presence of expert judgment. It is also related 
to the absence of a clear procedure that shows how professional judgment is formed, com-
bined, classified and updated. 

In the context of anti-money laundering measures, the described difficulty has direct 
managerial implications. The obliged entity must decide whether to establish a business 
relationship, how much information to collect, what checks to perform, what intensity of 
monitoring to apply and under what circumstances to update the assessment. Manage-
ment decisions cannot be sustainable if they are based only on intuitive judgment. There-
fore, a model is needed that links the established facts to a final risk profile and subsequent 
control actions. 

This article proposes the three-factor matrix model as a semi-quantitative framework 
for assessing commercial counterparties. The semi-quantitative nature of the model 
means that qualitative features are converted into assessment values. These values do not 
measure risk with mathematical precision but create an ordered basis for comparison, 
classification and management decision. The model does not replace professional judg-
ment but structures the order in which it is performed. By means of predefined factors, 
assessment values and predefined classification thresholds, the risk profile of the counter-
party is derived. 

In practice, risk may arise from the entity, but the way in which it participates in 
specific transactions is also important. In these cases, the economic logic of the transac-
tions, the transparency of ownership, the source of funds, payment behavior, connections 
with certain jurisdictions, the refusal to cooperate and the discrepancy between the de-
clared and actual circumstances are of great importance. Therefore, the subject of assess-
ment is not only the counterparty itself but also the combination of the counterparty, the 
transactions in which it participates, and the context in which those transactions are car-
ried out. The broader perspective allows counterparty risk to be assessed as a dynamic 
characteristic of a specific business relationship. Therefore, in this study, the counterparty 
is not considered in isolation but in relation to the operations, documents and the control 
environment. 

Money laundering changes the nature of counterparty risk because the counterparty 
may be used not only as a contractual party but also as a vehicle for placement, layering 
or integration. For this reason, the assessment cannot be limited to solvency, delivery ca-
pacity or ordinary compliance reliability. In AML terms, the same counterparty charac-
teristics acquire specific significance when they obscure beneficial ownership, disconnect 
transactions from the declared activity, create unexplained cross-border flows, involve 
higher-risk jurisdictions, sanctioned or offshore structures, nominee or trust arrangements, 
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unexplained third-party payments, unclear source of funds or adverse-media signals. The 
model therefore treats counterparty risk as AML-oriented counterparty risk, namely as 
the risk that the business relationship may be used to conceal the origin, movement, con-
trol or destination of funds, rather than only as a general business relationship risk. 

The proposed approach allows counterparty risk to be considered as the result of the 
interaction between several groups of factors. The first group covers the identification 
characteristics, which include the completeness, reliability and verifiability of information 
about the counterparty. The second group refers to ownership and control. In this sense, 
the transparency of the structure, the possibility of identifying the beneficial owner and 
the presence of intermediary or representative relationships are taken into account. The 
third group concerns the economic activity, the sector, the scale of the activity, the busi-
ness logic and the correspondence between activity and operations. The fourth covers 
transaction characteristics, with emphasis placed on the value, frequency, complexity, 
payment method and unusualness of the transactions. The fifth group refers to the behav-
ior of the counterparty, such as the willingness to cooperate, the consistency of the data 
provided and the presence of contradictions. The three-factor matrix model systematizes 
risk factors and limits arbitrariness in their interpretation. It connects the established facts 
with the final risk profile and transforms qualitative information into an ordered evalua-
tion logic. The model links the profile to the consequences for the due diligence, creates a 
documentary trail of the way the decision was formed and allows for reassessment when 
significant circumstances change. Therefore, the matrix has not only a classification but 
also a control function. The final risk profile in the proposed methodology is determined 
by a five-level classification: low, moderate, increased, high and critical risk. These cate-
gories are defined as a management guideline for the intensity of the due diligence, and 
should not be perceived as a mechanical result of an arbitrary point table. In this regard, 
for low risk, the verification can be standard if the specific circumstances are clear and 
verifiable. For moderate and increased risk, additional verification and clarification, more 
careful documentation and more active monitoring of the business relationship are re-
quired. For high and critical risk, enhanced due diligence, management judgment, effec-
tive management decision-making, stricter documentation and a clear decision on accept-
ing, continuing or limiting the relationship are required. Therefore, a risk profile only has 
practical value if it is linked to specific follow-up actions. 

The five groups of interacting features mentioned above are not treated as separate 
weighted variables. They are analytical subgroups that are operationalized through CE, 
TI and CV. Their relative importance depends on the fact pattern: beneficial ownership 
opacity and high-risk jurisdictional links usually affect CE most strongly; unusual value, 
frequency, third-party payment or lack of economic logic affect TI; missing source-of-
funds evidence, contradictory documents or inability to verify sanctions, PEP or adverse-
media information affect CV. In this initial framework, no fixed proportions are assigned 
to these five groups because such weights would require sectoral calibration and a larger 
empirical or expert-panel dataset. 

The practical significance of the proposed methodology stems from the possibility of 
its application in real processes of acceptance, verification and periodic review of com-
mercial counterparties and their relationships. The model uses information that is gener-
ally collected during the comprehensive examination. These are data on ownership, ben-
eficial owner, activity, operations, documents and behavior in providing information. 
Therefore, its application does not require the development of a separate statistical sys-
tem, but introduces a clear order for assessing already available or required data. The 
benefit for practice is that similar counterparties can be assessed according to the same 
logic, and different risk levels lead to different volumes of verification, monitoring and 
documentation. Thus, the methodology supports not only the classification of risk, but 
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also the defensibility of the subsequent decision in the face of internal control, audit or 
regulatory review. The dynamics of the business relationship also matter for the assess-
ment. The risk profile is not a permanent characteristic of the counterparty, as it may 
change with new transactions, change of ownership, new beneficial owner, entry into a 
new sector, unusual payment behavior, contradictory data, refusal to cooperate, use of 
complex structures or links to jurisdictions with increased risk. Therefore, the matrix 
should not be applied as a one-off administrative form. It should be part of a cycle of 
assessment, documentation, monitoring and updating. Traceability is a fundamental re-
quirement of internal control, as an assessment is only useful if it can be reconstructed. It 
is necessary to establish which facts were reported, how they were assessed, what risk 
profile was determined and what measures were taken. Without such traceability, the ma-
trix would have limited value, because it would not allow verification of the relationship 
between the information and the decision. With a clear documentary trail, it becomes a 
tool for control, verification and protection of management judgment. The relationship 
between fact, assessment, decision and action is essential for the effective application of 
the risk-based approach. This relationship also underpins the proposed methodological 
framework. 

The research gap addressed by the article is not the absence of AML risk factor lists 
but the insufficiently developed connection between qualitative counterparty information, 
a documented scoring logic and proportionate control consequences. Practical models of-
ten identify red flags and risk factors. Less often, they show how these factors are trans-
formed into a final profile, how the profile determines the intensity of verification and 
how the transition from an established fact to a control decision is documented. The pro-
posed model is therefore positioned as a structuring framework for internal control and 
management traceability, not as a predictive model for proving money laundering. 

The methodological approach is based on four sequential steps: structuring the risk 
factors, assigning assessment values according to predefined scoring rules, aggregating 
the result and classifying it by initial managerial thresholds. Consistency in this study 
refers to procedural consistency and traceability of the assessment. It should not be inter-
preted as empirical proof that all independent assessors would necessarily assign identi-
cal scores, because inter-rater agreement is not tested in the present version. 

The limitations of the model should be clearly acknowledged, as no matrix can cap-
ture all manifestations of risk. The scoring system does not replace case-by-case analysis, 
and the threshold classification does not eliminate the need for professional interpretation. 
The matrix should therefore be applied as a structuring framework, not as an automatic 
decision-making mechanism. It provides consistency without removing the context of the 
business relationship. The model creates comparability between assessments, but does not 
eliminate differences between specific cases. It supports control without exhausting the 
content of control activities. 

The aim of the article is to propose a methodological framework for assessing the risk 
profile of commercial counterparties using a three-factor matrix model. The subject of the 
study is the relationship between risk factors, assessment values, threshold classification, 
due diligence measures and subsequent monitoring. The object of the study is the process 
of risk-based profiling of commercial counterparties in the context of measures against 
money laundering (Anti-Money Laundering, AML). 

The main research thesis is that the three-factor matrix model can improve the struc-
ture, transparency and documentation of counterparty risk assessment when it is applied 
together with clear scoring rules, documentary evidence and review safeguards. This ef-
fect is achieved through four elements: identification of risk factors, assignment of assess-
ment values, determination of a risk profile and linking of the profile to control actions. 
The contribution of the study is methodological and applied. It formulates a transparent 
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framework for structured risk profiling while explicitly refraining from claims of external 
validation, predictive accuracy or generalizability across all AML environments. 

The structure of the article follows this logic. Section 2 reviews the literature and reg-
ulatory background on AML risk, due diligence, expert judgment and semi-quantitative 
matrix assessment. Section 3 presents the data sources, sample construction, scoring rules, 
aggregation logic, thresholds and limitations of the methodology. Section 4 applies the 
model to 25 anonymized counterparty profiles and links the scores to control measures. 
Section 5 discusses the methodological meaning of the results, including aggregation 
choices, threshold interpretation, AI-assisted monitoring and limitations. Section 6 sum-
marizes the contribution and outlines directions for further empirical testing. 

2. Literature Review 
The scientific literature on anti-money laundering measures views risk as a multidi-

mensional management category. It is not limited to the probability of a single adverse 
event occurring, but includes uncertainty, consequences, vulnerabilities and control con-
ditions (Aven 2012, 2016). In the context of AML, risk arises from the interaction between 
an entity, property, economic activity, transaction, payment behavior, geographical envi-
ronment and control infrastructure. Therefore, risk assessment requires not only customer 
identification, but also an analysis of the business relationship as an economic, legal and 
regulatory context. The basis of this approach, by examining money laundering as rational 
behavior, dependent on incentives, costs, sanctions and possibilities for concealment, is 
laid in the economic literature. It views the effectiveness of control as the result of a bal-
ance between regulatory burden, probability of detection and expected sanctions, and as 
a transnational process in which concealment techniques are adapted to the institutional 
and market environment (Masciandaro 1999; Levi and Reuter 2006). The global nature of 
the problem, the relationship between regulation and the behavior of actors, and the dif-
ficulty of quantifying the phenomenon have been emphasized in various other studies 
(Levi 2002; Buchanan 2004; Schneider and Windischbauer 2008; Chong and Lopez-de-
Silanes 2015). These statements are of particular relevance to the present study because 
they shift attention from the formal identity of the customer to the broader risk context of 
his behavior and operations. 

Critical studies on the effectiveness of AML regimes question the sufficiency of pro-
cedural compliance. The literature discusses the economic paradox between the high costs 
of AML control and the difficult-to-measure results, the risk of excessive mechanical re-
porting and the limited information value of signals (Geiger and Wünsch 2007; Harvey 
2008; Chaikin 2009; Ferwerda 2009; Takáts 2011). It is also emphasized that effectiveness 
should be assessed not only through procedural indicators but also through actual control 
over criminal finances and predicate crimes (Pol 2018, 2020; Levi 2020). These dependen-
cies, which are analyzed in the literature, show that any risk profile matrix should be eval-
uated not as a formal document but as a tool that leads to specific control actions. 

The contemporary literature in the field of AML sets the risk-based approach as the 
main framework. In this sense, risk is not considered as a neutral technical quantity but 
as a category that depends on the institutional environment, legal and economic incen-
tives, costs and the distribution of responsibilities between regulators and obliged entities 
(Demetis and Angell 2007; Dalla Pellegrina and Masciandaro 2009). The problem of cor-
rectly identifying low risk, the practical weaknesses of the risk-based approach and the 
coexistence of risk-based and rule-based procedures are separately highlighted (De Koker 
2009; Simonova 2011; Ai 2012). 

The analyzed literature outlines a clear methodological requirement, namely that the 
risk-based approach should allow for professional judgment, but this judgment needs to 
be comparable, documented and verifiable. If the assessment is entirely mechanical, it 
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may ignore the context. If it is completely free, it loses consistency. Matrix profiling is 
located between these two extremes. It structures professional judgment through risk fac-
tors, assessment values and thresholds, without replacing it with an automatic algorithm. 
The problem of uncertainty is particularly significant. In AML practice, reliable probabil-
ities, complete information and a clear cause-and-effect relationship between an indicator 
and an outcome are often lacking, which is why a shift from a strictly risk-based approach 
to an approach that takes into account uncertainty is proposed (Bello and Harvey 2017). 
This is directly relevant for the assessment of commercial counterparties. Opaque owner-
ship, unusual payment behavior, refusal to cooperate or complex transaction structure are 
not quantitative indicators in the strict sense. They are indicators that require interpreta-
tion. Therefore, the matrix should be presented as a semi-quantitative framework for 
structuring uncertainty and not as a model for precise mathematical measurement. 

The developed scientific articles on expert judgment complement this perspective. 
The assessment of the risk resulting from money laundering is considered as a probabil-
istic judgment, in which the cognitive limitations of the assessors matter, and internal 
frames can both support and limit independent professional judgment (Ogbeide et al. 
2023, 2025). Classic studies on inter-rater consistency are also significant because they 
show the need for expert classifications to be verifiable and reproducible (Cohen 1960; 
Fleiss 1971; Landis and Koch 1977). The indicated conclusions are key to the present study 
and play an essential role in the development of the model. The matrix should reduce 
arbitrariness but should not create the illusion of absolute objectivity. It disciplines the 
analysis but does not relieve the assessor from the need to interpret the specific case. An-
other group of studies considers the problem of money laundering as a networked, trans-
national, and adaptive process. Global money laundering flows, competition between ju-
risdictions to attract criminal funds, the role of private actors, financial surveillance and 
financial information sharing have been analyzed (Favarel-Garrigues et al. 2008, 2011; Un-
ger and Rawlings 2008; Walker and Unger 2009; Helgesson and Mörth 2019; Lagerwaard 
2023; Lagerwaard and de Goede 2023). These developments show that AML risk is not 
only individual. It has a sectoral, institutional and jurisdictional dimension. All of the 
above supports the need for the matrix to include not only customer-related factors but 
also geographical, transactional, and behavioral factors. The relationship between AML 
control and due diligence is essential for the assessment of commercial counterparties. 
International good practices in customer due diligence, on the one hand, emphasize the 
importance of identification, beneficial ownership and ongoing monitoring. On the other 
hand, research on opaque companies shows why the difficulty of establishing beneficial 
ownership is a significant source of risk (Chitimira and Munedzi 2023; Sharman 2010; 
Allred et al. 2017). Techniques, typologies and practical mechanisms for concealing the 
origin or control of funds, as well as the situational approach to prevention, draw attention 
to opportunities where controls should limit the conditions for abuse (He 2010; Teich-
mann 2017; Levi 2015; Gilmour 2016). These sources support the thesis that the risk profile 
cannot be based on static data alone. It must take into account the behavior of the coun-
terparty, the economic logic of the transactions and the dynamics of the business relation-
ship. 

The theoretical basis of the model is also supported by agency theory, information 
asymmetry theory and internal control/enterprise risk management. Agency theory ex-
plains why the interests and information of owners, managers, representatives and inter-
mediaries may diverge, which is particularly important when beneficial ownership or ef-
fective control is opaque (Jensen and Meckling 1976). Information asymmetry theory ex-
plains why the obliged entity may not observe the true source of funds, the ultimate con-
troller or the economic rationale of a transaction (Akerlof 1970). The COSO internal control 
and Enterprise Risk Management (ERM) frameworks support the process logic of the ma-
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trix because they require risk identification, control activities, information, communica-
tion, monitoring and documentation (COSO 1992, 2004). 

The literature on technological approaches to AML monitoring issues introduces a 
new perspective. Data visualization, relationship analysis, network analysis, machine 
learning, explainability and composite metrics can help detect suspicious activity and as-
sess risk (Fronzetti Colladon and Remondi 2017; Chen et al. 2018; Singh and Best 2019; 
Kute et al. 2021; Gerbrands et al. 2022; Riccardi 2025). These studies show that risk can be 
modeled using multiple indicators but at the same time emphasize the need for automated 
decisions to be verifiable, explainable and subject to human control. This is essential for 
the present study because the three-factor matrix can function as an explainable layer be-
tween qualitative expert information and automated AML monitoring, without replacing 
professional judgment in borderline, incomplete, or critical cases. 

Recent AML practice also shows that fintech, digital assets, instant payments and 
platform-based financial services increase the speed, fragmentation and cross-border 
character of transactions. These developments do not invalidate the risk-based approach, 
but they make counterparty assessment more dependent on reliable data integration, 
screening, monitoring, explainability and escalation rules. Professional AML surveys and 
industry reports also point to persistent challenges in alert backlogs, false positives, trans-
action-monitoring transformation and digital-asset AML risk (FATF 2021; PwC 2024; EY 
2024; KPMG 2025). For this reason, the proposed matrix is positioned as an explainable 
layer that can connect KYC, UBO, sanctions, PEP, adverse-media and transaction-moni-
toring signals to a documented control response. 

The literature review is complemented by empirical studies on the effectiveness and 
consequences of AML regulations. They examine AML policies and procedures in the 
banking sector, the relationship between AML regulations and financial inclusion, bank-
ing sector stability, compliance with AML procedures and quantitative approaches to as-
sessing money laundering (Lokanan and Nasimi 2020; Ofoeda 2022; Durguti et al. 2023; 
Beebeejaun 2023; Ardizzi et al. 2014; Chong and Lopez-de-Silanes 2015). The aforemen-
tioned studies show that AML measures have a certain organizational cost. If the risk as-
sessment is imprecise, it can lead to excessive control, withdrawal from client relation-
ships due to risk, or inefficient allocation of resources. It follows that the matrix should be 
a proportional tool that distinguishes low, moderate, increased, high and critical risk, ra-
ther than mechanically increasing the level of control. 

Industry-specific AML risk also matters. Banks, payment institutions, asset managers, 
virtual asset service providers, trade intermediaries and professional service providers do 
not face identical exposure. Sectoral differences influence the typical sources of funds, 
transaction velocity, use of intermediaries, delivery channels, geographic reach and qual-
ity of documentary evidence. The current model is designed as a general AML-oriented 
counterparty framework; sector-specific thresholds and weights should be calibrated in 
future studies. 

The most recent research since 2022 draws attention to two additional specificities 
that are important for the current model. The first concerns the limitations of expert judg-
ment and possible biases in internal AML assessments, which supports the need for clear 
criteria and a second review in borderline cases (Haffke 2023; Ogbeide et al. 2025). The 
second specificity examines the effect of AML measures, customer due diligence, virtual 
assets and sector risks through empirical data, emphasizing the importance of verifiable 
information, ongoing monitoring and proportionality of control actions (Aljassmi et al. 
2024; Adaramola 2025; Meiryani 2024; Nazar et al. 2024; Andiojaya 2025). These studies 
strengthen the argument that the matrix model should be both applicable in practice and 
sufficiently cautious in interpreting the results. 
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The distinction between risk assessment and risk management is central. National 
risk assessments show that the mere existence of an assessment is not enough when there 
is no convincing order for identifying, comparing and prioritizing risks (Ferwerda and 
Reuter 2024). The literature reviewed highlights the need for better linking research direc-
tions, methods and practical applicability of results (Tiwari et al. 2020). Research on risk 
matrices is also important because it warns of possible problems with the incorrect use of 
assessment scales, thresholds and visual matrices (Cox 2008; Hubbard and Evans 2010; 
Duijm 2015; Peace 2017). The above conclusions can be transferred to the micro level. In 
the case of commercial counterparties, it is not enough to list risk factors. It is necessary to 
show how the factors are transformed into a profile, how the profile determines verifica-
tion measures and how the result is updated over time. 

The regulatory framework confirms the scientific conclusions drawn and indicated. 
The Financial Action Task Force (FATF) recommendations set a risk-based approach as 
the basis for identifying, assessing and understanding risks (FATF 2025), and the guide-
lines for the banking sector and those for professional services link the assessment to pro-
portionate measures and internal controls (FATF 2014, 2019). The European Banking Au-
thority’s guidelines on risk factors for money laundering and terrorist financing highlight 
the link between the risk profile, the customer, the product, the service, the delivery chan-
nel and the geographical environment (European Banking Authority 2021). At the Euro-
pean Union level, the following are relevant: Regulation (EU) 2024/1624 on the prevention 
of the use of the financial system for the purposes of money laundering or terrorist financ-
ing, Directive (EU) 2024/1640 on national mechanisms for the prevention of the use of the 
financial system for such purposes, and Regulation (EU) 2024/1620 establishing an Au-
thority for Anti-Money Laundering and Countering the Financing of Terrorism (AMLA) 
(European Parliament and Council of the European Union 2024a, 2024b, 2024c). These in-
struments support the terminological choices in the study, including the concepts of 
obliged entity, customer due diligence, enhanced due diligence, beneficial owner and on-
going monitoring. In summary, the literature outlines several consistent points. First, 
AML risk is multidimensional and cannot be derived from customer identification alone. 
Second, the risk-based approach requires proportionality, but also methodological clarity. 
Third, professional judgment is inevitable, but must be structured through factors, indi-
cators, values and thresholds. Fourth, the three-factor matrix model is suitable for quali-
tative, incomplete and contextual information, because it creates comparability and trace-
ability. Fifth, the risk profile is only valuable if it is linked to due diligence, monitoring 
and updating measures. 

On this basis, this study is positioned between four directions: risk-based AML con-
trol, due diligence, counterparty risk assessment and semi-quantitative matrix profiling. 
The contribution lies in the linking of risk factors, assessment value, threshold classifica-
tion and control consequences in a single methodological framework. The three-factor 
matrix model is considered not as an administrative form but as a tool for internal control, 
management traceability and proportionate implementation of Anti-Money Laundering 
measures. 

The three factors used in the model are not derived from statistical factor extraction. 
They are constructed by synthesizing three recurring dimensions in the literature and reg-
ulatory guidance: entity and ownership exposure, transaction behavior and verifiability 
or control conditions. This construction explains why the model is presented as a semi-
quantitative assessment framework rather than as a predictive classifier. The link with the 
literature is therefore methodological: the framework translates risk-based AML logic into 
a documented sequence of factor identification, scoring, aggregation and control response. 
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3. Materials and Methods 
In the scientific literature and in risk management practice, there are different ap-

proaches to identifying, assessing and controlling money laundering risk. However, when 
assessing commercial counterparties, there is often no single quantitative framework 
through which qualitative features can be translated into a clear and comparable risk 
score. This makes it difficult to compare individual counterparties, document the assess-
ment and justify different volumes of subsequent control actions. 

This study proposes a three-factor matrix model for structuring and documenting 
the risk profile of commercial counterparties in the context of AML measures. The model 
is designed to assess already established risk features. It is not a statistical detection model 
and does not aim to prove the presence of money laundering. Its task is to transform in-
formation about the counterparty, operations and data verifiability into an ordered risk 
score that can guide due diligence, monitoring, escalation and documentation. The result-
ing score is therefore a management classification tool, not evidence of illegal conduct. 

The study is methodological and applied in nature. It does not test a statistical hy-
pothesis on a representative sample but develops and applies an assessment algorithm to 
25 anonymized counterparty profiles. The profiles were selected purposively to cover dif-
ferent combinations of counterparty exposure, transaction impact and control vulnerabil-
ity. The approach is justified by the specifics of AML risk, where many relevant indicators 
are qualitative and contextual: unclear ownership, difficulty in establishing a beneficial 
owner, unusual payment behavior, contradictory documents, refusal to cooperate, links 
to higher-risk jurisdictions or inconsistency between declared activity and actual opera-
tions. These indicators are difficult to measure through classical statistical methods in a 
small confidential dataset, but they can be assessed through a clear rubric and docu-
mented professional judgment. 

The methodological basis of the study includes three directions. The first is related to 
risk assessment, internal control, documentation and monitoring, which form the process 
logic of the model. The second direction is related to the three-factor matrix determination 
of a risk profile and justifies the use of a five-point scale, a formula for overall risk and 
rating interpretation. The third direction includes scientific and regulatory sources on the 
risk-based approach, due diligence, beneficial ownership, monitoring and proportionality 
of measures against money laundering (AML). Counterparty profiles are presented as 
summarized assessment cases. They do not contain personal data, bank transactions, iden-
tifying documents or confidential commercial information that would allow the recogni-
tion of a specific person or organization. The unit of analysis is the commercial counter-
party within a specific business relationship. The counterparty is not assessed only as a 
legal entity but through its participation in a specific economic relationship. The analysis 
covers legal status, representation, ownership structure, beneficial owner, sector of activ-
ity, nature of operations, payment method, geographical connections, documentary secu-
rity and behavior in providing information. Risk may arise not only from the person, but 
also from the operation, payment mechanism, lack of transparency or the inability to ver-
ify the information provided. 

Data Sources, Sample Construction and Anonymization 

The empirical material consists of 25 anonymized counterparty assessment profiles 
generated in 2026 within commercial counterparty review procedures. The profiles do not 
contain personal data, bank account identifiers, names of legal entities, identifying docu-
ments or confidential commercial information. Anonymization was performed by remov-
ing identifiers and preserving only the risk-relevant characteristics required for method-
ological demonstration. 
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The underlying evidence categories included registration and corporate documents, 
ownership and beneficial ownership information, representation data, contracts, invoices 
or payment terms, available transaction information, external register checks, sanctions, 
politically exposed person and adverse-media screening results, information requests and 
internal review notes. The demonstration did not use confidential bank transaction rec-
ords and did not reconstruct a complete time series for all profiles. Where historical trans-
action information was available in the counterparty file, it was used only to assess value, 
frequency, payment method and economic logic within the transaction impact factor. 

The sample was purposive and illustrative. It was not designed to estimate the fre-
quency of AML risk levels in a market, sector, jurisdiction or institution. The labels K1-
K25 preserve the order of case processing and have no classificatory significance. For this 
reason, the analysis demonstrates the model’s application logic and traceability, but it 
does not establish predictive accuracy or external validity. 

The selection of the 25 profiles was therefore based on AML relevance rather than 
ordinary commercial representativeness. The set includes cases with variations in benefi-
cial ownership transparency, ownership chains, sector vulnerability, cross-border or 
higher-risk geographical links, source-of-funds clarity, third-party or intermediary in-
volvement, payment characteristics, document completeness and verification behavior. 
Exact countries, sectors and identifying combinations are not disclosed because such in-
formation could make individual cases indirectly recognizable. 

The three-factor matrix model uses three main factors: counterparty exposure, trans-
action impact and control vulnerability. Counterparty exposure measures the risk associ-
ated with the counterparty itself and the environment in which it operates. Transaction 
impact measures the risk associated with the nature, value, frequency, payment method 
and economic logic of the operations. Control vulnerability measures the risk associated 
with the limited ability to verify, document and manage information. The three factors 
cover the main questions in the AML assessment: who the counterparty is, what opera-
tions it carries out and to what extent the information about it can be verified. 

To make the AML link explicit, CE includes entity, ownership, beneficial ownership, 
sectoral and jurisdictional indicators; TI includes transaction value, frequency, source and 
movement of funds, third-party involvement and economic logic; CV includes the ability 
to verify UBO, source-of-funds/source-of-wealth evidence, sanctions, PEP, adverse-media 
screening and document consistency. Thus, the model does not assess counterparty risk 
in an unrestricted commercial sense, but only the features relevant for AML due diligence 
and ongoing monitoring. 

To ensure consistent and reproducible assessment of counterparty risk, Table 1 pre-
sents the three-factor matrix for assessing counterparty AML risk. It combines the three 
main factors of the model—counterparty exposure, transaction impact and control vul-
nerability—and relates them to a five-point rating scale. The scale starts at 1, not 0, because 
every business relationship contains a minimum baseline level of risk. A value of 1 indi-
cates minimal risk, where information is clear and verifiable, and a value of 5 indicates 
critical risk, where key prerequisites for reliable assessment or control are missing. 

Table 1. Three-factor matrix for assessing counterparty AML risk. 

Scale 
Level 

Counterparty Exposure  
(CE) 

Transaction Impact  
(TI) 

Control Vulnerability  
(CV) 

1 

The counterparty is identified; 
ownership is clear; the beneficial 
owner is established; the sector and 
geographical links do not pose 
significant risks. 

The operations are standard, with 
common value, low complexity 
and clear economic logic. 

The information is complete, 
consistent and verifiable; the 
documents are available and 
correspond to the circumstances 
stated. 
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2 

There are limited specificities in the 
structure, representation or sector 
that are explainable, documented 
and do not significantly hinder the 
assessment. 

The operations have distinct 
characteristics, but correspond to 
the activity and do not require 
significant additional clarification. 

Limited documentary gaps were 
identified, which have been 
addressed or can be easily verified. 

3 

There are indications that require 
further clarification, including 
intermediate ownership, specific 
sector, representation through a 
third party or additional 
geographical connection. AML-
specific examples include additional 
UBO documentation, nominee or 
intermediary links and preliminary 
adverse-media indications. 

Any unusual value, frequency, 
payment method, or level of 
transaction complexity requires 
additional verification. AML-
specific examples include atypical 
frequency, third-party payment 
involvement or source-of-funds 
questions. 

Some of the information requires 
completion; verifiability is possible 
but not immediate. Verification 
should include UBO, source-of-
funds, sanctions, PEP and adverse-
media evidence where relevant. 

4 

There is a complex structure, 
significant sectoral vulnerability, 
representation through 
intermediaries, significant 
geographical connections or 
difficulty in establishing control. 
AML-specific examples include 
multi-tiered ownership chains, 
offshore links, high-risk 
jurisdictions, trusts or nominee 
arrangements. 

There are complex, unusual or 
difficult to explain operations; a 
significant discrepancy between 
an activity and a transaction is 
identified. AML-specific examples 
include unexplained cross-border 
flows, layering-like movement or 
mismatch between invoice, 
payment account and activity. 

There are contradictions, delays, 
incomplete documents, limited 
verifiability, or inconsistent 
explanations. Contradictions in 
UBO, source-of-funds or screening 
results increase this factor. 

5 

The effective control, beneficial 
ownership or economic profile of the 
counterparty cannot be reliably 
established. AML-specific examples 
include an unidentifiable UBO, 
sanctioned or high-risk jurisdictional 
links and unresolved adverse-media 
or PEP concerns. 

There are operations without clear 
economic logic, significant opacity 
or a high-risk payment model. 
AML-specific examples include 
transactions without credible 
source of funds, opaque third-
party payments or patterns 
consistent with layering. 

There is a denial of key information, 
an inability to verify, or significant 
inconsistencies that prevent a 
reliable assessment. Inability to 
verify UBO, source of funds, 
sanctions/PEP/adverse-media status 
or key transaction evidence 
prevents reliable AML assessment. 

Source: Prepared by authors. 

To reduce assessor discretion, the five-point scale should be applied together with 
the operational scoring rubric in Table 2. The rubric does not remove professional judg-
ment but requires that each score be linked to observable facts, documentary evidence 
and a written rationale. 

Table 2. Operational scoring rubric for applying the five-point scale. 

Assessment Situation Operational Scoring Rule Documentation Requirement Control Safeguard 

Single dominant risk fea-
ture within one factor 

Assign the level correspond-
ing to the most significant 
documented feature, rather 
than averaging contradic-
tory indicators. 

Record the feature, source docu-
ment and reason for the as-
signed level. 

Second review is recom-
mended when the assigned 
level moves the profile to in-
creased, high or critical risk. 

Several weaker indicators 
within one factor 

The score may be increased 
by one level when several 
weaker indicators cumula-

Explain the cumulative effect 
and specify why the increase is 
proportionate. 

The increase cannot be auto-
matic; it requires written jus-
tification. 
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tively reduce transparency 
or verifiability. 

Missing key evidence 

Absence of essential evi-
dence is not treated as low 
risk; it normally increases 
control vulnerability and 
may also affect exposure or 
transaction impact. 

Identify the missing evidence 
and the unsuccessful verifica-
tion steps. 

Escalation is required when 
the missing evidence con-
cerns beneficial ownership, 
source of funds or economic 
logic. 

Borderline between two 
levels 

Where uncertainty remains 
unresolved, the higher level 
is used if the ambiguity af-
fects ownership, transaction 
logic or verifiability. 

Document the unresolved issue 
and the reason for conservative 
classification. 

Borderline increased, high 
and critical profiles should 
be reviewed by a competent 
second person or control 
function. 

Contradictory information 

Contradictions are reflected 
primarily in control vulnera-
bility and, where relevant, 
also in exposure or transac-
tion impact. 

State the contradiction and the 
documents or explanations that 
conflict. 

A relationship should not be 
approved routinely while 
material contradictions re-
main unresolved. 

Mitigating evidence 

A lower level may be as-
signed only when mitigating 
evidence is independent, 
current and verifiable. 

Record the mitigating source 
and why it neutralizes or re-
duces the risk feature. 

Self-declarations alone 
should not reduce the score 
when independent verifica-
tion is available but absent. 

AML-specific indicator 
mapping 

When a FATF-style indica-
tor is present, such as high-
risk jurisdiction, nominee 
ownership, complex UBO 
chain, unexplained third-
party payment, unclear 
source of funds, PEP/sanc-
tions/adverse-media signal 
or digital-asset exposure, the 
indicator is assigned to CE, 
TI or CV according to its 
substantive meaning. 

Record the indicator, the source 
of evidence and the affected fac-
tor. The rationale should explain 
why the indicator increases the 
AML-oriented risk score. 

Where such an indicator af-
fects more than one factor, 
the overlap must be ex-
plained and a second review 
is recommended for in-
creased, high and critical 
profiles. 

Source: Prepared by authors. 

Counterparty exposure is determined on the basis of documented data on legal status, 
registration, representation, ownership, beneficial owner, sector and geographical links. 
The source of the score must be stated in the assessment file. This factor is not limited to 
formal identification. A counterparty with complete registration data may still have high 
exposure if the beneficial owner is difficult to determine, the ownership is opaque or the 
structure lacks convincing economic logic. 

Transaction impact is determined on the basis of available information on the type, 
value, frequency, payment method, source of funds and economic logic of the operations. 
Where time-series transaction data are available, they may support the assessment of fre-
quency and deviation from the expected profile. In the present anonymized application, 
the model uses the transaction information preserved in the counterparty files and does 
not perform a statistical time-series analysis. 

Control vulnerability is determined on the basis of document quality, consistency of 
explanations, willingness to cooperate and possibility of independent verification. This 
factor is independent because AML risk depends not only on the counterparty and oper-
ations, but also on whether the obliged entity can verify and document the relevant cir-
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cumstances. Incomplete, contradictory or unavailable information should not lead to an 
artificially low assessment. It is treated as a vulnerability of the control environment and 
must be explicitly recorded. 

The overall risk score is determined by the product of the three main factors: 

Overall Risk Score (ORS) = 
Counterparty Exposure (CE) × Transaction Impact (TI) × Control Vulnerability (CV)  

Each factor takes a value from 1 to 5, which allows a uniform assessment logic for all 
profiles. The minimum score is 1 when all three factors are rated 1. The maximum score 
is 125 when all factors are rated 5. 

The product is used as an initial conservative aggregation rule because the three fac-
tors may reinforce each other when exposure, transaction impact and control vulnerability 
increase simultaneously. The study does not claim that multiplication is empirically su-
perior to additive, weighted, fuzzy-logic, analytic hierarchy process or data-driven alter-
natives. Rather, multiplication is used to prevent cases with simultaneous high values 
across all three dimensions from being diluted by lower values on a single dimension. The 
result is interpreted as a classification guide and not as an exact statistical measure (Cox 
2008; Hubbard and Evans 2010; Duijm 2015; Peace 2017). The formula does not predict 
money laundering and does not prove wrongdoing. It creates a documented and compa-
rable transformation of qualitative risk features into a risk category that can be linked to 
control actions. 

The initial version of the model does not introduce preliminary weights between the 
three factors. This choice is conservative because reliable weights would require a larger 
empirical dataset, an expert panel or calibration against external AML outcomes. Equal 
starting treatment of the three factors does not mean that they have identical factual im-
portance in every case. It means that differences in importance are first reflected in the 
assigned factor levels and only later, in future research, may be refined through weighting 
or multi-criteria decision-making procedures (Saaty 2008). Table 3 summarizes the main 
aggregation alternatives considered and explains why the present article adopts multipli-
cation as a transparent first-stage rule rather than a statistically optimized rule. 

Table 3. Aggregation alternatives considered in relation to the proposed model. 

Aggregation Approach Potential Advantage 
Limitation in the Present 

Study Treatment in This Article 

Additive score Simple and transparent; easy 
to audit. 

May dilute simultaneous 
high values across CE, TI and 
CV. 

Used only as a comparison 
point; not selected as the 
main rule. 

Weighted score 
Can reflect different empiri-
cal or expert importance of 
factors. 

Requires defensible weights 
derived from a larger sam-
ple, expert panel or external 
outcomes. 

Reserved for future calibra-
tion. 

Analytic Hierarchy Process 
(AHP) or other multi-criteria 
methods 

Useful when pairwise expert 
comparisons are available. 

Would require a structured 
expert elicitation stage be-
yond the present dataset. 

Recognized as a future re-
finement. 

Fuzzy-logic approach 
Can handle gradual member-
ship and ambiguity. 

Requires additional member-
ship functions and validation 
that are not available here. 

Recognized as a future re-
finement. 

Predictive or statistical 
model 

Can estimate observed out-
comes if labeled data are 
available. 

No external labels, Suspi-
cious Activity Report 
(SAR)/Suspicious Transac-
tion Report (STR) outcomes 

Not claimed in this article. 
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or regulatory findings are 
available for the anonymized 
profiles. 

Multiplicative ORS 

Preserves transparency and 
emphasizes simultaneous ac-
cumulation across the three 
factors. 

Initial managerial rule; not 
externally validated as em-
pirically superior. 

Adopted as the first-stage 
semi-quantitative rule. 

Source: Prepared by authors. 

The five-point scale in the model should be understood as an ordered rating scale, 
not as a continuous mathematical quantity. Therefore, the thresholds are initial manage-
rial thresholds. They are based on the achievable values produced by the formula and are 
used to ensure that similar profiles are treated by the same internal logic. They are not 
presented as empirically observed AML outcome thresholds. The distinction between ad-
jacent categories should therefore be interpreted together with the underlying factor con-
figuration and documented facts, not mechanically from the numerical score alone. 

After determining the values for the three factors, the ORS is compared with prede-
fined managerial risk limits. These limits are not statistically derived from observed AML 
outcomes. They arise from the construction of the model and from the limited set of values 
achievable when three integer scores from 1 to 5 are multiplied. Table 4 shows how these 
values are grouped into five risk levels for internal control purposes. 

Table 4. Risk level limits according to the ORS value. 

ORS Range 
Achievable ORS 

Values in the Range Risk Level Justification of the Border 

1–20 
1, 2, 3, 4, 5, 6, 8, 9, 
10, 12, 15, 16, 18, 20 Low risk 

Low overall accumulation. Standard inspection and routine 
monitoring are sufficient. 

21–40 
24, 25, 27, 30, 32, 36, 
40 Moderate risk 

The first achievable value after 20 is 24. Additional documents 
and further clarification are required. 

41–70 45, 48, 50, 60, 64 Increased risk 
Values of 45 and above indicate more pronounced accumulation. 
Further investigation is required. 

71–99 75, 80 High risk It is reached when two or three factors are high. Extensive 
verification and management decisions are required. 

100–125 100, 125 Critical risk 100 and 125 indicate two or three maximum values. Special 
management review or denial is required. 

Source: Prepared by authors. 

Table 4 defines the initial managerial limits of risk levels according to the ORS value. 
Since the result is obtained by multiplying three integer scores from 1 to 5, not all numbers 
between 1 and 125 are possible. The first value above low risk is 24; the first value above 
moderate risk is 45; the next transition is to 75; and critical risk begins at 100 because this 
value is reached with two maximum scores and one high score. These limits make the 
classification transparent and auditable, but they do not prove that a score of 45 represents 
an empirically different AML outcome from a score of 40. For this reason, the score must 
be interpreted together with the documented facts and factor configuration. 

To limit subjectivity, the methodology requires that each assigned value be linked to 
established facts, documentary evidence and a written rationale. Borderline cases between 
two risk levels should be explicitly justified. Increased, high and critical profiles should 
be subject to second internal review by a competent person or control function when such 
review is available. The present study does not calculate Cohen’s kappa, Fleiss’ kappa or 
another inter-rater agreement indicator because the 25 profiles were not independently 
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scored by multiple assessors. Accordingly, reproducibility is used in the limited sense of 
procedural traceability, while empirical assessor agreement remains a necessary direction 
for future research (Cohen 1960; Fleiss 1971; Landis and Koch 1977). 

When determining the final profile, all identified features with high AML signifi-
cance are included in the assessment of the three factors before calculating the overall risk 
score. The inability to identify a beneficial owner, refusal to provide key information, con-
tradictory documents regarding the ownership or origin of funds, as well as operations 
without a clear economic logic, increase the values of the relevant factors. Most often, 
these features are reflected in the control vulnerability, but if necessary they also affect the 
counterparty exposure or transaction impact. Thus, the model retains its three-factor 
structure and avoids the introduction of an additional element after the formula. The final 
risk level is derived from the overall risk score and the rating scale, and subsequent 
measures are determined according to the established profile. 

Signs of high AML significance are included in the quantitative assessment through 
the relevant factor and are not added as a separate adjustment after the ORS calculation. 
Denial of key information and contradictory documents increase control vulnerability be-
cause they limit the possibility of reliable verification. Unclear ownership or difficulty in 
establishing de facto control are reflected in the counterparty exposure. Operations with-
out a convincing economic logic or involvement of third parties without a clear justifica-
tion are reflected in the transaction impact. Thus, the overall risk score remains the carrier 
of all significant risk signs within the three-factor structure. 

Algorithm for applying the methodology 
The logic of the three-factor matrix model is presented in Figure 1 as a four-step pro-

cess with an update cycle. The scheme reproduces the practical sequence of the assess-
ment: identification and verification of the information base; assignment of values for CE, 
TI and CV; calculation of ORS; control checking for critical features; and determination of 
a final risk profile with an appropriate control response. 

Figure 1 shows that the assessment begins with the collection and verification of in-
formation about the counterparty, ownership, activity, operations and documents. The 
established facts are then converted into CE, TI and CV values, and the overall score is 
calculated using ORS = CE × TI × CV. Before the final classification, a control check is 
performed for signs that may limit the reliability of the assessment: refusal to provide 
information, unidentifiable beneficial owner, contradictory documents or operations 
without a clear economic logic. The final output of the algorithm is a risk profile associated 
with due diligence, monitoring, escalation, limitation or denial. 

The update cycle shows that the risk profile reflects the state of the business relation-
ship at the time of the assessment. A change in ownership, beneficial owner, effective con-
trol, operations, geographical links, documents or verification behavior returns the pro-
cess to the first stage and requires re-application of the matrix. In an automated AML 
environment, the same logic can be used as a workflow with triggers, review tasks and 
subsequent human control at increased, high or critical risk. 

The limitations of the methodology should be taken into account when applying it. 
The testing on 25 counterparty profiles demonstrates the applicability, internal logic and 
usefulness of the model for risk management, but does not constitute a statistical test on 
a representative sample. Due to the limited scope of the profiles, no indicators of incorrect 
over- or under-classifications are calculated at this stage. The result depends on the quality 
of the input information, the consistent application of the criteria and the documentation 
of the grounds for the assessment. The thresholds may be refined in future application to 
a larger sample of counterparties. The matrix cannot cover all risk scenarios; therefore, 
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professional judgment remains necessary in borderline cases, complex structures and in-
complete information. 

 

Figure 1. Algorithm for applying the three-factor matrix model in assessing counterparty AML risk. 
Source: Prepared by authors. 

Documentation is a mandatory part of the methodology. Each assessment should 
contain data on the information used, the values assigned to the three factors, the overall 
risk score, the risk level determined and the chosen follow-up actions. Where there are 
indications of high AML significance, these should be reflected in the rationale for the 
values for the relevant factors. The documentary trail should allow for the reconstruction 
of the decision. An external reviewer should be able to trace how a specific risk profile 
was reached from specific facts. 

Procedural reproducibility does not mean complete identity of expert judgment. It 
means that different evaluators, using the same information and the same methodology, 
should be able to reconstruct the assessment path and explain the reasons for any differ-
ence in scoring. In the present article, this remains a design objective of the methodology 
rather than an empirically tested property. Empirical reliability requires an additional in-
ter-rater study with independent assessors and an appropriate agreement statistic. 

The specified limitations determine the conditions for the correct use of the three-
factor matrix model. The methodology should be understood as a tool for structuring a 
quantitative assessment and not as an automatic decision-making mechanism. Its value 
lies in the fact that it turns the assessment of counterparty AML risk into a consistent pro-
cess with clear grounds and the possibility of updating. When properly applied, the ma-
trix allows for better traceability of decisions and more proportionate risk management. 
This function is central to the practical application presented in the next section. 
 

1 
Counterparty identification 

2 
Evaluating factors 

3 
Calculating ORS 

 

4 
Control decision and follow-up actions 

Update cycle 
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4. Results 
The practical application of the proposed three-factor matrix model was carried out 

on 25 anonymized profiles of commercial counterparties, designated as K1–K25. The anal-
ysis was conducted in 2026 and covers different levels of complexity, transparency, eco-
nomic logic and verifiability. Each profile was assessed using the same matrix, which al-
lows the application logic to be demonstrated in a comparable way. The application has a 
methodological function: it shows how the model works in an assessment procedure, 
without presenting the results as proof of correct AML outcomes or as a statistical test on 
a representative sample. 

4.1. Scope and Procedure of the Application 

The testing array includes 25 anonymized profiles with different risk configurations. 
The profiles were not arranged according to a predefined risk level. The numbering K1–
K25 follows the order of case processing and has no classification significance. The selec-
tion has a purposive applied nature: cases were selected to demonstrate the behavior of 
the model under various combinations of CE, TI and CV. The procedure follows the same 
order for all profiles: systematization of information, assessment by the three factors, cal-
culation of ORS and comparison with the managerial rating scale. All high-significance 
AML indicators are included in the three factors before the overall score is calculated. 

Specific country names, exact industries and identifying combinations of sector, ju-
risdiction and transaction pattern are not disclosed. This limitation follows from the con-
fidentiality of the underlying files and the small size of the demonstration set, where gran-
ular sector–jurisdiction combinations could enable re-identification. For this reason, Table 
5 reports only risk-relevant generalized categories rather than exact jurisdictions or indus-
try labels. 

Table 5. Characteristics of the assessed counterparty profiles. 

Profile Type of Business Relationship Leading Feature 

K1 Local supplier of standard goods 
Clear ownership, established beneficial owner and complete 
documentation. 

K2 
Counterparty with intermediate 
ownership Ownership is explained, but verification requires additional documents. 

K3 Counterparty in a sector with 
higher AML vulnerability 

Sector risk and documentary restrictions increase the overall result. AML-
specific indicator: sector vulnerability combined with restricted 
documentary evidence. 

K4 Counterparty with medium 
frequency of operations 

Operations are more frequent, but the economic logic is clear. 

K5 Counterparty with significant 
payments 

High transaction impact necessitates extended verification. AML-specific 
indicator: higher transaction value requiring source-of-funds and 
economic-purpose verification. 

K6 Service provider with a typical 
contractual structure 

Low exposure and verifiable information with limited documentary 
clarification. 

K7 Counterparty with operations 
without clear economic logic 

All three factors reach their maximum value due to a combination of 
opacity, unexplained operations, and limited verifiability. AML-specific 
indicator: opacity, unexplained operations and unverifiable information 
create a layering-oriented concern. 

K8 Specialized service provider Average values for the three factors and need for further clarification. 

K9 
Commercial intermediary with 
complicated ownership 

Verifiability is limited for significant operations and complex structure. 
AML-specific indicator: complex ownership and limited verifiability may 
obscure beneficial ownership and control. 
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K10 
Local supplier with regular 
deliveries 

Standard operations, but some of the documents require completion. 

K11 
Counterparty with the 
participation of an intermediary 

The operations are significant, and verification requires additional 
evidence. 

K12 Foreign supplier with verifiable 
structure 

The cross-border element requires external references and additional 
verification. AML-specific indicator: cross-border exposure requires 
jurisdictional, sanctions/PEP and adverse-media checks. 

K13 Counterparty with difficulty 
establishing control 

The strongest risk stems from ownership and de facto control. 

K14 
Supplier with separate 
documentary features There is no refusal to cooperate, and gaps can be addressed. 

K15 Counterparty with unidentifiable 
beneficial owner 

Basic conditions for reliable verification of the beneficial owner are 
missing. AML-specific indicator: inability to establish the UBO prevents 
reliable AML due diligence. 

K16 Foreign trading partner 
Increased value of operations and more difficult verifiability. AML-specific 
indicator: increased transaction value and limited verifiability require 
source-of-funds review. 

K17 
Partner with a cross-border 
structure 

Simultaneously high values for all three factors, without reaching 
maximum opacity. AML-specific indicator: cross-border structure, high 
factor values and control vulnerability require enhanced review. 

K18 Counterparty with a cross-border 
element and verifiable ownership 

Geographical connections require external references, but the structure 
remains traceable. 

K19 
Counterparty with complex 
ownership and significant 
operations 

The combination of exposure and control vulnerability is high. AML-
specific indicator: complex ownership, significant operations and high 
control vulnerability affect UBO and source-of-funds reliability. 

K20 Counterparty with more 
significant operations 

The operations are significant and the verifiability is limited in the initial 
stage. 

K21 
Counterparty with key 
information refusal 

The refusal is reflected in the control-vulnerability score, and the 
operations remain unexplained. AML-specific indicator: refusal of key 
information and unexplained operations require escalation. 

K22 Supplier with a typical 
contractual structure 

The operations are common and economically explainable with sufficient 
verifiable information. 

K23 
Counterparty with conflicting 
ownership documents 

The contradictions concern ownership, operations, and verifiability. AML-
specific indicator: contradictory ownership documents and transaction 
inconsistency prevent routine approval. 

K24 Counterparty with a complex 
contractual structure 

Exposure and control vulnerability are increased, although operations 
remain explainable. 

K25 Supplier with limited 
documentary specifications 

There are limited gaps that can be checked and fixed. 

Source: Prepared by authors. 

The generalized profiles were selected because they contain AML-relevant configu-
rations rather than ordinary procurement or logistics risk alone. The profile descriptions 
were therefore revised to indicate the AML logic behind the assessment: beneficial own-
ership opacity, source-of-funds uncertainty, jurisdictional exposure, intermediary or 
third-party involvement, transaction inconsistency and control vulnerability. 

4.2. Profiles of the Rated Counterparties 

Table 5 organizes the 25 counterparty profiles by a brief description of the business 
relationship and the leading risk characteristic. The descriptions indicate the factual basis 
from which the CE, TI and CV values are derived. The profiles are presented in the order 
of case processing, not in ascending or descending risk value. 
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4.3. Quantitative Assessment of the 25 Profiles 

After systematizing the qualitative features, the five-point rating scale was applied 
for the three factors. Table 6 presents the assigned values, the total risk score, and the risk 
level according to the rating scale. The data in it are limited to the indicators that have 
independent analytical value: CE, TI, CV, ORS and risk level. The profiles are preserved 
in the order of processing, and are not arranged by score, so as not to create the impression 
of a pre-constructed distribution. 

Table 6. Quantitative assessment using the three-factor matrix model. 

Profile CE TI CV ORS Risk Level 
K1 1 2 1 2 Low risk 
K2 3 3 4 36 Moderate risk 
K3 4 3 5 60 Increased risk 
K4 2 3 3 18 Low risk 
K5 4 5 4 80 High risk 
K6 2 2 3 12 Low risk 
K7 5 5 5 125 Critical risk 
K8 3 3 3 27 Moderate risk 
K9 4 4 5 80 High risk 

K10 1 2 3 6 Low risk 
K11 3 5 5 75 High risk 
K12 4 3 4 48 Increased risk 
K13 5 4 4 80 High risk 
K14 2 3 4 24 Moderate risk 
K15 5 5 4 100 Critical risk 
K16 3 4 5 60 Increased risk 
K17 4 4 4 64 Increased risk 
K18 4 3 3 36 Moderate risk 
K19 5 4 5 100 Critical risk 
K20 2 4 5 40 Moderate risk 
K21 5 5 5 125 Critical risk 
K22 2 3 3 18 Low risk 
K23 4 5 5 100 Critical risk 
K24 3 4 4 48 Increased risk 
K25 2 2 3 12 Low risk 

Source: Prepared by authors. 

The data in Table 6 are important not as evidence that the model produces correct 
AML outcomes but as an audit trail for the way in which professional judgment is trans-
lated into a structured classification. The array contains six low-risk profiles, five moder-
ate-risk profiles, five increased-risk profiles, four high-risk profiles and five critical-risk 
profiles. This distribution shows the behavior of the model for different combinations of 
CE, TI and CV, without implying that the profiles are representative of a wider market or 
sector. From an internal control perspective, the same ORS value can result from different 
factor configurations. Therefore, the final number should be interpreted together with the 
specific grounds for the assessment, not separately from them. 
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4.4. Three-Dimensional Visualization and Aggregation Sensitivity 

Figure 2 visualizes the same assessment results in a three-dimensional space where 
the axes represent CE, TI and CV. The visualization clarifies that the risk level is not only 
a function of a final number but also of the configuration of the three underlying factors. 
It also shows why profiles with similar ORS values may require different documentation 
and review, depending on whether the score is driven by exposure, transaction character-
istics or control vulnerability. 

 

Figure 2. Three-dimensional visualization of the 25 counterparty profiles by CE, TI and CV. Source: 
Prepared by authors. 

As an exploratory sensitivity check, the ranking produced by ORS was compared 
with the simple additive score CE + TI + CV for the same 25 profiles. The rank association 
is high (Spearman’s rho = 0.997), which indicates that the multiplicative rule does not cre-
ate a contradictory ordering of the profiles. Its main methodological effect is stronger sep-
aration of cases in which all three dimensions are simultaneously high. This check does 
not validate the model against external AML outcomes; it only shows that the proposed 
aggregation is internally coherent within the demonstration dataset. 

4.5. Recommended Control Measures 

The practical value of the methodology is manifested through the relationship be-
tween the risk level and subsequent actions. Table 7 presents recommended measures by 
risk levels. The measures are derived from the risk-based approach, proportional due dil-
igence logic, internal control requirements and the need for escalation where verifiability 
is limited. They are not presented as empirically proven measures for reducing observed 
money-laundering outcomes. Table 7 has a synthesizing function: it does not replace ex-
pert judgment on the specific profile but determines the minimum control response that 
follows from the corresponding ORS range. 
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Table 7. Recommended control measures by risk level. 

Risk Level Recommended Control Measures 

Low risk 

Standard due diligence; documentation of basic identification information, ownership, 
beneficial owner and contractual basis; update upon significant change. AML-specific 
minimum: standard Customer Due Diligence (CDD), UBO confirmation, 
sanctions/PEP/adverse-media screening and update upon ownership or activity change. 

Moderate risk 

Additional clarification of individual circumstances; completion of missing or incomplete 
documents; more careful ongoing monitoring until verifiability is confirmed. AML-specific 
measures: targeted clarification of UBO, source of funds and jurisdictional exposure; 
completion of missing screening evidence. 

Increased risk 

Extensive verification of ownership, beneficial owner, source of funds, economic logic of 
operations and jurisdictional connections; documentation of the grounds for continuing the 
relationship. AML-specific measures: enhanced due diligence, source-of-funds/source-of-
wealth verification, review of high-risk jurisdictions, intermediary roles and adverse-media 
indicators. 

High risk 

Enhanced due diligence; second internal review or management decision; extended 
documentation; explicit decision to accept, continue, limit or terminate. AML-specific 
measures: MLRO or senior-management review, enhanced monitoring, documented decision 
on acceptance or continuation, and internal assessment of whether suspicious-activity 
escalation is required. 

Critical risk 

Denial, termination or special management review when the risk cannot be reliably clarified; 
non-admission of standard approval in case of residual opacity. AML-specific measures: 
refusal, termination or special management review where residual opacity remains; standard 
approval is excluded and internal reporting assessment should be documented where 
suspicion is identified. 

Source: Prepared by authors. 

Table 7 shows that the risk classification has direct managerial significance. At low 
risk, control remains standard because the information is clear and verifiable. At moderate 
and increased risk, additional evidence, more active monitoring and clearer documenta-
tion of the grounds for the assessment are required. At high and critical risk, the decision 
cannot remain only at the operational level, as it affects the acceptance, continuation, lim-
itation or termination of the business relationship. 

4.6. Application Summary 

The practical application on 25 counterparty profiles demonstrates the applicability 
of the 3-factor matrix model in an assessment procedure. The obtained values are con-
sistent with the expected logic of the model: risk increases with simultaneous increases in 
CE, TI and CV. The profile-oriented control measures and the three-dimensional visuali-
zation show how the quantitative result can be transformed into a differentiated control 
response. These findings should be interpreted as evidence of procedural applicability 
and traceability, not as evidence of predictive accuracy or external validation. 

5. Discussion 
The application to 25 anonymized counterparty profiles shows that the 3-factor ma-

trix model can serve as a tool for structured assessment of counterparty AML risk. Its main 
value is not the production of a definitive truth about money laundering but the docu-
mented relationship between factual information, assigned factor values, risk level and 
subsequent measures. In risk, audit and internal control practice, this relationship is cru-
cial because the assessment must be explainable, reviewable and proportionate. The 
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model therefore reduces unstructured discretion, but it does not eliminate professional 
judgment or the need for second review in borderline and high-risk cases. 

The choice of multiplication instead of addition should be interpreted cautiously. It 
has methodological significance as a transparent first-stage rule for simultaneous accu-
mulation across CE, TI and CV, but it is not presented as an empirically superior aggre-
gation function. Additive, weighted, AHP-based and fuzzy-logic alternatives may be ap-
propriate where larger datasets, expert panels or external benchmarks are available. The 
present contribution is therefore narrower: it shows how a conservative multiplicative 
rule can be used and documented consistently in an applied AML risk-assessment proce-
dure. 

The limits of the rating scale should be understood as managerial thresholds, not as 
statistically proven AML outcome boundaries. They are aligned with the values that can 
actually be obtained from ORS = CE × TI × CV and make the classification auditable. How-
ever, the transition from 40 to 45 should not be interpreted mechanically as proof of a 
materially different real-world AML outcome. It should trigger a review of the underlying 
configuration, the factual basis and the control response attached to the category. 

The three-factor model differs from the classic two-factor matrices, which usually 
combine probability and impact. In AML risk, probability often cannot be reliably meas-
ured because information is incomplete, counterparty behavior is adaptive, and the rela-
tionship between an indicator and actual risk is not always direct. Therefore, the verifia-
bility of information has an independent meaning. Control vulnerability is not an added 
fourth element, but one of the three main factors. It shows the extent to which the obli-
gated entity can verify ownership, operations, documents and the origin of funds. With-
out this factor, the model would underestimate cases where there is only superficial data, 
but its reliability is limited. 

The methodology has practical value because it can support the acceptance of new 
counterparties, periodic review and extraordinary update in case of changing circum-
stances. It allows an obliged entity to justify why one profile requires standard due dili-
gence, whereas another requires enhanced due diligence, a management decision, or re-
fusal. Linking the resulting profile to specific control measures is particularly important 
for internal control, because the assessment must be not only correct, but also verifiable. 
At the same time, the model does not prove money laundering and should not be used as 
a tool for detecting a violation. Its function is to classify the risk, direct the appropriate 
measures and create a documentary trail for subsequent verification. 

The purpose of the quantitative criterion is therefore not to predict money laundering 
and not to establish evidence of illegal activity. Its purpose is to determine the intensity of 
AML control: whether standard CDD is sufficient, whether enhanced due diligence is re-
quired, whether source-of-funds or source-of-wealth evidence must be obtained, whether 
senior management approval or MLRO review is needed, and whether refusal, termina-
tion or internal suspicious-activity assessment should be considered. The numerical score 
is a trigger for proportionate control and documented escalation, not a finding that money 
laundering has occurred. 

The integration of the model into monitoring assisted by artificial intelligence (AI) 
should be subject to the principle that automation supports, but does not replace, expert 
judgment. In risk, audit and internal control practice, the most compelling organization is 
one in which primary signals from Transaction Monitoring Systems (TMS), Know Your 
Customer (KYC) files, Ultimate Beneficial Owner (UBO) data, sanctions checks, Politically 
Exposed Persons (PEP) checks and negative media coverage checks are translated into a 
specific task for the assessor. AI can draw attention to a change or non-compliance, but 
the decision to accept, limit or terminate a business relationship should remain a traceable 
expert decision. 
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At the input level, automation can extract and structure data from several sources: 
KYC file, ownership and representation registers, UBO declarations, contracts, invoices, 
payment accounts, historical transactions, sanction lists, PEP lists, results of checks for 
negative media publications and lists of high-risk jurisdictions. These data should not au-
tomatically determine the final risk. They serve as an evidentiary basis distributed across 
the three factors: entity and ownership data feed CE; payment characteristics and eco-
nomic logic feed TI; and document quality, completeness, and verifiability feed CV. 

At the assessment level, the model acts as an explainable layer between the automat-
ically generated signal and the control measure. For example, an AI-assisted system or 
TMS built on predefined rules can report an unusual increase in the value of transactions, 
a new payment account, a change in jurisdiction, a negative media publication or a docu-
ment leak. These signals do not automatically lead to a failure but activate a specific task: 
re-evaluation of the TI, re-verification of the CE, completion of the CV or a second internal 
review. Thus, the automatically generated signal is linked to a predefined control proce-
dure and a documentary trail. 

At the process level, the automated workflow can use clear grounds for updating the 
ORS: change in beneficial ownership or effective control; new intermediary; new high-risk 
jurisdiction; deviation of the value or frequency of operations from the expected profile; 
refusal or delay in providing key documents; contradiction between registry data and 
provided documents or a signal from a sanctions check, PEP check or negative media 
publication check. For each reason, the system can create a task, indicate the affected fac-
tor, request a specific document and register a deadline for completion. 

The management limitation of automation is significant. At low and moderate risk, 
the system can support standard verification and periodic updating. At increased risk, it 
should require extended documentation and more frequent monitoring. At high and crit-
ical risk, automation should not replace human judgment but provide escalation to a com-
petent person, Money Laundering Reporting Officer (MLRO), AML function or manage-
ment. This preserves human participation in the decision-making process and reduces the 
risk of opaque or unfounded automatic decisions. 

In this sense, the contribution to AI and automation is not a claim to self-prediction. 
The contribution is in explainability. The model transforms a multitude of qualitative and 
machine-generated signals into a limited number of verifiable factors, a formula, a classi-
fication threshold and a specific action. This makes it suitable for AML workflows, where 
regulatory defensibility requires not only signal detection, but also a demonstrable link 
between signal, assessment, decision and control measure. 

The analysis of strengths, weaknesses, opportunities and threats (SWOT) systema-
tizes the conditions for the correct application of the model (see Table 8). The strengths 
are related to the clear structure, the comparability of the results, the profile binding to 
specific control measures, the predefined classification thresholds and the possibility of 
automated updating. The limitations arise from the quality of the input information, pos-
sible differences between assessors, the need for future refinement and the risk that signals 
generated by AI will be perceived as evidence in themselves. The opportunities are related 
to implementation in internal procedures, TMS and AI-assisted systems, and the threats—
to mechanical application without analysis, without updating, without expert review and 
without verification of the factual basis. 
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Table 8. SWOT matrix of the three-factor matrix model. 

Strengths Weaknesses 
 clear three-factor structure;  
 comparable result;  
 relationship between risk level and 

control measures;  
 good traceability of the assessment 

grounds. 

 dependence on the quality of input 
information;  

 possible differences between 
evaluators;  

 need for future refinement of 
thresholds. 

Opportunities Threats 
 implementation in internal AML 

procedures;  
 use in operations monitoring systems;  
 comparison between initial and 

updated risk;  
 application in different sectors. 

 mechanical application without 
analysis; 

 failure to update as circumstances 
change;  

 excessive reliance on numerical results 
without checking the factual basis. 

Source: Prepared by the authors based on their own research. 

A practical requirement follows from the SWOT matrix: each assessment must be 
documented, updated when significant changes occur and linked to a specific control ac-
tion. 

Despite the practical application on 25 profiles, the study retains important limita-
tions. The array used has a purposively selected, application-oriented scope that is not 
statistically representative. Therefore, the results should not be interpreted as an estimate 
of the frequency of individual risk levels in a portfolio, sector or jurisdiction. Consistency 
between independent assessors was not measured, although the methodology introduces 
a documentary trail, a scoring rubric and a second review for higher-risk or borderline 
cases. These limitations define the appropriate use of the model as a structured assessment 
framework rather than as an externally validated predictive system. 

Additional limitations should also be noted. The model has not been calibrated by 
sector, jurisdiction or institution type; it does not use full transaction time-series model-
ling; it does not assign empirically derived weights to the three factors; and it has not been 
tested against external AML outcomes such as STR/SAR decisions, regulatory findings or 
confirmed laundering cases. The 25 profiles are suitable for methodological demonstra-
tion because they contain AML-relevant variation, but they are not presented as the most 
representative or most severe cases in a wider portfolio. Future research should therefore 
test the model in banking, payment services, trade-related counterparties and digital-asset 
contexts, using larger datasets and independent expert panels. 

6. Conclusions 
This study developed and applied a three-factor matrix model for assessing counter-

party risk in AML measures. The model combines counterparty exposure, transaction im-
pact and control vulnerability, transforming qualitative information into an overall risk 
score and risk level. The application to 25 anonymized counterparty profiles demonstrates 
the procedural applicability of the model in assessment, documentation and selection of 
follow-up measures. The unordered presentation of the profiles, the profile-oriented con-
trol actions and the three-dimensional visualization enhance the transparency of the re-
sults, but they do not constitute external validation of predictive accuracy. 

The main contribution is the inclusion of control vulnerability as an independent fac-
tor in the three-factor structure. Risk does not depend only on who the counterparty is 
and what operations it performs. It also depends on whether information about owner-
ship, beneficial ownership, documents, operations and the origin of funds can be verified. 
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This logic is in line with the risk-based approach, customer due diligence and constant 
monitoring embedded in the modern European AML framework. In this way, the model 
links the scientific discussion of risk with a concrete assessment procedure. 

The theoretical contribution is the translation of agency problems, information asym-
metry and internal-control requirements into a concrete AML assessment sequence. The 
applied contribution is the creation of a documented link between FATF-style risk indica-
tors, a factor score, a risk category and a proportionate AML control response. 

The formula Overall Risk Score (ORS) = Counterparty Exposure (CE) × Transaction 
Impact (TI) × Control Vulnerability (CV) serves for classification and selection of subse-
quent actions. The product is used as a conservative and transparent aggregation rule for 
simultaneous accumulation across the three factors. The absence of preliminary weights 
is defensible in this initial model because weights should be empirically or expertly justi-
fied. The rating scale is managerial and is based on achievable values of the product; it 
should be interpreted together with the factor configuration and documentary basis of 
each assessment. 

The practical value of the methodology is manifested in the relationship between the 
risk level and specific control measures. Low risk implies a standard comprehensive check 
and update in case of change. Moderate and increased risk require additional documents, 
analysis and more active monitoring. High and critical risk require enhanced due dili-
gence, management decision, denial or termination when the risk cannot be reliably clar-
ified. The model can also be used as explainable logic for AI-assisted TMS and AML mon-
itoring, where automation detects changes and discrepancies, while human expert judg-
ment remains the lead for high-risk decisions. 

The limitations of the study are explicit. The practical application on 25 profiles has 
a purposively selected, application-oriented scope and does not allow generalization to 
an entire market, sector, jurisdiction or institution. Reliability between different raters has 
not been empirically verified. Future studies should apply the model to larger and more 
diverse samples, compare the multiplicative rule with additive, weighted, fuzzy-logic and 
AHP-based alternatives, test inter-rater agreement, calibrate thresholds against expert 
benchmarks or external AML outcomes where available, and examine implementation in 
automated monitoring systems under human oversight. Thus, the current model should 
be treated as a structured and explainable applied framework that can later be trans-
formed into a more broadly tested risk management tool. 
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The following abbreviations are used in this manuscript: 

Abbreviation Meaning 
AHP Analytic Hierarchy Process 
AI Artificial Intelligence 
AML Anti-Money Laundering 
AMLA Authority for Anti-Money Laundering and Countering the Financing of Terrorism 
CDD Customer Due Diligence 
CE Counterparty Exposure 
COSO Committee of Sponsoring Organizations of the Treadway Commission 
CV Control Vulnerability 
ERM Enterprise Risk Management 
FATF Financial Action Task Force 
KYC Know Your Customer 
MLRO Money Laundering Reporting Officer 
ORS Overall Risk Score 
PEP Politically Exposed Persons 
SAR Suspicious Activity Report  
STR Suspicious Transaction Report 
SWOT Strengths, Weaknesses, Opportunities and Threats 
TI Transaction Impact 
TMS Transaction Monitoring Systems 
UBO Ultimate Beneficial Owner 
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