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Abstract: This paper presents a comprehensive survey of UAV‑centric situational awareness (SA),
delineating its applications, limitations, and underlying algorithmic challenges. It highlights the
pivotal role of advanced algorithmic and strategic insights, including sensor integration, robust com‑
munication frameworks, and sophisticated data processing methodologies. The paper critically an‑
alyzes multifaceted challenges such as real‑time data processing demands, adaptability in dynamic
environments, and complexities introduced by advanced AI and machine learning techniques. Key
contributions include a detailed exploration of UAV‑centric SA’s transformative potential in indus‑
tries such as precision agriculture, disaster management, and urban infrastructure monitoring, sup‑
ported by case studies. In addition, the paper delves into algorithmic approaches for path planning
and control, as well as strategies for multi‑agent cooperative SA, addressing their respective chal‑
lenges and future directions. Moreover, this paper discusses forthcoming technological advance‑
ments, such as energy‑efficient AI solutions, aimed at overcoming current limitations. This holistic
review provides valuable insights into the UAV‑centric SA, establishing a foundation for future re‑
search and practical applications in this domain.

Keywords: UAVand situational awareness; multi‑agent; supervisedmachine learning; reinforcement
learning; deterministic and nondeterministic algorithms; evolutionary and metaheuristics

1. Introduction
1.1. Background and Motivation

The emergence of UAVs has brought a promising advancement in capturing SA for di‑
verse applications and offers many advantages, including the ability to perform high‑risk
flights, precise navigation, and capture high‑quality images and videos using a variety of
sensors such as multispectral, hyperspectral, thermal, LIDAR, gas, or radioactivity sen‑
sors. Their versatility in deployment, mobility, and ability in real‑time data acquisition,
combined with the latest advancements in onboard processors, make UAVs the perfect
choice for SA in various applications.

In the context of vehicle‑related SA, it refers to the real‑time perception, comprehen‑
sion, and projection of the surrounding environment by the vehicle’s systems. It involves
the fusion and interpretation of multi‑sensor data to generate an accurate, dynamic rep‑
resentation of relevant factors, including obstacles, traffic, terrain, and contextual infor‑
mation, enabling informed decision‑making and proactive responses to ensure safe and
efficient operation.
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SA facilitates automatic identification and reasoning on obtained knowledge in a com‑
plex and dynamic environment to understand the current state of the environment to an‑
ticipate the future state. It is important for an autonomous vehicle, such as a UAV, to
operate successfully in dealing with continuously changing situations. SA keeps the vehi‑
cle focused on only relevant and meaningful information [1]. UAVs can operate as mobile
agents to enable continuous SA of a vast area, penetrate constricted spaces out of reach of
humans, and therefore save considerable vital time and effort. Consistently analyzing the
information and data captured by distributed sensors throughout operations, including
those onboardUAVs, significantly enhances comprehension of the broader situation. How‑
ever, the substantial volume of generated data requires extensive processes for transfer,
handling, and storage. Meanwhile, UAVs must contend with environmental challenges
amid limitations like energy scarcity and unpredictable surroundings [2,3].

Despite significant advancements in edge computing technologies, achieving real‑
time SA via UAVs remains a crucial challenge, as current solutions struggle to meet the
demanding operational requisites. The primary challenge revolves around the limitations
in onboard processing capabilities, computational efficiency, and the constrained resource
envelope of UAVs, which particularly concerns computing prowess, battery capacity, and
endurance. These constraints significantly hinder the integration ofmachine learning (ML)
methodologies crucial for adaptive and robust situational awareness. Moreover, ensur‑
ing precise positioning and navigation accuracy while optimizing data acquisition, fusion,
memory utilization, and transmission efficiency presents multifaceted complexities. Over‑
coming these challenges is pivotal in enhancing the efficacy and dependability of UAV‑
based online SA.

1.2. Objectives and Scope of the Review
SA is the perception of the elements in the environment within a volume of time and

space, which lays a solid basis for UAV networks to implement a wide variety of mis‑
sions. Another aspect is the vehicle‑related SA, to ensure the UAV has a safe, efficient,
and successful operation, given the environmental and vehicular constraints. Accurate
SA is an essential challenge to unleashing the potential of UAVs for practical applications.
This article strives to offer advanced techniques and creative ideas for addressing chal‑
lenges in UAV‑based SA. Rather than concentrating solely on particular operations or re‑
stricted settings, we have taken a more comprehensive overview to cover a wider range
of applications. In this paper, we delved into the concept of SA in relation to UAVs by
conducting a thorough analysis of the influential academic literature highlighting UAVs’
potential as powerful tools for SA in critical situations. This research capitalizes on the
following aspects:
• How SA can enhance the overall autonomy of UAVs in different real‑world missions;
• How SA can contribute to persistent and resilient operations;
• The key barriers and the challenges from both software and hardware parts;
• Algorithmic and strategic insights into UAV‑centric SA;
• Various perspectives on the effective use of SA in conjunction with UAVs;
• Insights into ongoing and potential future research directions.

Accordingly, in Section 2, we discuss the fundamentals of UAV‑centric SA in both
mission‑related and vehicle‑related perspectives. In Section 3, we categorized UAVs ac‑
cording to their respective roles and determined the most suitable role distribution for
different types of UAVs, followed by a particular focus on the most common rotary UAVs
applied for SA in Section 3.1. Furthermore, this study provides a comprehensive review
of the inevitable challenges and limitations associated with rotary UAVs in time‑critical
operations in Section 3.2. We thoroughly investigate the diverse applications of UAVs for
SA using wireless sensor networks (WSN) and distributed sensors, high‑calibrated cam‑
eras, and LiDARs in Section 4, followed by a discussion of the advantages and drawbacks
of each method in the given applications. Section 5 will cover various cutting‑edge al‑
gorithms, including supervised data‑driven ML, both deterministic and nondeterministic,
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and RL‑based approaches, their derivatives, and variations developed to tackle challenges
associated with UAV restrictions. Apart from the algorithmic perspective, this section also
covers strategic insights into UAV‑centric SA, including cooperative awareness, object de‑
tection/recognition/tracking, and SA‑oriented navigation in Section 6. Through this, we
aim to showcase various algorithms and their practical uses in multiple situations, pro‑
viding readers with helpful insights and motivation for their problem‑solving endeavors.
Eventually, Section 7 concludes the findings of this research, summarizes the key chal‑
lenges and potentials, and discusses the future trends and anticipated technological devel‑
opments on the horizon. Through this review, our ultimate goal is to encourage further
exploration and innovative research in this field, enhancemission efficiency, and positively
impact the community.

2. Fundamentals of UAV‑Centric Situational Awareness
Historically, UAV‑centric SA has progressed from basic video feeds and telemetry

data tomore advanced systems that incorporateAI,ML, and advanced sensor technologies.
This refers to the advancements made in delivering real‑time intelligence and information
to UAVs in autonomous systems or to operators in semi‑autonomous systems. Accord‑
ingly, this has led to improved target detection, tracking, and identification capabilities, as
well as the ability to operate in complex and contested environments.

The concept of SA, as proposed by Mica Endsley in 1995, introduced a three‑layer
model grounded in cognitive principles, shown in Figure 1 [1]. SA involves perceiving
environmental informationwithin a defined time and space, comprehending its contextual
meaning, and estimating the future states of involved elements. When considering SA in
the realm of UAVs, it presents two distinctive perspectives. Distinguishing between these
perspectives is crucial as they lead to divergent areas of research.
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As depicted in Figure 1, at the first level of SA (perception), the attributes and dynam‑
ics of critical environmental factors will be perceived. This process will be followed by the
second level where the perceived information will be comprehended through the synthe‑
sis of disjointed critical factors and understanding what those factors mean in relation to
the mission’s tasks. Eventually, the third level of SA involves projecting the next status
of the entities in the environment that enables the system to act and respond to the raised
situation promptly. The vehicle‑related SA functions are classified as follows.

2.1. UAVs for Capturing SA
The first perspective involves utilizing UAVs for SA directly in mission scenarios.

The emergence of UAVs has brought a promising advancement to capturing SA for di‑
verse applications, which has garnered significant attention in disaster management, SAR,
surveillance [4–8], monitoring aging infrastructures [9–11], marine operations [12], flood
management systems [13–15], surveying undergroundmines [11,16,17], bushfire incidents,
and avalanches [18], etc. A core requirement for the majority of these applications is the
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real‑time awareness of the environment to facilitate early detection of the incident, alert
the operator promptly about the detected incident in the area of interest, and respond in
a timely manner. While promising, current UAV technology and data processing models,
especially ML methods, struggle to meet the specific demands of real‑time and continu‑
ous SA. UAVs used for SA face constraints, notably in battery energy and storage memory,
resulting in limited computing capacity compared to high‑performance systems. More‑
over, ML methods, although powerful for data processing, demand substantial energy
and computational resources, posing challenges for their implementation in UAVs. This
convergence of UAV limitations and the resource‑intensive nature of ML methods high‑
lights a critical question: How can continuous situational awareness be achieved when using
resource‑constrained UAVs? Bridging this gap necessitates innovative approaches in tech‑
nology and methodology to overcome the inherent limitations and achieve effective SA in
UAV operations. Figure 2 represents the process of capturing SA and EA within a UAV.
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2.2. SA within UAV Operations
The second perspective involves vehicle‑related SA, encompassing vital functions

like self‑awareness (internal awareness), fault awareness, cooperation awareness, collision
awareness, andweather awareness. These functions are pivotal for ensuring the successful
operation of UAVs, enabling the recognition of unforeseen situations and the identification
of environmental changes or dynamic factors essential for executing specific operations
within defined spatial and temporal contexts [19].

During pre‑flight procedures, such information is gathered to chart suitable flight
paths and enable prompt responses to unforeseen challenges that may arise during op‑
erations. Effective handling of unstructured and unexpected occurrences hinges on the
system’s environmental perception. Achieving this demands concurrent processing of ob‑
ject data and their characteristics, combining pre‑attentive knowledge in theworkingmem‑
ory with incoming information for continual updates on the evolving situation. This up‑
dated insight is crucial for projecting potential future events and aiding real‑time decision‑
making processes in UAV operations. This interplay between SA and the decision‑making
process, along with the environment’s dynamic state, is depicted in Figure 3, illustrating
the significant impact of SA on enhancing the UAV’s decision‑making capabilities.
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2.2.1. Weather Awareness
The operation of UAVs often takes place at lower altitudes, exposing them to more

complex weather conditions compared to higher altitudes. The vulnerability of smaller
UAVs to sudden weather changes due to their size and weight underscores the critical im‑
portance of weather awareness in all outdoor UAV operations. This awareness includes
considerations such as climate zones, temperature fluctuations, wind conditions, and tur‑
bulent dynamics. In UAV operations, anticipating and responding to weather conditions
is essential for determining suitable airspaces and timeframes before encountering adverse
weather. One of the prominent challenges lies in addressing the need for safer flights dur‑
ing harsh weather conditions. For instance, researchers have employed deep CNNs to
estimate 3D wind flowwithin a short timeframe, approximately 120 s, enabling safer UAV
flights [19]. Such technologies contribute to enhancing the understanding and prediction
of weather patterns, allowing for informed decision‑making during flight operations. Re‑
searchers, like Sabri et al., have emphasized the need to determine safer flight paths for
UAVs in less than thirty seconds [20].

2.2.2. Collision Awareness
Collision awareness stands as a crucial facet inUAVoperations, especially in scenarios

where airspace congestion or dynamic environments increase the risk of collisions. Ensur‑
ing collision‑free flights is essential for the safety and efficacy of UAVmissions. Advanced
collision avoidance systems play a pivotal role in detecting and mitigating potential colli‑
sions, and preventing accidents and damages [21,22]. In UAV operations, collision aware‑
ness involves the integration of sensors, such as LiDAR (light detection and ranging), radar,
or cameras, to perceive obstacles or potential collisions in the UAV’s flight path. These sen‑
sors enable real‑time detection of nearby objects or hazards, allowing for timely course
corrections or evasive actions. Additionally, technologies like computer vision and ML
algorithms aid in object recognition and decision‑making, contributing to more accurate
collision avoidance strategies. To maintain a comprehensive awareness of the surround‑
ing environment, it is important to identify individual objects as well as the higher‑order
relations between them in order to identify the level of threat and uncertainty posed by
each obstacle. By considering factors such as dynamic deployment, behavior, relative dis‑
tance, relative angle, and relative velocity to the vehicle, it is possible to classify and rec‑
ognize groups of obstacles. To appraise potential threats effectively, effective data fusion
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and accurate SA can provide answers to the important questions considering the following
subjects:
• The object’s type, size, and characteristics;
• Identification and elimination of the sensor redundancy;
• The objects’ motion pattern and velocity (moving toward/moving idle);
• The objects’ behavior in one step forward;
• The level of danger posed by a particular object;
• The appropriate reaction when facing a specific object.

Researchers have made significant strides in collision avoidance systems for UAVs.
Studies explore diverse approaches, such as sensor fusion techniques and predictive mod‑
eling, to enhance collision awareness and avoidance capabilities. For instance, combining
data frommultiple sensors and employing predictive algorithms allowsUAVs to anticipate
potential collision scenarios and take proactive measures to avoid them [23–25]. However,
challenges persist, particularly in scenarios with rapidly changing environments or unpre‑
dictable obstacles. Maintaining robust collision awareness systems capable of adapting to
dynamic conditions remains an ongoing research focus.

2.2.3. Self‑Awareness (Internal Failure Awareness)
Self‑awareness, often referred to as internal failure awareness in the domain of UAV

operations, encompasses theUAV’s ability tomonitor and assess its own systemhealth and
functionality in real‑time. The concept of self‑awareness involves continuous monitoring
of the internal components, systems, and functionalities of the UAV, including sensors,
actuators, propulsion systems, and onboard computing units. By constantly evaluating
its own status, a UAV equipped with robust self‑awareness capabilities can detect and re‑
spond to internal failures, anomalies, ormalfunctions promptly. This proactivemonitoring
enables the UAV to take corrective actions, such as adjusting flight parameters or altering
operational modes, to mitigate potential failures and ensure mission continuity [26,27].

Depending on the severity of the issue, appropriate action can be taken to ensure
safety and mission success. The internal fault tolerance system is usually designed to han‑
dle fault occurrence. A common architecture includes three levels. The first level is fault
detection, which oversees the vehicle’s hardware and software availability. The second
level identifies the fault’s severity, impact, and degree of tolerability. The final level is
fault accommodation, which is taking appropriate action by either safely aborting the mis‑
sion in the case of unbearable faults or reconfiguring the vehicle control architecture in the
event of bearable malfunctions to continue the mission with new restrictions using alterna‑
tive sensors or actuators. In fully autonomous missions, onboard sensors and subsystems
are constantlymonitored to ensure proper functioning, which allows for setting timely and
effective recovery plans in the event of any failures. To ensure internal failure awareness,
a supervised ML model is recommended [20], where the model is trained using historical
data to predict future failures such as sensormalfunction, actuator failure, telemetry issues,
or connectivity problems in the UAV [28].

2.2.4. Cooperation Awareness (Cognitive Load Awareness)
Cooperation awareness, sometimes referred to as cognitive load awareness within the

scope of UAV operations, pertains to the UAV’s capability to understand, manage, and dis‑
tribute cognitiveworkload during cooperativemissions orwithin a team ofmultiple UAVs.
This aspect of SA is essential for optimizing decision‑making, task allocation, and commu‑
nication among UAVs in collaborative scenarios. In multi‑UAV missions or cooperative
operations, each UAV must possess a heightened awareness of its own tasks, operational
constraints, and available resources, while concurrently understanding the roles, actions,
and intents of other collaborating UAVs. Effective cooperation awareness facilitates coor‑
dination, reduces redundancy, and enhances overall mission efficiency.

Achieving cooperation awareness involves intricate coordination protocols, commu‑
nication frameworks, and distributed decision‑making algorithms. These systems enable
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UAVs to share information, synchronize actions, and allocate tasks based on collective ob‑
jectives and individual capabilities. Advanced technologies, including swarm intelligence,
decentralized control algorithms, and cooperative learning models, play a pivotal role in
fostering effective cooperation awareness among UAVs. For example, cooperative fault‑
tolerant mission planners have been designed to allow for parallel operations, collective
resource sharing, and adaptive re‑planning in the event of a fault, as thoroughly discussed
in [29,30]. In [31], a distributed cooperation method for UAV swarms using SA consensus,
including situation perception, comprehension, and information processing mechanisms,
was proposed. The researchers analyzed the characteristics of swarm cooperative engage‑
ment and developed a method to use in complex and antagonistic mission environments.
Considering the UAVs as intelligent decision‑makers, the authors established the corre‑
sponding information processing mechanisms to handle distributed cooperation. The pro‑
posed method was demonstrated to be practical and effective through theoretical analysis
and a case study.

3. Classification of UAVs
This section introduces the most common types of UAVs (drones) used for SA, dis‑

cussing their advantages, disadvantages, and structural differences [32]. Generally, UAVs
can be classified based on body design, kinematics, and DoF, including multirotor, un‑
manned helicopters (UH), and fixed‑wing UAVs, as shown in Figure 4.
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• Unmanned Helicopters (UH): A typical UH has a top‑mounted motor with a large
propeller for lift and a tail motor to balance torque. UHs are agile and suitable for
complex environments but have high maintenance costs due to their complex struc‑
ture. They are ideal for surveillance and tracking missions (e.g., traffic monitoring,
border surveillance) due to their hovering capability and maneuverability [38,39].
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• Fixed‑Wing UAVs: These UAVs share a structure similar to commercial airplanes,
generating lift through pressure differences on their surfaces. They are energy effi‑
cient, suitable for time‑critical and large‑scale applications, but require large runways
and have limited maneuverability at high speeds [40,41].

• Multirotor UAVs: The most commonly used UAV for SA, multirotors generate lift
through multiple high‑speed rotating motors and propellers. They offer high maneu‑
verability, quick response, VTOL capabilities, and are cost effective. However, they
have high battery consumption and poor endurance [42,43].

Table 1 summarizes the advantages, disadvantages, and dedicated use cases of UHs,
fixed‑wing, and multirotor UAVs. The focus of this review paper is on multirotor UAVs,
with a critical analysis of their capabilities, limitations, and applications provided
in Section 3.1.

Table 1. Summary of the autonomous UAV classification and corresponding pros, cons, and suitable
applications.

Pros Cons Applications

U
nm

an
ne
d
H
el
ic
op
te
r ■ Agile movement

■ Efficient structure
■ Supports swift pose change
■ Hovering capability
■ Flexible maneuverability
■ Efficient in dealing with the

complex environment
■ Vertical take‑off and landing

■ High‑cost maintenance
■ Top‑mounted motor has a

complex structure
■ Needs multiple steering gears for

movement
■ Comparatively large size
■ Expensive

■ Large‑scale operations
■ Monitoring, tracking, and

patrolling missions due to
hovering capability

Fi
xe
d‑
W
in
g
U
AV

s

■ Fast motion
■ Long‑range maneuver
■ Energy efficient (only maximize the

energy consumption during
altitude climbs to generate
supporting power)

■ Need a large landing/takeoff
runway to generate sufficient lift
force

■ Agile movements at high speeds
can be challenging and can
impose significant stress on the
vehicle

■ Limited maneuverability
■ Expensive

■ Large‑scale range of activities
■ Time‑critical applications

M
ul
ti
ro
to
ro
rR

ot
ar
y
U
AV

s

■ Agile movement and quick
response rate

■ Ease of deployment
■ Small size and efficient structure
■ Mechanical simplicity and

flexibility
■ Vertical take‑off and landing
■ Excellent maneuverability to tackle

environmental disturbances
■ Penetrate narrow spaces

inaccessible to larger
vehicles/human

■ Hovering in place provides a stable
platform for capturing detailed
data and imagery

■ Supporting propellers’ pitch
without exerting momentum or
control forces

■ Low maintenance costs
■ Cheap

■ Persistent energy consumption
for retaining a certain altitude,
and due to the use of multiple
rotors

■ Poor endurance
■ Require stable weather

conditions due to the small size
■ Limited memory and onboard

processing power
■ Power usage is proportionally

linked to the weather condition,
communication load,
computational load, payload,
onboard sensors energy demand

■ Operation in narrow spaces and
complex environments

■ Indoor applications
■ Monitoring, tracking
■ Patrolling missions due to

hovering capability

3.1. Multirotor UAV Classes for SA and Environmental Assessment (EA) Applications
One of the most significant advantages of multirotor UAVs is their mechanical sim‑

plicity and flexibility, enabling them to take off vertically and fly in any direction without
needing to adjust the propellers’ pitch to exert momentum or control forces. Multirotor
UAVs, particularly quadcopters, are relatively cheap and widely available tools with low
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maintenance costs compared to manned aircraft and other aerial vehicles that can perform
excellent maneuverability to tackle environmental disturbances (e.g., obstacle avoidance).
Multirotor UAVs can expeditiously arrive at the intended destination, and their agility,
hovering capabilities, and ease of deployment, which contribute to their quick dispatch
to the operation zones, enable them to promptly respond to the raised situations where
time is of the essence. They can penetrate narrow spaces, edifices, ravines, woodlands, or
perilous terrains to effectively handle mission‑related tasks, maneuver around obstacles,
and reach areas that are arduous to reach or inaccessible to humans. Their ability to hover
in place provides a stable platform for capturing detailed data and imagery. They can be
equipped with various sensors and payloads to enhance their operational performance.
Signals that are challenging to perceive visually, for instance, heat, sound, and electromag‑
netic radiation, can be detected by these sensors. The most popular multirotor UAVs in
the market used for SA in various scenarios are shown in Figure 5 and their properties is
indicated in Table 2 [44].
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Table 2. The specifications and properties of the multirotor UAVs used for SA.

UAV Platform DJI Phantom 4 Pro V2.0 Phantom 4 RTK
Processor Quad‑core, 4‑Plus‑1™ ARM® Quad‑core, 4‑Plus‑1™ ARM®

Positioning Systems GPS, GLONASS RTK Module, GPS

Max Transmission Distance ~7 km ~5 km

Weight 1375 g 1391 g

Max directional Speed 72 km/h 58 km/h

Max Altitude 503 m 500 m

Max Flight Time ~30 min ~30 min

Max Flight Range ~10 km ~7 km

Battery Capacity 5870 mAh 5870 mAh
UAV Platform Parrot Anafi USA DJI Inspire 2
Processor ARM Cortex A8@1GHz Quad‑core, 4‑Plus‑1™ ARM®

Positioning Systems GPS, GLONASS, Galileo, QZSS Vision Positioning System,
GPS/GLONASS

Max Transmission Distance ~5 km ~7 km

Weight 644 g 3290 g

Max directional Speed 53 km/h 108 km/h

Max Altitude 5000 m 2500 m

Max Flight Time ~32 min ~27 min

Max Flight Range ~5 km ~7 km

Battery Capacity 3400 mAh 4280 mAh
UAV Platform DJI Mavic 2 Enterprise Advanced DJI Mavic 2 Pro

Processor Intel® Core™ i3 or AMD Phenom
processor, Quad‑core, 4‑Plus‑1™ ARM®

Positioning Systems RTK Module, GPS GPS, GLONASS

Max Transmission Distance ~6–10 km ~18 km

Weight 1100 g 907 g

Max directional Speed 72 km/h 72 km/h

Max Altitude 6000 m 6000 m

Max Flight Time ~31 min ~30 min

Max Flight Range ~10 km ~18 km

Battery Capacity 3850 mAh 3850 mAh
UAV Platform DJI Mavic Air 2 DJI Mavic 3 Enterprise
Processor Quad‑core, 4‑Plus‑1™ ARM® Quad‑core, 4‑Plus‑1™ ARM®

Positioning Systems GPS, GLONASS GPS, GLONASS, and Galileo

Max Transmission Distance ~10 km ~15 km

Weight 570 g 1050 g

Max directional Speed 72 km/h 68.4 km/h

Max Altitude 5000 m 6000 m

Max Flight Time ~34 min ~45 min

Max Flight Range ~18.5 km ~32 km

Battery Capacity 3500 mAh 5000 mAh
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Table 2. Cont.

UAV Platform Yuneec Typhoon H3 Yuneec H520E

Processor DJI‑supported Quad‑core, 4‑Plus‑1™
ARM®

Intel quad‑core processor with OFDM
support

Positioning Systems GPS and compass systems GPS, GLONASS, Galileo, BeiDou

Max Transmission Distance ~2 km ~3.5–7 km

Weight 1985 g 1860 g

Max directional Speed 48.3 km/h 48.6 km/h

Max Altitude 499 m 500 m

Max Flight Time ~25 min ~28 min

Max Flight Range ~2 km ~3.5 km

Battery Capacity 5250 mAh 6200 mAh
UAV Platform DJI Matrice 300 RTK Matrice M210 V2

Processor Quad‑core, 4‑Plus‑1™ ARM® NVIDIA‑Tegra K1, Cortex A‑15 32‑bit
CPU. Kepler GPU + 192 CUDA cores.

Positioning Systems RTK, GPS, GLONASS, BeiDou, Galileo RTK Module, GPS, GLONASS

Max Transmission Distance ~15 km ~8 km

Weight 6300 g 4910 g

Max directional Speed 83 km/h 73.8 km/h

Max Altitude 7000 m 3000 m

Max Flight Time ~55 min ~33 min

Max Flight Range ~15 km ~8 km

Battery Capacity 5935 mAh 4280 mAh

Despite multirotor UAVs’ effectiveness in acquiring SA, owing to their maneuverabil‑
ity and small sizes, they are resource‑constrained tools with strict processing, memory,
battery, and communication (PMBC) limitations as well as maneuverability challenges in
harsh conditions. Existing autonomousmultirotor UAVs suffer a number of serious restric‑
tions to efficiently providing real‑time and continuous SA. Discussing these restrictions is
important in order to understand where drones can help us and what needs to be con‑
ducted to handle these limitations in dealing with different circumstances.

3.2. Limitations and Challenges
As demonstrated in the table, the most energy‑efficient vehicle in the market with

a full battery of 5935 mAh and a weight of 6300 g can reach about 55 min and 18.5 km
in ideal weather conditions and without payload where the camera is switched off. This
battery run‑time can be even shorter if the vehicle’s motion entails tackling environmen‑
tal disturbances. Currently, most of the existing UAVs rely on the communications and
decisions assigned by the human supervisor or computations that take place in the cloud
or central compartment. The following are some of the highlighted restrictions with the
existing multirotor UAVs.

3.2.1. Environmental Constraints
In any general operation scenario, the vehicle and environment experience continu‑

ous changes during the mission, and events perceived by the vehicle continuously change
its perception of the environment. The critical challenges posed by the environment, such
as adverse wind, harsh weather conditions, and the presence of static/dynamic/uncertain
collision barriers, significantly impact the UAV’s maneuverability, battery consumption,
connectivity, and overall operation performance. Due to their small size and lightweight,
multirotor UAVs are susceptible to sudden weather changes. As a result, it is crucial to
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adapt to dynamic weather conditions in real‑time to ensure safe and efficient UAV opera‑
tions. The urgency of establishing rapid and precise responses to sudden weather changes
remains a paramount challenge to be addressed.

3.2.2. Restricted Battery Life
This is one of the significant challenges in the application of drones. The research pre‑

sented by the authors of [45] studied diverse battery types used on UAVs such as NiMH,
NiCad, Pb‑acid, and Li‑ion, where the outcome concluded that lithium‑ion, lithium poly‑
mer (LiPo), and lithiumpolymer high‑voltage (LiHV) are the best‑suited batteries forUAVs.
Even these batteries last less than an hour in an ideal situation, depending on the class of the
vehicle, while this period can be even shorter if the vehicle is required to perform some pro‑
cessing, data transmission, photography, or filming, as the camera also supplies its power
from the drone’s battery. The speed and acceleration, altitude, and weight/payload of the
vehicle can also impact battery consumption. On the other hand, environmental factors,
such as strong wind, rain, or tackling obstacles, can also influence the vehicle’s battery run
time [46]. Apparently, this durability is not sufficient for applications in immersive cases
and large landscapes [47]. The application of solar energy to charge UAVs has been inves‑
tigated recently in [48] for path planning and [49] for target tracking, converting light into
electric current. However, the issue with this approach is the extra payload of solar panels
as well as the slow charging ratio, which cannot effectively support UAVs during the flight.

3.2.3. Limited Connectivity and Bandwidth
UAVs not only have restricted battery life but also have connectivity limitations, par‑

ticularly in remote areaswhere no internet is accessible or connection is poor. Although the
majority of existing UAVs are equipped with various positioning systems including GPS,
GNSS, and a range of sensors to navigate and avoid colliding with obstacles, data trans‑
mission, as the essential base for real‑time SA, cannot be effectively addressed [50]. Harsh
weather conditions such as heavy snow/rain or fire can also easily break or interrupt the
connection (either GPS or internet). On the other hand, the system’s power usage is pro‑
portionally linked to the inter‑vehicle or vehicle‑to‑station distance, which is considerably
energy‑draining in large operational environments [51].

3.2.4. Limited Memory and Onboard Processing Power
Additionally, UAV processors’ computational power and memory are limited, and

therefore, algorithms and solutions that require more memory and processing ability will
not be applicable to be implemented inUAVs’ onboard processors [52]. Although relatively
powerful onboard processors are being used in some UAVs, their processing power is still
comparatively below that of high‑performance computers.

3.2.5. Regulatory and Ethical Considerations
In addition, aviation regulations impose certain limitations on drones, including re‑

strictions on flight altitude, airspace, and operating conditions. For example, drones are
typically not allowed to fly beyond the visual line of sight of the operator or in certain re‑
stricted airspace, which can limit their range and coverage area. Compliance with these
regulations is crucial to ensure safe and legal drone operations, but it can also pose chal‑
lenges in many scenarios such as SAR operations where drones may need to operate in
remote or restricted areas.

Generally speaking, UAVs still cannot efficiently cope with power supply limitations,
processing power scarcity, maximal physical load size, and maneuverability in harsh con‑
ditions. Although power generation techniques exist, they are not sufficiently employed
and used in practice. Considering the resource scarcity of existing UAVs, providing on‑
board computation for ML techniques still is a big challenge in the way of online SA. In
some existing research [53–55], heavy‑computational cloud‑centric ML approaches are ex‑
ploited to tackle the computational restrictions of UAVs, where data are sent, stored, and
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processed in a centralized server. Although cloud computing is currently employed for
big data processing worldwide, it has some critical barriers in terms of requiring wide
bandwidth for data communication, a high amount of energy for data transmission, and
transmission latency towards the centralized entity, leading to other sorts of challenges
when exploiting ML techniques. Thus, devising and exploiting an efficient algorithmic
approach to tackle all the given problems is still a widely open area for research.

4. Unveiling the Landscape of UAV‑Centric SA in Various Applications
The focus of this section lies in a comprehensive review and critical analysis of ex‑

isting UAV methodologies concerning both SA and EA in multifaceted contexts [56,57].
These methodologies primarily center on information monitoring and processing for pre‑
diction and early detection. In this review, UAVapplications for SA are classified into three
main categories based on distinct data fusion approaches. Each classification undergoes
an in‑depth examination of relevant research activities, depicting their methodologies and
advancements. Moreover, this review critically addresses persistent research and develop‑
ment challenges that pose ongoing obstacles in the field. Figure 6 represents the conceptual
example of capturing SA using distributed sensors, on‑board camera, and LiDAR.
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4.1. Expanding SA with UAVs via WSN and Distributed Sensors
Technological advancements in wireless communication, high‑precision sensors, and

UAV operational capabilities have enabled enhanced SA through data fusion, integrating
various information sources to build a unified understanding of the environment.

The integration of WSN with UAVs creates an ideal system for time‑critical missions,
such as natural disaster management, enabling the capture of SA for damage assessment
before, during, and after disasters to identify threats promptly [58].

Effectively utilizing this capability requires establishing a data collection andmonitor‑
ing structure of air and ground sensors for accurate data analysis and rapid response. This
involves deploying various sensors, such as high‑resolution cameras for visual data, Li‑
DAR for 3Dmapping, and thermal sensors for heat detection, oftenmounted on UAVs and
coordinated through a central control system. Collected data are transmitted to ground
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control stations via secure channels for preprocessing, including noise reduction and data
fusion, to enhance accuracy and reliability. Advanced algorithms, includingmachine learn‑
ing, analyze the data to identify patterns and generate actionable insights. UAVs can
also serve as communication hubs, re‑establishing damaged communication lines post‑
disaster [13], and as transportation vehicles for delivering medical equipment [9,59]. Sta‑
ble weather conditions are necessary for effective UAV operations, making them suitable
for hydrological disaster assessments like floods [10].

The study in [11] developed the IMATISSE mechanism, integrating crowd‑sensing
and UAVs for natural disaster assessment, combining smartphone andWSN data to create
comprehensive situational awareness (SA). However, the design overlooked UAV perfor‑
mance in environmental challenges and had energy‑intensive data collection. The study
presented in [16] introduced a cognitive and collaborative navigation framework for the
TU‑Berlin swarm of small UAVs, tackling connectivity issues and enhancing SA through
local sensor data and inter‑vehicle information using non‑linear solvers and factor graphs,
focusing on data fusion and connection quality but not on the comprehension and projec‑
tion stages.

Several works focus on using UAVs as signal relays to connect ground‑based LoRa
nodes with remote base stations [17]. These approaches enhance communication range
and reliability by using UAVs equipped with high‑gain antennas, signal amplifiers, and
advanced signal‑processing capabilities. UAVs can quickly establish temporary communi‑
cation links in remote or disaster‑stricken areas, offering flexible network configurations.
However, practical limitations include the resilience of UAV relay networks, efficient guid‑
ance to critical areas, data fusion, power management, and optimal recharging
strategies [60]. In [61], a concept is proposed for UAVs to recharge on public transportation
and collect data, while ref. [62] explores using fixed‑wing UAVs with detection nodes for
bushfire inspection, focusing on optimizing communication intervals and data collection
without addressing higher SA levels.

The citedworks [10,11,13,16,62] focus onproviding environmental SA in natural disas‑
termanagement usingWSN and various UAV classes. Key challenges include operation in
severe conditions, diverse data sources, sensor battery limitations, and UAV resource con‑
straints. The complexity of the environment and the unpredictable nature of disasters also
remain unaddressed. Addressing these challenges requires considering system properties
such as sensor types, UAV classes, and environmental and vehicular constraints.

Another significant concern is communication bandwidth and connectivity, which
can become challenging due to damaged infrastructure during disasters. UAVs, wireless
sensors, central servers, and processors must actively communicate, and any changes in
infrastructure and topology must be instantly addressed to retain connectivity. This is
difficult due to the lossy nature of wireless connections, especially without a central node,
requiring constant tracking of devices in range. Frequent scanning for new nodes allows
faster reactions but increases overhead and battery usage.

While using UAVs as relays in LoRa networks shows promise, challenges remain. En‑
suring secure and reliable communication between nodes and base stations, optimizing
network performance, and managing power consumption are crucial. Power‑hungry sen‑
sors may quickly deplete their batteries, making synchronization of network parts dur‑
ing disasters difficult. Communication elements face various resource constraints, from
processor capabilities to battery‑restricted UAVs. Solutions for low‑power, low‑memory
sensors mainly address WSN tasks like data dispatching to sink nodes, but even these sen‑
sors have limited energy that must be managed to maximize data transmission over their
lifetime.

ExploitingUAVs forWSNdata collection faces limitations like dynamicwireless chan‑
nels between sensor nodes (SNs) and UAVs. To mitigate energy wastage from continuous
idle listening by SNs, a sleep/wake‑up mechanism is employed in [63] and location‑based
data‑gathering frameworks prioritize sensors to minimize collisions and energy
consumption [64]. Studies like [65] optimize these mechanisms but do not address varying
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energy consumption and data collection frequencies. UAV battery limitations, critical due
to less than an hour of flight time [66,67], are compounded by the energy needed for data
transmission. Research focuses on improving path planning and SN mechanisms, with
studies like [68,69] addressing issues in fixed‑wing UAVs used as mobile data collectors.
Despite these challenges, WSN and UAV systems remain optimal for SA, with ongoing
advancements paving the way for more efficient communication systems.

4.2. Expanding SA with UAVs Using Vision Systems
Vision systems are crucial for augmenting SA in UAVs, incorporating technologies

like cameras and optical sensors to gather high‑resolution visual data in real‑time. These
systems enable UAVs to capture detailed images and videos, facilitating robust visual anal‑
ysis for terrainmapping, object recognition, and obstacle detection, thereby enriching their
SA capabilities [69,70].

Advanced image processing algorithms and computer vision techniques allow UAVs
to interpret visual data, extract crucial information, and make informed decisions during
missions [71]. These systems enable UAVs to detect and classify objects, navigate com‑
plex environments, and respond to dynamic changes in real‑time [72]. The fusion of vi‑
sual data facilitates the creation of detailed 3D maps, aiding in precise localization, route
planning, and situational analysis, enhancing the overall effectiveness and safety of UAV
operations [73]. In [74], a single UAV‑based system uses real‑time data from onboard vi‑
sion sensors to predict fire spread, integrating historical data and online measurements
for model updates. However, the limited battery capacity and computational burden re‑
strict the UAV to covering small wildfire zones. A study using a DJI Phantom 4 Pro (P4P)
UAV with a 20‑megapixel CMOS camera for flood inundation prediction during storms is
presented in [14]. This UAV‑based multispectral remote sensing platform addresses data
collection, processing, and flood mapping to facilitate road closure plans.

A flood monitoring system using a P4P UAV to gather high‑resolution images of
shorelines was developed in [15]. The collected images were processed to create a digital
surface model (DSM) and field measurements for flood risk assessment and georeferenc‑
ing. This approach requires human‑centered processing due to UAV bandwidth limita‑
tions and assumedwindless conditions, leaving environmental complexities unaddressed.
Amodular UAV‑based SA platformwith high‑calibrated cameras and optical and thermal
sensors is proposed in [75], where onboard processing for object detection and tracking
is performed before transmitting data to the Command‑and‑Control Center (CCC). How‑
ever, onboard processing imposes a computational burden on the UAV, leading to faster
battery depletion and high bandwidth requirements for transmitting abstracted videos. A
similar approach for detecting, localizing, and classifying ground elements is proposed
in [76], processing visual data for environmental SA during rescue operations. However,
fast internet access for video transfer in disaster areas is impractical, and bandwidth limi‑
tations remain a significant challenge.

In [77], a UAV vision‑based aerial inspection generates a 3D view pyramid for passive
collision avoidance during urban SAR operations, facilitating structure identification in
unexplored environments. However, the approach lacks practical feasibility for real‑time
operations due to passive obstacle avoidance and computational burden concerns.

The VisionICE system, used in SAR operations, integrates a camera‑mounted helmet,
AR display, and UAV vision sensors to enhance air–ground cognition and awareness [78].
Real‑time target detection and tracking are performed using a YOLOv7 algorithm, but
communication to the cloud server requires significant bandwidth and energy, suffering
from latency issues.

Studies in [79–81], demonstrate the feasibility of using UAVs for fire monitoring and
ISR missions, employing neural networks and multi‑UAV coordination for efficient fire
perimeter surveying. A distributed control scheme for camera‑mounted UAVs to observe
fire spread is presented in [82], focusing onminimizing information loss from cameras due
to heat. Another study [83] integrates multi‑objective Kalman uncertainty propagation
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for UAVs to provide ground operators with fire propagation data, emphasizing human‑
centered decision‑making.

The ResponDrone platform [84] coordinates a fleet of UAVs to capture and relay criti‑
cal imagery in disaster areas through aweb‑based system, thoughpractical challengeswith
disrupted communications infrastructure remain. In [85], a 3D‑draping system dynami‑
cally overlaysUAV‑captured imagery on terrain data for SA, but the perception stage is pri‑
marily addressed, leaving the comprehension and projection stages to human operators.

An extensive review in [86] highlights the cost‑effectiveness and versatility of UAV‑
based photogrammetry and geo‑computing for hazard and disaster risk monitoring, de‑
spite challenges like weather dependency, regulatory constraints, and data quality vari‑
ability.

Although vision systems are efficient for capturing high‑quality data, their use is
hindered by UAV resource limitations for onboard computation, data transmission, and
battery consumption. Vision sensors are also vulnerable to lighting conditions and ob‑
structed views. Onboard processing is energy‑consuming, and UAV processors cannot
handle heavy computational algorithms, leading to accuracy trade‑offs. Remote compu‑
tational platforms require continuous data transmission, draining the battery and causing
connectivity issues during disasters, making real‑time SA challenging.

4.3. Expanding SA with UAVs Using LiDAR
Leveraging LiDAR technology significantly enhances the SA capabilities of UAVs

by emitting laser pulses to create highly accurate 3D maps. These elevation data, com‑
bined with precise geospatial information, enable UAVs to navigate complex terrains, per‑
ceive the environment accurately, and make informed decisions in real‑time. LiDAR sup‑
ports terrain modeling, topographical analysis, and provides detailed 3D representations
of landscapes, crucial for applications such as precision agriculture and environmental
monitoring [87].

LiDAR‑equipped UAVs excel in forestry management, urban planning, and infras‑
tructure development by capturing detailed spatial information. LiDAR systems, like
Ouster LiDAR, provide 360◦ panoramic images and dense 3D point clouds, supporting
computer vision applications [88,89]. These systems utilize learning‑based approaches
compatible with deep learning models for tasks like object detection and tracking, pre‑
senting an efficient alternative to vision sensors that require intensive computational re‑
sources [90].

In [91], LiDAR‑equipped UAVs were used to capture 3D digital terrain models of
glacier surfaces, integrating high‑resolution terrain data with monitoring systems to cre‑
ate 3D models. A LiDAR‑based scanning system for UAV detection and tracking over
extended distances was employed in [92], providing precise positioning and navigation in
GNSS‑denied environments. Tracking UAVs in 3D LiDAR point clouds by adjusting point
cloud size based on distance and velocity was extended in [93]. However, the detection
and tracking of small UAVs with varied shapes and materials remain challenging.

Learning‑based LiDAR positioning techniques leverage machine learning algorithms
to extract meaningful information from LiDAR data. In [94], a point‑to‑box approach ren‑
dered ground objects as 3D bounding boxes for easier detection and tracking. Although ef‑
fective on powerful GPUs, this approach faces computational restrictions on UAVs. Trans‑
forming point cloud data into images for visual detection algorithms, as carried out in [95],
offers 3D localization but imposes a heavy computational load. To alleviate this, ref. [96]
used a 3D range profile fromGeiger mode Avalanche Photo Diode (Gm‑APD) LiDARwith
YOLO v3 for real‑time object detection, enhanced by a spatial pyramid pooling
(SPP) module.

An adaptive scan planning approach using a building information model (BIM) was
proposed in [82,92,94,97] to reduce computational load and battery consumption. Using
probabilistic cognition to minimize LiDAR beams while retaining detection accuracy was
investigated in [98]. Despite computational limitations, the combination of visual and Li‑
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DAR informationwith learning‑based frameworks achieved satisfactory SA [99,100]. How‑
ever, memory, onboard processor, and battery constraints, aswell as environmental factors
like wind drift and obstacles, remain critical challenges.

In [97], a centralized ground‑based perception platform used UAVs with LiDAR and
RGB‑D cameras for information fusion, alleviating UAV computational load through
ground processing. While effective, long‑range data rendering and offloading face com‑
munication bandwidth limitations.

Multi‑sensor systems combining visual and LiDAR data hold great potential for ac‑
curate SA and position estimation [82,92,94,97]. However, integrating these data types
to avoid redundancy and preserve essential information is complex. The literature often
overlooks important parameters such as computation, memory, and battery restrictions,
and the impact of environmental factors on UAV performance. Table 3 summarizes the
advantages and disadvantages of three reviewed approaches used for capturing SA by
UAVs.

Table 3. Comparison of three reviewed approaches used for capturing SA by UAVs.

Advantages Limitations

W
SN

an
d
D
is
tr
ib
ut
ed

Se
ns
or
s

– Programmable and self‑configuration.
– Simple and cheap installation.
– Low cost of deployment and maintenance.
– High coverage of large landscapes.
– Real‑time monitoring and analysis due to lightweight data.
– Uninterrupted connectivity.
– Low collision risk.
– Energy‑efficient data transmission.
– Suitable for real‑time data transfer and analysis.

– Uneven energy consumption among sensors.
– Extra time burden from sleep/wake‑up mechanisms.
– Disrupted connections between distant sensors.
– Maintaining active communication due to lossy wireless

connections.
– Rapid battery depletion of power‑hungry sensors.
– High overhead and battery usage from frequent scanning.
– Accurate timestamping requires extra computation.
– Balancing power for data transmission and aerial

movements is crucial.

V
is
io
n
an
d
Sy

st
em

s – Efficient tools for capturing high‑resolution and detailed
visual data.

– Robust visual analysis for terrain mapping, object
recognition, and obstacle detection.

– Coupled with image processing/computer vision techniques
for data interpretation and information extraction.

– Fusion of visual data enables detailed 3D maps for precise
localization, route planning, and situational analysis.

– Vulnerable to lighting conditions and obstructed views.
– High energy consumption reduces vehicle endurance.
– Intensive computational resource demands for onboard

processing.
– Fast battery depletion due to computation and transmission.
– Centralized processing requires wide bandwidth.
– Continuous image transmission quickly drains battery.
– Suffer from transmission latency issues.
– Online access to live video feed is challenging for

time‑critical missions.
– Long‑range data offloading remains a significant challenge.

Li
D
A
R
an
d
O
nb

oa
rd

Se
ns
or

Se
ts

– Provides 3D localization with admissible accuracy.
– Depth perception, elevation changes, spatial mapping,

terrain modeling, and topographical analysis.
– Eliminates the need for cameras, offering a computationally

efficient alternative to vision sensors.
– Maximizes data usage without requiring extra sensors

despite restricted vertical resolution and lack of color
information.

– Highly accurate, fast, and easy to mobilize.

– Lack of colorization and contextual detail.
– High‑cost technology.
– Integration challenges with small UAVs.
– Precision and accuracy depend on quality and calibration.
– Affected by atmospheric conditions.
– Prone to electronic or thermal noise.
– Ineffective in dense areas.
– Data processing requires expert skills.
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Table 3. Cont.

Advantages Limitations

C
om

m
on

ch
al
le
ng

es

– Regulatory and ethical considerations.
– Multiple recharges needed to cover large landscapes.
– Weather conditions impact motion performance; wind resilience needed.
– Collision avoidance capability required in cluttered environments.
– Ensuring secure and reliable communication between UAV and ground station.
– Perception and situational awareness affected by the quality and quantity of fused data.

5. Algorithmic and Strategic Insights to UAV‑Centric SA
5.1. Data‑Driven ML Models

Recent advancements in supervised ML techniques have led to significant improve‑
ments in object detection and tracking. These techniques have demonstrated promising
performance in tracking‑based applications, and their ability to learn complex features
and process semantic information makes them powerful tools for addressing some of the
challenges in this field [27,75,82].

Supervised learning excels in scenarios such as object detection, image classification,
and anomaly detection, where the availability of labeled datasets allows themodel to learn
precise mappings between inputs and outputs. The supervised approach ensures reliable
performance in these tasks, making it preferable for applications requiring high precision
and predictability. In contrast, unsupervised learning is typically used for clustering and
pattern recognition tasks where labeled data are scarce, but it may not provide the same
level of accuracy for specific tasks such as supervised learning.

Several studies devoted to forming SA for autonomousUAVs demonstrate the high ef‑
ficiency of ML technologies for solving this problem, which will be discussed in
Sections 5.1.1 and 5.1.2 followed by a critical analysis in Section 5.1.3. CNNs and DL are
widely used in computer vision applications and are specifically designed to learn and ex‑
tract features from visionary data through a combination of convolutional layers, pooling
layers, and fully connected layers. These layers help to identify patterns and relationships
within the image data, allowing for accurate detection, tracking, and analysis. Arguably, a
significant portion of the current advancements in tracking are rooted in DL methodologies.

Supervised learning constitutes a fundamental paradigm in leveraging labeleddatasets
to train models for specific tasks. In the realm of UAV SA, this subsection explores the ap‑
plications of and advancements in supervised learning techniques, elucidating their con‑
tributions to enhancing the capabilities of UAVs.

5.1.1. Object Detection, Recognition, and Tracking
SA requires onboard processing using single‑ or multi‑sensor fusion to capture data

from various visual and radio sensors, assessing the environment [101]. The quality and
quantity of fused data significantly impact UAVs’ perception and SA, necessitating effec‑
tive strategies for data acquisition and semantic processing [102,103]. Current models lack
cognitive accuracy, highlighting the need for broader, human‑like cognition models for
robust decision‑making and action selection.

Supervised learning plays a pivotal role in object detection and recognition, which are
crucial for identifying and categorizing elements within the UAV’s operational environ‑
ment. This section delves into state‑of‑the‑art supervised learning models such as CNNs
and their adaptations for efficient detection of objects like vehicles, structures, or anoma‑
lies, contributing to comprehensive SA.

Using CNNs and, in general, DL‑based models, various architectural strategies have
been devised to enable the integration of sensors and devices, resulting in enhanced auton‑
omy and increased efficiency in search and rescue (SAR) operations. Convolutional layers
in CNNs are particularly adept at extracting spatial features from image data, which is cru‑
cial for accurate object detection and classification. Pooling layers help in reducing the di‑



Robotics 2024, 13, 117 19 of 45

mensionality of the data, making the processingmore efficientwhile retaining essential fea‑
tures. Fully connected layers integrate these features to make final predictions, which can
be critical in identifying and locating individuals or objects in SARmissions. Additionally,
advanced architectures such as ResNet, which introduces residual connections to mitigate
the vanishing gradient problem, and YOLO (YouOnly LookOnce), known for its real‑time
object detection capabilities, have been employed to improve the performance of UAV sys‑
tems. These models allow for real‑time data processing and decision‑making, which are
vital in time‑sensitive SAR operations. By leveraging these architectural advancements,
UAVs can effectively process vast amounts of sensory data, leading to quicker and more
accurate situational awareness.

In [104], a DL‑based person‑action‑locator approach for SAR operations uses UAVs to
capture live video, processed remotely by a DL model on a supercomputer‑on‑a‑module.
The Pixel2GPS converter estimates individual locations from the video feeds, addressing
limited bandwidth and detection challenges. In [105], UAV‑based SA in a SAR mission
uses a CNN on a smartphone for human detection. Despite its accuracy and portability,
communication bandwidth remains an issue. The choice of a smartphone as the computing
unit is unclear, given that more powerful portable devices exist.

Another method uses cellphone GSM signals for target localization through received
signal strength indication (RSSI) [106–108]. In [107], a deep FFNNwithpseudo‑trilateration
determines the target location, using CNN features as a secondary input. In [108], fixed‑
wing UAVs collaboratively track SOS signals from cellphones in wilderness applications.
The study presented in [109] proposed a hybrid approach integrating Faster R‑CNN with
a quadrotor’s aerodynamic model for navigating forests and detecting tree trunks. A hi‑
erarchical dynamic system for UAV behavior control in [32] uses visual data processed by
DL‑based pyramid scene parsing network (PSPNet) for semantic segmentation. This sys‑
tem anticipates entity behavior around the UAV, enhancing SA‑based action control and
decision‑making.

A different SAR approach in [110], integrates a pre‑trained CNN with UAV cameras
for detecting survivors’ vital signs, augmented with bio‑radar sensors for accuracy, and
using LoRa ad hoc networks for inter‑vehicle communication. UAV SLAM technology
coupled with CNNs enhances real‑time environmental perception and mapping. In [111],
real‑time indoor mapping integrates SLAMwith a CNN‑based single image depth estima‑
tion (SIDE) algorithm.

End‑to‑end learning solutions for unknown environments in [112] directly obtain geo‑
metric information fromRGB imageswithout specialized sensors. The active neural SLAM
in [113] combines traditional path planners with learning‑based SLAM for fast exploration.
WhileC‑SLAMoffers a global perspective by integrating localUAVperspectives [114], map
accuracy is affected by factors like UAV numbers, communication delays, bandwidth lim‑
itations, and reference frames [115,116].

UAVs’ SA is hindered by data acquisition noise and environmental uncertainty [117].
AUAV‑based SA system in [97] uses a single camera for real‑time individual detection and
action recognition, impactingmAP if detection is inaccurate. Geraldes et al. [104] proposed
the person‑action‑locator (PAL) system for recognizing people and their actions using a pre‑
trained DLmodel, focusing only on basic perception and neglecting event comprehension
and projection.

5.1.2. Data‑Driven ML‑Based Path Planning and Navigation
Exploring various strategies to optimize the UAV’s flight path and relay operations is

another area of interest formany researchers. This involves developing efficient algorithms
that determine the most optimal UAV trajectory, considering signal strength, interference,
and energy consumption factors.

The application of supervised learning extends to path planning and navigation sys‑
tems, empoweringUAVs to navigate through complex terrains with optimal routes. Explo‑
ration of supervised algorithms showcases their role in training UAVs to make informed
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decisions based on labeled training data, leading to more adaptive and responsive naviga‑
tion. CNN and DL have also demonstrated their usefulness in addressing challenges as‑
sociated with positioning, planning, perception, and control in the context of autonomous
drones’ collision avoidance.

UAVs must detect surrounding objects to avoid collisions and adjust flight paths. Au‑
tonomous navigation systems and onboard cameras estimate paths locally, though this can
be computationally intensive. To address this, ref. [118] explored DLmethods like RL and
CNN for real‑time obstacle detection and collision avoidance. Awareness of terrain eleva‑
tions aids in deconfliction strategies and rerouting paths [119–121]. ANN performance for
UAV‑assisted edge computing and parameter optimization techniques for SA and obstacle
avoidance are investigated in [9], though high computational demands pose challenges for
real‑time UAV‑assisted SA, particularly in SAR operations.

Deep CNNs excel in feature identification from input images, making them popular
for SA in collision avoidance. For instance, a deepANN for autonomous indoor navigation
in [122] showed efficiency in collision avoidance. Combining LSTM with CNN for UAV
navigation was explored in [123] using the Gazebo simulator with obstacles [124].

A LiDAR‑based approach for UAV space landing using a hybrid CNN‑LSTM model
was proposed in [125], offering high pose estimation accuracy but insufficient real‑time
processing speed. Similarly, ref. [126] proposed a hybrid CNN‑LSTM model for early
diagnosis of rice nutrient status using UAV‑captured images, integrating an SE block to
improve accuracy but reduce computation speed.

End‑to‑end approaches match raw sensory data to actions, learning from skilled pi‑
lots’ actions [127–129]. These methods often involve depth maps, the UAV position, and
odometry for route recalculation [127,130]. A CNN‑based relative positioning approach
for UAV interception and stable formation was suggested in [131] and DL models were
applied for terrain depth maps and obstacle data for collision avoidance in [132].

NNs in flight control methods learn UAVs’ nonlinear dynamics, enhancing adaptabil‑
ity in unknown situations [133]. A cooperative system for UAVs’ collaborative decision‑
making and adaptive navigation using a trainedNNcoupledwith a consensus architecture
was designed in [134], facilitating mission synchronization and environmental adaptation.

Internal SA is crucial for UAVs to address software/hardware failures. Ref. [135] inves‑
tigated using DNN to classify and detect recovery paths for malfunctioning UAVs, demon‑
strating its potential for enhancing safety and reliability. Further research could improve
autonomous recovery systems, enhancing UAVs’ overall safety and reliability.

5.1.3. Challenges and Future Directions
While supervised learning offers substantial advancements in UAV SA, challenges

such as limited labeled datasets, domain adaptation, and real‑time processing complexities
persist. This section outlines the current challenges and suggests potential directions for
future research, aiming to address limitations and propel the application of supervised
learning in UAV SA to new heights.

Despite the successful use of supervised learning in the studies mentioned above and
meeting the needs of various applications, manual labeling requires tremendous time and
effort. On the other hand, the collected datasets should be qualitatively and quantitatively
rich enough for the particular environment where the UAV will operate in advance of
training. Given that the collected data pertain to specific environments, the entire process
must be repeated whenever the model needs to be used in a different setting. Exploiting
lightweight supervised algorithms, such as shallow NN, on UAVs is feasible and can be
effective at the cost of optimal performance only when sufficient properly labeled data are
available or when the environment is fully known.

Nevertheless, since the operating environment is rarely known in real‑world applica‑
tions, relying solely on offline data to train the model is likely inadequate for applications
that require real‑time sensory data, and the agent has a basic understanding of the envi‑
ronment. Additionally, rendering extensive amounts of data in a dynamic spatiotemporal
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environment is challenging, while labeling the collected data in such an environment fur‑
ther complicates the process.

Another major challenge with supervised methods, including various types of NN, is
the intricate training process requiring extensive computation. Consequently, executing
these algorithms in UAVs, as resource‑constrained devices, is arduous. Although utilizing
DNN can aid in achieving satisfactory performance with high accuracy, it can result in ad‑
ditional computation, power usage, and latency. Integrating extra hardware into UAVs to
manage complex computations may reduce the thrust‑to‑weight ratio, shorten battery life,
and delay response time, making it an inefficient solution. Thus, the demand for deploy‑
able ML techniques for edge devices, including UAVs, has increased as they face PMBC
limitations, making it challenging to performML with these devices. This entails transfer‑
ring the data to an external computation center to be processed on high‑performance com‑
puters, such as a cloud server [136]. However, data communication is associatedwith enor‑
mous energy consumption and is prone to latency due to bandwidth limitations. Acknowl‑
edging the significant contributions of academic research to technology development, the
majority of these works remain in the simulation stage using various assumptions that
may not apply to real‑world applications or present challenges in hardware implementa‑
tion [133].

Innovative hardware designs are being researched to enhance the computation ability
of UAVs while the power supply for heavy computation on UAVs, as well as the commu‑
nication restrictions, still remain an inevitable challenge.

Given the importance of real‑time continuous SA, it becomes essential to incorporate
online learning techniques that allow the model to adapt and improve its performance
based on real‑time feedback. By continuously updating the agent’s understanding of the
environment through interaction and feedback, the agent can better navigate dynamic and
uncertain conditions, ultimately enhancing its ability to make accurate and timely deci‑
sions. This adaptive approach enables the model to stay relevant and effective in complex,
evolving environments, ensuring it can handle real‑world applications’ demands.

5.2. Stochastic, Deterministic, and Metaheuristics Algorithms
Deterministic and nondeterministic algorithms can provide UAVs with SA in two dif‑

ferent aspects. The first is optimizing the route or path the UAV should take to navigate
the environment and collect data from its onboard or scattered sensors (see Section 4.1).
This approach has been successfully applied in single‑ and multi‑UAV mission planning
scenarios (application‑based SA).

The second approach is exploiting SA to ensure the UAV’s successful mission comple‑
tion in unknown environments, considering the important parameters, constraints, and
disturbances that can imperil the vehicle’s safety or hamper the operation. This includes
enabling vehicles to be aware of and deal with factors such as collision barriers, includ‑
ing trees, cliffs, or objects, the impact of wind on the UAV’s motion, and other harsh en‑
vironmental conditions that can affect the UAV’s maneuverability, battery consumption,
endurance, trajectory length, and overall mission cost (vehicle‑based SA).

UAVs are often used to conduct time‑critical operations and explore unknown and
uncertain environments where neither GPS signal nor an a priori terrain map are avail‑
able. Thus, devising an effective and feasible exploration strategy, route/path planning,
and trajectory tracking are crucial for optimizing the operation performance and minimiz‑
ing exploration costs. To this end, the UAVs ought to perceive their surroundings in real‑
time and adjust their strategy accordingly. To achieve this, numerous studies have been
dedicated to developing effective exploration strategies.

Both of these perspectives offer great potential for using these groups of algorithms to
enhance the vehicle’s autonomy and reduce or eliminate the reliance on remote control or
supervision, leading to lower risks of human errors and subjective judgments. This is espe‑
cially critical in operations like SAR that have strict timelines and require high accuracy.
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As one of the crucial considerations for controlling the behavior of autonomousUAVs,
threat awareness (mainly obstacles) has been investigated by [23–25], wherein [23] the
UAV’s collision‑free flight over hilly terrain has been addressed by performing an evasive
maneuver using the data obtained from the radar. In [24], a similar problem is solved us‑
ing visual data and integrating a reasoning inference system to discover the relationships
between the objects of the observed scene. In [11], collision awareness is also addressed
considering different ranges of objects on the Earth’s surface. Available approaches for
motion planning and navigation can indeed be categorized based on their nature: deter‑
ministic, non‑deterministic, and stochastic.

5.2.1. Deterministic Methods for Vehicle‑Based SA
Deterministic path and motion planning methods ensure consistent results with the

same initial conditions and rules.
Potential field‑based methods are commonly used for path planning, creating attrac‑

tive and repulsive fields to guide vehicle motion. Ref. [137] used an artificial potential
field (APF) for UAV navigation in a 3D dynamic environment. Ref. [138] applied an APF‑
based strategy for bilateral teleoperation with 3D collision‑aware planning, incorporating
visual and force feedback. Ref. [139] integrated APF with multi‑UAV conflict detection
and resolution (CDR) using rule priority and geometry‑basedmechanisms, showing a 46%
improvement in near‑collision detection. Ref. [140] proposed an improved APF for UAV
swarm formation, handling dynamic obstacles to prevent collisions.

While APF is popular for its fast calculations and low computational cost, it can lead
to the “repulsive dilemma”, where UAVs may get stuck in local minima. Ref. [141] formu‑
lated path planning as a multi‑constraint optimization problem using linear programming
and adaptive density‑based clustering, successfully meeting task completion and execu‑
tion times. Ref. [142] developed a decentralized PDE‑based approach for optimal multi‑
UAV path planning, leveraging porosity values to model collision risks, and suggested
an ML technique for efficient PDE solutions. This method ensures that the UAVs do not
collide while taking into account their dynamic properties. The feasibility of on‑board
implementation is also highlighted, and a simulation study shows the advantages of this
method over centralized and sequential planning.

Mixed‑integer linear programming (MILP), as an exact methodology, was conducted
by [143,144] to facilitate UAV collision‑free motion planning in low altitudes flying over a
residential area. Cho et al. [145] also usedMILP for multi‑UAV path planning to maximize
the coverage in a maritime SAR operation. In this study, the MILP uses a grid‑based de‑
composed search area translated to a graph form to render an optimal coverage solution.
However, due to its deterministic nature, MILP is computationally complex and inefficient
for real‑time applications, which entails swift responses to environmental changes.

Deterministic algorithms guarantee consistency for the same input, and a predictable
performance and are suitable for scenarios where the environment is fully known and
static, as they can efficiently compute optimal paths without the need for random sam‑
pling or exploration. However, in these algorithms, due to their deterministic nature, com‑
putational time heavily relies on the size and complexity of the operation field. These al‑
gorithms also face several optimization challenges in dealing with complex environments
as they heavily rely on prior knowledge of the surrounding environment, including the
potential field, collision cost map, and modeling of the UAV’s kino dynamics in some
cases [139,140]. Moreover, these algorithms are highly vulnerable to noisy data, which
can adversely affect their accuracy and performance, even in the presence of prior knowl‑
edge. The slow convergence and dependence on the size and dynamism of the operation
fieldmake them inefficient for real‑time applications, which entail a swift response to envi‑
ronmental changes, where the vehicle might be subject to multiple replanning during the
mission.
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5.2.2. Non‑Deterministic and Stochastic Methods for Vehicle‑Based SA
Non‑deterministic methods can exhibit different behaviors for the same input due to

inherent variability. Stochastic and non‑deterministic algorithms for UAVs’ target motion
prediction and trajectory tracking include an A* algorithm [146], and MDP [147,148], en‑
abling advanced SA for path planning. Since 2011, research has focused on these areas, as
discussed in [149].

In [150], a centralized A* algorithm and multi‑Bernoulli tracking approach address
SA‑dependent UAV swarm formation and planning. A mission‑centered command and
control paradigm using A* for dynamic path planning and UAV‑UGV synchronization
was proposed in [147]. The A* algorithm also supports UAV path planning in urban air
mobility operations, facilitating collision avoidance and deflection updates [151].

Sampling‑based approaches like RRT, RRT*, and PRMs [152–155] support UAV path
planning by connecting sampled obstacle‑free points. Wu et al. [153] explored RRT vari‑
ants, highlighting their slow convergence and high computational cost. A hybrid approach
combining bidirectional APF and IB‑RRT* addresses randomness challenges and controls
computational costs. Bias‑RRT* was used for collision‑free path planning in port inspec‑
tion operations [155].

Conventional motion planning algorithms, including PRM, RRT derivatives, and A*,
involve two stages: observing the surroundings and generating control instructions. These
methods suffer from high computational complexity, slow convergence, prolonged flight
distance/time, and high energy consumption, making them inefficient for resource‑
constrained UAVs. Non‑deterministic algorithms offer near‑optimal solutions quickly but
are sensitive to environmental changes anddisruptions [156,157]. Open‑loop systems [158]
lack logical prediction and require frequent decision‑making iterations.

Stochastic methods involve randomness in decision‑making or environmental repre‑
sentation. PRM struggleswith non‑holonomic constraints and generates redundantmoves
based on vertex connections. Sampling‑based approaches suffer from slow convergence
and high computational costs. Hybrid approaches combining deterministic and stochastic
elements handle uncertainty and variability, providing stability and predictability.

5.2.3. Metaheuristic and Evolution‑Based Methods for Vehicle‑Based SA
Metaheuristic and evolution‑based algorithms have shown significant progress in

UAV motion planning, leveraging swarm intelligence for better convergence in complex
target spaces.

The ant colony optimization (ACO) algorithm was applied for optimal collision‑free
paths in air force operations [159]. A hybrid ACO‑A* algorithm addressedmultirotor UAV
3Dmotion planning, considering energy consumption andwind velocity constraints [160].
In this study, a camera‑mounted UAV is utilized for patrol image shooting, while ACO‑A*
adaptively generates a path plan by considering energy consumption as the cost function
and taking wind velocity constraints into account.

Bo Li et al. [161] developed an improved ACO for multi‑UAV collision‑free path plan‑
ning and to accommodate the smoothness of the trajectory in sharp turns using the in‑
scribed circle (IC) approach. The primary focus of this research is augmenting ACO with
metropolis criteria to hamper the risk of stagnation or getting stuck in local optima. How‑
ever, the UAV’s flight is assumed to be in a static environment with stationary obstacles,
which does not resemble a real‑world environmental model, neglecting factors that can
affect the UAV’s practical flight in diverse situations.

Cuckoo search and multi‑string chromosome genetic algorithms enhanced the multi‑
dimensional dynamic list programming (MDLS) algorithm for UAV task planning, show‑
ing better global optimization and task completion time [162]. They proposed a mission
planning method for a UAVs’ course of action that uses a two‑segment nested scheme gen‑
eration strategy incorporating task decomposition and resource scheduling. This method
can automatically generate multiple schemes of the entire operational process, which have
great advantages in diversity and task completion time compared to other methods. The
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correlation coefficient can be adjusted to achieve different optimization indexes. The
method’s effectiveness was verified through UAV cooperative operation modeling and
simulation.

A hybrid grey wolf optimization (GWO) and fruit fly optimization algorithm (FOA)
was proposed for UAV route planning in oilfields, improving solution quality in complex
environments [163]. However, this work has been considered in 2D terrain which does not
resemble the UAV’s kinodynamic tackling of 3D environmental challenges.

Qu et al. [164] introduced a new hybrid algorithm, HSGWO‑MSOS, for UAV path
planning in complex environments. This algorithm efficiently combines exploration and
exploitation abilities by merging a simplified grey wolf optimizer (GWO) with a modified
symbiotic organisms search (MSOS). The GWO algorithm phase has been simplified to
speed up the convergence rate while maintaining population exploration ability. Addi‑
tionally, the commensalism phase of the SOS algorithm is modified and synthesized with
the GWO to enhance the exploitation ability. To ensure the path is suitable for the UAV,
the generated flight route is smoothed using a cubic B‑spline curve. The authors provide
a convergence analysis of the proposed HSGWO‑MSOS algorithm based on the method of
linear difference equations. Simulation experiments show that the HSGWO‑MSOS algo‑
rithm successfully acquires a feasible and effective route, outperforming the GWO, SOS,
and SA algorithms.

PSO is a classical meta‑heuristic algorithm commonly used for multi‑objective path
planning problems offering promising performance in UAV path planning and reducing
the collision risk without adjusting the algorithm setup [165]. Shang et al. [166], developed
a co‑optimal coverage path planning (CCPP) method based on PSO that can simultane‑
ously optimize the UAV path and the quality of the captured images while reducing the
computational complexity. This method is designed to address the limitations of existing
solvers that prioritize efficient flight paths and coverage or reduce the computational com‑
plexity of the algorithmwhile these criteria need to be co‑optimized holistically. The CCPP
method utilizes a PSO framework that optimizes the coverage paths iterativelywithout dis‑
cretizing the space of movement or simplifying the models of perception. The approach
comprises a cost function that gauges the effectiveness of a coverage inspection path and
a greedy heuristic exploration algorithm to enhance the optimization quality by venturing
deep into the viewpoint search spaces. The developed method has shown the ability to
significantly improve the quality of coverage inspection while maintaining path efficiency
across different test geometries.

In a recent study, Khan et al. [167] proposed a new approach called a capacitated vehi‑
cle routing problem (CVRP) using consensus theory for UAV formation control aiming to
achieve the safe, collision‑free, and smooth navigation of UAVs from their initial position
to the site of a medical emergency. The idea is that a patient notifies the nearest hospi‑
tal through a GSM band about their health condition, and a doctor drone is immediately
dispatched to provide medical assistance. In this study, the vehicle routing problem was
carried out using CVRP and different evolutionary algorithms, including PSO, ACO, and
GA, with a comparative analysis of different vehicle capacities and numbers. Accordingly,
the results showed that the CVRP outperformed others in terms of runtime (0.06 s less
runtime) and transportation cost, using fewer vehicles with an almost doubled payload
capacity. Though this research tackled the computational time and transportation costs,
the problem with excessive battery consumption for the increased payload still needs to
be addressed.

Zhang et al. [168] introduced a hybrid FWPSALCmechanism for UAV path planning,
demonstrating robustness in search operations and constraint handling with improved
speed convergence. The study frames UAV global path planning as a multi‑constraint
optimization problem and proposes a collaborative approach that integrates an enhanced
fireworks algorithm (FWA) and PSO. The objective function models the UAV flight path
to minimize the length while adhering to stringent constraints posed by multiple threat
areas. The α‑constrained method, employing a level comparison strategy, is integrated
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into both FWA and PSO to augment their superior constraint‑handling capabilities. The
entire population is divided into fireworks and particles, operating in parallel to increase
diversity in the search process. The introduction of a novel mutation strategy in fireworks
aims to prevent convergence to local optima. An information‑sharing stream is designed
betweenfireworks, individuals in FWA, andparticles in PSO in this research to improve the
global optimization process. The simulation results represent the efficiency of the adjusted
hybrid algorithm in solution quality and adhering to the constraints.

One major limitation is the non‑deterministic nature of evolutionary algorithms,
which poses challenges in escaping local optima, potentially leading to suboptimal solu‑
tions. Additionally, creating a decision‑makingmodel that can be generalized to unknown
environments remains a formidable challenge, even with the computational efficiency of
evolutionary algorithms. The computational efficiency of metaheuristic approaches can
vary widely. Some evolutionary algorithms and other non‑deterministic methods can be
computationally intensive, especially as the number of agents or the dimensionality of the
problem increases. However, many are indeed suitable for resource‑constrained devices
due to their ability to provide good‑enough solutions quickly, even if they are not the op‑
timal solution [169].

5.3. RL‑Based Approaches for UAV‑Centric SA
Despite the extensive use of UAVs for SA, their effectiveness in providing accurate SA

is hindered by environmental uncertainty. Applying a non‑deterministic or centralized op‑
timization algorithm in most environments is challenging due to its uncertain, dynamic,
and only partially observable nature. Individual agents must make independent and po‑
tentially short‑sighted decisions based on the information they receive. RL is suggested
in [170] to deal with the shortcomings of supervised, deterministic and nondeterministic
algorithms where the agent (UAV) interacts with its surroundings and learns things with
trial and error.

RL emerges as a powerful paradigm within UAV‑oriented SA, offering a dynamic
approach where UAVs learn optimal decision‑making strategies through interaction with
their environment. RL excels in teaching UAVs to make sequential decisions by learning
from feedback received through interactions with the environment. RL also contributes
to dynamic object recognition and tracking within UAV SA. By continually learning from
interactions, UAVs become adept at recognizing and tracking moving objects in their sur‑
roundings. The versatility of RL is highlighted in its ability to facilitate transfer learn‑
ing across various UAV missions. By accumulating knowledge from one mission, RL‑
equipped UAVs can adapt and apply learned policies to different scenarios. This section
explores how RL algorithms, such as Q‑learning and DRL, enable UAVs to formulate op‑
timal decision policies for tasks like navigation, path planning, and adaptive response to
environmental changes.

RL is a robust method that lets the agent acquire the correct collection of actions with
little or no prior understanding of the environment, and the predictive learning pattern
allows the agent to cope with the changing environment easily [171]. Hence, RL is consid‑
ered to be an effective method supporting adaptive navigation and autonomous motion
planning. UAVs equipped with RLmodels can dynamically adjust their flight paths based
on real‑time feedback, environmental conditions, and mission objectives. Here we delve
into the applications and advancements of RL models, showcasing their significance in
training UAVs to navigate, perceive, and respond effectively in complex operational land‑
scapes.

Ref [172] suggested RL with a Deep‑Sarsa mechanism for avoiding collision and path
planning to steer multi‑UAVs in a dynamic environment. A Q‑learning algorithm was
suggested by the authors of [173,174], which addresses UAVs autonomous path planning.
Similarly, in [175], the Q‑algorithm is exploited to define routes while accounting for col‑
lision avoidance. However, since traditional RLs can only deal with limited action space,
in this research, the authors have only employed discrete action space (e.g., move forward,
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up, left, or right), while operating in a real‑world environment necessitates considering
UAVs’ kinematics and DoF in actions.

To address traditional RL limitations and deal with continuous action space, DRL
has been introduced as a mix of DL and RL and hence receives benefits from both meth‑
ods. Therefore, it can present improved learning capacity for intelligent path planning.
Some of the suggested DRL approaches, including DQN [176], double DQN [177], dueling
DQN [178], and prioritized DQN [178], have been employed for UAVs motion planning
and have resulted in satisfying outcomes. In [179], different DRLmethods on vision‑based
control of UAVs were employed and their performance through the collision avoidance
capability of the UAVs were evaluated. Nonetheless, these value‑based methods suffer
from the same shortcomings as conventional RL approaches, which can only deal with
cases with discrete action space. Therefore, policy gradient techniques [180] are integrated
into DRL to handle UAVs’ motion control with more flexible DoF. In this technique, pa‑
rameterized deterministic or stochastic strategies with continuous actions are acquired by
implementing gradient descent in the parameter space. In [181], the authors suggested
a deterministic policy gradient (DPG) algorithm and showed that it could considerably
surpass the stochastic counterparts to define actions in high‑dimensional spaces. In [182],
DQN and DPGwere combined through the actor–critic framework and introduced a deep
deterministic policy gradient (DDPG) algorithm capable of the direct mapping of continu‑
ous states to continuous actions. Although DDPGmay indicate high performance in some
circumstances, problems start when it is employed to address a UAVs time‑varying mo‑
tion control, as UAVs are vulnerable to rapid speed changes, while adding a speed limit
module into DDPG will cause instability in the training process. Thus, in [183–185], only
the heading control channel is considered in navigating the UAV, but this is also associated
with serious restrictions in practical applications. Moreover, since the actor and critic are
strictly correlated in the DDPG algorithm, any exaggeration of the critic can result in policy
instability and vibration, which can lead to frequent collisions or failure. Another problem
with DDPG is its being sensitive to exploration patterns and hyper‑parameters, such that
any unjustifiable adjustments can cause instabilities in the learning process, which is why
region policy optimization (TRPO) [186] and proximal policy optimization (PPO) [187] are
suggested. Time variations and changing surroundings lead to action and state expansion
in motion control scenarios, increasing exploration complications. However, exploiting
model‑based stochastic policy provides adaptive learning of surroundings with less a pri‑
ori information, where an action can be extracted from a set of equally reliable options.

The authors of [188] suggest using RL to learn and complete complex UAV trajec‑
tory tasks, specifically autonomous navigation in unknown environments. In [189], a DRL
model, which integrates a DN and RL, is proposed to reach the optimal trajectory policy
that maximizes UAV energy efficiency. RL‑based algorithms have become popular for
SA‑oriented motion planning of UAVs, and the research community has devised several
notable algorithms, some of which are discussed below.

In [190], the authors propose a control framework that enhances the experimental
glide range of a UAV. They suggest an RL derivative called modified model free dynamic
programming (MMDP) with an adjusted reward function to address the intricate control
challenges in a computationally feasible manner. The approach is unique since the RL‑
based dynamic programming algorithm was specially altered to set up the issue in the
domains of continuous states and control spaces without taking into account the underly‑
ing UAVs’ dynamics. The effectiveness of the outcomes and performance characteristics
showed that the suggested algorithm could dynamically adjust to the changing environ‑
ment, which qualified it for use in UAV applications. The suggested methodology out‑
performed the traditional classical approaches in non‑linear simulations conducted under
various environmental conditions.

Chronis et al. [191] suggested a practical and secure UAV navigation system in urban
areas utilizing a minimal set of sensors and an RL‑based algorithm followed by an em‑
pirical assessment of the proposed method in different scenarios and simulated operation
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fields. This approach considers the unpredictable and intricate nature of the environment
in UAV operation, using real‑time data from onboard sensors. The implemented approach
could facilitate SA for the UAV’s robust navigation considering the safety measures, par‑
ticularly for transportation applications in rural areas.

AWPT‑enabled UAVwith an ER andmounting ETs on top of charging stations is con‑
ducted in [192] to find the fastest path and acquire SA in a vast area as quickly as possible.
The ideal positioning and compliance with UAV constraints, such as the maximum flying
range and energy limitation, of every charging station is considered to guide the agent
to converge on the best course of action and minimize the flying range. The locations of
all data points are clustered using a K‑mean algorithm, with each cluster’s centroid cor‑
responding to a charging station’s position. Then, a Deep Q‑Network algorithm (DQN)
algorithm is developed with a tailored reward function to find the best trajectory possi‑
ble, ensure quick convergence, and accommodation of uninterrupted mission progress by
scheduling the optimal time for visiting charging docks or waypoints.

Li et al. [193] suggested a knowledge‑based RL strategy to conduct the domain knowl‑
edge in forming the state space the UAVs should explore. The authors configured the algo‑
rithm to operate solely relying on observable data and considered the vehicle’s inertial law
and signal attenuation principle for UAVs’ operation, designing a corresponding reward
function to facilitate compelling space exploration and acceleration of algorithm conver‑
gence. Given the comparative analysis in [193], the proposed model converges faster and
performs better reward accumulation than the model‑free RL algorithm.

Singh et al. [194] applied RL and DRL to empower UAVs to navigate and undertake
missions effectively in disaster response situations, considering resource and network re‑
strictions. This study uses the Kalman filtering approach for the UAVs’ location estima‑
tion, data fusion, and information sharing. Afterward, trajectory planning and velocity
adjustment are handled by RL models, and the produced trajectory is optimized through
a non‑ML algorithm to ensure high‑quality video capturing and streaming in the aerial
monitoring of ground entities.

RL‑based algorithms have shown promising applications in training UAVs to prior‑
itize and track objects of interest, enhancing overall SA during mission execution. The
next subsection outlines the current challenges and suggests avenues for future research,
aiming to unlock the full potential of RL in advancing UAV‑centric SA.

Challenges and Future Prospects
RL‑based approaches for UAV‑centric SA are at the forefront of innovation, offering

promising solutions for adaptive and intelligent autonomous systems. They canpredict on‑
line or proactively for trajectory segments in the absence of prior information, which is use‑
ful for operations such as wildfire monitoring, target tracking, or SAR operations, where
trajectory information is typically limited or unavailable [195]. RL can be used in scenarios
where no prior information is available and enhances the adaptability of UAVs, enabling
them to navigate through challenging terrains and unforeseen obstacles. However, these
approaches also face significant challenges that need addressing to fully unleash their po‑
tential. A primary concern is the sample inefficiency of RL algorithms, which often require
extensive interaction with the environment to learn optimal policies, making them compu‑
tationally intensive and potentially impractical for real‑time applications. Moreover, the
high dimensionality of state and action spaces in UAV operations introduces complexity,
hindering the convergence of RL algorithms. Safety and reliability are additional critical
challenges, as ensuring safe exploration and robust performance in unpredictable and dy‑
namic environments is crucial for practical deployment.

Looking ahead, the future prospects of RL‑based approaches for UAV‑centric SA are
inherently tied to advancements in computational efficiency, algorithmic robustness, and
safety assurance. To address the computational limitations of UAVs, implementing scal‑
able algorithms that optimize computational efficiency by adapting to the available pro‑
cessing power is crucial. Lightweight computing solutions, such as edge computing de‑
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vices and low‑power processors, can significantly enhance the processing capabilities of
UAVs without overwhelming their onboard systems. Additionally, the development of
sample‑efficient algorithms, possibly through transfer learning or meta‑learning, could
significantly reduce the computational burden. Addressing the curse of dimensionality
through hierarchical or model‑based RL could enhance learning convergence. Moreover,
ensuring safe exploration through techniques like safe RL or risk‑sensitive learning is
paramount for operational viability. Advancements in machine learning and AI algo‑
rithms tailored for low‑power environments enable real‑time data analysis and decision‑
making within the limited computational resources of UAVs, further enhancing their over‑
all functionality and efficiency in various applications.

6. Multi‑Agent Cooperative SA
In the realm of autonomous systems, the concept of multi‑agent cooperative SA has

gained significant attention, representing a major shift towards distributed intelligence
and collaborative decision‑making. This approach focuses on the effective combination
of data and cognitive processes across multiple agents, enabling a comprehensive under‑
standing of dynamic environments. Multi‑UAV cooperative SA has attracted extensive
attention in relevant fields [196,197], which entails all UAVs’ consensus on the captured
and amalgamated information [198]. Multi‑agent cooperative SA involves various strate‑
gies and methodologies to ensure efficient and effective communication, decision‑making,
and coordination among agents, including but not limited to the following:
• ConsensusAlgorithms: These algorithms ensure thatmultiple agents can reach an agree‑

ment on certain data points or decisions, despite having individual inputs and possi‑
bly conflicting information.

• Distributed Data Fusion: This involves combining data from multiple sources (agents)
to produce more consistent, accurate, and useful information than that provided by
any individual data source.

• Swarm Intelligence: Inspired by the behavior of natural entities like birds or insects,
swarm intelligence focuses on the collective behavior of decentralized, self‑organized
systems, both natural and artificial.

• Graph Theory‑Based Methods: Utilizing graph models to represent the agents and their
relationships, allowing for the analysis and optimization of the network structure for
better communication and task allocation.

• Game Theory: Employed to model and analyze interactions among multiple decision‑
makers (agents) where the outcome for each participant depends on the decisions
of others, facilitating the understanding and design of protocols for cooperation and
competition.

• Multi‑Agent Reinforcement Learning (MARL): Agents learn to make decisions through
trial and error, receiving rewards or penalties, to achieve a common goal in a cooper‑
ative or competitive setting.
The essence of multi‑agent cooperative SA lies in its ability to merge the individual

perceptual capabilities of each agent, thus creating a coherent and enriched representation
of the operational context. This collective perception, supported by sophisticated commu‑
nication protocols and algorithms for consensus‑building, ensures that decision‑making is
not just based on the localized knowledge of individual agents but is also strengthened by
the collective intelligence of the network. The effectiveness of such systems is particularly
evident in complex and uncertain scenarios, where the spatial and temporal diversity of
information sources significantly enhances the robustness and adaptability of the decision‑
making process.

When dealingwithmultiple autonomousUAVs, controlling their individual behavior
and ensuring they operate as a group is essential. A critical issue is accommodating SA in
and from a multi‑vehicle, multi‑vision framework where the vehicles’ synergism is also a
part of this problem. In this regard, multimodal knowledge‑based information fusion [199]
and distributed sensing estimation [200] have been investigated for UAVs’ role recognition
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in the fleet and cooperative situation assessment. This cooperative approach allows mul‑
tiple UAVs to work together in a coordinated manner to share data and achieve common
SA, enabling more efficient use of UAVs for complex missions that may be beyond the
capabilities of a single UAV. Zhang et al. suggested a joint trajectory planning and air‑to‑
ground cooperation framework using a double‑objective approach calledMSUDC (master‑
slave UAV data collection) to maximize the sensor data collection rate and minimize flight
time [201]. However, the proposed approach suffers high functional and computational
costs, making the experimental implementation hard to achieve, while the optimization
process also remains unclear.

A multi‑UAV mission planning and task allocation system is proposed in [202] to
conduct sensor data acquisition collaboratively, tackling the UAVs’ payload and battery
constraints and avoiding redundant collection of sensor data (tasks allocated). Although
the system performs well in prioritizing sensor nodes and maximizing the data collection,
the operation environment in this study assumed ideal, which is not the case with real‑
world scenarios. Also, it is not stated how the communication between vehicles in the fleet
is facilitated.

A WSN‑driven multi‑agent mission coordination system is developed in [18], where
an improved computationally fast genetic algorithm (GA) is devised to perform fast and
lightweight computation suitable for resource‑constrained UAVs addressing continuous
and real‑time bushfire SA in the western Strzelecki Ranges of Australia. The proposed
approach enables the UAVs to traverse the impacted area and identify the locations of fire
outbreaks with over 50% probability of fire existence. This information is relayed to the
ground control station, where emergency response teams can quickly mobilize and take
appropriate action. By leveraging the UAVs’ agility and aerial perspective, the proposed
approach significantly enhances the speed and accuracy of fire detection and monitoring
efforts.

GA is a widely used optimization technique that can be applied to constrained and
unconstrained optimization problems. However, it is important to note that GA does not
guarantee finding the optimal path. One of the main challenges is the occurrence of lo‑
cal minima in narrow environments, which can compromise security and hinder solution
quality, necessitating avoidance of lower security and narrow corridor problems.

A scalable task allocation and cooperation architecture for UAVs is proposed in [203]
to enable the parallel operation of agents over a sensor‑cluttered bushfire area. A fire‑
spread probability model was conducted, and a synchronized communication framework
was provided to facilitate UAVs’ adaptive cooperation, maximizing coverage and optimiz‑
ing flight time through resource sharing. A notable contribution of this study is the dy‑
namic task allocation strategy employed, which assigns tasks based on real‑time data and
the changing environment. This approach ensures that UAVs are effectively utilized and
coordinated to cover critical areas, thereby minimizing the number of deployed UAVs and
saving cost and energy compared to non‑cooperative operations. By capturing informa‑
tion from spots with a high probability of fire existence, this task allocation strategy paves
the way for more proactive and efficient firefighting techniques.

The problem of cooperative SA using a multi‑UAV role distribution model is con‑
sidered in [204], where the system recognizes various uncertainties for recalling SA in a
centralized manner. The information fusion and processing of the uncertainties are han‑
dled using the Dempster–Shafer evidence theory, which could successfully recognize the
high‑interposition situations corresponding to the same event in practice. A multi‑vehicle
cooperative SA approach is proposed in [205] to decrease or eliminate the impact of in‑
formation uncertainty through multi‑sensor information fusion, where the system applies
certain set conditions to combine and process information captured from different sources
and achieve a unified coherent SA. In [206], a hierarchal probabilistic estimationmodelwas
developed for cooperative SA consensus captured by multiple UAVs, where only the infor‑
mation uncertainty measures and data fusion were investigated at an abstract level using
a feedback mechanism. Although the probabilistic estimation methods can address infor‑
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mation uncertainty, they heavily rely on prior data to calculate a new probability, making
them impractical in many situations [207].

Addressing the challenge of UAV swarm trajectory planning in a military context,
ref. [208] introduces amathematical model and employs an enhanced PSO approach for so‑
lution optimization. Initially, the paper formulates an environmentalmodel alongwith the
corresponding cost function for a single aircraft trajectory, incorporating constraintswithin
the UAV swarm. Subsequently, the objective function for UAV swarm trajectory optimiza‑
tion is defined. Recognizing the susceptibility of PSO to local optimality, the study intro‑
duces an improvement to the PSO algorithm by incorporating the Holonic structure from
multi‑agent theory. This modification enhances the optimization of the objective function.
The paper concludes by outlining the algorithmic flow for UAV swarm trajectory planning
based on the refined PSO algorithm, effectively planning the trajectory for the UAV swarm.
A comparative analysis with prevailing enhanced PSO algorithms demonstrates superior
performance in the algorithm proposed in this study.

Shen et al. [209] proposed a model for dynamic multitarget path planning, which en‑
ables multiple UAVs to cooperatively detect ship emissions in ports in a dynamic environ‑
ment. The proposed approach integrates a Tabu table into PSO to augment its optimization
capabilities and establishes the initial detection route of each UAV based on a minimum
ring technique. The study presents a synergistic algorithm for multiple UAVs that takes
into account the path replanning time in a dynamic environment by determining and elim‑
inating the minimum ring.

Phung and Ha [210] introduced a novel technique employing spherical vector‑based
particle swarm optimization (SPSO) to ensure safety, feasibility, and optimal paths for
fixed‑wing UAVs. The proposed approach outperformed classic PSO, QPSO, θ‑PSO, and
various other algorithms. Focused on addressing the challenge of formation control in
distributed ad hoc networks for fixed‑wing UAVs, the paper presented a route‑based for‑
mation switching and obstacle avoidance method. The methodology began with the uti‑
lization of consistency theory to design a swarm formation control protocol for UAVs.
Following this protocol, the self‑organized UAV swarm determined formation waypoints
based on current position information and adhered to predefined rules to achieve forma‑
tion switching. Subsequently, the paper employed a combination of geometric methods
and an intelligent path search algorithm to establish obstacle avoidance channels within
the formation. To implement formation obstacle avoidance, the UAV swarm was divided
into multiple smaller formations. Additionally, the paper addressed abnormal conditions
during flight. The simulation results demonstrated the reliability and simplicity of the for‑
mation control technology based on a distributed ad hoc network. The approach proved to
be easy to implement, versatile, and robust, particularly in handling communication and
flight anomalies given diverse topologies.

Ali et al. [211] proposed a hybridmeta‑heuristic algorithm to enhance the convergence
and durability of a UAV swarm by combining the PSO algorithmwith the multi‑agent sys‑
tem (MAS), incorporating a cluster‑based approach. The authors designed a 3D model of
the entire environment using graph theory to address the issues related to the communi‑
cation gap between clusters and the optimal path planning for each cluster. In this system,
the PSO identifies the best agents of a cluster, andMAS assigns the best agent as the leader
of the cluster, who can then find the optimal path for the cluster. The clusters initially con‑
sist of randomly positioned agents composing a formation by implementing PSO with the
MAS model. The coordination among agents inside the cluster is achieved through this
formation. However, when two clusters combine and form a swarm in a dynamic envi‑
ronment, MAS alone cannot fill the communication gap between clusters. The authors ap‑
plied the Vicsek‑based MAS connectivity, synchronization model, and active leader selec‑
tion ability. The study also employs a B‑spline curve based on a simple waypoint‑defined
graph theory to create the flying formations of each cluster and the swarm. A comparative
analysis is provided to verify the efficiency of the proposed approach against NSGA‑II as
a famous multi‑objective optimization algorithm.
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In a later work [212], Ali et al. used a hybrid algorithm of max–min ant colony opti‑
mization (ACO) algorithm with Cauchy mutant (CM) operators on multiple UAVs for col‑
lective data fusion and path planning. The proposed algorithm gives the optimal global
solution within a minimal amount of time. The authors address the cooperative path plan‑
ning of multiple UAVs within a dynamic environment. A combination of max–min ACO
and CM operators was used to address the issues and develop a bio‑inspired optimization
algorithm. The proposed solution eliminates the limitations of classicalACOandMMACO
in terms of speed and local optima issues. The MMACO algorithm was enhanced by the
CM operator through comparing and examining the varying tendency of fitness function
of the local and global optimumpositionswhile also considering the othermulti‑UAVpath
planning problems. The proposed algorithm ensures that it picks the shortest route while
avoiding collisions. The results showed that the algorithm is effective and efficient com‑
pared to the classical MMACO. The simulation results were performed under a dynamic
environment containing tornadoes and wind forces.

Xu et al. [213] combined the PSOwith the GWO algorithm to enable cooperative path
planning of multiple UAVs under challenging conditions in complex confrontational envi‑
ronments posed by ground radar, missiles, and terrain threats. Initially, a threat model is
designed based on the real situation, followed by establishing a multi‑constraint objective
optimization model that combines fuel consumption and threat criteria under time and
space constraints. Then, the GWO algorithm is applied to solve the optimization model
considering the features of multi‑UAV cooperative path planning. This approach is effi‑
cient in decay factor updating and individual position revamping, resulting in lower path
costs and faster convergence.

In [214], Yu et al. proposed the use of a competitive learning pigeon‑inspired opti‑
mization (CLPIO) algorithm to address the UAVs cooperative dynamic combat problem in
which the algorithm is designed to integrate both distributed swarm antagonistic motion
and centralized attack target allocation with a threshold trigger strategy to switch between
the two sub‑tasks seamlessly. A dynamic game approach is used to develop a feasible and
optimal combat scheme incorporating a hawk grouping mechanism and situation assess‑
ment between sub‑groups to guide the optimal attack strategy. The CLPIO algorithm has
been analyzed and the numerical simulation shows that the algorithm can converge in
theory and reasonably solve mixed Nash equilibrium problem in the context of the given
combat scenario.

In a later work by Yu et al. [215], a realistic scenario involving unpredictable and ran‑
dom changes in the UAV target trajectory is studied focusing on real‑time target tracking
that is formulated as a distributed model predictive control (DMPC) problem. The pri‑
mary objective is to optimize tracking performance while adhering to various constraints.
To achieve this, the study introduces an innovative approach by combining the adaptive
differential evolution (ADE) algorithm with Nash optimization, resulting in the proposed
Nash‑combined ADE method. Specifically, the ADE algorithm is employed to adaptively
adjust the predicted trajectory of each UAV agent and the Nash optimization is utilized
to efficiently solve the DMPC formulation for global optimization which aims to enhance
tracking accuracy while reducing computational complexity. The simulation results show
that the proposed method performs well in terms of tracking accuracy, UAV collision
avoidance, and tracking stability for realistic target trajectories.

Amulti‑agent Q‑learning approach is used in [216] to attain SA‑orientedmotion plan‑
ning for a fleet of UAVs in earthquake SAR missions. The system introduced in this study
supports a multi‑hop constant connection to the central station and enables the UAVs to
cover significantly larger affected areas (43%) compared to currently extended variants of
the Monte Carlo algorithm.

In [217], the authors have tackled the challenge of UAV’smotion planningmodeled as
an SA‑oriented MDP and applied DRL to perform decision‑making based on the current
state, which can help UAVs gather and process information more efficiently.
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Given that environmentalmodels are often partially complete and involve a high level
of uncertainty, the learning phase of RL can be time consuming, which disrupts the real‑
time setting of time‑critical missions. To address this concern, ref. [218] used a distinct
approach of information sharing through the UAVs’ cooperation to complete an identical
goal of global SA and multi‑target detection. The authors of this research delved into di‑
verse approaches for task allocation and applied a distributed multi‑agent RL for UAVs
to acquire a navigation policy that enables them to navigate unfamiliar terrain while opti‑
mizing target detection accuracy. The findings demonstrated that collaboration at various
levels improved the learning process for achieving the team objectives.

Qu et al. [219] proposed a collision‑awareRL‑based approach to attain SA and location
estimation for coordinating a heterogeneous UAV fleet in a disaster response management
(DRM) scenario. This study accommodates the cooperation among the vehicles through a
flying ad hoc network (FANET) disseminated by the control station. In a later work [220],
the authors extended their research, considering additional environmental factors, includ‑
ing obstacles andwind disturbance. They introduced an environmental‑aware multi‑UAV
cooperation approach and, similar to [219], used SA‑oriented RL for energy‑efficient navi‑
gation and localization in DRM scenarios.

In a similar approach, Prakash et al. [221] proposed an RL‑based model called multi‑
dimensional perception and energy awareness optimized link state routing (MPEAOLSR)
for multiple UAVs in FANET, which uses a wireless LAN‑specific protocol. This technique
is particularly effective in large and dense areas, reducing battery usage through mini‑
mization of communication delay and bandwidth consumption, making the MPEAOLSR
protocol well suited for such environments.

A multi‑agent RL‑based algorithm is applied by Chen and colleagues [222] for UAV
path planning, where the training is centralized, and vehicle coordination takes place in a
decentralized manner. The algorithm incorporates a hidden state of the RNN to integrate
historical observation information, and a joint reward function is designed to facilitate
learning optimal policies by the UAV under various constraints. Integrating such a joint
reward function can effectively address the challenges posed by incomplete information
and partial observations, improving overall RL performance in an unknown environment.

Qu et al. [223] proposed RL‑GWO for UAVs’ cooperative SA‑oriented path planning,
where the RL is responsible for controlling the UAVs’ operation switch in considering the
collective team performance, and the GWO generates an optimal path for individual ve‑
hicles. The proposed approach effectively handles exploration–exploitation, and GWO
uses cubic B‑spline to provide the flight path considering geometric adjustments, which
outperforms the performance of solely using RL or GWO for UAV’s optimal path plan‑
ning/adjustment.

Challenges and Future Directions
Addressing the challenges and steering the future trajectory of multi‑agent coopera‑

tive SA necessitates a concentrated focus on both theoretical advancements and practical
implementations. A significant challenge lies in enhancing the scalability of these systems,
requiring the development of efficient algorithms for real‑time data fusion and state es‑
timation that can handle the exponential increase in data volume and agent interactions
as the network grows. Practically, this involves optimizing computational resources and
ensuring low‑latency communication to maintain system coherence and responsiveness.
Robustness against dynamic environmental changes and agent failures is another critical
concern, calling for adaptive control strategies and fault‑tolerant designs that can dynami‑
cally reconfigure the agent network and redistribute tasks without compromising the sys‑
tem’s overall mission.

Robustness against dynamic environmental changes and agent failures is another crit‑
ical concern. Adaptive control strategies and fault‑tolerant designs are essential, as high‑
lighted in recent studies on adaptive mesh refinement and dynamic task reallocation algo‑
rithms. These techniques enable the dynamic reconfiguration of agent networks and task
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redistribution without compromising the system’s overall mission. Implementing redun‑
dancy and diversity in sensor types and communication links can further enhance system
robustness.

From an implementation standpoint, integrating heterogeneous agents with varying
sensory and actuation capabilities introduces complexities in ensuring interoperability and
data consistency. Developing standardized communication protocols and data formats, as
recommended by the Internet Engineering Task Force (IETF) and IEEE standards, canmiti‑
gate these issues. Advancedmiddleware solutions, such as Robot Operating System (ROS)
2.0, facilitate a plug‑and‑play architecture for multi‑agent systems, ensuring seamless in‑
tegration and operation.

Security and privacy remain paramount as UAV usage continues to grow. To protect
against unauthorized access, robust encryption protocols for data transmission and stor‑
age, secure communication channels, and regular security updates are essential. The use
of blockchain technology for secure and transparent data sharing is gaining traction. Pri‑
vacy concerns can be mitigated by establishing clear regulations and guidelines, as well as
employing geofencing technologies to restrict UAV flights over sensitive areas. These mea‑
sures ensure that UAV operations are secure and compliant with privacy laws. Incorpo‑
rating these security measures, alongside anomaly detection systems, safeguards against
cyber threats and ensures data integrity.

On the frontier of artificial intelligence, practical applications of machine learning in
multi‑agent systems require addressing challenges related to distributed learning. Agents
must collaboratively learn and update their models without centralized control. Imple‑
menting distributed reinforcement learning, federated learning architectures, and
consensus‑basedmodel aggregationmethods can empower agents to autonomously adapt
and optimize their behaviors in complex, uncertain environments. Techniques like gossip
algorithms and blockchain for decentralized consensus are promising approaches high‑
lighted in recent research. Gossip algorithms facilitate efficient information dissemination
and fault‑tolerance in large‑scale networks, making them suitable for dynamic and dis‑
tributed UAV systems [224,225]. Blockchain‑based decentralized consensus mechanisms
offer secure and tamper‑proof data sharing, enhancing the reliability and integrity ofmulti‑
agent coordination [226,227].

The dependency on a central node for algorithm execution introduces further disad‑
vantages, such as limitations in handling real‑time scenarios, increased communication
costs, and a notable level of dependency between UAVs and the central station. These
drawbacks underscore the need for continued research to address these challenges and en‑
hance the real‑time and global optimization capabilities of learning algorithms in dynamic
environments [228].

Lastly, fostering cooperative multi‑agent learning, possibly through emergent com‑
munication or centralized training with decentralized execution, could scale RL applica‑
tions to complex, real‑world scenarios. Techniques like communication‑efficient learn‑
ing protocols and multi‑agent deep deterministic policy gradients (MADDPG) are being
explored to overcome these challenges. Overcoming these challenges will be pivotal in
transitioning RL‑based approaches from theoretical constructs to integral components of
autonomous UAV‑centric operations. Furthermore, integrating multi‑agent collaboration
within the RL framework without compromising scalability and learning stability poses a
substantial challenge.

7. Conclusions
7.1. Summary of Key Findings and Ongoing Challenges

This comprehensive review delineates the multifaceted landscape of UAV‑centric SA,
encapsulating its diverse applications, inherent limitations, and the algorithmic challenges
that pervade the field. The key findings underscore the pivotal role of algorithmic and
strategic insights to UAV‑centric SA while incorporating the importance of sensor fusion,
robust communication protocols, and sophisticated data processing algorithms in enhanc‑
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ing the SA of UAVs. Despite the remarkable progress, ongoing challenges persist, notably
in ensuring real‑time data processing, maintaining robustness in dynamic and adversarial
environments, and achieving scalable and efficientmulti‑agent coordination. Furthermore,
the integration of advanced AI and ML techniques, although promising, introduces com‑
plexities related to computational overheads, interpretability, and the need for extensive
training data, underscoring a trade‑off between sophistication and practical viability.

To address these challenges, future research must focus on developing more efficient
algorithms that can handle the vast data and computational demands without compromis‑
ing performance. Enhancing robustness through adaptive and fault‑tolerant systems is
crucial for maintaining operational effectiveness in unpredictable environments [229–231].
Additionally, the creation of scalable multi‑agent systems that can efficiently manage the
coordination and communication among numerous UAVs will be pivotal in advancing
UAV‑centric SA.

7.2. Potential Applications on the Horizon
Focusing on the future of UAV‑centric SA, the emphasis shifts towards enhancing the

SA capabilities of UAVs themselves, promising a revolution in their operational effective‑
ness and autonomy. Enhanced SA is poised to transform UAVs into highly autonomous
agents capable of complex decision‑making and adaptive responses in real‑time. One of
the prominent applications on the horizon is autonomous swarm coordination, where a
fleet of UAVswith advanced SA can collaboratively undertake large‑scale operations, from
agricultural monitoring to strategic surveillance, without human intervention.

Furthermore, the integration of advanced SA in UAVs is set to significantly advance
their capability in dynamic obstacle avoidance, enabling them to navigate through clut‑
tered urban environments or challenging terrains reliably. This leap in SA will also em‑
power UAVs to conduct autonomous predictive maintenance, identifying and addressing
potential system failures before they occur, thereby ensuring uninterrupted operations.

In the realm of communication, UAVs with sophisticated SA are anticipated to au‑
tonomously manage and optimize network resources, facilitating seamless air‑to‑ground
and air‑to‑air communication essential for coordinated tasks and data sharing. This en‑
hanced communication SA will be crucial in disaster response scenarios, where UAVs can
autonomously establish and manage communication networks in areas with damaged in‑
frastructure.

Lastly, the evolution of cognitive SA in UAVs, integrating advanced perception, learn‑
ing, and decision‑making capabilities, will mark a significant milestone. This will enable
UAVs to understand and predict the intentions of other entities in their environment, be
it other UAVs, humans, or moving objects, paving the way for harmonious and efficient
coexistence and collaboration.

7.3. Future Trends and Anticipated Technological Developments
Anticipated technological advancements are poised to address existing challenges

and redefine the capabilities of UAV‑centric SA. Breakthroughs in energy‑efficient AI chips
and lightweight materials promise extended UAV endurance and agility. Moreover, ad‑
vancements in AI, specifically in unsupervised and reinforcement learning, are anticipated
to enhance the autonomy, adaptability, and decision‑making process of UAVs. The con‑
vergence of these technologies, coupled with evolving regulatory frameworks such as the
FAA’s Part 107 regulations in the United States [232], EASA’s regulations in the European
Union [233], and ICAO’s global standards [234], and societal acceptance, are set to propel
the field of UAV‑centric SA into a new era of innovation and application.

Emerging techniques such as distributed reinforcement learning and federated learn‑
ing can enable collaborative learning among multiple UAVs, reducing the reliance on cen‑
tralized control. The implementation of these techniques can lead to more resilient and
adaptive UAV systems capable of operating efficiently in complex and dynamic environ‑
ments. Additionally, the development of robust encryption protocols and secure commu‑
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nication channels will be crucial in safeguarding data integrity and privacy, ensuring that
UAV operations remain secure and compliant with regulatory standards.

In conclusion, while significant challenges remain, the future of UAV‑centric SA is
promising, with technological advancements paving the way for more autonomous, effi‑
cient, and resilient UAV systems. By addressing the current limitations and leveraging
emerging technologies, UAVs can achieve higher levels of situational awareness, trans‑
forming their role in various applications and driving innovation across multiple
industries.
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DE differential evolution APF Artificial Potential Field
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IMU inertial measurement units PRM Probability roadmap
DSM digital surface model B‑RRT* Bidirectional RRT*
MDP Markov decision process ACO Ant Colony Optimization
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PDE Partial Differential Equation MDLS multi‑dimensional dynamic list programming
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DMPC Distributed Model Predictive Control ADE Adaptive Differential Evolution
RL Reinforcement learning PPO proximal policy optimization
DPG deterministic policy gradient DRL Deep RL
DDPG deep deterministic policy gradient DRM disaster response management
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