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Abstract: In this article, we present results on research performed in the TEMPEST domain, which
studies the electromagnetic disturbances generated unintentionally by electronic equipment as well
as the methods to protect the information processed by this equipment against these electromagnetic
phenomena. The highest vulnerability of information leakage is attributed to the display video signal
from the TEMPEST domain perspective. Examples of far-range propagation on a power line of
this type of disturbance will be illustrated for the first time. Thus, the examples will highlight the
possibility of recovering processed information at distances of 1, 10 and 50 m. There are published
articles studying electromagnetic disturbances generated by electronic equipment propagating on
power cables of such equipment but no studies on their long-distance propagation. Our research
aims to raise awareness in the scientific community and the general public of the existence of such
vulnerabilities that can compromise confidential or sensitive information that can make the difference
between success or failure in the business sector, for example, or can harm personal privacy, which
is also important for us all. Countermeasures to reduce or even eliminate these threats will also be
presented based on the analysis of the signal-to noise-ratio recorded during our research.

Keywords: TEMPEST; recovery; propagation; distance; compromising; video; protection; unintended;
measurement; signal to noise ratio

1. Introduction

We live in an age of continuous digitization and thus we are all inseparable from
our smart phones, multifunction tablets, and portable personal computers (laptops), and
all these information technology and communications (IT&C) gadgets have become an
extension of our personality. It is no longer necessary to memorize the telephone numbers
of our acquaintances, the addresses of holiday destinations, mathematical and physical
formulas, conversion or transformation formulas and we do not even perform simple
arithmetic calculations because we have an Internet connection and IT&C applications that
solve all these problems. When we leave for the long-awaited holidays, we no longer have
paper maps spread all over the car; we enter the destination in a navigation application,
and we are guided visually and acoustically along the entire route.

In addition, as a result of continuous digitization, in the next 5 years in Romania,
we will reach interaction with public institutions remotely without requiring a physical
presence to obtain permits, certificates or any other official documents or, for example, to
register a vehicle, issue an identity card or any document, or perform various automation
processes remotely, as is already the case in European countries that are at a higher stage in
the digitization process.

Since the emergence of the COVID-19 pandemic throughout the world and due to re-
strictions imposed to limit the spread of the SARS-COV-2 virus such as physical distancing,
limiting community and global circulation, and conducting on-line school classes, remote
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communication has continually overtaken physical communication. Companies have also
been forced to organise on-line business meetings through various videoconferencing
applications and have allowed their employees to work from home using Virtual Private
Network (VPN) connections to their data centres. Therefore, we have been forced over the
last two years to become more attached to our electronic gadgets. This electronic equipment
comes with display screens that help us to interact with the equipment in question, either
by simply viewing the information displayed or by transmitting multi-touch commands,
as is the case of display screens with touch capability (which can be resistive or capacitive).

It is a well-known fact that any electronic equipment generates electromagnetic emis-
sions in the surrounding space or electromagnetic disturbances in the power lines to which
itis connected or on the data lines that are connected to it. The electromagnetic compatibility
(EMC) domain studies both the ability of electronic equipment to operate in an environment
without disturbing the proper functioning of other equipment found in the proximity of
the targeted equipment (EMI—ElectroMagnetic Interference) and the immunity of the
equipment to external electromagnetic interference (EMS—ElectroMagnetic Susceptibil-
ity). The European Committee for Electrotechnical Standardization established general
limits for such disturbances as well as standardized methods for operating conditions [1];
the International Electrotechnical Commission specifies the required characteristics and
performances for the equipment used for measuring those disturbances [2] as well as the
requirements for maximum levels of such radio disturbances and standardized operating
conditions [3]. The United States Department of Defence also established verification
requirements necessary to control electromagnetic interference emissions for the equipment
used for military purposes [4].

The TEMPEST domain, however, studies [5-8] those electromagnetic emissions or
disturbances generated by the targeted electronic equipment that can propagate and radiate
both in the surrounding space and that can conduct on data or power lines (which are
similar to the EMC domain thus far) that contain, in some form, the information manipu-
lated by the monitored equipment. The EMC domain refers to all these electromagnetic
emissions as electromagnetic interference, while the TEMPEST domain refers to them as
compromising electromagnetic emissions or emanations (CE—compromising emissions or
emanations). The difference is that only a part of the electromagnetic interferences studied
by the EMC domain can be identified with the compromising emissions studied by the
TEMPEST domain because not all electromagnetic emissions generated by electronic equip-
ment contain, in some way, the information processed by it. The TEMPEST domain actually
studies the vulnerabilities of electronic equipment to reveal the information processed
by generating these CE emissions because it is possible to partially or totally restore the
processed information by applying filters and signal processing on it.

In this research, the electromagnetic disturbances generated by two display devices
injected onto the power supply line to which they are connected will be analysed, as well
as the possibility of their far-range propagation on the power line.

The possibility of recovering the information displayed was first reported by Wim
Van Eck in 1985 [9]. This article was the first warning sent to the scientific community
in which the author presented relevant results of electromagnetic infiltration using a TV
receiver, a dipole antenna and a video synchronization circuit. The impact was strong
because the equipment used was common, cheap and accessible. Other crucial research
has been developed by Marcus Kuhn, who studied CE electromagnetic disturbances for
both cathode ray tube (CRT) [10] and liquid crystal display (LCD) [11,12]. He is the only
researcher who has attempted to justify, to some extent, the values of the TEMPEST standard
limits [7,8], starting from the limits of the EMC standard [1,3]. This task has been difficult
since those critical CE signal levels have not been documented in the past and because
those limits have a maximum classification level and cannot be disclosed to the general
public. Rafal Przesmycki and his collaborators studied the compromising electromagnetic
radiation generated by Digital Visual Interface (DVI) [13] and High Definition Multimedia
video Interface (HDMI) [14] on the basis of research conducted at the Polish Military
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Communications Institute. In the same research centre, Ireneusz Kubiak investigated the
influence of display brightness on the image recovery capabilities from CE electromagnetic
radiation of Video Graphics Array (VGA) and DVI interfaces [15]. He also proposed an
innovative method to counteract these security vulnerabilities by using security fonts [16]
for personal computers (PCs) that can be successfully applied even to printing devices [17].
The effectiveness of the security fonts developed by Kubiak (symmetric and asymmetric
fonts) and which have obtained Polish Office Pattern protection in the form of industrial
design no. 24487 (2018) and patent no. 231691 (2019), has also been analysed in [18]. The
effectiveness of the security provided by these fonts in the case of the use of display colours
was also studied in [16,19,20]. In [21], electromagnetic jamming equipment is proposed as
an alternative TEMPEST countermeasure for the compromising emissions radiated into free
space by electronic equipment. The proposed jamming equipment, named TEMPEST guard,
generates a customized jamming according to the pixel clock of the equipment display,
thus reducing the vulnerability of the equipment to electromagnetic infiltration processes.
The authors of [22] presented the confidentiality threats related to remote communication
devices, such as monitors, personal computers and Voice over Internet Protocol (VoIP)
terminals and a large number of results, focused both on video and audio information.
Reference [23] presented a new type of attack, named screen glaring, that allows reading
the information displayed on a mobile device based on an antenna and a software-defined-
radio (SDR) device and how this attack can be addressed using a deep learning classifier.
The authors of [24] presented a method to automatically identify the display type based on
the reconstructed image intercepted from electromagnetic radiation using support vector
machines (SVM), and the performances of the proposed solution were evaluated. In [25],
a new class of optical Tempest attacks were identified, which recovers the sound based
on the interception of the emanations generated by the power indicator LED of different
devices such as speakers, USB hub splitters, and microcontrollers, and the efficiency of
those attacks are tested in different scenarios.

This research is structured into six sections as follows. Section 2 presents the mea-
surement equipment as well as the test bed. Section 3 presents the pre-detection of CE
emissions, which is a helpful tool in specialized TEMPEST measurements that are similar
to measurements performed in the EMC field. The major difference with the EMC domain
is precisely that in TEMPEST we do not stop at this step only by comparing the frequency
sweeps with the standard limits, we must also investigate the limit exceedances, whether
they are caused by the investigated CE signals or not, and we also have to carry out an
additional level assessment of these compromising emissions. Section 4 shows the recorded
signal-to-noise ratio (SNR) reports linked to the video recovery for CE reception at the
specified distances. Section 5 presents some low-cost solutions to counteract the reported
phenomena, while Section 6 briefly presents the conclusions of our research.

2. Measurement Test Bed

All measurements were performed in an office space environment, as long-distance
propagation cannot be tested in a specialised laboratory that is not generously sized, on
the order of tens of metres. A laptop computer was chosen as the exciter, to which a
commercial AOC monitor was connected via a DisplayPort (DP) cable and a commercial
HP monitor via a VGA cable, one at a time. The power line disturbance analysis for
each monitor was performed using a Line Impedance Stabilization Network, LISN TEMP
8400 electromagnetic transducer [26], operating in the 9 kHz-1 GHz range. LISNs are
used to measure conducted emissions on power lines. The LISN draws power from
the ordinary wall outlet and supplies it to the equipment under test (EUT). LISN type
equipment performs a number of important functions: they provide stable line impedance,
prevent external noise coupling and ensure proper connection to measurement equipment
over 50-ohm impedance. The primary function of LISN equipment is to provide stable,
normalised impedance on the power line. This function is important because the impedance
of the power line through a standard wall outlet can vary greatly, depending on how and
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where the wiring is connected. The amount of noise generated by the EUT present at the
LISN measurement port is directly related to the impedance of the supply line versus the
impedance of the EUT. These two impedances effectively create a voltage divider network
for the EUT noise, allowing only a fraction of the noise voltage to reach the measurement
port. Therefore, the accuracy and precision of the measurements depend on the LISN
impedance over the full range of measurement frequencies. The second important function
of a LISN is to isolate external noise that may be present on the power line. The input
stage of the measurement receiver is sensitive and susceptible to damage. Thus, the third
function of the LISN equipment is the most important and allows the low-level RF noise
from the EUT to be easily coupled to the input of the measurement receiver. The LISN
TEMP 8400 is a symmetrical alternative current (AC) network that consists of two identical
channels for the lines “A” and “B” especially constructed in order to avoid intermodulation
interference. The manufacturers strongly recommend that when connecting this equipment
to any receiver, we should take into consideration that lower frequency interferences can
cause damage to the measuring receiver; thus, we must use either a high pass filter for
protection, or, at least, a direct current (DC) blocker to eliminate the DC component of the
signal. Another important point to know is that the LISN TEMP 8400 can withstand a
maximum continuous current consumption of 16 Amps for the EUT, or for a short period of
time (3 min at most) 25 Amps. The EUT is linked via a Schuko adapter (TEMP 8401 DE-N)
that is connected to the A and B ports of the LISN, thus powering the EUT and enabling the
operator to analyze and measure the electromagnetic interferences present on the power
line of the equipment, using the “Output A” and “Output B” N-female measurement ports.
The measurement test bed is presented in Figure 1.

Office space

Video 6 | . 230V _ LISN

3 : : TEMP 8400
Laptop VGA/DP cable EUT
: — — : — E— :
Power cord Power cord extension
OHEHE L=1m L=1m, 10m, 50m =
O ooo Q
o 0o o
RF Cabl ®
Oscilloscope able
21.4 MHz
IF Output
- FSET 22 FSET-Z22
GPIB - USB Receiver RF Cable Preselector
cable

Command and
control system

Figure 1. Measurement test bed.

The reception of the signal captured by the electromagnetic transducer will be provided
by a system consisting of a TEMPEST wideband FSET22 receiver [27] and a pre-selector
FSET Z22 which are controlled by specialized TEMPEST control software. The FSET 22
test receiver can be called a TEMPEST receiver mostly because of its maximum resolution
bandwidth (RBW) capability, of up to 500 MHz, which is an important parameter, ensuring
that broadband signals are fully detected and made available for further processing at the
intermediate frequency (IF) or video outputs. It has a frequency range of 100 Hz up to
22 GHz, which is enough to cover the spectrum of interest for the TEMPEST domain. It
is important to highlight that this domain mostly focuses on low level signals and this
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receiver can provide an internal noise level down to -140 dBm, which translates into a
higher sensitivity of the receiver. The receiver operates linked with a FSET-Z22 preselector
which filters—by using numerous high-pass, low-pass and band-pass filters of extremely
low insertion loss that suppress strong signals improving the sensitivity of the entire
receiving system, and amplifies, using switchable 10/20/30 dB preamplifiers for maximum
sensitivity—the signal of interest.

In the pre-detection phase, the monitors will be connected to the LISN using only their
AC power cable. We will consider this configuration as “0 m” propagation since the EUT
is powered directly from the LISN without using an extension cable. We will continue
the tests by connecting the EUT to extension cables with lengths of 1, 10 and 50 m and
performing SNR and image recovery measurements for each case.

An extension cable with reel was used to analyse the signal propagation at a distance
of 50 m. In this case, two series of tests were developed: a test when the cable was wrapped
around the roller and a test when the cable was unwound and stretched over a distance
of 50 m such that electromagnetic induction was minimal. There are disadvantages to
both situations: in the case of using the cable unwound, it can pick up electromagnetic
interference from the environment, as the 50 m power cable is unscreened and is the
closest situation to everyday reality while in the case of using the cable tight over the coil,
electromagnetic interference is induced along the power cable from one loop to the other.

3. Pre-Detection Phase
3.1. Frequency Domain Sweeps

In order to identify the frequencies on which the compromising signal occurs, first,
we performed several frequency sweeps, in accordance with the video parameters of
the targeted displays. Despite the fact that the AOC display has been used with a VGA
cable, while the HP display has been connected via a DisplayPort cable, both EUTs have a
maximum resolution of 1920 x 1080 pixels with a screen refresh rate of 60 Hz.

The HP monitor used in our tests is an EliteDisplay E243 monitor, product number
HSTND-9581, and was produced in 2019. The manufacturer states that it is a 2017 model
and assures us that it meets the following EMC standards: EN 55032:2012 Class B, EN
55024:2010, EN 61000-3-2:2014, EN 61000-3-3:2013 and FCC CFR 47 Part 15.

The AOC monitor conversely is model AOC 12269VWM, product number 215LM00040,
and was produced in 2017. The manufacturer states that it is a model from 2014 and
assures us that it meets the following EMC standards: EN60950-1:2006 and A11+A1, EN
55022:2006+A1: 2007, EN55024:1998+A1:2001+A2:2003, EN 61000-3-2:2006+A1: 2009+A2:
2009, EN 61000-3-3:2008, 2006/95/EC, 2004 /108 /EC and 2005/32/EC.

These display devices are commercial equipment and this means that they do not have
additional EMI filters installed on the equipment power line as would be the case with
equivalent TEMPEST (shielded) equipment.

For the AOC display unit, we performed frequency sweeps in the range 460510 MHz
which are illustrated in Figure 2. These sweeps were carried out in order to emphasize the
presence of the unwanted CE and to show the differences between the two cases where the
display was showing each test message at a time.
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Figure 2. AOC display unit: (a) frequency sweeps performed for test signal consisting of 3 horizontal
bars equal in width; (b) frequency sweeps performed for test signal consisting of 1 thick horizontal
line and 3 thin horizontal lines equal in width.

Frequency sweeps were performed with two different test signals (displayed images):
one test signal consisting of three horizontal lines equal in width and the second consisting
of one thick horizontal line and three thin horizontal lines equal in width. The test images
were chosen for easy identification in the electromagnetic spectrum. When a static image
is displayed for a certain period, the display video signal is periodic during this time
interval. Corresponding to the 60 Hz screen refresh rate is a period of 16.6 milliseconds
(ms), which means that a minimum sweep time to be utilized on the receiver should
be twice the period of one video frame. In our case, we chose a sweep time of 50 ms.
Furthermore, due to the fact that both EUTs will display images composed of horizontally
thin white stripes on a black background that would occupy a narrower spectrum than
in the case of an image containing alternating black and white pixels, during the pre-
detection phase we concluded that a resolution bandwidth of 10 MHz would be more than
enough to capture the compromising signal. The binary appearance (of 0 and 1) of the
received electromagnetic spectrum (generated by the equipment under test) is not due to a
synchronization between the display and the receiver but to the receiver’s set parameters,
respectively the receive filter (RBW) and the sweep time. The RBW chosen must allow the
reception of the first lobe of the spectrum corresponding to the monitored signal and the
sweep time must be set to a minimum of one period (best two periods) of the electrical
signal generating the electromagnetic radiation. The most important role in this sense
is played by the test images. The display video signal contains the video information of
each line transmitted successively until the last line of the video frame. Video frames are
separated by Vertical Sync signals while successive video lines are separated by Horizontal
Sync. After transmission of the last line of the current video frame, the first line of the next
video frame is transmitted next. In the case of HP display, sweeps in the range of 250 to
300 MHz have been performed, which are illustrated in Figure 3.
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Figure 3. HP display unit: (a) frequency sweeps performed for test signal consisting of 3 horizontal
bars equal in width; (b) frequency sweeps performed for test signal consisting of 1 thick horizontal
line and 3 thin horizontal lines equal in width.

Although this EUT generates electromagnetic disturbances with a maximum SNR
in another frequency range, the two EUT have almost similar electromagnetic footprints,
which is caused by the fact that they operate with similar parameters (refresh rate and
display resolution) but using different interfaces.

3.2. Time Domain Analysis

As a further verification of the presence of the compromising signal on the frequencies
identified during the sweep procedure, an oscilloscope has been linked to the receiver via
the 21.4 MHz intermediate frequency output in order to measure the timing of the video
frame of both EUTs. In this step the same test images were used as in the frequency sweep
procedure section.

The oscilloscope is set to capture a 50 ms time Span, which means that it will always
display three full video frames for analysis. The span parameter specifies the range
between the start and stop frequencies for a spectrum analyzer or time window set for an
oscilloscope. In the case of the AOC monitor, for analysis of the compromising signal in the
time domain, the receiver was tuned on 484 MHz central frequency.

Figure 4a,b contains the waveform represented in the time domain corresponding to
the moment when the AOC monitor displays white horizontal bars on a black background,
while Figure 4c represents the result after displaying a completely white image on the
EUT. The maximum level of compromising radiation may vary according to the colours
contained in the test message, according to the frequency on which the compromising
signal propagates and according to the equipment on which the information in question is
processed. In this case, the maximum radiation level is given by the colour white, while the
minimum radiation level is given by the colour black.
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Figure 4. AOC display: (a) frame period corresponding to an image containing three white equal
stripes on black background; (b) frame period corresponding to an image containing one thick white
stripe and three thin white equal stripes on black background; (c) frame period corresponding to a
white image.

The electromagnetic disturbances reported here are permanently generated by the
EUT and have a sequential character which is given by the characteristics of the video
display signal.

In all the above figures, the repetition period of the video frame is measured as
16.65 ms, resulting in a monitor refresh period of 60 Hz. The HP monitor was analyzed on
the central frequency of 274 MHz. Figure 5a,b emphasizes the time domain parameters
of the video frames while on the EUT two types of black bars are displayed on a white
background, contrary to the examples mentioned in Figure 4a—c for the AOC monitor.
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At=16.65 ms

(b)

Figure 5. HP display: (a) frame period corresponding to an image containing three black equal stripes
on white background; (b) frame period corresponding to an image containing one thick black stripe
and three thin black equal stripes on black background.

HP monitor analysis also involves some impediments due to the fact that the per-
turbances generated by the EUT’s AC power supply unit propagate on this frequency,
which can lead to measurement errors or uncertainty when investigating the compromising
emissions of the equipment.

Basically, Figure 6a,b differs only in the positioning of the markers. Thus, in Figure 6a,
the markers indicate the period of the video frame, while in Figure 6b, the period of the
electromagnetic noise is indicated.

t=16.65ms

(a) (b)

Figure 6. HP display: (a) frame period of 16.6 ms corresponding to an image containing a black
image; (b) time interval between two emissions generated by the EUT’s AC power source measured
at 20 ms.

This electromagnetic noise co-exists with the video signal CE on the EUT power line.
In Figure 6a,b the most favourable case is shown: the target signal level is minimal when
showing a complete black image, thus giving the possibility to visualize and measure only
the electromagnetic noise generated by the power supply network.

4. SNR vs. Image Recovery

This section presents the results of a two-step experiment: first, the SNR of the compro-
mising signal was measured while each monitor displayed a simple test message consisting
of three horizontal bars for distances of 0, 1, 10 and 50 m, and second, the image recon-
struction was performed for each EUT at all distances mentioned above. We investigated
the SNR instead of absolute level of CE signals because we considered that the visibility
of these signals in the analysed spectrum is more important. Since, for this experiment,
we will be looking to perform SNR measurements instead of level measurements for both
monitors at various propagation distances through the power line, it was decided to use
the Average detector over the Max Peak detector available on the receiver for a smoother
view of the target signal versus noise.

Due to the fact that the signals targeted in our research are narrower than the electro-
magnetic noise generated by the EUT’s power supply unit, a measurement with a peak
detector can completely mask the lower-level narrower signal because the detector re-
sponds predominantly to the peaks of the broadband signal. Average detection, conversely,
is used to suppress broadband signals and is therefore well suited to recover the amplitudes
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of narrowband signals. It should be noted that the recovery of CE signals in the presence
of electromagnetic noise is the primary purpose of using the average detector. On the
274 MHz central frequency, the HP monitor also contains noise due to its power supply,
which could compromise the measurements accuracy, as shown in Figure 7a,b.

50
| q40
V30

20

Oms

60

a501 |

Vao

30

Oms 10ms 20ms Time 30ms 40ms 50ms

(b)

10ms 20ms 30ms 40ms 50ms

Time
(a)

Figure 7. AOC display: (a) displayed waveform using a Max Peak detector; (b) displayed waveform
using an Average detector.

In the case of the AOC monitor, the differences are not considerable, due to the fact
that there are no additional perturbances propagated through the power line at this central
frequency. On the 274 MHz frequency, the HP monitor also contains noise due to its power
supply mains, which could be an impediment to measurements, as shown in Figure 8a.
In this situation, it is observed in Figure 8b that by using an Average Detector, the SNR
significantly improves in means that the 50 Hz signal is diminished to a comparable to
noise floor value.
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Time
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Figure 8. HP display: (a) displayed waveform using a Max Peak detector; (b) displayed waveform
using an Average detector.

4.1. AOC Display

As concluded in the predetection phase it is expected that the recovered image from
the AOC display unit should be slightly better qualitatively than the one from the HP
display unit due to the lack of additional high amplitude parasitic signals, as it can be
observed in Figure 8.

As a further part of our experiment, we created video test images containing text
with the EUT producer’s name, followed by the distance of the power cord interposed
throughout our measurement chain using decreasing different font sizes of 72, 48, 36, 28,
26, 20, 18 and 12. We have also illustrated in Figure 9 two examples of test images in order
to make an easy comparison between the test images used in our tests and the images
recovered by receiving CE signals. In order to verify the existence of the CE emissions
generated by the tested equipment and which are propagated on their power supply line,
a specialized TEMPEST software application was used, which has also implemented the
raster function.
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Figure 9. Examples of test images: (a) for AOC display; (b) for HP display.

The raster module allows the serialized display of the reconstructed image from the
samples corresponding to the IF signal provided by the test receiver. This is possible
if the time parameters of the analyzed video signal are known (horizontal and vertical
synchronizations—video sync).

However, we are not allowed to disclose clear and detailed specifications regarding
this specialized software application for the TEMPEST domain. Unfortunately, when we
talk about the TEMPEST domain, we often find an impenetrable wall that consists of
classified information that cannot be published. This is the biggest difficulty that needs
to be overcome by researchers who want to publish research in this technical field and
that forces us to pay more attention to the information contained in published articles and
make sure that we do not insert classified information in published articles which may
have criminal consequences according to the national legislation in force.

In the case of the AOC display, as expected, a high SNR value of 9.7 dB was obtained,
as shown in Figure 10a; and image reconstruction was achieved as illustrated in Figure 10b
due to the fact that the AOC display unit was connected directly with the power cable to
the LISN equipment and that no additional attenuation of our signal of interest along the
measurement chain was involved.
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Figure 10. AOC display: (a) SNR measured at a distance of 0 m; (b) image recovered at a distance
of 0 m.

By inserting a 1 m long extension cable between the power cable of the EUT and
the LISN, the CE value compared to the background noise is still high, as can be seen in
Figure 11a, at about 9.3 dB, while the image was recovered at a quality level comparable to
that shown in Figure 11b. In this scenario, the signal is not distorted in a way that would
affect either the SNR measurement or the image reconstruction.
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Figure 11. AOC display: (a) SNR measured at a distance of 1m; (b) image recovered at a distance of

1m.

At a distance of 10 m, the SNR value drops to 3.5 dB as illustrated in Figure 12a; thus,
the quality of the image retrieved from the AOC display unit degraded, the test message
being readable until a 26 font is used as displayed in Figure 12b.
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(a)
Figure 12. AOC display: (a) SNR measured at a distance of 10 m; (b) image recovered at a distance of
10 m.

Although the cable reel of 50 m was utilised, the fact that the power cord was wound
and each spire would radiate electromagnetic field around it thus inducing CE from coil to
coil, the targeted signal would be received with a high amplitude, resulting in a high SNR
value of 9.0 dB illustrated in Figure 13a, and the information from the reconstructed image
would be intelligible down to a font of 22, as can be seen in Figure 13b.
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Figure 13. AOC display: (a) SNR measured at a distance of 50 m when the cable reel was wound;
(b) image recovered at a distance of 50 m when the cable reel was wound.

o Ao et et A L A e N S AN 5 i e

(b)




Sensors 2022, 22,267

13 of 22

20

<cwWa

10

o
3.46dB§ | |

When we unwound the cable from the 50 m reel, the effects are visible, leading to
a smaller SNR value, of 3.1 dB, as highlighted in Figure 14a and a poor quality of the
reconstructed image as shown in Figure 14b.

]

Oms
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1 1 1
20ms  Time 30ms 40ms 50ms
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Figure 14. AOC display: (a) SNR measured at a distance of 50 m; (b) image recovered at a distance of
50 m.

The value of the SNR of 3.5 dB, measured by using a 10 m power cord as shown in
Figure 11a, is comparable with the value obtained in this stage of the experiment, but the
rasterised image has a reduced quality and is less intelligible; thus, the 0.4 dB difference in
SNR value may be noticeable for the video image restoration process.

4.2. HP Display

The image recovery facility was ensured by a Digital Signal Processor (DSP) connected
to the 21.4 MHz IF output of the FSET 22 receiver, which means that the Average detector
does not improve the quality of the image obtained during the video recovery process as
the detector only affects the receiver display and not the signal provided on the IF output.

Compared to the AOC, the HP display has a lower SNR, of 8.8 dB, as illustrated in
Figure 15a, when directly connected to the LISN and the image was successfully recovered,
despite the presence of the perturbance occurred through the power line with a higher
amplitude than the CE.

) 5700 BOSPLAYTESL
! O HPDISPLAY TEST. tm

gm ﬂ :daw ﬂ W m V 4 ‘:mfng

¥ myww“v L M J L{ LWU,/*\ U ﬂm@i
(@ (b)

Figure 15. HP display: (a) SNR measured at a distance of 0 m; (b) image recovered at a distance of
0Om.

In this case, in order to reduce the effect of the additional noise existing on the receiving
frequency, a special function of the TEMPEST specialized command and control system
called “Image Averaging” has been utilized. This function works by overlapping more
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video frames which have the same rate of repetition in order to decrease the impact of a
parasite signal present on the same frequency with the CE.

The value of the SNR surprisingly increased to 9.5 dB at a distance of 1 m, measured
in Figure 16a, thus resulting in a more qualitative image reconstruction down to a font of
22 seen in Figure 16b. The amplitude of the targeted signal became comparable with the
amplitude of the parasite signal caused by the EUT’s power supply.
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(@)

Figure 16. HP display: (a) SNR measured at a distance of 1 m; (b) image recovered at a distance of
1m.

In Figure 16b, it can be seen that the restored image containing text is overlaid on a
series of oblique lines. These oblique lines are parallel and equidistant which indicates that
they correspond to a periodic signal. These lines come from the periodic signal reported
above, in Figure 6b, which has a period of 20 ms which is equivalent to the frequency of
50 Hz. As it can be observed in Figure 17a, at a distance of 10 m, the SNR decreased to
a value of 6.6 dB and the recovered image degraded in quality, being able to distinguish
the text until a font of 36. It should be noted that in Figure 17b the oblique lines shown
in Figure 16b are no longer visible. By inserting the 10 m extension cable an additional
attenuation is introduced which also attenuates the level of the disturbance noise generating
these lines.

Oms 10ms 20ms Time 30ms 40ms

(a)

Figure 17. HP display: (a) SNR measured at a distance of 10 m; (b) Image recovered at a distance of
10 m.

The phenomena emphasized in Figure 13a,b persists in the case of the HP display unit
with a measured SNR of 10.1 dB as shown in Figure 18a,b, the coil effect of the wire wound
on the cable reel acting in the same way despite the CE propagation on a different frequency.
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Figure 18. HP display: (a) SNR measured at a distance of 50 m when the cable reel was wound;
(b) image recovered at a distance of 50 m when the cable reel was wound.

While the power cord has been unwound from the cable reel it has been received the
lowest value having a SNR of 4.4 dB and the less intelligible image has been recovered
as illustrated in Figure 19a,b. We can conclude that the propagation of the CE is strongly
influenced by the distance of the cable.
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Figure 19. HP display: (a) SNR measured at a distance of 50 m; (b) image recovered at a distance of
50 m.

In all cases, for both displays tested, text with size 12 and 18 are not intelligible, and
therefore we can consider that this information could not be recovered

In Table 1, we have synthesized the values of the SNRs evaluated for both EUTs at all
measurement distances realized during our research.

Table 1. SNR measured for both displays at several distances.

Type of Display Distance (m) SNR (dB)
0 9.7
1 9.3
AOC 10 35
50 (wound cable) 9.0
50 3.1
0 8.8
1 9.5
HP 10 6.6
50 (wound cable) 10.1

50 44
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5. Countermeasures

In Section 3, we presented the frequency ranges in which compromised emissions
were received on the power supply line of the tested equipment, respectively 460-510 MHz
for the AOC display device and 250-300 MHz for the one produced by HP. The reported
phenomenon is not a singular one and the electromagnetic disturbance propagates in other
frequency ranges as well but we have selected the most representative frequency ranges for
our test. In addition, in Section 4, we illustrated results according to which the maximum
recorded SNR was received on the 274 MHz frequency for the HP monitor, at values of
6.6 dB for a distance (electric cable length) of 10 m and 4.4 dB for 50 m respectively, as
shown in Table 1.

Based on the results obtained during our research, we primarily recommend the use,
whenever possible, portable electronic devices that can operate for a limited period of time
(tens of minutes or hours) without connection to the power supply source such as smart
phones, multifunctional tablets or laptops (portable computers).

Unfortunately, this solution cannot be applied in any situation of daily reality, for
example in the case of video projectors or personal computers that do not support battery
power supply. In this situation, uninterruptible power supply (UPS) devices can be used,
but without being connected to the power supply mains for a specific period of time, e.g.,
between 30 min and two hours. In this situation, the sound notification of this equipment,
which informs the user of the interruption of the power supply, must be deactivated in
order to allow the work in their proximity, if this function is allowed by the targeted UPS
equipment. In this way, the electromagnetic disturbances generated by the electronic
equipment cannot propagate on the power supply line because they are not connected to it.

There is also a speculation in the scientific community that UPS devices filter out the
compromising disturbances generated by electronic equipment. Unfortunately, we cannot
confirm this information, and during our entire TEMPEST equipment evaluation activity,
this claim has proven to be false. From the tests carried out thus far, it has been observed
that UPS devices generate additional noise on the power line which partially covers or
masks the electromagnetic disturbances transmitted by the electronic equipment on the
power line and we intend to present some illustrative examples in our future research to
demonstrate this phenomenon.

Basically, the effect of UPS-type devices can be compared in some way to the effect
of electromagnetic jamming equipment for the compromising emissions radiated into
free space by electronic equipment. Only unlike jamming equipment, the electromagnetic
disturbances additionally injected by UPS equipment on the power line cannot be controlled
in amplitude and frequency range. The role of UPS devices is to protect the information
being processed by IT&C electronic equipment in the event of power supply breakdown
and even to ensure energy independence for a certain period of time. The existence of these
equipment is also imposed for the protection of the hardware components of the electronic
equipment such as the hard disk drives (HDD) of the personal computers.

It would have been desirable and cost effective if these power supply devices could
also solve the problem reported in our research. Unfortunately, the electromagnetic noise
induced by UPS equipment in the power supply network is usually observed up to a
maximum frequency of 300 MHz and does not mask the compromising disturbances
analysed in this paper on any frequency on which it was detected. Thus, we can say that
UPS devices have an uncontrolled, unpredictable and insufficient effect from this point
of view.

Usually, for any space or room in a building, there are at least two distinct electrical
circuits: an electrical circuit that provides power to the electrical lighting of that space
and at least one electrical circuit to power the electrical outlets installed in that space. In
order to filter out the electromagnetic disturbances injected by the electronic equipment in
the power supply network, it is recommended to install specialized EMI filters on one of
the electrical circuits that supply the electrical sockets in the targeted space or room. It is
not necessary to purchase high-performance filters such as those used in the construction
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of specialized shielded enclosures (such as in the medical, electromagnetic compatibility
or TEMPEST field) but some less efficient. In the case of specialized shielded enclosures
(EMC or TEMPEST), the installation of EMI filters is performed by hermetically sealing
(360 degrees) on the outside of the electromagnetic screen by using specialized EMI gaskets.
Exceptions to this rule are the shielded enclosures made by applying shielding materials
(sheet, wallpaper, paint) on the walls of a room. In this situation, EMI filters are applied
indoors as there is no other possibility to be connected to the electromagnetic shield. The
installation of EMI filters is imposed by the phenomenon of re-radiation of electromagnetic
energy or electromagnetic induction between electrical cables or between electrical cables
and data cables.

When purchasing such devices, we recommend, as technical specifications, an inser-
tion loss of at least 20 dB in the frequency range 10 MHz-1GHz. The value of 20 dB was
established based on the signal-to-noise ratio (SNR) recorded during our research. For
electronic equipment that generates compromising electromagnetic disturbances with an
SNR greater than 20 dB, these filters will no longer be effective.

EMI filters that are used in specialized EMC or TEMPEST shielded enclosures must
have a minimum insertion loss of 60-100 dB and the frequency range is much wider. These
specifications together with the filter power consumption (maximum current allowed at
rated voltage) reflect the purchase price of the EMI filter. The maximum consumption
variants for these filters are generally for currents of 4, 6, 10, 16, 32 amps or even higher.

If it is necessary to apply such a filter on the entire socket circuit, we consider that
the most suitable value is 16 amps but if we need to filter an isolated power line (which
supplies for example a personal computer and a video projector) then it would be more
recommended the value of 4 amps. In general, it is good to provide an additional consump-
tion of 20-30% to avoid the possibility of burning the EMI filters. All these aspects related
to energy consumption are simple and intuitive, but our readers should not neglect these
aspects if they intend to make such purchases. In the case of an office space, EMI filters will
be installed along the power cables (electrical extension with a minimum length of 3 m)
and in this situation it is necessary to use shielded electrical cables [28-31] whose screen
must be hermetically connected (360 degrees) to the EMI filter housing.

For companies that care about the confidentiality of business information, we recom-
mend the application of security measures for a single room of reasonable size to allow
the participation in confidential meetings of a minimum of 10 people, such as meeting
rooms. By security measures applied to the physical space, we mean ensuring minimum
protection measures against unwanted electromagnetic emissions such as the application
of EMI filters for a small number of power outlets and the application of electromagnetic
curtains or drapes. Studies on the shielding efficiency of electromagnetic curtains and
drapes will be the subject of further future research.

Another protection measure against compromising disturbances analysed in this
research and which involves cost efficiency is the application of clamp-on ferrite beads (or
rings) on the power cable of the targeted electronic equipment. Ferrite beads are passive
electronic components that can suppress high frequency signals on a power supply line.
Normally, these are placed around a pair of power or ground lines near the termination of
the cable (near the electronic enclosure), but they may also be installed at both ends if the
cable connects two separate enclosures containing RF sources. By applying ferrite beads,
the magnetic core around a conductor induces an inverse electromagnetic field (EMF) in the
presence of a high frequency signal, essentially attenuating the frequency response of the
ferrite. This application of ferrite beads ensures suppression or elimination of conducted
electromagnetic interference (EMI) on the power line by attenuating high frequency EML
Ferrite beads means a ceramic material made of iron oxide combined with certain other
metal oxides, commonly used for inductive components. Ferrites can be an effective tool for
eliminating radio frequency (RF) interference between electronic, information technology
or telecommunications systems and to use them effectively, we need to understand them.
Ferrites are ceramics formed from various metal oxides (metal oxides + iron oxide) in
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order to obtain a high magnetic permeability. Oxides of iron, magnesium, manganese and
zinc are the most commonly used oxides, resulting in manganese—zinc (MnZn), nickel-
zinc (NiZn) and magnesium-zinc (MgZn) alloys. The most common ferrites are NiZn
and MgZn. Nickel-zinc ferrite beads work best for low power, high inductance circuits
operating in the 500 KHz to 100 MHz frequency range because of low permeability, high
volume resistivity, good temperature stability, and high Q factors. It is recommended to use
them in the frequency range between 2 and 500 MHz. Manganese-zinc ferrite beads have
high permeabilities that range above 800 p, low volume resistivity, and low Q factors and
is recommended to use them in the frequency range between 2 to 250 MHz. Manufacturers
vary the chemical composition (mixture or proportion) and ferrite sizes to achieve the
desired electrical and electromagnetic performance characteristics. However, we are only
users, and we are not ferrite manufacturers; thus, it is not our problem how to obtain
ferrites; we only need to know how to choose them.

Ferrite rings or ferrites beads works as a low-pass filter that allows only low-frequency
signals to pass through a circuit and eliminates high-frequency noise. Ferrite beads do
not act as a wideband low-pass filter as they can only help attenuate a specific range of
frequencies. In general, ferrites should be placed as close as possible to the source of
the noise, as noise can become trapped in unfiltered traces and cables. Ferrite beads are
categorized by three response regions: inductive, resistive, and capacitive. To reduce high
frequency noise, the bead must be in the resistive region which is especially desirable for
electromagnetic interference (EMI) filtering applications. Ferrite beads act as a resistor
(whose value depends on the frequency), which prevents high-frequency noise from pass-
ing through and dissipates it as heat. The resistive region occurs after the bead crossover
frequency (reactance X = resistance R) and up to the point where the bead becomes capaci-
tive. This capacitive point occurs at the frequency where the absolute value of capacitive
reactance is equivalent to R. If more than one loop is made on the ferrite ring or the electric
cable is passed through the ferrite bead two or three times, a substantial increase of ferrite
impedance and a slight decrease of resonant frequency will be obtained.

However, for EMI filtering purposes, it is desirable that the ferrite bead has a high
impedance over a wide frequency range. Their impedance is related to the material used
(material permeability), the size of the ferrite bead, the number of windings and the
construction of the winding. Similar to all inductors, the impedance of a ferrite bead
is roughly proportional under resonance to the square of the number of turns passing
through the core. The resonance of the ferrite is closely related to its dimensions due to the
propagation velocity in the ferrite and the standing waves that are set in the cross-sectional
dimensions of the core. In general, for any ferrite, the smaller the core, the higher the
frequency of this resonance will be, and the resonant frequency will double if the core size
is halved. Alternating current (AC) resistance is the peak impedance where the ferrite bead
appears to be purely resistive while the direct current (DC) resistance is acquired from
the manufacturer data sheet. For the frequencies where the component resistance is the
majority, ferrite beads show their property to absorb noise by converting it to heat. Since
the DC resistance of an inductor can generally cause power losses but also heat generation,
it is desirable that the DC resistance is low when using an inductor for a power supply. For
a low-voltage power supply with low allowable voltage ripple, a component with low DC
resistance should be chosen to avoid large power losses within the desired signal source.

Selecting the right ferrite bead for power applications requires careful consideration
not only of the filter bandwidth, but also of the impedance characteristics of the bead
with respect to DC bias current. In most cases, manufacturers only specify the impedance
of the bead at 100 MHz and publish data sheets with frequency response curves at zero
DC bias current. As the DC bias current increases, the core material begins to saturate,
which significantly reduces the inductance (permeability) of the ferrite bead. The degree of
inductance saturation differs depending on the material used for the core of the component.
For effective power supply noise filtering we should use ferrite beads at about 20% of their
rated DC current. In addition, the effect of DC bias current can be observed in the reduction
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of impedance values over frequency, which in turn reduces the effectiveness of the ferrite
bead and its ability to remove EMI.

Standard ferrite beads can be acquired from specialized manufacturers such as Wurth
Elektronik, TDK, Laird, Murata, Epcos, Micrometals, Coilcraft and more others. This
solution does not always eliminate the problem but can reduce the risk of interception of
sensitive information by reducing these disturbances.

In support of this statement, the results shown in the figures below are illustrated by
using some of the ferrites available in the laboratory at the time of testing. The utilised ferrite
beads have a diameter of 18 mm which allows them to be applied by double wrapping
the power cable. Thus, Figure 20a shows the SNR recorded without the application of the
ferrite beads while Figure 20b,c shows the SNR recorded after the application of the ferrite
at one end and respectively the other of the monitor power cord.
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Figure 20. AOC display: (a) SNR measured for display’s power cable with no ferrites (SNR = 9.0 dB);
(b) SNR measured for display’s power cable with ferrite TDK SEIWA 18 mm ferrite at the IEC C13
end (SNR = 7.0 dB); (c) SNR measured for display’s power cable with ferrite TDK SEIWA 18 mm
ferrite at the schuko end (SNR =7.1 dB).

An attenuation of about 2 dB was obtained in both cases. By applying the ferrite
beads to both ends of the power cord, a reduction in SNR of about 4 dB was obtained.
In Figure 21a, TDK SEIWA ferrite rings were used, while in Figure 21b, FAIR-RITE VO
products were used.
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Figure 21. AOC display: (a) SNR measured for display’s power cable with TDK SEIWA 18 mm
ferrites at both ends (SNR = 5.0 dB); (b) SNR measured for display’s power cable with FAIR-RITE VO
18 mm ferrites at both ends (SNR = 5.2 dB).

There are studies that provide the calculation of geometric dimensions for these ferrite
rings [32-35], but a good starting point for people not specialized in this field are the ferrites
rings applied on the video cables for the VGA interface.

6. Conclusions

Our research presents a new approach for the TEMPEST analysis perspective by in-
volving long distance SNR measurements and image reconstruction. The linear behaviour
of the electromagnetic propagation phenomena of the electromagnetic disturbances gen-
erated unintentionally by the two analysed displays was observed. An exception to this
statement was found in the case of the use of the 50 m extension cable wrapped on the
roller. We also carried out tests in this situation to highlight the electromagnetic induction
phenomenon that occurs between the power cable loops.

Unlike the propagation of electromagnetic waves in free space, in the case of electro-
magnetic propagation along a conductor, as presented in this research, such as in the case
of electrical conductors, no significant attenuation was recorded. This aspect underlines
the vulnerability of the information processed by electronic equipment to electromagnetic
disturbances generated by this equipment and transmitted through the power line. As is
known, the propagation of electromagnetic radiation in free space, given by the Friis for-
mula [36], gives us a good estimate, accepted by the whole scientific community. According
to this formula, the difference between the radiated propagation of electromagnetic waves
in free space (free space loss) at a distance of 1 m and at a distance of 50 m is no longer
frequency dependent and is approximately 34 dB (33.98 dB). The conducted propagation
of electromagnetic disturbances on the power line is, however, not as scientifically well
established and therefore is not easy to estimate. According to the results recorded and
presented in this paper, the difference between the conducted propagation of electromag-
netic waves along a power cable (consisting of 3 multi-wire electrical copper cables with a
diameter of 2.5 mm, valid for all the extension cables we used) with a length of 1 and 50 m
was 6.3 dB for the AOC monitor (at the reception frequency of 484 MHz) and 5.1 dB for the
HP monitor (at the reception frequency of 274 MHz).

Taking into account that the same measurement configuration was used for both
monitors as well as the same extension electrical cables, we can conclude that the conducted
propagation of electromagnetic waves is frequency dependent as opposed to the radiated
propagation. We can also observe that the attenuation difference of conducted propagated
electromagnetic waves is about seven times lower than that of radiated propagated ones,
and we can thus state that they are much more dangerous in terms of long-distance
propagation and vulnerabilities related to the confidentiality of information processed by
electronic equipment.

In Section 5, countermeasures to protect against these phenomena have been presented,
including the financial aspects of their application. In the case of the experiments presented
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in Section 5, an attenuation of 4 dB was recorded when applying ferrite beads to both ends
of the power cable of the tested equipment. For these tests, ferrites were not purchased on
the basis of previous calculations but utilised those from the TEMPEST laboratory where
the tests were carried out. This value proved to be sufficient, according to our research,
to attenuate electromagnetic disturbances propagated at a distance of 50 m but may also
obstruct the detection and restoration of the video signal for shorter distances.
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