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Abstract

Electroencephalography (EEG) has emerged as a promising modality for biometric user
authentication due to its inherent uniqueness and resistance to spoofing attacks. Significant
advances in brain wave signal analysis over recent years have reinforced its potential as a
distinctive and reliable biometric trait. However, a comprehensive evaluation of the overall
progress in this field remains limited. To address this gap, this paper presents an in-depth
survey of EEG-based user authentication systems. The survey begins with a comprehen-
sive overview of the human brain’s structure and functional organization, followed by a
discussion of EEG signal acquisition principles and commonly used recording devices. It
provides a detailed review of data acquisition protocols, publicly and proprietary avail-
able EEG databases, and essential preprocessing techniques required for effective signal
refinement. The paper further examines feature extraction strategies and classification
algorithms employed in EEG-based biometric authentication. In addition to reviewing
existing methodologies, the survey identifies key challenges and future considerations in
EEG biometrics, such as signal variability, age, mental health conditions, inter-session and
inter-subject variability, etc, to establish stable and robust algorithms. This work serves
as a foundational reference for researchers, outlining current progress and presenting a
structured roadmap for future advancements in EEG-based biometric systems.

Keywords: brain signals; biometric; authentication; verification; identification; EEG devices;
acquisition protocol; database; preprocessing; feature extraction; classification; challenges

1. Introduction

A reliable user authentication system is essential for many digital applications that
require secure access to protect sensitive personal and organizational data [1]. User au-
thentication functions as a core fundamental security mechanism that authenticates an
individual’s identity based on the provided credentials, thereby ensuring that only autho-
rized users are granted access to protected resources [2]. With the rapid advancement of
technology and the increasing reliance on digital platforms, secure user authentication has
become a critical requirement across sectors, including national security, banking, health-
care, and e-commerce [3]. However, traditional and weak authentication mechanisms,
often make it easier for attackers to gain easy unauthorized access to individuals” accounts,
leading to the exfiltration of sensitive information. Consequently, the development of ro-
bust authentication methodologies has been a key focus in the field of information security
over many decades [4].
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Historically, authentication has relied on knowledge-based and possession-based
approaches, including passwords, Personal Identification Numbers (PINs), usernames,
and physical tokens such as identity cards and ATM cards [5]. Despite their widespread
adoption, these methods have demonstrated significant vulnerabilities, including suscepti-
bility to phishing, brute-force attacks, credential leakage, card cloning, and large-scale data
breaches, proving them to be a highly unreliable mechanism for user authentication [6-8].

The growing security concerns have led to the exploration of biometric authentication,
where human-intrinsic features such as face, fingerprints, iris, voice, ear, hand geometry,
keystroke dynamics, signature, and DNA are used for identity authentication [9]. Com-
pared to password and token-based mechanisms, biometric systems provide a stronger and
more reliable means of authentication, as these traits are unique and inherent to individuals.
Despite having merit over traditional approaches, biometric authentication systems are
not entirely foolproof and secure. In recent years, several security vulnerabilities have
emerged, particularly in the form of presentation attacks, where impostors use biometric
artifacts to go past authentication systems [10,11]. Many biometric traits are susceptible to
falsification because they are externally visible [12]. For example, fingerprints [11] can be
lifted from objects that individuals touch, facial images can be extracted from social media
and used to fool Facial Recognition Systems (FRS) [10], and voice authentication [13] can
be spoofed using machine learning-based text-to-speech models [14]. These weaknesses
pose serious security concerns, as attackers can exploit them to gain unauthorized access to
sensitive systems.

To address these limitations of biometric-based authentication, researchers have
increasingly explored the use of biopotential signals such as Electroencephalogram
(EEG), Electromyogram (EMG), and Electrocardiogram (ECG) for user authentication.
Among these, EEG-based brain wave signals [15,16] have emerged as one of the most
promising biometric modalities due to their uniqueness, inherent difficulty in replication,
and resistance to traditional spoofing techniques [17,18].

EEG signals, a type of behavioral biometric trait, measure the brain’s ionic potentials
through scalp electrodes that are in direct physical contact with the scalp for signal acquisi-
tion. This significantly reduces the possibility of remote acquisition, unauthorized access,
or biometric data theft. These EEG signals are unique to each individual, and are strongly
influenced by an individual’s cognitive state, emotions, and mental activity, making it
considerably more difficult for attackers to fabricate or replicate valid EEG patterns. They
can only be obtained from a live person [4]. No two individuals possess identical EEG pat-
terns [19,20], and even the same individual’s signals may vary under different acquisition
conditions. These intrinsic characteristics make EEG-based user authentication methods
more resistant to presentation attacks [21], as EEG signals are generally harder to fake
compared to conventional biometric modalities. These EEG signals offer high temporal
resolution [22] but relatively poor spatial resolution, meaning that the timing of brain
activity can be accurately detected while the precise source location remains difficult to
determine. Additionally, EEG signals are influenced by factors such as health and age [23].

Due to these inherent security advantages, EEG-based authentication has attracted
increasing research attention in recent years [2,24]. In addition to security-related aspects,
recent studies have also investigated challenges associated with cross-session variability,
robustness, and practical real-world deployment of EEG-based authentication systems.
A typical illustration of EEG signals acquired for an individual user across different fre-
quency bands is shown in Figure 1.
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Figure 1. Illustrating the dominant bands of frequencies (Delta, Theta, Alpha, Beta, and Gamma) and
amplitudes (5-100 uV) of EEG waveforms in the different regions of the brain, presenting the mental
behavior of the person.

Evolution in EEG for Biometrics

Employment of brain wave signals for biometric authentication has progressed steadily
since the early 20th century, evolving from basic neurological research into a viable method
for secure identity authentication. The foundation was laid in 1924 when Hans Berger
recorded and identified distinct brain waveforms, such as alpha and beta rhythms, marking
the birth of electroencephalography (EEG) as a tool for studying human brain patterns [25].
During these early years, EEG was primarily used for clinical and neurological studies,
with no consideration given to employing it as a biometric trait. However, theoretical
findings about the uniqueness of EEG patterns gradually encouraged researchers to explore
brain signals as potential biometric modalities by the 1980s and 1990s [26-28].

In the early 2000s, EEG-based user authentication was first demonstrated using mental
tasks, and researchers began extracting features such as power spectral density (PSD)
and autoregressive (AR) coefficients [29,30], opening broader possibilities for EEG-based
identity authentication. Between 2007 and 2010, various studies began leveraging Event-
related Potentials (ERPs), particularly Visual Evoked Potentials (VEPs) and mental imagery
tasks, to enhance the reliability of authentication [20,30].

From 2010 to 2015, advances in signal processing enabled more accurate user differen-
tiation, with the adoption of wavelet transforms, autoregressive models, and classification
algorithms such as Support Vector Machines (SVM) and Linear Discriminant Analysis
(LDA). With the promising results obtained using ERPs, researchers increasingly expanded
their focus to ERP-based biometric systems, even exploring EEG recordings during sleep to
identify stable and distinctive biometric patterns [22,31].

The period from 2015 to 2020 marked a significant surge in cognitive biometrics,
where task-induced EEG responses such as P300, SSVEP, and Auditory Evoked Potentials
were increasingly leveraged to enhance system robustness [32]. This phase also coincided
with the rise of portable consumer-grade EEG headsets, which broadened experimental
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accessibility and practical deployment. Post-2020, research shifted toward deep learning
approaches, employing Convolutional Neural Networks (CNNs), Recurrent Neural Net-
works (RNNSs), and autoencoders to learn subject-specific representations directly from
raw EEG signals [33]. Recent studies have demonstrated the effectiveness of Generative
Adversarial Network (GAN)-based frameworks in generating realistic EEG patterns that
preserve class discriminative features, facilitating the generation of synthetic EEG data
to enhance generalization of the model [34]. Furthermore, multimodal EEG biometric
systems are gaining increasing attention in very recent years for their ability to enhance
authentication accuracy by combining EEG signals with other physiological or behavioral
traits [34]. The research progress of EEG from its clinical inception in 1924 to its current
role in biometric systems is illustrated in Figure 2.

+ Theoretical EEG + Surgein « Enhanced
findings of * authentication Cognitive generalization with
uniqueness of using mental biometrics GANs for synthetic
brain signals imagery and utilizing P300, EEG data
+ Early ideas of visual evoked SSVEP, AEP generation
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and beta rhythms extraction EEG explored for LSTM, and
methods biometric pattern autoencoders

Figure 2. The progress of EEG from its inception in 1924 to date and the emergence of EEG for
biometrics.

To provide an overview of the research findings published in EEG biometrics, we
categorized the selected papers by publication type and grouped them across different
time spans. The resulting distribution is presented in Figure 3. As seen in Figure 3,
the early phase of EEG biometrics research (before 2010) was characterized by a relatively
small number of contributions, primarily in book chapters and other EEG-related studies.
From 2016 onwards, there has been a notable rise in journal publications, along with
a parallel increase in other EEG-based works. This trend within the surveyed papers
highlights a growing research interest and reflects the consolidation of EEG biometrics as a
recognized field in the broader domain of biometric authentication.
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Figure 3. Distribution of the EEG biometrics publications included in this survey, categorized by type
(journals, conferences, books, and other EEG-based works) over different time periods.
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Although EEG holds significant promise for user authentication, its widespread adop-
tion remains limited due to technological constraints, high costs, and inherent signal
variability. Consequently, this behavioral biometric modality still lacks extensive research,
underscoring the need for comprehensive and up-to-date survey studies. Existing survey
papers generally discuss the core components of EEG-based biometric systems, including
data acquisition practices, publicly available datasets, preprocessing techniques, feature
extraction methods, and classification approaches. They further address experimental
protocols, EEG-based cryptographic frameworks, authentication methodologies, and chal-
lenges such as noise sensitivity and signal variability. However, earlier reviews often do not
examine these aspects with sufficient depth and breadth [15,16,29,32,35]. A comparative
study of previous survey papers, presented in Table 1, highlights their coverage relative to
the present survey.

Motivated by these gaps, we present a comprehensive survey of EEG biometrics,
encompassing electrode systems, EEG acquisition devices, public and proprietary datasets,
and data acquisition protocols. The survey critically discusses the strengths, limitations,
robustness, and interpretability of different preprocessing, feature extraction, and classifier
techniques with their analytical comparison. Furthermore, the evaluation metrics and
issues related to EEG biometric security, cross-session variability, benchmarking inconsis-
tencies across datasets and evaluation protocols, and practical deployment challenges are
comprehensively discussed to provide deeper scientific insight into the current state of
EEG-based authentication systems.

Table 1. Shows the coverage of earlier research content covered by different EEG-based biometric
survey papers.

Q. Guietal. A.Bidgoly etal. S.Zhangetal. T. Shams etal. C. Fidas et al.

Description 2019 [29] 2020 [15] 2021 [32] 2022 [35] 2023 [16] Our Article
Survey coverage 2007-2017 2015-2020 2012-2021 2000-2022 1998-2022 1990-2026
History of EEG biometrics X X X X X Vv
Elaborate EEG devices X X X X X 4
EEG electrodes description X X X X X V4
Electrode standards X X x X X V4
Extensive focus on EEG database Public Public X X X Public & proprietary
Detailed data acquisition protocols X v 4 X Vv VA

Full coverage preprocessing techniques v X V4 X X 4
Exhaustive feature extraction methods v Vv V4 X X Vv
Extensive classification approaches X Vv 4 Vv X Vv
Extensive study on evaluation matrix X X x X X Vv
Recent challenges X X X X X 4
Future works and considerations X X 4 Vv v V4

To ensure a systematic and transparent review process, a PRISMA-inspired methodol-
ogy was adopted for the identification, screening, eligibility assessment, and inclusion of rel-
evant studies related to EEG-based biometric authentication. Research articles (total 1685)
were collected from three scholarly databases: Google Scholar (497 papers), IEEE Xplore
(1099 papers), and ScienceDirect (89 papers), using predefined search keywords such as
“EEG”, “biometrics”, “Electroencephalography”, “ Authentication”, “Recognition”, “Verifi-
cation”, “Identification”, “EEG authentication”, and “EEG-based user authentication”.

Duplicate records retrieved from multiple databases were removed during the screen-
ing process, resulting in 1433 unique papers. Subsequently, studies unrelated to biometric
authentication were excluded through title and abstract screening, resulting in a final set of
394 papers for further analysis. After full-text screening, a final set of 263 papers on EEG
biometrics was available. The overall literature selection and filtering procedure employed
in this survey is illustrated in Figure 4.

https://doi.org/10.3390/s26134045


https://doi.org/10.3390/s26134045

Sensors 2026, 26, 4045

6 of 65

T Search the following databases between
9 1920-2026
= - Keywords used
£ IEEE Xplore:1099 "EEG", "biometrics",
;C: Google Scholar: 497 "Electroencephalography”,
= ScienceDirect:89 "Authentication”, "Recognition”,
- Total=1685 "Verification", 'ldentification”, "EEG
_ J/ authentication", and "EEG-based
- user authentication"
% Records after duplicates removed
g Total=1433
- !
Records available zlafter excluding papers Studies included in review
based and title and abstract Total=263
Total= 394 }

Eligibility Included

Figure 4. PRISMA flow diagram showing the literature selection and screening process employed in

this survey.

In this work, EEG-based biometric authentication is addressed in both verification
(1:1 matching) and identification (1:N matching) settings, where a claimed identity is
either accepted or rejected in verification, and the most likely identity is determined in
identification. We summarize the major contributions of this survey article as follows:

e It provides a comprehensive and analytical review of EEG biometric systems, cov-
ering EEG devices, electrode technologies, data acquisition protocols, preprocessing
techniques, feature extraction methods, and classification approaches, together with a
critical comparison of their strengths, limitations, robustness, interpretability, and de-
ployment feasibility.

e It presents a comprehensive survey of state-of-the-art EEG biometric authentication
research published from 1924 to 2026, including a historical analysis of the evolution
from early EEG recording technology to modern EEG-based biometric systems.

* It provides an extensive review of publicly available and proprietary EEG datasets,
together with discussions on experimental design considerations and data acquisition
methodologies used in biometric authentication studies.

* It offers a comprehensive analysis of evaluation protocols and performance assessment
methodologies, including identification and verification frameworks, performance
metrics, benchmarking challenges, and the need for standardized evaluation practices
for fair comparison across studies.

¢ It examines emerging challenges and future research directions in EEG biometrics,
including biometric security, cross-session robustness, demographic and physiological
variability, practical deployment constraints, privacy and ethical concerns, explainable
Al multimodal biometrics, and BCI integration.

The rest of the paper is organized as follows: Section 2 presents the details on the EEG
biometric system with a brief description of the enrollment and probe process employed
in user authentication. Section 3 details the characteristic properties of brain wave signals
and different bands of frequencies generated due to the brain activity. Section 4 categorizes
electrode systems based on types of electrodes, and discusses the electrode placement stan-
dards that vary from low-density configurations to ultra-high-density layouts. Section 5
discusses the different types of EEG data acquisition paradigms employed for collecting
brain signals under different stimulation conditions. Section 6 summarizes the publicly
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available and proprietary EEG database for biometric research. Section 7 presents the
detailed preprocessing methods employed so far in the literature. Section 8 introduces the
time-domain, frequency-domain, time-frequency, and deep features extraction method-
ologies. Further, Section 9 describe the different classification methods, such as similarity,
handcrafted, shallow networks, and deep learning networks for EEG-based user authenti-
cations. Towards the end, Sections 10-13 present the experimental evaluation protocols,
performance metrics, recent challenges, future works, and concluding remarks.

2. EEG Biometric System

EEG biometrics uses electrical signals recorded based on the mental activity of the brain
for authentication. Like any other biometric system, the EEG biometric system consists
of four basic steps, which are EEG signal acquisition, preprocessing, feature extraction,
and classification, as shown in Figure 5. A brief description about each step in the EEG
biometric system is provided in this section.
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Figure 5. A generalized EEG-based biometric system operates through two fundamental phases: an
Enrollment phase, where individual EEG signatures are captured and modeled, and a Probe phase,
where incoming EEG data are verified against the stored templates.

EEG Data Acquisition is the first step in which the subjects perform the task or view
a stimulation using a computer display, and the acquisition is performed using an EEG
device (Table 5 shows different EEG devices and their details are discussed in Section 4).
Normally, data acquisition is carried out in a controlled room with few disturbances,
and the subjects are asked to sit in the resting position and avoid unnecessary movements.
After the subject is in a relaxed position, the electrode cap is placed on the subject’s head,
and brain signals are acquired using suitable EEG recorders. The stimulation shown to the
subjects to generate cognitive brain wave signals is mainly based on the resting state [4,36],
Event-Related Potential [17,37-39], and mental activities [24,40]. To acquire proper brain
activity and to attain optimal EEG signals, the subjects are recommended to get adequate
sleep, avoid stress, and avoid strenuous physical activity prior to the data acquisition.

Preprocessing is the second step after data acquisition, which converts EEG signals into
a suitable format for further analysis. The EEG signals acquired from the brain are not very
accurate; a lot of spatial information gets lost, and these signals might contain artifacts
due to eye blinking [41], muscle movement [40], etc. Preprocessing involves cleaning the
data, removing unwanted spikes, filtering the data by applying suitable spatio-temporal
filters [39,42], reducing the size of the data [43], etc. There is no universally adopted EEG
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preprocessing pipeline, which gives researchers the freedom to choose how they want to
visualize and transform their acquired raw EEG signals. One of the notable tools available
to preprocess the brain signals is the EEGlab [17,38,40].

Feature Extraction is applied on the preprocessed signals to leverage the most dis-
criminating characteristic features of brain signals. Feature extraction helps transform
these raw signals into a simplified and structured form that captures the most relevant
information about brain activity and enables effective classification. Feature extraction
can be performed using various methods such as time domain [4], frequency domain [44],
time-frequency domain [45], and deep features [46]. Some of the commonly used feature
extraction techniques on EEG signals are Power Spectral Density(PSD) [47], Fast Fourier
Transforms (FFT) [48,49], and Wavelet Transform [45].

Classification is the final stage of the EEG-based authentication system. Once the EEG
signals are preprocessed and the desired features are extracted, these signals are then pro-
cessed to train the classifier model. The classifiers, which are based on conventional meth-
ods such as Support Vector Machine (SVM) [17], Decision Tree, and Random Forest [15],
were employed in the earlier studies. Further, deep learning methods such as CNN [50] and
LSTM [51] have gained prominence for their ability to automatically extract and learn hier-
archical features from raw EEG signals, leading to enhanced authentication performance.

These four basic steps of biometric systems are employed in two phases: Enrollment
and Probe. During the Enrollment phase, the EEG signals acquired from multiple subjects
undergo preprocessing, followed by feature extraction. A Machine Learning (ML) model
or a Deep Learning (DL) classifier model is then trained to learn unique patterns from the
extracted EEG features to ensure that the system recognizes and differentiates between
the individuals. The trained model then generates a fixed-length feature vector for each
subject, which is saved in a secure database template. During the Probe phase, the new EEG
signal of the subjects is processed through the same pipeline and then compared with the
database template to verify the user’s identity. An illustration of the Enrollment and Probe
phases is provided in Figure 5.

3. Characteristic Properties of Brain Waves

The human brain is a highly complex and dynamic organ that generates brain wave
signals, reflecting various cognitive abilities due to its unique neural connectivity across
different functional regions [52,53]. As a result, the neuronal signals produced in response
to external stimuli vary across individuals, making EEG signals distinctive for each person.
However, for the same individual under identical external stimulations, brain wave signals
tend to remain relatively stable over a time [54].

The brain wave signals are generated from three different parts of the brain [55]:
cerebrum, cerebellum, and brainstem. The cerebrum (or cerebral cortex) is responsible for
initiating and coordinating movements, regulating temperature, enabling speech, judg-
ment, thinking, reasoning, vision, hearing, touch, and other senses [56]. It comprises four
main regions, namely, the frontal, temporal, parietal, and occipital lobes, which perform its
responsibilities that are highlighted in Table 2. In EEG terminology, an additional central
region (e.g., electrodes C1, Cz, and C2) is often distinguished functionally between the
frontal and parietal lobes, corresponding to the sensorimotor cortex responsible for move-
ment and touch perception, which is also summarized in the Table 2. The cerebellum, which
is the size of a fist, is located at the back of the head, below the temporal and occipital
lobes, and above the brainstem. Its functions include the coordination of voluntary muscle
movements, posture, balance, and equilibrium maintenance [57-59]. The brainstem connects
the cerebrum with the spinal cord, and facilitates functions such as hearing and movement
in calculating responses and environmental changes, tear production, chewing, blinking,

https://doi.org/10.3390/s26134045


https://doi.org/10.3390/s26134045

Sensors 2026, 26, 4045

9 of 65

facial expression, and bodily activities [60]. Although the cerebellum and brainstem are
responsible for numerous essential neural functions, they do not meaningfully contribute
to scalp EEG recordings. This is because EEG primarily captures synchronous postsynaptic
activity of large populations of cortical pyramidal neurons near the cortical surface; deep
structures such as the cerebellum and brainstem are farther from the electrodes, tend to
produce less synchronous activity, and their electrical fields are strongly attenuated and
spatially smeared by the cerebrospinal fluid, skull, and scalp [61]. A summary of all the
parts of the brain discussed above is provided in Table 2, with the electrodes placed to
acquire these signals displayed in Figure 6. The electrode placement shown in the figure is
based on the 10-20 international system which will be discussed in detail in Section 4.2.

Table 2. Functions of different parts and subparts of the brain along with their EEG channels
(1020 system).

Brain Parts Subpart Functions Channels
Frontal lobe Movement, behavior, problem solving, speech Fpl, Fp2, F7, F3, Fz, F4, F8
Temporal lobe Hearing, emotions, memory, language T3, T4, T5, T6, Al, A2
Cerebrum Parietal lobe Intelligence, language, sensation, reasoning P3, Pz, P4
Occipital lobe Sight, visual reception 01,02
Central region Voluntary movement and coordination C3,Cz,C4
Cerebellum — Balance and muscle control Not commonly measured in EEG
Midbrain Controls eye movement, motor control, visual and auditory processes Not commonly measured in EEG
Brainstem Pons Controls facial movements, chewing and balance, regulates breathing ~ Not commonly measured in EEG
Medulla Oblongata Controls heart rate, blood pressure, and breathing, regulates reflexes Not commonly measured in EEG

like coughing, swallowing, and sneezing

Temporal Frontal Parietal Occipital

Attention Nasion Judgement, restrain of impulses
Motor Planning
Verbal Expression

Motor Planning

Emotional Expression, Anger, joy, happiness

Sensorimotor Integration(Right) Sensorimotor integration(left)Upper

arms/hands & Extremities

Verbal and visual memory £ |
motional memory

Preferences likes/dislikes

Emotional Understanding, motivation

Verbal understanding
Cognitive Processing, non-verbal reasoning,

math word problems, spatial-temporal

Cognitive Processing, verbal reasoning, information

spatial-temporal information Cognitive Processing

Visual Processing

Figure 6. Anatomical placement and functions of each electrode in different regions of the brain in
the EEG system based on the international 1020 system.

The characteristic signals generated by different regions of the brain are primarily
dependent on neural activity, which is influenced by various factors such as external stimuli,
mental state, emotional states, and stress levels [62]. Electrodes used in electroencephalog-
raphy (EEG) measure the electrical activity resulting from the combined excitatory and
inhibitory postsynaptic potentials of large groups of neurons firing synchronously. It is
important to note that EEG does not capture the activity of single neurons, but rather
reflects the aggregate neural activity, which manifests as oscillating electrical voltages in
the microvolt range [63]. These neural oscillations give rise to voltage fluctuations across
different points on the scalp, producing varying electrical potentials. The amplitude of
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these EEG signals typically ranges from 5 to 100 1V, and the frequency spectrum extends
from 0.5 Hz to 40 Hz (Figure 1). This broad frequency band, corresponding to distinct phys-
iological and cognitive states ranging from deep sleep to high-level cognitive processing, is
conventionally categorized into five distinct types of brain waves:

*  Gamma (30 Hz and above)—Associated with cognitive processing and problem solving.

*  Beta (13-30 Hz)—Linked to active thinking, focus, and alertness.

¢ Alpha (8-12 Hz)—Present during relaxation and calmness, eyes-closed resting condition.

*  Theta (4-8 Hz)—Related to drowsiness, deep relaxation, and meditation.

*  Delta (0.5-4 Hz)—Dominant during deep sleep, unconscious state, and deep restora-
tive processes

Each of these waveforms is associated with specific cognitive and behavioral states.
For instance, beta waves are dominant during active thinking and focus, while alpha waves
emerge during relaxed wakefulness. These frequency bands form the foundation for EEG
signal analysis in neuroscience, cognitive science, and EEG-based biometric authentication
systems. The dominance of these waves varies depending on the task being performed and
the corresponding active brain regions, as summarized in Table 3.

Table 3. Brain wave characteristics, associated mental states, active brain regions, and observation in
different age groups.

Brain Wave Frequency Amplitude Mind State Active Brain Regions Observed in

Range (nVv)
Delta () 0.5-4Hz 20-200 Deep sleep, unconscious state, and deep restorative processes Neocortex Infants, sleeping adults
Theta (6) 4-8Hz 20-100 Dreams, creativity, meditation, reduced consciousness Temporal lobes Children, drowsy adults
Alpha («) 8-12Hz 20-60 Relaxed mental and physical state, eyes-closed resting condition ~ Occipital lobe Awake adults
Beta (B) 12-30 Hz 5-20 Alertness, active thinking, strong engagement Frontal lobe Older children, adults
Gamma (v) 30-100 Hz <10 Problem-solving, cognitive processing, heightened perception Temporoparietal region ~ Adults

4. Electrode Systems

The brain wave signals are acquired by placing low-impedance electrode systems on
the scalp of the brain to acquire the electrical signals generated due to brain activity [64].
Electrodes are small metal discs having thin wires attached to acquire the ionic current flow
due to the activities in the brain cells. There are different types of electrodes, and according
to the standards, the placement of electrodes is done on the scalp to acquire the signals.

4.1. Categories of Electrodes

There are mainly three different categories of electrodes used in the EEG system,
and they are based on hydration, material, and functionality. Table 4 presents a summary
of the different categories of EEG electrodes, providing information on their types, lifespan,
signal quality, impedance levels, and skin preparation.

4.1.1. Based on Hydration Mechanism

EEG electrodes can be classified based on their hydration method, adapted to en-
sure adequate ionic conductivity through the skin—electrode interface [65-67]. They are
grouped into wet [24,68], dry [50], and semi-dry electrodes [69]. Each type has its merits
and demerits.

Wet electrodes use the electrolyte as a medium, typically based on conductive gel,
paste or saline to reduce skin—electrode impedance. They offer excellent signal quality,
low contact impedance and are considered to be a gold standard for stable signal record-
ing. However, their preparation is time-intensive and the electrolytic gel dries over time
requiring reapplication of gel, which causes discomfort for long-term use [24,68].
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Table 4. A summary of different types of EEG electrodes available based on hydration, placement,
attachment, material, and functionality. It also provides information on their types, lifespan, signal
quality, impedance levels, and skin preparation.

Category Electrode Types Signal Quality = Impedance Skin Preparation Typical Lifespan
Wet Electrodes Excellent Low (~5-10kQ) Requires cleaning & gel 6 months-2 years

Based on Hydration Dry Electrodes Moderate Medium (~30-100 k) g/;ier;isrll’l\rael)(may need slight 25 years
Semi-Dry Electrodes Good Low (~10-30kQ2) Minimal (saline or water-based) 1-3 years

Silver/Silver Chloride (Ag/AgCl)  Excellent Low (~5-10kQ))

Requires mild abrasion for 6 months-2 years

best signal

Gold Electrodes High Low (~10-20 k() Minimal cleaning required 5-10 years
Based on Material Platinum Electrodes Best Very Low (~1-5k(2) None (implanted) 10+ years

Tin Electrodes Moderate High (~20-50 k()) Requires abrasion & gel 1-2years

Conductive Polymer Electrodes Moderate Medium (~30-100 k) No abrasion needed 3-5years

Carbon-Based (Graphene, CNT) Excellent Very Low (~1-10k()) No abrasion needed 5+ years

Passive Electrodes High Low (~5-10kQ) Requires gel & cleaning 1-3 years
Based on Functionality ~ Active Electrodes Best Very High (~20-100kQ2) ~ Minimal 3-5years

Hybrid Electrodes High Low (~5-10kQ2) Minimal 3-5years

Dry electrodes, as the name suggests, do not require any conductive gel or liquid and
rely on direct contact between conductive materials and the scalp. Their performance
depends heavily on mechanical design. Usually, they are available in two designs: rigid
pin-type and flexible polymer electrodes. Rigid pin-type electrodes penetrate the hair better,
while flexible polymer electrodes are soft and enhance comfort. However, they generally
exhibit higher impedance, motion sensitivity, and lower Signal-to-Noise Ratio (SNR) than
wet electrodes [50].

Semi-dry electrodes offer a balance between wet and dry electrodes. They use a very
small amount of liquid or electrolyte stored within the absorbent sponges, that slowly
release moisture. They are designed to reduce impedance without needing reapplication of
gel. However, managing consistent hydration levels and ensuring re-usability remains a
technical challenges [69].

From a biometric authentication perspective, wet electrodes generally achieve the
highest recognition accuracy due to their superior signal stability and low impedance,
particularly in controlled laboratory environments. However, their long preparation time
and poor user convenience significantly limit scalability and real-world adoption. Dry
electrodes, although more practical for wearable and mobile authentication systems, often
experience performance degradation under motion artifacts, hair interference, and pro-
longed recordings. Semi-dry electrodes have recently emerged as a promising compromise
by balancing signal quality and usability, making them increasingly attractive for practical
EEG biometric systems. These trends suggest that electrode selection in EEG biometrics
involves a trade-off between acquisition quality, user comfort, and deployment feasibility
rather than a universally optimal solution.

4.1.2. Based on Electrode Materials

EEG electrodes are classified based on the material used in their construction, which
affects signal quality, durability, and biocompatibility. Among metallic electrodes, sil-
ver/silver chloride (Ag/AgCl) [17] electrodes are the most commonly used in EEG biomet-
rics due to their low impedance, stable signal transmission, and corrosion resistance [70].
They are suitable for wet electrodes in long-term recordings. Gold electrodes, on the other
hand, offer excellent conductivity and good signal quality but are expensive to use for
data acquisition [71]. Tin electrodes provide a low-cost alternative but are more prone
to oxidation and exhibit comparatively higher impedance, which may affect long-term
reliability. Further, polymer-based electrodes provide flexibility and biocompatibility, while
carbon-based electrodes, due to the material property, provide skin-friendly electrodes with
improved comfort and reduced motion artifacts. Although, the choice of material depends
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on factors such as signal clarity, cost, and comfort, tailored to specific EEG applications,
Ag/AgCl electrodes remain the preferred choice for high-accuracy compared to other
electrodes [72] because of their stable electrochemical properties and reliable long-term
recordings. Although gold and platinum electrodes provide excellent conductivity and
durability, their high cost limits widespread deployment in consumer-oriented systems.
In contrast, conductive polymer and carbon-based electrodes improve flexibility and com-
fort, particularly for wearable EEG systems, but their long-term signal consistency and
robustness under varying environmental conditions remain active research challenges.
These observations highlight the growing emphasis on balancing signal fidelity with com-
fort and portability in modern EEG biometric acquisition systems.

4.1.3. Based on Functionality

Electrodes in EEG-based biometric systems can be classified according to their func-
tionality into active, passive, hybrid, reference, and ground electrodes. Among these,
active, passive, and hybrid electrodes are most relevant and are therefore included in the
comparison Table 4. Active electrodes contain a built-in preamplifier near the electrode site
and require a power source for the amplification circuit. By reducing noise and interference
at the point of acquisition, they enhance the Signal-to-Noise Ratio and provide more stable
recordings even under variable skin—electrode contact. Since they can be implemented
with dry, semi-dry, or minimal gel designs, active electrodes are particularly well suited for
biometric-related applications, where reduced setup time, user comfort, and robustness
against motion artifacts are crucial [73].

Passive electrodes, in contrast, do not include built-in amplification and instead transmit
raw signals to an external amplifier. They typically require conductive gel or paste to lower
skin—electrode impedance and, although more affordable and widely used in clinical EEG,
diagnostics, and sleep studies, their higher susceptibility to noise and greater preparation
time limit their direct applicability in real-world biometric systems [74,75].

Hybrid electrodes represent a functional integration of both active and passive or wet and
dry designs, aiming to combine their advantages while mitigating individual drawbacks.
For example, semi-dry electrodes that incorporate small electrolyte reservoirs or conductive
polymer-based layers can deliver signal quality close to wet electrodes while offering the
usability of dry electrodes. Such hybrid solutions are gaining attention in EEG biometrics,
as they provide a balance between accuracy, comfort, and long-term wearability, making
them well suited for portable and user-friendly authentication devices [76-78].

Reference and ground electrodes [17] are also integral parts of an EEG system, serving
as baseline and stabilization points, respectively; however, they are not included in the
comparison table since their role is supportive rather than directly influencing performance
factors such as lifespan, signal quality, or user comfort.

Generally, active and hybrid electrode systems are increasingly favored in EEG bio-
metrics because they provide improved robustness against motion artifacts and impedance
variability, which are critical for real-world authentication scenarios. Passive electrodes
remain effective in controlled laboratory studies but often require extensive preparation
and stable acquisition conditions. Consequently, recent EEG biometric research increasingly
focuses on portable active and hybrid electrode configurations that can maintain acceptable
authentication performance while improving usability and reducing setup complexity.

A summary of all the different types of electrodes based on hydration, material, and func-
tionality is presented in Table 4. A comparison of signal type, impedence, skin preparation,
and lifespan is provided in the table.
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4.2. Electrode Placement Standards

EEG-based biometric authentication identifies individuals using unique brain wave
patterns, with electrode placement playing a key role in signal quality and resolution.
While early neurophysiological recordings began in 1875 on animals [79], human EEG was
first recorded in 1924 using silver foil electrodes [25]. To standardize acquisition, the 10-20
system was first introduced in 1947 [80], involving placing electrodes proportionally based
on four anatomical landmarks: the nasion, inion, and the left and right pre-auricular points,
ensuring standardized spatial mapping of EEG sensors. This standardized layout is crucial
in biometric systems for ensuring reproducible and reliable signal capture. Since then, dif-
ferent systems have developed that vary from low-density configurations (10-20 systems)
to ultra-high-density layouts (5% system) [81].

The International 10-20 System is the most commonly used EEG electrode placement
system, comprising around 21 to 32 electrodes spaced at 10% or 20% intervals. A typical
international 10-20 system for the placement of electrodes is shown in Figure 6. Electrodes
are labeled based on brain lobes, ‘F’ for frontal, ‘C” for central, ‘P’ for parietal, ‘O’ for
occipital and numbered according to their position on the left (odd), right (even), or midline
(z) of the scalp. Due to its simplicity and standardized layout, it is commonly used in
early-stage EEG biometric studies [81]. However, it offers limited spatial resolution and
may fail to capture finer-grained neural activity patterns required for more sophisticated
authentication systems.

The 10-10 system extends the 10-20 layout by placing electrodes at 10% intervals,
resulting in around 64 electrode for enhanced spatial resolution. This denser configura-
tion is well suited for EEG biometric studies employing deep learning approaches, as it
enables the extraction of rich spatio-temporal features. Tasks like motor imagery and Rapid
Serial Visual Presentation (RSVP) particularly benefit from the increased coverage. How-
ever, the system’s longer setup time limits its practicality for real-time or consumer-grade
applications [82].

The 10-5 system provides high spatial resolution with up to 128 electrodes placed
at 5% intervals. This dense configuration enables the capture of detailed neural patterns,
enhancing classification accuracy and supporting deep learning models for biometrics.
However, its complex setup, hardware demands, and high computational cost limit its use
to laboratory-based studies rather than real-world deployments [83,84].

The 5% system uses ultra-high-density arrays with 256 or more electrodes, offering
exceptional spatial resolution utilized in high-precision biometric analysis [85]. It enables
detailed feature extraction and supports deep neural networks capable of identifying subtle
neural patterns. However, its high cost, complex setup, and sensitivity to noise make it
impractical for real-world authentication. Instead, it is primarily used in research to explore
the upper performance limits of EEG-based biometric systems [86].

4.3. EEG Acquisition Devices

A wide range of EEG devices is available for recording brain activity, and selecting
an appropriate device is particularly crucial when designing EEG-based biometric au-
thentication systems. Since the electrical potentials generated by neuronal activity are
extremely weak, typically in the range of microvolts, an ideal EEG system must not only
amplify these low-amplitude signals effectively but also minimize noise, motion artifacts,
and environmental interference. The overall reliability, stability, and quality of the acquired
EEG data depend heavily on the hardware configuration, electrode quality, number of
channels, sampling rate, and onboard signal processing capabilities of the chosen device.
Broadly, EEG systems can be categorized into research-grade and consumer-grade devices
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based on their intended use, channel density, hardware precision, flexibility, portability,
and cost [87].

Research-grade EEG devices, such as those manufactured by Brain Products [17], Neu-
roscan [38], ANT Neuro [38], and g.tec [71], are engineered for high-fidelity neurophysio-
logical recording. They typically provide 32 to 256 channels with high sampling frequencies,
low-noise amplifiers, stable impedance management, and full compatibility with standard-
ized electrode montages (10-20, 10-10, and 5-5 systems). Such devices support config-
uration of reference schemes, real-time impedance monitoring, multimodal integrations
(e.g., EMG, ECG, eye-tracking), and are versatile enough to support clinical diagnostics,
cognitive neuroscience experiments, BCI research, and high-precision biometric inves-
tigations [88]. Their ability to capture subtle spatio-temporal neural signatures makes
them particularly suitable for exploring the upper performance limits of EEG biometrics,
especially in controlled laboratory environments. Despite their superior signal quality
and spatial resolution, research-grade EEG systems present several practical limitations
for biometric deployment. High equipment cost, lengthy setup procedures, the need for
trained operators, and reduced portability can limit their applicability in everyday authen-
tication scenarios. Furthermore, studies have shown that increasing channel density does
not necessarily result in proportional improvements in biometric performance, suggesting
that carefully selected electrode subsets may provide a more favorable balance between
accuracy and usability.

In contrast, consumer-grade EEG devices, including Emotiv systems [5,89], NeuroSky
headsets [38], and OpenBClI platforms [50], are designed with priorities such as portability,
low cost, minimal setup time, and user comfort. These devices generally provide fewer
channels (1-32 channels) and may exhibit higher levels of noise and lower sampling rates
compared to research-grade systems. Despite these limitations, their increasing signal
quality, wireless connectivity, dry or semi-dry electrode options, and open-source software
support have made them highly appealing for real-world and practical EEG biometric
authentication applications. Recent studies indicate that consumer-grade EEG systems,
when combined with robust preprocessing and deep learning techniques, can deliver
competitive authentication performance in practical, mobile, and short-duration usage
scenarios [90]. Another important consideration is electrode technology. Research-grade
systems predominantly employ wet electrodes, which generally provide lower electrode—
skin impedance and higher signal quality but require conductive gel and longer preparation
times. In contrast, many consumer-grade devices utilize dry or semi-dry electrodes to
improve user comfort and reduce setup complexity. While these electrode technologies
enhance practicality, they may be more susceptible to motion artifacts and variations in
contact quality. Consequently, selecting an EEG acquisition device for biometric authentica-
tion involves balancing signal fidelity, user convenience, acquisition time, portability, and
deployment cost.

Table 5 presents a comparison of representative EEG devices based on research-grade
and consumer-grade, summarizing their specifications, advantages, and limitations, while
Figure 7 illustrates visual examples of both consumer and research-grade EEG hardware.
This comparison highlights the trade-offs between signal quality, usability, and applica-
bility, providing insight into selecting the most suitable device for EEG-based biometric
authentication research.
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Table 5. Summary ] of EEG devices under two categories (research grade and consumer grade) that
provides description of devices, channels, sampling rate, standard electrode system, advantages,
and disadvantages.

Device Name Description Advantages Disadvantages

64 channels, 160 Hz
sampling rate, international
10-10 system

Category

Flexible and customizable,
compatible with many EEG
amplifiers

High-resolution data

BCI2000
Instrumentation [24,36,47]

Steep learning curve,
requires advanced setup

Research-Grade

BrainAmp DC Amplifier
(BrainProducts, Germany)
[17,46]

Cognionics HD72 Dry EEG
System [50]

Galileo BE Light
Amplifier [37]

g.USBamp Amplifier (g.tec)
[3,41,71]

Neuroscan NuAmps [38]

Neuroscan SynAmps [38,54]

32 channels, 500 Hz
sampling rate, international
10-10 system

46 channels, 250 Hz
sampling rate, international
10-10 system

19 channels, 256 Hz
sampling rate, 10-20 system

2/16 channels, 250/256 Hz
sampling rate, international
10-20 system

40 channels, 1000 Hz
sampling rate, 10-20
international system

64 channels, 1000 Hz
sampling rate, 10-20
international system

acquisition, supports up to
256 channels, excellent noise
filtering

Dry electrodes (no gel
needed), high-density
system, portable

High signal resolution,
supports real-time
processing, ideal for research
labs

High signal resolution,
real-time data processing

High-resolution EEG signals,
supports multiple electrode
types, good for biometrics
Supports high-density EEG
recording, low-noise system,
ideal for biometric

Expensive, requires
conductive gel

More susceptible to motion
artifacts than wet electrodes

Expensive, requires
professional setup

High cost, requires trained
users

Requires gel-based
electrodes, expensive

Expensive, requires technical
expertise

authentication
. 14 channels, 128 Hz High signal quality, Lower signal quality,
I]?Ir:;c’{ls‘;tE [g(])ﬁ— EEG sampling rate, 10-20 affordable, wireless, easy to ~ uncomfortable for long
international system use sessions
Emotiv INSIGHT 5 channels, '256 Hz §ampllng Moderate signal quality, Lower accuracy and
rate, 10-20 international R . resolution due to fewer
Headset [91] wireless, fixed headbands ..
system electrodes, fit issues
Consumer-Grade i i
MindWave Mobile Smgle.channel, 512 Hz Low cost, w1reles‘s, easy to Low accuracy, not suitable
sampling rate, 10-20 use, good for basic EEG S
(NeuroSky) [4] . : . for research applications
international system analysis

MUSE 2 Headband [92]

4 channels, 256 Hz sampling
rate, 10-20 international
system

Low cost, Bluetooth 4.0
connectivity, simple setup,
good for self-help
applications

Prone to artifacts, not
suitable for longer
experimental research

( A
Brainproducts In-ear g.tec g.USBamp Neuroscan SynAmps Cognionics
L (a) Research-based EEG Systems )
e ? N
MindWave Mobile Emotiv INSIGHT headset Emotiv EPOC headset Muse 2
(b) Consumer-based EEG Systems
- J

Figure 7. An illustration of examples of different EEG-based devices: (a) Research-based EEG system;
(b) Consumer-based EEG system.
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5. Data Acquisition Protocols

For EEG acquisition, the design of the data acquisition protocol plays a pivotal role
in determining the quality, reliability, and reproducibility of the recorded brain signals.
Carefully structured data acquisition protocols are necessary to enhance the Signal-to-
Noise Ratio (SNR) and also to minimize artifacts arising from subject movement, fatigue,
or inattention. Maintaining the participant’s engagement throughout the recording session
is critical to elicit stable and repeatable neural responses, which are fundamental for
achieving consistent performance in biometric authentication.

This Section 5 presents key considerations for designing EEG data acquisition proto-
cols tailored to biometric authentication. It discusses the various types of experimental
paradigms employed to evoke discriminative brain responses and evaluates their relative
strengths and limitations within the context of EEG biometrics. The overall objective is to
provide researchers with methodological guidance for developing EEG experiments that
reliably capture distinctive and individual-specific neural patterns suitable for authentica-
tion. Commonly adopted EEG acquisition paradigms for biometric applications include
Resting State, Evoked Potential, Mental Task, Motor Execution, and Multimodal or Hybrid
paradigms. Each of these approaches is discussed in detail in the following subsections
with some illustration images shown in Figure 8. We have also shown the number of
publications for each stimulus from 1965 till the present in Figures 9 and 10.

REO

Resting state Motor Execution Motor Imagination
Target | Distractor - 1
] — 1 ~
= =
| — 1
.
| ——
RSVP SEP VEP SSVEP(Repetitive)

Figure 8. Visual representation of some data acquisition tasks employed in EEG biometric work:
Resting state, motor execution, motor imagination, Auditory Evoked Potential (AEP), Rapid Serial
Visual Presentation (RSVP), Somatosensory Evoked Potential (SEP), Visual Evoked Potential (VEP),
and Steady-State Visual Evoked Potential (SSVEP).

5.1. Resting State

The resting-state data acquisition protocol captures spontaneous brain activity when
the subject is not performing any task, typically under Resting-state Eyes Open (REO)
or Resting-State Eyes Closed (REC) conditions. It is widely used in EEG biometrics ow-
ing to its simplicity, non-intrusiveness, and minimal setup requirements [4,36,47,54,93,94].
The recorded signals, which predominantly comprise alpha, theta, beta, and gamma
oscillatory components, encode individual-specific brain dynamics valuable for user au-
thentication. Features such as power spectral density, entropy, and functional connectivity
have proven effectiveness in distinguishing individuals with high accuracy and low subject
involvement [29,90,95]. While its performance may vary with mental states and external
noise, the resting-state data acquisition protocol remains ideal for passive or continuous
biometric systems due to its ease of deployment and temporal stability.
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Years
(f) Evoked Potential (Combination of VEP+RSVEP+AEP+SEP+SSVEP)

year 1965 to present: (a) Visual Evoked Potential (VEP); (b) Rapid Serial Visual Evoked Potential

(RSVEP); (c) Auditory Evoked Potential (AEP); (d) Somatosensory Evoked Potential (SEP); (e) Steady
State Visual Evoked Potential(SSVEP) ; and (f) Evoked Potential (Combination of VEP + RSVEP +

different data acquisition tasks based on evoked potential in the previous works, starting from the
AEP + SEP + SSVEP).

Figure 10. Shows the number of research publications in the area of EEG biometrics employing five

Years
(e) Steady State Visual Evoked Potential
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5.2. Evoked Potential

Evoked Potential (EP) protocols are the brain responses recorded in response to specific
external stimuli, including visual, auditory, and somatosensory inputs. The brain’s reaction
to these stimuli is captured in the form of Event-Related Potentials (ERPs), which are
time-locked neural responses embedded in the EEG signal. These ERPs reflect sensory,
cognitive, and motor processing, and exhibit individual-specific variations in terms of
latency, amplitude, and topographical distribution, making them suitable for biometric
applications [20,96]. Based on the type of stimulus used, EP paradigms are categorized
into: Visual Evoked Potentials (VEPs), Auditory Evoked Potentials (AEPs), Steady-State
Visual Evoked Potentials (SSVEPs), Somatosensory Evoked Potentials (SEPs) [20,96,97].
These modalities offer varied cognitive load and biometric discriminability, which have
been significantly exploited for biometric user authentication.

Visual Evoked Potentials (VEPs) are a class of Event-Related Potentials (ERPs) elicited
by the brain in response to visual stimuli such as flashing lights, checkerboard patterns,
or images [17,41,46,50,98,99]. In VEP-based EEG biometric systems, subjects are presented
with controlled visual cues while their EEG is recorded [29]. These stimuli generate time-
locked, stimulus-specific responses originating primarily from the occipital and parietal
regions of the brain [99]. The resulting waveforms are highly structured and reproducible,
exhibiting individual-specific variations in parameters such as latency, amplitude, and mor-
phology [29]. The effectiveness and robustness of VEP-based systems have been well
demonstrated in earlier studies, showing stability across sessions and resilience to spoofing
attacks in EEG biometrics [29].

Steady-State Visual Evoked Potentials (SSVEPs) are a widely used type of VEP, produced
by repetitive visual stimuli flickering at constant frequencies, typically in the range of 5 Hz
to 60 Hz [100]. SSVEPs generate sinusoidal EEG responses at the stimulus frequency and
its harmonics, with individual-specific variability in amplitude, phase, and spectral content,
and these attributes are widely used for identity recognition [1,17,38]. These signals are
known for their high Signal-to-Noise Ratio (SNR) and temporal stability, contributing to
the robustness of SSVEP-based biometric systems [101].

Unlike transient VEP paradigms that are generated by isolated visual events, SSVEP
protocols rely on continuous periodic visual stimulation and sustained user attention to-
ward flickering stimuli. During SSVEP recording, subjects are required to continuously
focus on the flickering stimulus, which helps standardize brain activity and reduce the in-
fluence of environmental or internal cognitive fluctuations [102]. However, SSVEP systems
require strict synchronization between the visual stimulation hardware and EEG acquisition
system to accurately capture frequency-specific neural responses and harmonics.

However, prolonged exposure to such stimuli may lead to visual fatigue or discomfort,
particularly in sensitive users [46]. Further, dependence on specialized stimulation hard-
ware and controlled illumination conditions may limit portability and large-scale practical
deployment of SSVEP-based authentication systems.

Rapid Serial Visual Presentation (RSVP) is again a VEP-based EEG acquisition protocol
where a rapid stream of low-probability target stimuli (e.g., self or imposter face [3]) is
interspersed with high-probability non-target stimuli such as letters, famous face, or neutral
images [39]. RSVP commonly elicits the P300 (P3) ERP component, associated with decision-
making and cognitive evaluation [32]. The P300 is an endogenous potential with a latency of
250-500 ms, typically maximal at the Cz electrode. Peaks within 300400 ms are considered
early P3, while 380—440 ms are considered late P3. This component is typically evoked
using the oddball paradigm, which shares the same design as RSVP.

Unlike SSVEP paradigms, which typically require users to fixate their gaze on a
flickering visual stimulus at a specific frequency, RSVP presents stimuli sequentially at a
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single spatial location. Because all stimuli in RSVP are shown at the same location, the user
does not need to shift gaze or perform intentional eye movements to select a target. This
makes RSVP particularly suitable for individuals with motor impairments. However, it
demands sustained attention, which can lead to mental fatigue and reduced accuracy over
time. Further, the rapid pace may cause users to miss targets, and its visual nature limits
usability for low-vision or blind individuals.

Auditory Evoked Potential (AEP) is another ERP generated when individuals respond
to emotionally varied auditory stimuli, such as happy, sad, and neutral tones [40]. AEPs
are commonly used to study the neural transmission of auditory signals from the acoustic
nerve to the auditory cortex. Earlier research has shown that theta and alpha oscillations
in the central and occipital scalp regions are correlated with the processing of auditory
stimuli [103]. The characteristics of AEPs can vary significantly based on age, hearing ability,
neurological conditions, and cognitive state [40]. Individuals with hearing impairments or
auditory processing disorders often exhibit weak or inconsistent AEP features, which may
lead to variations in responses across sessions and reduce the reliability of the AEP-based
data acquisition protocol for biometric systems.

Somatosensory Evoked Potentials (SEPs) [46] are brain responses obtained by stimulating
peripheral sensory nerves through electrical, mechanical, or vibrotactile stimuli. These
responses are recorded via EEG electrodes placed over the somatosensory cortex. SEPs
have been extensively used in neurological diagnostics, Brain-Computer Interface (BCI)
systems, and more recently, in biometric authentication [32]. The primary strength of
SEP-based biometrics lies in their individual-specific neural signatures, which are difficult
to forge, offering greater security [104]. Further, SEP patterns are relatively stable over time,
minimizing the impact of age-related biometric changes [32]. However, SEPs suffer from
low Signal-to-Noise Ratio (SNR) and are prone to artifacts from eye blinks, muscle move-
ment, and environmental noise. SEP acquisition is also time-consuming, often requiring
multiple trials, and electrical stimulation may cause user discomfort, limiting real-world
usability [105].

5.3. Motor Execution

Motor-based EEG biometrics utilizes neural signals generated during actual physical
movement to verify identity. These systems primarily rely on Motor-Related Cortical
Potentials (MRCPs) and Movement-Related Evoked Potentials (MREPs). MRCPs are
slow brain waves that appear before voluntary movement, while MREPs reflect EEG
changes during motion execution. Particularly, those originating from the motor cortex
exhibit subject-specific characteristics that can be distinguished across individuals. These
characteristics are reflected in three primary signal properties in terms of amplitude, latency,
and waveform shape [106,107].

Motor tasks such as hand and foot movements provide rich EEG patterns for recogni-
tion and offer higher robustness in real-world settings [29]. However, movement introduces
signal artifacts and the approach may not be suitable for individuals with motor impair-
ments. Repeated physical actions can also cause fatigue, reducing user comfort and system
usability [108,109]. Despite these limitations, motor-based EEG offers a secure and active
authentication method.

5.4. Mental Imagery Task

Mental task-based EEG biometrics involve subjects performing imagined or cogni-
tive activities such as speech imagination [110], mental counting [110], arithmetic oper-
ations [5,111], figure rotation [112], and motor imagery [36,113]. Among these, motor
imagery, where the subject imagines moving a limb or tongue without actual movement, is
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the most commonly used. Studies have shown that imagined movements activate similar
brain regions as physical execution, including the premotor cortex, supplementary motor
area, parietal regions, basal ganglia, and cerebellum [114].

In comparison to motor execution paradigms, motor imagery protocols eliminate
overt physical movement and therefore reduce movement-related artifacts and muscular
interference in EEG recordings. This makes motor imagery particularly attractive for
users with physical disabilities and for applications requiring minimal physical interaction.
However, motor imagery generally demands higher cognitive effort, longer user training,
and sustained concentration, which may increase mental fatigue and session-to-session
variability. In contrast, motor execution often produces stronger and more stable neural
responses due to actual movement generation, but it introduces additional motion artifacts
and may reduce practicality for users with motor impairments. Therefore, both paradigms
present distinct trade-offs in terms of signal quality, user comfort, robustness, and real-
world deployment feasibility in EEG biometric systems.

This approach is particularly promising for secure authentication, including for users
with physical impairments. Compared to other acquisition protocols, mental tasks offer
higher inter-subject variability and cognitive engagement, leading to more distinctive
neural patterns and improved Signal-to-Noise Ratio (SNR) [115]. However, the sustained
cognitive effort required may cause user fatigue, affecting consistency across sessions.

5.5. Multimodal or Composite Tasks

Multimodal or Composite EEG biometric approaches leverage signals generated from
multiple evoked potential paradigms, such as visual, auditory, motor, and cognitive tasks,
to improve the robustness, accuracy, and security of user authentication systems. Instead
of relying on a single EEG modality, these systems combine diverse neural responses
evoked by different tasks, such as Visual Evoked Potentials (VEPs), Auditory Evoked
Potentials (AEPs), Motor Imagery (MI), and mental arithmetic, thereby capturing a more
comprehensive and discriminative representation of an individual’s brain activity. This
multimodal fusion has been shown to significantly increase resistance to spoofing attacks,
reduce intra-subject variability, and improve inter-subject classification performance [29].
Some studies have also integrated behavioral or emotional EEG responses with task-evoked
potentials, further boosting biometric reliability [116]. Feature-level or decision-level
fusion strategies are commonly employed to combine these signals effectively in EEG
biometrics [116].

Despite their advantages, composite EEG systems face challenges such as increased
computational demands due to complex signal processing and classification models. Multi-
step tasks can cause user fatigue, affecting signal quality and consistency. Environmental
sensitivity and session-to-session variability further impact system reliability, necessitating
robust calibration [117]. Additionally, the requirement for high-density EEG setups and
extended recordings limits their practical deployment.

Although significant progress has been achieved in EEG biometric authentication
using diverse acquisition protocols, each paradigm presents inherent trade-offs in terms of
usability, robustness, computational complexity, and authentication reliability. Resting-state
protocols are simple to deploy and require minimal user effort; however, they are highly
sensitive to variations in mental state, drowsiness, stress, and environmental noise, which
may reduce permanence across sessions. In contrast, evoked-potential-based paradigms
such as VEP and SSVEP generally provide higher Signal-to-Noise Ratio (SNR) and more
reproducible neural responses due to controlled external stimulation. Nevertheless, these
systems require precise stimulus presentation hardware and may introduce user discomfort
or visual fatigue during prolonged usage.
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Motor execution and motor imagery paradigms provide richer subject-specific neural
patterns and stronger cognitive engagement, improving discriminative capability in many
studies. However, these approaches are often associated with higher cognitive workload,
increased training requirements, and reduced practicality for users with motor impairments
or limited attention span. Similarly, mental task paradigms can improve inter-subject
separability but frequently suffer from session-to-session variability caused by fluctuating
cognitive and emotional states.

Multimodal EEG biometric systems attempt to overcome the limitations of single-
paradigm approaches by combining complementary neural responses. While such systems
often report improved robustness and classification performance, these gains are achieved
at the cost of increased computational complexity, longer acquisition time, more sophisti-
cated preprocessing pipelines, and higher user burden. In practical real-world deployments,
these additional requirements may limit scalability, portability, and user acceptance.

Furthermore, many existing studies report high authentication accuracies under con-
trolled laboratory conditions using limited datasets and short-term recordings. How-
ever, the long-term permanence, cross-session generalization, and robustness of EEG
biometrics under real-world operational environments remain open research challenges.
Variability introduced by electrode placement, physiological conditions, emotional state,
fatigue, and hardware differences continues to affect reproducibility and large-scale
deployment feasibility.

Therefore, despite the promising security and uniqueness offered by EEG biometrics,
future research must focus not only on improving classification accuracy but also on enhanc-
ing usability, interpretability, long-term stability, computational efficiency, and practical
deployment adaptability.

Figure 9 shows the number of publications in earlier works, starting from the year
1965 to the present, based on four EEG data acquisition tasks, which include resting state,
motor execution, mental task, and multimodal task. Figure 10 shows the number of
publications in earlier works, starting from the year 1965 to the present, based on five
EEG data acquisition tasks related to evoked potentials. These include Visual Evoked
Potential, Rapid Serial Visual Presentation, Auditory Evoked Potential, Somatosensory
Evoked Potential, and Steady-state Visual Evoked Potential.

Figure 11 illustrates the timeline showing the adoption and evolution of various EEG
acquisition protocols in EEG biometric research. The dashed lines indicate periods of
significant advancement in specific EEG biometric acquisition paradigms. Figure 12 shows
the percentage distribution of research papers published under different EEG biometric
acquisition protocols from the emergence of EEG biometric authentication research to the
present. Although EEG recording technology originated in the early twentieth century fol-
lowing the pioneering work of Hans Berger, EEG-based biometric authentication emerged
much later with advances in digital signal processing, pattern recognition, and machine
learning techniques. Figure 13 presents a comparison of different EEG data acquisition
protocols, summarizing their fundamental concepts and stimulation mechanisms.
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Figure 13. Illustration of different data acquisition protocols summarizing their basic concepts
and stimulations.
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6. EEG Database

This section outlines several publicly available and proprietary EEG repositories
relevant to biometric research. These datasets provide access to recent developments and
serve as a valuable foundation for advancing EEG-based biometric authentication systems.
Table 6 presents a detailed description of publicly and proprietary EEG databases employed
in biometric research.

Table 6. Summary of public and proprietary EEG databases in terms of number of subjects, channels,
EEG device, data acquisition protocols, number of sessions, and sampling rate, available for EEG
biometric research.

Database Subjects Channels EEG Device Data Acquisition Protocols Sessions Sampling Rate
Public Databases
PhysioNet MMI 109 64 BCI2000 system Motor movement & imagery Single session 160 Hz
SCCN EEG Database 14 32 SynAmps from Neuroscan Categorization (Go/No-Go) Single session 1000 Hz
e Not specified (recorded by Graz ~ Motor imagery (left hand, right . :
BCI Competition III (I11a) 3 60 BCI group) hand, foot, tongue) Single session 250 Hz
BCI Competition ITI (V) 3 32 Biosemi EEG system Mental imagery (lefl.f hand, right Four sessions 512Hz
hand, word generation)
BCI Competition IV (2a) 9 22EEG+3EOG  g.USBamp biosignal amplifier Motor imagery (left hand, right Two sessions 250 Hz
hand, foot, tongue movements)
BCI Competition IV (2b) 9 2EEG+3EOG  g.USBamp biosignal amplifier hMa(r)lt;l))r imagery (lefthand, right g0 cessions 250 Hz
UCI EEG Database 122 64 I:;‘;)l{iof?;:)n (SynAmps Viewing picture objects Single session 256 Hz
DEAP Dataset 32 32 BioSemi ActiveTwo system Emotion (music videos) Single session 512Hz
ZuCo Database 12-18 64 Brain Products actiCHamp Reading & cognitive tasks Single session 500 Hz
Geodesic Sensor Net, HydroCel
PEERS dataset 345 129,128 Geodesic Sensor Net, BioSemi Word memorization tasks 6007 session 500 Hz
headcap
Proprietary Databases
SEED-IV 15 64 Neuroscan (SynAmps amplifier) El?;)(;;lon recognition (movie Three sessions 1000 Hz
M3CV 106 64 Brain Products actiCHamp Resting state, Evoked Potential, Two sessions 250 Hz
P300, motor movement
BED 5 4 Muse 2 headband (InteraXon Affective stimuli, resting state, Three sessions 256 Hz
Inc.) VEPs, math tasks
BIOMEX-DB 51 14 Emotiv Epoc+ headset Participants pronounced single Single session 128 Hz

digits in Spanish

6.1. Publicly Available Database
6.1.1. Physionet EEG Motor Movement Imagery (MMI) Dataset

The physionet MMI [118] is the most popular database used in many biometric re-
search works. The database was collected using the 64-channel BCI2000 acquisition system
(http:/ /www.bci2000.org (accessed on 20 June 2026)) configured according to the inter-
national 10-10 electrode montage. EEG signals were recorded from 109 subjects while
they performed a series of motor movements and imagery tasks, sampled at 160 Hz. Each
participant performed 14 experimental tasks; two tasks were baseline runs, consisting of
one-minute recordings each for eye-open and eye-closed conditions. The remaining 12
tasks were divided into three repetitions of four different tasks. Those four tasks include:
(1) Left or right fist movement (subjects opened and closed the left or right fist when a
target appeared on the corresponding side of the screen); (2) Left or right fist imagery
(subjects imagined opening and closing the left or right fist according to target position);
(3) Both fists movement; (4) Both fists imagery. This dataset was originally designed for
Brain—-Computer Interface (BCI) research but due to its comprehensive motor and imagery
components, this dataset is now widely used for EEG biometric studies [24,36,119,120]. The
details of the dataset, including subject information, experimental setup, and raw EEG files,
are publicly available at: https://physionet.org/content/eegmmidb/1.0.0/ (accessed on
20 June 2026).
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6.1.2. The Swartz Center for Computational Neuroscience Foundation (SCCN) Dataset

SCCN [121] hosts a range of publicly accessible EEG data repositories to promote re-
producible research in Electrophysiology. One of the early and widely used publicly shared
SCCN datasets includes 32-channel EEG recordings collected from 14 healthy subjects
performing rapid visual categorization tasks in a Go/No-Go paradigm. The EEG signals
were recorded using a SynAmps acquisition system (https://compumedicsneuroscan.
com/product/synamps-rt-64-channel-eeg-erp-ep-amplifier/ accessed on 20 June 2026)
with electrodes positioned according to the standard International 10-20 configuration
and sampled at 1000 Hz, thereby providing high temporal resolution suitable for detailed
time—frequency analysis and Event-Related Potential (ERP) investigations. The dataset
consists of four experimental series, each containing 100 images. During each series, partic-
ipants were required to execute a Go response by lifting their finger from a response button
within 1000 ms whenever a target stimulus (an animal image) appeared. A response latency
exceeding 1000 ms was categorized as a No-Go response. In contrast, when non-target
images (such as landscapes, cities, fruits, vegetables, or trees) were presented, participants
were instructed to maintain the button press for at least 1000 ms, thereby suppressing
motor response. This design enables clear differentiation between motor execution (Go)
and response inhibition (No-Go) conditions, facilitating analysis of Event-Related Potentials
and cognitive control mechanisms. Like the Physionet MMI dataset, SCCN EEG recordings
were primarily created for neuroscience research, BCI studies, cognitive and motor task
analysis, and EEG modeling research but because the EEG data collected in this dataset
still contain person-specific patterns, even though unintended, it is still used for biometrics
research [122-124]. The dataset and additional documentation can be publicly accessible at:
https:/ /scen.ucsd.edu/~arno/fam2data/publicly_available EEG_data.asv (accessed on
20 June 2026).

6.1.3. BCI Competition III Dataset

The BCI Competition III Dataset [125] is one of a series of benchmark EEG datasets
released as part of the Brain-Computer Interface (BCI) Competitions, particularly for eval-
uating signal processing algorithms in motor imagery and Event-Related Potential (ERP)
paradigms and later exploited for EEG biometrics. The BCI Competition III collection con-
sists of multiple datasets contributed by different research laboratories, each representing
distinct experimental paradigms and signal characteristics. Among the subsets of datasets,
the most commonly utilized dataset is Dataset Illa, which was recorded using 60 channels
arranged according to the international 10-20 system, at a sampling rate of 250 Hz. The sig-
nals were band-pass filtered between 1 Hz and 50 Hz, and a notch filter was applied to
eliminate power line interference. This dataset includes recordings from three subjects
performing motor imagery tasks involving the left hand, right hand, foot, and tongue,
with each subject completing 60 trials per task. Another notable sub-dataset, Dataset V,
was collected using a Biosemi EEG acquisition system with 32 electrodes according to the
international 10-20 system and a sampling rate of 512 Hz. It comprises four non-feedback
sessions conducted on the same day, where participants performed three distinct mental
tasks that include left-hand motor imagery, right-hand motor imagery, and word generation.
The diversity of the BCI Competition III datasets makes them a valuable resource for testing
various signal processing methods and classification algorithms. For EEG biometrics re-
search, these datasets are particularly utilized for evaluating subject-specific neural patterns,
thereby supporting the development of reliable authentication systems [20,29,126,127].
The datasets are publicly available at: http:/ /www.bbci.de/competition/iii/ (accessed on
20 June 2026).
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6.1.4. BCI Competition IV Datasets

The BCI Competition IV datasets [128], released in 2008, serve as a benchmark for
evaluating EEG signal under realistic and challenging conditions in motor imagery for BCI
applications compared to previous BCI Competition III dataset. The competition contains
multiple independent datasets (1, 2a, 2b, 3, and 4) collected using different paradigms,
subjects, electrode configurations, and recording systems. Dataset 2a is frequently utilized
and contains EEG recordings from nine subjects performing four-class motor imagery
tasks (left hand, right hand, foot, and tongue movements). Data were recorded using a
g.USBamp biosignal amplifier equipped with 22 EEG channels and 3 monopolar Electroocu-
lography (EOG) channels placed according to the international 10-20 standard and with
a sampling rate of 250 Hz. Each subject completed two sessions of recording, with each
session comprising six runs interspersed with short breaks. Another subset, Dataset 2b of
the BCI Competition IV, includes recordings from nine subjects acquired using a g.USBamp
biosignal amplifier with 22 EEG channels, 3 EOG channel sampled at 250 Hz, and partic-
ipants performing motor imagery tasks (left hand and right hand) in five sessions. This
experiment employs 120 runs per session for each individual subject. The BCI Competi-
tion IV Dataset is particularly valuable for research focused on minimal electrode setups
and computational efficiency in EEG biometrics [20,29,126,127,129,130]. The datasets are
publicly available at: https:/ /www.bbci.de/competition/iv/ (accessed on 20 June 2026).

6.1.5. UCI EEG Database Dataset

This database contains EEG recordings from 122 subjects, comprising 45 healthy
control participants and 77 individuals diagnosed with alcoholism [127]. This dataset
was originally generated to study the differences in brain activity patterns associated
with alcoholism and healthy controls and repurposed for use in biometrics. The data
were collected using a 64-channel NeuroScan EEG recording system (SynAmps amplifier),
with electrodes positioned according to the international 10-20 standards and sampled at
256 Hz. During data acquisition, subjects were presented with visual stimuli consisting of
object images from the Snodgrass and Vanderwart picture set, with multiple repeated trials
conducted per subject to capture event-related neural responses. This inherent variability
allows researchers to evaluate the robustness of EEG signal processing algorithms under
differing data availability conditions in biometrics [24,30,129]. The dataset has been exten-
sively used in studies on Event-Related Potentials, and neural response variability. The
dataset is publicly accessible at: https:/ /archive.ics.uci.edu/dataset/121/eeg+database
(accessed on 20 June 2026).

6.1.6. DEAP Dataset

The DEAP Dataset [131] was originally developed for emotion analysis based on
EEG, peripheral physiological signals, and video data. Although it was not designed for
biometric applications, it has been widely adopted in EEG research for evaluating signal
processing and machine learning methods. In some studies, it has also been used for EEG-
based biometric analysis by exploiting inter-subject variability in neural responses [132].

The EEG and physiological signals were recorded from 32 healthy subjects using a
32-channel BioSemi ActiveTwo EEG system with active electrodes, sampled at 512 Hz.
Electrode placement followed the international 10-20 system, providing adequate scalp
coverage for emotion-related neural activity.

During the experiment, participants viewed 40 one-minute music video clips selected
to elicit a broad spectrum of emotional states. Each trial consisted of a short baseline period
followed by a video presentation, allowing baseline correction and event-related analysis.
After viewing each video, subjects provided self-assessment ratings on a discrete scale for
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arousal, valence, dominance, like/dislike, and familiarity, enabling both regression and
classification-based emotion modeling. For 22 out of the 32 subjects, frontal face videos
were also recorded using a standard video camera to capture facial expressions, facilitating
multimodal emotion analysis by correlating EEG and physiological responses with visual
affective cues. The dataset has been extensively used for research in affective computing,
multimodal fusion, and EEG-based emotion recognition, and remains a standard bench-
mark for evaluating signal processing and machine learning techniques [15,133,134]. The
dataset, along with comprehensive documentation and preprocessed versions, is publicly
available at: https:/ /www.kaggle.com/datasets/harshilgupta28/deap-dataset?resource=
download(accessed on 24 June 2026).

6.1.7. Zurich Cognitive Language Processing Corpus (ZuCo)

The Zurich Cognitive Language Processing Corpus (ZuCo) [135] is a publicly available
multimodal dataset that was originally developed for studying cognitive and linguistic
processing during natural reading using simultaneous EEG and eye-tracking recordings.
Although not designed for biometric applications, it has been occasionally used in EEG
research [127,134] to explore cross-subject variability and machine learning-based subject
modeling in controlled experimental settings. The initial release, ZuCo 1.0, comprises data
from 12 native English speakers, and later ZuCo 2.0 expands participation to 18 subjects,
each contributing approximately 4-6 h of reading data. ZuCo 1.0 includes recordings
of 21,629 words across 1,107 sentences, covering three main tasks: (1) Normal reading
(sentiment analysis) using text from the Stanford Sentiment Treebank; (2) Relation extraction
from Wikipedia-based datasets; and (3) Task-specific reading experiment where participants
identified semantic relations. These EEG signals were recorded using a 64-channel Brain
Products actiCHamp EEG system with active electrodes at a sampling rate of 500 Hz.
Researchers can access ZuCo 1.0 through https:/ /www.research-collection.ethz.ch /handle/
20.500.11850/313239 (accessed on 20 June 2026) and ZuCo 2.0 from the https://osf.io/q3
zws/ (accessed on 20 June 2026).

6.1.8. Penn Electrophysiology of Encoding and Retrieval Study (PEERS) Dataset

The PEERS Dataset [136], provided by the University of Pennsylvania, is a large-scale
EEG dataset collected between 2010 and 2020 to study the neural correlates of memory
processes, particularly during word memorization tasks. Participants were presented with
sequences of words as stimuli, and EEG recordings were synchronized with stimulus
presentation using event markers, enabling precise segmentation into individual EEG
samples. The dataset was recorded at a sampling rate of 500 Hz and contains EEG data from
345 subjects across 6007+ multi-session recordings, making it highly suitable for analyzing
inter-session variability in EEG biometrics. The participants ranged from 17 to 85 years,
with an average age of 26.98 &= 15.86 years. Data acquisition was performed using three
medical-grade high-density EEG systems, including 128- and 129-channel headsets, which
enhances the dataset’s practical relevance by incorporating device-level variability. Owing
to its large subject pool, multi-session structure, and heterogeneous acquisition devices,
the PEERS Dataset is highly valuable for developing robust real-world EEG biometric
systems. The dataset, along with comprehensive documentation, is publicly available at:
https:/ /openneuro.org/datasets/ds004395/ versions/2.0.0 (accessed on 20 June 2026).

6.2. Proprietary Available Database
6.2.1. SEED-IV Database

SEED Emotion Database Version IV [137] is an advanced extension of the SEED
(SJTU Emotion EEG Dataset) series, developed by the BCI Laboratory at Shanghai Jiao
Tong University (SJTU) for emotion recognition research. The database contains EEG
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recordings from 15 subjects, each participating in three experimental sessions conducted
on different days to capture intra-subject variability and emotional stability over time.
During each session, participants watched emotionally evocative movie clips designed
to elicit positive, neutral, and negative emotional states. EEG data were collected using a
NeuroScan EEG recording system (SynAmps amplifier) equipped with 64 channels placed
according to the international 10-20 system and at a sampling rate of 1000 Hz. Although the
dataset was originally designed for emotion recognition, it has also been explored in
EEG research for studying cross-condition variability [138-140] and robustness of signal
representations across different affective states which makes it relevant for assessing the
robustness of EEG feature representations under non-stationary cognitive and affective
states. More information about the dataset is available at the SJTU BCI Laboratory website:
https:/ /bcmi.sjtu.edu.cn/home/seed/ (accessed on 20 June 2026).

6.2.2. M3CV Database

The Multi-subject, Multi-session, and Multi-task Cognitive and Visual EEG Database
(M3CV) [46] is a comprehensive multi-subject, multi-session, and multi-task dataset specifi-
cally developed for EEG-based biometric research. It comprises recordings from 106 young
adult participants carried out in two sessions. This longitudinal structure enables investiga-
tions into the temporal stability and cross-session robustness of EEG-based authentication
systems. All EEG signals were recorded using a 64-channel Brain Products actiCHamp
EEG system, arranged according to the international 10-20 electrode placement standard,
and sampled at 250 Hz. The M3CV EEG database comprises multiple distinct experi-
mental paradigms designed to comprehensively capture various aspects of brain activity.
These tasks were based on visual categorization, target detection, attention-based tasks,
and cognitive load experiments. The M3CV dataset provides a rich and diverse frame-
work for studying neural distinctiveness, intra-subject variability, and task-dependent EEG
dynamics, making it one of the most comprehensive publicly available resources for EEG-
based biometric authentication and neuroscience research [46]. Detailed documentation of
the dataset is accessible at: https:/ /aistudio.baidu.com/aistudio/datasetdetail /151025/0
(accessed on 20 June 2026).

6.2.3. Brain Wave-Based EEG Database (BED)

The BED [5] was developed to support biometric person authentication research. The
dataset comprises recordings from 25 healthy adult participants, collected across three
sessions on separate days to allow investigations of template ageing and intra-subject
variability. EEG signals were recorded using a Muse 2 headband (InteraXon Inc., Toronto,
Canada), a 4-channel frontal and temporal consumer EEG device, with a sampling rate
of 256 Hz. Data acquisition incorporated twelve types of stimuli, including affective
stimuli, resting-state conditions (eyes open and eyes closed), mathematical computation
tasks, flashing Visual Evoked Potentials (VEPs) at 3, 5, 7, and 10 Hz, and checkerboard
VEPs at the same frequency range. This multi-session, multi-stimulus dataset enables
researchers to study the effects of emotional states on EEG signals, as well as EEG-based
biometric template stability over time [5,123,141]. Detailed information on the BED dataset
is available at: https://zenodo.org/records /4309472 (accessed on 20 June 2026).

6.2.4. BIOMEX-DB

The Biometric Of Multi-modal Experiments DataBase (BIOMEX-DB) [133] is a multi-
modal dataset comprising synchronously recorded EEG, voice, and video signals from 51
participants (25 females and 26 males). The EEG data were acquired using a 14-channel
Emotiv Epoc+ headset, a consumer-grade wireless EEG device with electrodes positioned
according to the international 10-20 system, providing coverage of frontal, temporal,
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parietal, and occipital regions. The signals were recorded at a sampling rate of 128 Hz.
During the experiment, participants pronounced single digits in Spanish, producing a
total of 7140 EEG recordings, corresponding to 140 samples per subject. The simultane-
ous acquisition of EEG, voice, and video data enables the exploration of cross-modal
correlations, fusion strategies, and multimodal biometric authentication [133,142,143].
The dataset is particularly valuable for investigating EEG-based user authentication,
speech-related neural patterns, and affective or cognitive state decoding in controlled
conditions. Detailed information and access to the BIOMEX-DB dataset can be found at:
https:/ /data.mendeley.com/datasets/s7chktmb6x/1 (accessed on 20 June 2026).

It is important to note from this section that the EEG datasets used in biometric
research can be broadly categorized into two groups: (i) datasets originally designed
for Brain—-Computer Interface (BCI), clinical, cognitive, or affective neuroscience studies,
and (ii) datasets specifically intended for identity-related or biometric evaluation, which
are relatively rare in EEG research. Benchmark datasets such as the BCI Competition
series were originally developed for evaluating EEG decoding algorithms in motor im-
agery and related BCI tasks, while datasets such as DEAP, SEED, PEERS, ZuCo, and UCI
EEG were primarily designed for emotion recognition, cognitive processing, or clinical
investigations. Although these datasets are widely adopted in EEG-based biometric stud-
ies due to their availability, multi-subject recordings, and controlled experimental set-
tings, their use in authentication research is inherently exploratory. In particular, limita-
tions such as small subject populations in some datasets, task-induced variability, lack of
identity-centric acquisition protocols, and potential domain mismatch should be considered
when interpreting biometric performance results. Therefore, conclusions drawn from such
datasets should be viewed in the context of experimental evaluation rather than real-world
biometric deployment.

7. EEG Data Preprocessing

Once EEG signals are acquired through specifically designed experimental tasks,
the raw data often contain various forms of noise and artifacts [144]. These unwanted
interferences may stem from ocular movements, muscle activity, power line interference,
or limitations inherent to the recording hardware [145]. To ensure that subsequent feature
extraction accurately captures the subject’s underlying neural activity, a critical prepro-
cessing stage is employed. This step is essential for enhancing signal quality, suppressing
artifacts, and standardizing data formats, thereby laying a robust foundation for reliable
EEG-based biometric authentication [20].

Typical preprocessing procedures include the application of band-pass and notch
filters to isolate relevant frequency bands and eliminate line noise, baseline drift correction
to stabilize signal offsets, and advanced artifact removal techniques such as Independent
Component Analysis (ICA) and wavelet-based denoising [146]. The choice of prepro-
cessing pipeline can vary substantially across studies, influenced by factors such as the
experimental paradigm, recording hardware specifications, signal quality, and the intended
application domain [147]. A summary of commonly adopted preprocessing approaches is
provided in Table 7 based on which we have functionally categorized these techniques into
four main groups, which are signal conditioning, artifact handling, referencing, and seg-
mentation [148].
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Table 7. Summary of EEG-based biometric authentication methods.

Authors Stimuli Preprocessing Feature Extraction Classifier Performance

Based on Similarity-Based Classifier

R.L.Rocha et al. [47], 2014 REC and REO gggrfi‘;f;ﬁ‘o‘ﬁ Downsampling, PSD, COH Mahalanobis distance-based classifier ~ CRR:97.5% (REC), 96.26% (REO)
M. Fraschini et al. [94], 2015 REC and REO BPF, Functional connectivity, eegfilt PLI, Eigenvector centrality Euclidean distance EER: 0.044

DasR. etal. [37],2016 VEP CAR, Signal averaging Frequency subband Cosine distance-based classifier 95% confidence level

D. Kim and K. Kim [36], 2019

Resting state, Motor imagery

Segmentation

Functional networks using PLI and
Eigenvector centrality

Matching scores

Accuracy: 95%
Accuracy: 96.18%, HTER: 2.223%, FAR:

B. Chen et al. [149], 2020 VEP Statistical feature processing AR, DWT, FFT Mallows distance-based classifier 0.446% FRR: 4%
. . . . . Distance-based similarity (Euclidean, Accuracy: 98.04%, EER: 1.96%,
AJ.Bidgoly [2], 2022 Resting state Min-max scaling, Segmentation CNN cosine, Manhattan) Precision: 97.45%, Recall: 98.66%
Notch filter, Downsampling, . X o
H. Quetal. [150], 2024 VEP Chebyshev IR filter CCA, ASP Template matching CRR:99.55%
Based on Handcrafted Methods
M. Poulos et al. [26], 1999 REC BPF FFT LVQ Accuracy: 100%
S.Marcel and J. del R. Millan [20],2007 ~ Motor imagery Surface Laplacian filter PSD Gaussian Mixture Model, MAP FAR: 4.8%, FRR: 0.02%, HTER: 6.6%
. ] : . . 0, 0

K. Brigham and B.V.K.V. Kumar [30], VEP, Imagined speech Eye-blink art'lfact removal, BPF, AR SVM, KNN Accur.acy. 98.96% (VEP), 99.76%
2010 Downsampling (Imagined speech)
B.K. Min etal. [17], 2017 SSVEP Segmentation, ICA DTF SVM Accuracy: 98.60%
E. Maiorana etal. [151], 2018 REC, REO, Speech imagery, BPF, CAR, Segmentation, AR, MFCC, Bump modeling HMM EER: 2%

Mathematical computation Downsampling

. . 0, . 0

S. Keshishzadeh et al. [120], 2018 Motqr movement and imagery, DC offset r_emoval, Butterworth LPF, Fractional Fourier Transform SVM Accu.r_ac.y. 98.86 /g, EER: 1.04%,

Resting state Segmentation Specificity: 98.82%
Y. Di et al. [54],2019 REO, REC EEGLAB toolbox, LPF, Downsampling PSD SVM, LDA Accuracy: 99%

Baseline Correction. BPE Synthetic Minority Oversampling
A.Rahman etal. [91], 2021 REO and typing Seementation Resa/m lin Technique (SMOTE), Adaptive Random Forest Accuracy: 93.64%
8 ' ping Synthetic Sampling (ADASYN)
P. A. Gonzalez et al. [5], 2021 if;t}l?ﬁasgﬁ VEF, Mathematical PREP pipeline MFCC, ARRC, SPEC HMM EER:0.3296, AUC: 0.6930
Accuracy: 99.05% = 0.85 Precision:
. . . FIR, Automatic artifact removal, . 99.58% % 0.55 Sensitivity: 99.34% +
H. Yap [99], 2021 Eye closed and visual stimulation Segmentation Cross-correlation SVM 0.85 Specificity: 96.83% + 4.35 Fl-score:
99.4% + 0.48 (for VEP)

Resting state, SSVEP, SSAEP, SSSEP, BPF. Notch filter, Rereferencing. Bad Accuracy: 0.531, Precision: 0.544,
G. Huang et al. [46], 2022 Motor movement, Cognitive oddball, char/mel inter ol/a tion & MEFCC, AR, PSD SVM Sensitivity: 0.570, Specificity: 0.941,

AEP, VEP, SEP P F1-Score: 0.557
M. Usman etal. [141], 2026 VEP PREP pipeline Spectral, MFCC RF, SVM, Decision, XGBoost Accuracy: 98%
Based on Shallow Networks
Haukipuro et al. [152], 2018 Image/Motor - PSD, MFCC MLP Accuracy: 83%
Bhateja et al. [153], 2019 Blinking ICA,CCA Wavelet, ICA ANN Accuracy: 80%

. 0 0

K.A. Sidek [154], 2019 REC, REO Butterworth filter wavelets, PSD MLPNN gg:‘ﬁrgg :75.8% (for REQ) and 71.5%
W. Kong et al. [41],2019 VEP, driving, Motor imagery Butterworth band-pass filter PLV,PCA,LDA Neural network Accuracy: 97%
AK.E. Khalil [155], 2024 VEP BPE ICA, FIR PSD MLP FENN Accuracy: 97% (MLP FFNN)
M. Rodriguez [142], 2021 REC,REO Segmentation PSD ANN Accuracy: 92.8 (for ANN)
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Table 7. Cont.

Authors Stimuli Preprocessing Feature Extraction Classifier Performance

Based on Deep Learning Models

Schons et al. [156],2018 REC,REO Baseline correction, BPF - CNN Accuracy: 99%
M.-H. Tsai [157], 2020 REC Segmentation Frequency domain CNN Accuracy: 96.80%
T. Wilaiprasitporn et al. [51], 2020 VEP Downsampling, BPF, ICA, PSD LSTM, CNN, GRU CRR: 100%

Referencing, Segmentation

F. Balci [158],2023 yot(‘)r movement and imagery, Spectral bands, Z-score normalization Correlation coefficient, RF LSTM-MLP Accurtacy: 99(,'% %, Precision: 99.94%,
esting state Recall: 99.94%
B. Das [159], 2024 Resting state Segmentation Convolutional autoencoder CNN Accuracy: 99.89%
P. Lakhan et al. [160], 2025 Motor imagery, SSVEP Downsampling, Butterworth BPT, Euclidean distance, PLV, Pearson EEG-BBNet, CNN CRR: 99.26%
egmentation correlation, RHO Index

Acronyms: ICA = Independent Component Analysis, BPF = Band-Pass Filter, LPF = Low-Pass Filter, FIR = Finite Impulse Response, CAR = Common Average Reference,
PREP = Preprocessing Pipeline, IIR = Infinite Impulse Response, PSD = Power Spectral Density, AR = Auto-Regressive, COH = Coherence, PLI = Phase Lag Index,
MECC = Mel Frequency Cepstral Coefficients, HMM = Hidden Markov Model, CNN = Convolutional Neural Network, LSTM = Long Short-Term Memory, GRU = Gated Re-
current Unit, CAR = Common Average Reference, FIR = Finite Impulse Response, RF = Random Forest, LDA = Linear Discriminant Analysis, EER = Equal Error Rate, FRR = False
Rejection Rate, FAR = False Acceptance Rate.
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7.1. Signal Conditioning

Signal conditioning enhances the quality of raw EEG data through several preprocess-
ing techniques, such as baseline correction [3,4], downsampling, and filtering, to enhance
the Signal-to-Noise Ratio (SNR) [3,4,47,71]. These preprocessing steps are critical to ensure
the extraction of stable, subject-specific neural features while minimizing intra-subject
variability caused by noise, drift, and physiological artifacts.

EEG signals often exhibit low-frequency drifts caused by head movements, cable shifts,
or perspiration, which can obscure true neural responses. Baseline correction is a common
method, where a stimulus-free segment is used to center the signal. Typically, the mean of
the baseline period is subtracted from post-stimulus data to stabilize the signal. For more
complex drift patterns, polynomial curve fitting methods such as sixth-degree fitting have
also been employed to model and remove long-term drifts in the EEG signals [42].

Another essential step is downsampling, which reduces the EEG sampling rate to
lower computational demands [47], making it particularly useful in real-time or portable
biometric systems. To prevent aliasing, a low-pass filter is applied beforehand to remove
frequencies beyond the new Nyquist limit [161].

To enhance SNR in EEG recordings, various filtering techniques are employed. Lapla-
cian filters enhance spatial resolution by minimizing the influence of neighboring electrodes.
Notch filters (typically at 50/60 Hz) are used to suppress power line interference, while band-
pass filters (e.g., 1-40 Hz Butterworth filter) exclude irrelevant low- and high-frequency
noise [36,71,82,162].

In addition, Moving Average Filters (MAF) are applied to smooth abrupt temporal
fluctuations, whereas Finite Impulse Response (FIR) filters, especially those designed using
Hamming windows, are often paired with Independent Component Analysis (ICA) to
effectively remove ocular and muscular artifact [50]. High-pass Filters (HPF) [163] are
utilized to eliminate slow drifts, while Chebyshev filters [3,150] offer sharper roll-offs for
precise frequency isolation. Collectively, these signal conditioning techniques ensure that
the neural signals used for biometric authentication are both clean and distinctive.

Although conventional filtering and conditioning methods remain widely adopted,
their effectiveness depends strongly on the recording environment and biometric paradigm.
Band-pass and notch filters are highly effective for suppressing environmental and physio-
logical noise in controlled laboratory recordings; however, aggressive filtering [161] may
also remove subject-specific neural characteristics, reducing discriminative information.
Similarly, downsampling improves computational efficiency and supports real-time de-
ployment, but excessive reduction in sampling frequency can lead to loss of high-frequency
biometric patterns. Studies further suggest that spatial filtering approaches such as Lapla-
cian filtering improve local feature separability in high-density EEG systems, whereas their
benefit becomes limited in low-channel wearable devices. These observations indicate
that preprocessing pipelines must balance noise suppression, computational complexity,
and preservation of subject-specific neural information.

7.2. Artifact Handling

Artifact handling is an essential step in EEG biometric systems to preserve signal
fidelity, especially when dealing with physiological or environmental artifacts such as eye
blinks, muscle activity, cardiac signals, and ambient noise [164]. The choice of artifact
removal technique is often influenced by the type of stimulus used for the experimental
paradigm employed in the biometric data acquisition protocol.

Among the most widely adopted techniques, Independent Component Analysis
(ICA) [17,100] is particularly effective in resting-state or task-based cognitive paradigms,
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where EEG signals are typically longer and unsynchronized to specific events. ICA de-
composes EEG signals into statistically independent components, separating artifacts by
minimizing mutual information or maximizing non-Gaussianity. The artifact-related com-
ponents (e.g., eye blinks, EMG) can then be manually or automatically rejected before
signal reconstruction [17,165]. ICA-based methods generally perform well in multichannel
resting-state and cognitive EEG recordings, but their performance degrades in low-density
or short-duration recordings where reliable component separation becomes difficult

Artifact Subspace Reconstruction (ASR) is another robust approach, particularly suited
for naturalistic and continuous stimuli, such as during multimedia exposure (e.g., music
or video) or long emotional state monitoring, where sudden burst artifacts occur intermit-
tently. ASR automatically detects and suppresses transient, high-amplitude, non-stationary
artifacts by comparing signal deviations against a statistically derived reference covariance
matrix from clean EEG segments [40]. However, this method generally requires multichan-
nel recordings, making it less applicable to low-density or wearable EEG systems.

Wavelet transform-based denoising, particularly the Discrete Wavelet Transform
(DWT) [133], has demonstrated strong performance across various paradigms, including
Event-Related Potentials (ERPs), emotional EEG, and resting-state recordings. Wavelet-
based methods decompose EEG into multi-scale time-frequency components, enabling
selective removal of noise or transient distortions while preserving cognitive and emotional
neural signatures [133]. However, their effectiveness depends heavily on wavelet selection
and decomposition parameters.

Adaptive filtering techniques are commonly utilized in controlled experimental
paradigms, such as Auditory or Visual Evoked Potential studies, where reference sig-
nals like EOG (for eye movements) or EMG (for muscle noise) are available and can be
linearly regressed out from the EEG signal [166] but their applicability becomes limited in
unconstrained or wearable acquisition environments. Similarly, regression-based artifact
correction performs effectively when stimuli are structured and repeatable, allowing for
the statistical modeling and subtraction of artifact contributions without distorting the
underlying neural activity [167].

7.3. Referencing

Referencing [51,54] is a fundamental step in the EEG preprocessing stage that involves
redefining the voltage baseline of each EEG channel by subtracting a common reference
signal. Since EEG inherently measures potential differences between electrodes, the choice
of reference profoundly influences signal interpretation, spatial resolution, and the quality
of extracted features [168]. The selection of an appropriate reference often depends on the
experimental paradigm and stimulus type. In stimulus-evoked paradigms, such as auditory
(e.g., P300) or Visual Evoked Potentials (VEPs), references like linked mastoids or the Cz
(central electrode) are typically employed. These configurations preserve event-related
potentials localized near the midline, facilitating the detection of consistent, stimulus-
locked neural responses [169] but may introduce spatial bias that limits generalization
across sessions and recording setups. These observations indicate that no single referencing
strategy is universally optimal, and the effectiveness of a reference scheme depends strongly
on the acquisition paradigm, electrode density, and target feature domain.

Conversely, in resting-state or emotion-driven paradigms, where explicit event mark-
ers are absent, spatially neutral referencing methods such as the Common Average Refer-
ence (CAR) [151,170] or the Reference Electrode Standardization Technique (REST) [171]
are preferred. However, CAR may become less effective in low-density electrode configura-
tions where the average signal does not adequately represent overall brain activity. These
techniques reduce reference bias and improve topographical representation, making them
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especially advantageous for frequency-domain and functional connectivity analyses, both
commonly used in EEG-based biometrics.

However, referencing is not merely a routine preprocessing task but a strategic method-
ological choice informed by factors such as stimulus characteristics, electrode configuration,
and the desired biometric feature domain. In applications like EEG biometrics, a consis-
tent and well-chosen referencing enhances signal reproducibility, inter-session stability,
and classification accuracy by preserving subtle inter-subject neural variations essential for
reliable identity recognition [172].

7.4. Segmentation

Segmentation [91,99] plays a pivotal role in EEG-based biometric systems, facilitating
temporal organization and improving the interpretability of neural signals across diverse
stimuli and modeling frameworks. In cognitive task paradigms, such as mental arithmetic,
motor imagery, or keystroke dynamics, segmentation is typically aligned with task onset to
isolate event-specific neural activity associated with cognitive effort or motor intent [42].
For event-related paradigms, including Auditory and Visual Evoked Potentials (VEPs),
EEG signals are divided into epochs time-locked to stimulus presentation, enabling precise
extraction and averaging of evoked potentials [17].

Even in the absence of external stimuli, as in resting-state EEG, segmentation remains
indispensable. Continuous EEG recordings are divided using fixed or sliding windows (typ-
ically 1-4 s) to account for the non-stationary nature of brain activity and to enhance training
data diversity across sessions [71]. Likewise, in emotionally evocative or multimedia-driven
paradigms, segmentation aligns EEG activity with changes in audiovisual content to ensure
proper temporal correspondence with elicited neural responses [173].

Beyond stimulus-specific tasks, segmentation serves several core functional roles
in EEG biometrics. It enables the generation of multiple training samples from limited
recording sessions, mitigates the impact of signal non-stationarity by focusing on local-
ized temporal features, and ensures consistency in feature extraction across sessions and
subjects. Furthermore, deep learning models such as Convolutional Neural Networks
(CNNSs) and Long Short-Term Memory (LSTM) networks inherently require fixed-size
input segments [174,175], making segmentation not only a preprocessing necessity but also
a structural prerequisite for efficient model training and evaluation.

However, segmentation also introduces important trade-offs in EEG biometric sys-
tems. Shorter windows improve sample generation and support low-latency authentication,
but they may fail to capture stable subject-specific neural dynamics. Conversely, longer
segments generally improve discriminability and classification accuracy at the cost of
increased computational complexity and reduced responsiveness. Sliding-window ap-
proaches enhance temporal continuity and data diversity, particularly for deep learning
models, although overlapping windows may introduce redundancy and optimistic per-
formance estimates if subject-independent evaluation is not carefully maintained. These
limitations indicate that segmentation strategies should be selected according to the target
application, dataset characteristics, and real-time deployment constraints.

The distribution of preprocessing techniques employed in EEG biometric studies is
presented in Table 7 and illustrated in Figure 14a. As shown, filtering constitutes the
most frequently applied method, underscoring its central role in eliminating noise and
irrelevant frequency components. Segmentation is the next most common, primarily used
to standardize trials and extract relevant epochs. Artifact removal techniques including
approaches such as ICA, are also widely used to address ocular, muscular, and environ-
mental interferences. Downsampling is often applied to reduce data dimensionality and
computational load, while rereferencing and baseline correction serve to enhance signal
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consistency across electrodes. Less frequently, detrending and normalization are utilized to
stabilize signals and prepare them for subsequent feature extraction. Overall, the analysis
highlights a heavy reliance on traditional filtering, complemented by segmentation and
artifact removal, reflecting a balance between noise suppression and data standardization
in EEG biometrics preprocessing.

Others FFT

Others 4%
17% AR

Normalization

Detrending
1%

Downsampling

11% Filters Entropy

41% 6%

Baseline correction
3%

WT
4%
Artifact removal
12%
Referencing Connectivity Statistical Features
16%
3% segmentation 17%
18%

H Filters M segmentation H Referencing = FFT = AR = PSD

i Artifact removal H Baseline correction u Downsampling statistical features H connectivity uWT

M Detrending M Normalization W Others u MFCC H entropy u Others

(a) Preprocessing (b) Feature Extraction

Figure 14. Overall percentage distribution of usage of methods in EEG-based biometric studies:
(a) Preprocessing methods, and (b) Feature extraction methods.

7.5. Preprocessing Tools

Several dedicated toolboxes have been developed to facilitate the preprocessing and
analysis of EEG signals. Some of the widely used tools include PREP, EEGLAB, eConnec-
tome, and FieldTrip.

The Preprocessing Pipeline (PREP)] is an early-stage EEG signal processing pipeline
that aims to identify bad channels and computation of robust average reference. The PREP
pipeline function is based on the Matlab Signal Processing toolbox and the EEGLAB, freely
available open-source Matlab toolbox for EEG analysis [176].

EEGLAB is an interactive MATLAB toolbox widely used for EEG signal processing.
It supports a broad range of functionalities, including processing continuous and event-
related brain signals, Independent Component Analysis (ICA), time-frequency analysis,
artifacts rejection, channel selection, data visualization, event-related statistics [54,147], etc.

Electrophysiological Connectome (eConnectome) is an open-source MATLAB software
package designed for the analysis of EEG, ECoG, and MEG data. It offers an interactive
graphical interface and features for source estimation, imaging brain functional connectivity,
and high-quality visualization [17,177].

FieldTrip is another advanced MATLAB software toolbox developed for the analysis
of EEG and MEG signals. FieldTrip provides advanced analytical methods, including
time—frequency analysis, source reconstruction using dipoles, and distributed source non-
parametric statistical testing for robust group-level inference [119].

8. Feature Extraction

Feature extraction is the most important step in the EEG signal analysis, as it trans-
forms EEG signals into discriminative attributes in the biometric user authentication
pipeline. Given the inherently complex, non-stationary, and noise-prone nature of EEG
signals, robust feature extraction is essential to improve the accuracy and reliability of
classifier algorithms in biometrics [178]. This stage of biometric authentication involves
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selecting relevant characteristics from the EEG signals that serve as inputs to classifier
models for identity recognition.

In this section, we present some feature extraction techniques that have been em-
ployed in the earlier works of EEG biometrics [4,54,98,99,149,162]. In this survey paper,
we categorize the feature extraction techniques [179] into four main groups: Time domain,
frequency domain, time-frequency domain, and deep feature learning, which explores
the effectiveness in EEG-based biometrics by offering distinct advantages in capturing the
underlying patterns and discriminative characteristics of EEG signals. Once the discrimi-
native features are extracted from the preprocessed signals, they are supplied to classifier
algorithms to perform subject authentication. The classifier learns decision boundaries that
distinguish between individuals based on their unique neural signatures. Figure 14b shows
the overall percentage distribution of different feature extraction methods in earlier work
commonly used in our EEG biometrics literature. Figure 15 illustrates the types of feature
extraction techniques under four main categories.

[ Feature Extraction ]

!

Time domain Frequency domain Time-frequency domain Deep feature learning
Mean, Median, Variance, MPFCC, FT, PSD, DTF, PLV, Wavelet Transform, Short Time Automatic extraction of
Standard Deviation, Skewness, PLI, Spectral Power, Signal Fourier Transform, Hilbert- signals using architectures like
Kurtosis, RMS, Hjorth Energy, Spectral Entropy Huang Transform CNN, RNN, LSTM

parameters, AR, ZCR, Fractal

PLV: phase locking value, PLI: Phase lag index, WT: wavelet transform, STFT: Short time fourier transform, CNN: Convolutional neural network,

MFCC: Mel frequency Cepstrum coefficient, AR: Autoregressive, FT: Fourier transform, PSD: Power spectral density, DTF: Directed transfer function,
RNN: Recurrent neural network, LSTM: Long short term memory, RMS: Root Mean Square, ZCR: Zero-crossing rate

Figure 15. A pictorial illustration of different types of feature extraction techniques giving the readers
an overview.

8.1. Time-Domain Features

The EEG signals are time series signals represented as a function of amplitude and time
that vary according to the mind state of a person. The time-domain features can be easily
extracted from the EEG signals with lower computational complexity compared to the
frequency and time-frequency domain feature extraction techniques. These time-domain
features can be extracted from raw or preprocessed [180] EEG data. Time-domain feature
extraction methods in EEG-based biometric systems focus on analyzing time-varying
EEG signals, capturing their amplitude distribution and temporal variability [176]. In the
following, some of the widely used time-domain feature descriptors are briefly introduced.

Statistical Descriptor methods are among the most fundamental feature extraction
approaches used in EEG-based biometric systems, that extract numerical information from
time series data that describes the EEG signal’s behavior, distribution, variability, and shape
to leverage the distributional and variability characteristics of EEG signals. The most
commonly used statistical descriptors are mean, median, variance, standard deviation,
skewness, kurtosis, and Root Mean Square (RMS) [4]. Similarly, the higher-order statistical
features based on Hjorth parameters, such as Hjorth Activity (HA), Hjorth Mobility (HM),
and Hjorth Complexity (HC), are also widely adopted techniques in the analysis of EEG
signals [17,38,42]. Other statistical descriptors include entropy-based measures that have
been used to differentiate states of brain activity over segmented EEG signals and have
shown to be effective features for biometric applications [181]. Table 8 summarizes the
definitions and mathematical formulations of these features.
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Table 8. This table shows a summary of different time-domain features available for use in EEG-
based biometrics.

Time-Domain Feature

Definition Mathematical Expression

Mean

Median

Variance

Standard Deviation
Skewness

Kurtosis

Energy

Root Mean Square (RMS)

Peak Amplitude
Zero Crossing Rate
Hjorth Activity (HA)

Hjorth Mobility (HM)

Hjorth Complexity (HC)

n
It is the average value of all data points in the time-domain EEG signal = % Z x;

Xni1, if n is odd
It is the midpoint of all ordered data points Median = § x, %y,
2, ifniseven
1 n
Measures the dispersion of EEG signal values around the mean = Z(xi — ;4)2
i=1
n
Measures how EEG data spread around the mean value o= p (x; — p)?
Vg
. .. . Z;’:l (x,' — f)3
Measures the degree of asymmetry in the EEG distribution (1—1) s
n pRp—
Describes the peakedness or flatness of the EEG distribution E;l (xll) 554)

Total squared magnitude of EEG signal samples Y |xf?

Measures signal magnitude and estimates power content

Maximum positive or negative deviation from zero reference Peak = max |x;|
Number of times the signal crosses the zero axis ZCR = Z']’\?m
Variance of the signal amplitude HA = ¢?
Ratio of standard deviation of signal slope to signal amplitude HM = Z—lz

o2 o2
Represents the change in frequency of the signal HC = (7?2 — (712

Autoregressive (AR) modeling [46,49,110,182] is another prominent time-domain
method that represents EEG segments as linear combinations of past samples, using the
resulting coefficients as biometric features. AR modeling effectively captures temporal
dependencies within the EEG signal and has been applied to both resting-state record-
ings [138] and event-related paradigms, to extract discriminative spectral features useful
for biometric recognition [20,22].

Zero-crossing rate (ZCR) is a simple time-domain feature that measures how often a
signal crosses the zero-amplitude axis within a given interval. From the resulting half-wave
segments, features such as wave count, duration, peak amplitude, and instantaneous fre-
quency (IF) can be extracted. In motor paradigms, these measures are useful because motor
activity modulates sensorimotor rhythms, leading to characteristic oscillatory changes that
ZCR-based features can effectively capture [140,183].

Fractal and complexity is the most powerful technique to measure hidden characteristics
from EEG signals, quantifying the nonlinear and self-similar properties of brain signals.
Unlike conventional statistical features, these measures characterize the intrinsic dynamical
structure of EEG by estimating signal irregularity, scaling behavior, and long-range correla-
tions [184]. As neural activity exhibits temporal variability, such features can effectively
capture complexity patterns useful in biometric systems [127,185].

Time-domain features are computationally efficient, interpretable, and effective in cap-
turing transient EEG characteristics associated with neural or cognitive activity. However,
they often assume signal stationarity, which is rarely satisfied in practical EEG recordings,
limiting their performance in long or highly variable sessions [4]. They are also sensitive to
noise, artifacts, and inter-session variability, and are therefore frequently complemented
by frequency or time—frequency features to improve robustness. Despite these limita-
tions, time-domain features remain valuable for analyzing localized brain responses in
specific paradigms. In stimulus-driven settings, time-domain features are typically ex-
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tracted from Event-Related Potentials (ERPs), whose amplitude and latency variations
provide discriminative temporal patterns useful for biometric authentication and cognitive
state analysis [46].

8.2. Frequency Domain Features

Frequency-domain feature extraction techniques analyze EEG signals by transforming
them from the time domain into a frequency distribution [44]. These features provide in-
sight into the distribution of power across different frequency bands such as delta (1-4 Hz),
theta (4-8 Hz), alpha (8-13 Hz), beta (13-30 Hz), and gamma (30-40 Hz). They are widely
used in EEG biometrics, as they capture stable rhythmic patterns reflecting individual brain
dynamics and cognitive states [65]. Within this domain, several categories of features can
be derived depending on how spectral information is represented and interpreted.

The Fourier Transform (FT) decomposes EEG signals into their constituent frequency
components, yielding complex coefficients whose magnitudes represent amplitude and
whose phases indicate temporal offsets. The Fast Fourier Transform (FFT) [48,49], a com-
putationally efficient implementation of the Discrete Fourier Transform (DFT), is com-
monly employed in EEG biometrics to estimate spectral features across standard EEG
frequency bands [44,186]. Fourier-based spectral analysis is particularly suited to stimuli
eliciting rhythmic or steady-state responses, such as steady-state Visually Evoked Potentials
(SSVEPs), Auditory Evoked Potentials (AEPs), or other frequency-tagged paradigms. These
features have been extracted from both resting-state EEG [120,187] and stimulus-driven pro-
tocols, including visual, auditory, and motor imagery tasks, where they reveal characteristic
spectral modulations relevant for distinguishing user cognitive signals.

The Power Spectral Density (PSD) [188] quantifies the distribution of signal power over
frequency, typically expressed in watts per hertz (W/Hz). In EEG biometrics, PSD features
are extracted across a range of stimulus paradigms, including resting-state conditions [96,
188], visual stimulation [100,189], auditory [190], and olfactory cues [48], as well as cognitive
tasks such as mental arithmetic [191], word recall, and motor imagery. The PSD estimation
can be performed using non-parametric methods [96] such as Welch’s method [47] or
FFT-based techniques [54], or using parametric approaches like AR [182] and ARMA
modeling [82]. Averaging PSD values within canonical frequency bands (delta, theta, alpha,
beta, gamma) yields specific oscillatory signatures of an individual’s brain signals [191].

Spectral Power and Signal Energy are fundamental frequency-domain features derived
from the Power Spectral Density (PSD), typically computed using Parseval’s theorem to
relate time-domain energy to its spectral representation. In addition to total spectral power,
other PSD-based descriptors such as maximum power and peak frequency within specific
bands (e.g., the alpha band) are commonly extracted to capture dominant oscillatory
characteristics in EEG biometric research [29].

Spectral Entropy [48,163], which was generated by applying the Shannon entropy con-
cept to the power distribution of the Fourier transformed electroencephalograph (EEG),
measures the irregularity or complexity of the power spectrum. Higher entropy values in-
dicate more uniform (random) power distributions, while lower entropy reflects dominant,
predictable rhythms. Spectral entropy features have been well utilized in biometric EEG
research to effectively capture user spectral complexity [20,96,188]. This feature extraction
is widely used in task-based paradigms (e.g., motor imagery or cognitive workload tasks),
in which the entropy values change according to engagement levels [192,193].

Connectivity features capture the functional relationships and information flow between
different brain regions [194]. Unlike single-channel spectral features, connectivity-based
measures analyze inter-channel dependencies, reflecting the unique user neural commu-
nication patterns, making them less sensitive to EEG amplitudes. Connectivity can be
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quantified through statistical associations, phase relationships, or causal interactions, each
providing complementary insights into coordinated neural activity. Frequency-domain
approaches such as the Directed Transfer Function (DTF) [17] and Granger causality esti-
mate directional information flow between channels, while phase-based measures such
as the Phase Locking Value (PLV) [41] and Phase Lag Index (PLI) evaluate inter-channel
synchronization by assessing the consistency of phase relationships [17,195].

Mel Frequency Spectral Coefficients (MFCCs) [46,110], although less commonly used,
were originally developed for speech recognition, but now are explored for EEG-based
biometric authentication. MFCCs are computed by applying a Fourier transform to the EEG
signal, followed by a mel-scale filter bank that models human auditory perception [151].
These features are particularly effective when extracted from EEG signals recorded during
auditory or speech-related stimuli [110]. Additionally, they may not fully capture nonlinear
or non-stationary EEG properties, so they are often combined with other features such as
entropy, fractal dimension, or PSD-based measures [5].

8.3. Time-Frequency Domain Features

Time-frequency domain features are widely used in EEG biometrics as they provide
a joint representation of brain activity in both temporal and spectral dimensions. Unlike
purely time or frequency domain measures, these features capture how oscillatory activity
evolves over time, making them especially suitable for analyzing the dynamic and non-
stationary nature of EEG signals.

The commonly used time-frequency domain techniques are Wavelet Transform (WT)
and Short-Time Fourier Transform (STFT) [45,196]. WT, particularly based on the Discrete
Wavelet Transform (DWT), is a transform that decomposes a signal into a number of
sets (frequency bands), where each set is a time series of coefficients describing the time
evolution of the signal in the corresponding frequency band and assists in the analysis of
signals that have seen abrupt or dramatic shifts [45]. Extensions of WT such as Wavelet
Packet Decomposition (WPD) and entropy-based measures (e.g., wavelet entropy), have
also been used to quantify energy distribution and irregularity across sub-bands [197].
Similarly, STFT applies a sliding window to analyze how frequency components evolve
over time, thereby dividing the signal into short overlapping windows, and the Fourier
transform is applied to each segment [2].

Additionally, there are adaptive methods like the Hilbert-Huang Transform (HHT) [198],
which is another method apart from WT and STFT used in EEG biometrics. HHT decom-
poses EEG signals into Intrinsic Mode Functions (IMFs) using Empirical Mode Decomposi-
tion (EMD), offering an adaptive time-frequency analysis that can capture nonlinear and
non-stationary signal characteristics.

Time-frequency features have been applied in EEG biometrics across diverse stim-
ulus conditions, such as resting-state, event-related paradigms, and motor imagery
tasks [199,200]. These features provide a rich set of discriminatory information and have
been extensively studied for improving the accuracy and robustness of EEG-based authen-
tication systems [2].

8.4. Deep Feature Learning

Traditional EEG-based biometric systems primarily rely on handcrafted feature extrac-
tion techniques, where informative temporal, spectral, statistical, or time-frequency features
are extracted from EEG signals and subsequently classified using conventional machine
learning algorithms such as Support Vector Machines (SVM) [48], k-Nearest Neighbors
(KNN) [49], Linear Discriminant Analysis (LDA) [201], and Random Forests [155] but in
recent studies, deep learning models [15] are increasingly used not only as end-to-end
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classifiers but also as feature extractors. In this approach, intermediate representations
typically obtained from one of the fully connected or convolutional layers are treated as
high-level discriminative features that capture complex spatio-temporal patterns in EEG
signals. The extracted deep embeddings are then fed into conventional classifier models
mentioned above for final decision-making [50,202].

A common strategy employed within deep feature learning is to use connectivity-
based input measures, such as Phase Locking Value (PLV) and Coherence (COH) [47],
which quantify inter-channel synchronization and correlation, that is represented as ma-
trices or graphs and provided as input to deep models. These models then automatically
extract abstract embeddings that encode individual specific brain connectivity patterns,
capturing spatial and temporal relationships between regions in a stable and discrimina-
tive manner [175]. These deep features derived from PLV, COH, and other connectivity-
informed inputs are applicable across a wide range of stimulus conditions [175], including
resting-state, sensory-evoked paradigms(visual/auditory), motor imagery tasks [203,204],
and Event-Related Potentials. By combining topological information from connectivity
measures with hierarchical patterns learned by deep architectures, these features provide
a rich and flexible representation that complements traditional spectral, time-frequency,
and connectivity-based features in EEG biometric systems. To provide a clearer picture
of research trends, Figure 14b illustrates the percentage distribution of commonly used
feature extraction techniques found in our EEG biometrics literature.

To summarize, time-domain features are simple and effective in capturing subject-
specific EEG characteristics, but they are sensitive to noise and exhibit poor stability
across different time epochs, making them more suitable for resting-state EEG analysis [4].
The frequency-domain features provide better stability and discriminative capability by an-
alyzing spectral EEG characteristics. Time-frequency methods further improve the analysis
of non-stationary EEG signals by jointly capturing temporal and spectral information, mak-
ing them well suited for motor-task EEG analysis [46]. The deep learning-based methods
automatically learn discriminative spatial, temporal, and nonlinear EEG representations
from raw or minimally processed signals. Although they often achieve superior perfor-
mance, they require large datasets, high computational resources, and generally offer
lower interpretability compared to conventional handcrafted feature extraction methods.
The commonly used feature extraction methods are presented in Table 7.

9. Classification Methods

Once features are extracted, the classification step plays a vital role in interpreting
these features to reliably identify individuals based on EEG signals. The extracted features
are fed into classification algorithms that learn to recognize unique brain wave patterns cor-
responding to different subjects. Over the years, classification techniques in EEG biometrics
have evolved significantly, beginning with conventional similarity-based approaches [205],
which were later complemented by handcrafted feature-based methods [206]. More re-
cently, the field has advanced toward shallow neural networks [197] and fully deep learning
models [207-209], which can automatically learn hierarchical feature representations of
EEG signals, leading to improved robustness and generalization performance in authenti-
cation tasks. These approaches vary widely in terms of complexity, dependency on manual
feature engineering, and data requirements. The following subsections provide a detailed
overview of these classification methods, highlighting their respective advantages and
challenges within EEG-based biometric systems. Figure 16 shows the structured timeline
reflecting when each category began gaining attenton in research.
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Figure 16. A pictorial representation that illustrates the beginning of handcrafted, shallow, and deep
learning networks in EEG-based biometrics.

9.1. Similarity-Based Classifier

One of the early and widely adopted approaches in EEG biometrics is the similarity-
based classification framework, primarily valued for its conceptual simplicity and low
computational complexity [210]. In this paradigm, a biometric template is first constructed
during the enrollment phase, where representative EEG features are extracted from each
subject under controlled recording conditions. These features may consist of time-domain
statistical descriptors, frequency-band power features, or more discriminative represen-
tations such as spectral or connectivity-based measures, depending on the system design
and application requirements.

During the authentication phase, an incoming probe EEG sample is processed through
the same feature extraction pipeline and subsequently compared with the stored template.
This comparison is typically performed using a range of similarity or distance metrics,
including Euclidean distance, cosine similarity, correlation coefficients, Manhattan distance,
or Dynamic Time Warping (DTW), depending on whether the feature representations are
vector-based or sequential in nature.

Different similarity measures have been extensively investigated in the literature for
EEG-based authentication. For example, Euclidean distance has been used to quantify dissim-
ilarities between spectral features derived from brain signals [29,94], while cross-correlation
has been applied to capture temporal similarity in resting-state EEG patterns [211]. The co-
sine similarity has been adopted to evaluate angular relationships between normalized
feature vectors, particularly those derived from power spectral density representations [37].
The Manhattan distance has also been explored to measure absolute component-wise devia-
tions in identity verification tasks [151]. In addition, Dynamic Time Warping (DTW) has been
introduced to align nonlinearly shifted EEG sequences prior to similarity computation,
thereby addressing temporal variations in brain activity [96]. These techniques have been
applied either directly on raw EEG templates or on features extracted from time, frequency,
or time-frequency domains. Although these approaches are computationally efficient
and highly interpretable, they are generally more suitable for one-to-one authentication
scenarios. A decision is then made by comparing the resulting similarity score against
a predefined threshold, which is typically determined empirically using validation data
to achieve an optimal trade-off between false acceptance and false rejection rates. If the
similarity score satisfies the acceptance criterion, the claimed identity is verified; otherwise,
the system rejects the input as an impostor attempt.

Despite their efficiency and ease of implementation, similarity-based methods are
inherently sensitive to intra-subject variability in EEG signals, which may arise due to
factors such as fatigue, cognitive state changes, electrode placement inconsistencies, or vary-
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ing recording conditions. Consequently, these methods are often employed as baseline
approaches or in scenarios where real-time performance and computational efficiency are
prioritized over highly adaptive or learned representations.

9.2. Handcrafted Classifier

The handcrafted methods focus on manual feature engineering using domain expertise,
ensuring interpretability but limiting adaptability. They work well with limited data and
depend on feature selection quality. Some commonly used handcrafted methods are Linear
Discriminant Analysis (LDA), K-Nearest Neighbor (K-NN), Support Vector Machine (SVM),
Markov Model, and Random Forest (RF).

Linear Discriminant Analysis (LDA) [201] assumes that EEG features for each class
follow a Gaussian distribution. It projects high-dimensional EEG feature vectors onto a
lower-dimensional space where the distance between classes (i.e., different individuals) is
maximized, making it useful for both classification [45] and dimensionality reduction. In the
EEG biometrics literature, LDA [212] is often applied to features such as power spectral
densities, band power ratios (alpha, beta, gamma, theta, delta), or Event-Related Potential
(ERP) amplitudes and latencies. The augmentation of these features helps distinguish
individuals based on the characteristic patterns of their brain activity in response to specific
stimuli, such as P300 responses [213] from visual tasks or alpha/beta rhythms during motor
activity.

K-Nearest Neighbor (K-NN) [48,49] is a non-parametric supervised learning algorithm
frequently used in EEG biometrics for its simplicity, interpretability, and robustness with
limited training data. The training set typically comprises EEG feature vectors extracted
from spectral characteristics (e.g., band power in alpha, beta, gamma, theta, delta), time-
domain features, or Event-Related Potentials (ERPs) and latencies [214]. During classifi-
cation, an unlabeled EEG feature vector is assigned to the class that is most frequently
represented among its k-nearest neighbors in the feature space which is determined using
distance metrics such as the Euclidean distance. The parameter k critically influences
performance, as it balances noise sensitivity and generalization. Despite its simplicity,
K-NN serves as an effective baseline classifier in EEG biometrics, capable of distinguishing
individuals based on the inherent similarity of their neural patterns.

Support Vector Machine (SVM) [48,155,201] is a supervised learning algorithm widely
used in EEG biometrics for classification tasks. Its core principle is to find an optimal
hyperplane in an N-dimensional feature space that maximizes the margin between classes.
Using kernel functions, SVMs can effectively handle both linear and nonlinear separations
in EEG data. As biometric authentication involves multiple subjects, SVMs are typically
extended using one-vs-all or one-vs-one schemes for multi-class discrimination. For user
authentication in EEG biometrics, Support Vector Machines are commonly used when
the number of features is large compared to the number of subjects or training samples,
as they effectively handle high-dimensional data, reduce the risk of overfitting, and provide
robustness in capturing discriminative neural patterns. Commonly used feature vectors
alongside SVM include spectral power [89], time-frequency features, and event-related
potentials. Several studies have demonstrated high classification performance [17,89,
197], and advanced methods incorporating brain connectivity and graph embeddings
with SVMs have achieved near-perfect accuracies [98,99,202]. SVM remains a benchmark
classifier in EEG biometrics due to its strong generalization on noisy neural data, capacity
to model complex feature spaces, and consistent state-of-the-art performance across diverse
experimental paradigms.

Extreme Gradient Boosting (XGBoost) [215] is an ensemble learning algorithm based
on gradient-boosted decision trees, designed to maximize classification accuracy while
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maintaining computational efficiency. In EEG biometrics, XGBoost is typically employed
after extracting handcrafted features such as Power Spectral Density (PSD), wavelet co-
efficients, entropy measures, or Event-Related Potentials (ERPs). Rather than learning
features directly from raw EEG, it constructs a series of decision trees where each subse-
quent tree corrects the errors of the previous ones, progressively refining the model [216].
This makes XGBoost particularly effective for small-to-medium-sized EEG datasets, where
deep learning methods often risk overfitting. It is also capable of modeling nonlinear
feature relationships and provides feature-importance scores, offering interpretability by
highlighting which EEG channels or features contribute most to classification. Due to its
scalability, robustness, and competitive accuracy, XGBoost has become a strong alternative
to traditional classifiers [217].

Markov Model [89,151] is a probabilistic framework well suited for modeling sequential
dependencies in EEG signals, where the probability of the next state depends only on the
current state. The Hidden Markov Model (HMM) extends this by assuming that brain
states are latent (hidden) and can only be inferred from observed EEG features such as
spectral band powers or Event-Related Potentials [89]. For user authentication in biometric
systems, this is a valuable attribute because neural activity exhibits temporal dynamics and
non-stationarity. By modeling transitions between cognitive or rhythmic states, HMMs can
exploit the temporal evolution of EEG patterns to improve subject authentication accuracy.
They rely on manually extracted EEG features and statistical state-transition modeling.
However, their integration with neural networks (e.g., HMM-RNN hybrids [218]) has also
been explored for more advanced spatio-temporal feature learning in EEG biometrics [89].

Random Forest (RF) [48,91,155,219] is another supervised ensemble learning algorithm
that combines multiple decision trees, each trained on bootstrapped subsets of the data
with random feature selection. In EEG biometrics, RF is applied primarily on handcrafted
features [220] such as band power in delta, theta, alpha, beta, and gamma ranges, statistical
descriptors from time-domain signals, or ERP features evoked by visual or motor imagery
stimuli. These features capture distinctive neural signatures, while RF provides robust
classification by aggregating the predictions of diverse trees through majority voting. Since
EEG data are often noisy and non-stationary, the ensemble nature of RF reduces overfitting
and improves generalization across sessions.

9.3. Shallow Networks

Shallow networks have been widely used in EEG-based biometric systems, particularly
before the dominance of deep learning models [197]. Unlike deep architectures with multi-
ple hidden layers, shallow neural networks typically consist of one hidden layer (or very
few layers) and are trained using handcrafted features extracted from EEG signals [33,221].
Shallow networks have proven to be effectively applied in EEG biometrics, especially
useful in scenarios where datasets are relatively small and computational resources are
limited [175,222].

Artificial Neural Networks (ANNs) are the foundational class of neural models inspired
by biological neurons [215,223]. For EEG biometrics, ANNs are applied to classify hand-
crafted features such as band power, entropy, and Event-Related Potentials (ERPs) [214].
Their ability to model nonlinear relationships with a shallow architecture makes them
suitable for small datasets and limited computational resources [224]. ANNs have proven
effective across visual, auditory, and motor stimuli, enabling authentication based on con-
sistent cognitive or rhythmic patterns elicited by these tasks [225]. Additionally, Multilayer
Perceptrons (MLPs) with shallow architecture have also been used as classifiers in cascaded
frameworks, often in combination with convolutional or recurrent components to enhance
classification accuracy [154,155].
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9.4. Deep Learning Methods

Deep learning methods have become central to EEG biometrics because they can
directly learn discriminative spatial-temporal representations from raw EEG signals, reduc-
ing dependence on handcrafted feature extraction [207-209]. Compared with traditional
machine learning approaches, deep architectures are more effective at modeling the nonlin-
ear, non-stationary, and subject-specific characteristics of EEG signals [32,42,51,160,174,226].
Recent research has therefore shifted toward architectures capable of jointly capturing
temporal dynamics, inter-channel relationships, and cross-session variability.

Convolutional Neural Networks (CNNs) remain the dominant architecture in EEG bio-
metrics due to their ability to hierarchically extract local and global spatial-temporal
patterns [174,226]. Both lightweight shallow CNNs and deeper CNN architectures have
been widely explored in EEG biometric systems. Lightweight CNNs are computationally
efficient and suitable for wearable or real-time authentication systems, while deeper CNN
models provide stronger representation learning capability for modeling complex EEG vari-
ability [33,110,134,175]. CNN-based approaches can operate directly on raw or minimally
processed EEG signals, reducing dependence on handcrafted feature engineering [227,228].
Architectures such as One-Dimensional Spatio-Temporal Convolution (1D-STC) [229],
Two-Dimensional Local Spatio-Temporal Convolution (2D-LSTC) [230], Two-Dimensional
Spatial-Temporal Convolution (2D-SPTC) [231], and Three-Dimensional Spatial-Temporal
Convolution (3D-SPTC) [209] have demonstrated that performance improves when both
temporal evolution and electrode topology are jointly modeled [209,229-232].

Recurrent Neural Networks (RNNs) were introduced to explicitly model temporal de-
pendencies in EEG sequences [231]. Standard RNNs maintain hidden states that evolve
across time, enabling short-term temporal context learning. However, gradient instability
limits their ability to retain long-range dependencies, reducing effectiveness for long EEG
sequences. Consequently, pure RNN architectures are less common in recent EEG biometric
systems, but they remain important as the conceptual basis for more advanced recurrent
models and hybrid CNN-RNN frameworks [226].

Long Short-Term Memory (LSTM) networks address the limitations of conventional
RNNSs through gated memory mechanisms that regulate information flow across long
temporal intervals [51]. In EEG biometrics, LSTMs are particularly effective for modeling
evolving neural dynamics in paradigms such as motor imagery and Visual Evoked Poten-
tials, where discriminative information is distributed over time [158,174]. Their ability to
preserve temporal context makes them more robust to session variability and temporal
fluctuations compared with shallow sequential models.

Gated Recurrent Units (GRUSs) [32,51] simplify the LSTM design by merging the input
and forget gates into a single update gate, reducing the parameter count while preserving
the ability to capture both short-term and long-term dependencies [233]. This efficiency
makes GRUs attractive for resting-state EEG and resource-constrained scenarios such
as wearable biometric systems. Despite their lighter architecture, GRUs have shown
comparable accuracy to LSTMs in authentication tasks, especially when modeling transient
brain responses where memory requirements are shorter [234,235].

Self-Organized Operational Neural Networks (Self-ONNs) extend conventional CNNs by
replacing fixed linear convolutional operators with adaptive nonlinear operators learned
directly from data [42]. This design improves the representation of nonlinear EEG character-
istics and enhances generalization across recording sessions and subjects. Compared with
standard CNNs, Self-ONNs demonstrate improved robustness to noise and intra-subject
variability while reducing dependence on extensive preprocessing and manual feature
engineering [42,236]. Their adaptive operator learning mechanism makes them particularly
suitable for highly heterogeneous EEG datasets.
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Graph Convolutional Neural Networks (GCNNs) model EEG recordings as graph-
structured data, where electrodes are represented as nodes and functional connectivity
relationships define graph edges [160]. Unlike Euclidean convolutions used in CNNSs,
graph convolutions operate on irregular spatial structures and therefore better capture
inter-electrode dependencies [50]. This formulation is especially relevant for EEG bio-
metrics because subject-specific connectivity patterns contain discriminative information
beyond local spectral features. Recent studies demonstrate that GCNNs outperform con-
ventional CNNSs in scenarios where spatial brain-network interactions play a dominant
role [237-239].

As illustrated in Figure 16, classifier development in EEG biometrics has evolved from
handcrafted machine learning approaches toward representation-driven deep learning
frameworks. Earlier studies primarily relied on classifiers such as SVM, kNN, and LDA
operating on manually engineered spectral or statistical features [48,155,201,240-242]. Al-
though these methods were computationally efficient and effective on smaller datasets,
their performance was strongly dependent on feature quality and domain expertise.

Between 2010 and 2016, the use of shallow neural architectures such as ANNs and
MLPs were on the rise, and introduced limited representation learning capability but
still lacked sufficient depth to model complex EEG variability [154,222,224,243]. Since
2016, deep learning approaches have dominated EEG biometric research due to ad-
vances in GPU computing, larger EEG datasets, and end-to-end optimization frame-
works [32,42,51,160,174,226]. Current trends indicate a transition from feature-centric
pipelines toward architectures that jointly learn temporal, spatial, and connectivity-aware
representations directly from raw EEG. Hybrid and graph-based models further reflect a
broader movement toward integrating multiple representational paradigms to improve
cross-session robustness and subject generalization.

Figure 17a illustrates the percentage of usage of individual classifiers in the EEG-based
biometric studies. It shows the proportion of papers employing the handcrafted, shallow
networks, and deep learning-based network classifier. Figure 17b, depicts the percentage
of the most commonly used classifiers in the literature for EEG biometric applications. It
can be observed that SVM dominates due to its robustness and simplicity, while other
classifiers are less frequently used. These statistics provide a clear visual representation of
the prevalence and distribution of classifier types.
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Figure 17. An illustration of the frequency of the classifiers used in our surveyed research pa-
pers: (a) Percentage usage of different categories of classifiers used in EEG-based biometric studies;
(b) Percentage usage of some of the most commonly used classifiers

Similarity-based classifiers are commonly employed in non-transformed domains
where EEG features are represented as real-valued vectors. As observed from Table 7, early
EEG biometric studies predominantly relied on handcrafted spectral and statistical features
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such as PSD, AR coefficients, FFT, MFCC, coherence measures, and functional connectivity
descriptors, which were typically combined with conventional classifiers including SVM,
HMM, LDA, LVQ, Random Forest, and distance-based matching methods. Among these,
SVM appears as one of the most frequently adopted classifiers due to its effectiveness in
handling high-dimensional EEG feature spaces and limited training samples. Similarity-
based approaches such as Euclidean distance, cosine distance, Mahalanobis distance,
template matching, and matching-score frameworks have also demonstrated competitive
performance, particularly in verification-oriented EEG biometric systems.

The table further shows a gradual transition from handcrafted feature engineering
toward neural-network-based approaches. Shallow neural networks, including MLP, ANN,
and feed-forward neural networks, were introduced to model nonlinear relationships in
EEG features; however, their reported performance and generalization capability were
often dependent on the quality of manually extracted features. More recently, deep learning
architectures such as CNNs, LSTMs, GRUs, autoencoders, and hybrid deep networks
have become increasingly prevalent, particularly for resting-state, VEP, SSVEP, and motor
imagery paradigms. These methods automatically learn hierarchical spatial-temporal
representations directly from raw or minimally processed EEG signals and generally report
the highest authentication performance in the surveyed literature.

Despite these advances, Table 7 also reveals that high reported accuracies are fre-
quently obtained under controlled laboratory conditions and specific acquisition protocols.
Handcrafted and shallow-learning approaches remain attractive due to their lower compu-
tational requirements, greater interpretability, and suitability for limited datasets, whereas
deep learning models require substantially larger datasets, increased computational re-
sources, and often exhibit reduced interpretability. Furthermore, the non-stationary nature
of EEG signals, session-to-session variability, and changes in cognitive or emotional states
continue to affect the long-term robustness of all classifier categories, highlighting the need
for improved cross-session generalization and real-world validation.

10. Evaluation Protocols

Evaluating an EEG-based biometric system requires carefully designed experimental
protocols that reflect how the system would operate in real-world conditions. Unlike
conventional classification problems, biometric authentication must be robust to multiple
sources of variability, such as time, task, and hardware differences [16]. A well-defined
evaluation protocol ensures that reported performance is not overly optimistic and that
comparisons across studies remain meaningful and reproducible. In general, evaluation
protocols can be categorized according to the type of variability they introduce between
the training and testing sets, as described below [139].

Intra-stimulation or Intra-session evaluation protocols train and test the model using
EEG data collected within the same recording session, often under identical cognitive tasks
or stimuli. This is the simplest and most optimistic evaluation setting, typically yielding the
highest accuracy [93]. It primarily assesses the short-term repeatability of EEG biometric
features, as electrode placement, mental state, and environmental conditions remain stable.
However, strong performance under this condition does not guarantee real-world usability
due to the inherent non-stationarity of EEG signals over time [37,244,245].

Inter-stimulation (or Inter-task) evaluation protocols train and test on EEG data collected
from the same subjects but under different cognitive or sensory tasks. This evaluation
examines whether identity-specific neural signatures remain stable across task variations.
Systems that generalize well across tasks indicate that the extracted features capture person-
specific characteristics rather than stimulus-driven patterns, making such protocols critical
for developing task-independent and naturalistic biometric systems [245,246].
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In the cross-subject evaluation protocol, models are trained on data from a subset
of participants and tested on entirely unseen individuals. This evaluation assesses the
generalization ability of the model and ensures that it does not overfit to users present in
the training dataset [247]. Although cross-subject generalization is not directly required for
biometric authentication, it is widely used in deep learning research to validate robustness
and to identify potential dataset-specific biases [248].

Cross-session evaluation protocols are among the most stringent in EEG biometrics.
Here, training and testing are performed on recordings from the same subjects but collected
across different sessions, days, or time intervals. This protocol captures temporal variability
arising from changes in electrode positioning, user fatigue, emotional state, and environ-
mental factors. Cross-session performance is considered a key indicator of system reliability
and long-term template stability [99,115].

Cross-device evaluation investigates whether a model trained on EEG data from one
acquisition device can generalize to data recorded using different hardware. The rise
of low-cost wearable EEG headsets makes this evaluation increasingly important [249].
Device differences in sensor type (for instance, wet v/s dry electrode devices), spatial
montage, amplifier characteristics, impedance levels, and sampling rates can significantly
alter signal properties. Systems that demonstrate robustness across devices are better suited
for practical and portable biometric authentication deployments [250].

Among these protocols, intra-session evaluation provides only an optimistic upper-
bound estimate of performance and does not reflect real-world deployment conditions.
In contrast, cross-session evaluation should be considered the primary benchmark for EEG
biometric systems, as it captures temporal non-stationarity and session variability. Further-
more, cross-day, cross-device, and template-aging evaluations are essential for assessing
long-term stability and practical usability in real-world authentication scenarios. Future
EEG biometric studies should prioritize these evaluation protocols to ensure meaningful
and deployment-relevant performance reporting.

11. Performance Metrics

Performance metrics serve as an essential foundation for evaluating the effectiveness
and reliability of EEG-based biometric systems. As these systems authenticate individuals
using brain activity, a rigorous evaluation framework is necessary to properly assess
their performance. Due to the inherently noisy, low Signal-to-Noise Ratio (SNR), and non-
stationary characteristics of EEG signals, traditional biometric evaluation metrics must often
be interpreted carefully or adapted to the application context [7]. This section presents the
most widely used performance metrics in EEG biometrics, with a clear distinction between
identification and verification scenarios.

EEG-based biometric systems are generally evaluated under two distinct paradigms:
identification and verification. In the identification scenario (1:N matching), an EEG sample
is matched against the templates of all the enrolled users and assigned to the identity. Its
performance is commonly reported using classification accuracy or rank-based measures.
In contrast, the verification scenario (1:1 matching) involves comparing a claimed identity
against a stored template to decide whether the claim is genuine or an impostor. This is
a threshold-based decision problem and is more relevant for real-world authentication
systems, where security considerations are critical.

In classification-based evaluation, all performance measures are derived from the
Confusion Matrix, which summarizes the outcomes of predictions in terms of True Positives
(TP), True Negatives (TN), False Positives (FP), and False Negatives (FN). This matrix
provides the basis for most biometric performance metrics [38].
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Among identification-oriented metrics, accuracy measures the proportion of correctly
classified samples out of all predictions [4,17,38,120,160], and is defined as:

TP+ TN
TP+TN+FP+FN

Accuracy = (1)

While accuracy provides a general measure of performance, it may not fully reflect
system reliability under class imbalance or varying data distributions. Therefore, it is often
complemented by reporting the standard deviation of accuracy across cross-validation folds
or repeated trials to assess stability and generalization capability [251]. A low standard
deviation indicates consistent performance, whereas a high value suggests sensitivity to
noise or overfitting [41].

However, accuracy alone is insufficient for biometric verification systems, as it does
not account for decision thresholds or security—usability trade-offs. Therefore, verification-
based evaluation relies on error-centric and threshold-dependent metrics.

The False Acceptance Rate (FAR) measures the likelihood that an impostor is incorrectly
accepted as a genuine user [174,252]:

Number of False Acceptances
Total Number of Impostor Attempts

FAR = (2)
The False Rejection Rate (FRR) measures the likelihood that a genuine user is incorrectly

rejected [174,252]:

Number of False Rejections

FRR =
Total Number of Genuine Attempts

)

Since FAR and FRR depend on the decision threshold, biometric systems exhibit a
trade-off between security and usability. In EEG-based verification systems, matching or
similarity scores are computed between a test sample and a stored template. These scores
form two distributions: the genuine score distribution, obtained from comparisons of samples
belonging to the same individual, and the impostor score distribution, obtained from compar-
isons between different individuals. The degree of separation between these distributions
reflects the discriminative capability of the biometric system. Greater separation generally
leads to lower error rates, whereas significant overlap increases the likelihood of false
acceptances and false rejections.

A decision threshold is then selected to determine whether a claimed identity should
be accepted or rejected. If the matching score exceeds the threshold, the claim is accepted;
otherwise, it is rejected. The choice of threshold directly influences the trade-off between
FAR and FRR. A stringent threshold reduces the probability of accepting impostors but may
increase the rejection of genuine users, whereas a relaxed threshold has the opposite effect.
Consequently, performance is often analyzed over a range of thresholds using ROC and
DET curves, while the operating threshold may be selected according to application-specific
security requirements.

Most EEG biometric studies evaluate performance under a closed-set protocol, where
every test sample belongs to an enrolled subject and the system assigns it to one of the
known identities. In contrast, open-set evaluation allows previously unseen individuals
to appear during testing. In such scenarios, the system must not only recognize enrolled
users but also correctly reject unknown subjects. Open-set evaluation therefore provides a
more realistic assessment of operational biometric systems and highlights the importance
of robust threshold selection and impostor rejection capabilities.

The Receiver Operating Characteristic (ROC) curve illustrates the relationship between
the False Acceptance Rate (FAR) and the True Positive Rate (TPR) as the decision threshold
is varied. It provides a global view of the discriminative capability of the system. The Area
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Under the Curve (AUC) is often used as a summary metric, where higher values indicate
better separation between genuine and impostor score distributions.

Complementary to ROC analysis, the Detection Error Trade-off (DET) curve plots the
False Rejection Rate (FRR) against the False Acceptance Rate (FAR) on a normal deviate
scale. This representation emphasizes performance in low-error operating regions, which
are particularly important in high-security biometric applications. Unlike ROC curves, DET
curves allow finer comparison of systems at very low error rates, making them suitable for
strict authentication scenarios.

A widely used summary metric for verification performance is the Equal Error Rate
(EER) [252], defined as the point where FAR equals FRR. It provides a single scalar value
representing system performance and is commonly used for comparing biometric sys-
tems. The EER is typically obtained numerically by sweeping the decision threshold and
identifying the point of intersection between FAR and FRR curves [186].

To provide an additional consolidated error measure, the Half Total Error Rate

(HTER) [20] is defined as:

HITER — FAR —;— FRR @)

HTER provides a simple and interpretable summary of system performance, al-
though it assumes equal importance of FAR and FRR.

In addition to verification-specific metrics, standard classification measures such as
True Positive Rate (TPR), Specificity (True Negative Rate), Precision, and F1-score are also com-
monly reported. TPR, also known as Sensitivity or Recall, measures the proportion of
genuine users correctly accepted, while Specificity measures the proportion of impostors
correctly rejected. Precision evaluates the reliability of accepted identities, and F1-score pro-
vides a harmonic balance between Precision and Recall, especially in imbalanced datasets.

While identification-based metrics such as accuracy are useful for closed-set classifi-
cation problems, EEG-based biometric authentication systems should primarily rely on
verification-oriented metrics such as FAR, FRR, ROC, DET analysis, EER, and HTER to
ensure meaningful evaluation of real-world security performance.

12. Challenges and Future Work

Despite significant progress in EEG-based biometric authentication, several critical
challenges continue to limit its large-scale adoption and real-world deployment. A careful
analysis of the literature reveals that most existing studies are conducted under con-
trolled laboratory environments using relatively small and demographically homogeneous
datasets, with limited attention given to long-term robustness, cross-session variability, sub-
ject adaptation, and practical deployment constraints. Although recent advances in deep
learning have improved recognition accuracy, many systems still struggle to generalize
across sessions, devices, cognitive states, and diverse user populations. In addition, issues
related to explainability, privacy preservation, ethical governance, and computational effi-
ciency remain insufficiently addressed. Consequently, future EEG biometric research must
move beyond offline classification accuracy toward adaptive, interpretable, secure, and de-
ployable authentication frameworks capable of operating reliably in realistic environments.

Among the various unresolved challenges, physiological and demographic variability
remain key factors affecting the stability, permanence, and reliability of EEG biometric sys-
tems. Human brain activity is inherently influenced by age, neurological health, cognitive
condition, fatigue, medication, emotional state, and demographic diversity, all of which can
introduce significant variations in EEG signatures over time. Such variability complicates
the development of generalized biometric templates and poses substantial challenges for
long-term authentication in real-world deployment scenarios.
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A synthesis of the existing literature indicates that the challenges in EEG-based bio-
metric authentication are deeply interdependent and cannot be effectively addressed in
isolation. Across the data, model, and deployment levels, a consistent pattern emerges:
limited dataset diversity and demographic bias constrain representational robustness, while
poor cross-session and cross-device generalization highlights the absence of stable and
transferable biometric templates. Furthermore, the lack of effective subject-adaptive and
lifelong learning mechanisms prevents sustained performance in realistic environments,
particularly under changing physiological and contextual conditions. These coupled lim-
itations indicate that the primary bottleneck is not individual algorithmic performance,
but the absence of unified frameworks that jointly integrate data diversity, adaptive learn-
ing, and deployment-aware design. Therefore, future research should prioritize holistic,
continuously adaptive biometric systems rather than incremental improvements within
isolated methodological components.

The following subsections systematically present these challenges and emerging re-
search directions in EEG-based biometric authentication.

12.1. Physiological and Demographic Variability

Age plays a significant role in the performance and reliability of EEG-based biometric
authentication systems. Aging introduces several challenges due to physiological, cognitive,
and neurofunctional changes that affect the stability of EEG signatures [253]. Structural
and functional alterations in the aging brain, such as reduced neural synchrony, slower
oscillatory rhythms, and modifications in cortical connectivity, can directly impact com-
monly used EEG biometric features [23]. Empirical studies show that normal aging disrupts
spectral power distributions, alters oscillatory dynamics, and increases background neural
noise, ultimately reducing the consistency of EEG-based biometric patterns over time [254].
Moreover, age-related variability increases in spatial and temporal EEG have been reported,
including changes in alpha band correlations between brain regions, highlighting notable
drift in neural signatures between young and older adults [255].

A major limitation in current EEG biometric research is that most studies rely on
young, healthy participants, typically below the age of 30 years, despite evidence that EEG
signal complexity evolves nonlinearly across the lifespan [23,255,256]. Older adults often
exhibit greater intra-subject EEG variability due to fatigue, medication effects, and neu-
rological conditions, reducing template permanence and increasing false rejection rates
during long-term deployment. These findings highlight the need for age-invariant fea-
ture representations, adaptive learning frameworks, and periodic template recalibration
strategies capable of maintaining stable authentication performance across different age
groups [22,257].

Neurological disorders such as epilepsy, Parkinson’s disease, and Alzheimer’s disease
can substantially alter neural activity patterns and disrupt the stability of biometric EEG
features [258,259]. These conditions affect oscillatory rhythms, neural synchrony, and func-
tional connectivity, introducing persistent deviations in EEG signatures used for authenti-
cation. Consequently, systems trained on healthy populations often perform poorly when
applied to individuals with atypical neural dynamics. Developing clinically inclusive EEG
biometric systems will therefore require disorder-aware models, adaptive feature extraction
strategies, and personalized templates capable of compensating for pathological variability.
Such developments are especially important because EEG biometrics may provide accessi-
ble authentication alternatives for individuals with physical or motor impairments [260].

Similarly, mental health conditions including depression, anxiety, and schizophrenia can
influence EEG characteristics in more transient and state-dependent ways [261]. Emotional
stress, fatigue, cognitive load, and mood fluctuations can alter frontal asymmetry, alpha-
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band activity, and event-related responses, thereby affecting authentication consistency.
Since mental health conditions are highly prevalent worldwide, future EEG biometric
systems must incorporate adaptive and mental-state-aware modeling approaches to ensure
robustness and fairness across diverse psychological conditions. These effects may also
vary across sex and gender-diverse populations, further emphasizing the importance of
inclusive and demographically balanced datasets [262].

Expanding EEG biometric research across diverse ethnic, cultural, and demographic
populations is equally essential for developing fair and generalizable systems. Variations
in skull morphology, scalp thickness, hair density, sleep habits, stress exposure, diet, edu-
cational background, and cultural practices can all influence EEG acquisition quality and
neural activity patterns [263-265]. Genetic ancestry has also been associated with differ-
ences in oscillatory dynamics and cortical connectivity [266,267]. However, many publicly
available EEG datasets remain geographically and demographically limited, increasing the
risk of algorithmic bias and reduced generalization [268]. Future studies should therefore
prioritize large-scale, multi-ethnic, and longitudinal datasets to improve fairness, reduce
demographic bias, and support globally deployable EEG biometric systems [269,270].

There is also limited consideration of how diverse demographic and lifestyle factors
influence EEG signals used for biometric authentication. Variations across gender, ed-
ucational background, cultural practices, dietary habits, sleep quality, and linguistic or
communication disabilities can all introduce measurable differences in brain activity that
may affect biometric stability and fairness [271]. For instance, gender-specific differences in
cortical activation, hormonal cycles, or stress responsiveness can alter spectral power distri-
butions. Educational and cognitive background may influence baseline neural efficiency
and task-related EEG responses, potentially biasing systems that rely on cognitive stimula-
tion paradigms. Linguistic diversity further contributes to differences in neural processing
patterns, particularly in tasks involving semantic, auditory, or emotional stimuli. Lifestyle
factors such as diet, caffeine consumption, fatigue, or irregular sleep, which are known to
modulate EEG rhythms, may also degrade intra-subject consistency. Despite these well-
established influences, most EEG biometric datasets remain limited to young, educated,
and culturally homogeneous populations, which restricts generalization and may introduce
demographic bias into real-world applications. Therefore, future EEG biometric research
must incorporate diverse participant groups and systematically analyze demographic and
lifestyle effects to develop equitable and population-wide authentication systems.

12.2. Practical Deployment and User Acceptance Challenges

Beyond physiological variability, several practical deployment and usability chal-
lenges must be addressed before EEG biometrics can become viable for everyday
authentication applications.

Although EEG offers unique advantages as a biometric trait, it is highly variable and
susceptible to noise. Integrating EEG with other physiological or behavioral modalities
such as ECG, EMG, gait, or face recognition can improve authentication accuracy, robust-
ness, and resistance to spoofing attacks. Such multimodal systems exploit complementary
information from different modalities to reduce false acceptance and rejection rates under
varying conditions. However, challenges related to sensor integration, synchronization,
computational complexity, and privacy remain important research concerns [20].

Despite promising performance results, EEG biometric studies are still typically con-
ducted on relatively small subject populations. Limited public acceptance and awareness
of EEG technologies also restrict broader adoption. Many users perceive EEG devices
as uncomfortable or associate them with medical procedures, while others express con-
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cerns regarding the privacy of neural data that may reveal cognitive or health-related
information.

Most EEG biometric systems focus primarily on offline classification, whereas real-time
authentication and continuous authentication remain comparatively underexplored. Real-
time deployment introduces challenges including low-latency preprocessing, efficient
feature extraction, lightweight classification, online artifact removal, and handling intra-
session and inter-session variability [32,197]. Recent studies have demonstrated promising
compact deep-learning models, such as EEGNet variants and CNN-LSTM architectures,
for streaming EEG analysis and edge-device implementation [2]. However, benchmarking
inconsistencies, limited privacy-preserving learning strategies, and insufficient security
evaluation continue to hinder practical deployment [2,272].

Although EEG biometrics are generally more resistant to presentation attacks than
traditional biometric modalities, they remain vulnerable [20] to replay attacks, template
leakage, adversarial manipulation, and stimulus-dependent attacks. In addition, EEG
variability across sessions and cognitive states further complicates secure real-world de-
ployment. Therefore, future EEG biometric systems should incorporate robust threat
modeling, secure template protection, and privacy-preserving authentication strategies for
practical applications.

Thus, enabling practical EEG biometric deployment will require advances in adaptive
modeling, efficient real-time processing, wearable hardware design, usability optimiza-
tion, and secure authentication frameworks for reliable operation in real-world environ-
ments [273,274].

12.3. Ethical and Legal Challenges

In addition to technical and deployment limitations, EEG biometrics also introduce im-
portant ethical, legal, and societal concerns due to the highly sensitive nature of neural data.

EEG biometrics raise important ethical and legal challenges because brain signals con-
tain deeply sensitive information that extends beyond personal identity, including cognitive
states, emotional states, and potential neurological or psychological disorders [275,276].
This makes EEG data uniquely sensitive compared to other biometric identifiers. Issues
related to privacy, data ownership, long-term storage, secondary use of data, and informed
consent must be addressed rigorously to prevent misuse or unauthorized inference of
mental or medical conditions [277]. In particular, participants must be clearly informed
prior to data collection about the nature of EEG signals, the type of information that may
be inferred, storage duration, data sharing policies, and possible future reuse, ensuring
truly informed consent beyond a one-time agreement. There is also a risk of discrimina-
tion or bias if neural data are misinterpreted or mishandled. Therefore, robust regulatory
frameworks, transparent data governance policies, and strict access control mechanisms
are essential to safeguard users. Ethical guidelines must ensure that advancements in brain-
based authentication respect individual autonomy, uphold societal values, and support the
responsible development and deployment of EEG biometric technologies, in compliance
with evolving long-term regulatory and neurorights frameworks [278].

12.4. Algorithmic and Modeling Challenges

Alongside physiological and ethical considerations, significant algorithmic and compu-
tational challenges continue to affect the reliability and scalability of EEG biometric systems.
Developing robust algorithms for EEG-based biometric authentication remains chal-
lenging due to issues related to feature extraction, classification, adaptability, and real-time
deployment. A key difficulty lies in extracting stable and discriminative features from
EEG signals, which are inherently non-stationary and vary across time, tasks, sessions,
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and physiological states [22,241]. Identifying features that remain invariant under such
variability is non-trivial. High-dimensional EEG recordings also demand dimensionality
reduction or representation learning methods, such as Principal Component Analysis (PCA)
or deep autoencoders, yet reducing dimensionality without discarding relevant information
remains an open challenge. Moreover, EEG signals are extremely sensitive to noise and
artifacts arising from muscle activity, eye blinks, electrode impedance fluctuations, and en-
vironmental interference, requiring sophisticated preprocessing techniques. Methods such
as Independent Component Analysis (ICA), adaptive filtering, and artifact subspace recon-
struction are commonly used to suppress distortions while preserving biometric-relevant
patterns [279,280].

Another major challenge is the high inter-session and inter-subject variability inherent
in EEG signals. Brain wave patterns can shift significantly across recording sessions due
to subtle differences in electrode placement, impedance changes, cognitive or emotional
state fluctuations, and environmental conditions, all of which reduce the reproducibility
of biometric features [127]. Traditional classifier models such as Support Vector Machines
(SVMs) and k-Nearest Neighbors (k-NN) often struggle with the high dimensionality, non-
linearity, and low Signal-to-Noise Ratio of EEG data, leading to reduced generalization
across sessions and subjects [22]. Deep learning models, including Convolutional Neural
Networks (CNNs), Recurrent Neural Networks (RNNs), and transformer-based architec-
tures, can better capture complex spatiotemporal EEG representations but require large
and diverse datasets for training and are computationally demanding [33]. Ensuring a
balance between algorithmic complexity and real-time performance is essential, especially
for mobile, wearable, or embedded EEG authentication systems where computational
resources, memory, and power consumption are constrained [281].

Most EEG biometric systems rely on black-box deep learning models that provide
little insight into the decision-making process. Incorporating explainable Al techniques can
enhance transparency, trust, and accountability by highlighting the features, frequency
bands, or brain regions most relevant to authentication [282,283]. This is particularly
important for regulatory compliance, debugging model errors, and ensuring fairness across
diverse populations [284]. Future research should explore lightweight and interpretable
models, or hybrid approaches that combine accuracy with explainability, to increase the
acceptance of EEG biometrics in real-world applications [285].

The scarcity of large, diverse EEG biometric datasets remains a major obstacle to
developing robust and generalizable machine learning models. Generative models, in-
cluding Generative Adversarial Networks (GANSs) and Variational Autoencoders (VAEs),
offer promising solutions by synthesizing realistic EEG signals for data augmentation,
balancing class distributions, and enhancing privacy [286,287]. Synthetic EEG data can sig-
nificantly reduce reliance on time-consuming and resource-intensive data collection, while
also supporting reproducible research and enabling benchmarking across studies [288].
Nevertheless, ensuring the authenticity, temporal dynamics, and inter-subject variability of
generated EEG signals remains a key challenge. Poorly designed generative models may
introduce artifacts or biases that compromise classifier robustness and degrade real-world
performance [289]. Continued work is required to establish validation standards and
quality metrics for synthetic EEG generation.

Further, the lack of standardized EEG biometric datasets and benchmarking frameworks
remains a major limitation in the field, as most studies rely on small, institution-specific
datasets recorded using different protocols, electrode montages, and hardware systems.
This heterogeneity reduces reproducibility and makes it difficult to compare feature ex-
traction methods, classification pipelines, and system performance across studies [290].
The absence of large, diverse, and publicly available EEG biometric datasets also restricts
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the development of deep learning models, which require substantial training data to
generalize well across populations. Addressing these challenges requires the creation of
standardized datasets, unified evaluation protocols, and benchmarking platforms. Future
progress will depend on hybrid machine-learning approaches, adaptive biometric mod-
els, and lightweight real-time processing strategies supported by consistent datasets and
evaluation standards [22,197].

12.5. Future Integration Directions

Looking ahead, future EEG biometric systems are expected to evolve beyond stan-
dalone authentication frameworks towards more integrated and adaptive neurotechnology
ecosystems.

Future EEG biometric systems hold strong potential for integration with Brain—
Computer Interface (BCI) applications, enabling seamless and continuous authentication in
real-world scenarios such as assistive communication technologies, virtual and augmented
reality environments, gaming systems, and neuroprosthetic control [291,292]. Embed-
ding biometrics within BCIs can support personalized and secure user experiences by
verifying identity during ongoing interaction rather than through discrete authentication
events [293,294]. However, this integration introduces several challenges, including strin-
gent low-latency requirements, ensuring user comfort during prolonged use, maintaining
hardware interoperability across diverse BCI platforms, and defending against emerging se-
curity threats such as cognitive hacking or adversarial neural inputs [295]. Advancing EEG
biometrics alongside BCls opens promising avenues for adaptive, user-aware, and secure
brain—computer interaction frameworks [296].

The reviewed literature suggests that the challenges in EEG-based biometric authenti-
cation exist across multiple interconnected priority levels. Inmediate technical bottlenecks,
particularly cross-session variability, feature instability, noise sensitivity, and limited dataset
generalization, remain the most critical barriers affecting system reliability and robustness.
Beyond these, medium-term deployment challenges such as real-time implementation,
computational efficiency, wearable usability, and multimodal integration continue to limit
practical large-scale adoption. In the longer term, ethical, legal, and societal concerns
related to privacy preservation, informed consent, demographic fairness, and neural data
governance will play an increasingly important role in shaping the responsible deployment
of EEG biometric technologies. Addressing these challenges collectively will be essential for
developing secure, adaptive, scalable, and trustworthy EEG-based authentication systems
for real-world applications.

13. Conclusions

EEG biometrics has evolved from conventional handcrafted feature-based systems to-
wards data-driven deep learning frameworks capable of learning complex spatial-temporal
neural representations directly from EEG signals. Advances in spectral analysis, connectiv-
ity modeling, and deep architectures such as CNNs, recurrent networks, and graph-based
models have significantly improved biometric recognition performance across a wide range
of experimental paradigms.

Despite these developments, several challenges continue to limit the practical de-
ployment of EEG biometric systems. A major issue is the inherent variability of EEG
signals across sessions, mental states, acquisition devices, and electrode placements, which
affects long-term stability and cross-session generalization. Furthermore, many existing
studies rely on relatively small datasets collected under controlled laboratory conditions,
making reproducibility and fair comparison between methods difficult. The absence of
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standardized acquisition protocols, evaluation metrics, and benchmarking frameworks
further complicates large-scale validation.

Another important challenge concerns the balance between recognition performance
and practical usability. Although deep learning approaches achieve state-of-the-art accu-
racy, they often require large training datasets, high computational resources, and lengthy
calibration procedures, limiting their suitability for wearable and real-time authentica-
tion systems. In addition, issues related to explainability, privacy preservation, and ro-
bustness against adversarial manipulation remain insufficiently explored in current EEG
biometric research.

Future work should therefore focus on developing lightweight and generalizable mod-
els capable of robust cross-session and cross-device adaptation. Greater emphasis is also
needed on large-scale public datasets, standardized evaluation methodologies, explainable
artificial intelligence techniques, and practical wearable EEG acquisition systems suitable
for continuous authentication. Addressing these challenges will be essential for translating
EEG biometrics from controlled research environments into scalable, secure, and real-world
authentication applications.
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