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Abstract 

Existing target sorting methods suffer severe performance degradation or even failure un-
der inherent severe spectrum overlap, homogeneous protocol parameters, and scarce sin-
gle-source points in Synchronous Non-Orthogonal Frequency Hopping (SNOFH) scenar-
ios. To address this challenge, this paper proposes a passive sorting framework for 
SNOFH UAV swarm signals based on multi-station relative hopping time difference. The 
proposed framework constructs a spatial-location-driven sorting feature system, designs 
a kernel joint distribution adaptation module to eliminate inter-station measurement dis-
crepancies, and develops a multi-scale wavelet-based method to achieve sub-sampling 
level hopping time extraction, reducing the dependence on prior FH parameters and hard-
ware radio frequency fingerprints. Experimental comparisons between the proposed and 
reference sorting methods are conducted on a simulated SNOFH dataset to validate the 
performance of the proposed sorting framework. The experimental results show that the 
proposed method achieves the highest sorting accuracy of 98%, outperforming adopted 
baselines in most SNOFH cases. The proposed method exhibits favorable robustness with 
noise interference, clock-synchronization error, carrier-frequency offset and multipath in-
fluence. It is a suitable choice for UAV swarm sorting under regular and slow-varying 
UAV formations. 
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1. Introduction 
With the rapid development of collaboration methods of multiple Unmanned Aerial 

Vehicles (UAVs), swarm drones have been widely applied in various fields, including 
coordinated strike [1], battlefield reconnaissance [2], and security monitoring [3]. How-
ever, the growing proliferation of swarm drones has made an anti-swarm demand for 
several civil and military scenarios [4,5]. Multi-target sorting determines the upper limit 
of situational awareness performance of the entire anti-swarm system [6], establishing the 
critical correlation between received signals and individual UAV identities across consec-
utive observation instants. Among current multi-target sorting approaches, the electro-
magnetic signal-based one has become the core pathway to counter malicious swarm 
threats, with inherent advantages of all-weather operation, wide-area coverage, and anti-
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occlusion capability [7–9]. Moreover, the Synchronous Non-Orthogonal Frequency Hop-
ping (SNOFH), a frequency-hopping (FH) communication scenario characterized by time 
synchronization and spectrum overlapping, becomes an important UAV communication 
manner that simultaneously balances the spectrum utilization efficiency, anti-interception 
performance, and concurrent communication efficiency [10,11]. Hence, sorting SNOFH 
swarm drones based on electromagnetic signals turns out to be an attractive issue in anti-
swarm research. 

Existing mainstream electromagnetic detection architectures are broadly divided 
into two well-established categories: active radar detection and passive radio frequency 
(RF) sensing. The active radar detection often suffers from high exposure risk, large power 
consumption, and vulnerability to electronic countermeasures [12–14]. Conversely, the 
passive RF detection mainly focusing on FH signals has become an attractive issue in anti-
swarm countermeasures, owing to its strong concealment, low cost, and flexible deploy-
ment [15,16]. 

Three technical routes are involved in passive RF sorting. The first is the radio fre-
quency fingerprint (RFF)-based approach, which extracts unique hardware features from 
received RF signals to distinguish individual UAV emitters and complete cross-frame data 
association. Soltani et al. [17] proposed a multi-classifier framework consisting of 1D deep 
networks on RFFs; Ezuma et al. [18,19] conducted single UAV detection and classification 
using RFF of the signals transmitted from the controller; Huynh-The et al. [20] developed 
a particular convolutional network structure to effectively detect and classify drones, and 
recognize associated operations. The second is the underdetermined blind source separa-
tion (UBSS)-based method, which aims to recover individual source signals from over-
lapped received mixtures using single-source point (SSP) samples when the number of 
receiving antennas is less than the number of swarm targets. Li et al. [21] designed an 
adaptive denoising and azimuth difference single-source detection method to improve 
mixing matrix estimation accuracy in an UBSS process; Fu et al. [22] proposed a UBSS 
scheme for synchronous FH signal sorting without any spectrum overlapping; Zhang et 
al. [23] constructed a third-order covariance tensor and realized mixing matrix estimation, 
while effectively relaxing the sparsity limitation and improving target separation effi-
ciency and accuracy. The third category is the hopping parameter feature-based method, 
which commonly sorts targets by extracting and matching protocol-level FH parameters, 
including hopping time, hopping period, FH set, and dwell time. Zhu et al. [24] incorpo-
rated energy-based features into protocol-level FH parameters for fixed and sweep fre-
quency interference counteraction. 

Recently, learning-based UAV detection algorithms have attracted growing attention 
from researchers. The superiority of such methods lies in their task-oriented mining of 
data features, which can eliminate biases introduced by manual experience in feature en-
gineering. Deep network architectures, including convolutional neural networks [25] and 
long short-term memory networks [26], have been widely adopted for UAV detection. 
Wang et al. [27] proposed a data-driven context-level FH signal parameter extractor to 
gain blind FH parameter estimation for target sorting. Lin et al. [28] developed a YOLO-
based model for time-frequency parameter estimation and sorted targets in a uniform cir-
cular array. Nevertheless, these approaches inherently suffer from the common draw-
backs of learning-based algorithms: massive labeled data is required for network training 
[29], making them poorly suited for UAV detection scenarios characterized by few-shot 
or even zero-shot training. Although existing works have alleviated this conflict via the 
“pre-training and fine-tuning” paradigm [30], they still fail to fundamentally address the 
challenges encountered by learning-based methods in real-time feature separation and 
matching of multiple UAV targets. 
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All mentioned technical routes face inherent challenges in the sorting of SNOFH 
UAV swarm signals. RFF-based methods rely on pure single-source signals to extract dis-
criminative hardware imperfection fingerprints, and thus suffer severe performance deg-
radation or even complete failure under frequency-domain aliasing of concurrent multi-
target signals [18]. UBSS-based schemes require abundant effective SSPs for accurate mix-
ing matrix estimation, while the extreme scarcity of native SSPs in SNOFH scenarios leads 
to fatal estimation bias of the mixing matrix and invalid source reconstruction [31,32]. For 
hopping parameter-based methods, the highly homogeneous protocol-level hopping pa-
rameters of SNOFH swarms submerge the subtle inter-node differences in aliasing and 
noise, making it impossible to achieve reliable individual UAV discrimination and cross-
slot association [33]. Although learning-based methods can realize end-to-end processing 
in form, they still exhibit insufficient intelligence at the signal processing level and de-
mand massive labeled data, resulting in prominent limitations. 

To address the aforementioned inherent limitations of existing multi-target sorting 
methods in SNOFH scenarios, we utilize the truth that the spatial distance between two 
UAVs determines their relative signal propagation delay arriving at a certain reconnais-
sance station. Accordingly, we propose a multi-station sorting method for SNOFH swarm 
signals, relying on the different UAVs ’ signal propagation delays, instead of hardware-
level RFF and protocol-level hopping features, collected from different reconnaissance 
stations. It achieves robust target sorting throughout continuous movement of the UAV 
swarm. The proposed framework consists of four phases, including target number esti-
mation, hopping instant feature abstraction, domain adaptation-based feature drift com-
pensation, and data sorting between stations. We utilize multi-scale continuous wavelet 
transform (CWT) and cubic spline interpolation to suppress spectral aliasing and acquire 
sub-sampling-precision hopping edge timestamps for hopping instant feature abstraction, 
and deploy kernel joint distribution adaptation (KJDA) for intelligent signal processing to 
counteract feature drift stemming from UAV swarm motion. Distinct from existing hop-
ping time estimation methods, this integrated scheme elevates the precision of target hop-
ping time features and supports UAV swarm sorting using features distorted by temporal 
and spatial propagation drift. In addition, we extend the domain adaptation paradigm to 
individual UAV discrimination. The key innovations and contributions of this work are 
summarized as follows: 

(1) A SNOFH multi-target sorting method using multi-station hopping instant features, 
free of protocol-level FH parameters and RF fingerprints. 

(2) Nonlinear domain adaptation suppressing the drift of multi-station signal delays for 
stable UAV Identity (ID) sorting. 

(3) A high-precision UAV hopping time estimation under severe spectrum overlap. 

The remainder of this paper is organized as follows: Section 2 elaborates on the pro-
posed multi-target sorting framework, including feature design and core module princi-
ples. Section 3 illustrates the simulated SNOFH data used for performance evaluation. 
Section 4 validates the method’s performance through comparative experiments with the 
SNOFH signal data. Finally, Section 5 concludes the paper and discusses future research 
directions. 

2. Methods 
2.1. Notations 

In this paper, we consider a four-phase passive sorting framework, consisting of M  
distributed ground surveillance stations, which synchronously receive SNOFH signals 
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transmitted by N  UAV swarm targets. Figure 1 shows the overall workflow of the pro-

posed method. The receiver of each station adopts a uniform sampling rate sF , with the 

sampling period defined as = 1 /s sT F  . For the m-th monitoring station where 

{ }∈ …1,2, ,m M
, the received discrete baseband signal X [ ]m n  is denoted as follows: 

τ
=

= ⋅ − +∑X w, ,
1

[ ] ( ) [ ]
N

m m i i s m i m
i

n h s n T n  (1) 

where = … −0,1, , 1n L  is the discrete time index, L  is the total length of the sampled sig-

nal, ,m ih  is the complex channel gain between the i-th UAV and the m-th station, 
( )⋅is

 is 

the normalized FH baseband signal transmitted by the i -th UAV, τ ,m i  is the free-space 

propagation delay of the signal, and w [ ]m n   is the Additive White Gaussian Noise 

(AWGN) with zero mean and variance 
σ 2

w . 

 

Figure 1. Overall workflow of the proposed four-phase passive sorting framework. 

We denote the Smoothed Pseudo Wigner-Ville Distribution (SPWVD) for time-fre-

quency analysis as SPWVD( , )n f , where f  is the normalized frequency variable. For CWT, 

the wavelet coefficient sequence is denoted as W ( )a,n , with a  as the scale parameter con-
trolling the time-frequency resolution. The relative time-difference vector of the m -th moni-

toring station is denoted as τm , and the multi-station joint feature vector of the i -th UAV 

target is denoted as if  where 
{ }∈ …1,2, ,i N

. For domain adaptation, we define the feature 

dataset of the initial sorting period with pseudo labels as the source domain s , and the fea-

ture dataset of the current period to be sorted as the target domain t . 

2.2. Phase 1: Target Number Estimation 

In this subsection, we eliminate out-of-band interference and extract aliasing-free 
SSPs to predict the number of targets and support subsequent feature extraction. 
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For the received signal X [ ]m n , we first perform mean removal and an FIR bandpass 
as follows: 

−

=

 
= − ∗ 
 

∑X X X
1

pre
0

1[ ] [ ] [ ] [ ]
L

m, m m
k

n n k b n
L

 (2) 

where 
  b n

 is the impulse response of the FIR filter with passband matched to the prior 

frequency range of the SNOFH signal, and *  denotes the discrete convolution operator. 
Then, we adopt SPWVD to generate the time-frequency energy spectrum, which sup-
presses cross-term interference in multi-source aliased scenarios while maintaining high 
time-frequency resolution [34]. The discrete form of SPWVD is: 

π−

=− =−

= ⋅ + + + −∑ ∑ X X 4*
,pre ,preSPWVD ( , ) [ ] [ ] [ ] [ ] s

QP
j fqT

m m m
p P q Q

n f g p h q n p q n p q e  (3) 

where 
⋅ g

  and 
⋅ h

  are time-domain and frequency-domain Gaussian smoothing 

windows, P  and Q  are the half-lengths of the smoothing windows, and ( )⋅
*

 denotes 
the complex conjugate operator. 

We detect SSPs based on the subspace orthogonality criterion [31]. For each time-
frequency point, we construct the time-frequency observation vector 

( ) ( )=z , SPWVD ,mn f n f
, and perform eigenvalue decomposition on its autocorrelation 

matrix by: 

= = +zz z z{ ( , ) ( , )} H HH
s s n n nsE n f n fR U Λ U U Λ U  (4) 

where U s  and Un  are the signal subspace and noise subspace, respectively, Λs  and 

nΛ  are the diagonal matrices of corresponding eigenvalues, and ( )⋅
H

 denotes the con-
jugate transpose operator. After that, a time-frequency point can be judged as a valid SSP 

if it satisfies the condition 
λ λλ

=∑ 1
/

K

k maxk , where λmax  is the maximum eigenvalue of 
Rzz , λθ  is a preset threshold and K  is the total number of eigenvalues. According to 
the extracted SSPs, we can determine energy-concentrated regions from the time-fre-
quency spectrum and use Density Peak Clustering (DPC) [35,36] to estimate the number 

of UAV targets N̂ . 

2.3. Phase 2: Hopping Instant Feature Abstraction 

In this subsection, we integrate multi-scale CWT and cubic spline interpolation to 
abstract high-precision features representing the spatial position for an individual UAV. 

Considering that CWT can separate overlapping spectra and owns a continuous scale 
adjustment range [37], we choose multi-scale CWT decomposition to detect the FH signal 

transient edge based on the time-domain signal 
  XSSP n

 corresponding to each extracted 
SSP. We select the first-order Gaussian derivative wavelet as the mother wavelet. Accord-

ingly, the CWT 
  XSSP n

 can be calculated as: 

ψ
−

=

= ⋅ −∑ X
SSP 1

*
SSP

0

1( , ) [ ] ( )( )
L

s
k

W a n k a k n T
a

 (5) 
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where 
( )ψ ⋅

 is the CWT function, SSPL  is the sample length of the SSP signal, and a  is 
the scale parameter. In this study, we use both small-scale and large-scale parameters to 
obtain high time resolution and strong anti-noise performance. We select local modulus 
maxima of the wavelet coefficients at the used scale parameters if a corresponding maxi-

mum within ±∆n   sampling points at all larger scales exists (we set ∆ = 3n   in this 
study). Thus, the peak position corresponding to the rising edge of the FH signal is the 

coarse positioning integer sampling point peakn
. To break through the accuracy limitation 

of discrete sampling, we use cubic spline interpolation [27,28] to achieve sub-sampling-

precision positioning of the hopping time finet . 
To construct features reflecting the distance between individual UAVs and M-sta-

tions, we take the earliest detected hopping instant in the same dwell period as the refer-

ence ( )= … ˆref , fine, ,1 fine, ,
min , ,m m m N

t t t
 and calculate the relative time difference for each tar-

get: 

τ = − = …, fine, , ref ,
ˆ, 1,2, ,m i m i mt t i N  (6) 

Thus, the relative time-difference vector of the m -th station can be expressed as: 

τ τ τ

τ τ τ τ
=

 =  

= … ∑

 ˆ,1 ,2 ,

ˆT 2
ˆ,1 2 ,, 1,

, , ,

[ , , , ]

m m m m N

N
m m m im N i

τ
 (7) 

This feature is uniquely determined by the normalized spatial position of the UAVs 
in the swarm, which is not affected by the homogenization of protocol-level FH parame-
ters [38]. 

2.4. Phase 3: Domain Adaptation-Based Feature Drift Compensation 

In this subsection, we attempt to solve the nonlinear drift effect mτ  calculated from 
different stations via domain adaptation, a learning paradigm reducing the distribution 
discrepancy between source and target domains with unlabeled target data. Domain ad-
aptation solves the station-sensitive feature alignment problem, fully utilizing the swarm 
drone formation and individual relative spatial position. In theory, the inter-station devi-
ation of the relative time-difference vector is governed by the geometric layout of moni-
toring stations and UAV spatial positions. Nevertheless, the proposed sorting framework 
is designed as a pre-processing module for subsequent passive target geolocation, where 
the real geometric coordinates of UAVs are completely unknown and cannot be acquired 
in advance during the sorting stage. Thus, a closed-form geometric transformation would 
require prior UAV position information, leading to an inherent logical dilemma: accurate 
geometry is required to calibrate time-difference features, whereas calibrated time-differ-
ence features are exactly the fundamental input for solving UAV geometry. For this rea-

son, we resort to domain adaptation to solve the nonlinear drift of mτ  across stations. It 
performs data-driven nonlinear alignment purely based on the statistical distribution of 
interference-distorted multi-station features, without relying on any prior UAV geometric 
information, which conforms to the inherent logical order of passive sorting-then-posi-
tioning tasks. 

Firstly, we select an arbitrary station as the standard one, and define the feature da-

taset from the standard one as the source-domain 
τ = == ˆ

s , 1 _{ } |m m std
N

m i i , where _m std  de-
notes the serial number of the standard station. The feature dataset from the other station 
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to be sorted is defined as the target domain 
τ = ≠= ˆ

t , 1 _{ } |m m std
N

m i i . We label the target IDs 
in the source-domain samples as: 

τ = == _s , 1{( , )} |s
m m std

N
m i i iy  (8) 

where 
∈ … ˆ{1,2, , }iy N

 is the pseudo label of the i -th feature, and 
= ˆ

sN N
 is the num-

ber of source-domain samples. Here, the pseudo-label assigned to each source-domain 
sample is randomly generated. The pseudo labels serve as initial identifiers for the source-

domain samples, and do not rely on any prior information. The maximum value sN  of 

such identifiers is determined by the number of hopping instants N̂  extracted in Phase 
2. Considering M stations, we can collect the feature samples from M-1 non-standard sta-
tions and combine them as the target domain. Meanwhile, the source-domain dataset is 
solely constructed from relative hopping time-difference features collected by one stand-
ard monitoring station. The total number of pseudo-label categories is equal to the esti-
mated number of UAV targets. Random permutation of these label numbers only changes 
the digital identifier of each feature cluster, while the intrinsic cluster partition structure 
of source-domain samples remains fixed. The optimization objective of KJDA only re-
quires the relative distribution gap between different feature categories, rather than the 
specific numerical value of each category label. Regardless of how the exclusive pseudo-
labels are randomly allocated, the solved optimal projection matrix for feature alignment 
keeps consistent, which guarantees deterministic cross-station clustering and sorting out-
puts without random fluctuations. As a result, the randomly assigned pseudo-labels will 
not bring randomness to the cross-station sorting results after KJDA alignment. 

Secondly, we attempt to align both the marginal and conditional distributions of the 
source and target domains with KJDA, which extends the linear joint distribution adapta-
tion (JDA) framework to nonlinear scenarios via the kernel trick for low-resource systems 
[39]. We primarily establish the original feature matrix X as follows: 

×
=

 =   = =  ∈      _ 1, , , , sN M
t ts m m s MtdX τ τ τ τ x x  (9) 

where 
×∈ 1s

s
Nτ

 and 
× −∈ ( 1)sN M

tτ
 represent the source and target domain original fea-

ture matrices, respectively. Considering special scenarios including symmetrical for-
mations, close-range targets and geometric degradation, the relative hopping time differ-
ences extracted from a single reconnaissance station for different targets may become ex-
tremely small and degrade the sorting performance. Accordingly, we require that the total 
number of deployed reconnaissance stations is more than 4. Then, we set M = 4 and select 
the top 4 stations with the highest quality of relative hopping time differences from all 
geographically dispersed reconnaissance stations for subsequent processing. The selec-
tion criterion here is the variance of feature vectors: a larger variance indicates better dis-
criminability and higher signal quality. Then, we map the original features to a high-di-
mensional Reproducing Kernel Hilbert Space (RKHS) via a nonlinear kernel mapping 

( )φ ⋅
 to construct the combined RKHS feature matrix K as follows: 

{ } ( ){ }φ
σ

×
  −  = = = ∈     



2
2, exp s s

i j N N
ij i jK

x x
K x x  (10) 

We construct the marginal distribution alignment matrix 0M   and the conditional 

distribution alignment matrix cM  for each class iy
: 

https://doi.org/10.3390/s26144343


Sensors 2026, 26, 4343 8 of 27 
 

https://doi.org/10.3390/s26144343 

= + − −0 2 2

1 1 1 1T T T T
s s t t s t t s

s t s ts t N N N NN N
M 1 1 1 1 1 1 1 1  (11) 

= + − −, , , , , , , ,2 2
, , , ,, ,

1 1 1 1
c s c s c t c t c s c t c t

T
c s c

s c t c s c t cs c

T T

t c

T

N N N NN N
M 1 1 1 1 1 1 1 1  (12) 

where s1  and t1 are indicator vectors for the source and target domains, respectively. 
,s cN  and ,t cN  are the number of samples of pseudo-label c  in the source and target 

domains, respectively. ,s c1  and ,t c1  are the corresponding class indicator vectors. Thus, 

we can establish a learning model to find the optimal projection matrix A  in the RKHS, 
which minimizes the distribution difference between domains while maximizing the fea-
ture discriminability: 

λ+

=

2T T

T T

min tr( )

s.

 

t.

 
F

A M A AK K

K KA H A I
A  (13) 

where λ   is the regularization coefficient, =
= +∑

ˆ

0 1

N
cc

M M M
  is the total distribution 

alignment matrix, 
( )= − + ⋅ T

s t1 / N NH I 1 1
 is the centering matrix, and 

( )⋅tr
 is the ma-

trix trace operator. Formula (11) is an optimization problem that can be solved via gener-

alized eigenvalue decomposition, and the optimal projection matrix ∗A  is obtained from 
the smallest m  generalized eigenvectors. Finally, the aligned feature matrix can be com-
puted by: 

= * T( )Z A K  (14) 

where Z  is the calibrated sample matrix involving all the feature samples of the stand-
ard and non-standard stations, eliminating the spatial effect caused by different station 
positions. 

2.5. Phase 4: Data Sorting Between Stations 

We conduct final target sorting and ID assignment to ensure sorting precision and 
robustness on multi-station hopping instant features. 

We train an ID classifier 
( )⋅IDf

 based on the standard station data from the cali-

brated sample matrix Z  with associated IDs. Then, we use the learned 
( )⋅IDf

 to clas-

sify the remaining projected data in Z . The classification results will guide data cluster-
ing across the multiple stations. We assume that the projected hopping instant features 
with an identical label are from the same UAV. 

The final output of the proposed framework includes the fixed ID, high-precision 
hopping instant sequence, and multi-station feature vector of each UAV target, which 
supports subsequent passive positioning and tracking. 

The whole process of the proposed method is shown in Algorithm 1. 

Algorithm 1. Pseudo-code of the proposed cross-station feature sorting method 
Input: Multi-station received SNOFH signal, sampling rate, sliding window length 
Output: estimated target number, matched hopping instant feature matrix 

// Phase 1: Target Number Estimation 
1: Preprocess: Mean removal + FIR bandpass filtering according to Formula (2) 
2: Compute SPWVD to obtain time-frequency energy spectrum based on Formula (3) 

https://doi.org/10.3390/s26144343


Sensors 2026, 26, 4343 9 of 27 
 

https://doi.org/10.3390/s26144343 

3: Detect SSPs via Formula (4) 
4: Extract time-frequency energy concentration regions 
5: Estimate target number N̂  via DPC on SSPs 
// Phase 2: Hopping Instant Feature Abstraction 
6: for each detected SSP signal do 
7:    Perform multi-scale CWT with scale a1, a2 according to Formula (5) 
8:    Locate wavelet modulus maxima to obtain coarse hopping instant 
9:    Refine sub-sampling instant via cubic spline interpolation 
10: end for 
11: Compute relative time-difference feature based on Formula (6) 
12: Construct a relative time-difference feature vector according to Formula (7) 
// Phase 3: KJDA-based Feature Alignment 
13: Calculate feature vector variance for each reconnaissance station 
14: Select the top 4 stations with the largest variance 

15: Constitute source-domain (standard station) and target domain via Formula (8) 
16: Assign random pseudo labels to source-domain samples 
17: Construct kernel matrix K via RBF kernel according to Formulas (9) and (10) 
18: Obtain aligned feature matrix Z in the projected subspace based on Formulas (11)–

(14) 
// Phase 4: Cross-Station Sorting 
19: Train ID classifier on aligned source-domain features 
20: Classify target domain features and assign a consistent UAV ID 
21: Output estimated target number N̂ , and matched hopping instant feature matrix 

Z 

3. Dataset Formulation 
We have built an SNOFH dataset to validate the proposed multi-target sorting frame-

work. All data are generated following the signal model defined in Section 2.1, with full 
consideration of practical UAV swarm motion, formation variation, and spectrum overlap 
characteristics in real-world scenarios. The proposed framework relies on two preset ex-
perimental assumptions: perfect unified timing references among all reconnaissance sta-
tions and a fixed, known geographic deployment of each station. In practical engineering, 
nanosecond-level synchronous timing can be realized by equipping each receiver with 
global navigation satellite system disciplined high-precision atomic clock modules, which 
provide the required consistent timing benchmark for extracting relative hopping time-
difference features. Meanwhile, fixed station layout is a widely adopted deployment 
mode for ground permanent anti-UAV reconnaissance systems, whose coordinate infor-
mation can be pre-measured via surveying equipment before operation. Hence, in subse-
quent parts, we assume all stations maintain nanosecond-level synchronization and hold 
fixed positions. 

3.1. Monitoring Station Deployment 

The dataset contains simulated SNOFH signal samples received by six fixed ground 
monitoring stations, deployed within a 100 km × 100 km planar monitoring area. All sta-
tions are set at an altitude of 0 m. The planar coordinates (in km) of the six stations are 
(30,25), (45,75), (50,50), (60,50), (75,75) and (80,90), as illustrated in Figure 2. 
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Figure 2. Deployment of the six ground monitoring stations in the simulated planar monitoring 
area. 

3.2. UAV Swarm Motion and Formation Configuration 

The simulated swarm consists of 10 UAVs, with a minimum inter-UAV flight dis-
tance of 50 m and a constant flight altitude of 200 m. The geometric center of the swarm 
moves at a constant speed of 15 m/s, traveling from the initial coordinate (90,90) km to the 
end point (25,25) km. The total flight duration is approximately 204 min. Three typical 
formation patterns are set during the flight, as shown in Figure 3. The broken-line, 
straight-line, and circular formations are denoted as Formation A, Formation B, and For-
mation C, respectively. The time division of these formations is: Formation A is adopted 
from the 0th to the 150th minute; Formation B occupies 151st to the 180th minute; For-
mation C dominates the period of the 181st to 204th minute. 

 

 

 
(a) (b) (c) 

Figure 3. UAV swarm formation patterns: (a) broken-line formation, (b) straight-line formation, 
and (c) circular formation. 
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3.3. SNOFH Signal Configuration 

All UAVs in the swarm adopt the SNOFH communication scheme throughout the 
flight. The FH pattern is generated by Gold codes, with a hopping rate of 2000 hops per 
second. The operating frequency range is 2.4 GHz to 2.475 GHz, containing 16 hopping 
frequency points evenly spaced at 5 MHz intervals. We set a unique bit rate of 40 Mbps 
for each UAV, and adopt random binary bits to simulate the information to be transmitted. 
We use 16 QAM modulation for communication. Thus, the symbol rate of each UAV trans-

mitter can be calculated by 40M / log16 10M(Baud / s)=  . With a raised-cosine pulse 
shaping filter of roll-off factor a = 0.5, the instantaneous RF bandwidth occupied by a sin-

gle FH channel is ( )10M 0.5 1 / 2 7.5(MHz)× + =
 . Under this configuration, the signal 

spectra of two adjacent FH channels overlap by 50%. On this basis, we can generate radio 
frequency superposition signals of UAV swarms with varying degrees of spectral overlap 
by selecting different roll-off factors. Finally, we can superpose the individual signals of 
all UAVs to obtain the composite signal illustrated. The basic frequency-domain electro-
magnetic signal waveforms of the generated SNOFH swarm communication signal with 

Signal to Noise Ratio (SNR) = 0 dB, station-level clock-synchronization error clkσ = 0 ns, 

carrier-frequency offset f∆ = 0 Hz, and no multipath interference are shown in Figure 4a–
d. 

  
(a) (b) 

  
(c) (d) 

Figure 4. Frequency—main waveforms of the generated SNOFH swarm signal in (a) hop slot 1, (b) 
hop slot 2, (c) hop slot 3, and (d) hop slot 4. 
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To verify the robustness and identify the failure boundary of the proposed method, 
we can add AWGN to the basic electromagnetic signals to obtain a typical SNR range from 
−10 dB to 15 dB with an interval of 5 dB, covering low-SNR harsh electromagnetic envi-
ronments and ideal SNR scenarios. We artificially introduce controlled delays to delay the 
hopping time obtained from a reconnaissance station to expand the maximum clock-syn-
chronization error from 0 ns to 5 ns, 10 ns, 20 ns, and 50 ns. We also randomly select 10% 
UAVs to apply an extra carrier-frequency offset ranging from 0 Hz to 20 kHz, representing 
the frequency mismatch and phase rotation effect caused by oscillator inaccuracies be-
tween the UAV transmitter and the station receiver. We simulate multipath effects by in-
troducing amplitude attenuation and phase delay based on the basic electromagnetic sig-
nals. Accordingly, the multipath effect is characterized by the multipath amplitude atten-
uation coefficient and multipath relative time delay. We select four multipath frequency-
domain parameter groups: amplitude attenuation 0.5 and delay 50 ns, amplitude attenu-
ation 0.4 and delay 100 ns, attenuation 0.3 and delay 150 ns, and amplitude attenuation 
0.2 and delay 200 ns, to demonstrate the impact of multipath interference from weak to 
strong. 

4. Experimental Validation 
4.1. Experimental Settings 

4.1.1. Evaluation Metrics 

We adopt two sorting metrics calculated for independent single-dwell-slot results: 
Target Number Estimation Accuracy (TNEA) and Sorting Accuracy (SA). 

TNEA evaluates the performance of the proposed method in estimating the total 
number of UAV targets. It calculates the proportion of test cases across M stations where 
the estimated target number is consistent with the ground-truth number, and quantita-
tively reflects the accuracy of target quantity estimation as follows: 

=

= ×∑
1

1TNEA 100%
M

est

i tar

N
M N

 (15) 

where estN  and tarN  denote the estimated and real number of UAVs in a single dwell 
slot. 

SA reflects the sorting correctness by the ratio of correctly clustered signal samples 
to the total number of samples. Its mathematical formula is as follows: 

( ) ( )( )=
= Ι =∑ 1

1SA cluster labelN
i ii

x x
N

 (16) 

where N is the total number of signal samples, ix  is the i-th sample, ⋅cluster( )  is the 

clustering result of the sorting method, ⋅label( ) is the ground-truth UAV label, and ⋅I( )  

is the indicator function. ⋅I( )  outputs one when the condition is true, otherwise zero. 

4.1.2. Baseline Methods 

Different from conventional FH-based sorting schemes, this study focuses on the 
SNOFH scenario and aims to achieve cross-station matching of swarm target hopping in-
stant features, which makes it difficult to adopt a single existing method as a complete 
baseline. Therefore, we construct comparative baselines through a reasonable combina-
tion of mainstream technologies. Following the inherent processing pipeline of the pro-
posed method, all baseline schemes are established under a unified framework consisting 
of three core procedures: hopping time extraction, feature transformation, and cross-sta-
tion clustering, to realize inter-station target feature matching for systematic comparison. 
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Based on the mentioned processing pipeline, three reference methods (Baseline A, 
Baseline B, and Baseline C) are constructed. At the hopping time extraction stage: 

• Baseline A adopts the signal separation and hopping instant estimation method pro-
posed in Ref. [21], which separates single-source signals based on adaptive sparse 
reconstruction and global maximum likelihood estimation. 

• Baseline B utilizes the time-frequency energy mutation and sparsity characteristics of 
hopping signals to determine hopping time features, following the technical scheme 
used in Ref. [23]. 

• Baseline C employs the local contrast measure (LCM) strategy introduced in Ref. [40] 
to search for hopping time parameters from time-frequency feature maps. 

Notably, we only extract and reproduce the hopping time parameter extraction core 
module from each cited reference instead of adopting their complete original end-to-end 
models. All model parameters and threshold settings for hopping instant estimation 
strictly follow the recommended configurations provided in the corresponding refer-
ences. The number of effective hopping instants detected by each baseline method is re-
garded as the estimated number of UAV targets, which provides a data-driven basis for 
subsequent clustering tasks. 

To ensure consistent and fair comparison conditions across all baseline methods, a 
unified feature transformation and cross-station clustering strategy is adopted in the sub-
sequent processing stages. First, the hopping time differences obtained from the previous 
stage are converted into unified formation topology vectors according to Formulas (9) and 
(10). Then, we use the Constant False Alarm Rate(CFAR) K-means clustering algorithm 
proposed in Ref. [41] as the cross-station matching part for all baseline schemes. We set 
the CFAR threshold ε = 0.08 and the maximum iteration number = 300. The CFAR K-
means is a specific sorting method for trajectory measurement with excellent adaptability 
to changing data. It optimizes the initial cluster seed selection by utilizing the CFAR 
threshold of feature distribution, and introduces a clustering iteration termination crite-
rion constrained by feature discrimination loss. We believe these two improvements can 
suppress clustering deviation caused by aliased hopping features and time-delay feature 
drift, making the clustering process adaptive to SNOFH signals. The cluster number fed 
into CFAR K-means is adaptively assigned as the target number estimated by each base-
line’s own hopping instant extraction module, without injecting ground-truth target count 
prior to maintain unsupervised experimental conditions. 

4.1.3. Scenario and Method Setup 

We divide five formation modes from the dataset to verify the robustness of the pro-
posed method under various UAV swarm formations: 

(1) Mode A: Full data of Formation A (broken line, 0–150 min) 
(2) Mode B: Full data of Formation B (straight line, 151–180 min) 
(3) Mode C: Full data of Formation C (circular, 181–204 min) 
(4) Mode A → B: Data of the formation transition period from A to B (145–155 min) 
(5) Mode B → C: Data of the formation transition period from B to C (175–185 min) 

For the proposed method, we set the CWT scale parameter = 2a  and = 15a  for ul-
tra-high resolution hopping edge positioning and anti-noise edge screening, respectively. 
We use an RBF kernel for KJDA with σ = 1.0, and set KJDA regularization coefficient λ = 
0.01. For domain adaptation, we gather the hopping time-difference feature data of 10 
consecutive hopping dwell slots of the standard station as the source domain, and the 
ones of all non-standard stations as the target domain. 
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All simulation configurations, including monitoring station coordinates, UAV flight 
trajectory parameters, SNOFH waveform parameters, noise intensity, clock-synchroniza-
tion error, carrier-frequency offset and multipath attenuation settings are fully provided 
in Table 1. The algorithm hyperparameters of the proposed method, such as CWT scale 
parameters, RBF kernel width, KJDA regularization coefficient, and source-domain sam-
ple length, are also fixed and listed in Table 1. 

Table 1. Main experimental and parameter settings. 

Parameter Cate-
gory 

Parameter Symbol Value/Configuration 

Monitoring Sta-
tion 

Deployment area 100 km × 100 km 

Station number 
6 stations, select the top 4 for pro-
cessing 

Altitude 0 m 

UAV Swarm 

UAV quantity 10 
Minimum inter-UAV distance 50 m 
Flight altitude 200 m 
Moving speed 15 m/s 

Formation mode 
A (broken line), B (straight line), C 
(circular), A → B, B → C 

SNOFH Signal 

Hopping rate 2000 hops/s 
Frequency range 2.4–2.475 GHz 
Hopping points 16 points, 5 MHz interval 
Modulation 16 QAM 
Channel bandwidth 7.5 MHz 

Interference 

Spectrum overlap 0–50% 
SNR range −10 dB ~ 15 dB, step 5 dB 
Clock-synchronization error 0/5/10/20/50 ns 
Carrier-frequency offset 0/5/10/15/20 kHz 

Multipath setting 
4 groups of attenuation and time-
delay combinations 

Proposed Method 

CWT scale a1 = 2, a2 = 15 
Mother wavelet First-order Gaussian derivative 
KJDA kernel RBF kernel, σ = 1.0 
Regularization coefficient λ = 0.01 
Source-domain sample length 10 consecutive dwell slots 
Target number estimation DPC over-extracted SSPs 

Evaluation Metrics TNEA, SA 

All experimental results in Sections 4.2–4.5 are averaged over 20 independent Monte 
Carlo runs. Each run generates a new independent SNOFH dataset adopting different 
Gold code segments to produce distinct FH patterns. This ensures sufficient statistical di-
versity of the simulated communication signals. Each test run contains 1000 independent 
dwell slots. We report the mean value and standard deviation of TNEA and SA, and the 
corresponding 95% confidence intervals are implied in the statistical fluctuation. 

4.2. Model Parameter Sensitivity Analysis 

Multiple hyperparameters dominate the feature extraction, domain alignment and 
cross-station sorting performance of the proposed framework. In this subsection, we carry 
out model parameter sensitivity experiments to quantify how each core parameter affects 
sorting performance and adopt SA as the primary evaluation metric. During each group 
of tests, only the target parameter is modified, and all remaining hyperparameters are 
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locked to the unified baseline configuration. The baseline values are set as: a1 = 2, a2 = 15, 
regularization coefficient λ = 0.1, RBF kernel width σ = 1.0, source-domain window size Ts 
= 10 dwell slots. 

4.2.1. Sensitivity Analysis of Small CWT Scale 

We set a1∈{1, 2, 3, 4, 5} and fix a2 = 15, λ = 0.1, σ = 1.0, and Ts = 10. The SA results under 
different a1 are listed in Figure 5a. The peak SA reaches 92.3% at a1 = 2, which corresponds 
to the baseline configuration adopted throughout this study. 

  
(a) (b) 

  
(c) (d) 

 
(e) 

Figure 5. Performance of proposed framework with different parameter settings: (a) CWT small-
scale parameter, (b) CWT large-scale parameter, (c) KJDA regularization coefficient, (d) KJDA ker-
nel width, and (e) source-domain window size. 

The sorting performance drops rapidly when a1 deviates from two. The small-scale 
a1 is designed to capture precise hopping time instants of individual UAVs. The test re-
sults demonstrate that a1 = 2 perfectly matches the time scale of dense electromagnetic 
energy jumps of UAV swarms. The sharp performance degradation indicates that the ac-
curate extraction of hopping time features is highly sensitive to the setting of a1. If a1 is too 
small, the wavelet lacks sufficient time-frequency resolution to suppress ambient noise; if 
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a1 is excessively large, tiny hopping edge information is smoothed out, introducing severe 
timing bias for subsequent time-difference feature construction. 

4.2.2. Sensitivity Analysis of Large CWT Scale 

We set a2∈{13,14,15,16,17} and a1 = 2, λ = 0.1, σ = 1.0, and Ts = 10. The SA results under 
different a2 are summarized in Figure 5b. 

The optimal performance is achieved at a2 = 15. Unlike a1, performance only slightly 
and uniformly declines within the range [13,17]. The large-scale a2 adapts to the time scale 
of signal dwell slots, extracting stable electromagnetic energy accumulated within each 
dwell duration. Within [13,17], we observe weak sensitivity of SA to minor adjustments 
of a2, because the corresponding time scale can sufficiently aggregate signal energy near 
each carrier frequency without causing mutual interference of energy from multiple adja-
cent dwell slots. 

4.2.3. Sensitivity Analysis of KJDA Regularization Coefficient 

We set λ ∈ {0.01, 0.1, 1, 10, 100} and fix a1 = 2, a2 = 15, σ = 1.0, and Ts = 10. The SA results 
under different λ are shown in Figure 5c. 

The maximum SA appears at λ = 0.1. We found obvious fluctuating performance loss 
when λ deviates from the optimal value. In fact, the regularization coefficient λ controls 
the generalization capacity of cross-station domain alignment. When λ is too small, the 
generalization constraint is insufficient, the model adopts an over-fit clustering granular-
ity and overemphasizes trivial fluctuations of feature differences, which cannot accom-
modate the dynamic motion of UAV swarms. In contrast, an overlarge λ may excessively 
weaken the weight of feature variation, blurring the inter-UAV feature gaps and leading 
to degraded cross-station matching accuracy. Thus, the KJDA regularization coefficient is 
an important parameter that should be determined by either experience or prior 
knowledge. 

4.2.4. Sensitivity Analysis of KJDA Kernel Width 

We set σ ∈ {0.01, 0.1, 1, 10, 100} and fix a1 = 2, a2 = 15, λ = 0.1, and Ts = 10. The SA results 
under different σ are shown in Figure 5d. 

The optimal kernel width is σ = 1 with the highest SA. The performance presents 
oscillating downward trends as σ moves away from one, yet the overall degradation am-
plitude remains limited. This phenomenon verifies that the proposed hopping time-dif-
ference features can effectively characterize swarm formation structures. The intrinsic dis-
criminability embedded in spatial time-delay features makes the whole sorting algorithm 
robust against moderate changes in σ. A tiny σ magnifies irrelevant noise-induced feature 
deviations, while an overly large σ weakens the distinguishing power between different 
UAV clusters; neither leads to a catastrophic performance drop in this feature system. 

4.2.5. Sensitivity Analysis of Source-Domain Window Size 

We test three source-domain window sizes Ts in 1, 5 and 10 consecutive dwell slots, 
with all other parameters fixed to baseline values and the target-domain window size un-
changed. The SA results of varied Ts are illustrated in Figure 5e. 

We find that the sorting performance improves monotonically with the increase in 
source-domain window size, and the peak SA is obtained at Ts = 10. We infer that two 
factors jointly account for this trend. First, a longer source-domain window collects richer 
feature samples from the standard monitoring station, providing more sufficient category 
prior information to guide feature matching between source and target domains in KJDA 
projection. Second, a window containing 10 dwell slots only covers a total time span of 5 
ms, considering 2000 hops/s. Within such a short period, the formation topology of UAV 
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swarms and their relative positions to monitoring stations barely change, so feature sam-
ples belonging to the same UAV maintain high similarity, which guarantees reliable 
pseudo-label division and stable domain alignment. If the window is too short (one or five 
dwell slots), insufficient feature samples lead to ambiguous cluster boundaries and lower 
cross-station sorting accuracy. 

4.3. Performance Under Varied Interference 

4.3.1. SNR Variation 

This section evaluates the performance of all methods under SNR ranging from −10 
dB to 15 dB with a 5 dB step. Other dataset parameters settings are: spectrum overlap 50%, 
clock-synchronization error 0 ns, carrier-frequency offset 0 Hz, and no multipath effect. 

From Table 2, it can be observed that both TNEA and SA of all methods gradually 
increase as the SNR rises, which conforms to the inherent logic that accurate target num-
ber estimation (high TNEA) is a necessary prerequisite for satisfactory SA. 

Table 2. TNEA and SA performance of all methods under different SNR levels. 

SNR(dB) Metric Baseline A Baseline B Baseline C Ours 
−10 TNEA 0.71 ± 0.03 0.73 ± 0.02 0.58 ± 0.04 0.82 ± 0.02 

 SA(%) 42.8 ± 1.7 44.5 ± 1.4 27.1 ± 2.0 70.5 ± 1.5 
−5 TNEA 0.75 ± 0.02 0.76 ± 0.03 0.62 ± 0.03 0.88 ± 0.02 
 SA(%) 51.2 ± 1.5 52.9 ± 1.2 35.0 ± 1.8 79.3 ± 1.2 

0 TNEA 0.79 ± 0.02 0.80 ± 0.02 0.67 ± 0.03 0.95 ± 0.01 
 SA(%) 56.8 ± 1.3 58.5 ± 1.1 53.7 ± 1.5 92.3 ± 0.9 

5 TNEA 0.82 ± 0.03 0.83 ± 0.02 0.71 ± 0.02 0.96 ± 0.01 
 SA(%) 67.9 ± 1.2 69.4 ± 1.0 65.3 ± 1.3 95.6 ± 0.8 

10 TNEA 0.85 ± 0.02 0.86 ± 0.02 0.75 ± 0.03 0.97 ± 0.01 
 SA(%) 75.0 ± 1.1 73.2 ± 0.9 71.8 ± 1.2 97.1 ± 0.7 

15 TNEA 0.87 ± 0.02 0.88 ± 0.01 0.78 ± 0.02 0.98 ± 0.01 
 SA(%) 79.6 ± 1.0 79.6 ± 0.8 76.9 ± 1.1 98.0 ± 0.6 

It can be seen that Baseline A and Baseline C show obvious performance limitations 
at low SNR. For instance, at SNR = −10 dB, Baseline A only achieves TNEA of 0.71 and SA 
of 42.8%, while Baseline C merely obtains TNEA = 0.58 and SA = 27.1%. Benefiting from 
multi-scale CWT and cubic spline interpolation, the proposed method acquires a TNEA 
of 0.82 and SA of 70.5% at −10 dB, which is far higher than all comparison methods. When 
the SNR increases to 15 dB, the TNEA of the proposed method reaches 0.98 with SA up to 
98.0%, maintaining a clear performance advantage over Baseline B with TNEA = 0.88, SA 
= 79.6%. 

In terms of environmental adaptability, Baseline C is extremely sensitive to low-SNR 
fading, and its TNEA is always the lowest across all SNR conditions. By contrast, Baseline 
A and B have moderate anti-noise capability but cannot effectively suppress the feature 
ambiguity caused by spectrum overlap, leading to saturated SA below 80% even at high 
SNR. The proposed method exhibits strong adaptability under medium and high SNR 
conditions, but its performance also degrades obviously when SNR drops below −5 dB. 
At −10 dB, the advantage in SA is narrowed to around 28% compared with Baseline A, 
rather than maintaining an overwhelming gap. 

This reveals the performance boundary of the proposed method: it is highly applica-
ble and reliable for SNOFH sorting under moderate and high SNR (≥ 0 dB). In extremely 
low-SNR scenarios below −5 dB, noise severely distorts time-frequency hopping edges, 
limiting the upper bound of TNEA and further restraining the sorting performance im-
provement. 
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4.3.2. Clock-Synchronization Error Variation 

We compare the performance of all methods under clock-synchronization error rang-
ing from 0 ns to 50 ns. Other dataset parameters settings are: SNR = 0 dB, spectrum overlap 
50%, carrier-frequency offset 0 Hz, and no multipath effect. 

As shown in Table 3, the case of 0 ns clock error is completely consistent with the 
baseline result at SNR = 0 dB, which guarantees experimental consistency under ideal 
clock synchronization. With the increase in clock drift, both TNEA and SA of all methods 
degrade monotonically. 

Table 3. TNEA and SA under different clock-synchronization errors. 

Clock Error Metric Baseline A Baseline B Baseline C Ours 
0 ns TNEA 0.79 ± 0.02 0.80 ± 0.02 0.67 ± 0.03 0.95 ± 0.01 

 SA(%) 56.8 ± 1.3 58.5 ± 1.1 53.7 ± 1.5 92.3 ± 0.9 
5 ns TNEA 0.77 ± 0.02 0.78 ± 0.02 0.64 ± 0.03 0.93 ± 0.01 

 SA(%) 53.5 ± 1.3 55.1 ± 1.2 50.2 ± 1.5 90.1 ± 0.9 
10 ns TNEA 0.74 ± 0.03 0.75 ± 0.02 0.61 ± 0.04 0.90 ± 0.02 

 SA(%) 43.5 ± 1.4 48.9 ± 1.4 44.3 ± 1.6 83.5 ± 1.1 
20 ns TNEA 0.70 ± 0.03 0.71 ± 0.03 0.58 ± 0.04 0.84 ± 0.02 

 SA(%) 45.3 ± 1.6 46.8 ± 1.4 41.4 ± 1.9 80.5 ± 1.1 
50 ns TNEA 0.65 ± 0.04 0.66 ± 0.03 0.54 ± 0.05 0.77 ± 0.03 

 SA(%) 40.0 ± 1.8 41.4 ± 1.6 35.9 ± 2.1 72.8 ± 1.3 

Within a 10 ns clock error, the proposed method still retains TNEA above 0.90 and 
SA over 86.8%, far outperforming Baseline A (0.74 and 43.5%) and Baseline C (0.61 and 
44.3%). When clock drift reaches 50 ns, the proposed method declines to TNEA 0.77 and 
SA 72.8%, and the performance gap with UBSS baselines is greatly narrowed. 

Baseline A and B maintain relatively stable TNEA but suffer from persistent poor SA, 
as they cannot calibrate the time-difference ambiguity induced by clock-synchronization 
error. Baseline C is most sensitive to clock deviation; its time-frequency contrast is easily 
distorted, leading to the lowest TNEA and SA at all error levels. 

In summary, the proposed method maintains stable sorting performance when the 
clock-synchronization error is no more than 10 ns; once the clock drift exceeds 20 ns, the 
sub-sampling hopping time deviation exceeds the compensation capacity of KJDA, result-
ing in severe SA degradation. This constitutes an obvious inherent limitation of our frame-
work under large timing drift. 

4.3.3. Different Carrier-Frequency Offset 

We evaluate the performance of all methods with varied carrier-frequency offsets 
from 0 to 20 kHz. Other dataset parameters settings are: SNR = 0 dB, spectrum overlap 
50%, clock-synchronization error 0 ns, and no multipath effect. 

Table 4 keeps the zero-offset case fully consistent with the SNR = 0 dB baseline in 
Table 2, ensuring experimental uniformity under ideal carrier-frequency conditions. As 
carrier-frequency offset increases, time-frequency spectrum distortion and phase rotation 
become more severe, causing continuous drops in TNEA and SA for all methods. 

Table 4. TNEA and SA under different carrier-frequency offsets. 

Carrier-Fre-
quency Offset 

Metric Baseline A Baseline B Baseline C Ours 

0 kHz TNEA 0.79 ± 0.02 0.80 ± 0.02 0.67 ± 0.03 0.95 ± 0.01 
 SA(%) 56.8 ± 1.3 58.5 ± 1.1 53.7 ± 1.5 92.3 ± 0.9 

5 kHz TNEA 0.76 ± 0.02 0.77 ± 0.02 0.63 ± 0.03 0.92 ± 0.01 
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 SA(%) 53.4 ± 1.2 54.9 ± 1.1 49.6 ± 1.4 89.2 ± 0.8 
10 kHz TNEA 0.72 ± 0.03 0.73 ± 0.02 0.59 ± 0.04 0.87 ± 0.02 

 SA(%) 48.7 ± 1.3 50.2 ± 1.2 44.5 ± 1.6 83.5 ± 0.9 
15 kHz TNEA 0.68 ± 0.03 0.69 ± 0.03 0.56 ± 0.04 0.81 ± 0.02 

 SA(%) 44.1 ± 1.5 45.5 ± 1.3 39.8 ± 1.8 76.4 ± 1.1 
20 kHz TNEA 0.63 ± 0.04 0.64 ± 0.03 0.52 ± 0.05 0.74 ± 0.03 

 SA(%) 38.8 ± 1.7 40.2 ± 1.5 35.1 ± 2.0 68.3 ± 1.2 

Under a small offset within 10 kHz, the proposed method still maintains TNEA above 
0.87 and SA over 83.5%, which is substantially higher than all baselines. When the offset 
rises to 20 kHz, the proposed method degrades to TNEA 0.74, and SA 68.3%, and the 
performance advantage is obviously compressed. 

Baseline A and B show mild degradation in target number estimation, but cannot 
compensate for offset-induced feature drift, leading to mediocre sorting performance. 
Baseline C is severely affected by spectrum aliasing, always yielding the worst TNEA and 
SA. 

The proposed algorithm works reliably when the carrier-frequency offset is con-
trolled within 10 kHz. If the offset exceeds 15 kHz, severe time-frequency spectrum dis-
tortion cannot be fully eliminated by multi-scale CWT, which forms a clear performance 
bottleneck and limits the practical deployment of this method under large oscillator fre-
quency mismatch. 

4.3.4. Multipath Interference Variation 

In this section, we adopt a two-path propagation model for all UAV swarm signals. 
Four multipath groups are defined with different attenuation coefficients and relative time 
delays. 

• Group 1 (mild multipath): Main path + secondary path with amplitude attenuation 
0.5 and delay 50 ns 

• Group 2 (moderate multipath): Main path + secondary path with amplitude attenua-
tion 0.4 and delay 100 ns 

• Group 3 (severe multipath): Main path + secondary path with amplitude attenuation 
0.3 and delay 150 ns 

• Group 4 (severe multipath): Main path + secondary path with amplitude attenuation 
0.2 and delay 200 ns 

Other dataset parameters settings are: SNR = 0 dB, spectrum overlap 50%, clock-syn-
chronization error 0 ns, and carrier-frequency offset 0 Hz. 

As shown in Table 5, all results under two-path multipath interference are lower than the 
baseline performance at SNR = 0 dB in Table 2, which is physically reasonable since multipath 
superposition inevitably aggravates spectrum aliasing and hopping feature distortion. 

Table 5. TNEA and SA under different multipath interference levels. 

Multipath 
Group 

Metric Baseline A Baseline B Baseline C Ours 

Group 1 
(0.5, 50 ns) 

TNEA 0.77 ± 0.02 0.78 ± 0.02 0.65 ± 0.03 0.92 ± 0.01 
SA(%) 54.1 ± 1.2 55.7 ± 1.1 50.9 ± 1.4 89.5 ± 0.8 

Group 2 
(0.4, 100 ns) 

TNEA 0.73 ± 0.02 0.74 ± 0.02 0.60 ± 0.03 0.76 ± 0.03 
SA(%) 49.0 ± 1.3 50.4 ± 1.2 46.2 ± 1.5 72.1 ± 1.1 

Group 3 
(0.3, 150 ns) 

TNEA 0.69 ± 0.03 0.70 ± 0.03 0.55 ± 0.04 0.68 ± 0.03 
SA(%) 44.3 ± 1.4 45.8 ± 1.3 41.1 ± 1.7 42.1 ± 1.4 

Group 4 
(0.2, 200 ns) 

TNEA 0.64 ± 0.03 0.65 ± 0.03 0.50 ± 0.04 0.62 ± 0.04 
SA(%) 40.1 ± 1.5 41.3 ± 1.4 36.0 ± 1.9 37.5 ± 1.6 
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In Group 1, the proposed method still maintains clear superiority, with TNEA = 0.92 
and SA = 89.5%. At this weak interference level, the multi-scale CWT and cubic spline 
interpolation can effectively separate real hopping edges from low-amplitude short-delay 
multipath components, thus keeping accurate target number estimation and stable sorting 
performance. 

When entering Group 2, the proposed method suffers a sharp performance drop. The 
TNEA of the proposed method decreases drastically from 0.92 to 0.76, leading to a signif-
icant SA decline from 89.5% to 72.1%. The essential reason is that the medium delay and 
moderate attenuation induce complicated spectrum aliasing, which seriously interferes 
with the proposed method’s ability to discriminate the number of hopping instants. The 
dramatic degradation of TNEA further drags down the subsequent SA, forming an obvi-
ous performance inflection point at Group 2. 

In Groups 3 and 4, the delays, including 150 and 200 ns, are almost equivalent to the 
maximum time difference of 167 ns obtained by dividing the maximum spacing of drones 
(50 m) by the speed of light. Thus, the performance of the proposed method continues to 
deteriorate and gradually approaches or even slightly lags behind Baseline A and Baseline 
B. The core mechanism is twofold: (1) severe multipath blurs the separability of hopping 
instant features, making the proposed method unable to accurately distinguish individual 
UAV hopping events, which further reduces TNEA; and (2) the proposed sorting frame-
work heavily relies on the distinguishable relative time-difference features. Strong multi-
path destroys the inherent spatial–temporal feature uniqueness, causing inevitable errors 
in hopping instant estimation. Such dual deterioration on both target number estimation 
and feature separability makes the proposed method nearly ineffective under strong mul-
tipath conditions. 

In contrast, Baseline A and B, based on UBSS, are less sensitive to spectrum aliasing 
caused by multipath. Although their overall SA is not high, their TNEA remains relatively 
stable and does not collapse sharply with the increase in multipath delay. Baseline C al-
ways performs the worst due to its vulnerability to time-frequency contrast degradation. 

The proposed framework only achieves robust sorting under weak multipath inter-
ference with relative delay ≤50 ns. When multipath delay reaches or exceeds 100 ns, mul-
tipath components blur the unique spatial time-difference features relied on by our sort-
ing scheme, leading to a sharp drop in TNEA and SA. Under severe multipath with delay 
above 150 ns, the proposed method even underperforms UBSS-based baselines, which is 
a critical application limitation of our feature-driven architecture. 

4.3.5. Different Formation Modes 

We set the dataset parameters as SNR = 0 dB, spectrum overlap 50%, clock-synchro-
nization error 0 ns, carrier-frequency offset 0 Hz, and no multipath effect for formation 
robustness. 

Table 6 shows that all methods achieve much better TNEA and SA under regular 
formation modes (A, B, C) than formation transition modes (A → B, B → C). For all algo-
rithms, low TNEA always corresponds to low SA, which further validates that target num-
ber estimation is the essential precondition of subsequent sorting. 

Table 6. TNEA and SA under five formation modes. 

Formation 
Mode 

Metric Baseline A Baseline B Baseline C Ours 

Mode A TNEA 0.81 ± 0.02 0.82 ± 0.02 0.69 ± 0.03 0.96 ± 0.01 
 SA(%) 53.7 ± 1.2 55.4 ± 1.1 50.7 ± 1.4 92.3 ± 0.7 

Mode B TNEA 0.82 ± 0.02 0.83 ± 0.02 0.70 ± 0.03 0.95 ± 0.01 
 SA(%) 58.5 ± 1.1 60.2 ± 1.0 55.5 ± 1.3 92.1 ± 0.8 
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Mode C TNEA 0.83 ± 0.01 0.84 ± 0.01 0.72 ± 0.02 0.96 ± 0.01 
 SA(%) 60.0 ± 1.0 61.8 ± 0.9 57.0 ± 1.2 92.7 ± 0.6 

A→B Transi-
tion 

TNEA 0.65 ± 0.04 0.66 ± 0.03 0.52 ± 0.05 0.72 ± 0.03 
SA(%) 50.3 ± 1.7 51.9 ± 1.5 46.9 ± 2.0 63.5 ± 1.4 

B→C Transi-
tion 

TNEA 0.63 ± 0.04 0.64 ± 0.04 0.50 ± 0.05 0.70 ± 0.03 
SA(%) 48.9 ± 1.8 50.5 ± 1.6 45.5 ± 2.1 61.2 ± 1.5 

Under regular circular Formation C, the proposed method obtains TNEA = 0.96 and 
SA = 92.7%, while Baseline C only achieves SA of 57.0%. In contrast, under rapid formation 
transition A→B, the proposed method’s TNEA drops sharply to 0.72, and SA falls to 
63.5%, and its overall performance is only slightly better than Baselines A and B, with no 
overwhelming advantage. 

Baseline A and B have stable but non-excellent TNEA in all formation scenarios; their 
SA cannot exceed 62% even in the most regular formation, due to the inability to adapt to 
spatial time-difference variation. Baseline C always presents the lowest TNEA and SA, 
especially in transition modes where TNEA drops around 0.52. The proposed method has 
excellent adaptability to regular and slowly varying formations, but its domain adaptation 
module relies on the static spatial distribution assumption, which is severely violated dur-
ing rapid formation switching. 

The proposed method is designed for regular and slowly varying UAV swarm for-
mations. When the swarm undergoes a rapid structural transition, the static spatial distri-
bution assumption required by KJDA domain adaptation is violated, which drastically 
reduces cross-station feature alignment accuracy and weakens the overall sorting perfor-
mance. This limits the applicability of our method for highly dynamic drone swarms with 
frequent formation switching. 

4.3.6. Different Spectrum Overlap Levels 

To investigate the influence of spectrum aliasing on sorting performance, we set the 
maximum spectrum overlap between adjacent frequency points as 10%, 20%, 30%, 40%, 
and 50%. All experiments are conducted at SNR = 0 dB, without clock-synchronization 
error, carrier-frequency offset, and multipath interference. 

As shown in Table 7, with the decrease in spectrum overlap, the time-frequency ali-
asing degree is gradually alleviated, so the TNEA and SA of all methods increase mono-
tonically. The proposed method also shows a clear rising trend, achieving the best perfor-
mance at the spectrum overlap of 50% and continuously improving as the overlap de-
creases. 

Table 7. Performance under different spectrum overlap levels. 

Spectrum 
Overlap 

Metric Baseline A Baseline B Baseline C Ours 

50% TNEA 0.68 ± 0.03 0.69 ± 0.03 0.56 ± 0.04 0.90 ± 0.01 
 SA(%) 55.2 ± 1.4 56.7 ± 1.3 49.8 ± 1.6 86.5 ± 0.8 

40% TNEA 0.75 ± 0.03 0.76 ± 0.02 0.63 ± 0.03 0.93 ± 0.01 
 SA(%) 60.1 ± 1.3 61.7 ± 1.2 54.2 ± 1.5 88.8 ± 0.8 

30% TNEA 0.82 ± 0.02 0.83 ± 0.02 0.70 ± 0.03 0.95 ± 0.02 
 SA(%) 66.9 ± 1.2 68.5 ± 1.1 60.2 ± 1.4 90.6 ± 0.9 

20% TNEA 0.89 ± 0.02 0.90 ± 0.02 0.78 ± 0.03 0.97 ± 0.02 
 SA(%) 77.8 ± 1.2 79.3 ± 1.1 70.1 ± 1.4 92.7 ± 0.9 

10% TNEA 0.97 ± 0.01 0.97 ± 0.01 0.94 ± 0.02 0.95 ± 0.01 
 SA(%) 93.0 ± 0.9 93.6 ± 0.8 91.5 ± 1.1 92.0 ± 0.8 
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At a high spectrum overlap of 50%, severe time-frequency aliasing seriously blurs 
hopping edge features. Baseline A and B only reach TNEA of 0.69 and 0.70, while Baseline 
C is only 0.58. Benefiting from multi-scale CWT and cubic spline interpolation, the pro-
posed method still maintains a high TNEA of 0.90 and SA of 86.5%, showing obvious 
superiority over all comparison methods. 

As the spectrum overlap decreases from 50% to 20%, the TNEA advantage of the 
proposed method gradually shrinks. The reason is that reduced spectrum overlap makes 
time-frequency energy contours clearer, enabling Baseline A, B, and C to identify hopping 
instants more accurately and continuously improve TNEA. However, the SA gap between 
the proposed method and the baselines does not narrow significantly. Even at 20% over-
lap, the SA of Baseline A and B are only 77.8% and 79.3%, far lower than the proposed 
method’s 92.7%. This is because the baseline methods lack the kernel domain adaptation 
module and cannot eliminate inherent inter-station feature drift. Even if they can estimate 
the target number accurately, the inter-station feature mismatch still leads to poor sorting 
performance. 

When the spectrum overlap drops to 10%, the time-frequency aliasing is almost neg-
ligible. All methods achieve high estimation accuracy, with the TNEA of Baseline A and 
B reaching 0.97, and the proposed method only rising to 0.95. Meanwhile, the SA of all 
methods increases to around 91–94%, and the proposed method cannot achieve the top 
performance in a slight gap. In this low-overlay scenario, the multi-scale anti-aliasing ad-
vantage of the proposed method is no longer prominent. The baseline methods can al-
ready complete an accurate target number estimation, and the inter-station feature mis-
match is greatly weakened, making the KJDA alignment advantage less obvious. Thus, 
the performance of the proposed method lags slightly behind that of the reference meth-
ods. 

The results on different spectrum overlaps indicate that the proposed method has 
prominent performance advantages under moderate to high spectrum overlap (30–50%), 
and can effectively suppress time-frequency aliasing to guarantee both TNEA and SA. 
When the spectrum overlap is lower than 20%, the advantage of the proposed method 
gradually converges. At a low overlap of 10%, all methods achieve near-saturated accu-
racy, and the proposed method cannot maintain superiority, which defines the applicable 
scope and inherent performance limit of the proposed sorting framework. 

4.4. Performance Under Different Spectrum Occupancy Levels 

To investigate how swarm signal density affects sorting performance, we define 
Spectrum Occupancy Level (SOL) as the ratio of the number of UAVs N to the number of 
hopping channels Nhc by 

SOL hcN N=  (17) 

A larger SOL indicates higher frequency resource utilization and more severe time-
domain overlap among concurrent hopping signals. In this section, we fix the total num-
ber of hopping channels at 16 and vary the UAV swarm size from 2 to 10 with a step of 
two, yielding SOLs from 2/16 to 10/16. All experiments are conducted under interference-
free conditions using the optimal parameter configuration of the proposed method. SA 
and TNEA are adopted as evaluation metrics, and each test is repeated over 20 Monte 
Carlo runs. 

As shown in Table 8, both SA and TNEA exhibit a consistent downward trend as the 
SOL increases from 2/16 to 10/16. When only one UAV is present (occupancy = 2/16), the 
proposed method achieves nearly perfect sorting performance with SA close to 100% and 
TNEA equal to 1.0, since there is no inter-signal overlap and the hopping time features 
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can be extracted with extremely high precision. As the number of UAVs gradually in-
creases, the frequency channels are occupied more densely, and the performance de-
grades steadily. At the maximum tested occupancy of 10/16, the method still maintains 
SA = 92.3 ± 0.9% and TNEA = 0.95 ± 0.01, demonstrating acceptable robustness for moder-
ately dense swarm scenarios. 

Table 8. Sorting performance under varying SOLs. 

SOL 2/16 4/16 6/16 8/16 10/16 
TNEA 0.99 ± 0.01 0.98 ± 0.01 0.97 ± 0.01 0.96 ± 0.01 0.95 ± 0.01 
SA(%) 99.2 ± 0.2 97.6 ± 0.4 95.9 ± 0.6 94.2 ± 0.8 92.3 ± 0.9 

According to the definition of SOL, a higher SOL value means more UAVs transmit 
simultaneously within the same frequency band, which makes the rising edges of signal 
energy more crowded in the time domain. The mutual interference among adjacent UAV 
hopping signals becomes more pronounced, and the multi-scale CWT module is more 
likely to be disturbed by overlapping energy from neighboring emitters when locating 
hopping instants. As a result, the extracted hopping time features suffer from larger esti-
mation errors, and the subsequent relative time-difference features used for sorting suffer 
more severe distortion, which ultimately leads to the observed decline in both SA and 
TNEA. This trend is consistent with the physical intuition that denser signal superposition 
increases the difficulty of blind sorting. 

4.5. Ablation Test 

We conduct an ablation test to verify the effectiveness of each core module of the 
proposed method. All experiments are conducted under the fixed condition of SNR = 0 
dB, Formation Mode C, with 1000 independent dwell slots tested. Based on the proposed 
full model, we formulate two sub-models: one is without the CWT part, and the other 
lacks the KJDA process. 

We utilize Short-Time Fourier Transform (STFT) to replace CWT, considering the ne-
cessity of time-frequency transformation in hopping instant feature abstraction. In Table 
9, we discover 11.1% and 0.20 drops in SA and TNEA, respectively, by replacing CWT 
with STFT. This is because STFT has a fixed time-frequency resolution, which cannot bal-
ance high time resolution for transient edges and strong anti-noise performance. In con-
trast, multi-scale CWT can adaptively adjust the time-frequency resolution, accurately 
capturing the hopping edge even under spectrum overlap and noise interference. Hence, 
multi-scale CWT is the basis for obtaining high-precision core sorting features. 

Table 9. Ablation study results. 

Method Variant SA (%) TNEA 
Proposed (Full) 92.3 ± 0.9 0.95 ± 0.01 
w/o Multi-scale CWT (replace with STFT) 81.2 ± 1.71 0.75 ± 0.18 
w/o KJDA Domain Alignment 76.8 ± 2.65 0.95± 0.01 

KJDA Domain Alignment is more critical than multi-scale CWT, according to the 
performance drops in Table 5. We observe 15.5% drop of SA and a 0.218 drop of TNEA 
when KJDA is missing, which is more obvious than the ones of multi-scale CWT. We infer 
that the distribution of hopping instant feature measurements varies significantly across 
different stations due to the changeable relative distance between the UAVs and stations. 
Without KJDA-based inter-station feature alignment, the same UAV’s features from dif-
ferent stations are scattered in the feature space, leading to severe clustering errors. Thus, 

https://doi.org/10.3390/s26144343


Sensors 2026, 26, 4343 24 of 27 
 

https://doi.org/10.3390/s26144343 

this module is the key to ensuring the compactness of same-UAV features and the sepa-
rability of different-UAV features. 

All core modules of the proposed method are necessary and complementary. The 
multi-scale CWT module ensures high-precision feature extraction, and the KJDA module 
enhances feature separability via inter-station alignment. The ablation results fully verify 
the rationality and effectiveness of the proposed method’s module design. 

5. Conclusions 
SNOFH is an important communication scheme for UAV swarms, balancing spec-

trum utilization, anti-interception performance, and concurrent transmission efficiency. 
However, existing sorting methods always face fundamental challenges in SNOFH sce-
narios: severe spectrum overlap, homogeneous protocol features, and scarce SSPs lead to 
dramatic performance degradation, restricting passive monitoring capability for mali-
cious UAV swarms. 

This study proposes a passive SNOFH sorting framework based on multi-station rel-
ative hopping time difference, with three core contributions. First, we construct a hop-
ping-instant-feature-driven sorting feature system, eliminating the dependence on pre-
known FH parameters and hardware RFF features. Second, we introduce KJDA to align 
cross-station feature distributions, reducing inter-station measurement discrepancies and 
improving feature separability. Third, we develop a hopping time extraction method com-
bining multi-scale CWT and multi-station joint verification, achieving sub-sampling level 
edge detection under the spectrum overlap condition. 

The proposed method achieves promising sorting performance in typical SNOFH 
scenarios. Under medium-to-high SNR (≥0 dB), small clock-synchronization error (≤10 
ns), low carrier-frequency offset (≤10 kHz), weak multipath interference, and regular UAV 
formations, it attains a maximum TNEA of 0.98 and SA of 98.0%, consistently outperform-
ing Baseline A, B and C. The core advantages stem from multi-scale CWT sub-sampling, 
hopping instant extraction and KJDA nonlinear feature alignment, which effectively sup-
presses spectrum aliasing and inter-station feature drift. 

We notice that the proposed framework has several clear inherent limitations. First, 
a large clock-synchronization error over 20 ns will introduce a non-negligible hopping 
time bias that cannot be fully compensated by the KJDA module, leading to obvious per-
formance decay. Second, a carrier-frequency offset larger than 15 kHz causes irreversible 
time-frequency spectrum distortion, weakening the feature extraction capability of multi-
scale CWT. Third, strong multipath interference with relative delay exceeding 100 ns dis-
torts the spatial propagation delay difference features serving as the core sorting basis; in 
such cases, the proposed method loses its superiority against UBSS-based baselines. 
Fourth, the scheme relies on the quasi-static spatial distribution assumption of UAV 
swarms. Frequent and rapid formation transitions break this premise, making domain 
adaptation fail to align cross-station features effectively. Fifth, the fixed station deploy-
ment assumption restricts the proposed method to stationary monitoring systems. If the 
reconnaissance stations move randomly or their coordinates cannot be acquired in ad-
vance, the propagation delay difference between UAVs and stations cannot be calculated, 
making our spatial feature construction invalid. All the above limitations restrict the prac-
tical deployment of our method to scenarios with nanosecond-level synchronous timing, 
small timing drift, low carrier-frequency mismatch, weak multipath fading, stable drone 
formation, and fixed station deployment. 

Future work will focus on dynamic domain adaptation with kinematic constraints, 
sorting–tracking fusion framework, semi-physical verification, and multi-station selection 
rules. 
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Abbreviations 

Symbol Description 
N Number of UAV targets 
N̂  Estimated number of UAV targets 

M Number of monitoring stations 
mX  Baseband signal 

L Total length of the baseband signal 
mw  Noise signal 

( )is t  
Baseband frequency hopping signal of the i-th UAV 

,i kf  Hopping frequency of the i-th UAV at the k-th dwell slot 

,m ih  Channel gain between the i-th UAV and the m-th monitoring station 

prem,X  Pretrained baseband signal 

SPWVD Smoothed Pseudo Wigner-Ville Distribution 
Rzz  Correlation matrix of observation vectors 

1 2,a a  Small and large scales of multi-scale CWT 

( , )W a b  Continuous wavelet transform coefficient 

s  Source-domain sample matrix 

z Target domain sample matrix 
λ  Regularization coefficient of KJDA 
σ  Width parameter of RBF kernel 
K Kernel matrix 

,i mτ  Propagation delay from UAV i to station m 

A  Optimal projection matrix obtained from KJDA 
Z Aligned feature matrix after KJDA projection 

( )mr t  Received composite signal at station m 

hT  Dwell time/hopping period 

ε  CFAR detection threshold/SSP judgment threshold 
TNEA Target Number Estimation Accuracy 
SA Sorting Accuracy 
SOL Spectrum Occupancy Level 

 

https://doi.org/10.3390/s26144343


Sensors 2026, 26, 4343 26 of 27 
 

https://doi.org/10.3390/s26144343 

References 
1. Fei, C.; Lu, Z.; Jiang, W. Heuristic Optimization-Based Trajectory Planning for UAV Swarms in Urban Target Strike Operations. Drones 

2024, 8, 777. https://doi.org/10.3390/drones8120777. 
2. Yu, H.; Guan, X.; Ruan, L. A Theoretical Framework for Event-Driven Correction in UAV Swarm Situational Awareness: Mechanism 

Design with Evidence-Theoretic Foundations. Drones 2026, 10, 182. https://doi.org/10.3390/drones10030182. 
3. Wang, X.; Zhang, X.; Lu, Y.; Zhang, H.; Li, Z.; Zhao, P.; Wang, X. Target Trajectory Prediction-Based UAV Swarm Cooperative for 

Bird-Driving Strategy at Airport. Electronics 2024, 13, 3868. https://doi.org/10.3390/electronics13193868. 
4. Zong, J.; Gao, X.; Zhang, Y.; Hou, Z. Research on Target Allocation for Hard-Kill Swarm Anti-Unmanned Aerial Vehicle Swarm Sys-

tems. Drones 2024, 8, 666. https://doi.org/10.3390/drones8110666. 
5. Wang, C.; Meng, L.; Gao, Q.; Wang, T.; Wang, J.; Wang, L. A Target Sensing and Visual Tracking Method for Countering Unmanned 

Aerial Vehicle Swarm. IEEE Sens. J. 2024, 24, 30340–30351. https://doi.org/10.1109/JSEN.2024.3435856. 
6. Li, X.; Wu, L.; Niu, Y.; Yuan, M. Multi-Target Association for UAVs Based on Fused Topology and Visual Features. IEEE Signal Process. 

Lett. 2025, 32, 1755–1759. https://doi.org/10.1109/LSP.2025.3559825. 
7. Khawaja, W.; Yaqoob, Q.; Guvenc, I. RL-Based Detection, Tracking, and Classification of Malicious UAV Swarms through Airborne 

Cognitive Multibeam Multifunction Phased Array Radar. Drones 2023, 7, 470. https://doi.org/10.3390/drones7070470. 
8. Sun, M.; Wang, S.; Qiu, Z.; Liu, C.; Ding, C.; Han, W. A Hypergraph-Based Multifunction Radar Signal Sorting Method for Mitigating 

Batch-Increasing in Complex Electromagnetic Environments. Trans. Aerosp. Electron. Syst. 2025, 61, 14732–14749. 
https://doi.org/10.1109/TAES.2025.3586258. 

9. Tang, Z.; Ma, H.; Qu, Y.; Mao, X. UAV Detection with Passive Radar: Algorithms, Applications, and Challenges. Drones 2025, 9, 76. 
https://doi.org/10.3390/drones9010076. 

10. Xue, R.; Zhao, M. Cognitive-Based High Robustness Frequency Hopping Strategy for UAV Swarms in Complex Electromagnetic En-
vironment. Wirel. Commun. Mob. Comput. 2022, 2022, 4139345. https://doi.org/10.1155/2022/4139345. 

11. Hu, C.; Liu, X.; Din, L.; Wu, H. Asynchronous Respond-Based Autonomous Time Synchronization for Low-SNR High-Dynamic Fre-
quency Hopping System. In Proceedings of the 2023 IEEE 23rd International Conference on Communication Technology (ICCT), 
Wuxi, China, 20–22 October 2023; pp. 1099–1105. https://doi.org/10.1109/ICCT59356.2023.10419752. 

12. Wang, Q.; Xu, H.; Lin, S.; Zhang, J.; Zhang, W.; Xiang, S.; Gao, M. A Low-Slow-Small UAV Detection Method Based on Fusion of 
Range–Doppler Map and Satellite Map. IEEE Trans. Aerosp. Electron. Syst. 2024, 60, 4767–4783. 
https://doi.org/10.1109/TAES.2024.3381086. 

13. Hu, N.; Li, Y.; Pan, W.; Shao, S.; Tang, Y.; Li, X. Geometric Distribution of UAV Detection Performance by Bistatic Radar. IEEE Trans. 
Aerosp. Electron. Syst. 2024, 60, 2445–2452. https://doi.org/10.1109/TAES.2023.3347685. 

14. Oh, B.-S.; Lin, Z. Extraction of Global and Local Micro-Doppler Signature Features from FMCW Radar Returns for UAV Detection. 
IEEE Trans. Aerosp. Electron. Syst. 2021, 57, 1351–1360. https://doi.org/10.1109/TAES.2020.3034020. 

15. Mao, J.; Luo, F.; Hu, X. Distributed Passive Positioning and Sorting Method for Multi-Network Frequency-Hopping Time Division 
Multiple Access Signals. Sensors 2024, 24, 7168. https://doi.org/10.3390/s24227168. 

16. Flak, P.; Czyba, R. RF Drone Detection System Based on a Distributed Sensor Grid with Remote Hardware-Accelerated Signal Pro-
cessing. IEEE Access 2023, 11, 138759–138772. https://doi.org/10.1109/ACCESS.2023.3340133. 

17. Soltani, N.; Reus-Muns, G.; Salehi, B.; Dy, J.; Ioannidis, S.; Chowdhury, K.R. RF Fingerprinting Unmanned Aerial Vehicles with Non-
Standard Transmitter Waveforms. IEEE Trans. Veh. Technol. 2020, 69, 15518–15531. https://doi.org/10.1109/TVT.2020.3042128. 

18. Ezuma, M.; Erden, F.; Anjinappa, C.K.; Ozdemir, O.; Guvenc, I. Detection and Classification of UAVs Using RF Fingerprints in the 
Presence of Wi-Fi and Bluetooth Interference. IEEE Open J. Commun. Soc. 2020, 1, 60–76. https://doi.org/10.1109/OJCOMS.2019.2955889. 

19. Ezuma, M.; Erden, F.; Anjinappa, C.K.; Ozdemir, O.; Guvenc, I. Micro-UAV Detection and Classification from RF Fingerprints Using 
Machine Learning Techniques. In Proceedings of the 2019 IEEE Aerospace Conference, Big Sky, MT, USA, 2–9 March 2019; pp. 1–13. 
https://doi.org/10.1109/AERO.2019.8741970. 

20. Huynh-The, T.; Pham, Q.V.; Nguyen, T.V.; Costa, D.B.D.; Kim, D.S. RF-UAVNet: High-Performance Convolutional Network for RF-
Based Drone Surveillance Systems. IEEE Access 2022, 10, 49696–49707. https://doi.org/10.1109/ACCESS.2022.3172787. 

21. Li, H.; Guo, Y.; Zhang, D.; Yang, Y.; Qi, Z.; Sui, P. Synchronous Frequency Hopping Signal Network Station Sorting Based on Under-
determined Blind Source Separation. J. Electron. Inf. Technol. 2021, 43, 319–328. 

22. Fu, W.; Hei, Y.; Li, X. UBSS and Blind Parameters Estimation Algorithms for Synchronous Orthogonal FH Signals. J. Syst. Eng. Electron. 
2014, 25, 911–920. https://doi.org/10.1109/JSEE.2014.00105. 

23. Zhang, C.; Wang, Y.; Jing, F. Underdetermined Blind Source Separation of Synchronous Orthogonal Frequency-Hopping Signals 
Based on Tensor Decomposition Method. IEEE Access 2018, 6, 69407–69414. https://doi.org/10.1109/ACCESS.2018.2880237. 

https://doi.org/10.3390/s26144343


Sensors 2026, 26, 4343 27 of 27 
 

https://doi.org/10.3390/s26144343 

24. Zhu, Z.; Wang, J.; Liang, J.; Wang, Z.; Gong, K. Multi Frequency Hopping Network Station Sorting Based on Joint Feature Clustering 
in Complex Environment. J. Commun. 2023, 44, 218–227. 

25. Zhu, G.; Briso, C.; Liu, Y.; Lin, Z.; Mao, K.; Li, S.; He, Y.; Zhu, Q. An Intelligent Passive System for UAV Detection and Identification 
in Complex Electromagnetic Environments via Deep Learning. Drones 2025, 9, 702. https://doi.org/10.3390/drones9100702. 

26. Yan, L. UAV Detection with Radio Frequency Data and Deep Learning Techniques. In Proceedings of the 2024 IEEE International 
Conference on Computer Science and Information Technology (ICCASIT), Hangzhou, China, 23–25 October 2024; pp. 234–239. 
https://doi.org/10.1109/ICCASIT62299.2024.10827957. 

27. Wang, Y.; Liao, H.; Yuan, S.; Liu, N. A Learning-Based Signal Parameter Extraction Approach for Multi-Source Frequency-Hopping 
Signal Sorting. IEEE Signal Process. Lett. 2023, 30, 1162–1166. https://doi.org/10.1109/LSP.2023.3309161. 

28. Lin, M.; Tian, Y.; Zhang, X.; Huang, Y. Parameter Estimation of Frequency-Hopping Signal in UCA Based on Deep Learning and 
Spatial Time–Frequency Distribution. IEEE Sens. J. 2023, 23, 7460–7474. https://doi.org/10.1109/JSEN.2023.3247623. 

29. Li, T.; Xie, Y.; Li, G.; Fan, H. A Survey on Data Association Approaches to Multi-Target Tracking. Radar Sci. Technol. 2025, 23, 10–31. 
https://doi.org/10.3969/j.issn.1672-2337.2025.01.002. 

30. Wang, S.; Jin, Z.; Luo, Y.; Zheng, Y.; Sun, Z.; Zheng, Y.; Liu, T.; Jin, Z. Detection and Recognition of UAV Radio Frequency Signals 
Based on Time–Frequency Processing and Transfer Learning with Multi-Channel Input. Signal Image Video Process. 2025, 19, 868. 
https://doi.org/10.1007/s11760-025-04433-9. 

31. Zhang, C.; Wang, Y.; Jing, F. Underdetermined Blind Source Separation of Synchronous Orthogonal Frequency Hopping Signals 
Based on Single Source Points Detection. Sensors 2017, 17, 2074. https://doi.org/10.3390/s17092074. 

32. Guo, X.; Tian, Y.; Li, Y. A Mixing Matrix Estimation Algorithm for Frequency Hopping Signals under the UBSS Model. In Proceedings 
of the 2017 Progress in Electromagnetics Research Symposium—Fall (PIERS—FALL), Singapore, 19–22 November 2017; pp. 1014–
1018. https://doi.org/10.1109/PIERS-FALL.2017.8293150. 

33. Kaplan, B.; Kahraman, I.; Ekti, A.R.; Yarkan, S.; Gorcin, A.; Ozdemir, M.K.; Cirpan, H.A. Detection, Identification, and Direction of 
Arrival Estimation of Drone FHSS Signals with Uniform Linear Antenna Array. IEEE Access 2021, 9, 152057–152069. 
https://doi.org/10.1109/ACCESS.2021.3127199. 

34. Li, Y.; Guo, X.; Yu, F.; Sun, Q. A New Parameter Estimation Method for Frequency Hopping Signals. In Proceedings of the 2018 USNC-
URSI Radio Science Meeting (Joint with AP-S Symposium), Boston, MA, USA, 8–13 July 2018; pp. 51–52. 
https://doi.org/10.1109/USNC-URSI.2018.8602599. 

35. Li, T.; Yue, S.; Sun, C. General Density-Peaks-Clustering Algorithm. In Proceedings of the 2021 IEEE International Instrumentation 
and Measurement Technology Conference (I2MTC), Glasgow, UK, 17–20 May 2021; pp. 1–6. 
https://doi.org/10.1109/I2MTC50364.2021.9460001. 

36. Liu, Y.; Cui, H. A Novel Self-Adaptive Density-Based Clustering Algorithm for Radar Signal Sorting. In Proceedings of the IET Inter-
national Radar Conference 2015, Hangzhou, China, 14–16 October 2015; pp. 1–4. https://doi.org/10.1049/cp.2015.1183. 

37. Sirotiya, M.; Banerjee, A. Detection and Estimation of Frequency Hopping Signals Using Wavelet Transform. In Proceedings of the 
2010 Second UK-India-IDRC International Workshop on Cognitive Wireless Systems (UKIWCWS), New Delhi, India, 13–14 Decem-
ber 2010; pp. 1–5. https://doi.org/10.1109/UKIWCWS.2010.5724233. 

38. Zhang, D.; Shang, Y.; Liang, X.; Lin, J. Efficient Blind Estimation of Parameters for Multiple Frequency Hopping Signals via Single 
Channel. In Proceedings of the 2022 IEEE 5th International Conference on Automation, Electronics and Electrical Engineering 
(AUTEEE), Shenyang, China, 18–20 November 2022; pp. 1063–1069. https://doi.org/10.1109/AUTEEE56487.2022.9994298. 

39. Long, M.; Wang, J.; Ding, G.; Sun, J.; Yu, P.S. Transfer Feature Learning with Joint Distribution Adaptation. In Proceedings of the IEEE 
International Conference on Computer Vision (ICCV), Sydney, Australia, 1–8 December 2013; pp. 2200–2207. 
https://doi.org/10.1109/ICCV.2013.274. 

40. Liu, J.; Zhao, Z.; Shang, J.; Ye, X. Parameter Estimation of Frequency Hopping Signal Based on Time-Frequency Matrix LCM. Telecom-
mun. Sci. 2021, 37, 126–135.  

41. Guo, Y.; Teng, K.; Shi, L. SA-HPMHT for Maritime Dim Targets Tracking with Sensor Location Uncertainty. IEEE Sens. J. 2023, 23, 
5134–5145. https://doi.org/10.1109/JSEN.2023.3238401. 

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual au-
thor(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to 
people or property resulting from any ideas, methods, instructions or products referred to in the content. 

https://doi.org/10.3390/s26144343

	1. Introduction
	2. Methods
	2.1. Notations
	2.2. Phase 1: Target Number Estimation
	2.3. Phase 2: Hopping Instant Feature Abstraction
	2.4. Phase 3: Domain Adaptation-Based Feature Drift Compensation
	2.5. Phase 4: Data Sorting Between Stations

	3. Dataset Formulation
	3.1. Monitoring Station Deployment
	3.2. UAV Swarm Motion and Formation Configuration
	3.3. SNOFH Signal Configuration

	4. Experimental Validation
	4.1. Experimental Settings
	4.1.1. Evaluation Metrics
	4.1.2. Baseline Methods
	4.1.3. Scenario and Method Setup

	4.2. Model Parameter Sensitivity Analysis
	4.2.1. Sensitivity Analysis of Small CWT Scale
	4.2.2. Sensitivity Analysis of Large CWT Scale
	4.2.3. Sensitivity Analysis of KJDA Regularization Coefficient
	4.2.4. Sensitivity Analysis of KJDA Kernel Width
	4.2.5. Sensitivity Analysis of Source-Domain Window Size

	4.3. Performance Under Varied Interference
	4.3.1. SNR Variation
	4.3.2. Clock-Synchronization Error Variation
	4.3.3. Different Carrier-Frequency Offset
	4.3.4. Multipath Interference Variation
	4.3.5. Different Formation Modes
	4.3.6. Different Spectrum Overlap Levels

	4.4. Performance Under Different Spectrum Occupancy Levels
	4.5. Ablation Test

	5. Conclusions
	Abbreviations
	References

