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Abstract

Image steganography is an information-hiding technique, aiming to achieve confiden-
tiality and data privacy while transmitting the data in a digital environment. Over the
last two decades, steganography has evolved from classical spatial domain embedding
to intelligent and adaptive steganographic systems capable of balancing imperceptibility,
embedding capacity, robustness and security. This paper presents a review by categoriz-
ing the existing techniques into spatial domain-based, transform domain-based, hybrid
and adaptive intelligent techniques. The review follows the PRISMA approach to make
the selection process transparent for the inclusion and exclusion of papers in the study.
Initially, the reviews include the spatial domain-based methods focusing on higher em-
bedding capacity and simple embedding strategy, followed by transform-domain based
techniques, including discrete cosine transform, discrete wavelet transform, and other
multi-resolution wavelet transforms aiming to enhance robustness and imperceptibility by
embedding the data into frequency coefficients. This paper further explores the methods
that combine these techniques with other recent trends to develop adaptive and hybrid
techniques. These techniques mainly integrate chaotic theory to enhance the security of
secret data before embedding and optimization algorithms such as genetic algorithm, par-
ticle swarm optimization, Firefly, etc., for adaptive embedding to achieve an improved
tradeoff. Finally, intelligent and adaptive techniques based on deep learning models such
as convolutional neural networks, autoencoders, and generative adversarial networks
are examined, highlighting their ability to learn intelligent embedding strategies and re-
sist modern steganalysis. A comparative analysis is presented, including the technique,
strengths, and limitations, together with the discussion of performance evaluation metrics
and vulnerability analysis under image processing attacks. The review highlights the
current trends and outlines the future direction to develop next-generation secure image
steganographic systems.

Keywords: information security; image steganography; adaptive steganography deep
learning; chaotic map; spatial domain; transform domain; industry; innovation and
infrastructure
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1. Introduction

Data communication over the Internet has greatly enhanced the ease of digital commu-
nication. However, ensuring the security of data transmitted over public networks remains
a significant challenge in maintaining data authentication and privacy [1]. Therefore, it
raises the need for information security [2]. Information security is a discipline that deals
with protecting data from malicious attacks and making it secure from intruders. It primar-
ily consists of two branches of study: cryptography and data hiding [3] as shown in Figure 1.
These branches have garnered the attention of many researchers over several decades to
explore new methods to secure the data. Cryptography ensures data confidentiality by
transforming the message into an unreadable form using mathematically secure algorithms;
however, the presence of encrypted communication remains apparent [4]. Data hiding, or
steganography, addresses a different security requirement by concealing the existence of
the secret information [5]. Rather than replacing cryptography, steganography serves as a
complementary approach, particularly in scenarios where covert communication is essen-
tial. Steganography is the way of concealing sensitive data inside a seemingly innocuous
carrier medium without drawing the attention of undesired recipients, which distinguishes
it from related methods such as cryptography and watermarking [6]. Watermarking is a
technique to provide copyright protection to identify the proprietor; the watermark can
be visible or invisible, depending on the application. Whereas steganography hides the
presence of secret data, this characteristic protects the message. The comparison among

steganography, cryptography, and watermarking is presented in Table 1 [7].

Table 1. Comparison among steganography, watermarking and cryptography.

Factors Cryptography Watermarking Steganography Hybrid Systems
Secret writing to Embedding a Conceahpg thg Integration of
. make the . information without cryptography and
Definition . . message in an . . .
information orieinal sienal revealing the noticeable steganography in a
unintelligible & & changes unified framework
I To make the data To protect t.he data To hide the existence of To achleve multﬂayered
Objective from copyright security by protecting the
unreadable . data : .
protection data and its existence
Public key . . Hybrl.d (cryptography
Blind, non-blind, . technique +
. cryptography, ) Spatial and frequency .
Techniques s fragile . : watermarking/
transposition, . domain-based techniques
e watermarking steganography
substitution .
technique)
Alter the data with  Embed the. . Hides the message Hybrid method employs
Strength a key and message within the . .
. without alteration a layered approach
algorithm cover
Key Necessary Optional Optional Necessary
Imperceptibility High High High High
. Yes/Low- .
Robustness Yes/ High Moderate Yes/Low—-Moderate Yes/High
Visibility Always May be Never Never
Output Cipher text Watermarked file Stego file Stego file
. - . Cryptanalysis/
Type of Attack  Cryptanalysis Statistical attacks Steganalysis Steganalysis
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Figure 1. Hierarchical diagram of information security.

The term “steganography” is derived from the Greek words “stegano”, i.e., “hidden”,
and “graphia”, i.e., “writing”. The history of steganography dates to ancient Greece,
where secret messages were written on the shaved heads of slaves and then allowed
to grow back, making them invisible until they were shaved again. In modern times,
steganography is primarily used by the military, intelligence agencies, and healthcare
for the secure communication of secret information [8]. Steganography is primarily used
to achieve secrecy and confidentiality in communication. It enables the sender and the
intended recipient to exchange sensitive information without drawing attention to the
communication. The basic process of steganography involves (i) the selection of cover
media, which can include image, text, audio, and video files; (ii) embedding the secret data
involves the changing of certain properties of cover media; (iii) extraction: the recipient of
the steganographic message extracts the concealed information from the carrier as shown
in Figure 2. Typical steganography methods include text-based steganography, in which
techniques such as invisible ink, microdots, and random and statistical generation are used
to hide a message within the text of a file [9]. Network steganography is the practice of
hiding data inside the protocols themselves, for example, by hiding it in header information
or in fields that are left empty. In video and audio steganography, data are concealed
within video and audio files, respectively; in image steganography, the secret data are
hidden inside an image known as a cover image. Steganography and steganalysis form an
adversarial pair of techniques that evolve together, where progress in one domain drives
corresponding advancements in the other. The former targets to conceal the existence of
secret information within digital images, whereas steganalysis seeks to reveal such hidden
content by detecting embedding-induced anomalies.

Steganography techniques are classified into two primary domains: the spatial and
frequency domains [10]. The secret message is embedded into cover image pixels in the
spatial domain-based techniques; however, in the latter approach, the secret data are stored
in the frequency coefficients of the cover image after being converted into the frequency
domain [11], which makes it more robust. The most common frequency domain techniques
are fast Fourier transform (FFT) [12], discrete wavelet transform (DWT), discrete cosine
transform (DCT), and curvelet transforms [13]. A wavelet is a mathematical process for
analyzing and synthesizing a signal in the time and frequency domains.
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Figure 2. The basic framework of a steganography system.

Since the transmission of multimedia content via the Internet is expanding quickly,
multimedia content must be protected against unauthorized use in the modern digital
world. Over the past several years, researchers have presented a range of different solutions
for protecting multimedia data. Steganography is one of these kinds of techniques. Many
of the steganography techniques now in use offer solutions with adequate security and
imperceptibility. The ability of image steganography to improve covert communication,
protect multimedia content, and support academic and technical growth is what motivates
this field of study. It is a vibrant field of research with enormous potential for enhancing
information security and tackling the new problems of the digital era due to ongoing
improvements in image steganography techniques.

While several review articles on image steganography exist, each has focused on a
specific dimension of the field, like metaheuristic optimization-based approaches [14], neu-
ral network-based information hiding [15], and performance improvement strategies [16].
However, this survey provides a comprehensive synthesis that traces the methodologi-
cal evolution from classical spatial domain techniques to modern adaptive approaches.
Our review presents this progression as a unified narrative: we systematically analyze
how early spatial-domain methods laid the foundation for transform-domain techniques,
and how these, in turn, inspired adaptive strategies that respond dynamically based on
characteristics of the image and field of application. The review highlights connections that
are often overlooked, clarifies the strengths and limitations of each stage, and identifies
emerging trends that point toward future research directions. This evolutionary perspective
distinguishes this paper from prior surveys and ensures that it contributes new knowledge
to the field. The main contribution of the paper is as follows:

1.  To discuss the design challenges in the field of image steganography, which facilitate
the exploration and design of new steganography techniques.

2. Progression from classical spatial-domain techniques to modern adaptive approaches,
highlighting how each stage builds upon the previous one, helping researchers un-
derstand why the field moved toward intelligence, rather than just how a specific
tool works.

3. Discussing the adaptivity achieved through three modern pillars: chaos theory for
security, metaheuristic optimization for parameter tuning, and neural networks for
automated feature extraction.

4.  This paper explores the multiple performance evaluation criteria of existing image
steganography techniques, which include aspects like imperceptibility in terms of
PSNR, SSIM, and NCC; robustness, embedding capacity, execution time and computa-
tional cost. This multidimensional exploration provides a unified view of work rather
than a scattered one.
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2. Design Challenges in Image Steganography Techniques

The image steganography research field presents various challenges and directions for
designing new steganography techniques. These challenges arise due to the rapid evolution
in technology and the need for robust and secure steganography methods [17]. Researchers
have a wide scope to propose a new technique that handles one or more challenges.

2.1. Analysis of Image and Embedding Domain

The representation and analysis of the image can be accomplished using the spatial and
frequency domains. Subsequently, the secret data can also be embedded according to these
domains. Many methods have been used to hide the data using different spatial domain
methods and frequency domain methods based on various wavelets. However, there is
still scope to investigate novel approaches to image representation and data embedding.

2.2. Color Models

Various color models are available to represent the color image, like RGB, YCbCr,
HSV, CMY, etc. Researchers have used these to improve the performance of the technique.
The image can be decomposed on the different color planes, and the embedding can
also be completed on these color planes to increase the imperceptibility of the technique.
The performance of the approach can be enhanced by identifying a suitable color plane to
conceal data.

2.3. Tradeoff Among Imperceptibility, Robustness and Embedding Capacity

To design and analyze a steganography technique, the requirements associated are
imperceptibility, embedding capacity, robustness, and complexity [18]. Imperceptibility
denotes that the visual quality of the stego image should be similar to the original cover
image after manipulating the pixel or coefficients. Despite minor degradation in the quality,
it should not be noticeable to humans. Small changes in the image or low embedding
improve the imperceptibility but make it vulnerable to attacks, while the strong embedding
survives the attacks, making the technique more robust. The robustness is the ability
of hidden data to remain intact after going through various attacks. So if one wants to
increase the robustness, the visual quality of the image may be degraded because of a
higher embedding factor or vice versa. Embedding capacity represents the amount of secret
data hidden inside the cover image; a higher amount of data leads to poor quality of the
stego image or vice versa. Similarly, hiding more payload, like 1 bit in every pixel, means
that the data may be lost after attacks, and to survive the attack, if the data are repeated
every 3 pixels, then the capacity will be less. The objective of a researcher is to develop a
technique that can maximize all these parameters, which are almost reciprocal to each other.
This tradeoff arises because increasing payload modifies more pixel/transform coefficients,
thereby reducing imperceptibility, while robustness often requires redundancy, further
constraining capacity. Figure 3 [19] presents the tradeoff between these three characteristics.
However, the significance of each attribute depends upon the application. There is scope in
designing an algorithm that can have a balance among all.

2.4. Security

The development of scrambling and encryption methods by ensuring the security of
hidden information that works in conjunction with the image steganography technique
is an ongoing challenge. The researcher can use the existing chaotic map and encryption
methods to encrypt the secret data before concealing it. Therefore, there is a scope for
developing a new encryption technique to hide data before embedding.
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Figure 3. Imperceptibility, robustness, embedding capacity tradeoff [19].

2.5. Embedding Factor

The embedding factor is a significant determinant in the field of steganography. The ef-
ficacy of the factor has an impact on both the imperceptibility and robustness of the
approach. In general, researchers have used a static value for the embedding factor that is
consistent across all images. This approach opens a new way to find out the dynamic value
of an embedding factor on the basis of the cover and secret image.

2.6. Robustness Against Image Processing Attacks

It is imperative that concealed information maintains its integrity despite undergoing
basic image processing operations such as cropping, scaling, rotation, filtration, compression,
etc. Ensuring the robustness of steganographic techniques in such scenarios is a significant
challenge. From this perspective, there remains ample opportunity for advancements.

3. Evaluation Metrics

To analyze the performance of image steganography techniques, it is important to
consider how much the carrier image is affected by the hidden message and how well
the hidden message is concealed. Here, some important metrics like imperceptibility,
robustness, and complexity are taken into account while evaluating the security and
performance of image steganography techniques in this paper. These parameters are
summarized as follows:

3.1. Imperceptibility
It presents the degree of undetectability by the observer. This factor assesses the level

of difference or distortion caused in the cover image by concealing the secret message; the

more imperceptible the hidden message, the higher the quality of the stego image. A list of

parameters is discussed as follows, which measures the quality of the stego image [7].

1.  Peak Signal-to-Noise Ratio (PSNR):PSNR is a metric to assess the alteration between
the original cover image and the stego image (image generated by inserting the secret
message in the cover image). It measures the degree of distortion or noise added
during the process of embedding. Higher values indicate good imperceptibility, that is,
higher similarity between the original and the stego image. It is calculated using mean
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square error (MSE), where Cj is an m X n size original grayscale cover image and its
noisy approximation is Iy (stego image) [20]; then, MSE is defined as

MSE= L L. XiCuea) ~ )l M

Here, C;(p,q) and I;(p, q) are the pixel values of the cover image and stego image at
p'" row and g column. For color images, the MSE can be computed by averaging
the squared error across all three color channels (red, green, and blue). The total error
is summed over each channel and normalized by 3mn, which is the total number of

pixels and channels. Now, PSNR in dB can be defined as
M
PSNR = 1Olog10< ”xc> @)

Here, Maxc is the maximum feasible pixel value for a grayscale image, which is 255.
A higher value of PSNR and a lower value of MSE indicate a good imperceptibility.
Structural Similarity Index (SSIM): SSIM evaluates how structurally comparable the
original image and stego image appear to be. It takes into account the contrast,
luminance, and structure of the image. The higher value of SSIM indicates better
perceptual similarity and better imperceptibility. The range of SSIM is [0, 1], where
1 signifies the highest similarity and 0 signifies the difference between cover and
stego images.

(2pucps + L1)(20¢s + L2)
(M2 + p% + L1)(02 + 02 + L2)

SSIM(C,S) = 3)
Here, jc, ps are the mean, o¢c, o are the standard deviation, ocg is the cross-
covariance of the cover and stego image of size m x n, and L1 and L2 are con-
stants. L1 and L2 are used to avoid the division by zero; they are calculated using
= (0.01 x 255)? ~ 6.5025, L, = (0.03 x 255)? = 58.5225 for each grayscale im-
age. For color images, SSIM is computed independently for each RGB channel and
averaged to calculate the final value.
Structural Content (SC): SC measures the preservation of the structural content in
the steganographic image. It evaluates how well the essential visual features, edges,
and textures are retained after the embedding process. An SC score of one or near one
indicates better imperceptibility and preservation of important visual characteristics.

Yp—1 Lg=1 Ci(p.g)°
Ypo1 Xg=1 Li(p,q)?

Normalized Cross-Correlation (NCC): NCC evaluates the degree of resemblance

SC =

4)

between two images. The value of NCC lies in [0-1]. The value of NCC near to 1 show
a higher correlation or similarity between two images.

Yp—1 Xq-1Ci1(p,q) * Ii(p. q)
p=1Lq=1C1(p,9)?

Average Difference: It evaluates the average difference in pixel values of the cover and

NCC = ®)

generated stego image after concealing the secret message. The average difference
(AD) evaluated, having a value of zero or less, shows the good quality of the image.

—%chl pa) ~Li(p.0) ©)

p=14g=1
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3.2. Robustness

The robustness of a steganography technique talks about how the hidden message
stays intact even when the image goes through conventional image processing operations
like rotation and scaling. To evaluate the robustness of steganography algorithms, im-
age processing operations like sharpening, histogram equalization, gamma correction,
speckle noise, Gaussian noise, compression, scaling, cropping, and rotation are performed.
To achieve better robustness, the secret message should be embedded into a significant area
of the cover image, which is not affected by common image processing operations. It can
also be measured by the Bit Error Rate (BER), which is the ratio of incorrectly extracted bits
to the total number of embedded bits.

Zg\i1(bi S Bz)

BER =
N

7)
Here, b; is the original embedded bit, f)i is the extracted bit, and N is the total number
of embedded bits.

3.3. Embedding Capacity

It refers to the number of hidden bits in each pixel. These embedding bits per pixel
(bpp) should be high while keeping visual quality and other evaluation parameters in
mind, and it is referred to as the payload or embedding capacity. In the actual measurement
of the embedding payload, P and Q represent the height and width of the image.

_ Number of bits embedded
B PxQ

EC 8)

3.4. Computational Cost

The complexity of a steganography technique primarily depends on the embedding
techniques and the image representation domain. The time complexity of a steganography
algorithm also depends on the application where it has been applied. For real-time applica-
tions, the complexity of the algorithm must be as low as possible so that it will take less
time to insert and reveal the secret message.

3.5. Datasets Used in Image Steganography Research

To evaluate the performance of image steganography techniques, the datasets used
are ImageNet [21], BossBase [22], COCO [23], and CelebA [24]. Among these, BOSSBase
(Break Our Steganographic System) is one of the most widely used datasets for evaluating
spatial-domain steganography and steganalysis algorithms. BOSSBase 1.0.1 comprises
10,000 grayscale images at a resolution of 512 x 512 pixels of uncompressed portable gray
map images of nature and objects as shown in Figure 4, which are captured with different
cameras and imaging conditions. Due to its high image quality and diversity, it serves as a
reliable benchmark for performance evaluation. ImageNet is a large-scale image dataset
containing more than 1 million images of 1000 categories to evaluate the model used for
computer vision for object recognition. It has its tiny dataset, which is publicly available,
containing the size of 64 x 64 images of 200 categories. The COCO dataset is also widely
used in computer vision for object detection and segmentation. It contains 330,000 images
of 80+ categories such as people, animals, vehicles, and everyday items. CelebA is a
large-scale, high-resolution facial image dataset of 10,000+ unique celebrity images and is
widely used in face recognition and generative modeling. The dataset includes different
expressions, poses and lighting conditions.
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Figure 4. BossBase dataset sample images.

4. Literature Review

To send sensitive information to the destination, the image steganography technique
must be able to securely transmit the data without affecting the quality of the stego image and
embedded data. The image steganography methods can be designed and categorized with
a focus on transform domain techniques, finding out the embedding position, embedding
factor, encryption to provide an added layer of security, color or grayscale image, etc.

The secret data can be embedded directly by substituting the secret information at a
particular location in a cover image. These are known as spatial domain techniques, like the
least significant bit substitution approach, which is a traditional approach [25]. Techniques
within the transform domain, including fast Fourier transform, discrete wavelet transform,
discrete cosine transform, integer wavelet transform, and others are applied to conceal data
in the transform coefficient of the cover image.

The detailed survey of the existing image steganography methods has been divided
and performed as per the following criteria:

1.  Steganography techniques based on embedding method: Spatial [5] and trans-
form [11] are the two embedding domains in image steganography. The first one
uses pixels for hiding the information, whereas the latter one uses different wavelet
transforms to hide the secret data.

2. Steganography techniques based on adaptive and hybrid methods:

(a) Scrambling method: Before hiding the secret information inside a cover image,
an additional layer of security is provided by encrypting or scrambling the data
to be hidden [26]. In the review, steganography techniques based on different
scrambling techniques and chaotic map-based techniques are explored.

(b) Selection of embedding factor (alpha): The embedding factor has significance
as it extracts the precise quantity of secret information that needs to be con-
cealed in the cover image. Later, it reflects the stego and extracted secret
image’s quality. The optimization algorithms can be used to select the most suit-
able value for the embedding factor. In the review, the different nature-inspired
optimization algorithm-based steganography techniques are reviewed.

(o) Embedding Position: Optimization methods to find the best position to hide
data according to the cover image.

To conduct the survey based on the research questions, the research papers are identi-
fied from different data sources, specifically the “Scopus” using an initial screening for the
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term “image steganography”, yielding thousands of records. These are then screened based
on the title and year of publication from the last 10 years. The number of records after the
initial screening is more than 1000. Screening of the records containing duplicate removal
is also on the basis of their title and publication year. For further screening, the query is
applied to the keywords of the paper containing the words chaotic map, DCT, DWT, spatial
domain, adaptive, optimization, deep learning, CNN, GAN and autoencoder with AND
and OR operators. After applying this, 331 records were identified that were relevant to
the field of research. To check the eligibility of the identified and screened papers based on
their abstract, the total number of identified records now remained at 211. To exclude the
papers further, the exclusion criteria included (i) lack of a standard evaluation metric like
PSNR, MSE or EC; (ii) studies that are purely review papers; (iii) studies focusing mainly
on watermarking, cryptography, or steganalysis; (iv) redundant publication; and (v) non-
availability of the full text of the paper. After performing the full assessment, 100 records
were included in the study. The review process is represented using the flowchart shown

in Figure 5.
Initial search: s
- Screen By Year and Remove
Records |dentified |« .
=1000 | Duplicates by Title and Year

Initial Screening

Qluery containing

bl L words like Chaotic

> g:;i:;mns Map, Optimization,
ified= Spatial Domain, DCT,
Identified=331 e
Screening - v

Query containing

Title and abstract screening: Record words like Chaotic
Identified = 211 Map. Optimization,
Spatial Domain, DCT,

DWT, GAN, CNN,

Auto encoder
Y \ v

[ Full text assessment ]

Eligible

100

Analysis

[ Included in studies= ]

Data analysis and
Synthesis

Report

Figure 5. Flowchart representing the systematic review process using PRISMA approach.

4.1. Spatial Domain-Based Steganography Techniques

Spatial domain steganography presents the earliest class of data hiding techniques,
where embedding is performed directly on pixel intensity values. These methods prioritize
simplicity and high embedding capacity but often suffer from limited robustness against
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Host Image

image processing attacks. The mathematical equation of spatial domain-based image
steganography is represented as follows:

Ii(p,q) = Ci(p,q) + & x Si(p,q) )

Here, I; is the stego image, C; is the cover image, S; is a secret message, and « is an
embedding or strengthening factor which controls the modification of the cover image.
The small value of & indicates the weak embedding by modifying a smaller number of
pixels, which means high imperceptibility and low robustness. In contrast, a higher value
of a, such as >0.5, represents strong embedding, which leads to low imperceptibility and is
more robust against attacks.

4.1.1. Least Significant Bit Substitution Method

The most common method of spatial domain steganography is to insert the secret mes-
sage in the least significant bits of the cover media, like an image or audio. This technique
is known as LSB (least significant bit) steganography, which functions by substituting the
lower bits of the cover file with the bits of the secret message [27], as shown in Figure 6.
The primary goal of earlier LSB steganography was to build a system that could carry
more payload by altering pixels in the cover image [28]. The LSB approach assumes that
changing a small number of pixel values will not result in observable differences. For an
8-bit grayscale image, each pixel value can be represented as:

Ci(p,q) = brbsbsbybzbrbiby

b is the least significant bit, and in LSB, this is substituted by the secret message bit
m as

I1(p,q) = (C1&1111110) |m

This introduces minimal changes to the cover image pixel value, which makes the
modification highly imperceptible as per the human visual system.

8 Bit representation of the pixel value 190

193 | 188 | 191 182___>[ 10111110 ‘
155 | 165 | 178 | 185 \|/
”p 189 | 190- 195 | 211 LSB embedding of secret bit 1
?:‘ 182 | 188 | 190 | 192 \|/

4x4 block of the Jl 10111111

image

193 : 188 | 191 | 182
155 i 165 | 178 | 185
189 |'191 | 195 | 211
182 | 188 | 190 | 192

Stego Image
Figure 6. Basic block diagram of LSB-based steganography technique.

The advancements in LSB-based steganography focus on adaptive embedding strate-
gies rather than uniform bit replacement. The LSB-based technique significantly enhances
the imperceptibility of the stego-image with minimal additional computing cost by employ-
ing an optimal pixel adjustment process (OPAP) on the image received after applying the
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traditional LSB substitution approach [29]. In [30], confidential information is encrypted
and hidden among four non-overlapping, equal-sized sections of the cover image using
random walks. In [31], the cover image is divided into two non-overlapping pixel blocks.
The parity-bit pixel value difference and enhanced rightmost digit replacement methods
are chosen based on the pixel value difference in each block. This lowers the possibility of
regular/singular (RS) attacks. In [32], the payload is divided into multiple matrices that
are placed into the cover image using the X-OR operation rather than using encryption.
The secret image splits up into a frequency, error, and sign matrix to find the payload.
These matrices are concealed in various cover images by the use of the X-OR operation in
the least computation time. Gray-level modification (GLM) is a technique that is closely
related to LSB [33]. Unlike basic LSB substitution, which alters the least significant bits,
GLM modifies the actual gray value of pixels.

LSB-based steganography offers high embedding capacity and low visual distortion,
but less security for the embedded payload. To address this limitation, recent advancements
increasingly integrate cryptographic encryption techniques with LSB-based embedding,
creating dual-layer security frameworks that protect both the existence and the content
of the hidden data. A steganography method is needed that can fuse cryptography to
ensure that sensitive data remain hidden even if the existence of a covert channel is compro-
mised [34]. A stego key-directed adaptive LSB replacement with several encryption levels
as a secure embedding approach is developed [35]. Before embedding, sensitive data are
encrypted with a multi-level encryption algorithm, while the stego key is encrypted with
a simpler technique. Additionally, the encrypted data are embedded using an adaptive
LSB embedding method that takes into account the red channel, the encryption algorithm,
and the secret data. In [36], a public-key crypto-system based on error-correcting codes
is used to encrypt text using the Goppa code. The cipher-text will then be incorporated
into a cover image by applying the LSB approach to protect data from attackers. A hybrid
encryption algorithm using the blowfish and AES algorithm is developed to encrypt the
secret image before embedding [37]. An adaptive technique is presented that chooses the
best pattern in order to reduce the error ratio before embedding the data [38]. The adap-
tive technique, which is based on the two-bit and least significant bit (LSB) pattern in
the cover image, can maximize the efficiency of the inverted LSB substitution approach.
Before embedding, the message and container image bits are evaluated, and the error
ratio is determined using the inverted LSB replacement technique for a variety of potential
patterns. The message is embedded using the pattern with the lowest error rate.

In conclusion, LSB-based steganography has evolved significantly from simple bit
substitution to an adaptive data-hiding mechanism. Through the integration of adap-
tive embedding techniques, encryption methods, and optimization techniques, modern
LSB-based approaches effectively address traditional limitations related to security, imper-
ceptibility, and detectability.

4.1.2. Pixel Value Differencing Method

Pixel value differencing (PVD) is a technique used in the spatial domain to hide secret
data within the image by analyzing the difference between the values of neighboring
pixels [39]. The modification in the high-contrast area allows more data to be inserted in
such regions without noticeable distortion. In this approach, the cover image is segmented
into a non-overlapping pair of pixels, and the absolute difference between each pair decides
how many bits of secret data can be embedded. Larger differences permit the embedding of
more bits, while smaller differences allow fewer bits to preserve image quality. The modified
pixel values are adjusted to maintain the new difference while minimizing visual distortion
after embedding. PVD is popular due to its ability to attain a good balance between
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imperceptibility and embedding capacity [40]. In summary, PVD-based steganography
has emerged as an effective and adaptive data-hiding approach by exploiting local pixel
variations to balance the embedding capacity and visual imperceptibility.

4.1.3. Exploiting Modification Direction Method

Exploiting modification direction (EMD) is a spatial domain steganography approach
that embeds a secret message in an image by modifying pixel values in a controlled and
minimal manner, thereby reducing visual distortion [41,42]. Unlike simple LSB techniques,
EMD uses modulo operations and the concept of modification direction to embed data in a
group of pixels (typically a group of n+1 pixels to embed n-ary digits). By restricting pixel
changes to minimal and predefined directions, EMD achieves improved imperceptibility.

The EMD-based embedding process uses some of the basic steps as mentioned below:

Pixel Grouping: The cover image is partitioned into non-overlapping groups G of n
pixels, which are denoted as G = (x1,x2,...,Xp).

Secret Digit Conversion: The secret binary data are converted into a sequence of digits
S in the (21 + 1)-ary numeral system.

Extraction Function: An extraction function f is defined to map each pixel group to a
unique value:

flxg,x0,...,x,) = <i X; - i) (mod 21+ 1) (10)
i=1

where x; represents the grayscale value of the i-th pixel.
Modification Rule using Modulo: Let d be the difference between the secret digit s and
the current function value:

d=(S—f(x1,x2,...,x,)) (mod2n+1) (11)

The stego-group (x}, x5, ..., x},) is generated based on d:
o Ifd=0,then (x},...,x)) = (x1,...,Xxp).
e Ifd < n, the d-th pixel is incremented: x; = x; + 1.
e Ifd > n,the (2n + 1 — d)-th pixel is decremented: x5, ., , = X3, 414 — 1.

The recovery of the secret digit s is computationally efficient and blind, meaning it
does not require the original cover image. The receiver calculates the extraction function
for each stego-group:

s=f(x},x5,...,x,) = (ixfz) (mod 21 +1) (12)
i=1

The EMD method chooses a single “direction” to change the pixels for hiding the
message. Because of the way the extraction function is structured, any secret digit in a
(2n 4 1)-ary system can be represented by modifying, at most, one pixel in the group by a
value of only +1 or —1. This “one-pixel-change” rule is what keeps the visual quality high
and maintains an exceptionally high peak signal-to-noise ratio (PSNR). Ultimately, EMD
provides a sophisticated framework for balancing payload capacity and imperceptibility.

Table 2 represents the review in a summarized way; it shows that LSB-based steganog-
raphy techniques are easy to implement and imperceptible to human eyes, as LSB bit
alteration does not much affect the image quality and has a relatively high embedding
capacity. Despite these merits, LSB-based steganography shows some limitations: it is
vulnerable to certain attacks and detection methods, and excessive alterations to the LSB
bits can affect the image quality. The limitations broaden the scope of the development of
transform-domain steganography methods.
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Table 2. Comparative study of spatial domain-based steganography methods.

Ref. Method Performance Robustness Attacks Findings/Gap
Performed
Good imperceptibility, high
2004[29]  LSB method using OPAP PSNR:51.141  Low Visual, Computational complexity,
statistical and vulnerable to
statistical attacks
LSB method with DES Avg. PSNR: . N .
2012 [30] encryption of secret data 41.419 Avg. High iﬁizof:ﬁ, Ezzlergaotf:oﬁ t}ft;’zf)l:lglt i,ime
before embedding MSE: 12.1676 d P
Secret message is divided into Statistical
2013 [32] three matljlces to su.lbmerge m Computaztlon Moderate analys.ls., key Robust but less imperceptible
the cover image using cost: O(n~) sensitivity
LSB method analysis
Arnold transform scrambles the Key Histogram of the cover and
2015 [34] secret message before . PSNR:37.2732  High sensitivity stegol revealis the presence of
embedding in cover using Analvsis the hidden information to
LSB substitution Y the attackers
Bit differencing increases
2016 [43] LSB method: 5th and 6th bits are  PSNR: 51.1797 Hich Histogram embedding capacity but
chosen for hiding EC: 2.6 bpp & attacks higher distortion risk
PSNR: 40.66 Key .
2017[31]  PVD method EC: High sensitivity Tradeoff between embedding
. rate and robustness remains
2.0632 bpp analysis
. PSNR: 45.0309,
Adaptive LSB replacement NCC: 0.952924, . RS Reasonable payload with less
2017 [35] approach to embed encrypted ) High . .
data in the host image SSIM: steganalysis computational cost
0.955984
Combine LSB substitution, PVD, PSNR:41.07 . Combined approach
2018 [40] and EMD EC: 2.14 bpp Moderate RS analysis increasing robustness
PSNR: 49.34,
Image is enlarged to distribute ~ EC: 2.0 bpp, . Good imperceptible but
2019 [28] the embedded pixel histogram Less Histogram not robust
analysis
Data are encrypted before Visual and Good. impercentible
2021[37]  embedding using PSNR:85.11  High statistical e pepereepHRIe
hybrid encryption attack
Adaptive LSB method: The
message and container image PSNR: Dependency on the number
2022 [38] bits are evaluated to find the 52.4983, High RS analysis of bits inverted makes the
error ratio and embedded at the ~ SSIM: 0.9977 imperceptibility unstable

lowest error rate.

4.1.4. Vulnerability Assessment of Spatial Domain-Based Image Steganography

As we have already discussed, spatial domain-based steganography directly manip-

ulates the cover image pixels to hide any data, which alters first-order and higher-order

statistical properties such as pixel histograms and correlation structures. This statistical dis-

ruption makes the spatial domain-based image steganography vulnerable to steganalysis.

The attacker may attack the stego image and detect these statistical changes by analyz-

ing the pixel intensity Pcover(P,q)! = Pstego(p, ) using histogram analysis, RS analysis,

and chi-square attack.

The histogram represents the probability distribution of pixel intensities. Ideally,

the probability distribution of the cover and stego should be similar for secure embedding,
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but the embedding schemes used in the LSB approach make it detectable. Similarly, the spa-
tial embedding also affects the correlation between the neighboring pixels by embedding
the data directly. This noise breaks the strong correlation between the pixels, enabling
detection through advanced steganalysis techniques.

The vulnerability of the spatial domain, specifically the LSB-based image steganogra-
phy technique, was evaluated after applying different image processing attacks. The bit
error rate (BER) measures the proportion of incorrectly extracted bits from the stego im-
age after the attack. A higher BER indicates that the embedded secret data have been
significantly altered, reflecting the weakness of the steganography method against that
specific attack. From Figure 7 and Table 3, it can be analyzed that when Gaussian noise
was introduced with the variance of 0.001 and 0.005, the BER reached 0.5076 and 0.5146,
respectively, indicating that more than half of the hidden bits were corrupted during the
extraction process. Gaussian noise randomly alters pixel intensities across the image,
and since LSB-steganography stores information in the least significant bits of pixel val-
ues, even minor pixel variations can flip these bits. As a result, the recovered message
becomes highly distorted, demonstrating that the LSB technique is extremely sensitive to
Gaussian noise. In contrast, the BER after applying salt and pepper BER was only 0.005,
and the attack contains the noise density 0.005 and 0.01. This very low error rate suggests
that the embedded data remained largely intact. Salt and pepper noise typically affects a
relatively small number of pixels by setting them to extreme intensity values. Because only
a limited portion of pixels is modified, the majority of the embedded LSB bits remain
unchanged, allowing the hidden information to be recovered with minimal error. However,
the BER value after applying median filtering is 0.4182 and 0.4806 with the [3 x 3] and
[5 x 5] shapes of kernels, which indicates that a large portion of the bits have been altered.
Median filtering works by replacing each pixel with the median value of its neighboring
pixels in order to remove noise. A similar trend was observed in JPEG compression attacks,
where the BER increased to 0.4986 and 0.4892 on the quality factors 50 and 60, respectively.
JPEG compression operates in the frequency domain and employs quantization, which
alters pixel values during reconstruction.

Cover Image Stego Image Gaussian Noise Attack
' F = - X : '

JPEG Compressip

1

Figure 7. Vulnerability analysis of LSB steganography after applying major image processing attacks.
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Table 3. Vulnerability analysis of LSB-based steganography.

Metric Parameter Value
Gaussian Noise Variance = 0.001 0.507600
Variance = 0.005 0.514600
. Noise Density = 0.005 0.002600
Saltand Pepper Noise Noise Density = 0.01 0.003000
I Kernel Shape = [3 x 3] 0.418200
Median Filter Kernel Shape = [5 x 5 0.480600
. Quality Factor = 50 0.498600
JPEG Compression Quality Factor = 60 0.489200

Overall, the results indicate that LSB-based image steganography is not robust to
several common image-processing operations. While it shows some resistance to low-
density salt and pepper noise, it becomes highly vulnerable under Gaussian noise, median
filtering, and JPEG compression. These findings emphasize the limitations of basic spatial-
domain embedding methods and suggest the need for more robust approaches, such as
transform-domain or hybrid steganographic techniques.

4.2. Transform Domain-Based Steganography Techniques

While spatial domain steganography offers advantages such as high imperceptibility,
high payload capacity, and low computational complexity, it also suffers from several limita-
tions that can be detected using modern steganalysis techniques. To address the limitations,
researchers shifted to transform domain-based techniques. Transform domain-based image
steganography is an approach where data are concealed in an image by modifying its trans-
form coefficients. There are different transform domains like fast Fourier transform (FFT),
integer wavelet transform (IWT), discrete cosine transform (DCT), and discrete wavelet
transform (DWT). The highly efficient and popular transform domain-based steganography
techniques, DCT and DWT, have been reviewed in this paper. The basic model of frequency
domain-based steganography is presented in Figure 8.

Cavver Wiavelet Embedding o] Stego Extracting
Image H Transform [T Procedurs 7| Image >| Procedure
W
Extracted Itrverse
Hecret < Warelet
Image Transform
Becret Wavelet

A 4

Image Transfiorm

Figure 8. Basic block diagram of frequency domain-based steganography technique.

4.2.1. Discrete Cosine Transform (DCT)-Based Steganography Techniques

Discrete cosine transform presents an image as a sum of cosine functions oscillating at
varied frequencies. The low-frequency components correspond to the smooth and uniform
regions of the image, while high-frequency components show edges and fine details. DCT-
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based image steganography modifies the DCT coefficients to conceal the secret information.
The image is divided into its corresponding low, middle, and high frequency bands. Here,
low-frequency bands provide the most important visual information, while high-frequency
bands carries subtle details. The mid-level frequency component is generally chosen to
hide the data, as it does not show a noticeable difference in pixels.

To embed the data, these frequency bands are used by applying different embedding
strategies. In [44], the middle-frequency portion of the quantized DCT coefficients is
employed for concealing the secret message. The secret image is encrypted using a secret
key before embedding. The entropy coding scheme is applied later to obtain the compressed
quantized DCT blocks. In [45], the modified quantization table is used to obtain the
quantized DCT coefficients of the DCT-transformed cover image. To conceal the secret
information, each DCT block contains some sets, and the value of each set contains some
sequence of zeros, which can be utilized to conceal the secret information by keeping a
minimum value of zeros to two. The method is resistant to visual and statistical attacks.

In [46], the method estimates the number of bits that can be concealed inside every
DCT component using a capacity table. The JPEG quantization table and the human visual
system (HVS) are applied to calculate the capacity table. The LSB approach is applied
to hide messages in quantized DCT coefficients of the host image. The method has an
embedding capacity of almost 20% of the compressed image size with negligible effects
on image quality. Table 4 represents the review carried out with the findings of the study
using the DCT wavelet.

DCT is a reversible mathematical transform and does not introduce information loss.
However, when used in JPEG compression, the subsequent quantization of DCT coefficients
introduces information loss, making the technique more vulnerable to attacks and limiting
payload capacity. Researchers have developed various adaptive or hybrid techniques by
combining DCT with other modern techniques to enhance robustness and the embedding
capacity. These techniques are reviewed in Section 4.3. It also widens the scope of exploring
other transforms to develop new steganography techniques to overcome these limitations.

Table 4. Comparative study of DCT-based steganography techniques.

. . Performance Attacks .1
Ref. Algorithmic Approach Metric Robustness Performed Findings/Gap
Ke Modified JPEG quantization
Quantized DCT coefficients of ser?’si tivit tables for embedding;
2002 [44] the cover image are used for PSNR: 34.84 Moderate Ty acceptable image quality;
1 analysis; JPEG LS
data hiding . better capacity; not secure
compression .
against modern attacks
JPEG quantization tefble and PSNR: 40.84, LOW (robust JPEG Good visual quality for ]PEG
2004 [46] HVS are used to design the EC: 20°% against JPEG compression images but not robust against
capacity table to embed data T attack) P all image processing attacks
Data are hidden in 8 x 8 DCT .
. . Visual and . - .
blocks in medium frequency PSNR: 40.49, . L Provides reversibility with
2007 [45] . High statistical . . .
components having two or more  EC: 0.24 bpp attack high embedding capacity

successive zeros

4.2.2. DWT-Based Steganography Techniques

Discrete wavelet transform divides a signal or image into a collection of wavelet
coefficients, each representing a particular band of frequencies. The signal is decomposed
by running it through a series of low-pass and high-pass filters and then downsampling the
results. The discrete wavelet transform of an image divides the image into four frequency
bands, HH, HL, LH, LL bands, and allows for analysis at multiple resolutions. The DWT
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possesses the perfect reconstruction property, which enables a precise reconstruction of
the original image from the wavelet coefficients. The wavelet coefficients are upsampled,
filtered, and then summarized to produce the reconstruction.

DWT transforms host and secret images into four sub-bands, where LL and HL sub-
bands of the host and secret are further split into 4 x 4 blocks in [47]. These blocks are used
to conceal secret data by calculating the root mean square error between the host and secret
image blocks. The block with the minimum error is selected to hide the secret message.
The method is a blind steganography approach; it does not require an original host image
at the receiver side to extract the hidden data. In [48], there is a steganography approach
where the DWT is carried out on the cover and secret image, and each image is subdivided
into 4 x 4 blocks. The difference of each image block is computed to find the optimal
position to hide the secret data by means of three secret keys. In [49], the cover image
is converted into a frequency domain using the 2D-Daubechies DWT transform of the R
plane of the host image, and its transform coefficients are changed to conceal the secret
image. The robustness of the approach is investigated on various image processing attacks.
In [50], the hybrid edge detector identifies sharp places in the image where data can be
concealed without being easily spotted by the human visual system. When compared to
previous steganographic techniques, this methodology achieves a greater PSNR for the
same amount of bits inserted at each pixel. In [51], for the cover and secret image, SVD
is applied on the LL sub-band of the secret image and three stego images are generated
by blending U, S, and V matrices with the cover image separately. In [52], a Daubechies
DWT-based image steganography is presented where db8 is used on the cover and secret
image, which is followed by an Arnold transform on the secret image for scrambling;
thereafter, post-processing is performed using the genetic algorithm on the stego image to
obtain a better visual appearance. In [53], secret data are hidden inside the SVD of the R, G,
and B color planes of the LL sub-band of the cover image. The singular value matrix of
the host and secret image is blended to generate the stego image. The orthogonal matrices
are used as a key to regenerate the image at the receiver end. Table 5 represents the review
carried out with the findings of the study using discrete wavelet transform.

Frequency domain-based steganography has some advantages, such as better ro-
bustness, higher embedding capacity, and enhanced security. However, it comes with
some costs, including computational cost, difficulty of implementation, and vulnerabil-
ity to attacks through alterations in specific frequency components. These limitations
widen the scope of developing new steganography techniques using some adaptive and
hybrid approaches.

Table 5. DWT-based image steganography techniques.

sy Performance Attacks . g
Ref. Algorithmic Approach Metrics Robustness Performed Findings/Gap
JPEG
Discrete wavelet transform is compression, Cover image with similar
2008 [47] used to embed secret data into PSNR: 53.04 Moderate cropping, characteristics is selected to

the cover image

Gaussian blur, improve imperceptibility
median filtering

2D Daubechies-DWT is applied
2012 [49] on the R-plane of the cover PSNR: 74.169  Moderate
image for data hiding

Sharpening, Optimization enhances
Gaussian noise,  robustness without
salt and pepper =~ compromising

noise, blurring visual quality
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Table 5. Cont.

. . Performance Attacks ..
Ref. Algorithmic Approach Metrics Robustness Performed Findings/Gap
Edge-guided embedding
Hybrid edge detector-based PSNR: 46.88: achieves high payload with
2012 [50] embedding with adaptive EC: 0 '93 b / NA NA minimal distortion but
payload estimation P07 PP ignores inter-pixel
relationships
Sharpening,
. . histogram Fixed-size sub-block
DWTis apphed to both .cqver equalization, division increases
and secret images, subdivided PSNR: 44.84; ioh ional
2018481 1o fixed 4 x 4 blocks for SSIM: 09646 11i& gamma computational cost and
optimal embeddin o correction, may produce
P & Gaussian isolated artifacts
noise, rotation
DWT is applied on the SVD of JPEG Combined DWT-SVD
the LL band of the secret image, . . framework enhances
2020 [51] . . PSNR: 74.2345 High compression,
generating three stego images by noise robustness and
blending U, S, and V matrices security significantly
Daubechies DWT with Arnold PSNR: 43.82; Smoothing operation
2020 [52] xi?fszr;;iﬁieggfgziiﬁzyptlon’ Eitc(;g%:;o& Moderate Filtering, noise improves imperceptibility
performs denoising analysis and resistance to attacks
DWT followed by SVD on cover  PSNR: 63.70; JPEG Fractal-based cover image
and secret images; singular SSIM: 0.9853; . compression, . &
2022 [53] . . High . improves robustness and
matrices are blended using EC: 0.402 bpp scaling, ensures secure embeddin
alpha blending on colored image ET:1.83s cropping &

4.2.3. Other Transform-Domain Based Image Steganography Techniques

Integer wavelet transform (IWT) maps integer-valued image pixels to integer-valued
wavelet coefficients using the lifting scheme, thereby eliminating the rounding errors
associated with the conventional discrete wavelet transform (DWT). It preserves the exact
pixel values after inverse transformation, making it suitable for reversible image processing
applications. The author in [54] embeds secret data in the high-frequency edge coefficients,
and it classifies the coefficients according to the position of the MSB. In [55], the sub-bands
are classified into edge and non-edge coefficients after the INT transform of the cover
image. The edge coefficients are chosen to conceal the secret data along with a genetic
algorithm for finding the position. SVM is used first to separate the region of interest (ROI)
from the non-region of interest (NROI) in the medical image. Then, IWT is applied to
embed secret information within the NROI part of the medical image [56].

The contourlet transform (CT) is a multiresolution and multidirectional transform that
represents an image to capture the smooth contours and geometric structures efficiently [57].
It employs a Laplacian pyramid (LP) for multiscale decomposition and a directional filter
bank (DFB) for directional decomposition, enabling it to represent edges and contours
with high directional sensitivity and anisotropy. This combination offers superior image
representation, making the contourlet transform particularly suitable for applications such
as watermarking and steganography. In [58], a high contrast image is chosen for embedding
the secret data from the dataset. The sub-band after the contourlet transform of the cover
image is divided into 8 x 8 blocks, and the mean energy and block energy are computed.
The block that has maximum energy is chosen to embed the secret data. Three different
image steganographic methods using contourlet transform are developed using SVD, QR
factorization, and non-negative matrix factorization to embed secret data in the respective
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coefficients [59]. Each secret image is encrypted using the geometric mean, and data are
concealed in the contourlet coefficients [60].

Curvelet transform (CvT) is a multiscale, multidirectional, and anisotropic image
representation method that overcomes the limitations of wavelet transform in representing
curved edges and contours [61]. It represents image features using basis functions with
varying scales, orientations, and locations, following the parabolic scaling law. This en-
ables a sparse and accurate representation of smooth curves and edges while preserving
directional information. Its excellent edge-preserving ability, high directional selectivity,
and efficient sparse representation make it suitable for image steganography. In [62], secret
data are scrambled using Arnold transform and embedded in non-uniform regions of
high-frequency curvelet coefficients. The cover image is selected using fuzzy logic based
on image complexity and characteristics. In [63], high-detail regions are selected as cover
images using predefined thresholds. Secret bits are embedded into each selected block by
modifying coefficient values using an embedding strength parameter. The comparison

among the techniques is presented in Table 6.

Table 6. Other transform-domain-based image steganography techniques.

Ref. Algorithmic Perf().rmance Robustness  Attacks Performed Findings/Gap
Approach Metrics
IWT-based Does not evaluate
2017 [54] embedding on PSNR: 57.9 . ) robustness against common
MSB of edge (avg.) attacks, limited
coefficients evaluation metrics
Single-objective function
IWT with genetic (PSNR) is chosen that may
algorithm for PSNR: 56.41 not produce the best
2023 [53] embedding SSIM: 0.9986 Moderate RS attack tradeoff among
position selection imperceptibility, robustness,
and security
Salt and pepper noise, . .
PSNR: 64 cropping, filtering, Gaussian ilrih f:)(ril:pl;i;l?;l:l
2023 [56] IWT with SVM SSIM: 0.9600 Moderate noise, JPEG compression, un dsr erf}(l)rm on y
EC: 0.44 bpp histogram equalization, P
. large datasets
and rotation
CT of
2013 [58] high-contrast PSNR: 45.02 ) ) Algorithm is not evaluated
image for data SSIM: 0.9500 against stego attacks
embedding
. . Noise, JPEG compression, Good imperceptibility,
2019 [59] gﬁvﬁg/lﬂfvu gSCI\éRl 57 Moderate histogram equalization, moderate execution and
! ' and rotation extraction time
Salt and pepper noise, No adaptive embedding
CT with PSNR: 45.5 cropping, filtering, Gaussian strategy, a fixed embedding
2026 [60] geometric mean SSIM: 0.9837 Moderate noise, JPEG compression, strength (o = 0.15) is used
for encryption NCC: 0.9951 histogram equalization, for all images regardless of
and rotation image characteristics
CvT with PSNR: 52.09 Noise, cropping, histogram
o equalization, JPEG . .
2017 [62] fuzzy-based cover NCC: 0.9999 Modearte compression and High computational cost
image selection SSIM: 0.9998 P

steganalysis attacks
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Table 6. Cont.

Algorithmic Performance

Ref. Approach Metrics Robustness  Attacks Performed Findings/Gap
Fixed embedding length,
limited image processing
CvT with cover attacks to evaluate
2018 [63] image selection PSNR: 42.89 Moderate JPEG compression, filtering robustness and limited
using threshold evaluation metrics to
evaluate the overall
performance

4.2.4. Vulnerability Assessment

To analyze the vulnerability of transform domain-based image steganography, we im-
plemented the basic two-level DWT decomposition on the grayscale cover image “Camera-
man” using the Daubechies (db4) wavelet, and the LH2 sub-band is chosen for embedding
the secret image “Airplane”. The experiment was conducted on MATLAB R2025b.

The analysis from the Table 7 reveals significant sensitivity to common image pro-
cessing attacks, as reflected by the obtained BER values. Under a Gaussian noise attack
with the variance values 0.001 and 0.005, the method performs poorly because Gaussian
noise alters almost every pixel in the image, which in turn disturbs the DWT coefficients.
Since the embedding depends on precise coefficient values, even small changes can change
the embedded bits, leading to a high error rate. In comparison, the method performs
better on salt and pepper noise with noise density of 0.005 and 0.01, where noise affects
only a small percentage of pixels, yielding moderate robustness. For median filtering on
[3 x 3] and [5 x 5] kernel windows, the method again shows vulnerability because filtering
operations smooth the image and modify neighboring pixels, thereby altering the DWT
coefficients in which the data are embedded and increasing extraction errors. Similarly,
JPEG compression attack on quality factors 50 and 60 introduces loss through quantization
by particularly affecting high and mid-frequency components. Since the embedding is
performed in the LH2 sub-band, which lies in the mid-frequency range, the compression
process distorts these coefficients and leads to a loss of hidden information. The effect of the
image processing attacks is presented in Figure 9. Overall, the results indicate that while
the method demonstrates moderate resilience to sparse noise, it is highly vulnerable to
continuous noise, filtering, and compression. This vulnerability arises due to the sensitivity
of transform-domain coefficients, the use of single-coefficient embedding, and the absence
of redundancy or error correction mechanisms, highlighting the need for more robust
embedding strategies.

Table 7. Vulnerability analysis of DWT-based steganography.

Metric Parameter BER
Gaussian Noise Variance = 0.001 0.403320
Variance = 0.005 0.502241
. Noise Density = 0.005 0.144531
Salt and Pepper Noise Noise Density = 0.01 0.188477
. . Kernel Shape = [3 x 3] 0.285645
Median Filter Kernel Shape = [5 x 5] 0.490723
. Quality Factor = 50 0.243652
JPEG Compression Quality Factor = 60 0.128906
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4.3. Adaptive and Hybrid Steganography Techniques

The traditional steganography techniques have their own strengths and weaknesses.
When they are used alone, they have some limitations, such as low robustness, low embed-
ding capacity, and vulnerability to attacks. To mitigate these challenges and to strengthen
the performance, two or more approaches can be combined to develop a hybrid approach.
The adaptive methods adjust the embedding technique to hide the data based on cover
media and also adjust the payload on the basis of the requirement and available capacity.

4.3.1. Chaotic Map-Based Steganography Techniques

In order to provide an additional level of security to a hidden secret image, cryptogra-
phy has been used with steganography to develop a hybrid approach. Many steganography
techniques have been developed by applying encryption techniques like RSA, the Blow-
fish algorithm, and AES to encode the hidden data. These techniques work well for text
encryption but are ineffective for image encryption due to the repetitive pixel information
in the image. This problem is fixed by chaos-based encryption methods, which generate
uniformly dispersed random keys that encode the image [64]. A chaotic map is a math-
ematical function that generates a sequence that is sensitive to the initial condition and
shows pseudo-random but deterministic behavior. This behavior encourages researchers
to apply a chaotic map in image scrambling and key generation to provide additional
security [65]. This section presents the review of existing chaotic image steganography,
its findings, and its limitations.

Stego

oy

Gaussian Noise

Figure 9. Vulnerability analysis of DWT-based image steganography after applying major image
processing attacks.

Chaotic Maps

The chaotic maps are categorized based on their characteristics and dimensions.
This review focuses on the chaotic map-based steganography techniques. The well-known
chaotic maps which are applied to scramble the data or to generate the key sequence are
discussed as follows:
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(1) 1D Logistic Map: The one-dimensional discrete map was proposed by Robert in
1976 [66]. The formula to calculate or map the value to a new value is as follows:

Xiy1 = pxi(1—x;) (13)

Here, parameter y controls the behavior of the system. The value rangesin1 < u < 3
converge to a stable fixed point, 3 < u < 3.57 shows period doubling (2,4,8,...),
3.57 < u < 4 shows chaotic behavior.

(2) Hénon Map: In this 2D chaotic map proposed by Hénon in 1964 [67], the x, y plane
is mapped using the following equation:

Xip1 =1 =pxi—y;

Yit1 = 4-X;

(14)

Here, parameters p and g control the behavior of the map; the map shows chaotic behavior
for p = 1.4 and q = 0.3. The system behaves unpredictably and is complex with a small
change in the value of the initial conditions.

(3) Lorenz Map: This 3-D chaotic map developed by Edward Lorenz in 1963 [68] is

presented as follows:
dx

2 = o =2)
dy

—x(p—2z)— 15
o =x(p—2)—y (15)
dz
ar Wb

Here, the system behaves chaotically for the value of o = 10,p = 28, § = 8/3. Due to its
large key space, it is widely used in image encryption.

A chaos-based steganography algorithm that employs Canny’s edge detection to locate
the edge pixels of the host image and conceal data within the chosen pixels [69]. Canny’s
approach is noise-resistant and can detect actual weak edges. A cat map is applied to
scramble the hidden image before embedding. The data are embedded in edge regions
using a matrix-encoding technique and an LSB-matching technique. Data are scrambled
using the chaotic map, and the data are concealed in the cover image by the pixel pair-
matching technique [70]. In [71], the host image is subdivided into low and high-frequency
regions; the LSB of the secret image is inserted in the lower region and the MSB in the higher-
frequency regions of the host image. The pixel positions in higher and lower frequency
regions are determined using a chaotic map. The modified logistic map is implemented to
identify the pixel position to insert data in the cover image [72]. The DCT-transformed host
image and the high-frequency part are scanned in a zig-zag way, and the pixel position
for data embedding is calculated using the piecewise chaotic map [73]. The message is
encrypted using RSA, and a Duffing chaotic map is being applied to generate the chaotic
sequence of the image to be embedded inside the DCT coefficients of the host image [74].
A 3D chaotic map-based image encryption technique is suggested to shuffle pixels of the
secret image using a secret key before concealing [75]. A hybrid chaotic map encryption
technique, a composition of the Duffing and Hénon maps, is designed to conceal secret
data in the graph wavelet transformed cover image to enhance robustness and security [76].
The use of the graph wavelet and the hybrid map increased the time complexity of the
technique. A two-step encryption method is designed to encrypt the secret message. In the
first step, the original text is scrambled using an Artificial Neural Network (ANN) structure.
The second step further secures the scrambled text by using a combination of a tent-logistic
hybrid map and advanced XOR operations for encryption. To strengthen the randomness
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and unpredictability of where the encrypted data are embedded in the image, Langton’s

ant cellular automaton is used to generate the coordinates for embedding [77]. Table 8

represents the review carried out with the findings of the study using chaotic maps.

Table 8. Comparative study of adaptive and hybrid steganography techniques using chaotic maps.

Ref. Method Performance  Robustness Attacks Findings/Gap
Performed
Data hiding capacity is
. . PSNR: 71.94, reduced due to edge-based
Cat map for image scrambling EC:2.0b steganalysis embedding as selective
2013 [69] of secret image and LSB method L PP, Moderate ganaly . &
for data hiding Exe.time: attacks pixels are chosen for
1.44s. substitution; high
computational cost.
Chaotlc.map for S.ecret !mage PS.NR: 61, Noise, JPEG Efficient embedding, secure
2013 [70] encryption and pixel pair Histogram Moderate . . .
. - . Compression under mild noise.
matching for embedding Analysis
LSB of secret data is embedded
in the lower region and MSB in
higher frequency regions of the .
2014 [71] cover image. Three chaotic map  PSNR: 55.41 Moderate Filtering E;nzzable under distorted
sequences are used to find the &
pixel position in higher and
lower frequency regions
Secret key can be used to
Modified 3D logistic map is PSNR: 54.387, .. Compression, ~ vake the fechnique more
2017 [72] : - High o n secure, security against
proposed for pixel selection SSIM: 0.9984 Filtering .
major attack has not been
investigated
PSNR: 36.3762
Chaotic embedding in Correlation: . Statistical Low imperceptibility for
2017 [73] DCT coefficient 0.8582 En- High Attacks some images
tropy: 7.6840
Two algorithms are proposed,
using RSA and Duffing chaotic =~ PSNR: Parallel implementation
2017 [74] map to encrypt the message 21.5606, Time: ~ Moderate Compression enhances security but
before embedding into 3.012s reduces imperceptibility
DCT coefficients
Entropy:
Pixel shuffling and 3D chaotic 7.2636, NCC: . e Imperceptible and secure
2020[75] map to scramble the secret data ~ 0.9700, Time: High Key Sensitivity against brute force
0.01316 s
Hybrid chaotic ap using Compression, Imperceptability and
Henon and Duffing maps to . .
. PSNR: 44.82, . Rotation, robustness is increased
2022 [76] scramble the secret image and High . . . .
NCC: 0.9902 Scaling, with high computational
graph wavelet transform to Filterine. Noise  complexit
hide data & pleaty
. . PSNR: 52.07, Enhances impercepibilty
Two levels of security using SSIM: 0.9994 and robustness but may
2025 [77] ANN and a hybrid chaotic map NPCR: 99.97, High Stegnalysis increase the

are applied

UACT: 32.2094

time complexity

Security Implications and Cryptanalytic Challenges of Low-Dimensional Chaotic Maps

However, 1D chaotic maps are simple and computationally efficient, but they are
vulnerable to attacks [78]. Low-dimensional chaotic maps suffer from structural flaws
that make them unsuitable for applying directly to high-security steganography without
modification. The flaws include the following;:
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(1) Small Key Space: Due to limited floating-point precision (typically 64-bit double
precision), as if the floating-point number is 108, the actual number of key spaces will be

242, Modern cryptographic standards require a key space of at least 21?8 to resist

finite, i.e.,
brute-force attacks. The 1D maps fall significantly short, allowing attackers to exhaustively
search the parameter space in hours.

(2) Chosen Plain-text Attack: The other issue with a 1D map is that it is vulnerable to a
chosen plain-text attack, as there is a very simple mapping of the data to a new location [79].
If an image is scrambled using the 1D map, it would be easy for an attacker to detect the
mapping to unscramble the data. Maps like the Logistic map (x,,1 = px,(1 — x,)) only
exhibit “full” chaos for very specific values of y (e.g., u ~ 4.0).

(3) Non-Uniform Chaotic range: The non-uniform chaotic sequence creates the clump-
ing effect, where most of the time, numbers will be generated within a specific range,
which does not allow the pixels to spread unevenly. For an attacker, it is easy to detect
the scrambled data at a particular range of pixels through visual analysis and histogram
analysis. A secure approach has a flat histogram rather than a vulnerable one, which
indicates that every pixel value (0-255) appears with nearly the same frequency.

(4) Dynamic Degradation: Mathematically, the chaotic map generates a highly random
sequence with infinite precision. While implementing digitally with finite computational
precision, its dynamic properties are affected due to the different computational precision
of the hardware device and rounding errors. This degradation will hamper the security of
chaos-based steganographic systems due to the reduction in randomness and sensitivity of
the generated sequence, which makes embedding locations more predictable.

To overcome the challenges of 1D maps, hyper-chaotic maps are used for image en-
cryption due to their larger key space and greater sensitivity to initial conditions, as shown
in Table 9.

Table 9. Comparative analysis of chaotic maps in steganography.

Computational Dynamic
Map Type Examples Key Space puta Degradation Security Vulnerabilities

Complexity oy s

Susceptibility
1D Logistic, Tent, Low (Effective Low Hich Susceptible to key space reconstruction,
Chaotic Sine Maps space < 2100) & sensitive to brute force attack
2D Hénon, Arnold Medium Low= Moderate-High g:ttf;;;?gnlgnzm ilr?cl)t:el}i_cpi:ecigonex ose
Chaotic Cat (>2128) Moderate & & . P y may exp
embedding patterns

3D Medium . Stronger resistance to brute-force and
Chaotic Lorenz, Chen (>2180) High Moderate statistical attacks
4D/Hyper- 4D Rossler, Chen . 256 . Highly resistant to differential
chaotic Systems High (>277)  Very High Low cryptanalysis and Al-based prediction

The suitability of low-dimensional chaotic maps for cryptographic applications is
also analyzed using phase space trajectory analysis and Lyapunov exponents. The phase
space trajectory analysis illustrates how system states evolve over time and whether the
trajectories densely cover the phase space, which is an essential property in encryption
techniques to ensure high diffusion and confusion. The Lyapunov exponent (LE) presents
a quantitative measure of the system’s sensitivity to initial conditions. The Lyapunov
exponent of a discrete chaotic map x,,11 = f(x,) is as follows:

A= lim 1 iln|f’(xi)| (16)

— :
n OOnz:l
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A positive value of A shows the chaotic behavior of the system, and the larger value of
A shows the system is more chaotic. It also exhibits faster divergence, which enhances
resistance against statistical and cryptanalytic attacks. If a system has more than one
positive value of Lyapunov exponent, then the system becomes hyperchaotic. Conversely,
low-dimensional chaotic maps often suffer from limited phase space coverage and weaker
Lyapunov exponent spectrum, leading to reduced randomness and potential dynamical
degradation in digital implementations.

The Lyuponav exponent (LE) spectrum of the logistic map, as shown in Figure 10,
shows how the system behaves as the value of y increases. For the value y < 3.57,
the system is stable, whereas for the greater value of mu, the Lyapunov exponent becomes
positive and shows the chaotic behavior of the system. It also represents a window where
the LE becomes negative, which represents the non-uniform behavior of the map and makes
it inappropriate for cryptographic applications. The LE of the tent map is more uniform
and positive for the value of ¢ > 1, which shows it is more suitable for cryptographic
applications as compared to 1D maps.

Lyapunov Exponent - Logistic Map

2.5 3 3.5 -
M
1 Lyapunov Exponent - Tent Map
< 0Ff .
-1 1 1
0.5 1 1.5 2

v

Figure 10. Lyuponav exponent spectrum of logistic chaotic map and tent map.

Chaotic map-based image steganography has some merits, such as better robustness,
better security due to its sensitivity to initial conditions, and the uniform distribution of
hidden information inside a cover image. In addition to these merits, it also has some
limitations, such as low payload capacity, high complexity for multidimensional chaotic
maps, a dynamic degradation of digital chaos and computational overhead. To overcome
these limitations, researchers have come up with new solutions to design adaptive methods by
combining/applying optimization algorithms and neural networks for adaptive embedding.

4.3.2. Optimization-Based Steganography Techniques

The performance of steganography techniques also depends on the pixel position
selection and embedding factor. To locate the optimal position for data hiding and the
appropriate value of the embedding factor, various optimization techniques are explored
in the literature employing various types of optimization techniques. The classification
of the optimization algorithms is presented in Figure 11. The evolutionary optimization
is inspired by the principles of natural selection and genetic evolution, such as selection,
crossover, and mutation, to iteratively evolve a population of candidate solutions toward an
optimal result. The swarm intelligence optimization mimics the collective behavior of social
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organisms such as birds, or ants, where individual agents share information and cooperate
to converge on optimal solutions within a search space. The physics-based optimization is
inspired by the laws of physics, such as thermodynamics or gravity, to guide the search
process toward optimal solutions. However, the swarm-based optimization in the field of
image steganography research dominates evolutionary and physics-based algorithms due
to the larger search space, faster convergence, and stronger exploration and exploitation.
In this section, a review of some of these optimization-based steganography techniques
is presented.

‘ Meta-Heuristic Optimization }
Evolutionary Algorithms ] [ Swarm-based Algorithms ] [ Physics-based Algorithms ]
 —
Differential | | Particle Swarm| | Simulated
Evolution Optimization Annealing
—
Genetic Ant Colony Cinvitational
Algorithm ] Optimization || Search
gorithm ptimization Algorithm
Evolution | | Artificial Bee | | Black Hole M
Strategy Colony
Firefly H Water Cycle
Cuckoo
Search

Figure 11. Classification of optimization techniques.

Evolutionary Algorithm Based

Evolutionary optimization-based image steganography has emerged as an effective
research direction. As the embedding process can be formulated as a complex optimization
problem, evolutionary algorithms provide an efficient mechanism for discovering near-
optimal embedding solutions. The algorithm is inspired by the principles of biological
evolution. It iteratively evolves candidate solutions through operations such as selection,
crossover, and mutation, enabling an adaptive optimization of embedding locations, co-
efficient selection, and embedding parameters. In a modified genetic algorithm-based
steganography approach, the initial population is produced by a heuristic approach and fit-
ness function using eight-connected PSNR based on neighborhood pixels in 3 x 3 block [80].
Genetic algorithm (GA) and particle swarm optimization (PSO) are applied to find the opti-
mal coefficients for hiding the secret “Quick Response” (QR) coded data [81]. This method
enhances the PSNR and provides good embedding capacity.

Swarm Intelligence Based

Swarm intelligence is inspired by the collective behavior of natural swarms, such as
bird flocking, fish schooling, and bee foraging. These algorithms employ population-based
search strategies to identify optimal embedding locations. Unlike conventional stegano-
graphic techniques that rely on fixed embedding rules, swarm intelligence algorithms
dynamically adapt to the characteristics of the cover image, resulting in balancing the
imperceptibility, embedding capacity and robustness. The particle swarm optimization-
based technique can select the pixels to insert the secret audio signal in an image [82].
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The pixel selection is based on a fitness function, which is a cost function. For evaluating
fitness, the cost function evaluates the pixel’s edge, entropy, and intensity. In [83], PSO is
employed for identifying pixels to conceal a message in the spatial domain to attain a high
embedding capacity. The PSO is applied to select an appropriate pixel in the cover image
for the hiding of secret bits. The MSBs of the secret image are extracted to hide. Initially,
the cover image is scanned using a raster scan; these pixels are scanned from the first row
to the last row and left to right. Later, the PSO method is employed to obtain the starting
point for the scanning and scanning order in each block to find out the best position to hide
the data. One steganography approach embeds hidden messages in images using particle
swarm optimization (PSO) and integer wavelet transform (IWT) [84]. It seeks to minimize
differences between modified coefficient values and original values, assuring excellent
security and accurate retrieval of the secret message. The method was evaluated against
other PSO-based techniques and popular steganography techniques, and it surpassed them
in terms of imperceptibility, payload capacity, statistical analysis, security, and robustness
against image processing attacks. In [85], an adaptive method is presented to conceal
secret information in low-frequency coefficient bands of the DWT-transformed cover image.
The algorithm determines the ideal location to conceal the secret message. The message is
compressed with the help of the “Huffman encoding” method before embedding into the
low-frequency coefficients.

Other swarm optimization techniques are explored to design efficient steganography
techniques. In [86], cuckoo search (CS) is applied to identify the optimal substitution matrix
to embed the confidential message. The steps include encrypting the confidential message,
preprocessing the host image, embedding the message with a CS algorithm, and creating an
embedded image are all steps in the procedure. The CS method assists in determining the
best substitution matrix for transforming the secret messages. The approach exceeds other
existing methods with respect to image quality, security level, and embedding capability.
A bat algorithm-based steganography scheme has also been proposed [87]. The initial
pixel position is found using the logistic map and later, the bat algorithm is employed to
discover the optimal position to embed the secret data into the cover. A steganography
technique using an improved fruit fly optimization (FOIS) algorithm, which identifies the
optimal locations of pixels of the host image, is presented [88]. The host image is broken
into 8 x 8 blocks, and the number of blocks for subsequent processing is determined
by a permutation combination. The secret information is encoded in every block by
optimal pixel selection and the discrete cosine transform coefficients” LSB. To transmit
the data securely, a secret communication channel is developed by using the suggested
steganography algorithm and the Rivest Cipher (RC4) crypto-system. A coyote algorithm
is applied for key selection, and a new design technique to find the pixel to hide the secret
data is applied [89]. The enhanced crow algorithm is used to find the optimal embedding
position along with LSB to hide the secret data, which enhances the stego image quality
and decreases the computational cost compared to other similar techniques [90]. The
comparative analysis of the reviewed techniques is shown in Table 10.

From the study, it is observed that adaptive techniques maximize embedding capacity
without sacrificing the quality of the media, increase robustness, and improve security.
However, the complexity of implementation poses significant challenges. Hybrid tech-
niques build complex layers of deception that greatly increase the difficulty of detection
and extraction and achieve higher data embedding capacity. However, it increases compu-
tational cost and complexity. These challenges broaden the scope of the development of
new steganography techniques.
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Table 10. Comparative study of adaptive and hybrid steganography using optimization techniques.

Optimization

Attacks

Ref. Strategy Method Performance  Robustness Performed Findings /Gap
Modified genetic PSNR: Fitness function
. algorithm with heuristic =~ 38.466808, may be
2015[80]  Evolutionary method for initialization =~ Histogram NA NA improved for
of population Analysis better PSNR.
Hybrid .
(Evolutionary and R coded secretdataare  poyp 5p 50 Statistical High
2017 [81] concealed using GA and High computational
Swarm . EC: 2.39 bpp attacks
Intelligence) PSO algorithms cost.
Particle swarm
Swarm optimization for pixel RS steganalysis Extracted
2017[82] Intelligence selection to hide audio PSNR: 47.6 High attacks message
. . contains noise.
message in an image
Swarm Pixel se'le'ctl('m using PSO PSNIR: 56.60, Gaussian, Salt Imperceptible
2019 [83] . by partitioning the cover Moderate and pepper
Intelligence . . EC: 4.0 bpp . and secure
image into blocks noise
Cuckoo algorithm to
2020 [86] Swarm identify best substitution =~ PSNR: 37.92 Hieh Cryptanalysis, Dual-layer
Intelligence matrix to embed a secret  EC: 1.125 bpp & noise attack protection
message
Hybrid GA and bat algorithm for Only PSNR is
2020 [87] (Evolutionary and plX?l §e1ectlon ar}d' . PSNR:47.540  Moderate Steganalysis taken f.o g
Swarm logistic map for initial analyzing the
Intelligence) population technique
PSNR: .
Swarm Improved fruit fly to 63.4216, SSIM: Compression OHyt'i’rrrllia fon
2020[88] S determine pixel position ~ 0.99718, High P T
& for embedding Processing robustn
Time: 11.52 s OPHSHess
PSO to find optimal pixel RS attack, Higher
ition for embeddin chi-square computation
Swarm posttion for et &  PSNR:41.15, . d omp
2020 [84] Intelligence anle optimal pixel SSIM: 0.9977 High attack, I.mage t1n.1e .than. .
adjustment process for processing existing similar
better visual quality attacks approaches
Better PSNR for
Secret data are encoded g;zzgg:lteer Xilze
Swarm using Huffman encoding PSNR: 78.65, data. not
2021 [85] . and concealed in SSIM: 0.999, High Compression /
Intelligence evaluated the
low-frequency bands of ~ BER: 0.035
) . performance on
cover image using PSO L
varying sizes of
secret images
PSNR: g)lr%lh utational
Swarm ACO along with chaotic ~ 83.4021, SSIM: Filterin overliea d and
2022 [91] . sequence to find the best  0.9985 and Moderate &
Intelligence . o . steganalysis slow and
pixel position histogram
. premature
analysis
convergence
Pixel selection using CSO  PSNR: 56.66 Image Hich
2022 [92] Swarm algorithm and double SSIM: 0.9984 Hich rocissin corgn utational
Intelligence chaotic map-based QI: 0.9990 CT: & P & omp
. attacks time
encryption 0.8445
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Table 10. Cont.
Ref. Optimization Method Performance Robustness Attacks Findings /Gap
Strategy Performed
3D chaotic map and . .
2023 93] Swarm quantum walk in PSOto  PSNR: 44.10 Hich iﬁcalllr:i}sl on glrgnh utational
Intelligence find out pixel position SSIM: 0.9885 & y P
. . quantum walk cost
and secret bits selection
Better EC with
PSNR: 37 EC: faetrl‘z)zl; error
2023[94] Evolutionary Optlmal pixel position 1,200,010 BER: High R.S and maintaining
using GA 0 Complexity: histogram attack ..

O(N2) promising
quality and
security

an; grie;gnlf fscia:);};imal PSNR: 55.5, Attacks are not
Swarm . . SSIM: 0.9984, employed to
2023[95] Intelligence p;xel:electlon f.ni ' MSE: 0.1827, NA NA test the security
chaotic CACtypHon 1o NCC: 0.9992 of the algorithm
encrypt the message
Image
Swarm slgorthi i applied o TSNKS 62:4 RS and may affect the
2023 [96] . & 15 app SSIM: 0.9942  Moderate histogram Y
Intelligence blocks to find the . quality
. EC: 4.44 bpp analysis
scanning order extracted secret
image
Enhances the
Chaotic coyote robustness and
Swarm optimization for key NPCI: 99.5 Statistical imperceptibil-
2024891 Intelligence selection and location UACI: 33.2 Moderate Attacks ity with less
selection computational
time
Crow algorithm is Sal.t and paper .
Swarm improved to find optimal PSNR: noise and Enhances im-
2024 [90] Intelligence pixel, and LSB is applied  76.25 dB Moderate r?gular and perceptibility
. - singular and robustness
to conceal information .
analysis

4.4. Deep Learning-Based Image Steganography Techniques

With significant advancements in deep learning (DL), image steganography has trans-
formed from simple handcrafted embedding methods to highly adaptive, intelligent, and se-
cure data-hiding techniques. DL enables automatic feature extraction, dynamic embedding
strategies, and robustness against modern steganalysis. This review includes the methods
based on DL architectures (CNNs, GANs, Autoencoders, RNNs, and Transformers); dis-
cusses their performance in terms of payload capacity, imperceptibility, and security; and
identifies research trends, challenges, and future directions.

4.4.1. CNN-Based Image Steganography Techniques

Convolutional neural network-based image steganography using StegNet learns end-
to-end mapping between the cover image and stego image as well as between the secret
image and the extracted secret image [97]. The StegNet network, with a combination of
hiding and extraction networks, enables steganography and the extraction of full-size
images to boost steganographic capacity. A new steganography method inserts a large
amount of data in the cover image through four security layers using an adaptive neural
network [98] with high execution time. Experimental results are considered on many color
images to check the largest amount of payload capacity and the concealing percentage. It
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conceals a large amount of data, reaching 12 bpp (bit per pixel) with the use of non-uniform
adaptive image segmentation, which allows data to be embedded preferably in textured
and high-variance regions where visual distortion is less noticeable. The embedding
rate is adaptively controlled based on neighboring pixel variance, preventing excessive
modification in smooth regions. Additionally, the suggested method minimizes pixel value
differences between the cover and stego images, preserving structural consistency. For a
high-quality image such as “Baboon” as the cover image of 512 x 512 size, the capacity
of bits for each channel (R, G, B) is greater than one million and naturally supports larger
payloads due to the strong local color variations that provide perceptual masking. As a
result, even at high embedding rates, severe structural degradation is effectively avoided.
A steganography technique where the cryptography approach is convoluted with a deep
neural network can provide additional security [99]. In [100], a deep network called
HiDDeN is presented in which both the encoder and decoder are trained to embed the
message and to extract the message, respectively. Using this approach, a sender does not
need to send the original cover image to the receiver. In another steganography technique
used to increase the anti-detection characteristic of the resultant image, the secret image is
transformed using DCT and encrypted using elliptic curve cryptography [101].

4.4.2. GAN-Based Image Steganography Techniques

A generative adversarial network (GAN) is a modern DL technique used to embed
the data using adversarial training. It has two neural networks: a generator to embed
the data and to generate the stego image and a discriminator to discriminate between the
stego and original cover image, as shown in Figure 12. This adaptive embedding technique
has drawn the attention of many researchers in the drive to develop new steganography
approaches. In another steganography approach, the secret image is not hidden in the cover
media; instead, it is mapped with the noise vector [102]. It dispenses the secret message bits
throughout the cover image. A chaotic map to enhance the security of the secret data and a
GAN network to hide the message has also been designed to enhance the imperceptibility
of the recovered image [103].

A well-generalized generative adversarial network (GAN) should maintain high
embedding security and extraction accuracy when applied to “unseen” cover images that
differ significantly from the training data. It should not simply “memorize” the specific
images it is trained on but should be able to hide and extract data from any image. In a
GAN, the extractor will not be able to extract the secret data if the test data are different
in brightness and contrast from the training image data, which reduces the robustness of
the system. Furthermore, the training images may undergo diverse transformations and
originate from heterogeneous sources, which can lead to variations in the statistical features
and result in degraded imperceptibility in the case of unseen data.

P\ Way| - - Way?2
m—r Discriminator m—» Discriminator | |
Cover —_ Cover o™

=|| Adversarial 2 i
Image 3 . Image 3 Adve.rs.arlal

= Training = Training
Cover Image Way |: [Cover Image Way 2:
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Embedding "’m
...... Stego | Stego
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Figure 12. Generative adversarial network (GAN)-based image steganography [104].
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4.4.3. Autoencoder-Based Image Steganography Techniques

The encoder-decoder design has had a lot of influence on image steganography using
CNN models. The encoder takes the cover image and the secret image as input to generate
the stego image, and the decoder extracts the embedded secret image from the stego image,
the basic model is shown in Figure 13. While the core concept stays unchanged, researchers
have explored a variety of architectural designs [105]. Each encoding algorithm combines
the cover image and secret image differently; therefore, the convolutional layer and pooling
layer are expected to vary accordingly. Depending on the technique, the parameters may
also vary, such as the number of filters, the strides taken, the filter size, the activation
function, and the loss function. The size of the cover image and its proportions are essential
considerations. 3D-CNN Autoencoder has a square rearrangement to handle sub-aperture
sequence data for compression. The encoder downsamples the angular resolution, and the
decoder reconstructs the original plenoptic image [106]. Instead of concatenating raw
images, feature extraction and data fusion are used for efficient hiding in [107]. A CNN-
based autoencoder can be used for hiding and revealing secret images. Encoder—decoder
networks have three stages: Preparation (feature extraction), Hiding (embedding secret
image), and Reveal (decoding container image) [108]. LSB, DCT, and autoencoders with
encoder—decoder latent features have been combined, where LSB ensures imperceptibility
and DCT adds robustness to the CNN-based encoder—decoder [109]. StegFormer is a
Transformer-enhanced autoencoder designed for high-capacity multi-image hiding, em-
bedding multiple secret images in a single cover. It combines a U-Net architecture with
Transformer blocks and skip connections, capturing all the features of the image [110].
A new steganography using Huffman encoding and an autoencoder is developed to en-
hance the imperceptibility and robustness [111]. The comparative analysis among exiting
and studied deep learning-based image steganography is presented in Table 11.

Table 11. DL-based image steganography techniques.

Ref. Method Performance Robustness Attacks Findings/Gap
Performed
Hybrid adaptive neural
2013[98]  networks with BMP Images EC:12bpp  High Conceals large amounts of data
. . with better adaptability.
genetic algorithms
. EC: 23.57 bpp Achieves high payload capacity
2018 [97] Bgegn%Ng k})\asc(a;l tegNet) ImageNet Accuracy: Moderate with minimal distortion and robust
ganography (>teg 98.2% to statistical analysis.
Deep network-based . . Demonstrates hiding data with
2018 [100] hiding (HiDDeN) COCo PSNR: 42 dB High minimal perceptual loss.
. Celebrities, ) Enhances image realism while
2018 [102] Deep convolutional GAN Food101 EC:0.073bpp  Moderate embedding hidden content.
Crvptography + dee Combines encryption and
2019[99] - yProsrapuy +deep Flickr30k MSE: 881926  High learning-based embedding for
neural network .
improved secrecy
Elliptic curve PSNR: 43.1383
2020[101] eryptography (ECC)+  ponormark dB, SSIM: High Dalance between the
deep neural network mages 0.9683 imperceptibility and robustness
3D conv autoencoder + . . PSNR: 40.2 dB . .
2020[106] square rearrangement EPFL Light Field SSIM: 0.941 Low Best plenoptic compression
2021[107] ﬁifr};tfﬁ?fﬁﬁature CelebA, COCO,  PSNR: 468 dB — pppo ?f;?c}ileirtns edilerslgrizaiﬁacg irlli and
ImageNet SSIM: 0.961 & yP §ang

fusion autoencoder

spatial structure
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Table 11. Cont.

Attacks

Ref. Method Performance Robustness Performed Findings/Gap
2022 [108] CNN autoencoder Own Dataset PSNR: 44.6 dB  Moderate Better than traditional CNN
Swin Transformer with PSNR: 45.19, ;zzgirr;ifnel
2022[112] logistic-map-based ImageNet SSIM: 0.992, ! &
encryption EC: ~48 bpp uses only
’ MSE loss
Strong imperceptibility and high
Hybrid spatial + PSNR: 50.3 dB robustness due to spatial and
2023[109] frequency + CNN BossBase SSIM"O 9'720 High frequency domain usage; limited
autoencoder o payload capacity, higher
computational complexity
Multi-image hiding with the
highest payload capacity and
Transformer + U-Net PSNR: 52.4 dB . excellent resilience. However, it has
2024 [110] autoencoder cOCo SSIM: 0.9840 High a more complex architecture and
requires higher computational
resources and training time
PSNR: 33.09 Imperceptibility of recovered image
2024[103] Chaotic map and GAN DIV2K, COCO, dB SSIM: Moderate 18 better, scope mn enhancm.g the
ImageNet 0.9100 imperceptibility and capacity of the
’ stego image
PSNR: 62.12 Adaptive embedding by
. . dB SSIM: comprising Huffman compression
2025[111] E;éimiztz:gzg;ne?r Elg}é?éggii’ 0.9992 High technique and deep learning
! Capacity: technique to improve robustness
2.31 bpp and imperceptibility
PSNR: 35.53,
2025[113] Vision Transformer {]I?S?lgaeil\ézlggeco’ 3/198 5_35 TM: High Higher computational complexity
Acc: 98.99%
o . ImageNet, . . .
2025 [114] DWT and Unified Swin DIV2K, COCO, PSNR: 44.0979 Moderate Fails agalpst JPEG
Transformer and 102 Flower SSIM: 0.9884 compression attack
DescGPT, . . .
LAION-10K EC: Diffusion sampling improves
2025[115] Diffusion model MS-COCO ’ 0 0'625 b High extraction accuracy but increase
FlickeSK ! ’ PP computational cost

4.4.4. Other Deep Learning Architecture-Based Image Steganography Techniques

Recently, a deep-learning model named Transformer, which was designed for natural

language processing, has also gained the attention of researchers in the field of image

steganography. The authors of [112] encrypt the secret image using a recursive permutation

based on a logistic map. The encrypted secret image and the cover image are then fed into a

Swin Transformer-based hiding network to generate the stego image. A vision Transformer

is used for feature extraction in the encoding network and spatial transformation network

for correcting geometric distortions at the decoder network [113]. In [114]; the steganogra-

phy framework consists of shallow and deep feature extraction modules using DWT and

Unified Swin Transformer Blocks (USTBs) for hiding and extracting the secret message.
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Figure 13. Autoencoder-based image steganography.

A diffusion model learns the underlying distribution of data by gradually adding
Gaussian noise to training images and then learning to reverse this process through iterative
denoising to reconstruct or generate realistic images [116]. In the image steganography
model, the model learns the statistical distribution of natural images and embeds hidden
information during the reverse denoising process [117]. In diffusion-based generative
image steganography framework, the secret message is encrypted and transformed into
a Gaussian-distributed latent representation using an orthogonal mapping module with
random seed generation, Schmidt orthogonalization, and random shuffling [115]. This
noise is then used as the initial noise input to the latent diffusion model, and iterative
denoising is used to generate the stego image.

4.4.5. Comparative Analysis

The training time of a DL model refers to the duration required to learn its parameters
from data, which are typically measured over multiple epochs on a large dataset. Train-
ing time is typically measured in minutes, hours, or days, depending on the hardware
and model size. Inference time is the time required by the trained model to generate a
prediction and is very low, on the order of milliseconds or seconds, depending on the
hardware and framework [118]. The computational cost of neural network methods is
segmented by model type and task complexity. Models trained on high-resolution datasets
such as ImageNet and CelebA-HQ often require GPU days [119,120]. The comparative
analysis is presented in Table 12. For instance, a CNN model such as ResNet-50 requires
approximately 18 h for training on ImageNet. Empirical studies indicate that inference
latency for CNN-based models ranges from 5 to 10 ms per image, whereas more complex
generative models such as GANs and AE exhibit higher latency, often reaching 40 ms
and up to 5 ms, respectively. The observation shows that deep learning models achieve
high accuracy, but they impose significant computational overhead in both training and
inference stages, motivating the need for lightweight and efficient architectures.

Table 12. Comparison of training time and inference latency across deep learning architectures.

Architecture Dataset GPU Hardware Avg Training Time Inference Latency Ref.
CNN (ResNet-50) ImageNet  NVIDIA A100, 1 to 8 GPUs 18-2 h (90 epochs) 5to 10 ms [119,120]
AE (CNN-based) CelebA NVIDIA 5-10h ~1-5ms [121]
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4.5. Understanding the Tradeoffs: Evolution of Steganography Methods

Imperceptibility, robustness and embedding capacity are major attributes in steganog-
raphy that determine the efficacy of a steganography technique. The design of a steganog-
raphy method is governed by specific requirements that vary according to its intended
application. However, there is a tradeoff between the amount of data to be embedded
(the size of the secret data) and the imperceptibility or visual quality of the stego image.
Increasing the embedding capacity requires more modifications to the cover image, which
may degrade its visual quality and compromise imperceptibility. Consequently, optimizing
the tradeoff between embedding capacity and imperceptibility is a fundamental objective
in steganographic design.

Traditional spatial-domain techniques such as LSB substitution, PVD, and the EMD
methods discussed above have gained popularity due to their high embedding capacity and
minimal computational overhead. As these methods directly manipulate pixel values, they
leave statistical trails that make them highly vulnerable to steganalysis attacks (e.g., chi-
square and RS analysis). Furthermore, these methods are less robust to common image
processing operations such as JPEG compression, cropping, rotation, and filtering; any
such modification can easily destroy the hidden data. In spatial-domain steganography,
increasing the embedding capacity directly degrades the imperceptibility, as it modifies
a larger volume of pixels, which distorts the statistical structure of the image. In the case
of low payload, algorithms selectively hide data within highly textured or noisy regions
where modifications do not affect image quality; however, a higher payload forces data
to be embedded into smooth, homogeneous regions, creating visible changes such as salt
and pepper noise. Even if these changes escape the human eye, they completely shatter
statistical imperceptibility by disrupting the high correlation between neighboring pixels
and altering pixel histograms.

To overcome these limitations, the field shifted toward transform-domain methods
utilizing DCT, DWT, etc. By applying any of these transforms, an image is mapped into
frequency components containing low, mid, and high frequencies. By embedding secret
data into carefully selected coefficients, transform-domain methods can better preserve
visual quality while improving robustness against common image processing operations
such as compression, filtering, and noise. However, only a limited number of transform
coefficients can be modified without introducing noticeable distortion, resulting in relatively
lower embedding capacity compared with spatial-domain techniques. Arbitrarily altering
too many frequency coefficients presents visible changes, destroying visual imperceptibility.

A stand-alone image steganography has a uniform embedding mechanism, whether
it is in the spatial domain or the transform domain. Modern adaptive techniques explic-
itly try to preserve statistical properties, whereas basic DCT and DWT methods do not
guarantee this. These adaptive methods employ adaptive embedding strategies, which are
optimization algorithms to identify optimal embedding locations and embedding strengths.
The hybrid techniques are designed by combining two or more approaches to optimally
balance the security, robustness, payload capacity and visual quality. Chaotic-map-based
methods were introduced to enhance security by randomizing embedding locations, which
spreads the changes uniformly throughout the image while preserving the visual quality of
the image. This random selection of hiding the data also increases the embedding capacity
and robustness by making it difficult for image processing operations to remove all hidden
information. Deep learning has further advanced this evolution by learning data-driven
feature extraction and an adaptive embedding strategy directly from the dataset. All these
approaches seek to balance the conflicting objectives of payload capacity, imperceptibility,
and robustness, representing the current direction of image steganography research by
overcoming the limitations of standalone techniques. The evolution of the steganogra-
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phy strategies, their strength and limitations are summarized in Table 13. From the table,

it is concluded that a single method cannot achieve or balance the tradeoff parameters,

and research should be shifted to develop hybrid, adaptive and intelligent, multi-objective

steganographic systems capable of balancing the required parameters.

Table 13. Evolution of image steganography techniques from conventional to adaptive frameworks.

. Representation o el
Technique Methods Approach Strength Limitation
. . . Higher embedding capacity, = Poor robustness, low
Spatla.l LSB, PVD, EMD D.IrECt embedding into low computational imperceptibility at
domain pixel values : .
complexity high payloads

Transform- DCT. DWT. DET Embed data into Better imperceptibility, Low payload capacity and

domain ! ! transform coefficients increased robustness fixed embedding strategy
Logistic Map, Pseudo-random High security, reduced

Chaotic Arnold Cat Map,  embedding and statistical detectability, High computational cost,

map-based Henon Map + encryption of the and improved sensitive to parameter selection
DWT/LSB secret data imperceptibility

Optimization- GA, PSO, ACO, Optimizing embedding Eetter pay.lo.a(.i, Increased computational cost,

based CSO + factor and location imperceptibility, robustness,  performance depends on the
DWT/DCT/LSB and security optimization convergence

Deep- Learn adaptive Intelligent feature learning, Laree trainine datasets

learning CNN, GAN, AE embedding based on highly robust, improved an dghi h Conig utational cost

based the dataset imperceptibility & P

5. Applications and Fields of Steganography

Steganography obfuscates the information within other digital media like images,

audio files, video, and text so that it is not immediately visible to the observer. Here are a

few real-world applications of steganography:

1.

Secret Communication: Steganography can be used to conceal important or classi-
fied information within seemingly other files, enabling people or organizations to
communicate secretively without raising any suspicion.

Copyright Protection: Steganography can be used to insert invisible watermarks or
copyright information within digital media, such as image or audio files, to provide
copyright protection. This makes it possible for content creators to establish their
intellectual property ownership and defend it against theft or copying.

Covert Surveillance: Steganography can be used by law enforcement authorities and
intelligence organizations to implant identification or tracking information within
digital content, enabling covert surveillance of suspects. This method can help in the
detection and stoppage of illicit activity.

Digital Forensics: To find evidence or information that has been hidden during an
inquiry. Investigators can find hidden communications or files that may be important
to a case by examining files for the existence of steganographic data.

Security in Data Storage: By hiding important information within files, steganography
can improve data security. For added security against unauthorized access, secret
information like passwords, encryption keys, or documents might be buried inside
other files.

Healthcare: Steganography can be used to protect patient data in the medical image,
authenticate the image, and protect the medical device security.

Digital Entertainment: Steganography can be used to embed a hidden message in
movies or music files, and it can also be used to embed virtual objects in augmented
and virtual reality.
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8.  Cloud Security and Data Leakage Prevention: In recent years, due to the popularity
of cloud-based technologies, steganography is widely used to secure sensitive data
during storage and transmission, and it reduces the risk of data leakage.

9.  Blockchain and Digital Ledger Systems: Nowadays, steganography is used to embed
transaction metadata inside digital assets stored on blockchain systems, which helps
in improving data integrity and hiding sensitive transaction details. Recent studies
have integrated blockchain with steganographic frameworks. The technique uses
blockchain to securely transmit stego images containing hash data of the patients’
records across a decentralized network of hospitals, where each image is associated
with a cryptographic hash stored as a transaction [122]. The Ozyavas Takaoglu
Ajlouni method [123], integrated with blockchain technology, has been developed,
where the generated index-based secret data are securely stored and shared across a
decentralized network.

10. Bio-Steganography: Steganography where the DNA sequences are used for hiding
secret data by transforming it into biological information or encoding it into DNA
sequences. DNA-based encoding techniques have emerged in this direction, where
biological sequences are used for high-capacity and secure data embedding [124,125].

6. Steganalysis

It is a technique for detecting, altering, or destroying the message hidden within any
cover medium [126]. The objective of a steganography approach fails when the existence
of hidden information is detected using the steganalysis attacks. It may happen due to a
change in image characteristics in terms of the visual quality of a generated stego image
after embedding the hidden data. Steganalysis attacks are divided into two main categories:
active steganalysis and passive steganalysis. The active steganalysis attacks extract or alter
the hidden secret data, whereas in passive steganalysis attacks, one only finds out the
existence of hidden data to uncover the steganography process. In this section, we are
discussing those attacks that were taken into consideration by researchers in the literature.

6.1. Statistical Attacks

A statistical attack is a passive attack performed on an image using some mathematical
formulas to find the existence of hidden data. Hidden information is generally embedded
randomly, and that randomness is used to reveal the presence of hidden data. The presence
of concealed data can be detected using a variety of statistical analysis methods, such as
the chi-square test, bit plane analysis, RS analysis, and histogram analysis.

(1) Chi-Square Test: The test is performed to check the robustness of the steganography
algorithm. The probability analysis of the stego image and original image is calculated
to compare the difference between the two; if it is zero, then no message is hidden.
This technique mainly finds out the messages that are hidden using the LSB technique.

(2) Histogram-Based Analysis: The histogram of the original image and the stego image
is compared to see the difference in the frequency distribution of both images due to
embedding. This technique is mainly useful in the analysis of images, where pixel
value differencing-based techniques are applied to embed the secret.

(3) RS Steganalysis: The RS analysis approach, which stands for regular and singular anal-
ysis, was developed to detect randomized LSB embedding techniques. The methodol-
ogy allows the use of minor modifications in the LSB of pixels and uses this flipping
operation and a discriminating function to categorize pixels into regular and singular
groups. The frequency of these groups determines the length of the hidden message
in stego images. In the literature, several steganographic approaches are examined
using RS steganalysis to check their security or undetectability.
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6.2. Visual Attack

A visual attack is a visualization technique, such as bit-plane analysis and difference
image analysis, to examine a stego image to identify visible embedding artifacts. Bit-
plane analysis examines the distribution of individual bit planes, and difference image
analysis highlights pixel modifications by comparing the cover and stego images. Many
spatial-domain steganography methods embed secret data by modifying LSBs. A visu-
alization of the LSB plane can reveal abnormal patterns or structured artifacts that may
indicate the presence of hidden data. Difference image analysis computes the pixel-wise
absolute difference between the original cover image and the corresponding stego image.
The difference highlights the pixel position where pixel modifications were introduced
during the embedding process. Visual attacks are generally ineffective against modern
steganography methods, which is why statistical steganalysis techniques and machine
learning/deep learning-based detectors have become the predominant approaches for
identifying hidden information.

Steganalysis in the context of color images consists of additional complexity due
to the strong statistical dependencies among color channels. Conventional steganalysis
approaches primarily relied on statistical features, including higher-order co-occurrence
statistics and inter-channel correlations. With the advancement in security systems using ar-
tificial intelligence, most research has used machine learning classifiers to distinguish cover
and stego images. Although these methods are effective against earlier embedding schemes,
they often struggle to generalize against highly adaptive and content-aware steganographic
techniques. Recent advances have seen a significant shift toward deep learning-based
steganalysis, particularly convolutional neural networks tailored for color images. These
models are designed to preserve subtle residual information across individual color chan-
nels and to exploit inter-channel relationships without prematurely suppressing embedding
artifacts. By learning discriminative features directly from data, deep steganalysis frame-
works have demonstrated superior detection performance against modern steganographic
algorithms. The rapid progress in color image steganalysis has, in turn, driven the de-
velopment of more secure, adaptive, and steganalysis-resistant steganographic methods,
reinforcing the adversarial nature of the field.

6.3. Spatial Rich Models

Spatial rich models (SRMs) [126] are used to detect hidden information in digital
images; they do not extract hidden data but rather decide whether the image is stego or not.
SRM uses a two-stage pipeline in which feature extraction and classification are performed
separately. SRM applies high-pass filters to the image, which suppresses the normal image
content and highlights the noise residuals obtained from filtering operations. These residu-
als are used to model statistical dependencies via co-occurrence matrices by analyzing the
relationship between neighborhood pixels. These statistical measurements are combined
and converted into high-dimensional feature vectors. The extracted feature vectors are
typically classified using machine learning classifiers to distinguish between cover and
stego images. The performance of SRM models is assessed using probability error, detection
accuracy, and false alarm rate; the formulas are shown in Section 6.4. Steganography modi-
fies pixel values slightly and disrupts natural statistics, which SRM captures. If embedding
is advanced, then it is hard to detect the existence of hidden data; it is also sensitive to
common image processing operations like noise addition, compression, and scaling. SRM
generates high-dimensional feature vectors, sometimes exceeding more than thousands
of dimensions, resulting in increased complexity, memory overhead, and longer training
times for classifiers. Due to these limitations, deep learning approaches are needed.
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6.4. Modern Steganalysis: A Shift from Traditional to DL-Based

Deep learning has introduced a significant paradigm shift in steganalysis by integrat-
ing feature extraction and classification into a single, unified workflow. These modern
models learn descriptive features directly from the input data [127]. A major strength of
this approach is the “backward communication” it facilitates between the classification
and extraction stages; this essentially creates a feedback loop that refines the model’s
internal logic and significantly boosts detection performance. These architectures are
highly scalable, ranging from simple shallow networks with a single perceptron layer
to massive deep neural networks featuring hundreds of hidden layers. In the current
landscape of steganalysis, the most prominent architectures used to achieve these results
are CNN, RNN, GAN and autoencoders. The performance of steganalysis algorithms can
be assessed using their prediction error and detection accuracy. To assess the accuracy,
the results are classified into four categories: false negative (Fy) shows the stego images
predicted as cover images, false positive (Fp) represents the class of cover images predicted
as stego images, true positive (Tp) means the stego images predicted as stego, and true
negative (Ty) means the cover images predicted as cover images. The prediction error
P, in Equation (19) is calculated using the false alarm rate and misdetection rate using
Equations (17) and (18). The detection accuracy D 4., and sensitivity are calculated using
Equation (20) and Equation (21), respectively.

Fp
FA=——— 17
Fp+Tn (17)
Fn
MD = ——— 18
Fy+ 1o (18)
P, — FA + MD (19)
2
Tp + Ty
D = 20
Ace Tp+Tn+ Fp + Fy (20)
L Tp
Sensitivity = ————— 21
sy @)

7. Discussion and Key Observations

Image steganography has undergone a substantial transformation over the past
decades, evolving from simple LSB substitution techniques to highly intelligent, adaptive
security frameworks. In its earliest stage, spatial-domain methods dominated the field
due to their simplicity, low computational cost, and high payload capacity. However,
these techniques were vulnerable to statistical detection and image processing attacks
and operations. As steganalysis techniques became more advanced, the limitations of
fixed-pattern embedding became increasingly evident. To overcome these weaknesses,
transform-domain methods were introduced, embedding secret information within fre-
quency coefficients rather than modifying the pixel intensities. By operating in DCT- or
DWT-based domains, these approaches improved robustness but did not fundamentally
shift the paradigm toward intelligent security. With the advancements, these wavelet-based
approaches have taken some additional steps to provide more security by applying chaotic
maps to scramble the secret data before embedding or to generate the key for data en-
cryption or chaos-based embedding. These techniques are presented as hybrid techniques.
Chaos theory introduces unpredictability that strengthens resistance to statistical detection.
The next major advancement came as adaptive techniques such as optimization-based
steganography, where metaheuristic algorithms such as genetic algorithms, PSO, etc., were
used to select embedding positions on the basis of image characteristics or to select the
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optimal value of the embedding factor to minimize distortion and improve imperceptibility.
The optimization techniques enhanced embedding efficiency but also increased the com-
putational complexity. The emergence of neural network-based methods marked a more
significant shift toward intelligent adaptive techniques due to the popular usage of neural
networks in different domains. DL architectures, particularly CNNs and GAN models,
enabled automatic feature extraction and data-driven embedding techniques. These models
showed improved resistance to steganalysis, classical image processing attacks and im-
proved imperceptibility. However, they introduced challenges such as high computational
complexity and dependency on large training datasets.

Moreover, most prior surveys focused on architectural innovations without position-
ing these methods within a broader evolutionary aspect that connects them to earlier
paradigms. Unlike prior literature reviews that focus on isolated methods, this paper
has provided a unified multi-domain perspective. We have shown that the most effective
modern schemes are hybrid in nature, combining the spatial-adaptive logic with the cryp-
tographic security of chaotic maps. Rather than treating spatial, transform, optimization,
chaos-based, and DL driven techniques as isolated categories, this paper presents them
sequentially from traditional to modern steganographic systems. This structured progres-
sion clarifies not only how techniques differ but also why the field naturally progressed
toward adaptive frameworks in response to increasingly powerful detection mechanisms.
A central contribution of this review lies in identifying three dominant pillars of modern
steganography: chaos-based randomness, optimization-driven embedding, and intelligent
DL models. By integrating these pillars under a unified conceptual framework, the re-
view bridges theoretical foundations. The proposed unified adaptive framework reflects
the shift from traditional embedding to context-aware embedding, from less security to
multi-layered security, and from isolated methods to hybrid integration of techniques.
Overall, the dominance of the present review lies in its balanced theoretical and practical
perspective, its evolutionary synthesis across domains, and its articulation of a unified
adaptive paradigm. By systematically connecting classical foundations with contempo-
rary intelligent systems, this review not only consolidates existing knowledge but also
provides a structured roadmap for next-generation steganography research. To synthesize
the findings of this review, Table 14 provides a technical comparison between the proposed
multi-domain framework and existing single-domain surveys.

Table 14. Comparison of prior reviews and this paper.

Title Focus Area Distinguish Feature Complexity ig;‘:lty Gap Filled
Image data hiding Review is classified into
schemes b.as.ed on Metaheuristic optlmlza.ltlon-ba.sec.l . High . Specific
metaheuristic L embedding, optimisation I Minimal .

o optimization (Algorithmic) algorithm usage
optimization: a purpose and level of
review [14] metaheuristics
Neural networks-based . . .
data hiding in digital Neural Focused on Al-driven hiding High (Archi- Variable Intelhge.nt
. . network tectural) embedding
images: overview [15]
Overview of methods to
improve execution time  Performance Analyzes efficiency and Theoretical / Not a primary . .
. . . . Time complexity
in image steganography  improvement  robustness of algorithms Numerical focus
and watermarking [16]

. °p at1a.1 to Evolutionary synthesis Balan?ed Strong (C}}aos Unified adaptive
This paper adaptive . (Practicaland  and adaptive

across domains . . framework
methods Theoretical) logic)
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8. Conclusions

Image steganography has evolved significantly over the years, transitioning from
simple spatial domain methods to complex hybrid and intelligent techniques that incorpo-
rate transform domains, cryptographic integration, and deep learning models. This paper
offers an in-depth examination of existing steganography techniques, highlighting their
strengths and limitations. These classical methods are employed to enhance the embedding
capacity while maintaining the image’s visual quality within a specified range. Modern
techniques mainly emphasize robustness, security, and capacity enhancement. With the
advent of deep learning, chaotic theory, and optimization algorithms, a new paradigm of
adaptive and intelligent steganographic systems is emerging. Despite these advancements,
challenges remain in achieving an optimal balance between embedding capacity, imper-
ceptibility, and robustness. In this paper, for vulnerability assessment, a limited number
of images were taken into consideration to give insight of robustness of the reviewed
techniques; however, it may vary on a large dataset. Future research should focus on the
use of explainable and interpretable AI models for steganography, standardized evaluation
frameworks, and application-specific designs, especially in contexts like digital forensics,
secure communications, and privacy-preserving data sharing.

In conclusion, image steganography continues to be a vital and dynamic area of
research, and its future lies in the convergence of traditional principles with advanced
computational intelligence, ensuring secure and undetectable information hiding in an
increasingly digital world.
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