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Highlights
What are the main findings?

e  The review identified four major technological domains shaping firefighter digital
twin systems: Al-enabled fire-risk modeling, sensing infrastructures, [oT communi-
cation systems, and predictive analytics.

e  Current firefighter digital twin systems increasingly integrate environmental sens-
ing, physiological monitoring, and artificial intelligence to support real-time safety
monitoring and operational decision-making.

e Key challenges remain in multimodal sensor integration, predictive simulation, ex-
plainable Al, interoperability, and intelligent decision-support systems.

What are the implications of the main findings?

e  Al-driven digital twin ecosystems have strong potential to improve firefighter safety,
situational awareness, and emergency-response coordination.

e  Future research should focus on sensor fusion, explainable Al, predictive simula-
tions, edge-enabled analytics, and human-centered decision-support technologies.

Abstract

Firefighters operate in high-risk, rapidly evolving environments where exposure to ex-
treme heat, toxic gases, and physiological stress significantly increases the likelihood of
injury and fatality. This study systematically maps the emerging research landscape of
real-time artificial intelligence (AI)-driven digital twins for environmental and physiolog-
ical risk prediction in firefighting contexts. A combined bibliometric and qualitative con-
tent analysis was conducted using peer-reviewed literature retrieved from the Web of
Science database (2010-2025). Bibliometric techniques were used to identify publication
trends and thematic clusters, while content analysis examined the integration of sensing
technologies, Al models, and digital twin architectures. The results reveal four dominant
technological domains shaping the field: Al-enabled fire risk modeling, sensor data ac-
quisition systems, loT-based digital infrastructures, and predictive analytics for disaster
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simulation. Sensing technologies such as temperature, gas, particulate matter, thermal im-
aging, heart rate, and blood oxygen monitoring form the foundational data layer, while
machine learning and deep learning models enable real-time hazard prediction and situ-
ational awareness. Digital twin architectures serve as the integration layer, fusing multi-
source data and supporting simulation-based decision-making. Despite rapid advance-
ments, key gaps persist, including limited integration of environmental and physiological
data, insufficient predictive capabilities, a lack of standardized architectures, and minimal
development of human-centered decision-support systems. This study provides a struc-
tured synthesis of current technologies and identifies future research directions toward
integrated, explainable, and real-time digital twin systems to enhance firefighter safety
and operational resilience.

Keywords: artificial intelligence; digital twin; emergency response systems; firefighter
safety; risk prediction; sensing technologies

1. Introduction

Firefighters operate in some of the most hazardous occupational environments, char-
acterized by rapidly evolving fire dynamics, extreme temperatures, toxic gases, and struc-
tural instability. These conditions threaten both operational effectiveness and personal
safety, requiring firefighters to make rapid decisions under intense physical and cognitive
stress. Studies have shown that firefighters’ exposure to extreme heat, smoke, carbon
monoxide, and particulate matter can result in physiological strain, heat stress, respiratory
complications, and long-term health risks [1,2]. Additionally, complex structural environ-
ments increase the risks of collapse, disorientation, and entrapment [3]. Despite advance-
ments in training and protective equipment, firefighter injuries and fatalities remain a per-
sistent concern. For instance, the United States National Fire Protection Association (US
NFPA) estimates that 53,575 municipal firefighters were injured in the line of duty, while
62 on-duty deaths were reported in 2024 [4]. This data emphasizes the need for technolo-
gies that support real-time risk assessment and decision-making [5,6].

Recent advances in sensing technologies and digital systems have created new op-
portunities to improve safety monitoring in high-risk environments [7,8]. Wearable sen-
sors and environmental monitoring devices are increasingly used to collect real-time
physiological and environmental data during firefighting operations [9-11]. These sensors
measure heart rate, body temperature, respiratory rate, blood oxygen saturation, and
movement patterns, providing insights into firefighter health and performance [10,12].
Environmental sensors can monitor temperature, humidity, toxic gases, and particulate
levels, enabling early detection of hazardous conditions [11,13]. These sensing technolo-
gies support continuous monitoring of firefighter health and environmental exposure.

The availability of real-time sensing data has also driven the use of artificial intelli-
gence (Al) and machine learning to transform raw data into actionable insights. Al models
can analyze complex datasets to detect anomalies, predict physiological stress, and iden-
tify emerging hazards [14]. For instance, predictive models have been used to estimate
heat stress and workload in firefighters, while environmental analytics can forecast fire
behavior and smoke propagation [15,16]. These capabilities enhance proactive safety man-
agement by enabling early warnings and improved risk prediction.

In parallel, digital twin (DT) technology has emerged as a powerful approach for
integrating sensing and analytical systems. A digital twin is a dynamic virtual represen-
tation of a physical entity that continuously updates using real-time sensor data [17]. By
combining data, simulation, and analytics, digital twins enable real-time monitoring,
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predictive analysis, and decision support [18-20]. Widely applied in manufacturing and
infrastructure, digital twins allow operators to simulate scenarios and optimize system
performance [21].

In firefighting contexts, digital twins can model firefighters, equipment, and environ-
mental conditions in real time. By integrating physiological and environmental data, Al-
driven digital twins can predict risks such as heat exhaustion, oxygen depletion, and haz-
ardous exposure [15,16]. These systems could provide incident commanders with action-
able insights to improve safety and operational decisions. However, existing research re-
mains fragmented across sensing, Al, and digital twin domains. Many studies focus on
individual technologies rather than integrated systems, limiting the ability to assess com-
bined physiological and environmental risks [10,22]. Furthermore, digital twin applica-
tions have largely focused on industrial systems rather than human-centered safety ap-
plications [23].

As a result, the growing intersection of sensing technologies, artificial intelligence,
cyber—physical systems, and digital twin platforms presents both significant opportuni-
ties and emerging challenges for firefighter safety and emergency response operations.
Although substantial progress has been made in wearable sensing, environmental moni-
toring, predictive analytics, and digital twin modeling, existing research remains frag-
mented across multiple technological and disciplinary domains. A comprehensive syn-
thesis of these developments is needed to better understand how Al-driven digital twin
ecosystems can support real-time environmental monitoring, physiological risk predic-
tion, operational decision-making, and emergency-response resilience in high-hazard fire-
fighting environments.

This review examines the evolving technological landscape of Al-driven sensing and
digital twin technologies for firefighter safety, with an emphasis on sensing infrastructure,
artificial intelligence models, cyber—physical integration, predictive analytics, and human-
centered decision-support systems. In addition, the review explores emerging technolog-
ical trends, major implementation challenges, and future research opportunities related to
multimodal sensor fusion, explainable Al, predictive simulation environments, immer-
sive visualization systems, and next-generation digital twin architectures for emergency
response applications.

By synthesizing advances across sensing systems, Al-enabled monitoring platforms,
and digital twin technologies, this review contributes to the development of intelligent
firefighter safety systems that enhance situational awareness, operational resilience, and
data-driven decision-making in emergency response. This study is intended for research-
ers and practitioners in the fields of fire safety engineering, artificial intelligence, smart
cities, and digital twin technologies. It also provides relevant insights for emergency re-
sponse professionals and policymakers seeking to leverage data-driven systems to im-
prove firefighter safety and operational decision-making.

The remainder of this paper is organized as follows. Section 2 presents the research
methodology, including the bibliometric and content analysis approach, data sources, and
study selection process. Section 3 discusses the results of the analysis, including publica-
tion trends, thematic research clusters, sensing technologies, artificial intelligence meth-
ods, and digital twin architectures for firefighter safety. Section 4 highlights key techno-
logical gaps and emerging research opportunities for advancing Al-driven digital twin
systems. Finally, Section 5 concludes the study by summarizing the main findings and
outlining directions for future research.
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2. Research Approach and Knowledge Mapping Method
2.1. Research Design and Analytical Approach

This review adopts a combined bibliometric and thematic analysis approach to ex-
amine the evolving technological landscape of Al-driven digital twins for predicting fire-
fighters” environmental and physiological risks (see Figure 1). The analytical framework
integrates bibliometric visualization techniques with qualitative synthesis to identify
dominant technological themes, emerging research directions, and conceptual relation-
ships across sensing technologies, artificial intelligence models, cyber—physical systems,
and digital twin architectures relevant to firefighter safety applications. The analytical
framework adopted in this study was developed through an iterative and systematic pro-
cess informed by both prior literature and the study’s research objectives. Initial frame-
work categories were derived from established bibliometric and technology-mapping ap-
proaches and refined through repeated examination of the selected studies to ensure
alignment with the technological characteristics of sensing systems, artificial intelligence
models, and digital twin architectures [24,25].

To minimize potential bias from the use of a predefined framework, several measures
were implemented. First, the study followed a PRISMA-based systematic review process
to ensure transparent and reproducible study selection [26,27]. Second, the coding frame-
work was iteratively refined during the analysis to reflect emerging themes rather than
imposing rigid predefined categories [20,28,29]. Third, to ensure consistency and reduce
subjective bias, the coding process involved iterative cross-checking of article classifica-
tions across multiple rounds of review. This process was used to verify that each study
was appropriately categorized based on its primary technological contributions. Finally,
the integration of quantitative bibliometric analysis with qualitative content analysis pro-
vided methodological triangulation, enhancing the robustness and objectivity of the find-
ings.

Literature
Review

&l

=) Content
Analysis

PRISMA Bibliometric 17%6 Knowledge
=I5 Screening = Analysis LAy Mapping

Figure 1. Overview of the Review and Knowledge Mapping Approach.

To guide the review, an initial conceptual framework describing the technological
ecosystem of Al-enabled firefighter digital twin systems was developed (see Figure 2).
This framework provides a structured representation of the relationships among sensing
infrastructures, predictive analytics, communication systems, and decision-support envi-
ronments within next-generation firefighter monitoring systems.
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Figure 2. Conceptual Framework of the Technology Landscape for an Al-driven Digital Twin for
Firefighter Risk Prediction (Authors’ Design).
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Bibliometric and scientometric methods are widely used to examine the intellectual
structure, publication trends, and thematic evolution of emerging research domains
through quantitative analysis of large bodies of scholarly literature [24,25]. These ap-
proaches enable researchers to identify dominant research clusters, collaboration net-
works, and technological trajectories within interdisciplinary fields where traditional nar-
rative reviews may be insufficient for capturing the complexity of research developments
[30]. Previous studies have successfully applied bibliometric and content analysis tech-
niques to investigate emerging topics such as digital twins, artificial intelligence applica-
tions, and smart city technologies [24,25,31]. In the context of safety-critical domains, these
methods have also been used to map research trends in disaster management, digital
twins for infrastructure resilience, and Al-enabled monitoring systems, providing valua-
ble insights into technological gaps and future research opportunities [20,28,29]. The com-
bination of bibliometric mapping and qualitative content analysis enables both quantita-
tive exploration of research trends and in-depth examination of technological characteris-
tics across the literature. This integrated methodological approach provides a comprehen-
sive understanding of how sensing technologies, artificial intelligence models, and digital
twin systems are evolving to support firefighter safety and decision-making.

2.2. Data Source and Database Selection

Relevant literature on digital twins, artificial intelligence, sensing technologies,
cyber—physical systems, and firefighter safety applications was primarily identified in the
Web of Science Core Collection database [32]. The database was selected because of its
broad coverage of engineering, smart systems, artificial intelligence, and safety-related
research, as well as its compatibility with bibliometric visualization tools such as
VOSviewer v. 1.6.20. The review focused on peer-reviewed studies discussing sensing in-
frastructures, predictive analytics, digital twin systems, emergency-response technolo-
gies, and firefighter monitoring applications [20,25,31].

2.3. Search Strategy

The literature examined in this review was identified through a structured keyword-
based search strategy targeting digital twins, artificial intelligence, sensing technologies,
wearable systems, firefighter safety, emergency response, predictive analytics, and real-
time monitoring systems (see Figure 3). Emphasis was placed on studies discussing the
integration of sensing infrastructures, Al-enabled monitoring systems, and digital twin
architectures for safety-critical applications. The search query was applied in the Web of
Science advanced search interface. The search was limited to publications between 2010
and 2025, reflecting the period during which digital twin technologies and Al-driven sens-
ing systems have experienced significant development.
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Search Query:

("digital twin*" OR "Al-enabled digital twin*" OR "Al-driven digital twin*" OR "cyber-
physical system*" OR "virtual twin*" OR "intelligent digital twin*")

AND

("artificial intelligence" OR "machine learning" OR "deep learning" OR "data-driven
model*" OR "predictive model*" OR "AI")

AND

("sensor*" OR "wearable*" OR "physiological monitor*" OR "biometric*" OR
"environmental sensor*" OR "thermal sensor*" OR "gas sensor*" OR "biosensor*" OR "[oT
sensor*")

AND

("firefighter*" OR "firefighting" OR "emergency responder*" OR "first responder*" OR "fire
service")

AND

("real-time" OR "risk prediction" OR "risk assessment” OR "decision support" OR
"situational awareness" OR "safety monitoring” OR "hazard detection")

Figure 3. Search query applied in the Web of Science.

Note: The asterisk (*) represents an operator used in the search query to capture multiple word variations

(e.g., “digital twin*” includes “digital twin” and “digital twins”).

2.4. Inclusion and Exclusion Criteria

The inclusion criteria for this review focused on peer-reviewed journal articles and
conference proceedings that explicitly addressed digital twins, artificial intelligence, sens-
ing technologies, cyber—physical systems, and firefighter safety or emergency response
applications. Studies were included if they demonstrated the integration of sensing sys-
tems with Al-driven analytics or digital twin frameworks for real-time monitoring, pre-
diction, or decision support in safety-critical environments. Exclusion criteria were ap-
plied to remove studies that (1) focused solely on theoretical modeling without practical
implementation or validation, (2) addressed unrelated domains without relevance to
safety monitoring or emergency response, (3) lacked integration of sensing, Al, or digital
twin components, or (4) were non-peer-reviewed sources such as reports, editorials, or
abstracts without full-text availability.

2.5. Study Selection and PRISMA Procedure

The study selection process followed the Preferred Reporting Items for Systematic
Reviews and Meta-Analyses (PRISMA) framework to ensure transparency and reproduc-
ibility [26]. The literature search initially identified 40 records from the Web of Science
Core Collection database. After removing duplicates (5 unique records), titles and ab-
stracts were screened to exclude irrelevant studies, resulting in 35 articles for full-text re-
view. Following a detailed eligibility assessment against predefined inclusion and exclu-
sion criteria, a final set of 23 relevant studies was selected for bibliometric and content
analyses. A PRISMA flow diagram illustrating the identification, screening, eligibility, and
inclusion stages is shown in Figure 4.
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Figure 4. PRISMA Workflow used in research.

2.6. Bibliometric Analysis and Visualization

Bibliometric visualization techniques were used to examine research trends, thematic
relationships, and emerging technological domains related to Al-driven digital twins for
firefighter safety. Citation metadata and keyword information from the reviewed litera-
ture were analyzed using VOSviewer to generate keyword co-occurrence networks and
thematic visualization maps [31,33]. These analyses supported the identification of domi-
nant technological themes in firefighter monitoring environments, including sensing sys-
tems, predictive analytics, cyber—physical infrastructures, and digital twin architectures.

2.7. Thematic Technology Analysis

In addition to bibliometric visualization, a thematic analysis was conducted to exam-
ine the technological characteristics of Al-driven firefighter digital twin systems discussed
across the literature [24,34]. Particular attention was given to integrating environmental
monitoring systems, wearable physiological sensing platforms, predictive Al models, and
cyber—-physical infrastructures into firefighter safety applications.

https://doi.org/10.3390/smartcities9070118
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3. Technological Landscape of Al-Driven Firefighter Digital
Twin Systems

This results section examines the evolving technological landscape of Al-driven dig-
ital twin systems for predicting firefighter environmental and physiological risks. The dis-
cussion synthesizes emerging research on sensing technologies, artificial intelligence
models, cyber-physical infrastructures, predictive analytics, and digital twin architec-
tures that support firefighter safety and emergency-response operations. In addition, the
section highlights dominant technological themes, interdisciplinary research directions,
and emerging opportunities for developing next-generation intelligent firefighter moni-
toring and decision-support systems.

3.1. Evolution of Research Activity and Interdisciplinary Contributions

The literature on Al-driven digital twins for predicting firefighters’ environmental
and physiological risks has grown significantly in recent years, reflecting increasing aca-
demic and technological interest in intelligent safety-monitoring systems for high-risk op-
erational environments (see Figure 5). The quantitative analysis of the selected literature
reveals clear trends in the evolution of research on Al-driven digital twins for firefighter
safety. A total of 40 records were initially identified, with 23 studies meeting the final
inclusion criteria after screening. Figure 5 illustrates the progressive growth of publica-
tions and citation impact in the literature on Al-driven digital twins for environmental
and physiological risk prediction between 2020 and 2025. Even though the Web of Science
search covered 2010 to 2025, it returned only publications from 2020 to 2025. The results
show a gradual increase in scholarly output over the observed period, indicating growing
academic interest in integrating sensing technologies, artificial intelligence, and digital
twin platforms for safety-critical environments such as firefighting. The number of publi-
cations was relatively low in the early stage, with only one publication (68 citations) rec-
orded in 2020 and none in 2021, reflecting the nascent stage of research in this domain. A
notable increase occurred in 2022, when the number of publications rose to 6, accompa-
nied by a sharp increase in citations (414), suggesting that foundational studies published
during this period significantly influenced subsequent research. Although publication
and citation counts (5 publications, 390 citations) declined temporarily in 2023, they re-
bounded strongly in 2024, indicating renewed research momentum and expanding inter-
disciplinary attention to digital twin-enabled safety monitoring systems.

The highest research activity is observed in 2025, with approximately ten publica-
tions and the highest citation count (569 citations), demonstrating both increased research
productivity and growing recognition of the field’s importance. The steady rise in cita-
tions over time indicates that earlier publications are gaining influence and serving as key
references for emerging studies. The trend suggests that Al-enabled digital twins, com-
bined with sensor technologies and predictive analytics, are becoming an increasingly im-
portant research area, particularly for applications requiring real-time situational aware-
ness, risk prediction, and decision support in hazardous operational environments. This
upward trajectory highlights the expanding role of digital twin ecosystems in enhancing
safety, resilience, and operational decision-making for emergency response systems.
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Figure 5. Evolution of Research Activity in Al-Driven Firefighter Digital Twin Systems.

The reviewed studies are distributed across a broad range of interdisciplinary jour-
nals spanning sensing technologies, artificial intelligence, cyber—physical systems, smart
infrastructure, disaster resilience, and built-environment applications (see Figure 6). The
journal Sensors emerged as one of the leading outlets in the field, highlighting the founda-
tional role of sensing technologies in enabling real-time monitoring and data acquisition
in digital twin environments. Similarly, journals focusing on disaster resilience and emer-
gency management demonstrate the growing integration of digital twin technologies into
safety-critical operational systems and disaster-response research.
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Figure 6. Interdisciplinary Distribution of Research Publications.

The diversity of publication outlets further demonstrates the interdisciplinary nature
of Al-driven firefighter digital twin research. Contributions from journals specializing in
artificial intelligence, Internet of Things systems, cyber—physical infrastructures, engineer-
ing informatics, healthcare analytics, and smart environments illustrate how the field in-
creasingly combines sensing networks, predictive analytics, digital simulations, and
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intelligent monitoring systems to support environmental and physiological risk predic-
tion in hazardous operational contexts. This interdisciplinary convergence reflects the
transition from isolated monitoring technologies to integrated, intelligent digital twin eco-
systems designed to support real-time firefighter safety and emergency response decision-
making.

The comparative analysis presented in Table 1 highlights key differences and simi-
larities among representative studies in sensing technologies, artificial intelligence meth-
ods, and digital twin implementations. Most studies demonstrate strong capabilities in
environmental monitoring using temperature, gas, and thermal imaging sensors; how-
ever, fewer systems integrate physiological monitoring for comprehensive firefighter
safety assessment. In terms of artificial intelligence, deep learning models such as CNNs
and LSTMs are widely used for spatial and temporal prediction tasks, while hybrid mod-
els are emerging to improve predictive performance. Additionally, while many digital
twin systems support real-time monitoring and simulation, only a limited number pro-
vide fully integrated decision-support capabilities. This comparison underscores the need
for unified, multimodal digital twin systems that combine sensing, predictive analytics,

and operational decision support.

Table 1. Comparative analysis of Al-driven digital twin systems for firefighter safety.

Work Domain Digital Twin Type Sensor Type Al Modeling Method Nature of Real-Time  Key Contribution
Industrial — Wirel Net- Three-1 f k
1 u,s tial Cyber Hybrid/Conceptual ireless Sensor Ne Machine Learning & Near real-time/quasi ree ayer. r.a.mewor
[35] Physical Systems T . works (WSNs); IoT . . (Data Acquisition, Fu-
Digital Twin . Hybrid Al real-time . .
(CPS) devices sion, Analytics)
Smart Monitoring Embedded Digital Multimodal IoT Sen- . Full Real-time data ac- Intelligent monitoring
[36] . Deep Learning o .
Systems Twin sors quisition architecture
(37] Smart Healthcare =~ Conceptual/System- Biomedical & IoT Machine Learning & Real-time and near =~ Multi-layer MCPS ar-
CPS level Digital Twin Sensors Al real-time monitoring chitecture
IDE2FR platform:
Infrastructure Digital Environmental sen- Machine Learning Real-time and near cu p E,l orm‘
[38] Smart Infrastructure,, . . . - Integrated digital twin
Twin sors (multi-model) real-time monitoring
platform
. ., . Hybrid environmental Environmental [oT =~ Deep Learning (multi- Real-time hazard Smart disaster moni-
[39] Disaster Monitoring . .. . o .
& regional digital twin sensors model) monitoring toring system
Disaster Manage- Proposed similari
[40] men.t, Wildfire Si.m— Hy.brid disaster digital IoT-based el.’IViI'OD- Hybrid Al Real—t.ime I'I‘lOI‘?it(.)I‘il’lg,' basg d hybrid digizl
ulation, Smart Dis- twin mental sensing adaptive prediction . R
twin architecture
aster Response
Disaster Manage-
t, Wildfire Sim- P d ti
men. » Wildfire Sim Distributed disaster  IoT environmental =~ CNN-based machine Near real-time/accel- ropose. sem.an ,lC
[41] ulation, Large-Scale dicital twin sensin. learnin erated prediction data-driven distributed
Environmental Sys- & i J P DT framework
tems
Smart Buildings,
Fi fety Engi- P d AloT-inte-
re .Sa ety ngl AloT-enabled building IoT wireless sensor . . Real-time & predictive ropose. . © 1%1 €
[42] neering, UrbanRe- .~ . . Hybrid deep learning grated digital twin sys-
. . fire digital twin network forecast
silience, Disaster tem
Management
Wireless Sensor Net-
. . works (WSN), ther-
Tunnel Engineering,
. mocouples, CCTV . L. .
Fire Safety, Smart . Real-time monitoring; Proposed AloT-inte-
AloT-enabled tunnel cameras, environ- Transformer-based L R . . .
[43] Infrastructure, Intel- ,, . . prediction; visualiza- grated digital twin
. digital twin mental sensors (tem- deep learning model |,
ligent Transporta- tion framework
Rk perature, smoke,
tion Systems .
gas), loT communica-
tion
Multi-sensor system:
smoke sensors, tem: Transformer & CNN Real-time risk predic Proposed AloT-ena-
[44] Fire Safety Fire Risk Digital Twin ! hybrid deep learning . p bled digital twin
perature sensors, tion
model framework

CCTV cameras

https://doi.org/10.3390/smartcities9070118



Smart Cities 2026, 9, 118

11 of 31

Building a fire digital

ConvLSTM (Convolu-

Intelligent fire monitor-

[45] Smart Fire Systems twin (AloT-enabled  IoT fire sensors tional Long Short- Real-time monitoring ine network
cyber—physical system) Term Memory) &
Multi-modal IoT sen-
Conceptual building- so;lS' ltemn?pearat?uesen Proposed Critical
[46] Disaster Manage-  level dlgl_tal fwin . heat flux, gas sensors, Data-driven AI/ML  Real-time forecasting Ev.ent Lll?re.lry & A,I-
ment (event-driven, Al-inte- . . driven Digital Twin
CCTV/video, fire
grated) Framework
alarm systems
Smart Healthcare, Continuous real-time gi?\f)e(:gi Sii:ls"i)":/:rin
Digital Health, Human-centric digital Wearable & ambient AI/ML-driven health . & R
[47] . . . monitoring & adap- Framework & Intelli-
Smart Environ- twin sensors analytics . ..
tive feedback gent Connectivity
ments, [oMT
Framework
Multi-source sensing:
Smart Cities, Urban air quality sensors
Resilience, Fire & . . . (PM2.5), meteorologi- . Proposed FireCom
-scal - I- -
[48] Smoke Manage- City seate urban digi cal data, fire incident Hybrid Al N.ea.r real-time & pre platform —a real-time
. tal twin . dictive ) .
ment, Disaster Man- reports, satellite data, fire tracking dashboard
agement GIS/3D building data,
UAV
Fire Science, Wild- . .. . Multi-source (concep-
. K Adaptive digital twin X Rk . . .
fire Modeling, . . _tual integration): . . Near real-time adap- Proposed adaptive dig-
[49] (environment-level fire Machine learning . . . . .
Emergency Re- . Cameras, UAVs, Sen- tive simulation ital twin framework
propagation)
sponse sors
Multi-modal sensors:
Sy . loT sensors ( environ- Real-time & predictive
Hybrid digital twin ~ mental, equipment), (proactive safety man-
[50] Multi-sector Safety (system-level, cross- Wearables (physio- Al-driven analytics ap ement) enablz db Proposed Safety 4.0
Management sector, scenario-based logical monitoring), ecosystem & . Y framework
. . . IoT and Al integra-
simulation) CCTV/computer vi- tion
sion, GPS, RFID, BLE, ’
Smart meters
Environmental sen-
SOrs (temperature, . .
Smart Forestry/En- L Machine Learning, hy- ..
vironmental Moni- Conceptual & Emerg- humidity, 835 0, brid Al-IoT models, = Near real-time moni- Integrzflted loT-AlDigi-
[51] ) . . .. ._remote sensing (satel- . . . . . tal Twin ecosystem for
toring/Climate &  ing Forest Digital Twin_, . predictive analytics,  toring and prediction o
. lites, drones), micro- -, X forest monitoring
Fire Management . . time-series models
climate sensors, Li-
DAR
Cognitive Digital Twin . . Proposed BIM-GIS
t Safet - Al & ML (fut te- I-t to fu-
(52] ts?nf: Safety Sy (DT built on BIM-  GIS raﬁon) (future inte Eizrrz:‘ ti;:;eCIO)T“ AMS platform
GIS integration & (GeoBIM-based)
Smart Cities/Emer- Physiological sensors,
gency Re- Human-Centric Digital Environmental sen- Hybrid Al (Ensemble . NGEFR SmartHub (AI-
(53] ) . . ) _Near real-time
sponse/First Re- Twin sors, IoT & smart city Learning & Reasoning) enabled platform)
sponders infrastructure sensors
Smart Cities/Urban . . Multi-sensor net-. Machine learning (RF, Al-Assisted Digital
Flood Manage- City-Scale Digital works: Hydrological, . - . .
[54] . . . . SVM, XGBoost), Deep Real-time monitoring Twin Framework via
ment/Disaster Resil- Twin Meteorological sen- :
. . learning (CNN, LSTM) Intranet
ience sors, Remote sensing
. Temperature sensors
F fety/T 1
I;;f:;ricy/ W nfrastructure-Level (fiber optic heat de- Smart Firefighting Dig-
[55] Digital Twin (Tunnel tection), Smoke sen- Deep learning: LSTM Real-time monitoring ital Twin System
ture/Emergency Re- . . .
Fire Twin) sors, Flame detection, (SFDT)
sponse
Sensor networks
g . Environmental Moni- UAV-mounted RGB
Wildfire Monitor- toring Digital Twin cameras, Thermal/In Real-time UAV data
ing/Forest Surveil- § 18 ’ Deep Learning (Com- . UAV-Based Intelligent
[56] (Pre-Digital frared sensors, and . capture, processing, -
lance/Emergency . . . . . puter Vision) . .. Monitoring System
Twin/Sensing-Driven multispectral im- and visualization
Response
System) agery
Wildfire Emergency RGB, thermal, infra-
R Di LiDAR hine Learn-
esponse/Disaster Integrated System- red cameras, Li : Mac ine Learn- . o Human-Centered UAV
[57] Manage- sensors, Atmosphericing/Deep Learning,  Real-time prediction

ment/Swarm Robot-

ics

Level Digital Twi
cvel Digital Lwin sensors, IMU, and

navigation sensors

Swarm Intelligence

Swarm System

https://doi.org/10.3390/smartcities9070118



Smart Cities 2026, 9, 118

12 of 31

disaster prediction

3.2. Technological Domains and Conceptual Architecture of AI-Driven Firefighter Digital
Twin Systems

Current research on Al-driven digital twins for predicting firefighters” environmen-
tal and physiological risks has evolved into several interconnected technological domains
that collectively support intelligent emergency-response ecosystems (see Figure 7). The
literature demonstrates increasing integration among sensing technologies, artificial intel-
ligence, cyber—physical systems, predictive analytics, and digital twin architectures to
support real-time situational awareness, hazard forecasting, and operational decision-
making in high-risk firefighting environments. These technological domains reveal the
transition from isolated monitoring systems to integrated digital twin ecosystems that
support proactive firefighter safety management and emergency-response resilience.

Figure 7 illustrates the conceptual relationships among the field’s dominant techno-
logical themes. The reviewed literature highlights four major interconnected domains: Al-
enabled fire risk modeling, sensor data acquisition systems, [oT-enabled digital infrastruc-
tures, and predictive analytics with disaster simulation capabilities. Together, these do-
mains form a layered technological ecosystem in which sensing systems provide real-time
environmental and physiological data, communication infrastructure enables data trans-
mission and integration, artificial intelligence models generate predictive insights, and
digital twin simulations support operational planning and emergency response decision-

making.
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Figure 7. Conceptual relationships among the dominant technological themes.

The numbering of clusters presented in Figure 7 is based on the output from
VOSviewer, which assigns cluster labels (Cluster 1-4) according to algorithmic grouping
rather than a conceptual hierarchy or workflow sequence. As a result, the cluster number-
ing does not necessarily reflect the functional or logical relationships among the techno-
logical components.
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To improve interpretability, Figure 8 reorganizes these clusters according to a func-
tional architecture of digital twin systems, where Cluster 2 (sensing systems) represents
the data acquisition layer, followed by Cluster 3 (IoT infrastructure) for data transmission
and integration, Cluster 1 (Al models) for data processing and predictive analytics, and
Cluster 4 (digital twin simulation) for decision support. This layered representation re-
flects the logical flow of information from sensing to decision-making in Al-driven digital
twin systems.

The first technological domain focuses on Al-enabled fire risk modeling and intelli-
gent decision support systems for emergency response operations. Research within this
domain increasingly integrates machine learning, deep learning, and digital twin simula-
tions to support real-time fire prediction, hazard assessment, and operational coordina-
tion [7,39,42,44,45,48-50,54,55]. Current developments demonstrate how Al algorithms
can be integrated into digital twin environments to simulate fire dynamics, assess risk
conditions, and support emergency response planning. For example, Tang et al. [44] de-
veloped a digital twin framework that uses deep learning and building-fire simulation
models to improve fire prediction and emergency response strategies. Similarly, Xie et al.
[42] integrated smart building and IoT data into predictive monitoring systems to improve
situational awareness during emergency operations. These developments indicate that
Al-driven fire modeling systems are becoming increasingly important for evacuation
planning, disaster prediction, and real-time operational coordination in safety-critical en-
vironments.

Cluster 2: Sensors (Data Acquisition)
Collect real-time data from the physical environment

REXEX.

Temperature Humidity Gas/Smoke Physiological ~ UAV & Camera Environmental
Sensors Sensors Sensors  —— Sensors Sensors Sensors
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Digital Twin Simulation & ~ Predictive Analytics &  Decision Support for
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Figure 8. Conceptual Architecture of Al-Driven Sensing Technologies and Digital Twin Ecosystems
for Firefighter Safety.

The second technological domain centers on sensor data acquisition systems and
cyber—physical monitoring infrastructures that enable continuous real-time data collec-
tion within firefighter digital twin environments [35,36,38,47,56]. Research in this area
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highlights the critical role of environmental sensors, wearable monitoring devices, wire-
less sensor networks, and edge-enabled cyber—physical systems in supporting intelligent
digital twin ecosystems. These systems enable continuous monitoring of environmental
conditions, physiological responses, and operational activities during firefighting opera-
tions. For instance, Gutiérrez-Rojas et al. [35] developed a wireless sensor network frame-
work for cyber—physical systems that uses explainable artificial intelligence to detect
anomalies in industrial environments. Their work demonstrates how sensor-generated
data streams can support predictive analytics and real-time operational monitoring. Sim-
ilarly, Hu et al. [36] proposed an Al-enhanced cyber-physical monitoring architecture that
integrates [oT sensors, cameras, and edge computing to support real-time threat detection
and situational awareness. These developments illustrate how sensing infrastructures in-
creasingly serve as the foundational layer for intelligent firefighter digital twin systems.

The third technological domain emphasizes IoT-enabled digital infrastructures,
smart-city integration, and distributed communication architectures that support large-
scale environmental monitoring and emergency-response coordination [37,40,41,51-53].
Research within this area demonstrates how IoT frameworks, cloud computing systems,
cyber—physical infrastructures, and data-fusion platforms enable the integration of heter-
ogeneous environmental and operational datasets within digital twin ecosystems. Studies
increasingly explore the role of smart-city infrastructure and urban digital twins in sup-
porting environmental monitoring, disaster resilience, and emergency response manage-
ment. For example, Shaikh et al. [37] examined cyber—physical architectures in healthcare
and smart-city environments, emphasizing the importance of IoT communication net-
works, cloud platforms, and intelligent analytics for supporting real-time monitoring sys-
tems. The integration of smart infrastructure technologies with digital twin systems un-
derscores the growing convergence between emergency response systems and intelligent
urban environments [37,40,41,51-53].

The fourth technological domain focuses on predictive analytics, disaster simulation,
and Al-driven forecasting systems designed to support proactive emergency-response de-
cision-making [42,43,48,57]. Research within this area increasingly combines digital twin
simulations with machine learning, computer vision, remote sensing, and predictive mod-
eling techniques to forecast hazardous conditions and improve operational planning.
Emerging systems continuously update digital twin environments using real-time envi-
ronmental data, enabling dynamic hazard prediction and adaptive operational coordina-
tion. For instance, Zhang et al. [43] developed deep learning-enabled digital twin systems
capable of predicting tunnel fire behavior using integrated Al-IoT frameworks. Other
studies explore the use of computer vision, object detection, image fusion, and remote
sensing technologies to monitor wildfire spread, structural fire progression, and environ-
mental hazard evolution [42,48,57]. These developments demonstrate how predictive an-
alytics increasingly function as the analytical intelligence layer of firefighter digital twin
ecosystems, transforming sensor data and simulation outputs into actionable operational
insights. Altogether, these technological domains illustrate the emergence of integrated
firefighter digital twin ecosystems in which sensing infrastructures, cyber-physical com-
munication systems, predictive analytics, and intelligent decision-support environments
operate as interconnected layers within next-generation emergency-response platforms.
As shown in Figure 8, sensing systems serve as the foundational data-acquisition layer;
communication infrastructure supports real-time data integration and transmission; arti-
ficial intelligence models provide predictive analytics and operational intelligence; and
digital twin simulations enable dynamic decision support for firefighter safety and emer-
gency response management.
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3.3. Evolution of Early and Emerging Research Directions

Research on Al-enabled digital twins for predicting firefighters” environmental and
physiological risks has evolved rapidly in recent years, reflecting broader technological
advances in sensing infrastructure, cyber-physical systems, artificial intelligence, and in-
telligent emergency-response platforms. The progression of research themes within the
field demonstrates a clear transition from foundational digital monitoring infrastructures
to predictive, Al-driven digital twin ecosystems that support proactive firefighter safety
management and operational decision-making in hazardous environments (see Figure 9).

Early developments in the field primarily focused on establishing Internet of Things
(IoT) infrastructures, cyber—physical communication systems, and distributed sensing ar-
chitectures to support real-time environmental monitoring [7,37,40,41,52]. Initial studies
focused on developing communication networks, data-fusion frameworks, cloud-enabled
infrastructures, and smart-city monitoring systems to support digital data acquisition and
real-time situational awareness in safety-critical environments. For example, Shaikh et al.
[37] explored cyber—physical architectures that integrate IoT sensors, cloud computing,
and machine intelligence to support intelligent monitoring and decision-support systems
in smart environments. These foundational studies established the technological infra-
structure necessary to integrate sensor networks, communication systems, and digital
twin platforms into emergency-response ecosystems.
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Figure 9. Evolution of Early and Emerging Research Directions in Al-Driven Firefighter Digital
Twin Systems.

As the field matured, research increasingly shifted toward integrating artificial intel-
ligence models into dynamic digital twin environments that support real-time operational
monitoring and adaptive decision-making. During this transitional phase, digital twin ar-
chitectures emerged as a central technological framework connecting sensing infrastruc-
tures, predictive analytics, and cyber—physical systems [47,50,53,56]. Research during this
period focused on combining sensor networks, IoT communication systems, machine
learning algorithms, and real-time simulation models to create intelligent monitoring en-
vironments that continuously update operational conditions and support situational
awareness. For instance, Shaposhnyk et al. [53] developed a next-generation computing
and communication framework for first responders in smart cities that integrates cyber—
physical systems, real-time data exchange, and intelligent monitoring to enhance
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situational awareness and operational coordination during emergency response scenar-
ios. Similarly, Adibi et al. [47] demonstrated how sensor-enabled digital twin systems
could support intelligent monitoring, system optimization, and data-driven decision-
making within dynamic smart environments.

More recent developments increasingly emphasize predictive analytics, Al-enhanced
monitoring systems, and intelligent digital twin environments capable of forecasting haz-
ardous conditions before they escalate into critical incidents [35,36,38,39,42,44,48,54,57].
Current research demonstrates growing interest in deep learning, edge-enabled analytics,
explainable artificial intelligence, and data-driven risk-prediction systems to support pro-
active firefighter safety management. These emerging systems integrate environmental
sensing, physiological monitoring, predictive modeling, and real-time simulation to im-
prove hazard forecasting and operational decision-making in complex firefighting envi-
ronments. For example, Hu et al. [36] proposed an Al-enhanced cyber-physical monitor-
ing framework that integrates IoT sensors, edge computing, and deep learning models to
enable real-time threat detection and situational awareness in smart environments. Simi-
larly, Alvaro et al. [38] developed a digital twin monitoring platform for firefighter train-
ing towers that integrates sensor data and predictive modeling to improve situational
awareness during emergency scenarios. Gutiérrez-Rojas et al. [35] further demonstrated
how explainable artificial intelligence integrated with wireless sensor networks can sup-
port anomaly detection and intelligent monitoring within cyber—physical systems.

Emerging interdisciplinary research directions increasingly combine computer vi-
sion, remote sensing, object detection, simulation modeling, and hybrid artificial intelli-
gence techniques to enhance environmental monitoring and emergency-response plan-
ning [36,42,43,48,56]. In general, the evolution of research in this field can be divided into
three major phases. The initial phase focused on establishing IoT infrastructures and
cyber—physical communication systems for environmental monitoring and data acquisi-
tion. The second phase emphasized integrating digital twin architectures with artificial
intelligence and sensor-driven monitoring platforms. The most recent phase highlights
the emergence of predictive analytics, explainable Al, edge-enabled monitoring systems,
and intelligent decision-support environments that enable proactive firefighter safety
management and operational resilience. This progression illustrates how firefighter digi-
tal twin systems are evolving from infrastructure-oriented monitoring platforms toward
intelligent cyber—physical ecosystems capable of supporting real-time hazard prediction,
operational coordination, and adaptive emergency-response decision-making.

3.4. Sensing Technologies, Digital Twin Architectures, and Artificial Intelligence for Firefighter
Safety Systems

Sensing technologies, digital twin architectures, and artificial intelligence collectively
form the technological foundation of next-generation firefighter safety systems. These in-
terconnected technologies enable continuous environmental monitoring, physiological
assessment, predictive risk analysis, and real-time operational decision-making within
hazardous firefighting environments. Current research increasingly demonstrates that in-
tegrated sensing infrastructures, cyber—physical systems, predictive analytics, and digital
twin platforms can support intelligent emergency-response ecosystems that improve fire-
fighter safety, situational awareness, and operational resilience (see Figures 10 and 11).
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3.4.1. Environmental Sensing Technologies for Hazard Monitoring

Environmental sensing systems are a foundational component of firefighter digital
twin ecosystems. These technologies enable continuous monitoring of hazardous fire con-
ditions, including extreme heat exposure, toxic gases, smoke density, structural instabil-
ity, and wildfire dynamics. Current research increasingly integrates environmental sens-
ing systems with digital twin platforms to support real-time situational awareness and
predictive hazard forecasting within dynamic emergency-response environments
[39,42,43,48,56,57].

Temperature-sensing technologies remain among the most widely implemented en-
vironmental monitoring tools in firefighter digital twin systems. Temperature sensors
continuously track heat intensity and thermal variations within fire environments and are
frequently integrated with digital twin simulations to model fire spread, heat propaga-
tion, and structural hazard evolution [42,43,48,58]. Smart fire-monitoring platforms in-
creasingly combine temperature sensing with real-time simulation models and predictive
analytics to improve hazard detection and operational coordination during emergency-
response operations [59]. Similarly, wildfire digital twin systems integrate temperature
monitoring with meteorological sensing and environmental data to support large-scale
wildfire prediction and resource coordination [58].

Gas detection systems also play a critical role in firefighter monitoring environments.
Carbon monoxide (CO) and carbon dioxide (COz) sensors are widely integrated into fire-
fighter monitoring platforms to detect toxic combustion gases, oxygen depletion, and haz-
ardous air-quality conditions during fire suppression activities [42,43,57,60]. Multi-sensor
monitoring systems increasingly combine gas sensors with wearable sensing platforms to
provide real-time alerts and predictive safety assessments during emergency operations
[42,43,60]. These systems support intelligent monitoring frameworks that can identify
dangerous environmental conditions before they escalate into life-threatening incidents.

Particulate matter sensing technologies have also become increasingly important
within digital twin fire-monitoring systems. Fine particulate matter generated during
combustion poses significant respiratory risks to firefighters and surrounding populations
[42,48]. Current research explores integrating air-quality sensors, atmospheric monitoring
systems, and urban digital twins to model smoke dispersion patterns and assess environ-
mental exposure risks in densely populated environments [48]. These systems demon-
strate how digital twin platforms can support both firefighter safety and broader urban
disaster-management strategies.

Thermal imaging systems represent another important sensing technology increas-
ingly integrated within firefighter digital twin environments [43,44,56]. Thermal imaging
sensors provide spatial representations of heat distribution, enabling firefighters to iden-
tify hotspots, hidden fire sources, and structural hazards under low-visibility conditions.
Current research demonstrates how thermal imaging data can be integrated with machine
learning algorithms and digital twin simulations to dynamically update virtual fire envi-
ronments and improve situational awareness during emergency-response operations
[43,56].

Beyond conventional environmental sensing technologies, emerging firefighter digi-
tal twin systems increasingly incorporate remote sensing platforms, satellite monitoring
systems, unmanned aerial vehicles (UAVs), humidity sensors, atmospheric pressure sen-
sors, and wind-monitoring technologies [56-58]. The integration of ground-based sensing
systems with remote sensing infrastructures enables digital twin platforms to capture the
complex environmental dynamics that influence fire behavior across both urban and wild-
fire environments. These developments reflect the growing transition toward intelligent
multi-layered sensing ecosystems capable of supporting large-scale environmental moni-
toring and adaptive emergency-response coordination.
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3.4.2. Physiological Monitoring Technologies for Firefighter Health Assessment

In addition to environmental hazard monitoring described in Section 3.4.1, firefighter
digital twin systems increasingly emphasize physiological monitoring technologies de-
signed to assess firefighters’” physical and cognitive conditions during emergency opera-
tions [47,53,57]. These sensing systems enable continuous monitoring of vital signs, work-
load levels, thermal stress, and fatigue, which may compromise firefighter safety and op-
erational effectiveness.

Heart-rate monitoring systems remain among the most widely adopted physiologi-
cal sensing technologies within firefighter monitoring platforms [47,53]. Wearable heart
rate sensors enable digital twin systems to continuously monitor cardiovascular activity,
workload intensity, and physiological stress responses during high-risk operations. Cur-
rent research increasingly explores how heart-rate variability analysis and predictive Al
models can identify early indicators of fatigue, overexertion, and physiological distress
within firefighter digital twin environments [47,53].

Blood oxygen saturation (SpO2) monitoring systems also represent an important
physiological sensing capability integrated within firefighter monitoring frameworks.
These sensors measure oxygen levels within the bloodstream and support the detection
of hypoxia caused by smoke inhalation, toxic gas exposure, and oxygen depletion during
emergency operations [47,53]. Current digital twin platforms increasingly integrate phys-
iological monitoring systems with environmental sensing infrastructure to generate com-
prehensive representations of firefighters” health conditions in hazardous environments.

Skin temperature sensing technologies are similarly important for evaluating heat
stress and thermal exposure during firefighting operations [47,53]. Firefighters frequently
operate in environments with extreme temperatures that can cause heat exhaustion, de-
hydration, and heat stroke. Current research demonstrates how skin temperature moni-
toring integrated with environmental sensing and predictive analytics can support cumu-
lative heat-exposure assessment and operational safety management [61].

Fatigue monitoring and cognitive workload assessment have emerged as important
interdisciplinary research directions within firefighter digital twin systems. Advanced
physiological monitoring frameworks increasingly combine heart-rate variability, move-
ment patterns, biometric indicators, and behavioral analytics to detect fatigue, exhaustion,
and reduced cognitive performance during emergency-response operations [47,53]. Arti-
ficial intelligence models are increasingly used to analyze physiological data streams and
estimate workload conditions in real time, enabling intelligent digital twin systems capa-
ble of recommending operational adjustments and early intervention strategies [53].

Additional physiological sensing technologies reported across the literature include
respiration sensors, electrocardiogram (ECG) systems, accelerometers, gyroscopes, mag-
netometers, inertial measurement units, and motion-tracking devices [12,53,57,60]. These
technologies enable digital twin platforms to detect falls, abnormal movement patterns,
physical incapacitation, and operational distress during firefighting activities. The inte-
gration of these physiological monitoring systems into digital twin ecosystems under-
scores the growing emphasis on human-centered firefighter safety systems that continu-
ously evaluate environmental and physiological risk factors.

3.5. Digital Twin Architectures for Firefighter Monitoring and Emergency Response

Digital twin architectures can be more explicitly conceptualized as multi-layered
cyber—physical systems consisting of four core components: (1) a data acquisition layer
that captures real-time environmental and physiological data through sensing technolo-
gies, (2) a communication layer that enables data transmission via [oT and cyber—physical
networks, (3) a data processing and analytics layer where artificial intelligence models
perform predictive analysis and risk assessment, and (4) a virtual representation layer that

https://doi.org/10.3390/smartcities9070118



Smart Cities 2026, 9, 118

20 of 31

dynamically mirrors the physical environment and supports simulation and decision-
making [48,61,62]. A key distinguishing feature of these architectures is the implementa-
tion of bidirectional data-flow mechanisms, in which real-time sensor data continuously
updates the digital twin, while predictive outputs from the virtual model provide feed-
back to support operational decision-making [35,47,54,60]. This closed-loop interaction
enables adaptive and responsive system behavior, differentiating digital twins from con-
ventional simulation models.

Digital twin architectures serve as the integration layer that connects sensing tech-
nologies, artificial intelligence models, predictive analytics, and operational decision-sup-
port systems in firefighter safety environments [40,47]. These systems create dynamic vir-
tual representations of physical environments that continuously fuse environmental con-
ditions, firefighter physiological states, simulation outputs, and predictive Al models in
real time [43,49]. By integrating sensing infrastructures with cyber—physical communica-
tion systems and intelligent analytics, digital twin platforms support hazard visualization,
operational coordination, predictive simulation, and adaptive emergency-response deci-
sion-making [42,44].

Current research demonstrates several evolving categories of firefighter digital twin
architectures, ranging from simulation-based training systems to real-time operational
monitoring environments [38,45]. Many of these architectures adopt cyber—physical sys-
tem frameworks in which environmental sensors, wearable devices, communication net-
works, and predictive analytics continuously update virtual operational models [37,41].
This continuous fusion between physical and digital environments enables digital twins
to dynamically represent changes in fire behavior, environmental hazards, and firefighter
health conditions [47,53].

3.5.1. Environmental Monitoring Through Digital Twins

Environmental monitoring digital twins increasingly integrate temperature sensing,
gas detection systems, smoke-monitoring platforms, and predictive fire models to im-
prove situational awareness during emergency operations [42,48]. Digital twin monitor-
ing systems combine data from temperature sensors, gas detection devices, and environ-
mental monitoring platforms to create a virtual representation of fire conditions within
buildings or urban infrastructure [39,43]. These systems continuously update the digital
model using real-time sensor inputs and predictive analytics to estimate fire spread and
hazard exposure levels [44,48]. For example, digital twin-based fire monitoring systems
have been proposed for smart environments, where sensor data from smoke detectors,
temperature sensors, and other monitoring devices is transmitted to a virtual model that
simulates fire dynamics and provides early warning alerts [59]. These systems demon-
strate the ability of digital twins to support early hazard detection and improve situational
awareness during emergency response operations [42,44].

3.5.2. Urban Digital Twin Platforms

Urban digital twin platforms extend these capabilities further by combining environ-
mental monitoring systems with urban infrastructure models, evacuation simulations,
smoke-dispersion analytics, and disaster-management systems [48,54]. These platforms
combine real-time environmental monitoring data with digital representations of urban
infrastructure to simulate fire spread, smoke dispersion, and evacuation dynamics [48,61].
By integrating urban data with fire behavior models, digital twins can support decision-
making by predicting how fires may propagate across buildings, transportation systems,
and critical infrastructure [43,54]. Studies on urban digital twin platforms highlight their
potential to enhance emergency responders’ situational awareness and predictive insights
for managing large-scale fire incidents in complex urban environments [48,61].
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3.5.3. Wildfire Digital Twin Systems

Similarly, wildfire digital twin systems increasingly integrate remote sensing plat-
forms, satellite imagery, aerial monitoring technologies, meteorological sensing systems,
and machine learning algorithms to forecast wildfire progression and support large-scale
emergency coordination [56,57]. These digital twins continuously update fire models us-
ing environmental data such as temperature, wind speed, and vegetation conditions
[57,58]. By combining machine learning algorithms with environmental monitoring data,
wildfire digital twins enable emergency responders to assess fire risks and coordinate fire-
fighting resources more effectively [57,58].

3.5.4. Human-Centered Digital Twins

Another important research direction involves human-centered digital twin systems
capable of integrating firefighter physiological monitoring with environmental hazard as-
sessment [47,53]. Wearable sensor technologies enable digital twin platforms to integrate
physiological data, such as heart rate, oxygen saturation, and movement patterns, into the
virtual representation of the firefighting environment [53]. This integration enables digital
twins to monitor both environmental hazards and firefighter health conditions simulta-
neously [47,53]. Next-generation digital twin platforms designed for first responders in-
corporate artificial intelligence algorithms that analyze physiological sensor data to detect
fatigue, stress, and other health risks [53].

3.5.5. Multi-Sensor Data Fusion in Digital Twin Systems

Current research also emphasizes the importance of multi-sensor data fusion within
firefighter digital twin architectures [35,47]. Digital twin systems, as described in Section
3.5, often integrate heterogeneous data sources, including environmental sensors, weara-
ble monitoring devices, remote sensing platforms, and simulation models [47,56]. Data
fusion algorithms combine these diverse data streams to generate a comprehensive rep-
resentation of fire incidents and operational conditions [35,54]. Multi-sensor data fusion
systems designed for firefighter monitoring have demonstrated the ability to detect haz-
ardous events, including firefighter falls, abnormal movements, and toxic gas exposure
[60].

3.5.6. Digital Twin Simulation for Training and Preparedness

Digital twin simulation environments additionally play an important role in fire-
fighter training, preparedness planning, and operational strategy evaluation [38,45]. Sim-
ulation-based firefighter digital twins replicate real-world fire conditions within con-
trolled virtual environments, enabling responders to interact with dynamic hazard sce-
narios and predictive operational models. Machine learning algorithms embedded in
these systems continuously improve simulation accuracy and optimize firefighting strat-
egies using historical and real-time operational data [43,44].

In general, these developments demonstrate how digital twin architectures increas-
ingly serve as intelligent operational ecosystems integrating sensing infrastructures, pre-
dictive analytics, cyber—physical communication systems, and real-time decision-support
technologies. As sensing technologies and artificial intelligence continue to evolve, fire-
fighter digital twins are expected to play an increasingly important role in improving fire-
fighter safety, operational resilience, emergency preparedness, and intelligent disaster-
response coordination.
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3.6. Artificial Intelligence for Predictive Firefighter Digital Twin Systems

Artificial intelligence (Al) models represent the analytical engine of firefighter digital
twin systems, transforming raw environmental and physiological sensor data into predic-
tive insights that support operational decision-making and risk mitigation [42,44]. Current
research increasingly integrates machine learning algorithms, deep learning architectures,
predictive simulation models, and Al-enabled cyber—physical systems within firefighter
digital twin environments to improve environmental risk prediction and firefighter safety
monitoring [40,49]. Several categories of these Al techniques have been adopted to sup-
port fire risk prediction, environmental hazard detection, and firefighter health monitor-
ing [39,43]. These approaches enable real-time hazard forecasting and dynamic risk as-
sessment within complex fire environments [42,48].

3.6.1. Machine Learning Models for Firefighting Environments

Traditional machine learning algorithms, including Random Forest, Support Vector
Machines (SVMs), and gradient-boosting methods such as XGBoost, are widely used for
fire-risk classification, anomaly detection, and environmental hazard assessment [39,42].
These models are particularly useful for identifying patterns in multi-sensor data streams,
including temperature, gas concentration, and smoke density measurements [42,43]. Ma-
chine learning-enabled digital twin systems increasingly support real-time environmental
monitoring and intelligent operational decision-making within firefighting environments
[59,61].

3.6.2. Deep Learning for Spatial Fire Detection

Deep learning architectures have further expanded the predictive capabilities of fire-
fighter digital twin systems [43,44]. As discussed in Section 3.1, Convolutional Neural
Networks (CNNs) are widely used for analyzing thermal imaging data, surveillance sys-
tems, remote sensing imagery, and computer vision applications associated with fire de-
tection and environmental monitoring [44,56]. These models enable automated detection
of fire hotspots, smoke propagation, structural hazards, and environmental anomalies,
allowing digital twin environments to continuously update operational simulations and
predictive fire models [41,43].

Recurrent Neural Networks (RNNs) and Long Short-Term Memory (LSTM) net-
works are increasingly applied to analyze temporal sensor data generated by firefighter
monitoring systems [58]. Firefighter monitoring systems often generate continuous
streams of physiological and environmental data, making temporal Al models essential
for identifying emerging hazards or physiological stress patterns [47,53]. Current research
demonstrates how LSTM-based predictive systems can estimate fire spread, smoke prop-
agation, and hazard escalation using sequential sensor data collected from IoT-enabled
monitoring environments [48,58].

3.6.3. Hybrid Models for Multi-Sensor Data Analysis

Beyond CNN and LSTM models, as discussed in Section 3.1, several studies highlight
the role of hybrid deep learning architectures that combine multiple AI techniques to im-
prove predictive performance [40,48]. These models integrate deep neural networks with
traditional machine learning algorithms to analyze complex environmental datasets ob-
tained from multiple sensor sources [40]. Hybrid modeling frameworks enable digital
twin systems to integrate environmental monitoring data with simulation-based fire mod-
els, thereby improving the accuracy of fire dynamics prediction and associated safety risk
assessment [48]. Such architecture demonstrates the potential of combining heterogene-
ous Al techniques to support complex firefighting decision-support systems [40,48].
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3.6.4. Data-Driven Predictive Algorithms

Artificial intelligence is also increasingly applied to physiological risk assessment
and firefighter health monitoring [47,53]. Machine learning algorithms analyze physiolog-
ical data on heart rate, body temperature, fatigue levels, physical workload, and cognitive
stress to identify early indicators of physiological distress during emergency response op-
erations [53]. Al-enabled monitoring platforms designed for first responders increasingly
support predictive health assessments and operational intervention strategies to reduce
fatigue-related incidents and health risks in hazardous environments.

3.6.5. Integration of AI Models with Digital Twin Simulations

Current research additionally highlights the growing integration of Al models with
simulation-based digital twin environments [43,49]. In these systems, computational fire
dynamics models continuously update virtual operational environments using real-time
sensor data, while machine learning algorithms interpret simulation outputs and forecast
environmental risks [42,43]. Such integrated digital twin simulations support operational
planning, evacuation modeling, wildfire forecasting, and firefighter preparedness train-
ing within adaptive emergency-response environments [58,62].

3.6.6. Edge Al and Cyber-Physical Systems for Real-Time Risk Prediction

Building on the sensing and Al frameworks described in Sections 3.4.1, 3.4.2 and 3.6,
edge computing and Al-driven cyber—physical systems enable real-time hazard detection
and operational decision-making [36,37]. Edge Al architectures deploy machine learning
algorithms directly on connected sensing devices, enabling rapid local data processing
and reducing communication latency during emergency operations [36]. These systems
support real-time situational awareness and adaptive operational coordination within dy-
namic firefighting environments where network disruptions or communication delays
may limit centralized processing capabilities [37,53].

The reviewed literature collectively demonstrates that artificial intelligence serves as
the analytical engine driving predictive digital twin systems for firefighters. Machine
learning, deep learning, hybrid AI architectures, predictive simulation models, and edge-
enabled analytics increasingly support real-time hazard prediction, environmental moni-
toring, physiological risk assessment, and intelligent operational decision-making in com-
plex emergency response environments. To synthesize the relationships among sensing
technologies, artificial intelligence models, and digital twin architectures, Figure 11 pre-
sents an integrated conceptual framework that illustrates the flow of data from acquisition
to decision support in Al-driven digital twin systems. This framework is discussed in
greater detail in the subsequent section.

3.7. Technological Gaps and Emerging Research Opportunities

The following subsections in this results section present details of the identified tech-
nological gaps and emerging research opportunities based on the preceding bibliometric
and content analysis. The study showed that despite significant advances in sensing tech-
nologies, artificial intelligence, and digital twin architectures, current firefighter digital
twin systems still face several technological, operational, and implementation challenges
that limit the realization of a fully integrated predictive safety ecosystem [42,48,59,61].
Figure 12 shows the emerging research directions and future opportunities in Al-driven
firefighter digital twin systems [37,40]. Emerging research increasingly recognizes the
need to move beyond isolated monitoring systems toward intelligent, interoperable, and
human-centered digital twin platforms that support real-time operational resilience and
adaptive emergency-response coordination [36,44].
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Figure 12. Emerging Research Directions and Future Opportunities in Al-Driven Firefighter Digital

Twin Systems.

3.7.1. Lack of Integrated Environmental and Physiological Monitoring

One of the most significant challenges involves the limited integration of physiolog-
ical and environmental monitoring data within digital twin systems [48,53]. Many existing
systems focus on environmental hazard monitoring using sensors that detect tempera-
ture, smoke, and gas concentrations [58,59]. Other systems evaluate wearable sensor tech-
nologies for tracking firefighter physiological conditions, such as heart rate and oxygen
saturation [47,48,53,58]. However, only a limited number of studies attempt to combine
these two data streams within a unified digital twin framework [59,61]. The lack of inte-
grated monitoring systems limits digital twins’ ability to simultaneously assess environ-
mental hazards and firefighter health risks, thereby constraining the development of com-
prehensive real-time risk prediction platforms [42,48].

3.7.2. Limited Predictive Capabilities of Current Digital Twin Systems

Another important challenge relates to the limited predictive capabilities of current
digital twin implementations [59,61]. Although many digital twin systems provide visu-
alization and monitoring functionalities, comparatively few platforms incorporate ad-
vanced Al-driven predictive analytics capable of forecasting fire progression, physiologi-
cal distress, or operational risk escalation before hazardous incidents occur [40,49]. Cur-
rent research increasingly demonstrates the importance of combining machine learning
algorithms with dynamic digital twin simulations to support proactive risk management
and adaptive emergency-response planning [44,62].

3.7.3. Absence of Al-Driven Risk Threshold Models

The literature also highlights the limited development of Al-driven risk-threshold
models and automated operational intervention systems [39,42]. Machine learning mod-
els have been applied to analyze sensor data and detect anomalies in environmental or
physiological conditions [39,53]. There is limited research on defining quantitative risk
thresholds that can trigger automated safety interventions [59,61]. For example, sensor
monitoring systems for firefighters have been designed to detect hazardous events such
as high-temperature exposure or abnormal movement patterns [60]. However, translating
these sensor measurements into standardized risk thresholds that support operational
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decision-making remains an underexplored research area [39,42]. Developing Al-based
risk assessment models capable of dynamically estimating safe exposure limits and pre-
dicting hazardous conditions represents a key research direction [44,48].

3.7.4. Limited Decision-Support Dashboards

A further technological challenge involves the limited integration of intelligent deci-
sion-support interfaces within firefighter digital twin systems [42,54]. While several sys-
tems propose digital twin architectures for monitoring fire environments or simulating
fire spread scenarios [48,62], relatively few systems provide integrated decision-support
interfaces specifically designed for emergency management operations [50,54]. Effective
digital twin systems should not only collect and analyze data but also present actionable
insights to incident commanders in real time [54]. Urban digital twin platforms demon-
strate the potential of combining environmental monitoring, predictive modeling, and
visualization tools to enhance situational awareness [48,61]. However, most existing sys-
tems remain focused on data monitoring rather than operational decision support [59,61].

3.7.5. Limited Human—Computer Interaction in Firefighter Digital Twin Systems

Human-computer interaction (HCI) and immersive operational visualization also
represent important emerging research opportunities [50,62]. As digital twin technologies
become increasingly complex, intuitive user interfaces and interactive visualization envi-
ronments are critical [50]. Most existing platforms focus on modeling and simulation with
limited attention to user experience [59,61]. Current research suggests that integrating
AR/VR technologies with human-centered digital twin systems may significantly improve
real-time firefighter decision-making and operational preparedness [62]. However, re-
search on real-time interactive digital twin interfaces remains limited [53].

3.7.6. Emerging Research Opportunities

The identification of these technological gaps highlights several promising research
opportunities for advancing digital twin systems for firefighter safety [42,48]. Cybersecu-
rity, interoperability, and infrastructure resilience represent critical emerging challenges
within firefighter digital twin ecosystems. Future systems will increasingly depend on in-
terconnected sensing networks, edge computing architectures, cloud infrastructure, and
Al-enabled cyber—physical communication systems [36,37]. Consequently, vulnerabilities
stemming from communication disruptions, sensor spoofing, cyberattacks, and data in-
tegrity issues may significantly undermine the reliability of firefighter monitoring systems
during emergency operations. Future research should therefore prioritize resilient cyber—
physical architectures, secure communication protocols, explainable Al systems, and
fault-tolerant emergency-response infrastructures that maintain operational continuity in
hazardous environments.

Several other important research opportunities also emerge from the reviewed liter-
ature. One promising direction involves the development of multimodal sensor-fusion
frameworks that integrate environmental and physiological sensor data in real time
[53,58]. Such systems would enable digital twins to simultaneously model fire conditions
and firefighter health status, thereby providing a more comprehensive representation of
operational risk. Another emerging direction involves integrating explainable artificial in-
telligence (XAI) techniques into firefighter monitoring systems. Explainable Al models
could improve transparency in predictive risk assessment algorithms and increase trust
in digital twin decision-support systems among emergency responders [35,36]. Further-
more, future research should explore the development of predictive digital twin simula-
tion environments that combine machine learning algorithms with computational fire dy-
namics models to forecast fire spread and hazard exposure levels [43,49]. These simulation

https://doi.org/10.3390/smartcities9070118



Smart Cities 2026, 9, 118

26 of 31

environments could be used not only for operational monitoring but also for firefighter
training and preparedness planning.

Additionally, advances in edge computing and autonomous systems may enable the
development of autonomous intervention mechanisms, such as automated hazard alerts
or robotic assistance systems, that can support firefighters in high-risk environments
[36,37]. This study posits that integrating immersive AR/VR interfaces with human-cen-
tered digital twin systems represents a promising approach to improving firefighter situ-
ational awareness and operational decision-making [62]. By enabling responders to inter-
act with digital twin representations of fire environments through immersive visualiza-
tion technologies, future systems could provide more intuitive and actionable insights
during emergency operations. Addressing these gaps is essential for next-generation dig-
ital twin systems [42,48], with interdisciplinary research playing a critical role [37,40].

4. Discussion and Future Development
4.1. Discussion of Findings

Research on Al-driven digital twin systems for firefighter safety has evolved rapidly,
driven by advancements in sensing technologies, cyber-physical systems, and artificial
intelligence [48,58,59,61]. The field has transitioned from isolated monitoring solutions to-
ward integrated digital twin ecosystems capable of fusing physical fire environments with
virtual models in real time [36,59,61]. Early studies primarily focused on IoT-enabled sens-
ing infrastructures and communication systems for data acquisition [35,37], while more
recent work emphasizes predictive analytics, edge computing, and simulation-based dig-
ital twin platforms that support adaptive emergency-response coordination and proactive
safety management.

Sensing technologies form the foundational data layer within these ecosystems, ena-
bling continuous monitoring of environmental hazards and firefighter physiological con-
ditions [58,59]. Environmental sensors, such as temperature, gas, and particulate monitor-
ing systems, provide real-time situational awareness and support fire dynamics modeling
[48,59], while wearable sensing technologies enable continuous tracking of physiological
indicators such as heart rate, oxygen saturation, and fatigue [47,53]. Despite these ad-
vances, the integration of environmental and physiological sensing into unified digital
twin frameworks remains limited, constraining comprehensive risk assessment and adap-
tive operational decision-making.

Artificial intelligence functions as the predictive intelligence layer, transforming
multi-sensor data into actionable insights for hazard detection and operational planning
[42,44]. Machine learning models such as Random Forest, SVM, and gradient-boosting
methods support classification and anomaly detection [39,59], while deep learning archi-
tectures, including CNNs and LSTMs, enable spatial and temporal prediction of fire be-
havior and risk escalation [14,62]. Hybrid Al approaches further enhance predictive capa-
bilities by integrating data-driven models with simulation-based digital twin systems
[40,48]. However, challenges related to model interpretability, scalability, and real-time
deployment persist, particularly in dynamic and high-risk firefighting environments.

Digital twin architectures serve as the integration layer that connects sensing sys-
tems, Al analytics, and simulation environments to support real-time decision-making
[59,61]. These architectures enable continuous fusion between physical and virtual sys-
tems, facilitating hazard visualization, predictive modeling, and adaptive coordination.
Applications span urban digital twins, wildfire monitoring platforms, and human-cen-
tered systems that integrate physiological and environmental data [47,53]. Nevertheless,
many current implementations remain focused on monitoring and simulation, with lim-
ited development of fully integrated predictive and decision-support systems.
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4.2. Future Research Directions

Future research should prioritize the development of integrated multimodal digital
twin ecosystems capable of simultaneously analyzing environmental hazards, firefight-
ers’ physiological conditions, conducting predictive simulations, and coordinating oper-
ations within unified intelligent emergency-response environments [53,58]. Although cur-
rent systems often focus independently on environmental monitoring or physiological
sensing, integrating these heterogeneous data streams into unified predictive digital twin
platforms would significantly improve operational risk assessment and emergency re-
sponse effectiveness [47,48]. Another important research direction involves integrating
explainable artificial intelligence (XAI) into firefighter digital twin systems [35,36]. As pre-
dictive Al models become increasingly complex, improving transparency, interpretabil-
ity, and operational trust will become essential for ensuring effective emergency-response
decision-making. Explainable Al frameworks could help incident commanders better un-
derstand the environmental and physiological factors contributing to predicted risk con-
ditions during emergency operations. Future firefighter digital twin systems should in-
creasingly incorporate predictive simulation environments that combine machine learn-
ing algorithms with computational fire dynamics models [49,58,62]. These systems could
support proactive hazard forecasting, evacuation planning, operational strategy evalua-
tion, and firefighter preparedness training within highly realistic simulation environ-
ments.

Advances in edge computing, autonomous systems, robotics, and cyber—physical
communication technologies further present significant opportunities for next-generation
firefighter digital twin ecosystems [36,53]. Autonomous hazard-alert systems, adaptive
operational guidance platforms, robotic assistance technologies, and intelligent emer-
gency-response coordination systems may significantly improve firefighter safety and op-
erational resilience within hazardous operational environments. The integration of im-
mersive augmented reality (AR), virtual reality (VR), and human-centered operational in-
terfaces also represents an important emerging research opportunity. These technologies
may significantly improve situational awareness, operational visualization, firefighter
training, and real-time interaction with digital twin environments during emergency-re-
sponse operations.

Finally, future firefighter digital twin systems should increasingly integrate with
smart-city infrastructure, urban digital twins, resilient communication systems, and intel-
ligent disaster-management ecosystems that support coordinated emergency response
across large-scale urban environments. Addressing challenges in interoperability, cyber-
security, data fusion, predictive analytics, and human—computer interaction will be essen-
tial to developing next-generation intelligent firefighter digital twin ecosystems that sup-
port adaptive, resilient, and data-driven emergency-response operations.

5. Conclusions

This study provides a structured synthesis of the evolving research landscape on Al-
driven digital twins for predicting firefighters” environmental and physiological risks. Us-
ing a combined bibliometric and content analysis approach, the study identified key tech-
nological domains, including sensing systems, artificial intelligence models, IoT infra-
structures, and digital twin architectures. The findings reveal that although significant
progress has been made in real-time monitoring and predictive analytics, critical gaps re-
main in system integration, predictive capabilities, and decision-support implementation.
Addressing these challenges requires developing unified, data-driven digital twin frame-
works that integrate environmental and physiological data and support real-time, adap-
tive decision-making. Several limitations should also be acknowledged. The reviewed lit-
erature was primarily identified through the Web of Science Core Collection database,
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which may exclude relevant studies from other scientific databases and technical reposi-
tories. In addition, the rapid evolution of artificial intelligence, sensing technologies, and
digital twin systems means that emerging developments may extend beyond the scope of
this review. This work contributes to the field by providing a comprehensive analytical
framework and identifying future research directions that support the development of
scalable, intelligent, and human-centered digital twin systems for firefighter safety and
emergency response.
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Abbreviation Full Meaning

Al Artificial intelligence

AR Augmented reality

CNN Convolutional neural network
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DT Digital twin

ECG Electrocardiogram

GIS Geographic information system

HCI Human-Computer Interaction

IEEE Institute of electrical and electronics engineers
IoT Internet of Things

LSTM Long short-term memory

NFPA National Fire Protection Association
PM2.5 Particulate matter 2.5

PRISMA Preferred Reporting Items for Systematic Reviews and Meta-Analyses
RNN Recurrent neural network

SpO: Peripheral capillary oxygen saturation
SVM Support vector machine

UAV Unmanned aerial vehicle

VR Virtual reality

VOSviewer Visualization of similarities viewer
XAI Explainable artificial intelligence
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XGBoost Extreme gradient boosting
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