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Abstract: AbstractContext: Ethics have broad applications in different fields of study and different
contexts. Like other fields of study, ethics have a significant impact on the decisions made in com-
puting concerning software artifact production and its processes. Hence, in this research, ethics is
considered in the context of requirements engineering during the software development process.
Objective: The aim of this paper is to discuss the investigation results regarding ethical problems of
requirements engineering processes by taking sample software developing companies and exposing
existing research gaps. Method: This research uses interviewing, focus group discussions, purpo-
sive sampling, and qualitative analysis research methods. Result: This research finds an absence
of industry practices, professional responsibility code of conduct standards, and other guidelines
within companies when integrating ethical concerns of software during requirements engineering. It
also indicates that almost all companies have no identification methods and checking mechanisms
for ethical concern considerations. Furthermore, the major identified ethical concerns are classi-
fied into six categories as requirements identification problems, quality-related problems, carrying
out unpermitted activities, unwillingness to give requirements, knowledge gaps and lack of legal
grounds/rules for accountability. Conclusion: From the findings of this research, it can be concluded
that, in the case software companies, there is no specific method for identifying ethical concerns.
Additionally, there are no standards and guidelines used within the companies. This implies the need
to overcome the existing and emerging ethical issues of requirements engineering.

Keywords: software engineering; ethical concerns; requirements engineering; software development

1. Introduction
Motivation for the Research and Statement of the Problem

Ethics have broad applications in different fields of study and different contexts [1].
Like other fields of study, ethics have a significant impact on the decisions made by end-
users, customers, professionals, and companies concerning software artifact production
and its processes [2]. There are different meanings of ethics [3]. Diverse scholars and
philosophers define ethics in a variety of ways. Vallor et al. [1] define ethics as a philosoph-
ical discipline of study, as “[ . . . ] a systematic approach to understanding, analyzing, and
distinguishing matters of right and wrong, good and bad, and admirable and deplorable
as they relate to the well-being of and the relationships among sentient beings”. The
word ‘ethics’ originates from the Greek word ethikos, which refers to the ethos, meaning a
distinguishing feature, essence, or insolence [3].

Directly or indirectly, there is a close interrelationship between ethics and software. The
work of software engineering is intimately associated with human beings. This makes the
field more dependent on the ethical knowledge, experiences, and professional competencies
of software engineers [3]. Accordingly, software-related problems could have negative
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impacts on stakeholders. In many cases, the origin of numerous technological failures
comes from software-related concerns [4]. The failure of software systems can have a
disastrous impact on living and cause damage to the public [1]. Since the early days,
software project failures have been a well-known problem. Although several pieces of
research have been published regarding software quality, and many improvements have
been introduced in the software development process, software project failure is a critical
challenge for the software development community. Currently, most software projects
may not fail in economic terms. Instead, they produce wealth in the short term but, in the
medium/long term, they can cause substantial financial losses, as well as societal damages
due to the scarcity or even absence of compliance with regulations, policies, rules, and
ethical concerns [4]. Many studies assessed software projects’ success/failure rates [5–7].
These studies showed the presence of major problems within different sections of industries
regarding the development of successful software projects [8]. Furthermore, they also
indicated that, even though the failure/malfunction of software systems tends to be due
to project management issues, it is also related to humans, clients, and other stakeholders’
factors [4]. In most cases, such malfunction consequences derive, directly or indirectly,
from the fact that software engineers pay no attention to their professional duty through
performing unethical professional behavior [1,9,10].

Explicitly identifying and determining ethical concerns [4] is at the heart of the System
Development Life Cycle (SDLC), in order to develop useful and valuable software artifacts
for stakeholders and for general society. Regardless of different software development
models, there are fundamental ethical requirements that must be clearly considered in each
phase of the SDLC [4,11]. By means of clearly considering ethical concerns during SDLC
phases, particularly in the requirements engineering phase [12,13], developers of software
systems can tackle and resolve the contradictory and necessary stakeholder values, as well
as the larger system context [6].

During software development, ethical requirements should be considered to clearly
have an expressive and justified impact on development. Certainly, ethical concerns can
and must take part in significant functions within the early phases of SDLC, i.e., the require-
ments engineering phase [4]. Requirements engineering is a crucial phase of SDLC, insofar
that its success determines the success of software projects [12,14]. Although the implemen-
tation of a software system is performed accurately, the software product will fail in the long
term if it does not meet the adequate requirements [14]. Requirements engineering is fun-
damental and, at the same time, the hardest phase of SDLC [12,14] since it decides precisely
what to build and ascertains the specification and validation of detailed technical and non-
technical requirements [14]. Congruently, this phase is prone to be the most difficult phase
for the introduction of ethical concerns. Indeed, requirements engineering is usually car-
ried out without explicit consideration of ethical concerns [12]. Accordingly, requirements
engineering has been exposed to many ethical violations [15–21], for example holding up
toxic requirements [17], requirements that have long-term and dangerous unidentified
effects. Moreover, improper requirements [18], deception requirements [19–21], inadequate
and/or incomplete requirements, ignoring relevant aspects for the business model, insuf-
ficient specification, and unnecessary complexity and functionality, are among the other
ethical violations [15,16].

There are many previous cases in which requirements engineering became unethical.
The literature review identified three examples [17–19]. One of the best examples is the
Volkswagen Turbo Diesel Injection (TDI) 2009–2015 models [19–21]. Volkswagen deceived
the emissions testing system by building its diesel cars to look less contaminating than
they really were [19]. The other case in which unethical practices were observed due to
the presence of improper requirements were incorrect radiation dose calculations at the
National Oncology Institute in Panama [18]. Furthermore, the loss of communication
between the Federal Aviation Administration (FAA) air traffic control center and airplanes
in Los Angeles can be taken as another instance where ethical concerns were not consid-
ered during requirements engineering processes [17]. Moreover, there are many cases in
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which software brought catastrophes due to the improper and inadequate requirements
engineering processes [16,18,21].

This evidence reveals that developing software systems without clearly considering
ethical concerns, especially in the early phase of software development life cycle phases,
i.e., requirements engineering, may lead to the development of software artifacts that could
fail to fulfill societal value and may cause damage to the public at large [16–21].

To mitigate this, ethical concerns must be considered in requirements engineering
processes. In the requirements engineering phase, ethical principles may lead to a better en-
gagement of stakeholders, who are mainly end-users, clients, and technical staff members.

Therefore, the motivation of this research initiated by the researchers was to investigate
the ethical concerns of requirement engineering, which should be considered during the
requirements engineering processes by software developers. Therefore, this opens the door
for further investigations to resolve the identified problems.

2. Literature Review
2.1. Software Engineering

Currently, software engineering has acquired the role of one of the best professions
internationally [22]. With the development of the field of software engineering, the im-
portance of value-oriented software has dramatically increased towards the application of
new methods and techniques to address ever-increasing business demands, stakeholder
requirements, market situations, competitiveness, and the profitability of businesses and
organizations [23]. Whittle et al. [24] strengthen the significance of the value-oriented
design of software systems through their investigations of real-life projects. As they stated,
value-oriented software development assists in integrating human values in software arti-
facts. Even though there are differences between values and ethics [24], there is also a strong
interrelationship between human values and ethical values [25]. As a result, considering
ethical values in software engineering is essential for assisting software engineers in the
product they produce [26].

2.2. Requirements Engineering

Requirements engineering is part of engineering and focuses on the actual goals, func-
tions, and constraints of a system [27]. It is the process of eliciting, analyzing, specifying,
validating, and maintaining the requirements of a system [12,27]. It entails identifying
stakeholders’ needs; recognizing the context of the requirements; representing those re-
quirements in an easily understandable manner; and negotiating, validating, documenting,
and managing those requirements. Failing to identify correct needs leads to flaws in speci-
fications and the other components of a system [28]. Inadequately defined requirements
can cause many difficult problems, which have an impact on different direct and indirect
stakeholders of software systems. Requirements engineering offers suitable instruments
designed for recognizing and examining customers’ real needs, reviewing viability, stipu-
lating the solution explicitly, confirming the requirements, managing the requirements, and
settling on a practical solution as they are transformed into an operational system [29]. Re-
quirements engineering encompasses many sub-processes. The major five sub-processes are
requirements elicitation, requirements analysis and negotiation, requirements specification,
requirements validation, and requirements management [27–31].

2.3. Software Engineering and Ethics
2.3.1. Engineering Ethics

In ancient times, ethics were mainly linked to philosophical activities. However,
currently, ethics are not only philosophical theoretical facets but also the basic practical
aspects of many fields of study, including engineering [3]. The study of ethics is found
in many fields [1]. In engineering, ethics are defined as “the study of moral issues and
decisions confronting individuals and organizations involved in engineering” [32] (p. 196).
Engineering ethics are mainly inclined to the professional ethics of software engineers and
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seek to identify and question engineering standards and the ways that those standards are
performed in specific circumstances.

2.3.2. Software Engineering Ethics and Code of Ethics

Ethics are the greatest wisdom, which indicates how human beings continuously,
presumably, know how best to live [1]. Ethics refer to every deliberate act that affects
the lives of others, either positively or negatively [11]. Considering ethics in engineering
is important since it provides safe, useful, and technological products and services [3].
Software engineering ethics can describe software engineers’ practical and ethical decision-
making activities, a group of principles, guidelines, or ethical imperatives [11]. According
to Quigley [33] (p. 266), in software engineering, ethics are defined as “[ . . . ] a code of
professional standards, containing aspects of fairness and duty to the profession and the
general public”.

There is a high interrelation between software engineering and ethics. Software
engineers build software artifacts, starting from simple artifacts such as, for instance,
application programs, and progressing to very large systems using sophisticated software
programs, such as safety-critical systems, including software for rockets, airplanes, and
cars, among others. Such kinds of systems have either positive or negative vulnerable
impacts on society, as well as on the environment [1,32].

Software engineering considers itself principally as a technical profession, which en-
tails developing software products and services. However, nowadays, directly or indirectly,
human beings depend on software systems for their day-to-day activities. During the
software development process, software engineers make critical decisions on behalf of
the system. These decisions have a great impact on the clients, society, and the environ-
ment. This hampers the work of software engineering and leads to subjective decision
judgments. It also implies that software engineers’ technical decisions should be guided by
ethical decisions concerning societal health, safety, and wellbeing [11]. To develop useful
and harmless software systems and/or services, software engineers should make careful
decisions, namely by investigating both technical and ethical aspects.

Software engineers should have sound ethical standards on professional and personal
aspects [4,10]. The work of software engineers has a direct impact on the well-being of
society. There is nothing outside the people; their work is intimately associated with the
welfare, safety, and health of human beings. Unlike medical professionals and lawyers, who
primarily focus on their clients, the primary interest and obligation of software engineering
professionals is the “public interest”. He/she must have concerns about employers, clients,
professionals, and other parties [34].

In the field of software engineering, the software code of ethics requires high consid-
eration in research [4,9]. Considering the ethical concerns of the software development
projects will increase the public’s trust and the professional image of the software artifacts,
as well as interior and exterior communication among different stakeholders and their sat-
isfaction. With these principles in mind, there should be an explicit guideline/framework
that entails which things should be considered and integrated regarding ethical concerns in
each phase of the software development project. Furthermore, expressing ethical concerns
in the software development project will help as a tool for software developers to soundly
recognize and uphold the code of ethics in their profession [10]. There are many codes of
ethics in the software engineering field [11,35–39]. However, in practice, ethical concerns
are not explicitly considered during software development [4,9,39].

The software engineering code of ethics (SWECODE) [9] is one of the areas of software
engineering that needs increased research consideration. It can take a significant part of
the practice and has an enormous impact on the daily lives of human beings. The level
of harm on human beings because of defective software equipment greatly depends on
the aptitudes of software engineers to pursue high performance in software engineering.
The research on practices of the software engineering code of ethics during the software
development process is understudied [40].
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Many organizations, such as the Institute of Electrical and Electronics Engineers (IEEE),
Association for Computing Machinery (ACM), the British Computer Society, and others
have developed codes of ethics for computing professionals [41,42]. Nevertheless, these
accessible codes of ethics offer a broad roadmap for software engineering professionals
regarding one specific facet: professional ethics. These codes of ethics lack breadth and
depth. They do not assess and go further in terms of detailed ethical concerns for software
artifacts and development phases [10]. Most of these software engineering codes of ethics
have become challenging to implement on a day-to-day basis of software development,
since they are at a high level, encompassing a comprehensive range of ethics [40].

2.4. Ethical Considerations in Software Development

Currently, the use of software is ubiquitous. It is possible to find the implementation
of software in virtually all day-to-day activities. Kids’ electronic toys, smartphones, televi-
sions, refrigerators, cars’ onboard computer systems are just a few examples of software
applications. Software plays a crucial function in offering business information solutions
for enterprise resource planning, enabling, organizing, and protecting the activities of
large, medium, and small-sized organizations. Software engineers, who are responsible for
the development of software systems, have an important perspective role to put in place
good practices. This means that software engineers should be highly committed to making
software artifacts usable and beneficial for the stakeholders and society at large [4].

Software developers must be responsible for implementing technical mechanisms,
which shape the corresponding organization’s ethical dimensions [43]. Substantial software
is being used daily and the situation becomes critical when it affects users negatively. For
the duration of software SDLC, developers face critical ethical decisions to guarantee a
minimal impact on users and stakeholders. There are numerous reasons why it is decisive to
add ethical practices and considerations in decisions regarding any software development
project [37]. Software developers should carefully ponder the incorporation of technical
and ethical dimensions in the decisions of software development projects, seeking to protect
the software, while preventing prospective harm to others.

Software developers are responsible for their profession and the public at large within
the scope of their profession. They should have the willingness to hold to their professional
code of ethics as part of their contributions to society by developing high-quality and
valuable software [9].

Software engineers are accountable for both the result of their software artifacts and
the faults of such works. They have the duty to identify and understand the vulnerability of
such hazardous requirements, making sure that they are securely operated. Clients cannot
recognize the impact of those requirements. The software developer/engineer is responsi-
ble and accountable for caring for those defective software requirements and producing
quality software [9,44]. During software development decisions, clearly considering ethical
concerns is very useful to integrate both technical and ethical issues of the software artifacts.
As stated above, software engineers are accountable for their profession and society at
large [40]. Moreover, they have the responsibility to do the right things for both clients
and society. As a result, a careful investigation of ethical concerns in software engineering
is necessary.

2.5. Related Work

Ethical issues have multidimensional angles. Different researchers have investigated
ethical concerns of software systems in diverse aspects. For instance, various scholars look
at the ethical issue with respect to socio-political-related issues, human value aspects of
the software artifacts, and issues related to digital addiction. Additionally, scholars have
explored the ethical concerns of software development processes, software engineering
codes of ethics, and professional practices. In this article, the authors reviewed some
of these.
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ACM/IEEE jointly proposed eight principles of the Code of Ethics and Professional
Practice [35]. The ACM and IEEE computing society, the two most well-known computing
societies, carried out a wide-ranging review on the software engineering code of ethics,
modifying the third version and published version 5.2 codes of ethics [35]. The proposed
code holds information interrelated to the behaviors and decisions made by different
stakeholders. The principles find ethically accountable relationships, in which individuals,
groups, and organizations participate, alongside the primary obligations within these
relationships. Table 1 depicts the ACM/IEEE code of ethics.

Table 1. The Eight IEEE/ACM Codes of Ethics [36].

No. Principles Meaning in Short

1 Public Software engineers shall act consistently within the
public interest.

2 Client and Employer
Software engineers shall act in a manner that is in the best
interests of their client and employer consistent within the
public interest.

3 Product Software engineers shall ensure their products and related
modifications meet the highest professional standards possible.

4 Judgment Software engineers shall maintain integrity and independence in
their professional judgment.

5 Management
Software engineering managers and leaders shall subscribe to
and promote an ethical approach to the management of software
development and maintenance.

6 Profession Software engineers shall advance the integrity and reputation of
the profession consistent with the public interest.

7 Colleagues Software engineers shall be fair to and supportive of
their colleagues.

8 Self
Software engineers shall participate in lifelong learning regarding
the practice of their profession and shall promote an ethical
approach to the practice of the profession.

As shown in Table 1, the code addresses many issues relevant for software engineers,
managers, practitioners, and others with respect to the public, clients, employers, products,
judgments, the profession itself, colleagues, and oneself. However, the present ACM/IEEE
software engineering code of ethics has become challenging to implement on a day-to-day
basis, since it is at a high level [10,40].

To overcome the challenges observed on the ACM/IEEE code of ethics, AlAmmar
et al. [9,40] conducted a research study on SWECOE by taking one software project develop-
ment company known as SADA as a case study in Saudi Arabia. The research investigated
the practices of SWECOE by software developers. The researchers used interviews, ques-
tionnaires, and secondary sources of information. By using these tools, the researchers
analyzed SWECOE and proposed new classifications of it according to the software de-
velopment life cycles. The researchers took the four principles of the ACM/IEEE code
of ethics (public; client and employer; product; and judgment) and classified them based
on the requirements engineering, design, code, test, and the SDLC’s maintenance phase,
and proposed new SWECOE classification. The proposed framework was validated by
professionals. The result of this research study indicated that there was no proper ethical
guideline for the software development phases. Moreover, there was a lack of awareness
and knowledge of the available ACM/IEEE code of ethics. This research worked as an
opening door to adapt the ACM/IEEE codes of ethics for the need to consider ethical
practices explicitly in the software development process. However, the researchers did not
make any modifications to the ACM/IEEE code of ethics. Simply they directly took the
ACM/IEEE codes of ethics and classified them according to lifecycle phases. This does not
make the code detailed and clear. Moreover, they did not have any justification for why
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they selected only four principles and left the other four out. Furthermore, the research
was carried out for a single company. To enhance the validation of the research results,
there should be more case studies in the research area. Generally, the work of AlAmmar
et al. [10,45] showed that further investigation should still be carried out to analyze the
greater ethical concerns in SDLC phases in a more detailed manner.

On the other hand, Thew and Sutcliffe [45] investigated three socio-political issues of
requirements engineering, specifically values, motivations, and emotions. They identified
the most important value concepts, motivations, and emotions for a requirements analysis.
As for the elicited requirements techniques, researchers employed interviews, workshops,
prototyping, and telephone conferences. To evaluate the proposed method, researchers
used case study and expert evaluations. The researchers proposed a method for analyzing
socio-political issues in the requirements engineering processes. In doing so, the method
complements the analysis of non-functional requirements. Furthermore, the proposed
method brought in new concerns found on the requirements engineering processes by
focusing on these three parameters. The results showed various issues regarding the
need for appropriate guidance for managing socio-political issues in the requirements
engineering process. However, Thew and Sutcliffe’s [45] research only focused on values,
which are relatively constant personal beliefs, and motivations, which are psychological
concepts associated with personal characters, and these may be observed as stakeholders’
long-term goals in requirements engineering. From this, we observe two limitations of
this research. Firstly, the research did not look at the values and motivations of technical
persons, i.e., software engineers. Secondly, the ethical values of stakeholders as well as
software engineers in the context of requirements engineering has not yet been studied.

Rashid et al. [46] assessed the ethics of software engineering in a digital world. The
authors stated that software engineering exercises and practices should explicitly integrate
ethical concerns. We are living in a globally growing digital world, in which various tech-
nologies are pervasively accessible. This enhances ease of use and collective communication.
However, such technologies also have negative impacts; they raise many ethical concerns,
such as privacy, monitoring, and data protection, to name a few. The digital world has
many benefits for the public; nevertheless, it also causes numerous unethical activities. The
authors also stated this situation, i.e., the problem of a single technology having the ability
to bring about both good and bad, as a dual-use dilemma. To demonstrate the concept
of dual-use dilemma in the context of the digital world, the authors took three sample
applications: Google maps; chat rooms and peer-to-peer networks; and Facebook. They
stated that the dual-use dilemma emerges because the same single technology has, every so
often, the possibility of being used for harm as well as for good. As stated by the authors,
instead of a simple comparison of the benefits and drawbacks of technology, software engi-
neers should investigate critically and deeply the damaging ethical concerns of individual
software engineering technology. Moreover, they should search for alternative solutions,
approaches, and/or methods for the dual-use dilemma for the corresponding technology.

Similarly, Cemiloglu et al. [47] investigated the ethical requirements for addictive
technologies, in the case of online gambling. As a research methodology, they used Reno
Model I-V. Through their study, they identified three categories of ethical requirements
for gambling: creating an environment that supports informed choice; monitoring user
data to identify risk factors; and introducing measures to tackle problematic behavior. As a
contribution, this research work may give initial insights for software developers regarding
the ethical requirements for addictive technology, specifically for gambling. Nevertheless,
there are some limitations of the research. Firstly, the work did not give focus on how such
addictive technologies should be developed. Prior to making it available for use, the ethical
requirements of software should be assessed and investigated. Secondly, the research
only focuses on one addictive technology: gambling. To address ethical requirements for
many software technologies once, more work should be conducted to come up with a
comprehensive reference model as well as a framework or guideline.
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Additionally, Ali et al. [48] explored digital addiction labels as requirements of emerg-
ing technology. The researchers explore the duty of software industries to make their
users aware of the possibilities of the addictive natures of software products and artifacts.
Similarly, Alrobai et al. [49] examined the factors of digital addiction with respect to re-
quirements engineering. The researchers used an empirical investigation of the literature
to differentiate between the factors that cause digital addiction. To validate their findings,
they used discussion forums on the theme. The researchers offer the design of a mind map
and a model for the purpose of elucidating digital addiction problems in the context of
requirements engineering. The research findings showed that, directly or indirectly, the
cause for the existence of problems, including ethical problems, is intimately associated
with the requirements engineering phases of SDLC [49]. Both Ali et al. [48] and Alrobai
et al. [49] suggested the need for more work generally in software engineering, particularly
in requirements engineering ethics to address ever-increasing technological advances and
their associated challenges in the area, especially since requirements engineering is the
place in which users’ needs and values are collected and analyzed.

Whittle et al. [24] discovered the means of the integration of human values into
software development processes and proposed new methods for considering those values.
To investigate, the researchers used three real-life projects. The researchers used exploratory
research methodology. From their investigation, the researchers observed that, unlike
functional and non-functional requirements, which represent the “‘what’” and ‘how’ of
a software system, respectively, values represent the ‘why’ of a software system. As they
stated, as with quality requirements of software systems, great consideration should be
given to human values such as respect, empowerment, transparency, and community
responsibility, among others. Technical and non-technical solutions must go together jointly
to achieve solutions for the integration of human values in software development processes.
Nevertheless, the research work of Whittle et al. [24] mainly focuses on human values
rather than ethical values.

Paech and Kurt [50] argued the need for understanding users’ views of software.
Users could not discuss software in the same way that developers could. While users can
discuss the external view of software, developers must compare features of the software,
identify compliance to the software usability, and differentiate the constraints including
ethical values of it. The researchers proposed an intermediary communication language
(user view language) as a common ground for discussions among users and developers.
The emphasis of the proposed tool is to help users to more elaborate on the external view
of software as well as to assist developers, in order to better understand their views and
to map them into technical concepts. Nevertheless, this proposed work is not focused on
ethical values. Additionally, the researchers are not clearly showing the methodology used
to develop the proposed work.

Lurie and Shlomo [4] proposed an ethical framework that amalgamates software engi-
neers’ professional knowledge with their ethical responsibilities. The proposed framework
has three parts as SDLC phases, in which questions will be asked and answered by different
stakeholders, and a risk analysis. The main purpose of the research was to combine soft-
ware development lifecycles with the professional responsibilities of software engineers. As
the reviewers understand, the proposed work of Lurie and Shlomo [4] has both strengths
and weaknesses. As a strength, instead of having a standalone software engineering code of
ethics, this research demonstrates the possibilities of integrating both technical knowledge
with the professional code of ethics, regardless of the type of development methodologies.
However, as those authors mentioned, even though the framework is abstract at a high
level, the proposed work did not suggest the basic questions that should be answered
at each level. For example, we can see the yes/no questions that were prepared for the
requirements engineering phases. As indicated in their research, there are five yes/no
questions. These include questions concerning requirements decision-makers, functional
requirements, customers resistance, the existence of special negative consequences and
contradictory issues, and requirements prioritization, respectively. Nevertheless, by an-
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swering only these questions, it is difficult to address the ethical concerns of requirements
engineering. Additionally, none of these questions deal with nonfunctional and quality
requirements, including ethical requirements. Moreover, the researchers do not mention the
methods utilized to propose this framework as well as to validate the proposed framework.

Aydemir and Fabiano [10] introduced an ethics-aware software engineering method
which captures, analyses, and reflects stakeholders’ values regarding software artifacts
and software engineering processes. The proposed work aims to help stakeholders by
analyzing the ethical concerns of software artifacts and software engineering processes, their
pertinent value, and in danger entities such as developers and users. The proposed method
involves all stakeholders of software development projects. Additionally, the method is
proposed for all development process models as a plugin. In addition, it has five separate
phases including articulation, specification, implementation, verification, and validation.
Additionally, the method is proposed with four different enablers: awareness, conscious
valuing, ethics knowledge, and transparency. The proposed approach is interesting since
it introduces new concepts regarding ethics-aware software development approaches.
However, the work covers a wide range of cases. It deals with ethical concerns in the
software engineering discipline along with its focus on the entire stakeholders of a software
system, including developers, users, business organizations, and others. Additionally, the
proposed work discusses all life cycles of software development. These and others make
the proposed approach too broad. To achieve depth, ethical case-specific development
phases and specific target groups should be considered. Especially at the requirements
engineering phase, since it is the foundation of the others, a list of detailed ethical concerns,
with appropriate resolving mechanisms, should be provided.

Aside from the above-related works, there are lots of studies that were conducted
on social networks and requirements engineering [51–54]. From these studies, we can
understand the necessity of further research and investigations on requirements engineering
ethics in a variety of aspects.

As we see from all the above reviews, scholars investigated ethical aspects with
different viewpoints. In one or in another, all of them showed the need for more works
to investigate ethics requirements, generally in software engineering, and particularly
in requirements engineering. Nonetheless, all of them did not explicitly inspect ethical
value concerns of the requirements engineering processes in a detailed manner. Therefore,
the main task of this research was to investigate the ethical concerns of the requirements
engineering processes in a detailed manner. Using the results of this research, our next
work will address the identified problems through developing an ethical framework that
helps software developers to give a clear map concerning the integration of ethical concerns
in the requirements engineering phase of SDLC.

3. Research Methods Used
3.1. Introduction

This research investigates software companies that operate in Ethiopia. Among the
available software companies, we selected the participating companies purposely based
on the richness of the information they have and their willingness to be involved in this
research work. These companies ranged from small (having less than ten employees) to
large companies (having more than 100 employees) regarding development tasks. They
also have between 5 and 29 years of work experience.

Almost all the selected companies are engaged in the provision of affordable in-
formation technology (IT)-based solutions to any business enterprise and customers in
E-Government, enterprise resource planning, human resource management, inventory and
stock management, medical software, customer relationship management, mobile applica-
tions, etc. In this section, we discuss the preparation of data collecting tools, participants’
demographic information, data collection procedures, and data analysis techniques.
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3.2. Preparation of Data Collection Tools

Firstly, about fifteen interview questions were developed. Twelve professionals in
the field of computing evaluated these questions to check the questions’ validity. These
professionals are PhD holders and professors. Constructive and essential comments and
feedback were obtained from these scholars. The questions were modified using comments
and feedback from them. Finally, thirteen edited and modified interview questions and
five focus group discussion questions were used to gather the data.

3.3. Research Site and Participant Selection

This research investigates the ethical concerns of requirements engineering by taking
seven cases of software companies that operate in Addis Ababa, the capital of Ethiopia.
Among the available software companies, we selected the participating companies using
purposive sampling based on the richness of the information they have and their willing-
ness to be involved in this research work. These participating companies ranged from small
(having less than ten employees) to large companies (having more than 100 employees)
regarding development tasks. For confidentiality purposes, we used codes for the par-
ticipating companies. Except for one company, which has five years of experience, most
of them are well-experienced and have more than eight years of experience. The oldest
company, company B, has twenty-nine years of experience in developing software products
and services. In general, the years of experience ranged from five, only one company, to
twenty-nine years. Companies A, B, C, D, and F have been in the industry from sixteen to
twenty-nine years. The youngest company, company E, has only five years of experience.
On the other hand, company G has more than ten years of experience.

Table 2 gives information about the involved software companies and participants.

Table 2. Software companies and participants.

Company Code Years of Experience No. of Participants Participants’ Job Titles No. Employees

A 19 years 3
Chief Company Manager

9Requirements Engineering Team
Leader
Requirement Engineers

B 29 years 7

Chief Company Manager

628
Requirements Engineer Consultant
and Project Manager
Requirements Team Leader
Requirements Engineer

C 20 years 3
Middle-Level Manager

12Software Developer

D 16 Years 3
ICT Director

501Team Leaders
Developers

E 5 Years 2
Team Leader

6Software Developers

F 17 years 16
Director for Security Department

Above 3000Business Analysts
Requirements Engineers

G 10 Years 1 Software Developer 3

As shown in Table 2, the participating companies have different sizes and years of
experience. This helped us to make the research results applicable to various types of
software-developing companies in terms of their size and maturity levels.

In this research, the participating companies and individuals are selected for purposive
sampling. The seven participating case companies are selected in accordance with the rich-
ness of the information they have and their willingness to participate in the research. In the
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research, small, medium, and large software companies are considered. After selecting the
companies, thirty-five willing experts who have theoretical as well as practical experiences
and knowledge of software development, particularly requirements engineering processes,
were selected.

Among the 35 participants, 62.9% (22) of them were male and the remaining 37.1%
(13) were female. The age of the participants ranged from 25 to 50 years old. Additionally,
most participants had worked in his/her employer software companies for more than
five years. Regarding participants’ qualifications, 2.9% (1 participant) had a PhD, 71.4%
(25 participants) had MSCs, and the remaining 25.7% (9 participants) were BSC holders
in computer science, software engineering, and information systems. Table 3 depicts the
demographic information of the participants.

Table 3. Participants’ Demographic Information.

Variables Category Number of Participants Percentage (%)

Gender
Male 22 62.9%

Female 13 37.1%

Age

From 20–35 9 25.72%

From 36–50 22 62.86%

Above 50 4 11.43%

Educational Level

BSC 9 25.7%

MSC 25 71.4%

PhD 1 2.9%

Years of Experience

1 year 3 8.57%

5 years 3 8.57%

7 years 4 11.43%

8 years 3 8.57%

9 years 8 22.86%

Above 14 years 14 40%

3.4. Data Collection Procedure

To answer the research questions, we designed interview and focus group discussion
questions. In the beginning, we developed fifteen interview questions and five focus
group discussion questions. Most of the interview and focus group discussion questions
were similar. However, we used them to triangulate the results and to achieve valid and
representative data from the participants.

The questions addressed ethical concerns during the requirements engineering phases
of SDLC. The interview was audio-recorded, with the average length of the interview being
45 min. During the interview sessions, we used probing questions to discover relevant
ethical concerns in a detailed manner. We conducted two focus group discussions with
four members each. On average, each of the focus group discussions took an hour. These
focus group discussions were very open and interactive sessions. Moreover, before starting
the interview, as well as the focus group discussion questions, each participant agreed and
signed a consent form.

The interview and focus group discussion questions were designed in accordance
with the research questions. The research has three research questions. Here, we discuss
each of the research questions with respect to the designed data collection tools.

The first research question investigates the practices of software companies regarding
ethical concern considerations during requirements engineering processes. To carry out this,
three interview questions (interview questions 2, 3, and 4) and two focus group discussion
questions (focus group discussion questions 2 and 5) were designed. These questions
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helped to assess the practices of software companies in their utilization of professional
codes of conduct, guidelines, and the way they were exercised in day-to-day activities to
take into account the ethical issues of requirements engineering.

The second research question addressed the fundamental ethical concerns that should
be considered during requirements engineering processes. To answer this research question,
we designed five interview questions (questions 5, 6, 8, 9, and 10) and two focus group
discussion questions (questions 2 and 4). The findings from this investigation are discussed
under Section 4.3.

The third research question investigates whether there are methods/techniques that
companies use to identify ethical concerns during the requirements engineering processes.
To gather data through this research question, three interview questions (questions 7, 11,
and 12) and one focus group discussion question (question 3) were developed. The findings
from this investigation are indicated in Section 4.4. Sample interview and focus group
discussion questions are indicated in Appendix A.

3.5. Data Analysis

To identify the important concepts of the findings, the collected data were transcribed
and read repeatedly. The data were organized to make them suitable for analysis. To
analyze the collected data, four qualitative coding strategies were used. In this research,
before conducting a detailed analysis, we used holistic coding. This coding strategy is
used for grasping the main themes and categories that are generated from the data. This
coding technique helped us to obtain the overall sense of content and to prepare part of the
data for further coding and categorization processes. Moreover, we used initial coding to
examine each part of the data closely. Then, we generated initial codes from each distinct
section of the data. In addition to the above-mentioned strategies, by using in vivo coding,
some important actual words of the respondents were taken as they are. Furthermore,
we used attribute coding to discuss the participating software companies and individual
participants’ demographic information.

4. Findings with respect to the Research Questions

By using the above coding strategies, we carried out different stages of the coding
process. In the first stage, we identified anchor code labels for each of the three research
questions. At that juncture, using holistic coding, the overall concepts of the corpus were
identified and coded with groups of data. Moreover, after catching up on the core points
of each group of data, we applied a detailed analysis of each word, phrase, and sentence
carefully. Then, in the second stage, relevant statements were coded, and they were put
under their respective anchor codes. Additionally, some vital actual statements of the
respondents were taken directly using in vivo coding. In the third stage of the coding
process, the list of initial codes was compiled. In the fourth stage, these codes are grouped
based on the anchor codes or based on the research questions. In the fifth stage, each code
is depicted with its respective frequencies. In the sixth stage, categories are generated and
examined to develop themes that address the research questions. Finally, we obtained
major themes from the research findings. In this section, we present the major findings of
the research corresponding to each theme.

4.1. Importance

The first concern was investigating the awareness of participants regarding the im-
portance of clearly considering ethical concerns during software requirements engineering
processes. Regarding this, all the participants replied that clearly considering ethical con-
cerns during requirements engineering processes is essential. Mainly, the participants
discussed two major categories. These are considering ethics in requirements engineering
processes, which help to obtain high-quality software and minimize ethical concern vio-
lations. This implies that if we consider ethical concerns in the early stage of the system
development life cycle, it is possible to ensure privacy and security issues, enhance software
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project success, refine artifacts, and enhance ease to use, enabling the retrieval of in-depth
information, and so on. Additionally, considering ethical concerns helps to minimize ethical
violations. This indicates that considering ethical concerns helps us to elude deceptive
requirements, protect confidentiality, respect social values, and find complete requirements,
and so on. In this regard, we indicate a few respondents’ responses as follows.

One respondent replied that “Requirements engineering is the first phase of system
development, and it is a foundation. As a result, if there is something wrongly done in
this phase, the problem will be reflected in the design, architecture, and all other phases of
SDLC. Besides, the problem done in this phase will have a high impact on the other phases.
As a result, requirement engineering is the foundation for other phases, and it is a very
critical one.” As he said, “there is one saying, ‘a well understood problem is half done.’ So,
we have to work carefully and with great effort to get valuable and quality software.”

Similarly, the other respondent said, “Of course considering ethical concerns have
many benefits. In requirements gathering activities, the more we go into detail the more
information we will obtain. Nevertheless, this is not exercised practically. Only functional
requirements have got high focus and will be gathered in most situations.”

Additionally, the other respondent said that “Considering ethical concerns helps to
avoid requirements duplications, to give priority and attention to critical ethical issues
according to organizational behavior, needs and wants. . . . ”

“Considering ethics in requirements engineering helps us to respect social value, to
empower customers, to protect confidentiality and privacy issues, to protect unauthorized
access of information, to avoid unnecessary and unwanted requirements, to avoid deceptive
requirements, and so on. However, as I know there are no laws/rules/regulations, which
make developers accountable for their products. There is no legal ground to punish those
developers who omit ethical concerns and issues. Something should be done to make
developers liable for their faults. That thing may be a procedure, policy, or something else.
There should be legal procedures, which enforce the inclusion of ethical concerns and the
accountability of software developers.”

4.2. Practices

We were inspired to conduct this research to investigate the ethical concerns of soft-
ware requirements. This research has its own research objectives and research questions
that should be answered. The main objective of the research was to investigate the ethical
concerns of requirements engineering and have these propose a framework for require-
ments engineering ethics as the future investigation that will be follow this research. The
first research question, “How are software engineers practicing the integration of ethical
concerns of software during requirements engineering processes?” is answered by perform-
ing research objective one: “Investigate how ethical concerns are being put into practice
during RE.”

To investigate the practices of software engineers in the direction of integrating ethical
concerns during requirements engineering, we assessed software-developing companies.
In this regard, the practice was assessed with respect to industry practices, the usage of
professional responsibility code of conduct standards, and guideline utilization practices.
Regarding industry practices, except one, all the participating companies have a traditional
way of carrying out requirements engineering processes. The single company is trying to
focus on the early identification of ethical concerns, especially security aspects of ethics dur-
ing the requirements engineering processes. Some of the manners in which this company is
practicing include ensuring security issues by paying great attention to them. Additionally,
the company is using issue-tracking software (such as requirements traceability matrices
and document matrices) for filtering requirements. Further, this company is dividing de-
partments in accordance with employees’ specialization, such as business analysts, solution
engineers, database designers, developers, and architects. In this regard, respondents
replied, “this helps us to improve our performance and to produce quality software”.
Regarding the use of professional responsibility code of conduct standards, respondents of



Software 2022, 1 44

six companies replied that they do not have any professional responsibility standards of
systems development that they follow in their day-to-day work. One company claimed
that it uses the IEEE code of ethics via the customization for requirements engineering.
However, some employees of this company said, “We have not” and others stated only
limited practices of IEEE. Similarly, almost all the companies, except company F, stated
that they currently do not have any guidelines in place for considering ethical concerns
throughout software development lifecycles.

In general, the findings refer to the absence of industry practices, professional responsi-
bility code of conduct standards, and other guidelines within the companies for integrating
the ethical concerns of software during requirements engineering processes.

4.3. Fundamental Ethical Concerns

The second research question, “What are indispensable ethical concerns of software,
which should consider explicitly during requirements engineering processes?”, is addressed
through research objective two: “Find out ethical concerns which should be clearly inte-
grated with requirements engineering processes”. This objective is achieved through inves-
tigating fundamental ethical concerns (interview question five and focus group discussion
question four), factors/hindrances of being ethical (interview question six), assessing the
time taken up by hard challenges during their software development (interview question
ten), and exploring the main ethical violations that occurred during software develop-
ment (focus group discussion question two). With regard to this research question, we
received two broad groups (themes) of problems. The first theme entails problems that
are very critical, i.e., serious problems associated with ethical concerns of requirements
engineering. We named this theme “fundamental ethical concern theme”, which covers the
critical ethical concerns obtained from participants during interviewing and focus group
discussion sessions.

Regarding these different opinions and reflections observed among the many discus-
sions of participants, we present here only a few.

One participant said that ethical concerns could be categorized under nonfunctional
requirements. He said, “Nonfunctional requirements are very vague to capture them,
they are costly to test them. Users could not identify them correctly. Since there are
these and other similar problems, taking non-functional requirements as a requirement are
very challenging.” Furthermore, he replied that in our country context, even functional
requirements are not stable. Having these unstable functional requirements taking non-
functional requirements such as ethical concerns is a very difficult task. This is because it
requires capacity in finance, platform, and other aspects.

The other respondent stated that most of the ethical concerns are personal. That
means they are related to the way a person acts. As he said, “The challenge regarding
requirements engineering is that in most cases, even though there are frameworks and
guidelines, practically the proposed framework is not used. The other challenge is lack
of knowledge both from the customers’ and business analysts’/requirements engineers’
side. The ability to identify requirements, to hear, to gather, and to appropriately document
those requirements is a very challenging problem. Besides, from the customer side, they do
not know how their business is doing.”

Another participant said, “The fundamental challenge during requirements engineer-
ing is the frustration of customers to use an automated system. Because they assumed that
automation might cause them to lose their jobs, might cause overload (workload), bring
them towards it. Due to this, when they are asked to give requirements, they could not be
willing to give the real requirements (both functional and non-functional requirements).
They hide every piece of asked information. In addition, unclear business process, ambigu-
ous requirements, unfulfilled infrastructure, and usage of outdated tools and technologies
are the other ethical concerns that I observed.”

In the same way, the other person said, “Customers might not be willing to give all
necessary formats, documents, and reports. There is a tendency to hide them. Some of
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them may be due to lack of knowledge, but most of them do it purposely for some reasons,
such as some of them may be afraid to be jobless because of automation, some of them may
lose unnecessary benefits associated with corruption, etc. . . . ”

In general, in the analysis, we found fundamental ethical concerns and grouped them
into six categories: requirements of identification problems, quality-related problems, per-
forming unpermitted activities, unwillingness to give requirements, knowledge gaps, and
lack of legal grounds/rules for accountability. The corresponding codes of some of require-
ments identification problems include insufficient requirements engineering processes,
incomplete requirements, lack of attention, focusing only on functional requirements, not
identifying “to be” requirements, not identifying the real needs and wants of customers,
unclear requirements, the presence of ambiguous requirements, omitting requirements, etc.

The other category under this theme is quality-related problems. In addition to
requirements identification problems during data collection, we obtained problems, which
were associated with quality. Some of those include security concerns, privacy concerns,
cyber-attacks, confidentiality issues, usability issues, and others. Furthermore, performing
unpermitted activities is another category. As most of the respondents stated, there are
many unethical activities within software companies, such as lack of honesty in work,
carelessness, adding evil code to source code, plagiarism, and so on.

The other category under this theme, fundamental ethical concerns, is an unwillingness
to give appropriate requirements to engineers. From the customer’s perspective, many
of the customers become reluctant to give necessary data of the intended system. As
mentioned above, this is the main problem from the customer’s perspective. Some of
the codes under this category are unwilling to give clear, real, appropriate, and precise
requirements, being impure and too complex requirements.

The other one is the lack of legal grounds/rules for accountability. This category
shows the absence of rules and regulations for software development in the country. As
respondents of company E said, “We are rendering services for service giving organizations.
However, in practice, this is too difficult and challenging. Because we develop services,
and we give that package to service provider companies. Those companies may make the
consent manually/by hand or orally and they may send authorized messages without an
agreement to get wrong benefits from that person . . . ”. Additionally, as they said, “As
we know, there are no laws/rules/regulations which make developers accountable for
their product. There is no legal ground to punish those developers who violate ethical
concerns and issues. Hence, there should be something that makes developers liable for
their unethical activities. That thing may be a procedure, policy, or other. There should be
legal procedures which enforce the inclusion of ethical concerns and the accountability of
software developers.”

The last but not the least category is the knowledge gap. As discussed above, there is
a lack of knowledge about both technical people and customers.

The second theme which is obtained here is management-related problems. Management-
related problems are problems that are obtained during data analysis. This theme is inclined
towards software project management issues. Different concerns are discussed in this. To
mention only the two of the problems, frequent change requests and being reluctant to
make changes, are the major ones. Lots of concerns are identified under these categories
including scope creeping, conflicts due to differences of interests, denial of agreements,
unwillingness to accept the artifact, unclear business problems, weak requirements change
management, etc.

4.4. Methods

The third research question, “What are the methods/techniques that can be used to de-
termine the upholding of ethical concerns along with requirements engineering processes?”,
deals with methods/techniques. Research objective three, “explore methods which are
used by software companies to identify ethical concerns for the purpose of ensuring the
inclusion of all the necessary ethical parameters for requirements engineering”, helps to
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answer this question. In the research findings, the presence/absence of ethical concern
methods/techniques, identification methods, and checking mechanisms become necessary.
Therefore, before determining and proposing relevant methods for ethical concerns, we
investigated them via interview questions seven, eleven, and twelve. Additionally, we used
focus group discussion questions two point three (2.3) and question three.

Under this theme, the methods, presence, or absence of ethical concern identification
methods were investigated. Most companies do not have any specified methods to identify
ethical concerns during requirements engineering processes. As most of the respondents
said, they do not have any methods/checking mechanisms to do such things. Only a few of
the respondents mention some methods that they use during requirements engineering. A
few companies use some means of communications through discussions, workshops, and
prototyping using different techniques, for instance, user acceptance testing and checklists
and their own intuitive methods. Nevertheless, they mainly used these measures for
functional requirements. In most cases, they are not used for nonfunctional requirements,
specifically for ethical concerns. Generally, the research findings indicate that almost all
companies do not have well-established identification methods and checking mechanisms
whether ethical concerns are considered and incorporated during requirements engineering
processes or not.

To conclude, the following table, Table 4, depicts the summary of the major find-
ings/themes with their meaning.

Table 4. Summary of key findings.

Themes Meaning of Themes Sample Summarized Findings under Each Theme

Importance
This means the importance of clearly considering
ethical concerns during software requirements
engineering processes.

• Helps to obtain quality software (helps to ensure
privacy and security issues, enhances software
project success, obtains refined artifacts,
enhances ease to use, and so on.)

• Helps to minimize ethical concern violation (such
as to elude deceptive requirements, protect
confidentiality, respect social values, etc.)

Practice

It shows the practice of software companies
regarding industry practices, usage of professional
responsibility code of conduct standards, and
guideline utilization practices.

• Limited practice (on professional code of ethics
only by one participant company).

• Do not have guidelines and/or standards.

Fundamental
ethical concerns Refers to basic obtained ethical concern problems.

• Requirements identification problems;
quality-related problems; performing
unpermitted activities; unwillingness to give
requirements; knowledge gap; lack of legal
grounds/rules for accountability

Management
related problems

Problems that are associated with software
project management.

• Frequent change request.
• Be reluctant with changes.

Methods

Refers to the methods/techniques used by
sampled software companies to identify ethical
concerns during requirements
engineering processes.

• Absence of methods.
• Little practice only by a few companies using

traditional practices.

5. Discussions

In general, this research has its own objectives and research questions. The three
research questions are set as follows:

1. How are software engineers practicing the integration of ethical concerns of software
during requirements engineering processes?
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2. What are the indispensable ethical concerns of software, which should be considered
explicitly during requirements engineering processes?

3. What are the methods that can be used to determine the upholding of some serious
ethical concerns in requirements engineering processes?

To answer the first research question, we investigate the practices of software industries
with respect to industry practice, the consumption of professional responsibility code of
conduct standards, and the utilization of any ethical guidelines in place to consider ethical
concerns. As discussed above in the research findings in Section 4.2, the case companies in
Ethiopia do not have a well-organized way of identifying and integrating ethical concerns
during requirements engineering processes. Most of them did not use any guidelines as
well as any professional code of conduct standards for the integration of ethical concerns
during the early phase of SDLC. Instead of this, most of the respondents suggested the
need for clear guidelines, standards, rules, and policies for the incorporation of ethical
concerns during requirements engineering processes at a national level.

Moreover, the second research question is “What are indispensable ethical concerns
of software, which should be considered explicitly during requirements engineering pro-
cesses?”. Research objective two, “To find out ethical concerns which should be clearly
integrated with requirements engineering processes”, is accomplished via interviews and
focus group discussions. This objective was achieved through investigating fundamental
ethical concerns, factors/hindrances to being ethical, assessing the time spent on hard
challenges during software development, and exploring the main ethical violations that
occurred during software development. Using these parameters, we found two broad
groups of themes. These themes are fundamental ethical concerns and management-related
problems. As discussed under Section 4.3, there are lots of identified issues in each theme.

Furthermore, the third research question, “What are the methods that can be used to
determine the upholding of some serious ethical concerns in requirements engineering
processes?” deals with methods. In the research, finding the presence/absence of ethical
concerns, identification methods, and checking mechanisms become necessary. There-
fore, before determining and proposing relevant methods for ethical concerns, we are
investigating the available methods and techniques to identify ethical concerns in those
case companies. The research finding showed that most companies do not have methods
and other well-organized identification means for ethical concerns during requirements
engineering processes. As discussed, they are using a traditional way of identification
techniques that we used for functional requirements such as prototyping, discussions, and
workshops. Only one company, company “F”, is trying to use some techniques to identify
ethical concerns during requirements engineering processes such as traceability matrices
and Jira tools. However, these techniques and tools do not use specific to nonfunctional
requirements; they are used to check functional requirements too. This implies that in the
case software companies, there is no specific method for measuring ethical concerns during
requirements engineering processes.

With these research findings, our next task will be to propose an ethical framework
with its appropriate components and methods for requirements engineering processes.

6. Conclusions and Future Work

Harmonizing ethical concerns is a difficult activity. In this regard, software engineers
have the influential power to consider the ethical allegations of precise software design
alternatives. The field of software engineering and ethical concerns should be integrated to
develop useful software that exercises ethical awareness in software engineering practices
and artifacts [40]. During software development, clearly considering ethical concerns is
very useful for integrating both the technical and ethical issues of the software artifact.
Software engineers are accountable for their profession and society at large [4,10]. Even
though various approaches differ significantly in terms of their ability to deal with ethical
issues, it is possible to apply ethics in the overall approaches of systems design [10].
Requirements engineering is the SDLC foundation phase [12,14]. At the same time, this
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phase is exposed to many ethical violations. There are many cases in which requirements
engineering becomes unethical [18–21].

So, in this research, we investigated the ethical issues of requirements engineering in
the real settings of software industries. We took seven software industries from different
sizes (small, medium, and large sizes) and maturity levels (with different years of experi-
ence), and data collection tools, interviewing, and focus group discussions were used in
our study. To select companies and individual participants from each company, we also
used purposive sampling techniques. Additionally, to analyze the collected data, we used
qualitative data analysis techniques including holistic coding, initial coding, in vivo coding,
and attribute coding strategies.

Through clear identification of the ethical concerns of requirements engineering and
their consideration in the early phases of SDLC, requirements engineering, we can get
quality software artifacts and services and minimizes the occurrences of ethical violations.
In this research, the importance of considering ethics, practices of software industries,
methods used to identify ethical issues, and fundamental ethical problems of requirements
engineering were investigated. The results of the research showed that considering ethics in
the early phases of SDLC is essential for obtaining high-quality software products and/or
services and for minimizing the occurrences of ethical violations. However, the research
findings showed the absence of industry practices, professional responsibility code of
conduct standards, and other guidelines within the companies for integrating the ethical
concerns of software during requirements engineering processes. The findings also indicate
that almost all companies do not have any identification methods and checking mechanisms,
whether ethical concerns are considered and incorporated or not. The major identified
issues include requirements identification problems (such as insufficient requirements
engineering process, incomplete requirements, focusing only on functional requirements,
etc.); quality-related problems (such as security concerns, privacy concerns, cyber-attacks,
confidentiality issues, and so on); performing unpermitted activities (for instance lack
of honesty on at work, carelessness, adding evil codes to source codes, plagiarism, and
so forth); unwillingness to give requirements (such as unwillingness to give clear, real,
appropriate and precise requirements); knowledge gaps (such as frequent change requests
and reluctance with changes); and a lack of legal ground/rules for accountability.

In general, the findings showed the absence of industry practices, professional re-
sponsibility code of conduct standards, and other guidelines within the companies for
integrating ethical concerns of software during requirements engineering processes. They
also indicate that almost all companies do not have any identification methods and checking
mechanisms whether ethical concerns are considered and incorporated or not. Moreover, in
the analysis, we found fundamental ethical concerns which are grouped into six categories
as requirements identification problems, quality-related problems, performing unpermit-
ted activities, unwillingness to give requirements, knowledge gaps, and the lack of legal
grounds/rules for accountability.

Propose an ethical framework for requirements engineering which helps as a clear
map concerning the integration of ethical concerns in the requirements engineering phases
of SDLC. Our future proposed work will help software engineers to contribute to their
profession in a usable way, both for the stakeholder of the software artifact and for the
public at large. Additionally, it will help them to safeguard from undertaking unethical
activities and practices, which, consequently, will bring many challenges for their career
and personality.
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Appendix A. Data Gathering Instruments (Only Sample Questions)

I. Interview Questions

A. Script Prior to the Interview Session

Dear Respondents/Participants

B. Review of Consent Form Aspects and Background Notes

Participant’s code: ____________

C. About You ________________
Would you tell me please:

i. Your name__________________

ii. Gender: Male � Female �

iii. Age: From 20–35 � From 36–50 � From 36–50 �

iv. Name of your software company you engaged in _________________________

v. What is your role in the company? _________________________

vi. Qualification (educational level)

BSC � MSC � PhD �
Other Specify
_____________

vii. Field of study? ___________________________________________________

viii. How long have you have been working as Software Engineer? _________________________

www.cost.eu
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D. Interview Questions

1. Can you please tell me, from your perspective, the importance of clearly considering ethical
concerns during software requirements engineering processes?

2. In your company, in what manner is ethics being practiced carrying out requirements
engineering processes?

3. Which professional responsibilities related to ethical concerns for software requirements
engineering processes of SDLC do you practice in your day-to-day activities?

4. Do you currently follow any guidelines in place for considering ethical concerns throughout
software development lifecycles?

5. During requirements engineering processes which fundamental ethical concerns are
you considering?

E. Focus Group Discussion Questions

1. What do you think about the concept of ethical concerns in requirements engineering
processes?

2. In your company, in what manner is ethics being practiced carrying out requirements
engineering processes?

2.1 In your view, how have the main ethical violations occurred during software
requirements engineering processes?

2.2 What are those violations?

3. What methods have you used to identify ethical concerns for requirements
engineering processes?

3.1 Why did you choose these methods?
3.2 How did you make the decision to use these methods?
3.3 What did you like about these methods?
3.4 What did you not like about these methods?
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