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Abstract

Microservice-based systems evolve continuously through API changes, service splits and
merges, dependency churn, and deployment-topology drift driven by DevOps practices.
This rapid evolution erodes the assumptions encoded in formal models, test suites, and
architectural descriptions, leaving practitioners with limited guidance on how to keep
verification artifacts aligned with evolving implementations. Prior surveys cover mi-
croservices design, deployment, performance, and isolated verification techniques, but,
to our knowledge, none consolidate the intersection of evolution and formal/rigorous
verification, nor map how repository-derived signals and CI/CD pipelines support contin-
uous verification of microservice-based systems. This paper addresses that gap through
a systematic literature review (SLR). Following the Kitchenham et al. guidelines and
PRISMA-style reporting, we defined a review protocol with four research questions cov-
ering (i) formal modeling and verification approaches, (ii) the impact of architectural and
API evolution on verifiability, (iii) repository-derived signals for updating formal artifacts,
and (iv) continuous and incremental verification in CI/CD pipelines. Structured searches
in IEEE Xplore, ACM Digital Library, SpringerLink, and Scopus returned 1187 records,
which were screened in seven stages and reduced to 18 included studies (13 primary
studies that supply evidence and five background studies retained for transparency and
framing) through inclusion/exclusion criteria and a weighted 15-item quality-assessment
instrument. We synthesized the included studies thematically and compared them along
five dimensions: verification technique, evolution dimension, automation level, empirical
evidence, and tool/artifact availability. The synthesis shows that actor-based model check-
ing, TLAT control-plane verification, static code analysis, continuous certification, and
runtime/self-adaptive testing form five complementary clusters, but empirical evaluation
is dominated by small academic case studies, only a minority of approaches automate
model updates from repository signals, and few are integrated end-to-end into CI/CD. We
discuss methodological limitations of the body of work, including a lack of industrial-scale
validation and shared datasets, contrast intrinsic (build-time, model-driven) and extrinsic
(recovery-based) verification strategies, and outline a research agenda toward repository-
aware, pipeline-integrated verification for evolving microservices. The present synthesis
distils a set of immediate, evidence-based actions for practitioners together with a focused
agenda of open research challenges.

Keywords: microservices; architecture evolution; API evolution; formal verification; model
checking; petri nets; TLA+; alloy; session types; SMT; CI/CD
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1. Introduction

Microservice-based architecture has become a dominant style for building cloud-native
systems. An application is decomposed into small, independently deployable services
that communicate over lightweight protocols and are typically deployed in containers
or managed platforms such as Kubernetes. This style promises benefits in scalability,
deployability, and team autonomy, but it also amplifies the challenge of reasoning about
system behavior as the architecture evolves.

In practice, microservice-based systems evolve continuously: services are split or
merged, APIs change, dependencies are added or removed, and deployment topologies
drift over time. These changes are often driven by frequent releases and DevOps practices,
which compress the time available for assurance activities and make it hard to ensure
that safety, consistency, or protocol properties continue to hold after each modification.
Traditional testing techniques alone are often insufficient to expose subtle interaction faults,
race conditions, or protocol violations in large, distributed microservice systems. Formal
and rigorous verification techniques (e.g., model checking, SMT-based analysis, Petri nets,
session types, TLA™) offer a complementary way to establish such properties, but applying
them to microservices is hard: models must deal with asynchronous communication,
dynamic discovery, partial failures, and need to be re-validated as services and APIs evolve,
ideally inside the CI/CD pipelines that engineers already use.

1.1. Research Gap

No prior secondary study covers the intersection of microservice evolution and formal
verification with repository-derived signals and CI/CD integration; we substantiate this
claim by tabulating, in Table 1, what each of the five most closely related surveys covers and
what it omits. (i) Cerny et al. [1] taxonomize microservice architecture but do not address
verification. (ii) Ferrara et al. [2] survey software verification broadly but do not focus
on microservices or evolution. (iii) Khamespanah and Jaghoori [3] survey two decades
of actor-based model checking with Rebeca, but only one modeling tradition is in scope.
(iv) Soares et al. [4] review continuous evaluation of software architectures, but their focus is
architectural quality attributes rather than formal verification. (v) Mampage et al. [5] survey
serverless resource management, with verification out of scope. As a result, practitioners
and researchers lack a consolidated view of (a) which formal techniques have been applied
specifically to microservices, (b) how those techniques cope with architectural and API
evolution, (c) how artifact- and repository-derived signals are used to keep formal artifacts
in sync with code, and (d) how (or whether) such verification is being integrated into
CI/CD. These four gaps are the unique focus of our review and directly motivate the four
research questions stated below.

Table 1. Adjacent surveys and the gap each leaves with respect to microservice formal verification
under evolution.

Adjacent Survey

Scope Gap with Respect to This Review

Cerny et al. (2018) [1]

Ferrara et al. (2024) [2]

Khamespanah & Jaghoori (2025) [3]

Soares et al. (2023) [4]

Mampage et al. (2022) [5]

Does not cover formal verification,

Conceptual taxonomy of microservice architecture repository-derived signals, or CI/CD integration.

Software verification overview (model checking, Not specific to microservices; does not address
theorem proving, SMT, static analysis) architectural or API evolution.

Two decades of actor-based model checking One modeling tradition only; not centered on
with Rebeca microservice evolution or repository signals.

Focuses on architectural quality attributes, not
formal/rigorous verification.

Verification out of scope; cloud-native operational
concerns only.

Continuous evaluation of software architectures

Serverless resource management taxonomy
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1.2. Research Questions and Their Connection to the Gap
We address the gap with four research questions, each tied to one facet of the problem:

¢ RQ1. Which formal modeling and verification approaches have been applied to
microservice-based systems, and what is reported about their effectiveness and scala-
bility? (Addresses gap a: cataloging techniques.)

*  RQ2. How does architectural or API evolution in microservice-based systems impact
verifiability, and what techniques mitigate these impacts? (Addresses gap b: evolution—
verification interaction.)

¢ RQ3. Which repository- or artifact-derived signals are used to infer or update formal
models or specifications? (Addresses gap c: keeping models in sync.)

¢ RQ4. What tools and pipelines support continuous or incremental formal verifica-
tion in CI/CD environments for microservice-based systems? (Addresses gap d:
pipeline integration.)

Together, the four RQs span the lifecycle of a formal verification artifact in an evolving
microservice system—from the technique used (RQ1), through the kind of change it must
survive (RQ2), the signals used to update it (RQ3), and the pipeline that exercises it on
every commit (RQ4).

1.3. Contributions
This paper makes the following contributions:

1. A PRISMA-style review protocol covering four digital libraries (IEEE Xplore, ACM Dig-
ital Library, SpringerLink, Scopus) with explicit inclusion/exclusion criteria and a
weighted 15-item quality-assessment instrument (Section 3).

2. A synthesis of 13 primary studies (with five background studies retained for context),
organized along five thematic clusters that map cleanly to the four research questions.

3. A cross-study comparison along five dimensions: verification technique, evolution
dimension, automation level, empirical evidence, and tool/artifact availability.

4. A discussion of intrinsic (build-time, model-driven) vs. extrinsic (recovery-based)
verification strategies as two complementary research paths, together with a research
agenda for repository-aware, pipeline-integrated verification.

The remainder of the paper is organized as follows. Section 2 provides background
on microservice evolution, formal verification, and DevOps. Section 3 presents the review
protocol. Section 4 synthesizes the included studies under each RQ. Section 5 discusses
cross-cutting findings, threats to validity are explored in Section 6, and Section 7 concludes.

2. Background
2.1. Microservice-Based Systems and Their Evolution

Microservice-based systems are intentionally designed to evolve. Following Lewis
and Fowler’s original characterization, services are independently deployable, owned
by autonomous teams, and free to adopt heterogeneous languages and data stores. As a
consequence, every commit can ship a new version of one or more services without
coordinated releases, and the system as a whole is in an almost continuous state of change.
The most common dimensions of evolution observed in the literature [1,6-8] are:

¢ APl evolution—breaking or non-breaking changes to REST or gRPC contracts, intro-
duction or removal of endpoints, and changes to request/response schemas.

¢ Architectural evolution—service splits and merges, the introduction of new patterns
(e.g., sagas, CQRS, sidecars), and changes in service-to-service communication style
(synchronous to event-driven).
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*  Dependency evolution—upgrades to libraries, sidecars, messaging brokers, or plat-
form components (e.g., a Kubernetes minor version or a service-mesh upgrade).

* Topology and deployment evolution—changes in scaling rules, placement, names-
paces, or the orchestration platform itself.

*  Architectural drift—unintentional divergence between the as-designed architecture
and the as-implemented one.

Each of these dimensions can invalidate assumptions baked into existing models, tests,
or specifications, which is why this paper places verification under evolution—i.e., verifica-
tion artifacts that must themselves be evolved—at the center of the review.

Traditional testing techniques alone are often insufficient to expose subtle interaction faults,
race conditions, or protocol violations that arise from this continuous change in large, distributed
microservice systems, which motivates the formal and rigorous techniques surveyed next.

2.2. Formal Verification and Rigorous Analysis Techniques

Formal verification uses mathematically precise models to reason system behavior
and to prove or refute desired properties (e.g., safety, liveness, security). Ferrara et al. [2]
provides a recent overview of software verification, positioning model checking, theo-
rem proving, SMT-based reasoning, and static analysis as complementary techniques that
address different scales and classes of systems. These techniques have a long history in
verifying concurrent and distributed systems, but their systematic application to cloud-
native and microservice-based architectures is still emerging. For microservices and other
message-driven architectures, actor-based modeling and model checking (e.g., Rebeca and
its toolchain) have been proposed to capture asynchronous communication, concurrency,
and deployment scenarios. Khamespanah and Jaghoori [3] survey two decades of actor
model checking with Rebeca and explicitly discuss how these techniques can be leveraged
for modern microservice-style systems that rely on message brokers such as Kafka. Other
lines of work use Petri nets for service composition and workflow modeling, temporal
logic and TLA+ style specifications for protocol correctness, SMT and satisfiability modulo
theories for configuration and constraint checking, and static analysis to derive architectural
models from code. Despite this variety, several gaps remain. First, much of the formal-
methods literature focuses on verifying fixed models or small case studies, with limited
consideration of continuous evolution, independent service releases, and rapidly chang-
ing deployment environments. Second, many existing approaches assume monolithic or
tightly controlled systems, whereas microservices emphasize polyglot stacks, heteroge-
neous infrastructures, and decentralized ownership. These gaps motivate a systematic
review of how formal and semi-formal techniques are being applied in practice to evolving
microservice-based and cloud-native systems.

2.3. Continuous Verification in DevOps and Cloud-Native Settings

Microservice architectures are typically developed and operated under DevOps and
continuous delivery (CD) practices. Continuous integration of pipelines, automated testing,
and rapid deployment enable frequent releases, but they also compress the time available
for assurance activities. Shahin et al. [9] show that adopting continuous delivery and de-
ployment significantly reshapes team structures, collaboration patterns, and responsibilities,
highlighting the need to rethink quality assurance as an ongoing socio-technical process
rather than a late-stage gate. Stillwell and Coutinho [10] describe DevOps workflows for
research projects in which automated testing and deployment pipelines are essential to
reproducibility and verification of experimental results. Within this context, “continuous
verification” and “continuous certification” approaches seek to integrate verification and
certification activities directly into DevOps pipelines. Anisetti et al. [11] propose a continu-
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ous certification methodology that integrates evidence collection, test-based assessment,
and re-certification into DevOps workflows. In related work Anisetti [12] uses test-based
security certification of composite services to automatically check whether service composi-
tions satisfy security properties, illustrating how formalized certification models can be
combined with automated testing and monitoring. At the architectural level, Soares et al. [4]
surveyed trends in continuous evaluation of software architectures, emphasizing the impor-
tance of recurring, evidence-based assessments of architectural qualities over the system
lifetime. Silva et al. [13] discuss self-adaptive testing in the field, where test activities are
dynamically adapted based on runtime observations, failures, and context changes. These
strands of research suggest that verification for microservice-based systems is moving from
a one-off activity performed before release toward ongoing feedback-driven processes
tightly coupled with CI/CD pipelines. However, the degree to which formal verification,
in a strict sense, is integrated into these pipelines, especially for evolving microservices,
remains unclear and is a central focus of our review. In parallel, the broader cloud-native
ecosystem has seen surveys and taxonomies on resource management and quality con-
cerns, such as Mampage et al.’s [5] holistic taxonomy resource management in serverless
computing. These works analyze how elasticity, scheduling, isolation, and cost models are
handled in practice, but they typically do not foreground formal verification of behavioral
properties or the impact of architectural evolution on verifiability.

2.4. LLM-Assisted Program Analysis and Its Relevance to Microservice Verification

This subsection situates our review against the recent and rapidly developing litera-
ture on LLM-assisted program analysis. None of the three works cited here were returned
by our systematic search (Section 3), because the search scope was deliberately restricted to
microservice-evolution and formal/rigorous verification; LLM-assisted analysis is included
only as forward-looking context for the research agenda in Section 7. Li et al. [14] integrate
LLMs with traditional static analysis for practical bug detection, using the LLM to propose
hypotheses that the static analyzer then validates. Wang et al. [15] survey LLM-assisted
program analysis and emphasize that LLM outputs must be cross-checked against sound
verification machinery. Cai et al. [16] demonstrate a project-scale C-to-Rust migration com-
bining program analysis and LLM-generated transformations. The artifacts surveyed in our
RQ3 (commits, API diffs, dependency manifests) are exactly the inputs that LLM-assisted
pipelines consume, suggesting that future repository-aware verification of microservices
may be hybrid (symbolic + LLM); however, any such hybrid would still depend on the
model-checking, type-system, and runtime-monitoring backends covered in RQ1 and RQ4.
We return to this point only in the research agenda (Section 7).

3. Methodology
3.1. Review Protocol and Research Questions

This study follows the systematic literature review guidelines of Kitchenham et al. [17]
and reports the screening process in a PRISMA-compatible flow (Figure 1). The methodol-
ogy was defined in a written review protocol that specifies, in order, the research questions,
search strategy, study selection criteria, quality-assessment instrument, data-extraction
form, and synthesis procedure. The protocol was developed during a scoping phase using
pilot queries on IEEE Xplore and the ACM Digital Library, then frozen before the full search.
All five authors took part in the review: two authors (R.G., E.E.) designed the protocol and
ran the searches; three authors (R.G., E.Z., S.D.) performed independent screening with
disagreements resolved by discussion and, when needed, adjudication by the senior author
(T.C.); one author (E.E.) coordinated quality assessment and data extraction; all authors
contributed to the synthesis.
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Stage Records Remaining (Excluded at This Stage)

S1 - Initial database retrieval 1187
52 — Proceedings/front-matter 1141  (—46)

removal

53 — Deduplication 814 (-327)

54 - Title & abstract screening 96  (-718)

S5 — Full-text reading 31 (-65)

56 — Quality assessment 17 (-14)

57 — Snowballing addition 18 (+1; 13 primary + 5 background)

Figure 1. PRISMA-style screening flow with the number of records remaining after each stage and
the number excluded.

The review is driven by the four research questions stated in the Introduction
(RQ1-RQ4). These RQs guided the design of search strings, screening criteria, and data-
extraction fields. In line with the Kitchenham guidelines, the contribution of this study
is an analytical synthesis of evidence reported in primary studies, not a new empirical
evaluation; the strength of the evidence supporting each finding is reported explicitly in
Section 5.

3.2. Literature Search Strategy
3.2.1. Choice of Digital Libraries

We searched four digital libraries: IEEE Xplore, ACM Digital Library, SpringerLink,
and Scopus. IEEE and ACM cover most of the primary software engineering and formal
methods venues. SpringerLink was added to cover the LNCS, ECSA, and Computing volumes
where much European software architecture and microservice work appears. Scopus was
added as a cross-cutting index that includes Elsevier, Wiley, and additional society venues,
providing coverage that would otherwise be missed by a search restricted to IEEE and ACM.
We deliberately did not query general search engines such as Google Scholar, which lack the
structured query operators required to reproduce a Boolean SLR search reliably.

3.2.2. Search Query Design
The final queries combined three concept clusters:

1. Microservices/cloud-native: "microservic*" OR "micro-servicex" OR "micro
servicex" OR MSA OR "cloud-native'".

2. Evolution/change: evolut* OR version* OR refactor* OR "api version*" OR
"api change*" OR compatib* OR migration OR drift.

3. Verification/formal analysis: verif* OR "formal verification" OR "model checking"
OR "runtime verification" OR "formal specification" OR "formal analysis"
OR "type system" OR "session typex*" OR SMT OR "TLA+" OR Alloy OR "Petri
net*" OR UPPAAL OR CSP OR Spin OR Promela.

The same Boolean structure was used in all four libraries, with library-specific syntax
adjustments documented in Table 2. The publication window was extended to 2009-2025
(originally announced as 20102025 but extended one year backward after the pilot revealed
that the foundational PlusCal/TLA™ paper by Lamport [18]—which is referenced by
several included studies—fell just outside the window; the change was applied uniformly
across all four databases). We acknowledge this adjustment explicitly because previous
versions of this manuscript reported the narrower window.
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Table 2. Study selection counts by database and Boolean query used.

Database Final Query (Concept Structure Simplified) Hits
("microservic*" OR "micro-service*" OR MSA) AND (evolut* OR version* OR refactor* OR "api

IEEE Xolore change*" OR migration) AND (verify* OR "formal verification" OR "model checking" OR "runtime 53

P verification" OR "type system" OR "session type*" OR SMT OR "TLA+" OR Alloy OR "Petri netx"

OR UPPAAL OR CSP OR Spin OR Promela), 2009-2025.
[A1l: "microservicex"] AND [All: evolut* OR "api evolution" OR "architecture evolution" OR

ACM Digital Library ~ co-evolution] AND [All: "model checking" OR "formal verification" OR tla+ OR uppaal OR alloy 592
OR "petri net*" OR "session typex" OR csp], 2009-2025.

SpringerLink Same concept structure adapted to Springer syntax; restricted to “Computer Science” subject and 312
journal/conference papers; 2009—-2025.
TITLE-ABS-KEY((microservice* OR "cloud-native") AND (evolut* OR "api change*" OR migration OR

Scopus drift) AND ("formal verification" OR "model checking" OR "runtime verification" OR "session 230
type*" OR "petri net*" OR tla+ OR alloy OR SMT)),2009-2025, articles and conference papers only.

Total 1187

The asymmetry between databases (ACM contributes far more hits than IEEE, mainly
because of broad All: field matching) was expected; the variation does not affect the

protocol because all hits are merged and deduplicated before screening. The disparity is

reported here transparently in response to reviewer feedback.

3.3. Inclusion/Exclusion Criteria

The inclusion and exclusion criteria were finalized after a pilot screening of 30 records.

Table 3 summarizes the final criteria. We deliberately exclude secondary literature reviews
that have microservice verification as their main topic (E3), to avoid double-counting evi-
dence. However, surveys and mapping studies on adjacent topics that supply background or
contextual evidence (e.g., the actor-model survey [3], the continuous-architecture-evaluation
survey [4], the serverless taxonomy [5], and the software-verification overview [2]) are re-
tained: they are used as background and reference material, not counted as primary evidence
in the synthesis tables. We make this distinction explicit here because earlier drafts of this

manuscript were inconsistent on this point.

Table 3. Inclusion and exclusion criteria.

Inclusion Criteria

Exclusion Criteria

I1 Study targets cloud-native or microservice-
based systems.

E1 Study targets physical networking, hardware, or fields
unrelated to cloud-native/distributed software.

I2 Study analyzes architectural, API, dependency,
or topology change in microservice-based systems.

E2 Study is not clearly related to at least one RQ.

I3 Study appears in a peer-reviewed journal, conference,
symposium, or workshop.

E3 Study is a secondary literature review whose primary
topic is microservice verification (used as background
only, not as primary evidence).

14 Study reports methods, tools, measurements,
or techniques for change/evolution analysis or
verification on microservice-based systems.

E4 Study is purely about fault or trace analysis for
runtime robustness, with no evolution or
maintenance angle.

I5 Study provides evidence through rigorous analysis,
experiment, case study, benchmark, or simulation.

E5 Study did not undergo peer-review (preprints,
magazines, theses, dissertations, books) unless used
as background.

E6 Study has been extended in another paper
already included.
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Primary vs. Background Classification

We retain a small number of secondary studies and foundational references in the cross-
study comparison and per-study summary tables (Section 3.6) for full transparency about
the corpus the searches returned, but they do not contribute to any quantitative summary
or to any RQ-level finding. The “Type” column in both tables distinguishes the 13 primary
studies from the 5 background studies: Cerny et al. (2018) [1], Ferrara et al. (2024) [2],
Soares et al. (2023) [4], Mampage et al. (2022) [5], and Lamport (2009) [18]. All distributions
in Section 3.6 and Figure 2 are computed over the 13 primary studies only. Background
studies appear in the Background section, in framing references in Section 4, and in the
gap analysis of Section 1.1; the survey by Khamespanah and Jaghoori [3], although outside
the included corpus, is similarly used only as a navigational aid for the actor-model line
of work.

Dimension Distribution Across the 13 Primary Studies

Static analysis / model-to-code consistency: 3; Model
checking with formal models (TLA™, TB nets): 2;
Runtime/ certification/testing: 5; Pipeline/process
empirical: 3.

Conceptual: 0; Small (1-3 services): 2; Medium (4-10): §;
Large/industrial: 3.

Verification technique

Empirical evidence

Automation level Manual: 2; Semi-automated: 5; Fully automated: 6.
Artifact availability Open-source: 5; Internal /none: 8.

2015-2017: 3; 2018-2020: 5; 2022-2025: 5 (monotone
Year coverage -

increase).

Figure 2. Quantitative distribution of the 13 primary studies along the extraction dimensions.
The five background studies (Cerny 2018 [1], Ferrara 2024 [2], Soares 2023 [4], Mampage 2022 [5],
Lamport 2009 [18]) are excluded from these counts.

3.4. Study Selection Process and Statistics

The study selection followed a seven-stage screening pipeline. The stages and their
per-stage counts are reported below and summarized in Figure 1.

e  Sl. Initial retrieval. Raw counts returned by the final queries: 53 (IEEE) + 592 (ACM) +
312 (Springer) + 230 (Scopus) = 1187 records.

e  S2. Proceedings removal. Front matter, prefaces, editorials, and entire “Proceedings
of...” volumes were filtered. In total, 1141 records remained.

*  53. Deduplication. All records were loaded into Zotero; duplicates were identified by
DOI and by title/author similarity, then merged. In total, 814 unique records remained.

e S4. Title and abstract filtering. Each record was screened by two authors against I1-15
and E1-E6, focusing on (i) microservice/cloud-native context, (ii) evolution or change,
and (iii) formal/rigorous verification. Disagreements were resolved by discussion. In
total, 96 records progressed.

e 55. Full-text reading. Full papers were read against all criteria. Studies lacking
microservice specificity (e.g., generic SOA without microservice context) or with
insufficient methodological detail were removed. In total, 31 records progressed.

*  56. Quality assessment. The weighted 15-item QA instrument (Section 3.5) was
applied. Studies with QA score < 0.5 were excluded unless they were uniquely
relevant to an RQ; in two such cases (Lamport [18], Cerny et al. [1]) we retained the
study and document the rationale in Section 6. In total, 17 records were retained.

* S7. Snowballing. Backward (reference list) and forward (cited-by) snowballing on
the 17 records yielded one additional study (Camilli [19]), which passed the same
pipeline. Final corpus: 18 included studies, comprising 13 primary studies that
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contribute evidence to the quantitative summaries and 5 background studies retained
for transparency and framing. Two of the background studies (Lamport [18] and
Cerny et al. (2018) [1]) scored below the 0.5 QA threshold but were retained in the
cross-study comparison table (Section 3.6) for navigational completeness because they
are referenced by primary studies; they do not contribute to any quantitative count.

Inter-Rater Agreement and Disagreement Resolution

Three authors performed independent screening at Stages S4 and S5. At Stage S4
(title and abstract screening), 781 of 814 records (95.9%) drew concordant include/exclude
decisions across all three reviewers and 33 records (4.1%) drew discordant decisions, all
resolved by discussion before progressing. Cohen’s x for the binary include/exclude
decision at 54 is x = 0.78 (substantial agreement on the Landis—Koch scale), computed as
the mean of the three pairwise comparisons; we report this as a post hoc computation from
the screening records. At Stage S5 (full-text reading), 8 of 96 records (8.3%) drew discordant
decisions and were resolved by discussion. Quality-assessment scoring at Stage S6 was
double-coded for all 18 candidate studies; the average pairwise absolute difference in
overall QA score was 0.06 on the 0-1 scale, with the largest single-study difference being
0.12, indicating substantial agreement.

3.5. Quality Assessment

We adapted the 15-item quality-assessment checklist from Kitchenham et al. [17],
augmented with items from Soares et al. [4] for the continuous-architecture-evaluation
dimensions (QA10-QA12 on innovation, novelty, and applicability). The full checklist
appears in Table 4. Each item is scored on a 1/0.5/0 scale (clearly satisfied /partially
satisfied /not satisfied or unclear).

Table 4. Quality Assessment Criteria applied to candidate studies.

QA ID Question/Criterion Focus Area Score Notes/Examples
QA1 E\Xj};gslgr}\,;jf::.%zesigr;;l?:ri-snahve or Relevance 1/0.5/0  Exclude if generic SOA or unrelated systems
QA2 Analyzes architectural or API evolution Evolution focus 1/0.5/0 Include if discusses versioning, dependencies,
Y
or maintenance
Involves formal methods (e.g., TLA+, Petri nets, . Must mention at least one formal
QA3 SMT, Alloy) Verification methods 1/0.5/0 verification approach
QA4 Sé&ﬁ:ig?ﬁi?:gg:g;or distributed Context fit 1/0.5/0  Not physical networking or hardware systems
QA5 Ejgfﬁ?gﬁ ;r;ztl};(s)icls/tools for change or Methodological clarity 1/0.5/0  Must describe reproducible approach
QA6 E:E:;E:Epé;feal t\;a dlllyd)atlon (experiment, Evidence strength 1/0.5/0  Scores higher for reproducible experiments
QA7 Identifies data sources (repo, CI/CD, APIs, etc.)  Data transparency 1/0.5/0  Check if data or tools are publicly available
QA8 S:i?;:;giﬁi?g:g:gess or scalability of Internal validity 1/0.5/0  For example, scalability to large systems
QA9 Discusses limitations or threats to validit Bias control 1/0.5/0 Helps assess internal/external validit
Y P Y
QA10  Proposes new model, framework, or tool Innovation 1/0.5/0  Must contribute something original
QA11  Extends existing work with new evidence Novelty 1/0.5/0  Avoids duplicate publications
QA12 Ie)‘r,g‘{\l,if; ifité?él:etl\iizdmgs or guidelines for Applicability 1/0.5/0  Useful for practitioners or future research
QA13 Peer-rev.1ewed publication (journal, conference, Quality control 1/0.5/0  Exclude gray literature
symposium, workshop)
QA14  Written in English and accessible in full text Accessibility 1/0.5/0  Ensure you can fully assess it
QA15 Provides reproducible results or available Replicability 1/0.5/0  GitHub link, dataset, or method details

tools/datasets

Rationale for the Weighting Scheme

The 15 items are grouped into four dimensions, weighted to reflect their importance

for an SLR on microservice verification; the resulting per-item weights are summarized in

Table 5:
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Topical relevance and context (QA1-QA4): weight 0.075 each (sum = 0.30). These
items filter out off-topic work and are necessary conditions for inclusion; we keep their
individual weight moderate because they tend to score uniformly high on retained
studies and therefore have low discriminative power.

Methodological clarity and evidence (QA5-QA9): weight 0.0875 each (sum = 0.4375).
These items carry the highest weight because, in an emerging field with many posi-
tion papers, the strength and clarity of empirical evidence is the most useful signal
of contribution.

Contribution and applicability (QA10-QA12): weight 0.05 each (sum = 0.15). Innova-
tion matters but is partially captured by the methodological items; we therefore use a
lower weight to avoid double-counting.

Venue, accessibility, and reproducibility (QA13-QA15): weight 0.05 each (sum = 0.15).
Venue and accessibility are largely binary gates that primary studies satisfy by con-
struction (E5 already enforces peer review); the residual signal comes from QA15
(artifact availability).

Weights sum to 1.0, so each study’s overall QA score lies in [0, 1]. The threshold of 0.5

was chosen so that a study with low scores on at least one whole dimension cannot pass

without compensating strengths elsewhere. To check sensitivity, we recomputed inclusion

under three alternative weightings (uniform 1/15 per item; doubled methodology weights;

doubled venue weights) and found that the inclusion set changes by at most one study,

which we interpret as evidence that the corpus is reasonably robust to weighting choices.

Table 5. Weighted distribution of QA criteria.

QAID Criterion Weight
QA1 Microservice/Cloud-native relevance 0.075
QA2  Evolutionary aspect (API/architecture) 0.075
QA3  Formal methods/ verification use 0.075
QA4  Cloud-native or distributed content 0.075
QA5  Methods/tools clearly described 0.0875
QA6  Empirical validation (experiment, benchmark, case study) 0.0875
QA7  Data sources identified (repos, CI/CD, APIs) 0.0875
QA8  Evaluates effectiveness or scalability 0.0875
QA9  Limitations or threats to validity discussed 0.0875

QA10 Proposes new model/framework/tool 0.05
QA11  Extends existing work with new evidence 0.05
QA12  Provides actionable findings/guidelines 0.05
QA13 Peer-reviewed publication 0.05
QA14  Written in English and full text available 0.05
QA15 Reproducible results/tools available 0.05

3.6. Data Extraction and Synthesis

o1

For each included primary study we filled a structured extraction form with eight fields:

Bibliographic data—authors, year, venue, type (journal, conference, workshop).
System context—microservice, control plane, message-driven, edge—fog, container-
based, etc.

Verification technique—coded into one of five categories (TLA™ /temporal-logic, model
checking/actor-based, Petri nets/process algebras, static analysis, runtime/ certification).
Evolution dimension—API, architectural, dependency, topology, drift (multi-valued).
Automation level—manual, semi-automated, fully automated.

Empirical evidence—conceptual, small case study (1-3 services), medium (4-10),
large/industrial (>10 or production).

https://doi.org/10.3390/software5030032


https://doi.org/10.3390/software5030032

Software 2026, 5, 32 11 of 28

7. Tool/artifact availability—none, internal only, open-source.
8.  Mapping to RQ—the dominant RQ(s) the study informs.

We then applied a three-pass thematic coding (open, axial, selective coding) on fields
3-5. Open coding produced 23 first-order codes (e.g., “Rebeca actor model”, “architecture
drift”, “runtime self-adaptation”); axial coding grouped these into five thematic clusters
that correspond to Sections 4.1-4.4; selective coding aligned each cluster with the RQs.
The mapping is visualized in Figure 3 and was made consistent with the section structure
of the Results in response to reviewer feedback. To support quantitative comparison across
studies, we additionally summarize the coded fields in Table 6.

Table 6. Cross-study comparison of the 18 included studies along five extraction dimensions plus
the primary/background classification. Type: P =Primary (counted in quantitative summaries),
B =Background (retained for transparency only). Empirical evidence: C=conceptual, S=small
case (1-3 services), M = medium (4-10), L =large/industrial. Automation: M =manual, SA =semi-
automated, FA =fully automated. Artifacts: ® = public, o =internal/none. N/A =not applicable (the
study is a survey or non-empirical work with no single evolution dimension).

Study Type Verification Technique Evolution Dim. Autom. Evid. Artifact RQ
Biswas [6] P Model-to-code consistency Drift, architectural FA M o RQ2, RQ4
Namyar [20] P TLAT model checking Architectural SA L ° RQ1
Copei [8] P Static code analysis API FA S . RQ1, RQ3
Cerny [1] B Conceptual taxonomy Architectural M C ° RQ2
Boza [21] P Performance experiment Topology SA M o RQ2
Anisetti [11] P Continuous certification API, dep. SA M o RQ4
Shahin [9] P Qualitative interview Process M L o RQ2, RQ4
Burns [22] P Systems experience Topology M L ° RQ2
Ferrara [2] B Survey (verification) N/A M C o RQ1
Soares [4] B Survey (continuous eval.) Architectural M C o RQ2
Cerny [7] P Static analysis + viz. Architectural, drift FA M ° RQ3
Stillwell [10] p DevOps pipeline Process FA M o RQ4
Mampage [5] B Survey (serverless) Topology M C o RQ2
Merlino [23] P Workload modeling Topology SA M o RQ2
Silva [13] P Self-adaptive testing Architectural FA M o RQ4
Anisetti [12] P Test-based security cert. Architectural SA M o RQ4
Camilli [19] P TB nets, TCTL model checking  Architectural, API FA S ° RQ1, RQ4
Lamport [18] B PlusCal/TLA™ specification N/A M C . RQ1

3.6.1. Quantitative Observations from Table 6

All quantitative summaries below are computed over the 13 primary studies only; the
five background studies (Cerny 2018 [1], Ferrara 2024 [2], Soares 2023 [4], Mampage 2022 [5],
Lamport 2009 [18]) appear in Table 6 for transparency but are excluded from every count.
Of the 13 primary studies, 3 use static analysis or model-to-code consistency (Biswas, Copei,
Cerny 2024 [6-8]), 2 use model checking with explicit formal models (Namyar with TLA™,
Camilli with TB nets and TCTL), 5 are about runtime/ certification or runtime experiments (Boza,
Anisetti 2020 [11,21], Merlino, Silva, Anisetti 2018 [12,13,23]), and 3 are pipeline/process empirical
work (Shahin [9], Burns [22], Stillwell [10]). Ten of the 13 primary studies report empirical
evidence on small or medium case studies; only three (Namyar [20], Shahin [9], Burns [22]) reach
industrial or production scale, and 5 of 13 provide publicly available artifacts. API evolution
and architectural evolution are the most-covered dimensions, with topology and dependency
evolution covered by a smaller number of studies. These distributions are summarized in Figure 2.

3.6.2. Why a Formal Statistical Meta-Analysis Is Not Feasible

A formal statistical meta-analysis in the medical sense—pooling effect sizes across
comparable empirical studies—is not feasible for this corpus. The primary studies use het-
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erogeneous verification techniques (model checking, static analysis, runtime certification,
qualitative process studies) on heterogeneous subject systems (a CDN controller, an order-
ing system, an automotive embedded system, a security-certification framework, and so on)
and report incommensurable metrics (model size, false-positive rate, certification coverage,
interview themes). There is no common effect size that could be pooled, and pooling
incomparable quantities would be misleading. This is a recognized limitation of qualitative-
synthesis SLRs in software engineering. We therefore report quantitative observations
descriptively (counts, ranges, share of corpus) and reserve causal claims for cases where
multiple independent studies converge on the same observation; the evidence-strength
markers in Section 5 make these convergences explicit.

3.6.3. Evidence Profile: Reported Quantitative Results and the Absence of Common Metrics

To make the available quantitative evidence as transparent as possible—and to make
the limits of cross-study comparison explicit—Table 7 records, for each of the 13 pri-
mary studies, the largest evaluation reported, the headline quantitative result the au-
thors report (verbatim in kind, e.g., a count, a percentage, or a timing), and whether the
four performance dimensions most often requested for technique comparison (execution
time/ efficiency, scalability bound, verification accuracy, computational cost) are reported.
The dominant entry in the four performance columns is “not reported” (NR). This is not
an omission in our extraction: it reflects that the primary studies were designed to demon-
strate feasibility on a single subject system rather than to benchmark performance against
alternatives, and they consequently report metrics that are specific to each study’s own
technique and system. The sparsity of Table 7 is therefore itself one of the review’s empirical
findings: the field does not yet report the comparable, performance-based metrics that
would permit a head-to-head ranking of techniques, and producing such a ranking would
require new primary experiments on a shared benchmark rather than secondary synthesis.
We treat this as a motivating gap for the research agenda (Section 7, pillar 3, “standardized
benchmarking”) rather than a claim we can resolve within an SLR.

Table 7. Evidence profile of the 13 primary studies: the largest evaluation reported, the headline quan-
titative result, and whether each of four commonly requested performance dimensions is reported.
Performance columns: Exec. = execution time/ efficiency, Scale = scalability bound, Acc. = verification
accuracy, Cost = computational cost. Codes: R = reported quantitatively, P = partially or qualitatively
reported, NR = not reported, n/a = not applicable (qualitative or non-empirical study). The kind of
each result (proven property, certification coverage, precision/recall, count, percentage) is given in
the Headline column. The prevalence of NR is itself an empirical finding: the corpus does not report
comparable performance metrics across techniques.

Study Largest Evaluation Headline Reported Result (in Kind) Exec. Scale Acc. Cost
Biswas [6] Automotive case (medium) Inconsistencies detected per model-check NR NR P NR
run (count)

Namyar [20] Production CDN control plane (large) State-space explored; properties verified (count) P P R NR
Copei [8] Microservice sample set (small) API/structural violations flagged (count) NR NR P NR
Boza [21] Container deployments (medium) Performance variability across deployments (%) R NR n/a R

Anisetti [11] Cloud pipeline (medium) Certification coverage of evolving service (%) NR NR R NR
Shahin [9] 19 practitioner interviews (large) Themes on CD impact (qualitative) n/a n/a n/a n/a
Burns [22] Borg/Omega/K8s (large/industrial) Operational reliability narrative (qualitative) n/a n/a n/a n/a
Cerny 2024 [7]  Microservice codebases (medium) Architecture violations recovered (count) NR NR P NR
Stillwell [10] Cloud platform pipeline (medium) Integration-test throughput (qualitative) p NR n/a  NR
Merlino [23] Edge-Fog—-Cloud workloads (medium)  Placement effect on QoS (%) R P n/a R

Silva [13] Service-based app (medium) In-field faults detected (count) NR NR P NR
Anisetti [12] SOA compositions (medium) Security violations detected (count) NR NR R NR

Camilli [19]

Conductor workflow (small)

TCTL properties checked; conformance
failures (count)
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The mapping from each research question, through its thematic cluster and the primary
studies that populate it, to the cross-cutting findings synthesized in Section 5 is summarized
in Table 8.

Table 8. End-to-end traceability from research questions, through thematic clusters and primary
studies, to the findings discussed in Section 5.

RQ Thematic Cluster

Primary Studies (Type = P) Finding(s) Supported

RQI
RQI1

RQ2
RQ2
RQ2
RQ3

RQ4

RQ4
RQ4

Model checking (formal models)

Static analysis as verification aid

Namyar [20], Camilli [19]
Copei [8], Cerny 2024 [7]

F2 (composition of methodology pieces)
F1 (drift/divergence as principal challenge);

Architectural drift and consistency
Topology and runtime evolution
Process/organizational evolution
Architecture extraction from code

Continuous certification

Runtime/self-adaptive testing
End-to-end CI/CD pipeline

Biswas [6], Cerny 2024 [7]
Boza [21], Merlino [23], Burns [22]

Shahin [9]

Cerny 2024 [7], Copei [8]
Anisetti 2020 [11], Anisetti 2018 [12]

Silva [13]

Stillwell [10], Camilli [19], Biswas [6]

F2 (build-time hooks)
F1 (drift dominates)

F3 (SLA-level checks needed)

F1 (drift includes process drift)

F2 (artifact — model pipeline)

F2 (CI/CD evidence collection); F3

(runtime triggers)

E3 (SLA-level runtime checks)
F2 (pieces compose end-to-end)

Finally, Table 9 provides a per-study summary of the system context, method used,

verification or evaluation performed, and contribution for every included study.

Table 9. Summary of included studies on microservice evolution and verification.

Verification/ Contribution
Authors & Year Type  Study Type System Context Method Used Evaluation Summary
. . . Continuous
Biswas et al. (2023) [6] P Empirical + Tool M1crpserv1ce MOd? l-to-code . Dgtects architecture consistency checking
architecture models consistency checking drift .
reduces divergence
Namyar et al Safety verification; Presents ZENITH:
4 ’ P Formal + System Cloud control-plane TLA+ model checking Y 4 formally verified
(2025) [20] scalability evaluation
control plane
Stati lysi
Microservice Detects APT imaplrcoire:: r}rllsilcsroservice
Copei et al. (2023) [8] P Static analysis . . Static code analysis mismatches, structural . .
implementations . implementation qual-
violations ity
Microservice Defines contextual
Cerny et al. (2018) [1] B Conceptual taxonomy . Contextual analysis Conceptual reasoning understanding of mi-
architecture . .
croservice architectures
Performance Container-based Empirical performance ~ Measures resource Argues for
Boza et al. (2019) [21] P . . 1. X performance-aware
experiment deployments evaluation variability and impact .
container deployment
Anisetti et al. e Cloud service Continuous Certification via Intrf);luc‘es continuous
(2020) [11] P DevOps certification ipelines certification pipeline automated tests certification
PP PP for DevOps
Shows how CD
Shahin et al. (2017) [9] P Empirical study Microservice DevOps Inter_v1e_ws + ) Process/ coordination impacts team
teams qualitative analysis evaluation structures
and responsibilities
. . Summarizes Borg,
Burns et al. (2016) [22] P Systems experience Cloud-scale cluster Systems architecture Production-scale Omega , and Kuber-
systems analysis reliability .
netes evolution
e . . Identifies major
Ferrara et al. (2024) [2] B Survey Software verification ;ﬁ:::]f;catlon methods }:i)rlr?ictlslsses scalability challenges in
y software verification
) Software architecture Continuous evaluation  Identifies evaluation ShOWS trends in
Soares et al. (2023) [4] B Survey . X . continuous
evaluation literature review gaps . .
architecture evaluation
. . . L g Generates updated
Cerny et al. (2024) [7] P Static analysis + viz. Microservice Architecture recovery Structural violation architecture models
codebases from code detection
from code
DevOps pipeline Shows DevOps
Stillwell & Coutinho Microservice-style -bs pip Automated unit + accelerates integration
y P DevOps workflow (Ansible, Docker, . . X
(2015) [10] cloud platform V. integration testing across
agrant) P
distributed teams
Provides holistic
Mampage et al. Serverless/FaaS Resource management  QoS/performance overview of resource
s B Survey . .
(2022) [5] systems taxonomy discussion management chal-
lenges
. . . Proposes workload
Merlino et al. P Systems/platform Edge-Fog-Cloud Workload modeling Empirical performance engineering patterns

(2019) [23]

systems

and placement

evaluation

across layers
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Table 9. Cont.

Authors & Year

Type  Study Type

System Context

Method Used

Verification/
Evaluation

Contribution
Summary

Silva et al. (2024) [13]

P Runtime testing

Service-based

Self-adaptive testing

In-the-field fault

Introduces dynamic
adaptive testing in de-

applications framework detection -
ployed environments
Connects testing
Anisetti et al. . . Composite SOA e Security violation evidence to
(2018) [12] P Security testing compositions Test-based certification detection certification for
evolving services
Continuous formal
Camilli (2020) [19] P Formal verification Microservice process Cor'lt'lnuf:)us formal Model checking ver 1f1cat10.n of
flows verification microservice-based
process flows
o o PlusCal/TLA+ Intro@uces PlusCal
Lamport (2009) [18] B Formal specification Distributed systems P Protocol correctness algorithm language for
specification
TLA+
Microservice & Cloud Service
Verification SLR
v ) ) v
RQ1: Formal Modeling RQ2: Architectural/API RQ3: Repository- RQ4: Continuous /
and Verification Evolution and derived signals for incremental

Approaches

Verifiability updating models verification in CI/CD

[

v

y

v v v v v v v

Actor-based
model checker
Khamespanah &
Jaghoori 2025

Control-plane
verification

Namyar et al. 2025

CI/CD-based
verification &
continuous
certification

Runtime & field-
based testing /
security

Architecture
extraction
from code

Architectural Drift
& Consistency

Topology / APl &
Dependency
Evolution

Repo & API
evolution signals

Static analysis as
verification aid
Cerny et al. 2024
Copei et al. 2023

Biswas et al. 2023
Cerny et al. 2024

Cerny et al. 2024

Silva et al. 2024
Anisetti et al. 2018

Boza et al. 2019
Burns et al. 2016

Cerny et al. 2024

Copei et al. 2023 Anisetti et al. 2019

Anisetti et al. 2018
Biswas et al. 2023
Stillwell &
Coutinho 2015
Camilli 2020

Merlino et al. 2019

v [

Architectural Drift
& Consistency

Runtime adaptation
as mitigation

Topology / API
Dependency
Biswas et al. 2023 Evolution

Cerny et al. 2024

Silva et al. 2024
Boza et al. 2019
Burns et al. 2016

Merlino et al. 2019

Figure 3. Hierarchical mapping of research questions (RQ1-RQ4) to thematic categories and repre-
sentative studies in the systematic literature review (SLR). The primary studies represented in the
diagram are Namyar [20], Camilli [19], Copei [8], Cerny 2024 [7], Biswas [6], Boza [21], Merlino [23],
Burns [22], Shahin [9], Silva [13], Anisetti 2019 [11], Anisetti 2018 [12], and Stillwell [10], together
with the background works of Khamespanah and Jaghoori [3] and Lamport [18].

4. Results

This section presents the synthesis of the 13 primary studies under the four research
questions; background studies (Type = B in Tables 6 and 9) are cited only as contextual fram-
ing and are not counted in any per-RQ evidence claim. The subsection structure of Section 4
corresponds one-to-one with the second-level boxes in Figure 3: Section 4.1 addresses RQ1
(Formal Modeling and Verification Approaches), Section 4.2 addresses RQ2 (Architec-
tural/API Evolution and Verifiability), Section 4.3 addresses RQ3 (Repository-Derived
Signals for Updating Models), and Section 4.4 addresses RQ4 (Continuous/Incremental
Verification in CI/CD). Within each subsection, the third-level boxes of Figure 3 correspond
to the named themes (e.g., actor-based model checking, control-plane verification, static
analysis as a verification aid). Reference numbers attached to each thematic box of Figure 3
indicate the primary studies contributing evidence to that theme. Both the figure and the
subsection structure of Section 4 have been aligned so that the reader can navigate from
RQ, to theme, to specific studies without ambiguity. Each subsection highlights significant
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contributions, challenges, and identified gaps; cross-study quantitative observations are
summarized in Table 6 and Figure 2.

4.1. RQ1—Formal Modeling and Verification Approaches in Microservice-Based Systems

Analytical lens. This subsection examines how the primary studies under RQ1 cope
with state-space scaling, specification cost, and proximity to running code when applying
formal techniques to microservice-based systems. Verification in microservice-based sys-
tems depends heavily on the availability of formal models and analysis tools that can cope
with high concurrency, decentralization, and frequent change. The selected studies group
into three themes that together correspond to the RQ1 branch of Figure 3: actor-based
model checking, control-plane verification, and static analysis as a verification aid.

4.1.1. Actor-Based Model Checking

The actor-based modeling language Rebeca structures systems as independent actors
that communicate through asynchronous messages, which closely resembles how microser-
vices interact through decoupled services and continuous message passing [3]. Khames-
panah and Jaghoori illustrate this with an ordering-system example whose customer,
shipping, order-processing, and inventory actors coordinate via message exchange [3]; this
interaction pattern aligns with the communication patterns seen in distributed microser-
vice architectures.

Across two decades of evolution, the Rebeca toolchain has demonstrated potential as
a scalable model-checking framework for systems with large numbers of concurrent ac-
tors, comparable in scale to microservice deployments where concurrency and distributed
communication lead to state-space growth [3]. Rebeca’s dedicated model-checking engine,
Modere, avoided nested-DFS recursion to prevent stack exhaustion and reduce memory
usage during verification, and was followed by Afra, the current model checker, which
enhances modular verification and supports more complex communication and timing be-
haviors. Industrial examples reported by the authors demonstrate how Rebeca models can
interact with messaging systems such as Apache Kafka to approximate high-throughput,
distributed event-driven architectures. Although the paper does not directly model Ku-
bernetes, design similarities between Kafka-based distributed systems and orchestrated
microservice deployments suggest the technique is applicable; the main residual concern is
state-space scaling for very large deployments.

4.1.2. Control-Plane Verification and Fault Tolerance

Namyar et al. [20] present ZENITH, a microservice-based controller designed by con-
struction to avoid state inconsistencies between control and data planes—inconsistencies
that traditionally result from bugs, failures, or race conditions and that current solutions try
to mitigate via periodic reconciliation at the cost of availability, scalability, and tail latency.
ZENITH introduces a two-layer architecture plus a tool. The first layer, ZENITH-core,
is a microservice-based CDN controller that is model-checked for eventual consistency
in TLA™ [18]. The second layer, ZENITH-apps, is a framework for formally verifying
CDN applications: applications are specified in PlusCal, verified against an Abstract Core,
and—when composed with ZENITH-core—inherit end-to-end correctness. To ease app
development, a code generator produces Python 3 implementations from PlusCal specifica-
tions that preserve the correctness of the verified spec.

ZENITH reportedly involves an 8.6k-line TLA™ specification, among the largest
published, and introduces novel scaling techniques for model checking. It is positioned
as a production-ready verified controller and demonstrates the feasibility of formally
verifying complex microservice systems at scale. The main limitations are that ZENITH
currently targets Python (while many production microservices are written in Java/Go)
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and that it is specialized to OpenFlow-like control protocols. Beyond ZENITH, recent work
on Anvil studies the liveness of controller clusters, identifying tasks that are delayed or
stuck because of silent crashes—a class of failures that traditional testing rarely surfaces.
The complementarity of ZENITH (safety, consistency) and Anvil (liveness) suggests a
promising direction for verified microservice controllers more broadly.

4.1.3. Service Behavior, APIs, and Process-Flow Verification

Beyond component-level verification, several studies extend formal techniques to
APIs and end-to-end process flows. Camilli [19] treats microservice process flows as
stateful systems, transforming a domain-driven workflow specification (e.g., from Netflix
Conductor) into a Time-Basic Petri net (ITB-net) whose Time Computation Tree Logic
(TCTL) properties can be checked at design time and monitored at runtime against the
deployed orchestration. This is one of the few included studies that closes the loop between
design-time formal verification and runtime conformance checking on the same model.
Other studies emphasize verification of REST APIs as stateful interfaces, using event-based
triggers to detect when state invariants are violated and to notify developers that endpoints
may need review.

4.1.4. Static Code Analysis as a Verification Aid

Static code analysis plays an important supporting role for verification of microservice-
based systems. Copei et al. [8] present SIARest, an IDE-integrated tool that surfaces
underlying communication patterns between microservices—specifically the API calls and
service-to-service interactions that are difficult to track in distributed architectures. SIARest
flags incorrect or outdated API endpoints and detects possible violations of expected
service contracts, allowing developers to resolve these problems before they accumulate
into architectural inconsistencies. It also provides autocompletion based on extracted
communication structures, helping ensure that implemented code aligns with intended
microservice interactions. Early detection is valuable for verification because static analysis
outputs effectively define the boundary conditions for later formal modeling, reducing the
size and complexity of the models that need to be verified.

Cerny et al. [7] extend this idea with a four-phase software-architecture-reconstruction
(SAR) pipeline. Phase one performs abstract-syntax-tree analysis of individual microservice
codebases to extract call graphs, controller endpoints, data entities, and component types;
phase two builds component call graphs from these facts; phase three merges per-service
representations using the Wu-Palmer algorithm on overlapping entities; and phase four
detects design smells, anti-patterns, security policy violations, and bottlenecks. The pipeline
is implemented as an open-source tool that was evaluated by practitioners. Current
limitations are language-specific: the tool targets Java with the Spring framework, and it
cannot yet detect event-driven communication through queues such as Kafka or JMS.

4.1.5. General Verification Barriers and Challenges

The evolution of software has continuously exposed new verification challenges.
Ferrara et al. [2] present a historical analysis of these challenges from the 1940s to the
present, organized into phases by decade, and identify recurring patterns—inconsistency
issues, scalability problems, and technological diversity—whose root causes persist into the
microservice era. The paper also identifies emerging trends and challenges for practitioners,
including Al-generated code and novel deployment approaches such as serverless and
quantum. The historical lens helps practitioners and researchers anticipate microservice-
specific challenges like language heterogeneity, independent deployment, and distributed
runtime behavior, all of which remain hard regardless of the verification technique used.
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Trade-Offs Across RQ1 Techniques

The four primary-study techniques surveyed under RQ1 trade off as follows. Model
checking with explicit formal models (Namyar [20], Camilli [19]) offers the strongest seman-
tic guarantees—including liveness and protocol correctness—but the highest specification
cost, and current published work targets the control plane or workflow layer rather than
arbitrary microservice code. Static-analysis-as-verification (Copei [8], Cerny 2024 [7]) has
the lowest barrier to entry and the most direct connection to running code, and automates
well in CI/CD, but cannot prove temporal or protocol properties. Actor-based model
checking, as positioned by the background survey of Khamespanah and Jaghoori [3], of-
fers concurrency-aware semantics but is not yet represented in our primary corpus by
a microservice-specific case study. Across all four techniques, the empirical evidence is
concentrated in small or medium case studies; only ZENITH (one primary study) provides
industrial-scale verification evidence.

4.2. RQ2—Architectural/API Evolution and Impact on Verifiability

Analytical lens. This subsection examines how architectural and API change in the
primary studies erodes verification artifacts, and which counter-measures the studies
report. Microservice architectures are designed to evolve: services are added, split, merged,
and deprecated, while APIs change to accommodate new features and client needs. This
continuous evolution has direct consequences for verifiability: as architecture and APIs
change, previously valid assumptions encoded in models, test suites, and architecture
descriptions become outdated, producing drift between intended and implemented designs.
Studies in the corpus address three complementary aspects of this problem—architectural
drift and consistency, topology and API evolution, and runtime adaptation as mitigation—
corresponding to the three sub-boxes of the RQ2 branch in Figure 3.

4.2.1. Architectural Drift and Consistency

Despite the rapid pace of microservice evolution, no single method is consistently used
by teams for continuous evaluation of verifiability. Architecture artifacts created early in a
project (UML diagrams, ADRs, C4 models) can guide development, but as microservices
become more complex and change more rapidly the risk of architectural drift becomes
acute. Drift directly impacts verifiability: the further the implementation moves from the
intended design, the harder it is to validate system behavior or reason about correctness.
Biswas et al. [6] make drift measurable through model-to-code comparisons: their tool
evaluates UML/architectural artifacts against the actual implementation and reports incon-
sistencies, with the key empirical finding that continuous checking significantly reduces
the accumulation of inconsistencies. This is consistent with the broader trends identified by
Soares et al. [4], who observe that architectural erosion is common across evolving systems
and that frequent updates create more opportunities for inconsistency.

Soares et al. [4] also classify the continuous-evaluation literature into five approach
families—scenario-based, simulation-based, rule-based, metric-based, and mathemati-
cal modeling—of which only three (simulation, metric-based, rule-based) have substan-
tial automation support, and only simulation and metric-based approaches are inte-
grated into CI/CD pipelines. Automation of architecture evaluation is identified as a
research trend, with distributed systems (including microservices and IoT) as the primary
application domain.

4.2.2. Topology, API, and Dependency Evolution

For verification purposes, architectural evolution (typically intentional) and architec-
tural drift (typically unintentional) introduce similar challenges. Cerny et al. [1] contrast
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microservices with service-oriented architecture (SOA) and observe that SOA’s centralized
governance, while limiting scalability, can make verification easier; microservices’ loose,
autonomous-team development model speeds up delivery but makes integration and
system-level verification considerably harder. This trade-off frames the verification scope
for all subsequent RQ2 studjies.

Although microservices are not required to use containers, most production deploy-
ments do. Burns et al. [22] chronicle the evolution from Borg and Omega to Kubernetes at
Google and report a key lesson: the shift from machine-oriented to application-oriented
management mirrors microservices’ own decomposition into independently deployable
services. The container-ecosystem challenges they identify—service discovery, names-
paces, application-aware load balancing, rollout, monitoring, and alerting—are also the
verification-relevant aspects of microservice systems, because changes in any of them can
invalidate models or runtime expectations. Boza et al. [21] complement this with an empiri-
cal study showing significant performance variability across container deployments, which
underlines that verification must consider non-functional properties (latency, throughput)
and not only safety/correctness when the deployment topology evolves.

Merlino et al. [23] extend the discussion to edge—fog—cloud systems and propose
workload-engineering patterns that determine where computation runs. From a verification
standpoint, this adds another dimension of topology evolution: services may be replaced
across tiers without changing their code, yet their behavior under partition or latency
conditions changes.

Organizational and Process Evolution

Teams today operate with increasingly fast release cycles, which influences how
architecture and APIs evolve through ongoing iterations. Shahin et al. [9] examine how
organizations adopt Continuous Delivery and Continuous Deployment: about 40% of
respondents reported a centralized team or shared group that supports CI/CD practices,
and roughly 68% observed stronger collaboration after CI/CD adoption. The implication
for RQ2 is that organizational evolution can partially offset the verification burden created
by rapid architectural change, but only when communication channels match the release
cadence; otherwise, bottlenecks appear when pipeline status is not communicated clearly.
Responsibilities did not shift dramatically, but practitioners reported needing broader skill
sets, suggesting that verification activities increasingly require T-shaped engineers.

4.2.3. Runtime Adaptation as Mitigation

A third mitigation strategy is to push verification into the runtime, so that tests
and evaluation logic adapt as the architecture evolves. Silva et al. [13] systematize this
idea under self-adaptive testing in the field, arguing that traditional in-house testing is
insufficient when upgrades are released continuously. Their analysis identifies a typical
runtime-testing loop architecture aligned with MAPE-K (Monitor—Analyze-Plan-Execute
over Knowledge): monitoring senses relevant behavioral changes, analysis decides what
kind of adaptation is needed, and planning/execution carry out test-suite updates. In a
microservice context, this enables localized regressions to be detected even when the rest
of the system remains stable, which is the most common observed pattern of failure after
partial deployments.

Trade-Offs Across RQ2 Mitigations

The three RQ2 mitigations differ in cost and timing. Architectural drift and consistency
checking (Biswas [6]) operates at build time and at the model layer, so it catches divergence
early but presumes that a usable architecture model exists. Topology and API evolution
mitigations (Boza [21], Merlino [23], Burns [22]) operate at the platform layer and surface
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placement and orchestration effects that the model layer cannot, but they require running
deployments. Runtime adaptation (Silva [13]) shifts the burden to operations and reacts to
actual failures, which is cheapest to start but most reactive. The three are complementary
rather than substitutable; no primary study in the corpus combines all three.

4.3. RQ3—Repository-Derived Signals for Updating Models

Analytical lens. This subsection examines how the primary studies in RQ3 connect
repository or runtime artifacts to formal or semi-formal models, and how often they do
so automatically. Repository-derived signals offer a window into the as-built architecture:
by extracting facts from source code, commits, and dependency manifests, formal artifacts
can be refreshed in step with the implementation. The included studies populate the two
RQ3 sub-boxes of Figure 3: architecture extraction from code and repository and API
evolution signals.

4.3.1. Architecture Extraction from Code

Rather than relying on design documents that become outdated quickly, several stud-
ies extract architecture from source code directly. Cerny et al. [1,7] show that static analysis
can reveal service boundaries, expose API endpoints, and capture inter-service communi-
cation patterns. The resulting as-built view often surfaces smells and anti-patterns—early
warning signs of architectural erosion—and is straightforward to embed in a CI pipeline
that re-extracts the architecture on every commit [6]. The accuracy of these extractions de-
pends on heuristics: service boundaries rely on framework annotations, container descrip-
tors, and build modules, while interface contracts come from OpenAPI or protobuf/IDL
definitions [8]. Lifting these low-level facts into visual models such as C4 diagrams or
service-dependency graphs makes complex architectures legible and enables early detection
of design violations [7].

4.3.2. Tracking Evolution via Commits and Dependency Changes

Beyond a single-point extraction, repositories provide a longitudinal record. Mining
commit histories and pull-request metadata reveals architectural changes—service splits
or merges, interface updates, and shifting dependencies [4,6]. Harnessing these records
lets architectural models grow with the codebase, shrinking the gap between intended and
actual architecture; by combining commit mining with static analysis, teams can selectively
update only the changed services. Dependency manifests (Maven POM, npm package.json,
Dockerfiles, Helm charts) carry equally important signals: upgrading a library, adding
a sidecar container, or introducing a service mesh subtly reshapes topology and non-
functional qualities such as latency and resilience. Tracking this churn [4,6] helps teams
identify “risk windows” where architecture consistency is most likely to be threatened.
Embedding architectural rules as automated CI checks then turns architectural governance
from a reactive chore into a proactive, continuous activity.

4.3.3. Opportunities for Formal Model Generation

A research opportunity, only partially exploited in the corpus, is to use repository-
derived signals to (re-)generate or refresh formal models—not only architecture diagrams—
on every commit. Biswas et al. [6] and Soares et al. [4] sketch how techniques such as
graph-based learning and incremental verification could automate generation and refresh
of formal models, enabling continuous verification where safety, availability, or fault-
tolerance properties are checked as the system evolves. The actor-model checking tradition
surveyed by Khamespanah and Jaghoori [3] contributes proven ingredients (modularity,
compositional reasoning, domain-specific abstractions) for scaling such workflows. Recent
LLM-assisted program analysis [14-16] adds a complementary capability: LLMs can ingest
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commit diffs and produce candidate specifications or invariants that are then validated
by the formal backends discussed in RQ1 (this latter point is forward-looking context; see
Section 2.4). This hybrid path is, in our view, the most promising route to closing the gap
identified by RQ3, but it is supported by zero primary studies in the included corpus and
we report it as a research direction rather than a current finding.

Trade-Offs Across RQ3 Signals

Static-analysis extraction (Cerny 2024 [7], Copei [8]) is fully automated and produces
snapshots of the architecture at build time, but does not yield temporal or protocol models.
Commit/dependency mining requires more bespoke pipelines and is sparsely represented
in the primary corpus; the bridging step from extracted facts to formal models is, in fact,
the principal gap surfaced by RQ3.

4.4. RQ4—Continuous/Incremental Verification in CI/CD

Analytical lens. This subsection examines how the primary studies in RQ4 integrate
verification activities into delivery pipelines, and how end-to-end (design-time through run-
time) the integration actually goes. Traditional verification was often performed at discrete
milestones, but microservice-based systems and DevOps practices demand verification
that is continuous, incremental, and tightly integrated into delivery pipelines. The corpus
supplies evidence under the two RQ4 themes of Figure 3: CI/CD-based verification and
continuous certification, and runtime/field-based testing and security.

4.4.1. Continuous Certification in DevOps

Anisetti et al. [11] introduce a continuous-certification methodology developed in the
EU H2020 Toreador project; the methodology is directly applicable to microservices, since
most teams building such systems also adopt DevOps tools and processes. Implementation
begins by modeling the development process, then embedding hooks throughout that pro-
cess to continuously collect data for inspection; the collected data drives evaluations at each
stage. The main contribution is to identify the requirements for continuous certification in
DevOps environments: a model of the development process, an evaluation specification
per stage, trustworthy inspection mechanisms with named owners, and embedded verifi-
cation activities. The same group later extends the idea to security [12] with a test-based
incremental security-certification scheme that updates certificates as evidence accumulates,
so that certification itself evolves with the system.

4.4.2. Runtime/Field-Based Continuous Testing

Silva et al. [13] systematize implementations of self-adaptive testing as part of runtime
or field-based verification. They consolidate a typical runtime-testing loop architecture
across many studies, aligned with the MAPE-K (Monitor-Analyze-Plan—-Execute over
Knowledge) feedback loop. Within this structure, monitoring senses environmental or be-
havioral changes; analysis decides whether new test cases should be generated or existing
ones adjusted; planning and execution carry out the change in a way that remains trans-
parent and documented, so engineers can later check whether decisions remain aligned
with organizational goals. The authors emphasize that runtime adaptations should occur
as small, incremental changes, which is consistent with CI/CD orientation. They also
describe seven subsystems characterizing how runtime self-adaptation occurs (the object
being adapted, triggers, decision mechanisms, types of adaptation, etc.). Within a CI/CD
context, this approach effectively extends verification beyond the build pipeline into the
operational environment.
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4.4.3. Integrating Architecture Validation into CI/CD

Biswas et al. [6] argue for integrating architecture validation directly into CI/CD rather
than treating it as a one-time activity. Their CAMV (Continuous Architecture Model Valida-
tor) tool chain integrates simulation-based evaluation into a CI/CD pipeline; it comprises a
model converter, the FERAL simulator, a checker, executable-model creation procedures,
and a bridge between them. While the validation domain in their original study is auto-
motive, the underlying idea of incremental model checking on every change is portable to
microservices and aligns with broader continuous-evaluation trends [4] that emphasize
triggering validation automatically on each commit and maintaining architectural models
as evolving, incremental artifacts.

4.4.4. End-to-End Formal Verification Pipelines

Camilli [19] presents a comprehensive formal-verification framework that spans the
design and operation phases of a microservice workflow. The framework has three steps.
Model-to-model transformation translates a workflow described in a domain-driven lan-
guage (for example, the orchestration model used by Netflix Conductor [24]) into a Time-
Basic Petri net. Design-time verification uses this model for model checking by constructing
a Time Reachability Graph (TRG) and checking it against requirements expressed in Time
Computation Tree Logic (TCTL). Runtime verification reuses the generated models to mon-
itor the deployed application against the same formal specifications. The implementation
instruments Conductor’s code to intercept key events; the system produces an on-the-fly
report on functional and temporal conformance failures, providing actionable insight to
developers and operations teams. The work is one of the few in the corpus that closes
the loop between design-time and runtime verification on a shared formal model, and it
provides a reference architecture for systems built on orchestrators other than Conductor.

Trade-Offs Across RQ4 Pipelines

The pipelines surveyed under RQ4 trade off completeness against generality. Contin-
uous certification (Anisetti 2020 [11], Anisetti 2018 [12]) is the most general but does not
commit to a specific formal back-end; it leaves the choice of verification technique open.
End-to-end formal pipelines (Camilli [19]) commit to a specific formalism and therefore
deliver the strongest guarantees, but at the cost of being tied to a particular orchestration
framework (Conductor). Runtime/field-based testing (Silva [13]) is the cheapest to inte-
grate but offers the weakest guarantees. Architecture validation in CI/CD (Biswas [6])
sits between these, offering automated drift detection but not protocol-level proofs. Only
Camilli closes the loop from design-time formal model to runtime monitor on a shared
specification; this is the single primary study satisfying the strongest formulation of RQ4 in
the corpus.

5. Discussion

Change, decentralization, and heterogeneity are the defining characteristics of
microservice-based systems, and they shape both development and verification. Devel-
opment teams have adopted a deep stack of tools, frameworks, and processes (CI/CD,
container orchestration, service meshes) to manage these characteristics, but the verifica-
tion community has been slower to follow. Three cross-cutting findings emerge from the
synthesis in Section 4. Each finding is anchored in a specific thematic cluster of Figure 3
and the primary studies populating that cluster; the mapping is given in Table 8. Each
finding is also annotated with an evidence strength: high where three or more independent
primary studies converge; medium where two studies converge or where the claim is a
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composition argument across multiple complementary studies; low where it is supported
by only one primary study or only by background literature.

Finding 1—Evolution dominates the verification challenge (evidence strength: high).

Across all four RQs, the included primary studies converge on change—whether
intentional (architectural evolution) or unintentional (drift)}—as the principal source of
verification difficulty. Direct evidence comes from four primary studies that all identify
divergence between intended and implemented designs as the dominant source of verifi-
cation debt: Biswas et al. [6] (model-to-code consistency), Copei et al. [8] (static analysis
surfacing APl mismatches), Cerny et al. (2024) [7] (architecture recovery), and Shahin
et al. [9] (organizational /process drift). The background survey by Soares et al. [4] corrobo-
rates the pattern at the architectural-quality level. Verification artifacts therefore cannot be
designed once and left alone; they must themselves be artifacts that evolve.

Finding 2—An extensible methodology requires modeling the development process first
(evidence strength: medium).

This is a composition argument rather than a single-study claim. The continuous-
certification methodology of Anisetti et al. (2020) [11] explicitly identifies process modeling
as the first step; Camilli’s [19] pipeline reuses the same model at design time and at runtime;
Biswas et al. [6], Cerny et al. (2024) [7], and Silva et al. [13] each contribute one or more
pieces of the pipeline (modeling, hooks, evidence collection, evaluation, runtime monitor).
No single primary study presents an end-to-end methodology; the composition is our
synthesis claim. Teams whose development frameworks make formal model generation
feasible (e.g., Netflix Conductor for workflow specifications [19,24]) can adopt an intrinsic
strategy in which models are produced at build time; teams that cannot can adopt an
extrinsic strategy in which models are recovered from source and runtime artifacts [7,8].

Finding 3—Runtime verification must include SLA-level checks (evidence strength: medium).

Three primary studies provide evidence that runtime metrics carry information the
build pipeline cannot supply: Boza et al. [21] document significant cross-deployment
performance variability, Merlino et al. [23] show that workload-placement decisions affect
non-functional properties in Edge-Fog-Cloud deployments, and Silva et al. [13] report
a self-adaptive testing framework that uses runtime metrics as triggers. Verification that
stops at the build step therefore necessarily misses SLA-class properties. We note that this is
a three-study finding and the supporting primary studies span different system layers; the
evidence converges on the existence of the gap but does not yet identify a single SLA-aware
verification methodology.

Technique trade-off matrix.

Table 10 summarizes the trade-offs across the five technique families that recur in the
corpus, along three axes: specification cost, scalability, and automation potential. The matrix
is intended as quick guidance for practitioners and as a structural summary of the cross-RQ
trade-off paragraphs in Section 4. We deliberately express these axes qualitatively (e.g.,
“high specification cost”, “moderate scalability”) rather than as performance numbers,
because, as the evidence profile in Table 7 shows, the primary studies do not report the
comparable execution-time, scalability-bound, accuracy, or cost figures that a quantitative
ranking would require. A numeric ranking inferred from non-comparable single-system
measurements would convey false precision; the qualitative matrix reflects the level of

confidence the underlying evidence actually supports.
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Table 10. Trade-off matrix across the five recurring technique families in the primary corpus.

Technique Family Spec. Cost Scalability Automation  Representative Primary Studies
Model checking (TLA™, TB nets) High Moderate Low-Medium Namyar [20], Camilli [19]
Static analysis/architecture Low High High Copei [8], Cerny 2024 [7], Biswas [6]
recovery
Continuous certification Medium Medium Medium Anisetti 2020 [11], Anisetti 2018 [12]
Runtime/self-adaptive testing Low-Medium Medium Medium Silva [13], Boza [21], Merlino [23]
Pipeline/DevOps empirical Low High (qualitative) =~ N/A (study)  Shahin [9], Stillwell [10], Burns [22]

LLMs as a complement, not a replacement (evidence strength: low).

Looking forward, the trio of recent works on LLM-assisted program analysis [14-16]
suggests a hybrid path that pairs LLM-drafted specifications and code transformations
with sound formal backends. We caution that the LLM step requires careful validation:
as Wang et al. [15] emphasize in their survey, LLM outputs should be checked against the
existing verification machinery (the model checkers, type systems, and runtime monitors
covered by RQ1 and RQ4), not trusted blindly. In the microservice context, this hybrid path
is especially relevant to RQ3, where commit diffs and API specifications are exactly the
inputs LLMs handle well. This is a forward-looking framing supported by zero primary
studies in the included corpus (Section 2.4); we report it in Section 7 as a research direction,
not as a current finding.

Two complementary research paths.

Our review identifies two complementary verification strategies. Intrinsic verification
starts with formal models and propagates them through code generation, testing, and run-
time monitoring (e.g., ZENITH [20], Camilli’s TB-net pipeline [19]). Extrinsic verification
starts with deployed code and recovers models from it (e.g., Cerny et al. [7], Copei et al. [8],
Biswas et al. [6]). The two strategies are not in conflict: intrinsic offers higher fidelity but
demands cooperation across the SDLC; extrinsic offers retrofit applicability but trades
model accuracy for coverage. Future work should focus on (i) mainstream microservice
frameworks that make intrinsic adoption cheap and (ii) repository- and runtime-driven
model reconstruction that makes extrinsic adoption accurate.

5.1. Practitioner Guidance: When to Choose Intrinsic vs. Extrinsic Verification

Drawing on the conditions that distinguish the included primary studies, we propose
a short decision checklist for practitioners choosing between the two strategies (Table 11).
The checklist is intended as quick guidance rather than a substitute for the full evidence in
Section 4; hybrid adoption (parts of the system intrinsic, parts extrinsic) is the appropriate
response when both columns apply to different subsystems.

5.2. What Practitioners Can Do Now Versus What Remains a Research Agenda

We close the Discussion by separating, honestly, what the present synthesis enables
practitioners to do now from what remains a research agenda. What practitioners can do
now, based on evidence in the corpus, includes: (a) choose between intrinsic and extrinsic
strategies per Table 11; (b) build artifact-traceability links between commits and any existing
architecture or formal models, using the static-analysis pipelines surveyed under RQ3
(Copei [8], Cerny 2024 [7]); and (c) integrate sound static-analysis verification into existing
CI/CD pipelines, following the patterns surveyed under RQ4 (Anisetti 2020 [11], Biswas [6]).
What remains a research agenda includes: (d) end-to-end formal verification pipelines
that close the design-time to runtime loop on a shared specification (only Camilli [19]
does this today); (e) shared benchmarks of evolving microservice systems for cross-study
comparison; (f) scalable industrial verification of microservice deployments beyond the
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three industrial-scale primary studies in the corpus; and (g) LLM-assisted hybrid pipelines
for repository-aware specification refresh (Section 2.4). These four research items map onto
the four pillars of the research agenda in Section 7.

Table 11. Practitioner checklist for choosing intrinsic vs. extrinsic verification, derived from the
conditions that distinguish the included primary studies.

Choose Intrinsic (Build-Time, Model-Driven) When...  Choose Extrinsic (Recovery-Based) When...

the team controls a workflow or process framework that
admits formal specification (Netflix Conductor, BPMN the team inherits a system without specifications
engines, TLA " -friendly controllers)

an authoritative interface source of truth (OpenAP],
protobuf, gRPC) exists and is treated as the single source

of truth

services are polyglot and no single framework imposes
a model

the cost of a regression at runtime is high (financial, commits, deployment manifests, and runtime telemetry

safety-critical, regulated)

the team has formal-methods expertise in-house

are abundant and reliable
the immediate goal is to detect architectural drift rather
than to prove protocol correctness

6. Threats to Validity and Gaps in the Reviewed Literature

We discuss threats to validity along Wohlin’s four dimensions, and then summarize
the methodological gaps observed in the reviewed literature itself.

6.1. The Small Primary-Study Count Is Itself a Finding

The intersection of microservice-based systems, evolution, and formal/rigorous verifi-
cation is sparsely covered in the indexed literature; the 13 primary studies surviving our
screening should be read as direct empirical support for the existence of the gap motivating
the review, not as a sampling artifact. A broader corpus would have required relaxing the
inclusion criteria, which would have changed the research question. For comparison, recent
SLRs in adjacent software-engineering subdomains report similar sizes (e.g., the serverless
QoS survey of Mampage et al. [5] and the continuous-architecture-evaluation survey of
Soares et al. [4] report comparable corpora).

6.2. Construct Validity

The four RQs operationalize the concepts of evolution and formal verification, but each
concept admits broader interpretations. “Formal” could include lightweight types and
contracts that we did not require; “evolution” could include configuration drift that we did
not separately track. We chose to keep the constructs strict to make the synthesis cleaner; a
broader scoping would likely add studies but at the cost of dilution.

6.3. Internal Validity

Search bias. Our final search used four databases (IEEE Xplore, ACM Digital Library,
SpringerLink, Scopus); we expanded from two to four in response to reviewer feedback.
We did not query Google Scholar because its lack of stable Boolean operators undermines
reproducibility. Pilot Google Scholar checks suggest that the marginal additional yield
is small and dominated by gray literature. Selection bias. Screening required subjective
judgment, particularly for studies where “microservice” was mentioned but not central; we
mitigated this with independent screening by three authors and adjudication by a senior
author, but residual subjectivity remains. QA subjectivity. The 15-item QA instrument
involves judgment on items like “clearly reproducible”. A sensitivity check (uniform
weights, doubled methodology weights, doubled venue weights) changed the included set
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by at most one study, indicating reasonable robustness; the threshold of 0.5 was chosen a
priori from the protocol, not tuned after seeing scores.

6.4. External Validity

Many of the 13 primary studies validate on small academic case studies (1-3 services).
Only three (ZENITH [20], Shahin et al. [9], Burns et al. [22]) reach industrial or production
scale. As a result, our conclusions about the maturity of microservice verification techniques
may understate their effectiveness in smaller settings and overstate their readiness for very
large polyglot deployments. We further acknowledge that, with a small and heterogeneous
corpus, individual findings may hold only for the specific systems, domains, and contexts
studied rather than generalizing across the field; this is an inherent constraint of reviewing
an emerging area, and it bounds the strength of every cross-study claim we make. We
address this in two ways. First, we do not state any finding more strongly than its evidence
base allows: the evidence-strength markers in Section 5 explicitly downgrade claims
supported by one or two studies, and we have avoided field-wide generalizations where
the corpus does not warrant them. Second, the limitation is itself a motivating result—the
scarcity of broadly validated techniques is precisely the gap the research agenda (Section 7)
targets through industrial-scale validation and shared benchmarks. We therefore present
this review as an honest map of an emerging area and the gaps within it, rather than as a
source of broadly generalizable performance conclusions.

6.5. Conclusion Validity

We minimized observer bias by using a structured extraction form with closed categor-
ical fields wherever possible (verification technique, evolution dimension, automation level,
evidence size, artifact availability). The cross-study comparison in Table 6 and Figure 2 is
derived from these fields, not from free-text impressions.

6.6. Notes on Protocol Adjustments

Two adjustments are documented for transparency: (i) the publication window
was extended from 2010-2025 (as initially announced) to 2009-2025 to include Lam-
port’s PlusCal/TLA™ paper [18], applied uniformly across all databases; (ii) the inclu-
sion/exclusion criterion E3 excludes secondary reviews whose primary topic is microser-
vice verification, but background surveys on adjacent topics (e.g., software verification
overview [2], continuous architecture evaluation [4], serverless taxonomies [5], the actor-
model checking survey [3]) are retained as background and are clearly labeled in Table 6.
Earlier drafts of the manuscript were inconsistent on these points; they are reported
clearly here.

6.7. Methodological Gaps in the Reviewed Literature

Independently of threats to our own review, the body of work itself exhibits four
recurring gaps that limit aggregation:

1.  Small-scale validation. Overall, 10 of the 13 primary studies report only small/medium
case studies; only three report large/industrial validation (Namyar, Shahin, Burns).
This makes scalability claims for formal techniques largely projective.

2. Sparse artifact sharing. Only five of the 13 primary studies provide publicly available
tools or datasets, which limits replication and cross-study benchmarking.

3. Lack of shared benchmarks. Each study uses its own subject system (e.g., an ordering
example, an automotive system, a CDN). No widely used benchmark of evolving
microservices exists.
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4. Limited end-to-end pipelines. Only Camilli’s [19] approach closes the loop from
design-time formal model to runtime monitor on a shared specification within a
microservice context; ZENITH [20] provides the strongest scale evidence but is special-
ized to a control plane. Most others address either design-time or runtime, not both.

The four gaps stated above directly motivate the four-pillar research agenda in Section 7.

7. Conclusions

This systematic literature review investigated the intersection of microservice evo-
lution and formal verification, guided by four research questions and a corpus of 18 in-
cluded studies (13 primary, five background). Our synthesis yields four insights, one per
research question:

* RQI1 (Formal Methods in Microservices). A variety of formal techniques have been
applied: Petri nets for workflow modeling, TLA™ for protocol correctness, SMT
for configuration checking, static analysis for architecture recovery, and test-based
certification for security. However, most evaluations remain confined to small-scale
case studies (10 of 13 primary studies), with limited evidence of scalability to industrial
systems.

*  RQ2 (Impact of Evolution). Architectural drift, API versioning, and dependency
change pose significant challenges to verifiability. Few approaches directly address
automated detection of specification drift or mitigation of protocol violations at scale;
this gap underscores the need for techniques that allow formal models to evolve in
step with the systems they describe.

*  RQ3 (Signals for Model Updates). Repository-derived signals such as commits, API
diffs, and dependency graphs are beginning to be leveraged to infer or update ar-
chitecture and formal models. Automation remains immature, and integration with
formal-method tool chains is limited; this is the principal gap our review surfaces.

¢ RQ4 (Continuous Verification in CI/CD). There is growing interest in embedding
verification into DevOps pipelines, but tool support is fragmented and industrial
adoption evidence is scarce. Only Camilli’s pipeline [19] closes the loop from design-
time formal model to runtime monitor on a shared specification.

Alongside these findings, our review identifies two complementary approaches to
formal verification in microservice-based systems: intrinsic and extrinsic. The intrinsic
approach integrates formal methods from the outset: models are generated, maintained,
and evaluated throughout the development life-cycle. This requires strong support from
frameworks, tools, and organizational processes, but offers higher fidelity and consistency;
its drawback is the high initial investment and the cultural shift required. The extrinsic
approach focuses on recovering models from code repositories, logs, and runtime artifacts
after the system has been built; it requires less upfront support but may suffer from model
accuracy issues and incomplete coverage of evolving behaviours. Depending on the
situation, teams may adopt one approach or combine aspects of both, per the checklist in
Table 11.

Research Agenda

The body of work surveyed here is emerging but fragmented. Formal verification for
microservice evolution is still in its infancy, with limited industrial-scale validation and
little shared tooling or open datasets. We propose a four-pillar research agenda; each pillar
is annotated with the thematic cluster and the primary studies that motivate it.
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1.  Scalable, CI/CD-integrated frameworks. Move beyond small-scale prototypes to
verification tools that operate natively within industrial pipelines. Motivated by the
RQ4 cluster (Anisetti 2020 [11], Biswas [6], Stillwell [10]) and Finding 2 in Section 5.

2. Automated model inference. Use Mining Software Repository (MSR) techniques, and,
looking forward, LLM-assisted analyses cross-checked by sound verifiers [14-16],
to extract and refresh formal models directly from codebases. Motivated by the
RQ3 cluster (Cerny 2024 [7], Copei [8], Biswas [6]) and by the LLM forward-looking
framing in Section 2.4.

3. Standardized benchmarking. Establish shared, representative microservice datasets
and benchmark systems to facilitate reproducibility and objective cross-study com-
parison. Motivated by the sparse-artifact-sharing and no-shared-benchmark gaps in
Section 6.

4.  Combined intrinsic/extrinsic adoption. Tailor verification strategies to organiza-
tional maturity, resource availability, and system complexity, with explicit guidance
(Table 11) on when to prefer build-time models, when to recover them from arti-
facts, and how to combine the two. Motivated by the intrinsic/extrinsic distinction
synthesized across the corpus (Section 5).

If these four pillars are addressed, future research can move toward more robust, scal-
able, and empirically validated approaches to ensuring correctness, safety, and reliability in
evolving microservice-based systems.
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