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Abstract

Testing and medical laboratories have been undergoing a process of progressive, unstop-
pable digitalization. The digitalization of laboratories carries risks for information secu-
rity. There are differences between medical laboratories according to International Organ-
ization for Standardization (ISO) 15189 and testing laboratories according to ISO 17025.
ISO 15189 refers to information security based on ISO 27001, while ISO 17025 is limited to
certain clauses. Medical laboratories can use the guidelines with sources from Clinical &
Laboratory Standards Institute (CLSI) documents. The European Federation of National
Associations of Measurement, Testing, and Analysis Laboratories (EUROLAB) provides
a guide to digitalization security that combines ISO 17025 requirements with ISO 27001
controls. The Italian Society of Clinical Pathology and Laboratory Medicine (SIPMeL)
Q18R1 Recommendations regarding requirements for medical laboratory information
systems confirm that laboratories should obtain at least ISO/IEC 27001 certification.

Keywords: cybersecurity; ISO standards; ISO 17025; ISO 15189; EUROLAB guideline;
SIPMeL Recommendations

1. Introduction: Laboratory Digitalization

Digitization converts physical or analog information into a digital form, while digi-
talization uses digital data and technologies to improve processes and workflows. This
distinction does not exist in all languages.

Technological innovation and digitalization are transforming industries and organi-
zations worldwide. However, digital maturity is variable in highly regulated and con-
servative environments, in which a high integrity of service provision is primary, and
digitalization is a secondary focus of organizations [1]. Digital maturity is defined as the
stage of progress in a company’s digital transformation [1] and encompasses both tech-
nical and managerial aspects in order to account for the increasingly rapid and continuous
changes in the business environment, which require a proactively implemented digital
transformation process and ongoing adjustments. For years now, testing laboratories and
medical laboratories have been undergoing a process of progressive, unstoppable digital-
ization [2].

Digitalization is part of a broader trend in which laboratory practices are shifting
toward more integrated models. Safety and security are no longer limited to incident
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management alone, but also include exposure prevention and health monitoring. Train-
ing, too, is moving from laboratory benches to immersive environments [2,3].

International Organization for Standardization/International Electrotechnical Com-
mission (ISO/IEC) TR 23842-1 presents considerations for using virtual reality content in
the learning, education and training domain for reducing reality and virtual reality cross-
over confusion among users and assisting users to effectively use these emerging technol-
ogies [4].

The reliability of measurements is no longer limited to traditional numerical analysis,
but also extends to uncertainty in qualitative and classification results [5].

The world of laboratories that buy goods and services is now convinced that digital-
ization is not limited to individual, more or less isolated pieces of informatic equipment,
but has permeated the entire operations of laboratories, both medical and testing facilities
[6].

Digital technologies are now integrated into most processes in modern laboratory
operations, to the extent that digitalization is essential for competitiveness, customer sat-
isfaction, and regulatory compliance. In medical laboratories, the focus goes beyond pa-
tient satisfaction; there is a need for concrete guarantees regarding the protection of pa-
tients’ interests, starting with their data and information [7].

Examples of digitalization include measuring instruments and embedded software
(such as in chromatography equipment), comprehensive laboratory information manage-
ment (Laboratory Information Management Systems, LIMS), electronic lab notebooks, ex-
ternal cloud-based informatic resources, the Internet of Things, robotics, electronic signa-
tures, artificial intelligence, barcodes for sample tracking, and blockchain [8], even indi-
vidual productivity tools such as word processors, spreadsheets, and databases.

This gives rise to specific risks to the confidentiality, integrity, and availability of in-
formation: service provider outages, skills gaps, human error, obsolescence over time, de-
clining interoperability, and full-scale cyberattacks, which are increasing in both fre-
quency and complexity [9].

Digital forensics laboratories, for example, report difficulties in complying with ISO
requirements. Often there is insufficient capacity to meet a growing demand for services
in an area of increasing complexity and fragmented delivery [10].

The digitalization of laboratory activities offers significant advantages, including re-
duced human error, faster communication, improved measurement and test performance,
safety, efficiency, information security, and data processing capabilities.

The digitalization processes involved in reporting test and examination results
should not be overlooked. Standardization has produced many standards dedicated to
these processes, including several examples in the field of health data: Health Level Seven
(HL7) ISO 10781:2023 [11], Fast Health Interoperability Resources (FHIR) ISO/PAS
24305:2025 [12], ISO 13606-1:2019 (Electronic health record communication, revision 2026)
[13], ISO 27269:2025 (International patient summary) [14].

In the specific field of laboratories, the ISO 18812:2003 [15] standard, which specifies
general messages for electronic information exchange between analytical instruments and
laboratory information systems, is still valid. It is applicable to the specialties of clinical
chemistry/biochemistry, hematology, toxicology, microbiology, virology, and immunol-
ogy. ISO 18812:2003 covers the specification of messages used by communicating parties
and the syntax in which they are communicated. It does not cover the transport mecha-
nisms used for the message interchange. ISO 18812:2003 is applicable only to character-
based message information. It is not applicable to the communication of graphical or im-
age information.

The ongoing ISO 24884 [16] project even goes so far as to define the digital instruc-
tions provided by manufacturers of diagnostic devices.
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Clinical & Laboratory Standards Institute’s (CLSI) AUTO16 (Next-Generation In
Vitro Diagnostic Instrument Interface [17] defines a connectivity standard based on the
Laboratory Analytical Workflow Profile of the Integrating the Healthcare Enterprise or-
ganization [18], which originated from the work of the In Vitro Diagnostic Industry Con-
nectivity Consortium. CLSI AUTO16 includes implementation and integration guidance,
security considerations, examples, and other supplemental information. The intended us-
ers of CLSI AUTO16 are IVD system manufacturers, as well as the personnel and infor-
mation technology management of medical laboratories.

However, digitization entails risks that are often not yet adequately considered or
addressed.

The timing of ISO standards for laboratory accreditation has led to differences be-
tween medical laboratories accredited under ISO 15189 [19] and testing laboratories ac-
credited under ISO 17025 [20]. ISO 15189 addresses cybersecurity and references ISO/IEC
27001 [21]. ISO/IEC 17025:2017 also addresses cybersecurity risks, although it does not
reference ISO/IEC 27001.

This note is not a practical guidance article or a comparative discussion of standards,
but rather a call to laboratories and accreditation bodies to consider the current need for
information security and to thoroughly examine the connections between ISO standards
and guidelines from other sources.

2.ISO 17025 Standard and European Federation of National
Associations of Measurement, Testing, and Analysis Laboratories
(EUROLAB) Guide to the Digitalization of Testing Laboratories

EUROLAB (European Federation of National Associations of Measurement, Testing,
and Analysis Laboratories) is an organization that represents laboratories and promotes
best practices. Following a survey conducted by the German Federal Institute for Materi-
als Research and Testing, other internal surveys, and investigations carried out by labor-
atories, EUROLAB presented its proposal on digitalization, noting that laboratories—par-
ticularly smaller ones—often lack necessary resources (skills, time, and staff), as do many
ISO standards inspectors [6,22].

This was noted by the European Commission in 2021 and the Organization for Eco-
nomic Cooperation and Development (OECD) in 2019 [23].

ISO/IEC 17025:2017 sets out in section 7.11 (Data control and information manage-
ment) a number of requirements in clauses 7.11.1 through 7.11.6, which pertain to availa-
bility, validation and verification, maintenance, protection, and failure of informatics. EU-
ROLAB considers these points to be directed at computer equipment, while digitalized
processes are lacking. Therefore, EUROLAB aims to identify the clauses of the ISO/IEC
17025:2017 standard that are also indirectly applicable to data systems, and to formulate
recommendations based on the ISO/IEC 27002 standard and other related standards and
guidelines.

The EUROLAB guide is divided into seven chapters (Table 1).

Table 1. Chapters of the European Federation of National Associations of Measurement, Testing,
and Analysis Laboratories (EUROLAB) guide [22] on the management of digitalized systems in la-
boratories accredited to ISO/IEC 17025.

1: Introduction and scope.

2: Normative references.

3: Definitions of terms from other standards and guidelines, plus specific EUROLAB def-
initions.

4: Risk assessment of digital processes.
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5: Risks that may compromise test results or information security, the factors influencing
them, and controls to mitigate them.

6: Implementation of controls, based on ISO/IEC 27002:2022.

7: Links between ISO/IEC 17025:2017, ISO/IEC 27001:2022, and EUROLAB guidelines.

Certain sections of the EUROLAB document deserve special attention.

The glossary in chapter 3 contains as many as 200 entries, some of which are quite
original: for example, “Backward Compatibility,” “Centralized Data Storage,” “Crypto-
graphic Deletion,” “Code Injection Attack,” “Cryptojacking” (Cryptocurrency Hijacking),
“Data Deletion,” “Digitization,” “Exhaustive attack” (synonymous with “brute-force at-
tack”), “Functional testing” (synonymous with “black-box testing”), “Hybrid license”
(both proprietary and open-source licensing), “Man-in-the-middle attack” (to insert and
modify messages between two parties without their knowledge), and “White-box testing”
(which takes into account the internal mechanism of a system).

In section 4, EUROLAB links some clauses of ISO 17025 to cyber risks, as in 8.5 and
8.5.2 (risk assessment), and 8.7.1 (e) (review of risks following a nonconformity). It refer-
ences standards not cited in ISO 17025, such as ISO 31000 (risk management) [24], IEC
31010 (risk assessment) [25], ISO/IEC 27000 (cybersecurity) [26], ISO/IEC TS 27100 (cyber-
security) [27], and ISO/IEC 27001 (information security) [28]. It adds guidance from a
Swiss Working Group (Arbeitsgruppe Informationstechnologie, AGIT), the United States
Pharmacopeia (USP) on laboratory instruments, the International Society for Pharmaceu-
tical Engineering (ISPE) Good Automated Manufacturing Practice (GAMP) 5 for comput-
erized systems, and the European Union Agency for Cybersecurity (ENISA) for cloud
computing.

Section 5 identifies significant risks and recommends controls to mitigate them. Spe-
cifically, these include unsuitable systems or modules, improper use and management,
cyberattacks and internal attacks, physical failures due to natural wear and tear, service
interruptions, disasters, obsolescence or loss of expertise, unexpected behavior due to de-
velopment errors or inadequate design, and the provision of incorrect data or data to un-
authorized third parties.

Section 6 of EUROLAB describes the controls for mitigating cyber risks and comply-
ing with ISO/IEC 17025. Specifically, ISO 17025 5.5(c) (documented procedures), 6.4.3
(handling, transport, storage, use, and scheduled maintenance of equipment), 6.4.13 (de-
scription, location, calibration, maintenance, and acceptance testing of equipment), 7.5.1
(records and metadata to enable the repeatability of the activity under conditions as sim-
ilar as possible to the original ones), and 8.4.1 (legible records).

With regard to user requirements, procurement, and design qualification, EUROLAB
identifies the following clauses of ISO/IEC 17025: 6.6.1 (externally provided products and
services); 6.6.2 (acceptance criteria for the provision and verification of externally pro-
vided products and services); 6.6.3 (communicating its requirements and acceptance cri-
teria to external suppliers); 6.4.2 (equipment requirements, including for off-site infor-
mation systems controlled by external suppliers and used by the laboratory in the cloud);
and 7.11.4 (information systems hosted, maintained, or managed by external suppliers).

EUROLARB recognizes several clauses of ISO 17025 that apply to the acceptance test-
ing of information technology systems: 6.4.4 and 6.4.9 (requirements for equipment prior
to commissioning or following failures and maintenance); 6.4.10 (interim checks); 6.4.13
(c) (records for equipment verification); 6.4.5 (equipment meeting performance require-
ments); 6.6.1 and 6.6.2 (external products and services); 7.2.1.5 (verification of methods);
7.11.2 (information management systems validated prior to use); 7.11.6 (calculation and
transfer of verified data); and 7.7.1 (c) (functional testing of equipment).
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EUROLAB has added several acceptance controls from ISO/IEC 27001:2022, such as
8.29 (information protection); 8.31 (separate development, test, and production environ-
ments); and 8.33 (selected and protected test information). Other controls from ISO/IEC
27001:2022 include 8.25 and 8.26 (security requirements during software development or
acquisition); and 8.28 and 8.30 (requirements for outsourced development of systems and
software).

For maintenance activities, EUROLAB identifies the following clauses in ISO 17025:
6.4.3 (scheduled maintenance), 6.4.13 (g) and (h) (records of damage, breakdowns, and
maintenance), and 7.11.3 (d) (maintenance to ensure data integrity). It adds the controls
from ISO/IEC 27001:2022 7.13 (equipment with adequate maintenance).

The environmental conditions that affect the information system are specified in
clauses 6.3.1 through 6.3.4 (environmental conditions) and 7.11.3(c) (information manage-
ment system in an environment that complies with the supplier’s or laboratory’s specifi-
cations) of ISO/IEC 17025:2017. EUROLAB adds controls 7.5 (physical protection) and 7.8
(secure placement of equipment) from ISO/IEC 27001:2022.

Change control is clearly addressed in ISO/IEC 17025:2017 through clauses 6.4.13
(records of equipment changes), 7.11.2 (authorized, documented, and validated changes
to information management systems), 8.3.2 (c) (changes to and revision of documents),
and 7.5.2 (changes to technical records). ISO/IEC 27001:2022 includes controls 8.19 (soft-
ware installation) and 8.32 (changes to the information processing system).

Access control is addressed in several clauses of ISO/IEC 17025:2017: 4.2.1 (confiden-
tial information and data), 7.11.3 (a) and (b) (information protected against unauthorized
access, tampering, and loss), and 8.4.2 (access to records consistent with confidentiality).
In addition to these, there are numerous controls in ISO/IEC 27001:2022: 7.4 (preventing
unauthorized physical access to premises), 8.1 (information accessible via protected de-
vices), 8.2 (restricted access rights), 8.3 (access control), 8.4 (managed access to source
code), 8.5 (authentication technologies), 8.7 (protections against malicious software), 8.11
(data masking), 8.16 (access with anomalous behavior), 8.18 (utility programs capable of
overriding system and application controls), 8.22 (separate systems, software, and users
on different networks), and 8.23 (access to external websites).

The EUROLAB document contains additional chapters, which are only mentioned
here: technical documentation, general inventory and records, redundancy of facilities,
legible records, indexing, archiving and disposal, backup, digital signatures and docu-
ments, staff competence, incident reporting, and internal audits.

3.ISO 15189 Standard and Medical Laboratory Informatics

ISO 15189:2022 includes a section (7.6.3, Management of information systems) that
lists specific requirements for information technology in the medical laboratory [19].

Systems used for the collection, processing, recording, reporting, archiving, or re-
trieval of data and test information are validated by the supplier and verified by the la-
boratory prior to their implementation. Any changes to the system, including the config-
uration of laboratory software or modifications to commercial software, must be author-
ized, documented, and validated prior to use. Validation and verification include the
proper functioning of interfaces between the laboratory information system and other sys-
tems, such as laboratory equipment, hospital patient management systems, and primary
care systems. This last requirement is not always given due consideration.

Following its participation in the revision process for ISO 15189, the Italian Society of
Clinical Pathology and Laboratory Medicine (SIPMeL) produced a series of recommenda-
tion documents that provide guidance on how to implement the standard’s requirements
within the national context, including those related to cybersecurity (Table 2) [28,29]. The
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Q18R1 Recommendations were developed through collaboration between the Quality
and Accreditation Commission and the Information Technology Study Group.

Table 2. Excerpt from the Italian Society of Clinical Pathology and Laboratory Medicine (SIPMeL)
Q18R1 Recommendations regarding requirements for medical laboratory information systems
[28,29].

1. Information security for the entire process from request to results, including interme-
diary systems (middleware).

2. Information security certification of the laboratory in accordance with ISO 27001.

3. Continuity of the laboratory’s information system, including during maintenance or
modifications.

4. Information security of the laboratory in accordance with CLSI AUTO11 guidelines.
5. Continuity of the information system in accordance with CLSI AUTO11.

6. Off-site information management, including cloud-based solutions, in accordance
with ISO 15189 requirements.

Clause 6.4 (Equipment) of ISO 15189 covers laboratory information systems. Section
7.6 (Control of data and information management) of ISO 15189 requires access to the
necessary data and information, regardless of the physical location of the systems—for
example, in the organization’s data center or even in the cloud.

ISO 15189 references two other ISO documents, thereby incorporating their require-
ments: ISO 22367:2020 (updated 2026) Annex A.13 regarding risks associated with infor-
mation systems [30], and ISO/IEC 27001:2022 Annex A (Information security controls) re-
garding security controls [21].

The requirements of ISO 22367 apply to all aspects of laboratory testing, including
the transfer of test results to the electronic health record. ISO 22367 Annex A, section A.13,
provides a step-by-step review of laboratory information systems, including the integrity
of intermediary systems (middleware) and the risks of intrusion into systems connected
to the Internet.

4. Information Security Standards: ISO/IEC 27001, ISO/IEC 27002,
ISO/IEC 27799

ISO 15189 builds upon and incorporates the requirements of ISO/IEC 27001, the
founding standard and cornerstone of the ISO/IEC 27000 family of standards [26], which
provides a high-level overview of information security management systems (ISMSs) and
is applicable to all types of organizations, regardless of size.

ISO/IEC 27002:2022 [31] defines recommended best practices and guidelines for im-
plementing information security controls. ISO/IEC 27002:2022 is not itself certifiable but
serves as a guide and support for information security management systems (ISMSs) and
as a foundation for other standards in the ISO 27000 family.

ISO/IEC 27799:2025 [32] provides guidelines for implementing information security
in the healthcare sector based on the controls defined by ISO/IEC 27002 for data and in-
formation in any form (paper, electronic, voice recordings, medical images). ISO/IEC
27799 has also incorporated ISO/TS 14441:2013 [33].

5. Information Systems Management in ISO 15189: A Practical Guide

Clause 7.6.2 of ISO 15189 stipulates that the laboratory bears ultimate responsibility
for the maintenance and modification of information systems, which must be validated
by the supplier and verified by the laboratory prior to their implementation; furthermore,
any modification must be authorized, documented, and validated before implementation.
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Validation and verification include interfaces with other systems, namely laboratory in-
struments as well as hospital patient management systems and community primary care
systems.

According to ISO guidelines, ISO 15189 sets forth principles without specifying de-
tailed requirements [34], but laboratories need practical guidance. To this purpose, Q18R1
includes a reference to the recently revised Clinical & Laboratory Standards Institute
(CLSI) AUTO11 [35]. CLSI AUTOIL11 clearly distinguishes the responsibilities of manufac-
turers of diagnostic systems (MDMs), users (e.g., laboratory personnel), and the health
information management departments of healthcare organizations (HDOs).

Cybersecurity is addressed in ISO 15189, clause 7.6.3, subclauses (b) through (e),
which cover documentation, cybersecurity, the environment, data integrity, and system
failures.

The management of information systems is strained in emergency situations. ISO
15189 addresses this in section 7.6.4 (Outage plans) and section 7.6.5 (Off-site manage-
ment). ISO sets forth the principle but does not provide instructions on how to apply it.
However, such instructions can be found in the CLSI AUTOL11 guide.

It is not easy for laboratories to comply with the ISO requirement regarding system
continuity. The alternatives would be fault-tolerant systems, redundancy (multiple sys-
tems operating in parallel), or a contingency plan that provides for the use of paper-based
materials in extreme cases.

Finally, if we consider medical laboratories as nodes in telemedicine networks, we
must broaden our perspective to include recent resources not yet included in the SIPMeL
Recommendations: the CLSI AUTO17 guide on semantic interoperability and the three
documents in the ISO 6268 series on cybersecurity —one covering an overview and con-
cepts, the second covering the reference model, and the third covering the requirements.

6. Conclusions: Information Technology in Laboratories, from Niche
to Backbone

The digital maturity assessment is widely acknowledged as a foundational step in
any digital transformation process [36].

The computer-based processing of data is no longer merely an ancillary aspect of
measurement or testing activities, but rather a critical component of the entire organiza-
tional framework for the purposes of ISO accreditation. All activities that affect the per-
formance of tests or examinations required for a specific area of accreditation are suscep-
tible to accidental changes in data and information, as well as to the use of procedures that
lack sufficient detail for digital processes and to personnel with insufficient knowledge.
The scientific literature for individual projects does not adequately describe the measures
and competencies required for information security.

ISO standards, EUROLAB guidance, CLSI documents, and SIPMeL Recommenda-
tions have different normative statuses. Accreditation and certification activities rely on
the standard references established by the regulations (EA, ILAC, or IAF) to define re-
quirements. However, these requirements often need application guidelines to provide
direction to both laboratories and inspectors. This is precisely the purpose of the EURO-
LAB and SIPMeL Recommendations. SIPMeL, in particular, considers various CLSI
sources to be useful.

In this note, the practical message for laboratories is precisely to gain a deeper un-
derstanding of the accreditation requirements by studying the referenced guidelines (SIP-
MeL, CLSI, and EUROLAB), rather than merely reading the requirements and interpret-
ing them solely based on their own background knowledge, experience, or common sense.

The digitalization of testing and medical laboratories is irreversible. Given the high
value of the sensitive data they hold, it is essential to ensure the validation and resilience
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of digital data management, information technology systems, and expertise. The SIPMeL
Recommendations for medical laboratories are aligned with the EUROLAB guidelines for
testing laboratories: laboratories should obtain at least ISO/IEC 27001 certification to en-
sure compliance with information security requirements.
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The following abbreviations are used in this manuscript:

ISO International Organization for Standardization

IEC International Electrotechnical Commission

CLSI Clinical & Laboratory Standards Institute

EUROLAB il;ropean association representing laboratories and other conformity assessment bod-
i

HL7 Health Level Seven International

FHIR Fast Health Interoperability Resources

AGIT Arbeitsgruppe Informationstechnologie

usP United States Pharmacopeia

ISPE International Society for Pharmaceutical Engineering

GAMP Good Automated Manufacturing Practice
ENISA European Union Agency for Cybersecurity

LIMS Laboratory Information Management Systems
SIPMeL.  Italian Society of Clinical Pathology and Laboratory Medicine
MDMs Manufacturers of diagnostic systems
HDOs Healthcare organizations
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