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Abstract: Automation and digitalization, as long-term evolutionary processes, cause significant
effects, such as the transformation of occupations and job profiles, changes to employment forms,
and a more significant role for the platform economy, generating challenges for social policy. This
systematic literature review aims to provide an overview of the research to date related to influences
of the Industry 4.0 Revolution on human capital development and consumer behavior. A search
on the Web of Science identified 160 papers that met the inclusion criteria. The major objectives
aimed to identify: the main types of influences of the Industry 4.0 Revolution on human capital
development and consumer behavior; the main opportunities and challenges for new directions
in education associated with shifting the work environment; and the drivers for human capital
development and consumer behavior through the lenses of the Industry 4.0 Revolution. The results
revealed some key aspects for the development of human capital: information, new jobs, the
Internet, technology, training, education, new skills, automation, communication, innovativeness,
professionals, productivity, artificial intelligence, digitalization, e-recruitment, and the Internet of
Things, as well as the main drivers of consumer behavior: information, e-commerce, digitalization, the
Internet of Things, e-distribution, technology, digitalization, automation, personalized, performance,
artificial intelligence, behavior intention, e-shopping, and data mining.
Keywords: industry 4.0; automation; digitalization; artificial intelligence; information technology;
communication technology; human capital development; labor market; customer behavior

1. Introduction
1.1. Overview of Industrial Revolutions Through a Social Lens
Technological progress has been the engine of the development of human society since the dawn
of civilization. Over time, the concerns of the scholars in economics have evolved in parallel with the
evolution of technology. So far, this evolution has been marked by four major leaps, known as industrial
revolutions, generated by major inventions. These inventions are the steam engine, then electricity,
digitalization, and using information technology, culminating in the significant advances made in the
Information and Communications Technologies (ICT) field at the end of the 20th century, together
with the advent and mass generalization of the Internet, which led to the fourth industrial revolution.
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In the field of manufacturing, the focus has shifted from increased production to increased
productivity, then to automation, reaching connectivity, through the use of cyber-physical systems in
production processes.
In the social field, the first industrial revolution (Industry 1.0) determined the evolution from the
mercantile city, which grew based on the exchange of goods and products obtained from agriculture,
to the industrial city, which grew based on increased productivity [1]. This transformation laid the
foundations of the modern world, and by changing the social structure of human capital, the primordial
importance of agriculture in the economic and social life has been taken over by industry. According
to Frey and Osborne [2], people had a fear of technological unemployment. For this reason, several
hundred years passed between the first knitting machine invented in 1589 by William Lee and the
first industrial revolution. Moreover, this revolution led to the replacement of workers’ skills by
simplifying their tasks [3]. The workers took over the role of supervision, regulation, and control of
the machines [4,5]. The second industrial revolution (Industry 2.0) brought the transition from the
industrial city to the planned city. In the planned city, the new type of worker was exempted from the
productive processes that involved gross physical labor, which has been replaced by social and security
services, mechanical equipment, and total automation. The third industrial revolution (Industry 3.0)
caused a transition from the planned city to the fragmented city, where industries were increasingly
moving away from the markets, thus changing the economic systems and methods of production. In
the fragmented city, a new economic-social order was born, separating, even more, the housing from
the workplace, consumers, urban life, and research and innovation institutions. The fourth industrial
revolution (Industry 4.0) brought about the transition from the fragmented city to the smart city [6]. At
this current stage, the economic-social transformations do not have their roots in discovering a new form
of energy, but they are based on the latest technological phenomenon—digitalization. The technology
has made possible new products and services that have generated significant transformations in both
personal and professional life, emphasizing the interaction between machines and people.
Tay, S. I. et al. have presented Industry 4.0 as a global change for each part of the company, through
digitalization and automation, as well as through the manufacturing processes [7]. The concept of
Industry 4.0 was easily and quickly accepted by the big international companies that already used
techniques for the continuous improvement of the quality of processes and products and had high
standards for research and development, to increase their competitiveness in the market [8]. The
means of adopting this concept are self-optimization, self-knowledge, and self-personalization in the
industry. In this way, workers communicate with computers rather than operate them, according to
Tay, S. I. et al. [7].
1.2. Industry 4.0 in Definitions
Introduced in 2011 at the Exhibition in Hanover [9], the concept of Industry 4.0 has aroused
the interest not only of producers but also of researchers. Thus, Kagermann et al. considered that
the implementation of the concept of Industry 4.0 in the production sector implies the use to the
maximum capacity of the power of communications technology and innovative inventions to stimulate
the development of production technologies [10]. Quin et al. stated that Industry 4.0 could ensure the
real development of companies by generating a reliable production environment. An important role
is played by the intelligent data collection and interpretation, the correct decision making, and their
timely implementation as a result of using the most advanced technologies, which allows faster data
collection and interpretation procedures [11]. Schumacher et al. emphasized the network of advanced
technologies in the value chain. Services, automation, robotics, artificial intelligence, the Internet of
Things (IoT), and additive manufacturing are the elements that will reshape businesses in different
industries. The new wave of transformations in production systems will blur the boundaries between
the real world and virtual reality, causing the phenomenon of Cyber-Physical Production Systems
(CPPS) [12]. In the Industry 4.0 scenario, the Cyber-Physical System contributes to the decentralization
of the operational decision-making process by introducing autonomous machines, creating a modular
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structured intelligent factory [13]. Industry 4.0 aims to build open and intelligent manufacturing
platforms for the application of information in industrial networks, bringing innovation in business
models [14,15]. A smart manufacturing system needs more autonomy and sociality capabilities, as
key factors of self-organized systems. Several features of Industry 4.0, namely, physical, digital, and
biological worlds [16], significantly contribute to the improvement of the industrial environment,
generating positive effects on governments’ economies and development plans. Schwab emphasized
that Industry 4.0 is one of the most important leaps in the global industry and economy [15]. Wang et al.
have highlighted that Industry 4.0 makes full use of emerging technologies and rapid development of
machines and tools to meet global challenges by improving industrial processes. The central concept of
Industry 4.0 is the use of advanced information technology to implement IoT by integrating engineering
knowledge [16]. The effects are on the production, consisting of increasing the speed of the processes,
improving the efficiency of the production systems, and reducing the number of problems and the
downtime, which ultimately leads to cost savings [17,18]. The results appear on the finished product,
which has a higher level of quality and is more comfortable and cheaper to use and maintain. The
concept of Industry 4.0 is an opportunity for development and competitiveness improvement [19].
Wyrwicka et al. have shown that moving to Industry 4.0 is an advantage to stay competitive in any
industry. In this sense, modern machines and tools, which use sophisticated software and network
sensors, can be used to plan, predict, adjust, and control business results, to lead to optimization of the
value chain [20]. The result is a more dynamic production flow [21]. On the other hand, a significant
negative effect is a disruption in job markets [22]. The complex and integrated development of science
and technology corresponding to the stage of industry 4.0 will not only redesign commerce, culture,
and society, but also our biology and ethics [23].
Schumacher et al. [12] synthesize the concept of Industry 4.0 as a mix of advanced technologies,
which use the internet widely to support certain technologies. They use embedded systems, for
integrating and combining intelligent machines with human actors, in manufacturing processes that
require new types of technical data and generate high agility value chains.
Summarizing, the above definitions, several advantages of the industrial revolution 4.0 can
be identified, namely: increasing economic efficiency, increasing labor productivity, flexibility and
intelligence, reducing manufacturing costs, and increasing returns on investments. Regarding the
increase of economic efficiency, it is noteworthy to modify the relation between human capital and
ethnic capital, which is now automated. With less social capital and more technical capital, companies
make decisions faster. The automation of the technical capital has resulted in high quality products
and services. Increased labor productivity is primarily obtained since the downtime of the production
lines has decreased, with decisions now being made automatically or semi-automatically. Production
is monitored, and it is much easier to introduce new products on the manufacturing line and create
opportunities for a single manufacturing operation. The production is flexible, and the factory is
intelligent. Lower manufacturing costs and increased profitability result from the introduction of
advanced technologies. Manufacturing costs will decrease significantly but over time. Initially, the
investment costs of their implementation will be quite high, but they will be amortized over time. The
benefits to the industry and the potential return on investments are what matter.
There are disadvantages to the Industrial 4.0 Revolution. The reduction of creativity can occur due
to the automation of machines and the disappearance of human capital from the production technology.
Human capital can generate controversy with its creativity, while devices are optimized, set up, and
programmed to perform, despite the errors that may occur [23]. Increasing the unemployment rate,
at least in some areas, can be another negative effect. Between the degree of production automation
and the unemployment rate, there is a directly proportional relationship: the higher the degree of
production automation, the higher the unemployment rate [23]. The automation of manufacturing
technologies, and job computerization have dislocated much of the human capital, causing a new
reconfiguration of it. On the other hand, however, the latest technologies will lead to the creation of
new jobs, and there will be new production areas. The impact on environmental protection is also

Sustainability 2020, 12, 4035

4 of 28

significant. Specific technologies and equipment that are incorporated in the production facilities of
Industry 4.0 have a substantial effect on the environment. As a negative effect, data security breaches
may occur. Internet of Things is an interrelational system of artificial intelligence, and companies are
still working to fill the gaps in its security. The complexity of the tasks reduces its abilities. Although
the production technologies of Industry 4.0 lead to an increase in product quality, they have not yet
been able to solve the problem of sophisticated production. Human capital is currently the only type
capable of carrying out complex, customized production tasks. Training with employees is required for
new technologies. Apart from the maintenance provided to the production technologies of Industry 4.0,
human capital must be trained in order to implement, operate, and maintain the automated systems
properly and to ensure their continuous operation. The time frame for implementing Industry 4.0 is
relatively large and requires efforts throughout industry. Initial costs are high.
1.3. Human Capital in the Industry 4.0 stage
The implementation of new technologies affects both employees operating in industries as well
as organizations. The problem of the competence framework implies a three-dimensional approach,
involving the level of the enterprise management, the fields of the production process and the types
of competences [24]. According to Gan and Yusof, six types of effective Human Resources practices
play essential roles in organizations, namely, knowledge management, HR policy making, training,
recruiting, a reward system, and job design. They could improve the performance of organizations
by equipping the workforce with up-to-date skills [25]. There is a need to identify the organizational
strategies and their responses in adapting to the substitution of human workers by using robot and
automation in this stage [26]. The Industry 4.0 Revolution is characterized by the decisive role of
the efficiency of organizing the exchange of information. The structure of the technological mode of
production has changed from the model: information + knowledge + innovation, corresponding to the
knowledge economy, to the model: human intelligence + new information technologies + information
+ innovations, in the Industry 4.0 era. In this stage, the creativity of an individual, and the formation
of human capital are the qualitative basis of the good. In the Industry 4.0 stage, it is necessary to
adapt the education system to the new development requirements of the society; under these new
conditions, only the knowledge gained will contribute to the development of Industry 4.0 and its safe
development [27,28]. For Industry 4.0, depending on the industrial sector, specific skills and human
tasks may be different from others, due to the divergence of processes. Some changes in terms of
abilities and tasks have been observed [29]. Therefore, human capital will have significant participation
in the work and will undergo a redirection of jobs and learning [30].
In the Industry 4.0 era, people are involved in the entire production system: as system designers,
as workers, and as customers of manufactured goods. The requirements and needs of each individual
involved in the process should be included in the system communicating needs and requirements
amongst everyone involved [31].
1.4. Marketing in the Industry 4.0 stage
As the role of information and communication technologies in the purchasing process
grows steadily, customer expectations also increase, forcing traders to react quickly to market
movements [32,33]. Since the beginning of the Industry 4.0 era, researchers have predicted dramatic
changes in the way of interaction between consumers and retailers, driven by the global use of new
technologies and the imminent emergence of new efficient retail business models [34]. The integration
of technology and the Internet has led to the emergence of connected customers [35]. They inform but
also purchase, using a wide range of devices, such as smartphones, tablets, and laptops. This change
has generated changes in the organization of marketing departments, which need to work integrated
with IT and technology departments to expand consumer access to content. To remain competitive,
marketers need to integrate these new devices into marketing campaigns and gain skills in using
technology [36]. The use of technologies is becoming a source of key competencies and capabilities,
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generating sustainable competitive advantages for organizations. The use of ICT in business has also
raised issues related to cybersecurity. With the emergence and spread of social networks and the use of
mobile devices and related technologies, consumers are becoming more and more connected to each
other and to organizations. In this new era of Industry 4.0, business models, in general, and marketing
strategies, in particular, need specific innovation. Organizations and managers are looking for new
ways to market products more efficiently, in an increasingly competitive environment [37].
1.5. Objectives
This demarche was performed aiming to understand the following issues:
•
•
•

Identifying the main types of influences of Industry 4.0 revolution on human capital development
and consumer behavior;
Identifying the main opportunities and challenges for new directions in education required by
shifting the work environment in the Industry 4.0 stage;
Identifying the drivers for human capital development and consumer behavior in the context of
the Industry 4.0 Revolution.

2. Motivation
The Industry 4.0 Revolution requires the Smart Manufacturing concept. In this new context,
employee interactions with machines are defined. The interconnections created between the various
actors represent defining elements of the new intelligent production systems, and the interfaces
between workers and machines become key points. These characteristics require creative and inventive
workers who are also endowed with expertise and skills to work in such environments. Their provider
can only be an education system based on creativity, inventiveness, and knowledge [38]. In the context
of Industry 4.0, human resources management faces new challenges of knowledge and skills related
to new technologies and processes. To meet the needs of the present and future labor market, the
development of the labor force requires the development of necessary skills. In Agolla’s opinion [38], to
effectively cope with the new challenges of the workplace, as defined by the Smart Manufacturing and
Industry 4.0 Revolution, workers must develop specific competencies, abilities, skills, knowledge, and
attitudes. They must become familiar with the technology of things (ToT), be capable of human-machine
interactions, be able to access the technology-technology interfaces, proving that they possess a good
understanding of the systems in the network, creativity, and innovation.
Boston Consulting Group (BCG) researchers have stated since 2015 that infrastructure and
education must be adapted [39]. Manufacturers and suppliers need to consider their adaptation as
they incorporate the technologies of Industry 4.0. Government, industry associations, and businesses
should participate in this combined effort. The infrastructure must be fast, secure, and reliable enough
for companies to be able use it for real-time data transmission. In the opinion of BCG scholars, the
necessary improvements are aiming at fixed and mobile broadband services. Regarding education,
BCG members stated that, on the one hand, school, training, and university programs need to be
adapted and, on the other hand, entrepreneurial approaches must be strengthened, to increase the IT
skills and innovation skills of the workforce. In a narrower sense, human capital management is gaining
new meanings for corporate strategies. The intelligent manufacturing and Industry 4.0 Revolution
involve the automation of processes, which leads to an increase in the number of workspaces with a
high level of complexity, thereby requiring a high level of staff education [40].
The expectations of the industry as a result of its transition to the fourth phase of development
justify EU’s budgetary effort to implement the Industry 4.0 Agenda. The main benefits consist of
increasing manufacturing efficiency by reducing the duration of the technological process, reducing
the waste in the process chain, greater adaptability to the needs of customers, improving the quality
of the products, and, finally, reducing the costs of manufactured products and reducing the waiting
times for the final consumer. These led to the inclusion of the Industry 4.0 concept in the strategic
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development programs of some developed countries in world. Emerging economies must be an active
part of this qualitative leap in industry.
The following considerations justify this analysis:
•
•

Industry 4.0 has created new opportunities and threats that must be known and assessed to gain
new competitive advantages;
The competitive advantage of the cheap and skilled workforce is becoming increasingly visible
and puts emerging economies in a deadlock on the future development model. To maintain
economic growth, emerging economies need educational and training programs to develop skills,
especially digital ones, which are increasingly demanded by the labor market.

3. Materials and Methods
A systematic literature review was conducted to provide an overview of the research to date
related to influences of Industry 4.0 revolution on the human capital development and consumer
behavior. This systematic literature review is based on Preferred Reporting Items for Systematic
Reviews and Meta-Analyses (PRISMA) (http://prisma-statement.org/), being prepared following the
points in the report for systematic reviews and meta-analyses [41,42].
Systematic Literature Review (SLR) is a method used to identify, evaluate, and synthesize the
current situation of specific research topics in the specialized literature. This technique involves
localization, restrictive collection, rigorous scientific methodological analysis, and eliminating the
subjective element. The purpose of SLR is building an overview, adequately documented on a specific
topic and providing a correct summary of the literature, resulting in an estimate of the overall effect for
a study population [43]. The systematic review is becoming increasingly important in social science
research. The scientific importance of SLR comes from its emphasis on systematically identifying and
collecting all available information on a specific topic. Based on this information, it is possible to
determine a certain tendency specific to the theme or domain studied. In a SLR targeting research in
the field of social sciences, according to [44], the high degree of variability in the studies related to the
social sciences area must be considered.
Our approach to conducting this review was based on Snyder’s approach [45] and consisted
of four stages: (1) designing the review, (2) conducting the review, (3) analysis, and (4) writing up
the review.
3.1. Information Source Search Strategy, and Identification
A detailed strategy was developed for using the Web of Science database. A search for publications
addressing Industry 4.0-related concepts, as well as human capital and consumer behavior, was
conducted in February-March of 2020. The Web of Science database was selected due to its broad
coverage. In addition, we performed a partial search of gray literature in Google Scholar. The last
search in all databases was performed on March 2, 2020.
Regarding the search for information in articles, we have included only the open access sources
because of budgetary constraints. In the first search, including articles that are not open access, 2204
titles were provided. Only 762 were maintained in the analysis, satisfying the open-access condition.
This could be a limitation of the research.
Figure 1 shows the initial search yielded a total of 762 records; however, 355 records were
excluded due to their document type and language. We excluded conference proceedings, book series,
books, and other publications. Only journal articles were included in the systematic literature review,
aiming at high-quality studies ensured by the peer-review process undertaken by academic journals.
Additionally, we excluded articles written in other languages than English, thus eliminating 27 records
in various other languages. Besides that, we considered only open access articles, considering the
necessity of studying the entire articles. The excluded publications were organized by criterion
of exclusion.
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Figure 1. Flowchart of search and selection criteria. Source: Authors own design based on PRISMA.
Figure 1. Flowchart of search and selection criteria. Source: Authors own design based on PRISMA.

3.2. Inclusion and Exclusion Criteria
3.2. Inclusion and Exclusion Criteria
The following combination of terms used to search references using Boolean operators
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Technology*
OR Artificial
Intelligence*
OR Communication
Technology*)
TSInformation
= (Human Capital
Development*
OR Human
Resources*
OR Labor market*
OR Labor market*
TS
=
(Human
Capital
Development*
OR
Human
Resources*
OR
Labor
market* OR Labor
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Consumer
Figure
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and
exclusionBehavior*).
criteria. The inclusion and exclusion process
Figure
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theitems
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and
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Theand
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flow
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qualitative analysis, first, we screened the abstracts; 49 records were excluded because they provided In the
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we screened
the abstracts;
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because
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no approach
of theanalysis,
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Influences
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4.0 Revolution
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Human
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no approach
of the
related we
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Influences to
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Industry
4.0 Revolution on the Human Capital
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the articles.
Development and Consumer Behavior. Posteriorly, we proceeded to read the articles.

4. Results
A total of 762 articles were initially found as a result of the database interrogation. After
duplicate removal, and exclusion criteria application, 160 titles and abstracts of articles were selected
and read. After reading the abstracts, 111 full-text articles were analyzed in detail, meeting the
eligibility criteria.
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The UK plays a leading role in the research on Industry 4.0 or related concepts and their influences
The UK plays a leading role in the research on Industry 4.0 or related concepts and their
on human capital or consumer behavior or management strategies and marketing practices, with a
influences on human capital or consumer behavior or management strategies and marketing
total of 25 (22.5%) publications, followed by the USA and Germany with 19 (17.1%) and 14 (13.5%)
practices, with a total of 25 (22.5%) publications, followed by the USA and Germany with 19 (17.1%)
publications, respectively. A total of 23 (without Russia) countries were accounted for in the selected
and 14 (13.5%) publications, respectively. A total of 23 (without Russia) countries were accounted for
articles, encompassing applications mainly in Europe (76 studies corresponding to 25 publications and
in the selected articles, encompassing applications mainly in Europe (76 studies corresponding to 25
13 countries). Of the 25 European publications, the most numerous are in Northern Europe, namely
publications and 13 countries). Of the 25 European publications, the most numerous are in Northern
10, of which 8 in the UK, where most articles have been published. It is interesting to stress that the
Europe, namely 10, of which 8 in the UK, where most articles have been published. It is interesting
main publication source of papers has been Western Europe, namely in Switzerland. The countries of
to stress that the main publication source of papers has been Western Europe, namely in Switzerland.
Eastern Europe are also well represented, with a total number of 6 publications, of which 4 belong
The countries of Eastern Europe are also well represented, with a total number of 6 publications, of
to Poland.
which 4 belong to Poland.
The first published study on Industry 4.0 [46] was from Ukraine in 2012, following the first
The first published study on Industry 4.0 [46] was from Ukraine in 2012, following the first
mention of the concept in 2011 [9].
mention of the concept in 2011 [9].
The distribution of publications by country is presented in Figure 3.
The distribution of publications by country is presented in Figure 3.
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The phenomenon’s diffusion: These changes are evident in the structure of stock exchanges,
•
•
The phenomenon's diffusion: These changes are evident in the structure of stock exchanges,
where the financial services industry wins first place [48,49]. The industrial structure of the stock
where the financial services industry wins first place [48,49]. The industrial structure of the stock
indices no longer corresponds to the GDP structure, suggesting that the stock market does not
indices no longer corresponds to the GDP structure, suggesting that the stock market does not
reflect the economy. As a result of the growth of financial services, a new phenomenon has
reflect the economy. As a result of the growth of financial services, a new phenomenon has
emerged—financing the economy and, in particular, the markets. However, significant changes in
emerged—financing the economy and, in particular, the markets. However, significant changes
the industrial structures of GDP and stock markets are expected. The new economy is associated
in the industrial structures of GDP and stock markets are expected. The new economy is
with new technologies. The share of GDP of traditional industries will decrease, and the percentage
associated with new technologies. The share of GDP of traditional industries will decrease, and
of GDP of robotic industries using IT will increase. These lead to the assumption that the financial
the percentage of GDP of robotic industries using IT will increase. These lead to the assumption
services sector, which is particularly demanding for human capital, will show a downward trend
that the financial services sector, which is particularly demanding for human capital, will show
in its role [50]. The transition to new technologies has to be made gradually based on national
a downward trend in its role [50]. The transition to new technologies has to be made gradually
strategies. Governments need to consider a gradual change to economic and social systems based
based on national strategies. Governments need to consider a gradual change to economic and
on new technologies. Problems that may arise are related to IT security, but also to the loss of
social systems based on new technologies. Problems that may arise are related to IT security, but
many jobs [51,52].
also to the loss of many jobs [51,52].
•
The impact of enabling technologies on the global economy, measured through productivity,
•
The impact of enabling technologies on the global economy, measured through productivity,
employment and unemployment, and technological or legal changes: Digitalization will cause
employment and unemployment, and technological or legal changes: Digitalization will cause
significant changes in the social-economic environment, but especially in terms of employment.
significant changes in the social-economic environment, but especially in terms of employment.
Empirical evidence [53–55] does not show that this will generate mass unemployment. On the
Empirical evidence [53–55] does not show that this will generate mass unemployment. On the
contrary, employment levels show remarkably robust developments in terms of both the number
contrary, employment levels show remarkably robust developments in terms of both the
of employees and the hours worked. New jobs will replace traditional roles, and new business
number of employees and the hours worked. New jobs will replace traditional roles, and new
models will appear. Digitalization, as a long-term evolutionary process, has major effects, such
business models will appear. Digitalization, as a long-term evolutionary process, has major
as transformation of occupations and job profiles, changes in forms of employment, a greater
effects, such as transformation of occupations and job profiles, changes in forms of employment,
role for the so-called platform economy, generating challenges for social policy [56–58]. New and
a greater role for the so-called platform economy, generating challenges for social policy [56–58].
emerging technologies led to the automation of jobs and the rise of entrepreneurship, causing
New and emerging technologies led to the automation of jobs and the rise of entrepreneurship,
radical transformations on labor markets [59]. The information technologies determine qualitative
causing radical transformations on labor markets [59]. The information technologies determine
changes in the educational services, creating conditions for improving life and increasing the
qualitative changes in the educational services, creating conditions for improving life and
comfort level of the inhabitants, both individually and at the community level [60]. In this regard,
increasing the comfort level of the inhabitants, both individually and at the community level
the development of information technology can contribute to the personalized choice of the
[60]. In this regard, the development of information technology can contribute to the
profession in the social, educational, and communications environment of a smart city. Its facilities
personalized choice of the profession in the social, educational, and communications
environment of a smart city. Its facilities provide the opportunity to combine the stages of
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provide the opportunity to combine the stages of specialized training based on the needs of
an individual, economic, and social development, the demands of the labor market in the city,
community, or region, and the systematic aspirations of the corresponding communities [61,62].
The implementation of advances in science and technology has significantly affected not only the
increase in labor productivity and economic growth. Still, it has also brought about changes in
industrial structures [46,63–65]. The implementation of artificial intelligence in production systems
generates, besides beneficial effects, ethical, and legal problems [66]. Labor legislation must adapt
to dealing with the changes imposed by Industrial 4.0 revolution [67–69]. A reorganization of the
production process is required [70,71].
Innovation in business models: Industry 4.0 affects manufacturing industries differently.
An increase in personnel costs affects the machine and plant engineering sector. After years
of concern for equipment development and production, interest has shifted to software. The
workforce must be qualified to adapt to the effects of IoT introduction, as a result of transforming
the role of employees from being operators to being problem solvers. Industry 4.0 changes
business models across different manufacturing industries. Companies are willing to support
higher education institutions by investing in interdisciplinary education in the areas of economics,
engineering, computer science, and mathematics for future employees. The electrical engineering
and ICT sectors not only address their customers but also their customers’ clients as well. Thus,
“B2B2C” type relationships are developed. On the other hand, some industries are experiencing
slight changes. Here we are talking about sectors that incorporate high-level technologies, such as
the medical engineering sector or the automotive sector [72]. Along with Industry 4.0, servitization
also contributes to the transformation of companies, focusing mainly on adding value for the
customer [73]. Creating value by integrating design contributes to increasing the competitiveness
of firms through innovation [74,75]. This approach allows them to acquire uniqueness, facilitating
their fight against competitors, who will find it harder to imitate their business model and
strategy. Companies thus acquire intelligent and sustainable competitive power [76]. Changing
management approaches it is necessary to support innovative solutions [77,78]. In order to
contribute to the creation of sustainable industrial values, the Industrial Internet of Things (IIoT)
requires an extension of the perspective of creating the sustainable value of the Triple Bottom Line
(TBL). From the economic, ecological, social, and technical dimensions, it must be supplemented
with three other dimensions, namely technical integration, data and information, and public
context [79]. Currently, the effects of IIoT at the business level are underestimated or too little
considered, even if the companies validate their existing business model in this context [80]. SMEs
play an essential role in creating industrial value. They have imposed a business model that aims
to create value, capture value and offer value. The Industry 4.0 revolution affects this model,
acting on three levels, namely, high-quality process digitalization, intelligent manufacturing,
and connectivity between companies. The SMEs’ business models also differ according to their
relation with Industry 4.0: craft manufacturers, preliminary stage planners, Industry 4.0 users,
and full-scale adopters [81]. Artificial Intelligence (AI) is being applied in many sectors, allowing
a broad range of innovative solutions. Specific AI business models are developing, meaning
companies face new challenges from regulation to human resources and data collection. Managing
AI-based innovation led to increased demand for AI experts, but also for clear rules. Policies to
support AI-based innovation, therefore, should focus on human aspects [82].
Improving the value chain: Transition to Industry 4.0 means growing expectations, especially for
companies that have a modern IT infrastructure. That allow all operations within an organization
to be linked through computer systems and network information management. These lead to
greater efficiency in the manufacturing flow and develop self-learning intelligence by taking
advantage of the specific Industry 4.0 infrastructure. At the level of fully integrated production
systems, “intelligent” machines and products will be able to communicate with each other. The
challenge will be to find the human talents that possess specific knowledge and skills to develop
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the analytical algorithms needed to implement these processes. A new type of human-machine
relationship will replace the classic relationships between suppliers, companies, and customers.
The machine-machine and human-machine interactions will allow for more flexible production
and production customization, leading to smaller batches. In this way, companies can respond
to the pressure of technological progress at the customer level, which generates customers with
special needs, imposing personalized product designs [83]. It is essential that the system designers
take into account the requirements and needs specific to the human factor. A particular process of
mediation should act as a facilitator in this regard, creating ownership in the acceptance system
and allowing a company to actively influence and control the design and use of the Industry 4.0
concept [31,84].
Redefining the supply chain: The supply chain plays an essential role in the Industry 4.0 stage.
Thus, companies have several types of distribution channels available to reach customers. They
can use multi-channel, cross-channel, over-the-counter, or online commerce. Also, digitalization
and accessibility to just-in-time information allow manufacturers and distributors to respond
more quickly to any new issues emerging in the market and better manage their spending [85]. In
the supply chain oriented to the Industry 4.0 scenario, profound changes occur, such as real-time
visibility across the entire supply chain, a continuous collaboration between the chain stages. The
consumer is much more involved. He wants an immediate reaction and exchange of information.
He is waiting for online order confirmation, tracking an order status, or updating information on
shipping and order delivery. A particularly noteworthy area is data availability, more precisely, the
solutions that allow real-time tracking of operations and the avoidance of unwanted events [86].
Digitalization will completely change the business environment and organizational culture of
companies. New structures of the market will emerge, customer behavior will be different,
with them being much more involved in the act of buying and selling. Process automation will
improve the decision-making process in organizations because the emotional factor specific to
people will be eliminated. The digitalization will cause a transition from homo economicus
to homo cyberneticus [87]. Scientists and practitioners aimed to understand the conceptual
transformation of the supply chain under the influence of digitalization. Studies [88,89] have
shown the need to consider the following issues: (1) current trends and requirements of the supply
chain management; (2) digitalization effects on the classic management model.
Product reconfigurations: Digitalization will transform classic products into intelligent products.
Smart products will have new competitive advantages in the market. The intelligent product
becomes a complex system that combines hardware, sensors, data storage, microprocessors,
software, and connectivity in numerous ways. They add to the physical component of the
classic product, an intelligent component, and a connectivity component, which gives them the
qualities of being smart and connected, triggering a new era of competition [90,91]. The context is
favorable to large companies, which have resources for implementing new technologies, not only
in the production process but also in communication and product promotion. IoT, which will
significantly influence people’s behavior, will also affect the decision-making model at different
stages of the buying process [92].
New human resources competencies and skills: The labor market has undergone remarkable
changes in the context of technological changes. Industry 4.0 is especially beneficial in highly
developed countries, which gain a new competitive advantage, but it also causes unemployment
because of high levels of automation [93]. New jobs have emerged that require new competencies
and prospective skills. The educational profile of human capital is changing, and new approaches
to education systems are emerging [94,95]. Human capital is transitioning from the paradigm of
an initial qualification sufficient for a whole career to that of a continuous accumulation of new
knowledge and skills, through periodic training once every few years. These must be correlated
with the development of new personal skills related to management, risk management, leadership,
self-organization, communication skills, or emotional intelligence [96,97]. Emerging technologies
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make it possible to divide the classic work tasks in support of global and digital production,
allowing the generation of new employment models, namely, part-time, temporary, on-demand,
etc. These have advantages for certain categories of workers, (i.e., the best trained, usually
younger), offering flexibility for them. They are often the beneficiaries of online recruitment
platforms. Women can, in turn, become beneficiaries of the increase in the degree of digitalization,
allowing them access in areas that until now, were prohibited or in which they were less represented.
On the other hand, those with a low educational level and belong to disadvantaged social classes,
seem to register higher degrees of risk and social insecurity [96–98]. In high-tech industries, such
as the auto industry, strategies for using human capital are less dependent on process technologies
themselves. Studies [99] support the importance of factors at the workplace for the relationship
between automation and skills, highlighting the role of the factory in the value chain and the
international division of labor. There is an important role for the institutional framework, but also
for the image that a company has in the market [100].
Developing communications between people, industrial components (equipment and machinery),
and products and extending internal and external networks: In developed countries, digitalization
will make the transition from organizational culture to cybersecurity culture much faster. For the
development of this new type of culture, education, and research, public-private partnerships or
international cooperation play essential roles [101]. The technical and technological progress has
also led to the growth of high-quality products and affordable prices, requiring manufacturers to
take measures consisting of the implementation of production technologies based on automation
and connectivity, data, and security solutions. These require specialized personnel which are
trained by the labor force providers able to generate the new skills needed to eliminate the
existing skills gaps. These efforts create long-term effects, allowing businesses to maximize their
profitability, leading to long-term success in improving productivity and reducing waste [102].
In a global and highly competitive market, characterized by an increasingly dynamic state, this
could mean the difference between sustainability and irrelevance. Large companies have a higher
capacity for innovation than SMEs. For this reason, it is essential to stimulate innovation capacity
among SMEs. This can be achieved by introducing strategic planning at the level of SMEs, in
conjunction with a national strategic plan [103]. The current economic activity also addresses
practices that are not sustainable in the use of resources. The industrial field undergoes a paradigm
shift, which will determine radical changes in production systems and the relationships between
it, the use of resources, and the environment. The production systems will evolve from centralized
control to decentralized control, built on the self-regulating capacity of production. From this point
of view, the essence of the Industry 4.0 concept is the introduction of intelligent systems capable
of self-regulation. The human, technical, and production systems will communicate with each
other, being interconnected, which requires the efficient functioning of logistical processes [104].
Online recruitment platforms allow better matching between the needs of the employers and the
skills of the applicants to find suitable people for certain managerial functions [105–107]. IT’s
influences on communication are also generating implications for marketing managers dealing
with increasingly demanded consumers in today’s digital environment [108].
Sustainability: The “post-economy of artificial intelligence” is characterized by the priority of new
energy sources and social communication technology. It constitutes a new economic base, which
makes the transition from the “economy of deficiency” to the “economy of abundance”, which
involves new architectures of social order. In the economy of artificial intelligence, new complex
forms appear, which will create new pressures on market institutions involving competition,
innovation, and commercialization [109]. Despite the difficulties facing the developing regions of
the world, the changes generated by technology have created new opportunities to address the
poor management of resources and to improve human well-being [110]. The Industrial Internet
of Things (IIoT) is providing economic, ecological, and social benefits for industrial factories,
including sustainability benefits involving the TBL. Kiel et al. [79] developed a framework for
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IIoT, extending the TBL with three dimensions called: “Data and information” referring to data
processing and analysis capabilities, “Public context” describing requirements in terms of legal
framework and standardization, and “Technical integration”, referring to intra-and inter-company
implementation of the IIoT. Some studies have highlighted geographical differences. Thus,
SMEs in Germany are expected to have a smaller impact as a result of moving to Industry 4.0,
considering it to be more of a challenge. In contrast, Chinese SMEs primarily see social benefits
of this process [111]. The implementation of Industry 4.0 within SMEs also generates economic,
ecological, technical, and social risks, the latter consisting mainly of job losses. As far as social risks
are concerned, they can be controlled by re-qualifying human capital. As for the technical risks,
they are mainly related to IT security and political risks. All these types of risks require a new kind
of management, namely, an intelligent, synergistic, and predictive management, which is able to
anticipate and manage all threats [112]. The use of new skills in information and communication
technology contributes to the improvement of the functional management system [113]. Through
the complex nature of digitalization and collaborative consumption, they generate new challenges
for human behavior and social and business practices [114,115]. By using the latest technologies
for teaching and learning, it is possible to develop the future qualified human resources needed
for sustainable behavior [116]. The “post-economy of artificial intelligence” is characterized
by the priority of new energy sources and social communication technology. It constitutes
a new economic base, which makes the transition from the “economy of deficiency” to the
“economy of abundance”, which involves new architectures of social order. In the economy of
artificial intelligence, new complex forms appear, which will create new competition, innovation,
and commercialization pressures for market institutions [117,118]. According to Scavarda et
al. [119], the global movement around themes like sustainability with the triple bottom line and
Industry 4.0 allows for the establishment of a ground of connection with corporate responsibility
towards society.
Transforming internationalization processes: To be able to cope with the increasing competition in
the international market, companies must innovate and internationalize at the same time. Given
this context, the studies identified Industry 4.0 technologies that have the potential to increase
the competitiveness of companies, namely, automation manufacturing, automation, distribution
robots, self-driving vehicles, automation warehousing, digitalization, digital lean, digital reality,
social media, flexibility, and horizontal and vertical integration [120]. Integration of IT resources,
related human resources and communication between partner companies improve the firms’ ability
to manage international relations more effectively through shared control, interfirm coordination,
cross-firm formalization, and hybrid centralization. These benefits increase business performance
and IT capabilities help reduce potential contextual limitations and risks. Firms in international
alliances should consider effective development of interfirm IT capabilities in terms of readiness
of hardware and software, human resources, and organizational resources [121]. According
to Strange et al. [122], the implementation of Industry 4.0 creates cyber-risks and implications
for the privacy of individuals, and hence, the need for regulation. Online shopping is a global
phenomenon, showing significant annual growth rates. However, buyers feel a lack of confidence,
especially in the case of international purchases [123].
Performance: Some studies show that in emerging economies, there are differences between how
the adoption of different technologies of Industry 4.0 is associated with expected benefits for
the product, operations, and aspects of side effects. Thus, in the case of companies focusing on
differentiation, the beneficial effects appear after the implementation of product development
technologies. Instead, companies that focus on reducing costs or on increasing productivity
or operational flexibility should give priority to those Industry 4.0 technologies that make a
significant contribution to improving the manufacturing process [124]. The large-scale transition to
Industry 4.0 requires a systematic implementation of Cyber-Physical systems (CPS), which are the
only ones capable of monitoring and synchronizing all information at all levels [125]. In addition,
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using computer algorithms, machines connected to the network will be able to work more
efficiently, collaboratively, and resiliently [126]. According to Misztal et al. [127], an increasing
quality and efficiency requirements as a result of production automation lead to organizational,
technical and ergonomic implications. To achieve better business performance, managers must
not neglect HRM activities [128,129]. The use of information technology, communication, and
internet facilities contributes to increasing the efficiency of the health systems, offering new
facilities, such as telemedicine, and allowing the increase of the population’s access to high-quality
services [130–134].
Marketing in the digital age: Automation is everywhere, at home, in industry and, of course,
in marketing and in retail. Marketing efforts focus on attracting, converting, and retaining.
Automation used for attracting customers is aiming for increased online information traffic. With
the evolution of the Internet, websites have started to be an essential tool for marketing. Over
the past 25 years, the importance of using the Internet has increased. The marketing in the
new Industrial 4.0 revolution focuses on building filtered messages through the information we
hold about consumers and on the mass customization component. The companies that will give
increased importance to customizing the products as unique as possible for their clients will be the
ones that will have to win the market competition [135,136]. The Internet of Things has changed the
way of information dissemination by changing customer behavior. Thus, the consumer experience
can be improved with the help of data mining technology. The advantages result from the creation
of customer and supplier networks, focused on the consumer, and supported by the Internet of
Things, big data analysis, and relational fusion technologies [137]. It is necessary to track what
is the consumer profile, to whom we address, what are his interests, from what sources does he
get information, if he uses or not mobile devices, where he is when he comes in contact with the
message, or what occupation he has, to understand users’ acceptance and willingness of use for a
store app [138–140]. The changes in the economic and social environment confront retailers with
significant pressures, requiring them to apply new price optimization models to improve their
incomes, margins, and market share. The novelty of these models resulted from three important
changes: (1) Data; (2) Analyses; and (3) Automation [141]. In the future, artificial intelligence will
substantially change both marketing strategies and customer behaviors [142]. Another important
aspect is data security [143]: Are consumers willing to pay for improved security?
Table 1. Main topics of the included studies. Source: Authors based on literature surveyed.
No.

Reference

Year

Topics

1

[50,51]

2018

The phenomenon’s diffusion

[9]

2011

[46]

2012

[10,63]

2013

[70]

2014

[53]

2015

[56,65]

2016

[20,59,83]

2017

[7,57,61,64,67,68,71]

2018

[52,54,60,69]

2019

[55,58,66]

2020

2

The impact of enabling technologies on
the global economy, measured through
productivity, employment and
unemployment, and technological or
legal changes

Sustainability 2020, 12, 4035

15 of 28

Table 1. Cont.
No.

3

4

5

6

7

8

9

10

Reference

Year

[12,72,80]

2016

[15,79]

2017

[74,75,77,78,111]

2018

[73,76,82]

2019

[62]

2020

[81]

2016

[31]

2017

[83]

2018

[84]

2019

[87]

2017

[85]

2018

[86,88,89]

2019

[90]

2014

[11,16,92]

2016

[8]

2017

[91]

2018

[40]

2016

[59,79,96,97,99]

2017

[5,38,93,98]

2018

[94,100,102]

2019

[95,106]

2020

[101]

2015

[104,108]

2016

[103,113]

2018

[105]

2019

[107]

2020

[110]

2014

[79]

2017

[111,114,116,117]

2018

[112,115,118,119]

2019

[109]

2017

[121,122]

2018

[120]

2020

Topics

Innovation in business models

Improving the value chain

Redefining the supply chain

Product reconfigurations

New human resources competencies
and skills

Developing communications between
people, industrial components
(equipment and machinery), and
products as well as extending internal
and external networks

Sustainability

Transforming internationalization
processes
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Table 1. Cont.
No.

11

12

Reference

Year

[123]

2012

[130]

2015

[38,126,127]

2016

[125,128,131]

2017

[129]

2018

[124,134]

2019

[132,133,144]

2016

[135]

2017

[138]

2018

[140,141]

2019

[139]

2020

Topics

Performance

Marketing in the digital age

Table 1 displays the main topics of the included studies. Looking at this through time lenses, it
was found that certain issues have aroused more interest in different periods. The topic of performance
was mainly addressed in 2015–2016. New human resources competencies and skills received the
attention of researchers in 2017. Interest has shifted to the innovation in business models and the
impact of enabling technologies on the global economy, measured through productivity, employment
and unemployment, and technological or legal changes. Sustainability came first in 2019. Marketing in
the digital age has become the focus of interest in 2020.
4.3. Main Types of Influences of Industry 4.0 Revolution in Human Capital Development
Given the noticeable and quick transformation and the increased reliance on modern
technology [57], the question which arises is how all these are changing work, employment, methods,
approaches, and processes related to human resources management field in today’s corporations.
Automation and robotization of production processes will mainly affect the sectors of workers
whose work is repetitive and routine, leading to the loss of many jobs, mainly affecting employees
with lower education. According to many scholars [51], workers will have to acquire a different or
completely new set of skills to cope with these transformations in production processes. This can help
increase employment, but at the same time, it will alienate a large sector of the workforce.
Among all the transformations that Industry 4.0 brings in industrial processes, digitalization is the
area that seems to affect the entire economic and social environment on the broadest scale. At the level
of the labor market, it requires a new set of skills needed to meet the requirements of emerging types
of work (such as platform work), as well as imposing new approaches, especially in higher education.
On the other hand, at the level of higher education, as a result of the intensification of the competition
following globalization and market opening, another new trend appears, namely its commercialization.
The way to solve these problems involves rethinking of traditional learning methods [58].
Wyrwicka and Mrugalska [20] have shown that there is a shortage of ICT professionals in European
labor markets. This lack of employees is mainly manifested in the advanced manufacturing sectors,
where analysis of big data and cybersecurity are needed. At present, although various actions have
been taken to stimulate the acquisition of e-skills, especially in developed countries, the younger
generation does not seem particularly interested in digitalizing the workplace or working in ICT,
despite the fact that they perceive this sector as being the most advantageous one.
Human capital is the key resource needed to support the efficient use of IT. The pace of technological
innovation has very high values, and workplaces are changing faster than ever, while acquiring new
skills has become far more important than having the right credentials, which creates new pressures
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both on labor market and educational systems. Thus, even people who know how to use and operate
technology are required to renew and expand their skills and competencies. Therefore, the key seems
to be to the education system, which must find new resources and methods to meet these challenges.
Educated workers not only have the skills to use new devices, but they are more flexible, and can adapt
more easily to the introduction of new technologies. Some studies have found a strong association
between the level of education and IT investments [145]. These results support the hypothesis that the
effects of IT on productivity are more significant in countries with high levels of education. At the
same time, the role of policies to increase tertiary education is highlighted.
To increase the pace of acquisition of new skills by employees and future employees,
decision-makers should consider creating IT “clusters” in places such as schools, libraries, or community
centers. These could be able to provide IT packages, infrastructure, and training for users. Such
integrated efforts can have more significant effects on IT productivity than a simple distribution of
devices such as laptops or mobile phones in developing regions [63].
The increasing use of software, connectivity and analytics will increase the demand for employees
with specific skills. Therefore, the need for skilled workers in the development of software and IT
technologies will increase. This skills transformation is also a key challenge for workforce providers.
To respond as adequately as possible to these challenges, a combined effort from all social actors is
needed, namely the government, schools and universities, trainers, but also companies. They need to
work together to adapt the curricula and to strengthen the entrepreneurial approaches increasing the
IT skills and innovation skills of the workforce [39].
To understand the notions and concepts of other disciplines, they must be flexible, open to change,
and have the ability to work in interdisciplinary teams. The ability to communicate, having cultural
openness, and the ability to use virtual tools are essential for this.
To successfully cope with these changes, people should first develop skills such as creativity,
experimentation, situational assessment, design, organization, and, last but not least, reengineering.
The use of electronic means and big data tools are mandatory skills for the 4.0 engineer, who must be
able to process and analyze large amounts of data from multiple sources, assess the validity of the
information and its credibility, and draw relevant conclusions [20].
Agolla [38] argued that as Industry 4.0 is implemented on an ever-increasing scale, both nations and
organizations need to engage in education systems that focus on knowledge beyond what is currently
taught. This approach may require abandoning traditional education systems and stimulating the
creativity of children from an early age to university, by focusing on learning outcomes that encourage
the three components of creativity, namely, creative thinking, expertise and cognitive skills. The
Industry 4.0 revolution entails a revolution in education, aiming to produce human capital capable of
benefiting from the needs of the Industry 4.0 revolution for Smart Manufacturing’s competitiveness.
Studying situation in EU countries, Lovric showed that education, especially at higher levels,
is the critical factor in increasing the productivity of developing countries, contributing more than
the implementation of ICT [46]. A high contribution to the development of human capital has a high
enrollment rate in tertiary school. It turns out that education is a critical factor that must be taken
into account by decision-makers to achieve positive effects on increasing productivity. The suggestion
that emerges is the introduction of IT technology at an early age in schools, the development of
complementary training programs, and the organization of tertiary programs for skills development.
A clear conclusion is that new educational systems must be introduced. However, this does not
seem to be able to solve the problem of older workers, as Sung showed [51].
Regarding recruitment methods, promoting new jobs correctly and efficiently becomes essential.
In this sense, the analyzed studies explain the importance of developing an advertising profile for
Industry 4.0 jobs [107]. Technology can help achieve these goals by using data mining techniques to
collect relevant information about the knowledge and skills needed in fast-changing industries. In
such analyses, the extracted job profiles indicate that organizations are not looking for traditionally
educated workers, but creative experts, with multidisciplinary skills, who really can contribute to
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increasing the performance and competitiveness of companies. These analyses can contribute to the
development of human capital, helping, on the one hand, the labor force and, on the other hand,
human resources professionals and labor providers, i.e., education systems. Thus, for the first category,
typologies of the job profiles required in Industry 4.0 can be developed. For the second one, new ways
can be identified for how to track changes in the knowledge and skills needed in Industry 4.0. For the
third category, updated information on necessary changes in curricula may be provided. Last but not
least, recruitment companies can benefit from exploratory analyses of job advertisements.
One of the analyzed studies [38] pointed out that the use of social platforms is a current and
interesting topic both in human resource management and in marketing.
4.4. Main Types of Influences of Industry 4.0 Revolution in Consumer Behavior
Industry 4.0 will bring new benefits to customers as a result of the introduction of new technologies.
As the degree of technological complexity increases, the demands of the requirements will increase,
and clients with individual or even unique needs will appear. Therefore, new purchasing methods
may emerge [63]. Customers can have individual requests, they can request specific functions of, or
even they can purchase a single product. Customers can change their order and ideas at any time
during production, even at the last minute, without being charged any fees.
In Industry 4.0 specific interconnected networks, manufacturers have to collect and analyze a
massive amount of data. As a result, the issue of privacy arises as a concern for both customers
and manufacturers [51,92]. This issue, which could pose a threat to privacy, will be a challenge for
both parties.
People are willing to pay for improved security. The presence of security information can influence
consumers and therefore influence their buying behavior. Therefore, reducing these risks would be
an incentive for consumers to buy more secure devices. One of the analyzed studies [143] showed
that people who receive security information (for example, using a label) may be influenced in their
purchasing choices.
In the new “4.0 market”, the investigation of consumer opinions will use data mining techniques
much more intensively, improving the calculation tools used by marketers [74]. Consumers’ willingness
to use mobile applications dedicated to the information process and acquisition will also contribute to
increasing the efficiency of consumer research and marketing content.
Technology is increasingly contributing to the delivery of information to the end-user.
An illustrative example is Virtual Reality (VR) technology [140]. This technology can significantly
increase the efficiency in the presentation of new products, improving communication and content
delivery, and facilitating the flow of information between different entities in the market, which
positively affects consumer behavior and their perception of products.
The smart environment is accelerating changes in customer behavior. In addition, the customer
experience can be enhanced with the help of data extraction technology. While e-commerce is
booming, the problem of “information overload” arises, which also causes problems for customers
and companies. This problem can be solved with the e-commerce recommendation system. It can
recommend information about products that meet the consumer’s consumer preferences towards the
target customer [137].
The widespread introduction of the Internet has had a positive impact on buying intentions,
but not on trust in websites. Moreover, there are studies which have shown that there is a negative
relationship between ease of use of a site and trust in that site. Three significant implications result from
this, as follows: (1) The more a consumer appreciates a website for efficiency and ease of navigation,
the less likely it is for the consumer to trust and submit personal information to the site. (2) The ease of
use of a website is strongly correlated directly with the purchase intention. (3) There is a relationship
between the skills of internet consumers and the confidence of the website, which implies that the
better a person’s skills using the Internet, the less resistant they are to online shopping. This is because
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ease of use strongly refers to the intention to purchase and may even compensate for the lack of trust
that consumers may feel towards a website [123].
Consumers are increasingly using mobile devices while shopping. This behavior allows retailers
to collect data on each purchase and type of consumer (age, gender, etc.), and to create databases that
will later help marketing teams to improve the marketing mix [92].
On the other hand, intelligent technology brings benefits to customers in terms of increasing their
information possibilities, both on the production process of the product and its use concerning their
behavioral patterns [63].
The use of IoT changes the way manufacturers communicate with consumers, which becomes
much more personal, increasing the accuracy of segmentation and targeting the desired audience.
It can even be considered an entirely new type of direct marketing [92]. This feature can become a
prerequisite for more sophisticated personalized marketing. IoT allows the creation of large networks,
which will connect people, equipment, organizations, remodeling not only the style of communication
and product promotion but also the expectations, perceptions and requirements of consumers to
companies [92]. This will affect buying and consuming behavior.
The introduction of IoT and big data technologies has led to the growth of e-commerce. Consumer
online shopping performance has improved due to the diversification of information sources. On the
other hand, Fu et al. [136] have shown that the decision-making process on consumer behavior seems
to be influenced by online consumer reviews.
The application of IoT technology is also useful for mobile commerce. Thus, the use of
location-based services allows users to receive integrated information based on time, location and
context, streamlining the shopping experience. Companies can use external incentives to get consumers
to have a positive attitude towards using applications, which can affect their subsequent behavioral
intent [138].
IT, IoT, digitalization, increasing population mobility and its heterogeneity contribute to changing
social behavior. Thus, if in the past, certain activities (work, school, shopping, socializing) tended to
take place at certain times and places, today they take place more and more in the pattern “anytime,
anyplace” [114]. In addition, while previously these activities tended to be carried out “at a given
time”, in industry stage 4.0 work activities, shopping and personal/social activities become interactive,
with the possibility of overlapping several activities in the same time frame, determining a new form
of consumption, namely, collaborative consumption.
In the field of health services, the implementation of IT can bring specific benefits, both in terms of
service quality and safety. The effectiveness of medical services can increase through personalization of
behavioral health care [131]. The challenges facing IT in this area are significant in the field of behavioral
health, due to difficulties in data standardization, lack of training of the IT provider for health, and
mitigation of privacy issues. In the field of health, the implementation of Industry 4.0 technologies
aims mainly at the more efficient use of available treatments and the promotion of patient-centered care.
Regular use of various technologies in everyday life motivates health care providers to use technology
appropriately to improve health services [115,132]. Understanding people’s new habits can help create
a better perspective for healthcare providers through online communication.
New technologies often change customer behavior, and artificial intelligence, even more so.
AI seems to facilitate both marketers and their target audience. The former benefit from a huge volume
of data for the study, and the latter benefit from reduced search costs. Studies have shown, however,
that there are different degrees of influence, depending on how and when clients relate to artificial
intelligence, namely the adoption of AI, the use of AI and the post-adoption of AI stage. In the stage of
using AI, when clients interact with it, a low-level constructive mentality could be created. It remains
to be seen what other mindsets could be determined by the AI or how an AI application should
communicate with clients because communication has more substantial impacts when it matches the
mindset. Davenport et al. [142] have suggested that in the phase of post-adoption of AI, clients may
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perceive a loss of autonomy if AI can substantially predict their preferences, as a result of which they
may exhibit incorrect behaviors.
4.5. Limitations
This study presents some limitations. Regarding the search for information in articles, there is
a limitation in not including articles that are not open access because of budgetary constraints. In
the first search, including articles that are not open access, 2204 titles were provided. Only 762 were
maintained in the analysis, satisfying the open-access condition.
5. Conclusions
5.1. Opportunities and Challenges for New Directions in Education in Industry 4.0 Stage
New technologies, mainly digitalization, information technology, and communication technology
are changing how corporations produce and deliver customer service.
The development of human capital has generated, in this way, an innovative solution.
Martiskova et al. [37] have stated that nowadays, human capital is not only creative but also is a
super human capital.
At the heart of the 4.0 revolution is the information and communications technology, which,
together with artificial intelligence, profoundly influences the economic-social environment, the life
of each individual and the relationships established on a global scale. In the next decades, certain
professions will be gradually taken over by industrial robots, so that a large part of the jobs will be
affected. Thus, traditional roles in production, agriculture, utilities will disappear [146], but new jobs in
health, education, and service delivery will emerge. However, these new jobs will require employees
to acquire new skills, especially digital ones. Nowadays, the employees who are most afraid of job
automation are those whose formal education is precarious. Continuous retraining of employees is the
most commonly used method to reduce skill differences.
Companies need to get involved and support education. Governments must support continuing
education programs. Industry 4.0 needs Education 4.0. To meet the needs of the economy in the
future, Education 4.0 must be viewed from a four-dimensional perspective: vocational education,
entrepreneurial education, financial education, and digital education.
5.2. Identified Drivers for Human Capital Development and Consumer Behavior in Context of Industry
4.0 Revolution
As Figure 4a shows, the analysis performed on the 111 studies, highlighted some key aspects
for the development of human capital in the industry stage 4.0: information, new jobs, Internet,
technology, training, education, new skills, automation, communication, innovativeness, professionals,
productivity, artificial intelligence, digitalization, e-recruitment, and the Internet of Things. These
factors contribute to the development of human capital in three directions, namely: (1) Reducing
the number of jobs allocated to human labor; (2) Allocating a labor force to other areas that produce
higher added value; (3) Increasing the demand for a labor force endowed with the skills required by
new technologies.
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