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Abstract: In recent years, active efforts to implement smart cities have increased worldwide. In smart
cities, a large amount of personal information is captured, and urban development is based on these
data. In Japan, implementations of smart cities continue to gain momentum, but the issue of social
acceptance has become apparent, as smart cities are not fully accepted by citizens because of concerns
about data leaks and misuse of personal information. This study examines the social acceptance of
collecting and utilizing personal information in smart cities in relation to a variety of factors such as
trust and perceptions of risk, justice, benefit, and necessity. An online survey was conducted wherein
participants (N = 568) were presented with a vignette depicting an overview of a typical smart city.
The results of structural equation modeling showed that perceived justice was positively related to
trust and trust was negatively related to perceived risk and positively related to perceived benefit
and necessity. Trust, perceived benefit, and perceived necessity were significantly related to social
acceptance, with trust having the greatest relationship. The model obtained in this study contributes
to practical efforts for the implementation of smart cities, and future directions are discussed.
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1. Introduction
1.1. Background

In recent years, there has been a growing movement toward the implementation of
smart cities around the world. Specifically, the development of sustainable cities using
artificial intelligence and big data is being promoted to solve various social issues world-
wide, including environmental problems [1-3]. In the midst of these developments, Japan
has also begun promoting Society 5.0, an effort to create a human-centered society that
achieves both economic development and solutions to social issues through a system that
highly integrates virtual and real spaces [4]. Smart cities are attracting increasing attention
as places where such concepts can be realized in Japan [5,6].

While this movement is gaining momentum, there are still major issues surrounding
the implementation of smart cities that must be addressed. The social acceptance of
personal data collection and utilization is one such issue. In general, when a new technology
is introduced in a particular region, conflicts of opinion tend to arise between citizens and
the local government or company leading the project, and sufficient social acceptance is
often not ensured [7-9]. For instance, the Sidewalk Labs project in Toronto, Canada, was
a plan to develop the waterfront area on a large scale and utilize the data collected in
facilities throughout the city [10]. However, when it became clear that the plan was to
install sensors in many places and acquire a lot of personal information (such as the location
of smartphones), which would be commercialized, the project faced strong opposition
from citizens and became a social problem, which eventually led to its cancelation [11-14].
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Capturing personal information relating to the travel routes, lifestyle habits, income,
cell phone browsing history, and medical profiles of citizens is a typical aspect of smart
cities [15-18]. In other words, issues related to privacy protection are closely related to the
implementation of smart cities, not only in Toronto, but also all over the world, including
Japan [19,20]. As noted in the example above, the perceived risk of leakage and abuse of a
large amount of personal information may have a strong influence on the social acceptance
of collecting and utilizing personal information in smart cities.

1.2. Previous Studies Related to Social Acceptance

To examine the determinants of the social acceptance of collecting and utilizing
personal information in smart cities, it is useful to refer to the technology acceptance model
(TAM), which deals with the social acceptance of scientific technology in general [21]. The
TAM suggests that the perceived ease of use and usefulness of technology define behavioral
intention to use and attitudes toward the use of technology, which influence actual behavior
in using the technology [21]. A number of studies have attempted to extend the theory
of the TAM, and one previous study found that the perceived ease of use and usefulness
of technology are influenced by the perception of technological compatibility and trust in
technology [22]. Another study has shown that trust influences behavioral intention to use
technology through the mediation of reduced risk perception [23].

Other studies have examined the determinants of the social acceptance of a particular
type of scientific technology. For example, in the implementation of wind power facilities,
social acceptance was shown to be affected by perceived risk, benefit to the effort ratio,
trust in local governments and companies, distributive justice (the perception of fairness
to the outcome of the distribution), and procedural justice (the perception of fairness in
the distribution procedure) [9]. In addition, many previous studies have identified trust in
local governments and companies and the perceived necessity of technology as factors that
influence the social acceptance of renewable energy technologies [24-28]. Trust has also
been reported to be strongly associated with perceived justice [29,30].

1.3. Purpose and Overview

Although these findings have been obtained, there are no studies that examining how
each of the aforementioned factors relates to the social acceptance of collecting and utilizing
personal information in smart cities. In addition, it has not been sufficiently examined
whether the findings of TAM, which deals with scientific technology in general, and other
studies that deal with a particular type of scientific technology can be applied in the context
of smart cities.

In order to implement smart city projects more smoothly, it is important to organize
the factors related to social acceptance. The theoretical significance of this research is
combined with its practical value in highlighting important issues that local governments
and companies should consider when they implement smart cities involving a collection
and utilization of personal information from the general public. The novelty of this study
is that it examines a model of the social acceptance of collecting and utilizing personal
information in smart cities that incorporates a wide range of factors such as trust and
perceptions of risk, justice, benefit, and necessity. Although these factors were investigated
separately in previous research, we consider them in this study.

This study presented participants with a vignette of a smart city project and measured
their social acceptance of collecting and utilizing personal information, trust, and percep-
tions of the risk, justice, benefit, and necessity of the project. In particular, previous research
on risk perception has considered two separate variables: perception of the probability
of risks (the likelihood of a certain damaging event occurring) and perception of the size
of risks (the degree of damage that would be incurred if a certain event occurred) [31,32].
Hence, in this study, we deal with these variables separately, and examine in detail the
effects of perceived risk on social acceptance. With reference to a number of previous
studies, including the TAM [9,21-30], we examine a model in which perceived justice
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influences trust and trust influences social acceptance through the mediation of perceived
risk, benefit, and necessity.

2. Materials and Methods
2.1. Methodology

We conducted an online survey in November 2020 and examined an appropriate
model to describe the relationship between various factors quantitatively. Specifically, we
conducted structural equation modeling to examine a model in which perceived justice
influences trust and trust influences social acceptance through the mediation of perceived
risk, benefit, and necessity. The participants’ age and gender were controlled.

2.2. Participants

We commissioned a research company (Cross Marketing, Inc., Tokyo, Japan) to recruit
participants. A total of 568 Japanese citizens (283 males and 285 females) between 18 and
82 years of age participated in the study. Participants were recruited from all over Japan
without any considerable bias in age, gender, or region of residence. Before data screening,
the mean age of all participants was 45.27 years (SD = 15.02). This study was approved by
the ethics committee of the University of Tokyo.

2.3. Vignette

The vignette was created by referring to the case of a smart city project planned
for implementation in Toronto, which involved collecting and utilizing personal infor-
mation [10-14]. The full vignette can be found in Appendix A. Specifically, the vignette
included descriptions of how a local government (of “Area B” in “City A”) and a company
(“Company C”) would lead the implementation of a smart city, the content of personal
information that would be captured in the project, the manner in which this information
would be used, concerns relating to the potential leakage of personal information, and how
the company would respond to these concerns.

2.4. Items

With the exception of demographic items (age, gender, and nationality), all items were
evaluated using a six-point Likert scale, with higher scores indicating a stronger degree
of agreement with each. For the following variables, a list of items was provided in the
Open Science Framework (OSF) (https:/ /osf.io/b7jt5/ accessed on 15 August 2021) (see
supplementary materials).

Social acceptance was measured using two items (r = 0.87, p < 0.001) (“Assuming you
live in Area B, and you think this project is good for you”, and “Assuming you live in Area
B, and you want to help with this effort as a resident”) [33]. Perceived risk was measured
using a single item of probability of risks (“When you provide personal information for
this project, how likely do you think it is that your personal information will be leaked?”)
and a single item of size of risks (“How much damage do you think people will suffer if the
personal information provided for this project is leaked?”) [32,34]. Perceived justice was
measured using three items of procedural justice (o« = 0.86) (“Do you think that City A has
adopted a fair approach in deciding to implement this project?”; “Do you think that City
A is sufficiently listening to the opinions of its residents in implementing this project?”;
and “Do you think that City A has provided sufficient explanation to the residents in
implementing this project?”), and a single item of distributional justice (“Do you think that
City A will treat all residents equally in the process of implementing this project?”) [35-37].
Trust was measured using a single item of trust in the city government (“How much do
you trust City A to implement this project?”) and a single item of trust in the company
(“How much do you trust Company C to implement this project?”) [9]. Perceived benefit
was measured using three items of benefit for self (x = 0.87) (“Assuming you live in Area
B, this project will improve your standard of living”; “ Assuming you live in Area B, this
project will have a positive impact on you”; and “Assuming you live in Area B, this project
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will make your life safer”) and using three items of benefit for all citizens (« = 0.86) (“This
project will improve the standard of living for the entire citizens”; “This project will have
a positive impact on the entire citizens”; and “This project will make the life safer for all
citizens”) [33]. Perceived necessity was measured using a single item (“Do you think that
this project is highly necessary for citizens?”).

2.5. Procedure and Analysis

The survey was conducted online. Participants were briefed on the study, and then
required to indicate their agreement to participate and respond to each of the demographic
items. Later, they were asked to read a vignette of a smart city. The instruction was,
“Assume that the government where you live is implementing this project”. We did not set
a time limit for reading the vignette but told them to move on to the next page once they
had fully understood the content. Participants then responded to each of the following
items: social acceptance, trust, and perceived risk, justice, benefit, and necessity. The
vignette was always displayed at the top of the screen, and participants were able to view
it while providing their responses to each of the items.

The statistical software R (ver. 4.1.0) was used for the analysis. The statistical signifi-
cance level was set at o = 0.05. The data and R scripts used in the analysis were posted on
the OSE.

3. Results
3.1. Screening

Participants who failed to select “agree” in response to the item “Please select ‘agree’
for this item” (N = 143) were excluded from the analysis. As a result of this screening, the
data used in the analysis were N = 425 (199 males and 226 females between 18 and 82 years
of age). The mean age of participants was 46.77 years (SD = 15.21). We did not measure
details such as the location and cultural background of each participant. The limitations
due to this lack of measurement are discussed later. The means, standard deviations, and
correlation coefficients for each variable are listed in Table 1.

Table 1. Means, standard deviations, and correlation coefficients for each variable.

M SD 1 2 3 4 5 6 7 8 9
1 Soc-A 320 117 —
2 Ris-P 398 101 -033 —
3 Ris-S 415 106 —-030 047 —
4 Jus-P 3.07 092 061 -040 -028 —
5 Jus-D 323 110 049 -034 -028 072 —
6 Tru-CGi 324 102 067 —-038 —-029 063 049 —
7 Tru-Co 301 105 069 —-043 -036 065 051 075 —
8 Ben-S 345 095 065 032 -019 0.69 054 063 059 —
9 Ben-A 352 093 063 —-030 -021 067 056 060 057 08 —

10 Nec 311 105 061 032 -025 069 052 054 054 066 0.68

Soc-A: social acceptance; Ris-P: probability of risks; Ris-S: size of risks; Jus-P: procedural justice; Jus-D: Distribu-

tional justice; Tru-Ci: Trust in the city government; Tru-Co: Trust in the company; Ben-S: Benefit for self; Ben-A:
Benefit for all citizens; Nec: Necessity. All correlation coefficients were p < 0.001.

3.2. Structural Equation Modeling

We conducted structural equation modeling to examine the model in which perceived
justice influences trust and trust influences social acceptance through the mediation of
perceived risk, benefit, and necessity (Model 1). The participants’ age and gender were con-
trolled. The goodness of fit for Model 1 was not satisfactory (RMSEA = 0.12, AGFI = 0.74,
CFI = 0.94) (Figure 1). Therefore, we examined Model 2, which includes a path in which
perceived justice predicts perceived risk, benefit, and necessity, and perceived benefit and
perceived necessity are covariates. Although the goodness of fit improved for Model 2
(RMSEA = 0.08, AGFI = 0.87, CFI = 0.97), it was not sufficient (Figure 2). Therefore, we
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added a path in which trust directly predicted social acceptance (Model 3). The goodness
of fit for Model 3 was determined to be adequate (RMSEA = 0.04, AGFI = 0.94, CFI = 0.99)
(Figure 3).

Ris-P Ris-S

Acceptance

Soc-A

Figure 1. Results of Model 1. Coefficients are standardized and all coefficients of measurement equations are significant
(3 >0.61, p < 0.001). Soc-A: Social acceptance, Ris-P: Probability of risks, Ris-S: Size of risks, Jus-P: Procedural justice, Jus-D:
Distributional justice, Tru-Ci: Trust in the city government, Tru-Co: Trust in the company, Ben-S: Benefit for self, Ben-A:

Benefit for all citizens, Nec: Necessity. ** p < 0.01.

Ris-P Ris-S

Acceptance

Soc-A

Figure 2. Results of Model 2. Coefficients are standardized and all coefficients of measurement equations are significant

(B > 0.44, p < 0.001). *p < 0.05,* p < 0.01.

Ris-P Ris-S

Acceptance

Soc-A

Figure 3. Results of Model 3. Coefficients are standardized and all coefficients of measurement equations are significant

(B > 0.60, p < 0.001). *p < 0.05, ** p < 0.01.
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4. Discussion

In this study, we examined a model of the social acceptance of collecting and utilizing
citizens’ personal information in smart cities, focusing on a wide range of factors such
as trust and perceptions of risk, justice, benefit, and necessity. Our findings showed that
trust was positively related to perceived justice, but negatively related to perceived risk.
Trust was also shown to have a positive relationship with perceived benefit and perceived
necessity. In addition, social acceptance was positively related to trust, perceived benefit,
and perceived necessity.

4.1. Various Factors Related to the Social Acceptance of Collecting and Utilizing Personal Information
in Smart Cities

The social acceptance of collecting and utilizing personal information in smart cities
was found to be positively related to trust, perceived benefit, and perceived necessity, which
is consistent with the TAM that deals with the social acceptance of scientific technology
in general [21-23]. Our results were also consistent with those of previous studies that
examined the social acceptance of specific technologies such as renewable energy [9,24-30].
In particular, trust was found to have not only a direct effect on social acceptance, but
also an indirect effect mediated by perceived benefit and perceived necessity. Therefore,
it may be suggested that trust is an especially important factor that influences the social
acceptance of smart cities. It was also found that it is important to gain the initial trust of
citizens in the implementation of scientific technology [38—40]. Hence, in future research,
it will be necessary to consider the fact that trust is a variable that changes over time [41].
For example, longitudinal as well as pre- and post-design studies are needed to examine
changes in trust. These efforts will be useful in understanding in more detail how to
increase the social acceptance of smart cities.

Perceived justice was also found to have a strong positive relationship with trust,
in concordance with previous studies [29,30]. Furthermore, there was an indirect effect
on social acceptance mediated by trust, perceived benefit, and perceived necessity. For
this reason, it is important to continue to examine the impact of perceived justice on the
social acceptance of smart cities [9]. To increase the social acceptance of collecting and
utilizing personal information in smart cities, it would be effective for local governments
and companies to review and improve the level of trust placed in them by citizens, and their
ability to prepare plans based on fair procedures (i.e., in accordance with the principles
of procedural justice) and ensure that services are provided equally to all citizens (i.e.,
distributional justice).

While perceived risk was not found to have a significant effect on social acceptance in
this study, many previous studies have shown that perceived risk is negatively related to
social acceptance [9,42,43]. One of the reasons for such a departure from the findings of
previous studies is that perceived risk and trust were observed to have a strong negative
relationship in this study (as seen in Figure 3). In addition, Model 2, which excludes the
path of the direct effect of trust on social acceptance in Model 3, shows a significant negative
effect of perceived risk on social acceptance (Figure 2). In light of this, it is possible that the
items used in this study did not strictly distinguish between trust and perceived risk, and
the influence of perceived risk on social acceptance should continue to be examined. As
mentioned in the introduction, another possible reason for the failure of the implementation
of the smart city in Toronto [10-14] is that it could not gain sufficient social acceptance of
collecting and utilizing personal information due to the high perceived risk of the way
personal information is handled, as well as the low trust in the leading companies.

4.2. Limitations

Although the above findings were obtained in this study, there are two major limita-
tions. First, we were unable to examine the perceived ease of use of each technology as a
factor that could affect the social acceptance of smart cities. This study examined a model
of social acceptance focusing on the aspect of personal information acquired in smart cities
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and the leakage of such information. On the contrary, many new scientific technologies
are expected to have desirable effects in smart cities, and the perceived ease of use of each
technology may affect social acceptance [21,22]. Although it is difficult to exhaustively
examine all the relevant factors that influence the social acceptance of smart cities, it is
necessary to extend our model by referring to previous studies that examined the social
acceptance of various scientific technologies. Second, we did not adequately measure the
participants’ regions of residence and cultural backgrounds. Depending on these char-
acteristics, various factors such as participants’ attitudes toward smart cities may differ.
In addition, participants in this study were limited to Japanese people. Some previous
studies suggested that there are cultural differences in accepting attitudes toward scientific
technology [44-46]. Since most previous research in this literature has been conducted
in the United States and Europe, it will be necessary to consider the impact of cultural
differences when comparing the findings of this study with those of previous studies.

5. Conclusions

Despite these limitations, this study validated a model of the social acceptance of
collecting and utilizing personal information in smart cities. The results suggest that
trust, perceived benefit, and perceived necessity have a significant influence on social
acceptance. We believe that this knowledge will contribute to practical efforts in smart
city projects aimed at increasing the social acceptance of collecting and utilizing personal
information. For example, it has been pointed out that it is important for local governments
and companies to provide, in a proactive manner, opportunities for consultation with
citizens to increase social acceptance [8], which in turn will lead to increased trust among
citizens. Under these conditions, it will be effective to promote the benefits and necessity of
the project. Additionally, citizen engagement is one of the characteristic elements of smart
cities [1]. Specifically, it has been suggested that the perceived extent to which citizens are
involved in the formulation and implementation of urban planning may affect citizens’
satisfaction [47-49]. Therefore, it would also be meaningful to examine the relationship
between the degree of citizen engagement and the social acceptance of smart cities [50].
In today’s world, as smart city implementations continue to gain momentum, the issue
of social acceptance cannot be avoided. Further refinement of the model presented in this
study and its application to practical initiatives will be required in future research.

Supplementary Materials: Supplementary materials are available online at OSF (https://osf.io/b7
jt5/ accessed on 15 August 2021).
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Appendix A. Vignette

One city, “City A” is working on a smart city plan to collect various data in “Area B”
within that city and use this data to create a better quality of life for residents and a more
sustainable environment. City A manages the data collected in Area B and commissions a
well-known “Company C” to analyze them. Company C proposes crime prevention and
environmental measures based on the analysis results.

In Area B, each individual will be identified by cameras installed on streetlights, which
will be used to provide information tailored to each individual’s mode of behavior and to
track criminals.

Company C, on the other hand, is in the business of using data to infer the needs of
residents and provide it to other companies. Therefore, concerns have been expressed that
the data from Area B will also be provided to other companies, leading to the leakage of
personal information.

In response to this concern, Company C made the following comment: “It is possible
that processed data, which has been processed so that individuals cannot be identified,
may be sold for new services. This is not a legal issue, and we promise to set up an internal
review committee of experts and employees to make an informed decision. In addition,
with current technology, it is unlikely that an individual will be identified using this data.”
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