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Abstract: This paper explores the role of stakeholders’ trust in the adoption of smart city technologies,
leading to the identification of the critical determinants for adopting smart city technologies in
Australian regional cities. A comprehensive review of the related literature has been conducted. Such
a review leads to the development of a trust-based research model for investigating the importance
of trust in technology and its adoption. This model is then tested and validated with the use of
a structural equation modeling technique on the survey data collected from ICT professionals in
Australian regional cities. The study results show that perceived usefulness, perceived external
pressure and perceived information security influence trust in smart city technologies. Further
analysis highlights the significant relationship between stakeholders’ trust and their intention to
adopt smart city technologies. This study is unique, as it is one of a few studies that focus on
exploring stakeholders’ trust in the adoption of smart city technologies from the perspective of ICT
professionals in Australia. The study results can be used by the government agencies to formulate
appropriate policies to enhance the use of smart city technologies in the active pursuit of smart city
development in Australia.

Keywords: trust; adoption intention; smart cities; Australia; technology

1. Introduction

The worldwide urban population accounts for about 70% and this figure is expected
to double in the next three decades [1]. To address population growth and to improve the
living standards of their citizens, local cities are increasingly being transformed into smart
cities [2]. This is because smart cities utilize the latest information and communication
technologies (ICT) to provide citizens with intelligent services for enhancing livability,
workability, and sustainability [1,2]. Despite these benefits, there are security challenges
that often influence the adoption of smart city technologies [3].

The use of innovative and smart technologies for smart city transformation is vital,
however, the intention to adopt the available technologies by its stakeholders is more
important. According to Mayer et al. [4], trust is the readiness to be vulnerable to the
actions of another party. While security is considered critical in smart city technologies
adoption, trust is identified as an important component for technology adoption, as it
addresses risk vulnerability and uncertainty [5]. Belanche et al. [6] point out that trust and
security are interrelated in adopting new technologies as individuals’ belief in security may
influence their adoption intention behavior. Previous studies considered trust as a factor in
predicting intention behavior [3,6]. Although earlier studies have been conducted on the
importance of security and privacy for the adoption of smart city technologies through the
development of a security model, these studies were limited to technology, organization
and environmental factors, leaving the security and privacy implications behind [2,7].
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In addition, there is a limited study on smart city technologies adoption in Australian
cities, let alone the effect of security and privacy on trust in the smart city technologies
adoption by the Australian regional cities. The motivation of this study is that Australia
is a developed nation with appropriate infrastructure. However, many regional cities
are suffering from low or negative growth, as jobs lost in the manufacturing sector, or
more recently the resources and energy sectors, are not replaced quickly enough [8].
Moreover, highly reputable organizations such as International Standards Organization
(ISO, Geneva, Switzerland) presented requirements (ISO 37101:2016) of a management
system for sustainable development in communities, including cities using a holistic
approach, to ensure consistency with the sustainable development policy of communities.
Hence, the government must plan for the future of regional cities by maximizing their
unique advantages and supporting their long-term growth through the development and
implementation of smart city technologies whereby Australian regional cities can reach
their full potential.

To improve the livability, productivity and sustainability of cities and suburbs, the
Australian government launched smart city initiatives, including the Smart Cities Plan,
City Deals, the Smart Cities and Suburbs Program, and the National Cities Performance
Framework to support the delivery of innovative smart city projects under the Smart Cities
and Suburbs Program [8]. While the government has made a significant contribution to
support adoption of smart city technologies, the value of the initiatives is unclear due to
the lack of evidence on the rigorous assessment of these initiatives in the current literature.
Therefore, this paper proposes and validates a trust-based model using structural equation
modeling (SEM) for determining the key factors influencing stakeholders’ trust towards
their intention to adopt smart city technologies. This paper contributes to the information
systems research domain by demonstrating how the concept of trust can be adopted for
evaluating the relevant factors associated with the adoption smart city technologies. More-
over, this study provides a comprehensive review of factors that influence stakeholders’
trust towards the adoption intention of smart city technologies in the Australian regional
cities. In what follows, we first present an overview of the related research, leading to
the development of a trust-based model. We then test and validate the proposed model.
Finally, we present the research findings and their implications for smart city technologies
adoption in the Australian regional cities.

2. Literature Review
2.1. Role of Trust in Technology Adoption

Smart city services have increasingly gained attention in academia, industry and
governments in recent years [1]. A comprehensive review of various technology adoption
models shows that technology, organization, environment, and security are the main
factors in technology adoption decisions. Out of these four factors, the security factor
has proven to be decisive, as users’ perception of security may stop them from using new
technologies. However, several studies [9–11] have shown that trust can play an important
role in preparing individuals to accept unintended consequences posed by the security
threats as it addresses risk vulnerability and uncertainty.

Kramer [12] explained that trust develops over time due to interpersonal relation-
ships. Interestingly, trust can be significantly high even when the individuals have little
knowledge. Baig et al. [13] argued that the trust developed through one’s sense of security
provided by guarantees, safety nets, or other impersonal structures may influence the
decision to adopt new technologies. In this context, trust denotes the willingness of a user
to assume the risk of information disclosure [4]. The representation of trust by Koller [14]
as a function of an extent of risk of a certain situation can be alternatively viewed as a
function of a particular smart service user’s risk. This means, when there is minimum
risk of security in the smart city technologies, there would be more trust towards such a
technology.
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Zhang et al. [15] and Yeh [11] have assessed the role of trust in technology adoption
in various contexts. For example, Yeh [11] argue that technology trust is the individual’s
willingness to be vulnerable to new technology. This study on the role of trust in technology
implementation reiterated the importance of trust. In the context of smart cities, trust is
a user-initiated process based on their evaluation of smart technologies and associated
risks, and user’s willingness to adopt them for achieving specific goals. As trust in new
technologies may influence users to accept risks and be exposed to vulnerabilities [16], it
is considered an important factor in technology adoption [5]. Smart city services involve
the use of smart devices and trust allows users to interact with smart devices and help
differentiate trustworthy products and services from malicious ones [11].

This paper examines the role of technology, organizational, environmental and secu-
rity factors on stakeholders’ trust towards the adoption of smart city technologies. While
literature [2,15] presents various technology adoption models, there is a lack of trust-based
models that focus on technology, organizational, environmental and security facets concern-
ing the adoption of smart city technologies. This warrants the need for further investigation.
A trust-based Technology Adoption Model that helps identify users’ needs and ways to
fulfill these needs can significantly improve the adoption of smart city technologies. Hence,
this study aims to fill this research gap by developing a trust-based model for smart city
technologies adoption.

2.2. Technology Adoption Models

Various frameworks have been developed for the adoption of innovative technologies,
with the most notable being Technology Adoption Model (TAM) [17] and Technology,
Organization and Environment (TOE) [18] framework. TAM proposes that the actual
use intention of the technology is derived from the perceived ease of use and perceived
usefulness of that technology [17]. On the contrary, the TOE model categorizes technology
adoption related attributes into three dimensions, namely, technology, organization and
environment [18]. The TOE model has been used widely to study the technology adoption
intention and acceptance of new technologies. It identifies technology, organization and
environmental factors as influencing factors in technology adoption decisions in organiza-
tions [18]. The technology factor explains adoption in terms of functionality and reliability
as well as their perceived usefulness. The environmental context refers to pressure from
external partners and government policy. The TOE model considers social and behavioral
aspects to determine the interaction among technology development in an organization
setting influenced by the surrounding environment [5,19].

As cities and towns are public entities, the TOE model can be useful in assessing the
smart city technologies adoption intention [2,15]. For instance, Dewi et al. [2] successfully
used the TOE model to assess the influencing factors towards smart city technologies
adoption decisions. Meanwhile, Gangwar et al. [19] used the TOE model to study key
determinants of cloud computing adoption in organizations. While the TOE model offers a
valid ground for studying technology adoption intention, it does not consider the security
context in technology adoption decisions [20].

Despite these benefits, there are security challenges with deploying technologies in
smart cities [2,15]. The security challenges often influence the adoption of technologies. For
instance, Saif Almuraqab et al. [21] suggested security challenges as a key factor towards
the adoption of IoT technology, which is the enabler technology for smart cities. Security
and privacy have been indicated as major concerns for smart cities adoption [1].

Several studies have been conducted on the role of trust on technology adoption.
AlHogail [20] and Yeh [11] highlight the positive impact of trust in new technology adop-
tion even in volatile situations. Ratten [22] proved the role of trust in influencing users’
behavioral intention to adopt technological innovations. AlHogail [20] concluded that
consumer trust improved the technology adoption rate. Hence, trust is an important factor
in adopting smart city technologies. Table 1 outlines the research context, strengths and
limitations of trust-based models.
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Table 1. Strengths and Limitations of Trust-based Technology Adoption Models.

Research Context Strengths Limitations

Role of security and trust in technology
adoption

Presented several issues relating to trust and security in
smart cities. Lack of discussion on specific issues Braun et al. [1]

Influence of technology trust towards
implementation of HR information system

Framework details determinants of technology trust
using technology, organization and user dimensions.

Lack of discussion on environment and security
dimensions and their influence on trust Lippert and Swiercz [23]

Role of trust in adopting mobile payment
solutions

Introduced trust factor in original TAM model to
develop trust enhanced TAM model.

Unable to establish the validity and reliability of the
proposed model Dahlberg et al. [10]

Role of trust, innovation and performance in
technology adoption

Compared two (USA and China) different cultural
contexts to understand the behavioral attitude towards
technological innovations.

Self-reported data were collected that may mean there
is a respondent bias Ratten [22]

Determinants of acceptance of ICT-based smart
city services and their effect on the quality of life

Presented a user acceptance model for the adoption of
ICT-based smart city services using the diffusion of
innovation theory. Trust is found to have a significant
influence on user acceptance of smart city services.

Control variables (gender, education and age can have
different influences on different smart city service
domains)

Yeh [11]

IoT adoption by improving consumer trust Considered security-related factors as determinants of
trust towards IoT adoption.

Environmental and organisational domains are not
considered as determinants of trust AlHogail [20]
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3. A Trust-Based Model

This study presents a trust-based model for smart city technologies adoption. In
addition, considering the importance of security-related factors in promoting trust, the
proposed model adopts information security-related factors. The security context in the
presented model relates to perceived privacy, perceived information security, and self-
efficacy in information security. Since there is a handful of prior research that explored
the adoption of smart cities, this paper is backed by studies closely related to the context
of the research. The following subsections detail the factors under each dimension in the
proposed model.

3.1. Technology-Related Factors

Technology provides the required features and functions to perform a specific task [20],
but trusting a technology significantly depends on its ability to perform a task [11]. The
technology perspective considers the functional reliability aspects and the usefulness of
the new technology. In fact, Dewi et al. [2] believed that these technology-related factors
influence stakeholders’ trust towards their intention to adopt smart city technologies.

3.1.1. Functionality and Reliability

It refers to whether technology can provide the required features and functions to
perform a specific task or fulfill a task requirement as expected [20]. Trusting a new
technology significantly depends on its ability to perform a task and proven to show a
positive influence towards trust as well as the adoption of smart city technologies such
as IoT [24]. Similarly, Ratten [22] proposed trust as a function of functionality, reliability,
and helpfulness. The authors found a positive relationship between them. This means
individuals’ trusting beliefs are influenced by the functionality and reliability of the specific
technology. Based on these prior outcomes, functionality and reliability have been proposed
as technology-related factors and are hypothesized as:

Hypothesis 1 (H1). Functionality and reliability have a positive influence on stakeholders’ trust
in smart city technologies.

3.1.2. Perceived Usefulness

Perceived usefulness is the subjective probability of users’ completion of a given
task in an improved way [25]. Lin and Dong [16] believed that perceived usefulness and
trust can have an implication towards understanding the dynamic nature of trust and per-
ceived usefulness during different phases of users’ encounters with e-services. Goldfinch
et al. [25] found that perceived usefulness enhances the trust level in e-government services.
Meanwhile, Saif Almuraqab et al. [21] noticed that there is a direct positive impact of
perceived usefulness towards perceived trust in their study to examine the influence of
perceived trust towards their intention to adopt an online trading system. Similarly, Lin
and Dong [16] stated the positive influence of perceived usefulness towards the adoption
of IoT in small and medium-sized enterprises. Accordingly, the following hypothesis is
proposed for perceived usefulness:

Hypothesis 2 (H2). Perceived usefulness of smart city technologies positively influences stake-
holders’ intention to adopt them.

3.2. Organization Related Factors

The organizational factor refers to the characteristics that represent an organization in
terms of its strategies, culture, structure and policies [26,27]. According to von Solms [28],
information security can be established by developing an information security culture in
organizations. Moreover, ensuring the development of an information security culture can
enable trust towards new technology.
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Information Security Culture

Information security culture is a subdomain of the organization culture where it
supports information security to become an imminent part of employees’ daily activi-
ties [26]. Information security culture is also linked to the belief of individual employees
towards compliance with the organizational policies and standards related to information
security [11]. Van Zoonen [7] believed that the security culture of the employees in an orga-
nization can be created by instilling the concept of information security in every employee
as part of their routine in the workplace. Meanwhile, AlKalbani et al. [3] stated that a higher
level of information security compliance can be achieved by having an effective information
security culture. Belanche et al. [6] claimed that employees’ understanding of appropriate
information security culture results from effective training and awareness programs. In an
organizational context, information security awareness is an employee’s knowledge and
understanding about the information security policy and procedures of the organization,
but in general, information security depicts an employee’s overall understanding and
knowledge about the information security issues and their ramification [29,30]. Therefore,
the following hypothesis has been proposed:

Hypothesis 3 (H3). Information security culture positively influences stakeholders’ trust in smart
city technologies.

3.3. Environment Related Factors

The environmental context refers to the domain, where an organization conducts its
business and involves its industry, competitors, access to outside resources and is related
to government’s influence [9,18,31]. This domain fundamentally infers that the adoption of
innovative technologies by an organization is influenced by the environment in which the
organization operates. Chang et al. [32] pointed out that pressure from external partners
and government policies are the key reasons for technology adoption.

3.3.1. Pressure from External Partners

Organizations are sensitive to changes in the external environment. Wibowo and
Mubarak [9] claimed that pressure from external partners and organizations’ desire to
maintain competitive advantage drives organizations to adopt new technologies. Yeh [11]
presented various examples of organizations achieving competitive advantage through
the adoption of innovative technologies. In essence, the adoption of new technology can
significantly be influenced by external pressure, particularly when this technology directly
affects the competition and is of a strategic necessity. In this situation, the pressure to
adopt new smart city technologies quickly is to provide better services and gain strategic
advantages. However, the decision to adopt new technologies may result in an unexpected
security concern [20]. Hence, the following hypothesis has been proposed to validate the
influence of external pressure towards trust:

Hypothesis 4 (H4). Perceived external pressure positively influences stakeholders’ trust in smart
city technologies.

3.3.2. Government Policy

The government policy factor refers to the way a government plans to support the
implementation and adoption of innovative technologies in the region. In relation to
government policy, Van Zoonen [7] believed that smart city technologies need to strictly
adhere to the existing government policy, as non-compliance may result in additional
transaction costs and potential legal outcomes. This is supported by Chang et al. [32]
who found that government policies have a positive impact on organizations trying to
adopt new information systems technology. Similarly, Wibowo and Mubarak [9] explained
that not all government policies on public services influence trust. However, their study
found a significant positive influence of government policies on users’ or citizens’ trust
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towards new technologies. Their study justified the need to consider government policy in
enhancing stakeholders’ trust in technology-related services. Based on the facts above, the
following hypothesis has been presented:

Hypothesis 5 (H5). Government policies have a positive influence on stakeholders’ trust in smart
city technologies.

3.4. Security-Related Factors

Security factors have always been associated with the adoption of innovative technolo-
gies such as big data and IoT [2,26]. Wu et al. [30] pointed out that security challenges are a
key factor towards the adoption of IoT technology, which is one of the enabler technologies
for smart cities. Security and privacy have been indicated as major concerns for smart
cities’ adoption [1,11]. The context of security here refers to the goal to protect information
from attacks, viruses, frauds, and various malicious activities that may cause distress to
the information or the infrastructure in the smart cities [15]. The security domain is the
main focus of the research, which consists of three factors: perceived privacy, perceived
information security and self-efficacy in information security. The following subsections
discuss the factors related to the security domain of the theoretical model of the research.

3.4.1. Perceived Privacy

Information privacy is the individual’s right to control over their personal information,
including how their information is collected, shared and used [31]. In the smart city context,
privacy is the fundamental right of the individual which should be guaranteed by any
system, including smart city technologies. Perceived privacy is the individual’s perception
of control over their personal information [32]. Van Zoonen [7] identified privacy and
security as influencing factors in the smart city initiative model, where privacy and security
factors are related to the built infrastructure domain of the smart city. Privacy challenges in
the digital environment are a major threat to the success of initiatives such as e-government
because of the mistrust and skepticism of such services by citizens [5]. Privacy can also play
a major role in determining trust by the users or stakeholders of smart cities because smart
cities are made up of multiple digital services. In view of earlier studies, the following
hypothesis is proposed:

Hypothesis 6 (H6). Perceived privacy of the smart city technologies positively influences stake-
holders’ trust in smart city technologies.

3.4.2. Perceived Information Security

Perceived information security is defined as the probability by which users or con-
sumers believe that their sensitive information will not be tampered with or manipulated
during transmission or storage by unauthorized persons [13]. The perceived information
security in the smart city technologies is the extent to which the expectation of users or
city inhabitants are met to ensure their confidential information is not breached or mis-
used. Chellappa and Pavlou [33] suggested that online consumers’ perception towards
information security is determined by the mechanism of robust security technologies such
as encryption, protection, verification and authentication. However, the perceived infor-
mation security may be determined by different factors depending on the information
technology environment. Goldfinch et al. [25] found that the security of government’s
electronic services is an important factor towards its adoption by citizens. Hence, it can be
generalized that intention to adopt new technology is fairly determined by its end users’
trust over the security and privacy of that technology. It is, however, important to know
the relationship between the perception of information security and stakeholders’ trust
in smart city technologies, and the subsequent intention to adopt smart city technologies.
Therefore, the hypothesis has been proposed as:
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Hypothesis 7 (H7). Perceived information security of the smart city technologies positively
influence stakeholders’ trust in smart city technologies.

3.4.3. Self-Efficacy in Information Security

Rhee et al. [26] defined self-efficacy in information security as a belief in one’s capacity
to protect information and information systems from unauthorized disclosure, modification,
loss and destruction. However, self-efficacy has been differentiated into various types
such as general computer self-efficacy and specific self-efficacy as one related to the safe
and appropriate use of internet transactions [4]. Rhee et al. [26] pointed out that users’
intention to apply security effort is significantly influenced by self-efficacy in information
security. Another study by Sarabdeen et al. [34] identified self-efficacy as the key factor
in e-government adoption. Self-efficacy is therefore considered to be a contributing factor
for building stakeholders’ trust leading to the adoption of smart city technologies. In
addition, it may have an indirect influence on adoption intention. Therefore, the following
hypothesis to relate information security self-efficacy and trust is proposed as:

Hypothesis 8 (H8). Self-efficacy in information security positively influence stakeholders’ trust in
smart city technologies.

3.5. Trust in Smart City Technologies

Information security and trust towards an information system are believed to be
interrelated [33]. Developing trust between smart city services and their stakeholders is
important, as trust plays an important role in consumer behavior [34]. Trust also represents
the willingness to assume the risk of information disclosure [4]. This means when there
is minimal risk of security in the smart services, there would be more trust towards such
service or a system. Various studies tested the relationship between perceived information
security and trust [35]. The study of trust-based determinants in the smart city technolo-
gies adoption in the case of smart city services may generate an important outcome by
identifying the most influencing determinants towards stakeholders’ trust in smart city tech-
nologies and their intention to adopt the smart services motivated by this trust. Tolbert and
Mossberger [36] categorized trust in governments’ electronic services into process-based
trust and institution-based trust. This process-based trust depends on the government’s
responsiveness via improved communication, increased citizens’ participation and en-
hanced efficiency and effectiveness of e-government services. Institution-based trust is
created by transparency, responsibility, increased participation, efficiency and effectiveness
of the government’s electronic services [33,36,37]. The following hypothesis is proposed
to investigate the relationship between stakeholders’ trust in smart city technologies and
their adoption intention:

Hypothesis 9 (H9). Trust in smart city technologies positively influences stakeholders’ intention
to adopt smart city technologies.

4. Research Design

The proposed research model presented in Figure 1 consists of 9 hypotheses, which
are tested by using Structured Equation Modeling (SEM) Partial Least Square (PLS), where
the structural relationship between dependent and independent variables are studied by
looking at the combined result of factor analysis and multiple regression.

Questionnaire Development

A close-ended questionnaire with three sections is developed for data collection. The
first section includes research aims, key terms in the questionnaire and the researchers’
contact details. The next section contains questions for collecting respondents’ demographic
data. The final section consists of questions for assessing and validating the research model.
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Based on the literature review, a total of 34 questions are developed for this study.
A five-point ‘Likert’ scale is used for collecting stakeholders’ perceptions towards their
intention to adopt smart city technologies. In the five-point Likert scale used in this study,
the value “1” represents “strongly disagree” and the value “5” represents “strongly agree”.
The questionnaire was developed based on the conceptual model of the research as shown
in Figure 1, where each item was taken from the previous survey-based studies, to ensure
the reliability of the indicators. The questionnaire was pilot tested using subject matter
experts, smart city practitioners, fellow researchers, and smart city users for ensuring the
questionnaire validity. The survey questionnaire was then emailed to the city councils
and ICT professionals in Australia regional cities, requesting them to complete the online
survey. Table 2 presents the factors and the relevant indicators adopted for this study.
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Table 2. Summary of Factors and Indicators in the Research Model.

Dimension Factors Indicators

Technology Perceived Usefulness
Will not create harassment [38]
Services are convenient [38]
Services give greater control [17]

Functionality and Reliability
Technical capacity to ensure data will not be intercepted by hackers [37]
Sufficient technical capacity to ensure data cannot be modified by a third party
[37]

Organisation Information Security Culture
Familiarity with the information security policies of the organization [34]
Individual’s role for escalating information security incidents [29]
Awareness of the information security responsibilities [3]

Environment Perceived External Pressure Smart city services are an effective way to interact with the government [30]
The use of smart services will improve the efficiency of obtaining services [26]

Government Policy Aware of the potential damage to the information system by hacker threats [26]
The use of smart services will improve the efficiency of obtaining services [26]

Security Perceived Privacy

There will be no loss of data from an agency behaving opportunistically in
smart city services [30]
Feel safe when I send personal information [22]
Feel confident about privacy with regards to the smart city services [34]

Perceived Information Security

Smart services provided are reliable [34]
Concern for the privacy of its users [34]
The transaction is secure while using the smart services [37]
Information I provide to the council will not be manipulated [37]
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Table 2. Cont.

Dimension Factors Indicators

Self-Efficacy in Information
Security

Confidence in handling virus-infected files [26]
Confidence in understanding terms relating to information security [26]
Confidence in learning the method to protect information and information
system [26]
Confidence in managing files in computer [26]
Confidence in setting the Web browser to different security levels [26]
Confidence in using different programs to protect my information and
information system [26]
Confidence in updating security patches to the operating system [26]
Confidence in following the ‘user guide’ when help is needed to protect my
information [26]

Trust

Councils and other relevant authorities can be trusted to carry out online
transactions faithfully [38]
Legal and technological structures adequately protect from problems on the
internet [38]
Smart city services would provide a valuable service for residents in our city
council [38]
The responsible of taking full responsibility for any type of insecurity [38]

Intention to Adopt

Confidence in the technology used in smart city’s services [38]
Not concerned that the information submitted online could be misused [37]
Believe that smart city services are safe to interact with for financial purposes
[15]

5. Data Analysis
5.1. Sample Demographics

A total of 229 people completed the survey. The survey participants are ICT profes-
sionals working in the Australian regional cities. About 13% of respondents were aged
18–24, 27% aged 25–34, 26% aged 35–44, 10% aged 55–64. and 5% aged 65–74. In total,
15.6% of respondents have less than 2 years of ICT related experience, 28% have 2 to
5 years of ICT related experience, 28% have 5 to 10 years of ICT related experience and
the remaining 28.4% have more than 10 years of ICT related experience. Within the ICT
job domain, a majority of respondents (29.3%) work in the business process area. The
remaining respondents in this domain work in education and training (24%), technology
(20%), research and development (13.3%), consulting (6.6%), leadership (5.7%), and other
areas (2%).

5.2. Structural Equation Modeling

This study adopted the structural equation modeling (SEM) technique to test the
research model and used IBM SPSS and SmartPLS software tools. Figure 2 shows the
measurement model. A summary of the measurement model indicators is shown in
Table 3.

During the data screening stage, four survey responses from 229 samples were found
to be less than 10% complete. These were excluded from the final study, as none of these four
questionnaires consisted of data about variables other than the respondents’ demographics.
A total of 225 samples were used to conduct normality tests for studying data distribution
through kurtosis and skewness, identifying outliers using Mahalanobis distance, evaluating
multicollinearity using variance inflation factor (VIF) and Tolerance and identifying non-
response bias with independent sample t-test. The normality test results indicate that
the data are normally distributed. The multivariate outlier was evaluated by calculating
Mahalanobis distance (D2) divided by degrees of freedom (df) (number of items in this
case) for each factor individually [38]. The results showed all instances had D2/df values
below 4.0. Therefore, no multivariate outlier was identified in the data. Initial evaluation
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of multicollinearity [39] is done using an item-to-item correlation matrix. Results showed
no higher correlation between items in the correlation matrix. VIF values obtained from
SmartPLS version 3.2.7 for all factors show no values higher than 5.0. Moreover, the
observed results showed five items with VIF between 2.0 and 2.5, and all other items
had VIF less than 2.0. Therefore, no multicollinearity was observed as per the threshold
suggested by Hair et al. [39]. With a size of 225, it would be impractical to divide the
samples equally. Hence, the dataset was split into two groups. The first group consisted of
the first 112 samples and the second group consisted of the last 112 samples. The samples
were then analyzed for a two-sample independent t-test at a 5% significance level. The
results show no significant difference in mean for the first and the second wave of responses.
The t-test results indicate that there is no non-response bias.
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Table 3. Summary of the Measurement Model Indicators.

Functionality and reliability Perceived privacy
T_FR_1 Technical capacity to ensure data will not be intercepted by hackers S_PP_1 There will be no loss of data from an agency behaving opportunistically
T_FR_2 Sufficient technical capacity to ensure data cannot be modified by a third party S_PP_2 Feel safe when I send personal information to councils

Perceived Usefulness S_PP_3 Feel confident about privacy with regards to the smart city services
T_PU_1 Will not create harassment Self-Efficacy in Information Security
T_PU_2 Services are convenient

S_SEIS_1 Confidence in handling virus-infected files
T_PU_3 Services give greater control

Information Security Culture S_SEIS_2 Confidence in understanding terms relating to information security
O_ISC_1 Familiarity with the information security policies of the organisation S_SEIS_3 Confidence in learning the method to protect information and information system
O_ISC_2 Individual’s role for escalating information security incidents S_SEIS_4 Confidence in managing files in a computer
O_ISC_3 Awareness of the information security responsibilities S_SEIS_5 Confidence in setting the Web browser to different security levels

Pressure from External Partners S_SEIS_6 Confidence in using different programs to protect my information
E_PEP_1 An effective way to interact with government S_SEIS_7 Confidence in updating security patches to the operating system
E_PEP_1 will improve the efficiency of obtaining services S_SEIS_8 Confidence in following the ‘user guide’ when help is needed to protect information

Government Policy Trust
E_GP_1 Aware of the potential damage to the information system by hacker threats TRU_1 Smart city services would provide a valuable service for residents
E_GP_2 The use of smart services will improve the efficiency of obtaining services TRU_1 Councils can be trusted to carry out online transactions faithfully

Perceived Information Security TRU_1 Legal and technological structures protect from problems on internet
S_PS_1 Smart services provided are reliable TRU_1 The responsible firm providing services will take full responsibility for insecurity

S_PS_2 Council shows concern for the privacy of users Intention to Adopt
S_PS_3 The transaction is secure while using the smart services INTENT_1 Confidence in the technology used in smart city’s services

S_PS_4 Information I provide to council will not be manipulated INTENT_1 Not concerned that the information submitted online could be misused
INTENT_1 Believe that smart city services are safe to interact with for financial purposes
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5.3. Instrument Validation

In scientific research, all the instruments must be validated to minimize measurement
errors [39]. Thus, this study has adopted a systematic approach for validating the instru-
ment through content validity, reliability analysis, convergent validity and discriminant
validity before assessing the structural model.

The instruments developed for this study followed an appropriate process suggested
by Hair et al. [39] to ensure content validity. This study conducted an extensive literature
review on technology adoption models before considering the TOE model to ensure content
validity. The results presented in Table 4 show that the AVE value of above 0.5, Composite
reliability (CR) values above 0.7 and Cronbach’s alpha values were above 0.5. These values
indicate the reliability of the measurement instrument [40].

Table 4. Reliability Scores of the Factors.

Dimension Factors AVE CR α

Technology Perceived usefulness (T_PU) 0.584 0.808 0.64
Functionality and reliability (T_FR) 0.804 0.891 0.76

Organisation Information security culture (O_ISC) 0.688 0.868 0.77

Environment
Government policy (E_GP) 0.699 0.822 0.57
Pressure from external partners (E_PEP) 0.754 0.860 0.67

Security
Self-efficacy in information security (S_SEIS) 0.535 0.898 0.87
Perceived privacy (S_PP) 0.522 0.758 0.54
Perceived security (S_PS) 0.506 0.803 0.68

Trust Trust (TRU) 0.558 0.834 0.73

Adoption Intention Intention to adopt (INT) 0.546 0.779 0.60

To ensure that factor analysis is appropriate for the data, Bartlett’s Test of Spheric-
ity [41] and the Kaiser-Meyer-Olkin (KMO) test are carried out. The test results indicate that
the KMO values are above 0.5. The p-values obtained through Bartlett’s Test of Sphericity
are below 0.05. Hair et al. [39] suggest that CR values above 0.7 and AVE values of at least
0.5 indicate sufficient convergent validity. The AVE values above 0.5 and the CR values
above 0.7 for the factors in the research model suggest sufficient convergent validity.

Fornell and Larcker [42] presented various approaches for assessing discriminant
validity. Out of these approaches, the Fornell and Larcker criterion is commonly used to
assess discriminant validity. However, this approach has been discouraged in recent times
because it fails to establish a distinction between the factors in a micro-level [43]. The other
approach, the Heterotrait–Monotrait (HTMT) ratio of correlation, is considered superior
and highly recommended for assessing discriminant validity. Henseler et al. [43] explain
that the HTMT values 0.9 or below are required to establish discriminant validity. The
HTMT test results presented in Table 5 indicate that the values are within the acceptable
threshold establishing discriminant validity.

Table 5. Heterotrait–Monotrait (HTMT) Ratio of Correlations.

E_GP E_PEP INTENT O_ISC S_PP S_PS S_SEIS TRUST T_FR

E_PEP 0.35
INTENT 0.35 0.55
O_ISC 0.88 0.64 0.61
S_PP 0.48 0.49 0.9 0.43
S_PS 0.47 0.53 0.74 0.65 0.75
S_SEIS 0.73 0.51 0.52 0.78 0.51 0.67
TRUST 0.58 0.81 0.74 0.74 0.68 0.81 0.62
T_FR 0.40 0.52 0.77 0.61 0.83 0.74 0.56 0.62
T_PU 0.31 0.89 0.84 0.53 0.68 0.54 0.38 0.80 0.65
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5.4. Structural Model Assessment

The structural model consists of exogenous (which have no arrows pointing towards
them from any factors) and endogenous (which have arrows pointed toward them in the
structural path relationships) factors. Figure 2 shows the structural path model of the study.

Assessment of R2, Q2 and f2

A coefficient of determination (R2) value represents the extent of variation in the
regression model from the baseline (0) [39]. The threshold of R2 values for endogenous
factors indicated by Chin [44] are 0.67, 0.33 and 0.19 depicting substantial, moderate and
weak. Table 6 shows that R2 values for Trust is 0.582, which means 58.2% of the variance in
trust is explained by exogenous factors. Similarly, adoption intention, with a variance of
27.9% explained by the factor trust, has a small variance.

Table 6. R2 and Q2 Values for the Endogenous Factors.

R2 SSO SSE Q2 SD T-Statistics p-Values

INTENT 0.279 675 580.41 0.14 0.056 4.989 0.00
TRUST 0.582 900 636.32 0.293 0.046 12.739 0.00

The values of f2 and Q2 are used to measure the quality criteria of the structural
model [45]. All relationships indicate a small f2 effect size except trust and intent to adopt
relationship, which has a large effect size with a value of 0.387. Table 7 shows the f2 values
for the paths in the structural model.

Table 7. f2 Values for the Paths in the Structural Model.

Factors Influence f2 Values Sample Mean (M) Std. Dev.

E_GP -> TRUST 0.013 0.019 0.02
E_PEP -> TRUST 0.057 0.063 0.04
O_ISC -> TRUST 0.024 0.033 0.03
S_PP -> TRUST 0.018 0.025 0.02
S_PS -> TRUST 0.084 0.093 0.05
S_SEIS -> TRUST 0.004 0.011 0.01
TRUST -> INTENT 0.387 0.408 0.11
T_FR -> TRUST 0.00 0.007 0.01
T_PU -> TRUST 0.067 0.077 0.04

The structural model is assessed by using Stone–Geisser’s Q2. The Q2 value is only
applicable to the endogenous variables, where a positive value indicates predictive rele-
vance [39]. The Q2 values obtained for trust and adoption intention in this study are above
0, which confirm the predictive relevance of endogenous factors in the structural model.

5.5. Hypotheses Evaluation

To test the significance of the path of the measurement model, the bootstrapping
method was used in PLS-SEM. It is a recommended way of producing better approximation
when the sample size is small [46]. For hypothesis testing, the critical t-values for the two-
tailed test are regarded as 1.65, 1.96 and 2.58 for 10%, 5% and 1% level of significance,
respectively, and the VIF values for each item should be below 5 [39]. The results presented
in Table 8 show that four hypotheses have been supported.
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Table 8. Results for the Hypothesized Relationships.

Hypothesis β t-Value p-Value Remarks

H1: Functionality and reliability→ Trust −0.02 0.292 0.77 Rejected
H2: Perceived usefulness→ Trust 0.224 3.65 0.000 Supported
H3: Information security culture→ Trust 0.16 1.8 0.072 Rejected
H4: Perceived external pressure→ Trust 0.20 2.99 0.003 Supported
H5: Government policy→ Trust 0.093 1.5 0.134 Rejected
H6: Perceived privacy→ Trust 0.117 1.8 0.07 Rejected
H7: Perceived information security→ Trust 0.25 3.88 0.000 Supported
H8: Self-efficacy in information security→ Trust 0.529 0.72 0.47 Rejected
H9: Trust in smart city technologies→ Adoption intention 0.528 9.69 0.000 Supported

6. Results and Discussion

The results show there is no significant impact of functionality and reliability toward
stakeholders’ trust in smart city technologies. There is a slight negative influence observed
with a negative path coefficient value, but the observed β value is close to zero, and the
result is not significant, as the p-value is higher than 0.05. Hence, hypothesis H1 is rejected.
This result contradicts the finding of AlHogail [20], which identified functionality and
reliability as a positively influencing factor towards building trust. The results concerning
H2 indicate that the findings are in line with the recent study of Zhang et al. [15], where the
authors hypothesized that perceived usefulness influences trust. Similarly, the relationship
between trust and perceived usefulness has been found to be significant in earlier stud-
ies [16,37]. Thus, the validated outcome suggests stakeholders’ perception of the usefulness
of smart city services increases the adoption of smart city technologies by stakeholders in
the regional Australian cities.

Hypothesis ‘H3’ is developed to understand the relationship between information
security culture and trust in smart city technologies. Based on the p-value, the hypothesis is
rejected. This means the influence of information security culture is not significant towards
building trust in smart city technologies. Interestingly, Chang et al. [32] stated that trust can
be increased by having appropriate information security culture. This is opposite to what
the current research results show. The result of the current study means further research is
required to assess how information security culture influences stakeholders’ trust towards
their intention to adopt smart city technologies. The test results suggest hypothesis H4
is supported. This means external pressure positively influences stakeholders’ trust in
smart city technologies. However, the low value of the path coefficient indicates the
influence of perceived external pressure on stakeholders’ trust is less significant. Smart
city technologies are not limited to within a single organization, and this pressure from
internal and external sources can be challenging to distinguish. While the results are in line
with Belanche et al. [6] study, where they found a significant direct influence of external
pressure on perceived trust for the adoption of innovative technology, distinguishing
between different types of external pressure is important to understand how different
sources of pressure influence on trust. The results indicate that the government policies
have no significant influence over stakeholders’ trust in smart city technologies. Meanwhile,
Knack and Zak [47] believed that only a few public policies by the government have an
impact on stakeholders’ trust. The study outcome shows stakeholders are not convinced
that government policy influences their level of trust in smart services. Future studies
in a similar setting may offer further details into the influence of government policies on
stakeholders’ trust.

The results suggest that perceived privacy influences trust, even though the results are
not significant. Based on the p-value, the hypothesis is rejected. Earlier studies conducted
by Sarabdeen et al. [34] on technology adoption found a positive influence of perceived
privacy on trust. However, the non-significant positive impact of perceived privacy on
trust found in this study is supported by the study of Lippert and Swiercz [23] on user
acceptance of the online system, where the researcher attempted to test the influence
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of perceived privacy and perceived security on trust. The results suggest that there is
a significant impact of perceived information security towards stakeholders’ trust. The
results are in conjunction with the results of several prior studies such as AlHogail [20],
and Wibowo and Mubarak [9]. Prior studies related to trust in any ICT services have
been regarded as comparable to the trust in ICT led smart city technologies. Security
factors have a positive influence on stakeholders’ trust when it comes to IoT technologies,
which are also an enabling technology for smart cities [20]. Lin and Dong [16] also found
a significant positive influence of perceived security on users’ trust using internet-based
services. The positive coefficient value for the path Information Security Self-efficacy to
Trust is not supported by the relevant p-value. This means the hypothesis is rejected,
depicting that self-efficacy in information security does not have a positive influence on
stakeholders’ trust in smart city technologies. A study by Saif Almuraqab et al. [21] found
that a positive relationship between trust and self-efficacy is related to safe and proper use
of internet-based services.

The result indicates stakeholders’ trust in smart city technologies positively influence
their intention to adopt. The Q2 values of 0.14 and 0.29 for the endogenous factors,
including ‘trust’ and ‘intention to adopt’, further support the predicted positive influence
of trust on intention to adopt. The factors on trust and adoption have been previously
studied by a number of studies on technology adoption [9,11]. The results from this study
are consistent with the prior research study by Belanche et al. [6]. In their study, they found
a significant influence of perceived trust on the adoption of an innovative e-commerce
platform. Further, the outcome of the current study is also in line with the study of Alharbi
et al. [37], which strongly supports that the trustworthiness of the smart city technologies
used in smart cities promotes adoption by the stakeholders. The results of this study
suggest that the trustworthiness of the individual services needs to be ensured to maximize
the adoption of smart city technologies.

7. Conclusions

This paper presented and substantiated a trust-based model to study the stakeholders’
intention to adopt smart city services and technologies. The study results show that
perceived usefulness, perceived external pressure and perceived information security
influence trust in smart city technologies. Further analysis highlights the significant
relationship between stakeholders’ trust and their intention to adopt smart city technologies.
It is therefore critical for government agencies to formulate appropriate policies to enhance
the use of smart city technologies.

From a theoretical point of view, this study contributes to the literature on smart cities.
In particular, this study provides an in-depth understanding of the influence of technology,
organization, environment and security factors on stakeholders’ trust. Moreover, this study
elaborates on how trust can be used for the successful adoption of new technologies such
as smart city technologies. From a practical point of view, the study results can be used by
government entities for transforming regional cities with smart technologies to improve
the livability, productivity and sustainability of cities and suburbs. However, this study
is not free from limitations: the proposed model was tested using the data collected from
the Australian regional cities. Hence, the outcome of this research may not be directly
applicable in contexts that are different to the scope of this study; this study attempted
to validate various propositions made in the paper with limited supporting evidence,
highlighting the need for future research into testing a trust-based smart city technologies
adoption model. The data collection is based on an online survey. Future research could
include interviews for a better understanding of the role of stakeholders’ intention to adopt
smart city services and technologies.
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