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Abstract: In the current medical insurance claims process, there are problems of low efficiency and
complex services. When a patient applies for medical insurance claims, he/she must go to the hospital
to apply for a diagnosis certificate and receipt and then send the relevant application documents
to the insurance company. The patient will not receive compensation until the company completes
the verification with the patient’s hospital. However, we can improve the current dilemma through
blockchain technology. Blockchain technology can effectively open up the information channels of the
insurance industry and medical institutions, promote industry integration, and enhance the ability of
insurance companies to obtain information. In this research, we used blockchain and smart contract
technology to make the following contributions to the development of Internet insurance. First,
blockchain and smart contract technology can effectively solve the problem of online underwriting.
Second, it is conducive to improving supervision. Third, it is conducive to solving risk control
problems. Fourth, it is conducive to effective anti-money laundering. The proposed scheme fulfills
the following security requirements: mutual authentication of identities, non-repudiation between
each of two roles, and other major blockchain-based security requirements. In the event of a dispute,
we also proposed an arbitration mechanism to divide responsibilities.

Keywords: blockchain; electronic medical record (EMR); insurance claim; mutual authentication;
non-repudiation; smart contract

1. Introduction
1.1. Background

According to the calculations of the International Association of Insurance Supervisors
(IAIS) [1], about ~20-30% of insurance claims are suspected of fraud. A small number of
policyholders’ lack of integrity and weak legal awareness often lead to insurance fraud. The
policyholder’s information cannot be shared. Even if some policyholders are blacklisted
by an insurance company, it cannot prevent other insurance companies from dealing with
that dishonest insurance company. The policyholder signs the contract, which is caused
by the asymmetry of the information of the insurance parties and the lack of information
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transparency. On the other hand, the current insurance industry has complicated under-
writing procedures and a high cost of underwriting time. The insurance market has poor
supervision and poor supervision efficiency. Thus, it is impossible to effectively review
the risks of insurance applicants and prevent moral hazards. It is also unable to effectively
solve the current problem of money laundering by criminals using Internet insurance.

In the field of medical insurance, insurers, medical institutions, and insurance providers
form a triangular relationship. In every interaction, there are problems of low efficiency
and complex services. For insurance service providers, insurance costs are high, especially
management costs. A significant amount of energy is spent on contract signing and man-
agement, maintenance of the database, payment, and collection of funds, claim inspection,
data review, etc. Take life insurance as an example. Nowadays, when a patient applies
for medical insurance claims services, the patient must go to the hospital to apply for a
paper diagnosis certificate and receipt and then send the relevant application documents
to the insurance company through the insurance business personnel or in person, waiting
thereafter for the insurance. The patient will not receive compensation until the company
completes the verification with the patient’s hospital. According to research, the current
medical insurance claims procedures generally suffer from complicated procedures and
endless compensation time [2,3].

Moreover, if the family’s insurance history is not clear, the applicant must apply to each
insurance company to check the insurance contents one by one to sort out all the insurance
rights and interests. For policyholders, most policyholders and their families are full of
unknowns and fears when facing medical bills and third-party reimbursement processes.
The complexity of insurance reimbursement makes the process lengthy, and policyholders
also have many questions that are difficult to resolve. Secondly, for medical institutions, a
considerable amount of time is spent each year in the insurance reimbursement process,
collation of medical records, insurance service providers and government audits, etc. Claim
payment and adjudication is a very complicated process, involving significant management
costs and manual processes to verify whether all stakeholders meet and comply with the
agreed conditions in the contract [4].

Blockchain, as a technology for collectively maintaining a reliable database through
decentralization and trustlessness, has developed rapidly in recent years and is gradually
being used in various fields. The characteristics of blockchain technology, such as decen-
tralization, trustlessness, non-tampering, transparency, and traceability, are suitable for
promoting the government’s structural adjustment, governance, and service transparency,
thereby promoting the construction of intelligence and trust. At the same time, the applica-
tion of blockchain to government work coincides with the concept of various “Internet +”
applications proposed by governments of various countries.

Blockchain is a decentralized information storage system based on decentralized
storage and P2P networks, comprehensively using cryptography and consensus algorithms
to achieve decentralization [5-13]. The advantages of blockchain technology are the decen-
tralization, anonymity, immutability, and traceability of stored information. As an industry
with operating risks, insurance relies on data to survive. It requires a large amount of
complete and true information in the design of insurance, underwriting, and claim set-
tlement. Blockchain technology can effectively unblock the information channels within
the insurance industry and related industries, promote industry integration, and enhance
the ability of insurance companies to obtain information. With the maturity of blockchain
technology, it is possible to construct a “blockchain + insurance ecological chain”.

An electronic medical record (EMR) is a technology of electronic information to store
medical record data for users to query and browse [14-21]. The purpose of implementing
electronic medical records is roughly as follows. First, electronic medical records are used
for management and quality control: to keep records of the modification and deletion of
medical records, to facilitate the control of medical procedures, and to generate quality
indicators and abnormal events records in real-time. Second, electronic medical records are
used for sharing information: to facilitate the sharing of medical record data by all units
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in the hospital and to maintain the uniformity of medical record data. Third, electronic
medical records reduce the cost to maintain medical records and regular operations: they
reduce the cost of space and time spent on paper medical records. The medical record data
are provided with an information system function so that medical staff can immediately
obtain medical records without the need to read paper medical records. Fourth, electronic
medical records are used for study and research: structured medical records are used
instead of simple scans and archives. As we knew, automatic claims’ settlement in the
insurance industry has a high degree of relevance to the research issue of EMR.

In the past, Chen et al. [22,23] proposed an EMR-sharing system to reduce the waste of
medical resources. However, they did not build a connection with the insurance industry. In
2018, Wang and Song [24] addressed electronic health records (EHRs) by using a consortium
blockchain to develop decentralized EHR-sharing methods for insurance companies. Wang
and Song’s scheme included only conceptual descriptions of the insurance industry; the
detailed protocol was not mentioned.

In this study, we used blockchain and smart contract technology to make the following
contributions to the development of Internet insurance:

(1)  Effectively solve the problem of online underwriting.

When the blockchain technology matures and is used in the financial field, all the past
insurance records, credit records, and personal health files of the insured will be recorded
on the blockchain one by one, which cannot be changed and cannot be forged. Internet
insurance can use blockchain technology to underwrite the health and insurance records of
the insured online, to truly realize the program of online underwriting, which effectively
reduces the time cost of both offline policyholders and insurers. The underwriting efficiency
of internet insurance companies has been greatly improved. At the same time, internet
insurance has also realized the mode conversion from offline underwriting to online
underwriting. Internet insurance is no longer a method of sales, but a method of operation.

(2) Conducive to improving supervision.

Due to the lack of network supervision, Internet crimes are becoming more and more
popular. In the future, blockchain technology can solve this problem from a technical
level, especially for the operation and supervision of Internet insurance. One of the
characteristics of blockchain technology is time-stamping and non-editable modification.
This fundamentally guarantees the authenticity of the data on the chain. Then, the use
of blockchain technology in Internet insurance can fundamentally improve the problem
of network supervision. On the one hand, due to the timestamp characteristics of the
blockchain and the complete record of the data and transaction records from the current
block to the genesis block, the legality of the operation of Internet insurance companies
can be guaranteed from the perspective of government supervision. On the other hand,
it can also effectively improve the current weak supervision in the insurance market and
improve the efficiency of supervision.

(3) Conducive to solving risk control problems.

The first aim is to control moral hazard. Blockchain technology can effectively reduce
the probability of moral hazard. Since the blockchain builds a complete trustless value
network, the credit history, health status, property registration, and use status of the insured
person will be formed on the blockchain during the process of Internet insurance from
underwriting to claim settlement. Data are recorded with timestamps, and once the insured
is in danger, the insurer can effectively review the insured’s risk by querying all the records
of the insured on the blockchain, thereby effectively preventing moral hazard.

The second aim is to control technical risks. The current computer technology of
Internet insurance companies is not mature enough, and problems such as system crashes
and hacking attacks are prone to occur. Blockchain technology is a decentralized ledger
structure, and decentralized nodes can strongly protect the security of the Internet insurance
system. Through collective maintenance, the probability of technical risks is minimized.
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The last aim is to control information security risks. Insurers, especially Internet
insurance companies’ customer information, company internal information, etc., are partic-
ularly important. The high security of blockchain technology ensures the confidentiality of
Internet insurance companies’ information, and the system is not easily prone to malicious
tampering and destruction. To a certain extent, it guarantees the normal operation of
Internet insurance companies and reduces the cost of system maintenance.

(4) Conducive to effective anti-money laundering.

Internet insurance uses blockchain technology, which can prevent money laundering
effectively. Every transaction record of funds has a clear time stamp, and the data loaded
on the blockchain must obtain recognition for most of the blocks on the blockchain, and
this guarantees the credibility and security of the data to a certain extent. At the same
time, transaction records cannot be arbitrarily modified, and the data and records on the
blockchain cannot be arbitrarily destroyed; so, every fund can be traced back to the two
parties and the time of the transaction, which is a very effective solution to the issue of
current criminals using Internet insurance for money laundering. It also provides a more
powerful tool for the supervision of the capital chain.

On the whole, blockchain technology provides the following features in the field of
insurance applications:

v Blockchain smart contracts can improve the efficiency of claims settlement to a certain
extent.

v The security of the blockchain can solve the privacy and security issues of the policy-
holders to a certain extent.

v Blockchain can solve the trust problem between policyholders and insurance institu-
tions to a certain extent.

v" Blockchain can solve the problem of traceability in sales links and prevent data
tampering to a certain extent.

In response to the above-mentioned characteristics of blockchain, applying it to this
research can enable both the insurer and the insured to obtain a sustainable development
relationship. For insurers, applying the blockchain mechanism can make their operations
and management more efficient and can accurately calculate operational risks. For the
insured, choosing an insurance company that provides a blockchain claims mechanism
can simplify the procedures for claim settlement, allowing the amount of compensation
to be quickly obtained and increasing the insured’s trust in the insurance company. In
short, this research can allow the overall insurance chain to have a positive development
on sustainability.

If a patient is treated in a hospital through blockchain technology, the medical insti-
tution will record the blockchain information of the patient’s electronic medical record
on the chain and cooperate with the insurance company. When the insured is diagnosed
with a certain disease in the medical institution, through the smart contract [25], when the
preset conditions of the system are met, such as when a medical insurance accident occurs,
the automatic performance function of the smart contract will be activated, and the claim
payment will be activated. It will be automatically transferred directly to the beneficiary’s
account to achieve the effect of automatic claim settlement, to accelerate the efficiency of
claim settlement, and to save related costs.

Aiming at the problem of inefficient claims settlement, the smart contract of blockchain
technology does provide a good solution. The basic idea of smart contracts is to embed
contract terms in hardware and software so that the contract cannot be destroyed or
the cost of a breach of contract is extremely high. Smart contracts have the advantages
of certainty, consistency, termination, verifiability, efficiency, immediacy, and low cost.
When the information written into the blockchain meets the claim conditions, Internet
insurance will automatically enter the claim settlement program. After the claim payment
is automatically credited to the designated account of the insured, the insurance claim
contract will be automatically completed. This kind of automated claim settlement using
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blockchain technology simplifies the payment procedure, reduces many links of manual
review, increases the speed of contract execution, and reduces the cost of verification and
execution of the contract.

1.2. Research Goals

This research used blockchain and smart contract technology to propose a traceable

online insurance claims system to achieve the following research goals [26-38]:

@

@)

®)
4)

©)

(6)

7)

®)

©)

Mutual authentication: the proposed scheme must be able to verify the legitimacy of
the identities of the sender and receiver. This study intended to use the BAN logic
proof to determine whether the two parties have achieved mutual authentication.
Resist man-in-the-middle attacks: attackers can intercept messages during transmis-
sion and send illegal messages as users. The proposed scheme uses the ECDSA system
to protect messages. Therefore, when attackers perform a man-in-the-middle attack,
they cannot correctly intercept important information.

Verifiable: in the proposed scheme, the sender’s information stream will be signed,
and the receiver can verify whether the signature is true.

Integrity and unforgery: to ensure the integrity of the message during the communi-
cation process, the proposed scheme uses a signature mechanism to ensure that the
message is not tampered with.

Traceable: due to equal information, blockchain technology guarantees that all partic-
ipants have equal rights to know and choose. The health of the insured, the insurance
record, and the types of insurance services provided by the insurance company are
all auditable. All participants can obtain all the transaction information. Because of
the decentralized storage verification feature, all change records will be synchronized
on the chain. When any dispute occurs in the future, there will be data to prove to
protect the rights of policyholders.

Openness: with the setting of the public key and the private key, except that the
private information of the transaction subject is encrypted, everyone can query the
blockchain data and develop related applications through the public interface. The
system information is open and transparent, reducing information asymmetry and
thereby solving the problems of moral hazard and adverse selection between the
supply and demand of insurance. With the help of openness, the use of big data and
cloud computing can be improved, and the development and pricing of insurance
products can be more accurate.

Privacy: behind the alliance chain combined with blockchain technology, only the
data that the policyholder agrees to share will be stored on the blockchain. Blockchain
technology can not only allow authorized persons to access data through signature
private keys, encryption technology, and secure multi-party computing technology
but also ensure that the core data and privacy of the blockchain alliance member
database are not leaked. To protect the privacy of users, the content of the insurance
contract is restricted to access. Only the party can view the personal contract, and
the key is in the hands of the party. The contract review, query, modification, and
other information will occur and record in the block, and the insurance contract is
fully implemented automatically through smart contracts.

Decentralization and information sharing: accounting and storage is decentralized;
that is, all nodes have the same rights and obligations, and any error or shutdown of
any node will not affect the operation of the entire network.

Non-repudiation: once the data is verified and added to the blockchain, it will be
permanently stored, and the inherent time stamp function of the blockchain can
record the creation time. Information changes need to control more than 51% of the
system nodes, which will be very difficult under an open system.

The organization of the rest of the article is as follows. Section 2 provides the pre-

liminary. Section 3 presents the proposed protocol. In Section 4, we analyze the security
issue of our proposed traceable online insurance claims system. In Section 5, we discuss
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the computation cost and the communication cost and make a comparison with existing
medical-related decentralized blockchain surveys. Finally, Section 6 concludes the article.

2. Preliminary
2.1. Blockchain and Smart Contract

A block refers to a data packet that records all transactions in a period. Here, the
definition of a transaction is broad, ranging from trading commodities, assets, willingness
to deliver results, and progress. Once the parties involved in the transaction agree with
the final result, the transaction records generated in the process will be packaged and
sealed, and no changes are allowed from then on. All blocks are connected in chronological
order and extend endlessly. The blockchain is a mechanism of “national paparazzi” that
strengthens the function of supervision. The technology of blockchain advertises the three
characteristic goals of “decentralization”, “openness”, and “transparency”. Blockchain
technology includes hash algorithm, digital signature, timestamp technology, workload
proof mechanism, etc. These technologies can ensure the source, time, and subjects of the
data while encrypting the blockchain data. Each node in the blockchain system does not
need to master the technical details of these computer information security fields but only
needs to understand the specific system operation specifications. At the same time, it is
open and transparent. The combination of information security technology and economic
management is the greatest innovation in the field of human credit.

The concept of smart contracts was first proposed by Nick Szabo [39,40] in 1996. A
smart contract is a computer agreement that spreads, verifies, or executes a contract in an
information-based way. Smart contracts allow credible transactions without third-party
vendors, which are traceable and irreversible. Smart contracts can support automated
claims; it is a transparent and reliable payment mechanism and can be used to enforce
contract-specific rules. When an insurance event occurs and the insurance payment condi-
tions are met, the smart contract will automatically execute the code instructions, automati-
cally start the insurance claims program, and realize automatic appropriation and payment.
A large number of manual operations in the traditional insurance compensation path have
been reduced, and the efficiency of compensation has been substantially improved, which
has helped insurance companies reduce a large number of operating expenses.

2.2. ECDSA

The elliptic curve digital signature algorithm (ECDSA) was proposed by Vanstone [41]
in 1992, which is a derived type of the digital signature algorithm (DSA) that uses elliptic
curve cryptography (ECC). The characteristics of ECC make the ECDSA require a signifi-
cantly smaller key size with the same level of security, which offers faster computations and
less storage space. The security of the elliptic curve digital signature algorithm (ECDSA) is
based on the discrete logarithm problem. The proof of the ECDSA refers to ref. [42].

Next, we briefly describe the three phases of ECDSA key generation for verification.

For the key generation phase, we assumed that any participant must apply to our
blockchain center for public and private keys and the key generation with ECDSA is as
follows:

Qx = de (1)

where x is the participant ID, Q, is the public key, d. is the private key, and G is a generating
point based on the elliptic curve. The public key Q, and the private key d, are sent to the
participant and store. Q, will also be stored in the blockchain center.

During the signature phase, there is a message that needs to be sent by participant x
to y. Participant x chooses a random number k between 1 and n — 1 and calculates a point
on the curve as follows:

(x,y) =kxG @)

Then they calculate:
ry = xmodn 3)
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Next, x signs a message m as follows:
sigy = kL (h(m) + rydy) 4)

and sends (m, 1y, sigx) to y.
During the verification phase, when y receives (m, ry, sigx), then the parameters are
calculated as follows:

(xt,yt) = (h(m)sigy 'modn)G + (rysigy'modn)Qy (5)
Then, the following is verified:

'Ly modn (6)

to determine if the signature is valid.

2.3. BAN Logic

Burrows—Abadi-Needham (BAN) logic is a set of rules for defining and analyzing
information exchange protocols. Burrows et al. [43] proposed BAN logic, a defining logic
for the analysis of security protocols, in 1990. BAN logic is a logic of beliefs, and the purpose
of BAN logic is to analyze authentication protocols by deriving the beliefs [44]. Therefore,
BAN logic can be used for validating mutual authentication with the communication
protocols.

2.4. Hyperledger Fabric

Hyperledger Fabric [45], proposed by the Linux Foundation in 2015, is a blockchain-
based distributed ledger solution platform, which controls transactions through chain
codes. Based on a modular architecture, it can provide a high degree of confidentiality,
flexibility, and scalability. The chain code in Hyperledger Fabric encapsulates the business
logic used to create and modify the ledger, which can be written in different programming
languages (such as Java, Go, and Node js) [46]. The chain code is created and executed
by peers to promote, authenticate, and implement the rules for reading. The business
logic of the chain code is defined by mutual agreement between members and is used to
read, execute, and update the current state of the ledger. When the condition is triggered,
the chain code will perform a specific task, and the transaction execution result will be
submitted to the blockchain network and will finally be attached to the copy of the ledger
of all peers [47].

3. Method
3.1. System Architecture

The solution proposed by this research was to realize an automatic medical insurance
claims service system through blockchain technology. As shown in Figure 1, the environ-
ment is used to share information among medical institutions, insurance companies, and
patients. The roles in the environment include the blockchain center (BCC), the competent
authorities (CA), the medical institution (MI), the insurance company (IC), the bank (BK),
the patient (PT), and the arbitration institution (Al). Among them, medical institutions can
form a medical alliance chain, which is supervised by the medical authority CA1l. Insurance
and financial institutions can form a financial alliance chain, which is supervised by the
financial authority CA2. Members in the same alliance can share complete information
content.
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Figure 1. System architecture diagram.

Step 1:

Step 2:

Step 3:

Step 4:

All CA, M, IC, BK, and PT need to be registered with BCC to obtain public and
private keys for ECDSA signature and public and private keys for PKI encryption.
BCC also stores all patient medical blockchain information. In addition, various
CA of different natures will form different alliances with their members, and the
information of the alliance members will be shared. For example, CA1 is a medical
alliance, and its members are MI, while CA2 is a financial alliance, and its members
are IC and BK.

The patient PT purchases medical insurance from the insurance company IC. The IC
will first verify the identity of the PT and sign an insurance contract with the PT. The
PT needs to provide the IC with its BK account, and the record will be transferred to
the BCC through the CA. When the PT visits the medical institution MI in the future,
if the diagnosis result meets the claimed content specified in the insurance contract,
the IC will proceed with the insurance claim.

When the patient PT visits a medical institution MI and informs MI that he/she has
purchased medical insurance, the MI will first verify the identity of the PT, read the
electronic medical record EMR of the PT, and then make a diagnosis, and the records
will be transmitted to the BCC through CA.

The medical institution MI informs the insurance company IC to carry out insurance
claims, and the IC obtains the PT medical-related diagnosis content provided by MI.
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If the claims are eligible, the IC will inform the PT of the claim amount and payment
time, and the record will be sent to the BCC through the CA.

Step 5: The insurance company IC informs the bank BK to pay the patient PT, and the record
is transmitted to the BCC through the CA.

Step 6: In the event of a claims dispute, the patient PT can appeal to the arbitration insti-
tution AL AI will obtain the message content of each party and make reasonable
judgments.

3.2. Notation

The notation of the proposed scheme is as follows:

q A k-bit prime number

GF(q) Finite group ¢

E The elliptic curve defined on finite group g

G A generating point based on the elliptic curve E
ID, A name representing identity x

ky A random value on the elliptic curve

(rx, Sx) Elliptic curve signature value of x

My A message from x to y

IDgc An index value of blockchain message

BCy Blockchain message of x

TSy Timestamp message of x

Ency Encrypted message using the asymmetric key of x
Certy The certificate of role x

BK, The bank account of role x

EMR, The electronic medical record of role x

ICpr The insurance contract of the patient

ICrip A transaction number that is changed every round
h() Hash function

ALB Verify whether A is equal to B

3.3. Smart Contract Initialization

Blockchain technology was applied in the proposed architecture. Some key informa-
tion is saved and verified through the blockchain, during the authentication and autho-
rization process. The key information in the blockchain is defined in the smart contract.
Table 1 below is the blockchain smart contract structure for the proposed scheme.

We developed key information that is stored in the blockchain in the proposed
smart contract. The basic fields of id (identification), transaction detail, certificate, and
timestamp are presented in each smart contract. The bank account of the patient is
added in the pticinf/icbkinf smart contract, while the bank account of the insurance
company is added in the bkicinf smart contract. The field insurance contract is provided
in the icptinf/ptmiinf/miicinf smart contract. The electronic medical record is offered
in the miptinf/miicinf smart contract. At last, the transaction id is shown in the icmi-
inf/icbkinf/bkicinf smart contract. The blockchain center also issues the public and private
key pairs for all roles in the registration phase.
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Table 1. Smart contract structure of the proposed scheme.

struct smart contract apcainf/caapinf {
string ap/ca id;

string ap/ca detail;

string ap/ca cert;

string ap/ca tsp;

}

struct smart contract pticinf {
string pt id;

string pt detail;

string pt cert;

string pt bkpt;

string pt tsp;

struct smart contract icptinf {
string ic id;

string ic detail;

string ic cert;

string ic icpt;

string ic tsp;

}

struct smart contract ptmiinf {
string pt id;

string pt detail;

string pt cert;

string pt icpt;

string pt tsp;

struct smart contract miptinf {
string mi id;

string mi detail;

string mi cert;

string mi emrpt;

string mi tsp;

}

struct smart contract miicinf {
string mi id;

string mi detail;

string mi cert;

string mi emrpt;

string mi icpt;

string mi tsp;

}
struct smart contract icmiinf {
string ic id;

string ic detail;

string ic cert;

string ic ictid;

string ic tsp;

}
struct smart contract icbkinf {
string ic id;

string ic detail;

string ic cert;

string ic ictid;

string ic bkpt;

string ic tsp;

}
struct smart contract bkicinf {
string bk id;

string bk detail;

string bk cert;

string bk ictid;

string bk bkic;

string bk tsp;

}
string keypairs;
string count;

3.4. Registration Phase

The system role X can represent the competent authorities (CA), the medical institution
(MI), the insurance company (IC), the bank (BK), and the patient (PT), which registers with
the blockchain center (BCC), and obtain a relative public/private key pair and a digital
certificate of identity from the blockchain center via a secure channel. Figure 2 shows the

flowchart of the registration phase.

Role (X)

Choose IDy

ID‘Y N (d“]( N Q“I( ).. PK‘Y N SK‘Y N Ce}'f‘jr

Stores (dy,Oy.PKy.SKy.Certy)

Blockchain Center (BCC)

Choose ECDSA private key dy
Oy = d G
If valid, call smart contract xins

Figure 2. Each role of the system registers with the blockchain center.

Step 1: Role X generates an identity IDx and sends it to the blockchain center.
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Step 2: The blockchain center generates an ECDSA private key dx based on the role X and
calculates:

Qx =dxG )

If the identity of the registered role is verified, the smart contract xins will be triggered.
Algorithm 1 is presented as follows:

Algorithm 1. Smart contract xins of the proposed scheme.

function insert x smart contract xins (
string x_id, string x_detail) {

count ++;

x[count].id = id;

x[count].detail = detail;
}

string x_keypairs;

Then, the blockchain center will transmit IDy, (dx, Qx), PKx, SKx, Certx to role X.
Step 3: The role X stores (dx, Qx, PKx, SKx, Certx).

3.5. ECDSA Authentication Process

In the proposed scheme, system role A and role B must first verify the legitimacy of
each other’s identities through the ECDSA mechanism at the beginning of the commu-
nication. The system role A or role B can represent the competent authorities (CA), the
medical institution (MI), the insurance company (IC), the bank (BK), and the patient (PT).
We present the flowchart of the ECDSA authentication process in Figure 3. Algorithm 2
shows the ECDSA sign process and Algorithm 3 shows the ECDSA verification process.

Role A Role B

Choose a random number & ,_p

token =h(ID ;,M 4_5,TS _p)

Call signature process (token,k ,_g.,d ;)
Get (r4_p,54-5)

Ency p=Epg, (ID4,M 4 5,7S 4 )

ID,,Enc, g,(r4_p,S4_p) .
>

UD M 4, TS, )= Dy, (Ency_p)

Check TSyop —TS g AT

token = h(ID ;,M ,_5,TS ;_5)

Call verification process (token,r,_g,s,_5,0,)
Get valid/invalid

Choose a random number kj_

token =h(IDg,My_,,TSp_,)

Call signature process (token,ky_,,dyg)

Get (r3_4,55-4)

Ency_y=Epg, (IDg,Mp_4,TSp_4)

IDg,Encg_,(rg_y4,55_4)

<
<

Dy, Mp_4,TSp_4) =D g (Encg_y)

Check TSyop —TSp_4 SAT
token=h(IDg,Mp_,,TSg_,)

Call verification process (token,r_,,55_4,0p)
Get valid/invalid

Figure 3. ECDSA authentication process.
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Step 1: Role A generates a random value k4 _p, calculates

token = h(IDa, Ma_g,TSA_B) 8)

calls signature process as Algorithm 2 by (token, k_p,d ), obtains (r4_p,sa—p), calculates
Enca—p = Epxy(IDA, M-, TSA_B) )

and sends ID 4, Enca_p, (ra_p,54_p) to role B.

Algorithm 2. ECDSA signature process between role A and role B.

string token, ka_p, da;
function signature process (token, ka_p, da)
za_p = token;
(Xa-B, YA-B) =ka-BG;
TA_B = Xa_pg mod n;
sa—B=ka_p '(za_p + ra_pda) mod n;
return (rp_p, SA-B);

Step 2: Role B first calculates

(IDg,Mp_g, TSa_p) = Dsk,(Enca_p) (10)

uses TSnow — TSa—p < AT to confirm whether the timestamp is valid, and then verifies
the correctness of the ECDSA signature. Next, role B calculates

token = h(IDp, Ms_g,TSA_p) (11)

calls verification process as Algorithm 3 by (token,r4_p,s4-p, Qa), and obtains valid/
invalid.

Algorithm 3. ECDSA verification process between role A and role B.

string token, ra_p, sa—B, Qa;

function verification process (ra_g, saA—B, Qa)
za_g’ = token;
UA-B1 =ZA-B'SA-B | modn;
UA-B2 =TA_BSA-B | modn;
(xa-B", yA-B') =ua-p1G + ua—p2Qn;
check if xo_p" =rp_pg mod n;
return valid /invalid;

Role B generates a random value kp_ 4 and calculates
token = h(IDg, Mp_4,TSp_4) (12)
calls signature process by (token, kg_4,dp), obtains (rg_4,sp_ ), calculates
Encg_4 = Epk, (IDp, Mp_4,TSp_4a) (13)
and sends IDg, Encg_ 4, (rg_a,55_4) torole A.

Step 3: Role A first calculates

(ID, M4, TSp—4) = Dsk, (Encp_a) (14)
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uses TSnyow — TSp—a < AT to confirm whether the timestamp is valid, and then verifies
the correctness of the ECDSA signature. Next, role A calculates

token = h(IDg, Mg_4,TSp_4) (15)
calls verification process by (token,rg_4,s5_4, Qp), and obtains valid/invalid.

3.6. CA Communication Process

In our proposed method, the blockchain architecture of the hyper ledger is used,
which increases the role of CA, allows for more flexible access control, and reduces the
burden of BCC. After verifying communication between each role, the data will be sent to
their respective CA, and then each CA will transmit the blockchain data to the BCC. For
example, MI and IC have their own CA, which can ensure the data sharing of each CA
member, as well as cross-CA access control, taking into account privacy and efficiency. The
access party (AP) can represent the medical institution (MI), the insurance company (IC),
the bank (BK), and the patient (PT). We present the flowchart of the CA communication
process in Figure 4.

Access Party (AP) Competent Authorities (CA)

Choose a random number & ;5.4

token=h(ID ;p,M sp_c4,Cert 1p, TS sp_c4- IDpc)

Call signature process (token, k p_q,d 4p)

Get (74p_c4>S 4p-ca)

Enc gp_cy = Epg,, (IDyps Myp_c4> Cert 4p, TS p_c4- IDgc)

ID sp, Encup_ca>(Fup_ca>Sap—ca)

UD 4p, M yp_c4>Cert 4p, TS 4p_cy> IDpc) = DSKO, (Enc ip_cy)
Check TSyop =TS jp_cy AT

Verify Cert ,p with PK ,p

token = h(ID 4p, M 4p_c4,Cert 4p, TS yp_c4>I1Dpc)
Call verification process (token,r,p_c,8 4p_c4>Oup)
Get valid/invalid

If it is valid, call smart contract apcains and apcachk
BCyp_ca =h(rap_ca>Sap-ca)

Upload (IDy¢, BC 1p_cy)

Choose a random number kq,_ ,p

token = h(IDcy, M y_4p,Certcy, TScu_up>1Dpc)
Call signature process (token,k¢,_ 4p,dcy)

Get (rey—ap»Sca-ar)

Enceygp = Epx,, (IDcy> My aps Certeys TScq-ap» IDpc)

IDcy, Encey_ups(Ycaap>Sca—ap)

<

(IDeysMy—ap> Certcy, TScy—ap>IDgc) = DSK/LP (Encey_4p)
Check TS yop —TScy_up SAT

token = h(IDq, M ¢y_4p,Cert s, TScu—aps IDpc)

Call verification process (token, ¥oy_ 4p>Sca—ap»Oct)

Get valid/invalid

If it is valid, call smart contract caapins and caapchk

BCopup =h(icy—ap-Sca-—ap)
Upload (IDge, BCry_4p)

Figure 4. CA communication process.
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Step 1: AP generates a random value k4p_c4, calculates

token = ]’Z(IDAP, Map_ca,Certap, TS ap_ca, IDpc) (16)
calls signature process by (token, kap_ca,dap), obtains (rap_ca,Sap—ca), calculates
Encap_ca = Epk.,(IDap, Map—ca,Certap, TS ap_ca, IDpc) 17)

and sends IDAP, El’lCAp,CA, (rAPfCArSAPfCA) to CA.
Step 2: CA first calculates

(IDap, Map—ca,Certap, TSap_ca, IDpc) = Dsk, (Encap—_ca) (18)
uses TSyow — TSap—ca < AT to confirm whether the timestamp is valid, verifies Cert 4p
with PK 4p, and then verifies the correctness of the ECDSA signature. Next, CA calculates

token = h(ID ap, Map—ca,Cert ap, TS ap—ca,IDpc) (19)

calls the verification process by (token, rap_ca,Sap—ca, Qap), and obtains valid/invalid.
If the verification is passed, CA will obtain the message from AP and trigger the smart
contracts apcains and apcachk. Algorithm 4 is as follows:

Algorithm 4. Smart contract apcains and apcachk of the proposed scheme.

function insert smart contract apcains (string ap_id, string ap_detail, string ap_cert, string ap_tsp)
{
count ++;
ap[count].id = id;
ap[count].detail = detail;
ap[count].cert = cert;
ap[count].tsp = tsp;
}
sign string ap_key (ap_id, ap_detail, ap_cert, ap_tsp);
verify string ap_key (ap_id, ap_detail, ap_cert, ap_tsp);
function check smart contract apcachk (string ap_id, string ap_detail, string ap_cert, string
ap_tsp) {
return ap_id.exist;
return ap_detail.exist;
return ap_cert.exist;
return ap_tsp.exist;

CA calculates
BCap—ca = h(rap—ca,5ap—ca) (20)

(IDpc, BCap—ca) will also be uploaded to the blockchain center. Then, CA generates a
random value kc4_ 4p, calculates

token = h(IDca, Mca—ap, Certca, TSca—ap, IDpc) (21)
calls signature process by (token,kca—ap,dca), obtains (rca—ap,Sca—ap), calculates

Encca—ap = Epk,,(IDca, Mca—ap,Certca, TSca—ap, IDpc) (22)

and sends IDc 4, Encca_ap, (rCAfAPr SCAfAP) to AP.
Step 3: AP first calculates
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(IDca, Mca—ap,Certca, TSca—ap, IDpc) = Dsk,,(Encca—ap) (23)

uses TSnyow — TSca—ap < AT to confirm whether the timestamp is valid and then verifies
the correctness of the ECDSA signature, calculates

token = h(IDca, Mca—ap, Certca, TSca—ap, IDpc) (24)

calls verification process by (token,rca—ap,Sca—ap, Qca), and obtains valid/invalid. If
the verification is passed, CA will obtain the message from AP, and the smart contracts
caapins and caapchk will be sent. Algorithm 5 is as follows:

Algorithm 5. Smart contract caapins and caapchk of the proposed scheme.

function insert smart contract caapins (string ca_id, string ca_detail, string ca_cert, string ca_tsp) {
count ++;
ca[count].id = id;
ca[count].detail = detail;
ca[count].cert = cert;
ca[count].tsp = tsp;
}
sign string ca_key (ca_id, ca_detail, ca_cert, ca_tsp);
verify string ca_key (ca_id, ca_detail, ca_cert, ca_tsp);
function check smart contract caapchk (string ca_id, string ca_detail, string ca_cert, string ca_tsp) {
return ca_id.exist;
return ca_detail.exist;
return ca_cert.exist;
return ca_tsp.exist;

AP calculates
BCca—ap = h(rca—ap,Sca—apr) (25)

(IDpc, BCca— ap) will also be uploaded to the blockchain center.

3.7. Insurance Purchasing Phase

The patient PT purchases medical insurance from the insurance company IC. The IC
will first verify the identity of the PT and sign an insurance contract with the PT. The PT
needs to provide its bank account with the IC, and the record will be transferred to the
BCC through the financial alliance chain. When the PT visits the medical institution MI
in the future, if the diagnosis result meets the claimed content specified in the insurance
contract, the IC will proceed with the insurance claim. We present the flowchart of the
insurance purchasing phase in Figure 5.

Step 1: PT generates a random value kpr_jc, calculates
token = h(IDpr, Mpr_1c, Certpr, BKpr, TSpr—1C, IDBC) (26)
calls signature process by (token, kpr_jc,dpr), obtains (rpr—jc,spr—ic), calculates

Encpr_ic = Epk,.(IDpr, Mpr—ic, Certpr, BKpr, TSpr—1c, IDpc) (27)

and sends IDpr, Encpr_ic, (VPT71C/ SPT71C) to IC.
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Patient (PT) Insurance Company (IC)

Choose a random number kpy_;-

token = h(IDpy, M pr_;c, Cert pr, BKpp, TSpr_ics IDgc)

Call signature process (foken, kpr_;c,dpr)

Get (rpr—c»Spr-ic)

Encpr_jc = Epg,.(IDpr» Mpr_ic, Certpr, BKpr, TSpr_jc, IDgc)

IDpy, Encpr_ics(rpr_sc>Spr-ic) >

(UDpr,Mpr_ic, Certpr, BK pr, TSpr_jc, IDpc ) = DSK,(; (Encpr_ic)
Check TSyow —TSpr_ic SAT

Verify Certpp with PK pp

token = h(IDp,M pr_;c, Certpr, BK pr, TS pr_ic, IDp)

Call verification process (token, ¥pr_;c» S pr_icsOpr)

Get valid/invalid

If it valid, call smart contract pticins and pticchk

BCpr_ic = Mrpr_icsSpr-ic)

Upload (IDpc, BCpy_ic)

Choose a random number k;._pp

token = h(ID;c,M ;c_pr, Certyc , ACpp , TS;c_pp, IDpc)

Call signature process (token, k;c_pr,d;c)

Get (rc_pr>Sic—pr)

Encic_pr = Epg,,, (UDc,Mc_pr,Certyc, ICpp, ISic_pr,IDpc)

Call CA communication process

IDyc, Encic_pr,(Yic_pr»>Sic—pr)

(UDyc, Myc_pr,Certye, ICpr, ISic_pr»IDpc) = Dy r (Encic_pr)
Check TSyow —IS;c_pr SAT

token = h(ID;¢ .M c_pr,Certyo, ICpr , TS _pr, IDgc)

Call verification process (token,;c_pr,Sic_pr»Opr)

Get valid/invalid

If it valid, call smart contract icptins and icptchk

BCyc_pr = Mric_pr>Sic—pr)
Upload (IDg, BCyc_pr)

Figure 5. Insurance-purchasing phase.

Step 2: IC first calculates

(IDpr, Mpr_ic, Certpr, BKpr, TSpr—1c, IDpc) = Dsk . (Encpr_ic) (28)

uses TSnow — TSpr—1c < AT to confirm whether the timestamp is valid, verifies Certpr
with PKpr, and then verifies the correctness of the ECDSA signature, calculates

token = h(IDpr, Mpr—_jc, Certpr, BKpr, TSpr—1c, IDpC) (29)

calls the verification process by (token,rpr_jc, spr—ic, Qpr), and obtains valid/invalid.
If the verification is passed, IC will obtain the message from PT and trigger the smart
contracts pticins and pticchk. Algorithm 6 is as follows:
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Algorithm 6. Smart contract pticins and pticchk of the proposed scheme.

function insert smart contract pticins (string pt_id, string pt_detail, string pt_cert, string pt_bkpt,
string pt_tsp) {

count ++;

ptlcount].id = id;

ptlcount].detail = detail;

ptlcount].cert = cert;

ptlcount].bkpt = bkpt;

ptlcount].tsp = tsp;

)
sign string pt_key (pt_id, pt_detail, pt_cert, pt_bkpt, pt_tsp);
verify string pt_key (pt_id, pt_detail, pt_cert, pt_bkpt, pt_tsp);
function check smart contract pticchk (string pt_id, string pt_detail, string pt_cert, string pt_bkpt,
string pt_tsp) {
return pt_id.exist;
return pt_detail.exist;
return pt_cert.exist;
return pt_bkpt.exist;
return pt_tsp.exist;

IC calculates
BCpr_ic = h(rpr—1c,spr—IC) (30)

(IDpc, BCpr—1c) will also be uploaded to the blockchain center. Then, IC generates a
random value kjc_pr and calculates

token = h(IDjc, Mic_pr, Certc, ICpr, TSic—pr, IDpC) (31)
calls signature process by (token, k;c_pr,djc), obtains (;c_pr, Sic—pr), calculates
Encic_pr = Epkpr (ID1c, Mic—pr, Certic, ICpr, TSic—pr, IDpC) (32)

calls CA communication process, and sends IDjc, Encic—pr, (ric—pr, Sic—pr) to PT.

Step 3: PT first calculates

(IDjc, Myc—pr, Certic, ICpt, TSic—pr, IDBc) = Dskpp (Encic—pr) (33)

uses TSyow — T'Sjc—pr < AT to confirm whether the timestamp is valid and then verifies
the correctness of the ECDSA signature, calculates

token = h(Ich, Mic_pr,Certic, ICpr, TS1c_pT), IDBC) (34)

calls verification process by (token, rjc_pr,sic—pr, Qpr), and obtains valid/invalid. If the
verification is passed, PT will obtain the message from IC, and the smart contracts icptins
and icptchk will be sent. Algorithm 7 is as follows:
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Algorithm 7. Smart contract icptins and icptchk of the proposed scheme.

function insert smart contract icptins (string ic_id, string ic_detail, string ic_cert, string ic_icpt,
string ic_tsp) {
count ++;
ic[count].id =id;
ic[count].detail = detail;
ic[count].cert = cert;
ic[count].icpt = icpt;
ic[count].tsp = tsp;
}
sign string ic_key (ic_id, ic_detail, ic_cert, ic_icpt, ic_tsp);
verify string ic_key (ic_id, ic_detail, ic_cert, ic_icpt, ic_tsp);
function check smart contract icptchk (string ic_id, string ic_detail, string ic_cert, string ic_icpt,
string ic_tsp) {
return ic_id.exist;
return ic_detail.exist;
return ic_cert.exist;
return ic_icpt.exist;
return ic_tsp.exist;

PT calculates
BCic—pr = h(ric—pr,Sic—pr) (35)

(IDpc, BCjc—pr) will also be uploaded to the blockchain center.

3.8. Patient Treatment Phase

When the patient PT visits a medical institution MI to see a doctor and informs the MI
that he/she has purchased medical insurance, the MI will first verify the identity of the PT,
read the electronic medical record of the PT, and then make a diagnosis; the record will be
transmitted to the BCC through the CA. We present the flowchart of the patient treatment
phase in Figure 6.

Step 1: PT generates a random value kpr_ 17, calculates
token = h(IDpr, Mpr—mj, Certpr, ICpr, TSpr—1c, IDpC) (36)
calls signature process by (token, kpr_pi1, dpr), obtains (rpr—my, Spr—mr), calculates

Encpr—m1 = Epk,,, (IDpr, Mpr—mi1, Certpr, ICpr, TSpr—1c, IDpC) (37)

and sends IDpT, ETleT,M[, (VPTfMI/ SpT,M]) to ML
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Patient (PT) Medical Institution (MI)

Choose a random number kp;_,;

token = h(IDpy, M pr_y . Certpr, ICpr , TSpr_jc, IDpc)

Call signature process (token, kpr_yz,dpr)

Get (rpr_sgsSpr-aa)

Encpr_yg = EPKW (UDpr,Mpr_yy,Certpr, ICpr, ISpr_jc, IDpc)

IDpr, Encpr_yy s (Fpr—pr »Spr—mr)

>

(UDprsMpr_yg»Certpr, ICpr, TSpr_yg - IDgc) = DSKW (Encpr_yy)
Check TS yow —TSpr_py S AT

Verity Certpp with PK

token = h(IDpp, M pp_yy,Certpr, ICpr, TSpr_py- IDpc)

Call verificatiom process (token, "or_pg»Spr—ni»Opr)

Get valid/invalid

If it valid, call smart contract ptmiins and ptmichk

BCpr_yiy =hpr—p>Spr-mr)

Upload (IDg¢, BCpr_py)

Choose a random number k,;_py

token = h(IDy; ,M y;_pr,Certyy, EMRpr , TSy y_pr - IDge)

Call signature process (token, ky;_pr,dy;)

Get (ag—prsSar-pr)

Encyy_pr = Epg,, (IDyy, My _pr, Certyy, EMRpr, TSy _pr>IDyc)

Call CA communication process

IDy;, Encyy_prs(Fyg—prsSya-pr)

(IDyg,Myy_pr» Certyy, EMRpr, TSy pr»1Dpc) = D, (Encyy_pr)
Check TSy —TSyy_pr SAT
token=h(IDy;,M,;_py,Certyy, EMRpr, TS5 pr-1Dgc)

Call verification process (token, 7y;_pr,Syg_pr>Opr)

Get valid/invalid

If it valid, call smart contract miptins and miptchk

BCyy_pr =hrvg—pr>Sya-pr)
Upload (IDg, BCyy_pr)

Figure 6. Patient treatment phase.

Step 2: M first calculates

(IDpr, Mpr—mi1, Certpr, ICpr, TSpr—pmr1, IDpc) = Dsk,,, (Encpr—mr) (38)

uses TSyow — TSpr—m1 < AT to confirm whether the timestamp is valid, verifies Certpr
with PKpr and then verifies the correctness of the ECDSA signature, calculates

token = h(IDpr, Mpr—mj, Certpr, ICpr, TSpr—Mm1, IDpC) (39)

calls verification process by (token, rpr_p1, spr—mi1, Qpr), and obtains valid/invalid. If
the verification is passed, the MI will receive the message from PT and trigger the smart
contracts ptmiins and ptmichk. Algorithm 8 is as follows:
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Algorithm 8. Smart contract ptmiins and ptmichk of the proposed scheme.

function insert smart contract ptmiins (string pt_id, string pt_detail, string pt_cert, string pt_icpt,
string pt_tsp) {

count ++;

ptlcount].id = id;

ptlcount].detail = detail;

ptlcount].cert = cert;

ptlcount].icpt = icpt;

ptlcount].tsp = tsp;

— el —

)
sign string pt_key (pt_id, pt_detail, pt_cert, pt_icpt, pt_tsp);
verify string pt_key (pt_id, pt_detail, pt_cert, pt_icpt, pt_tsp);
function check smart contract ptmichk (string pt_id, string pt_detail, string pt_cert, string pt_icpt,
string pt_tsp) {
return pt_id.exist;
return pt_detail.exist;
return pt_cert.exist;
return pt_icpt.exist;
return pt_tsp.exist;

MI calculates
BCpr—mi = h(rpr—m1,SpT—MI) (40)

(IDpc, BCpr—pmp) will also be uploaded to the blockchain center. Then MI generates a
random value kp;;_pr and calculates

token = h(ID g, Mair—pr, Certprr, EMRpr, TSpmi—pr, IDpc) (41)
calls signature process by (token, kyij—pr, dpp), obtains (rap—pr, Smi—pr), calculates
Encyr—pr = Epkpp (IDM1, Mmi—pr, Certaprr, EMRpr, TSpi—pr, IDpC) (42)

calls CA communication process, and sends Dy, Encyi—pr, (*mi—pr, Smi—pr) to PT.

Step 3: PT first calculates

(IDm1, Mami—pr, Certyr, EMRpr, TSpmi—pr, IDpc) = Dskpp (Encai—pr) (43)

uses TSyow — TSmi—pr < AT to confirm whether the timestamp is valid and then verifies
the correctness of the ECDSA signature, calculates

token = h(IDpy, Mpi—pr, Certprr, EMRpr, TSpi—pr, IDpc) (44)

calls verification process by (token, rpyr—pr, spmi—pr, Qpr), and obtains valid/invalid. If the
verification is passed, PT will receive the message from MI, and the smart contracts miptins
and miptchk will be sent. Algorithm 9 is as follows:
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Algorithm 9. Smart contract miptins and miptchk of the proposed scheme.

function insert smart contract miptins (string mi_id, string mi_detail, string mi_cert, string
mi_emrpt, string mi_tsp) {
count ++;
mi[count].id = id;
mi[count].detail = detail;
mi[count].cert = cert;
mi[count].emrpt = emrpt;
mi[count].tsp = tsp;
}
sign string mi_key (mi_id, mi_detail, mi_cert, mi_emrpt, mi_tsp);
verify string mi_key (mi_id, mi_detail, mi_cert, mi_emrpt, mi_tsp);
function check smart contract miptchk (string mi_id, string mi_detail, string mi_cert, string
mi_emrpt, string mi_tsp) {
return mi_id.exist;
return mi_detail.exist;
return mi_cert.exist;
return mi_emrpt.exist;
eturn mi_tsp.exist;

PT calculates
BCmi—pr = h(rmi—pT, SMI-PT), (45)

(IDpc, BCpr—pr) will also be uploaded to the blockchain center.

3.9. Automatic Claims Phase

After the patient PT sees a doctor, the medical institution MI informs the insurance
company IC to carry out insurance claims, and the IC obtains the diagnosis content related
to the PT medical treatment provided by ML. If the claim is eligible, the IC will inform the
PT of the claim amount and payment time, and the record will be sent to the BCC through
the CA. We present the flowchart of the automatic claims phase in Figure 7.

Step 1: MI generates a random value kys;— ¢, calculates

token = h(IDp, Mpr—1c, Certpg, EMRpr, ICpT, TSpi—1c, IDge), (46)

calls signature process by (token, kpyi;—jc, dpmr), obtains (rar1—1c, Smi—i1c), calculates
Encpyi—ic = Epk,. (IDm1, Mmir—ic, Certpr, EMRpr, ICpT, TSpr—1c, IDpc), (47)

and sends IDMI, Ei’lCM[_[C, (rMI—IC/ SMI—IC) to IC.
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Medical Institution Insurance Company (IC)

Choose a random number k,;_;~
token=h(IDy;,Myy_ic-Certyy, EMRop . ICpr TSy i IDjc)

Call signature process (token,ky;_c,dyy)

Get (rag—1c»Sv-1c)

Encyy_je = Epg, (IDygs Myg_ic> Certyy, EMRpr, ICpr, TSy s, 1Dpc)

IDyyys Encyy e (Mur—ic > Smr—ic) -

(UDyg s Myg_ics Certyy, EMRpr , ICpr, TSy s, IDgc) = DSK,C (Encyy_ic)
Check TSyop —TSyy_ic SAT

Verify Cert,,, with PK,,

token = h(IDy; ,M y_;c, Certyy , EMRpr , ICpr, TSy yr_ 10 IDpc)

Call verification process (token, Fyy_;csSyg—ic>Owmr)

Get valid/invalid

If it valid, call smart contract miicins and miicchk

BCyyic = Mri—ic>Swi-ic)

Upload (IDg¢, BCy_ic)

Choose a random number k;¢_,,

token = h(IDyo, M 1c_py , Certyc . ICrp , TS ey » IDpc)

Call signature process (token, k;c_yy,d;c)

Get iy Sic-mr)

Encie_yy = EPKM, (UDye, My, Certye s ICrp, TSy pg s IDpc)
Call CA communication process

Send claims information to patient

P IDyc, Encic_yi s (Fie_yr > Sc-mr)
-

Dy, M yc_py > Certyo, ICrp, TS c_py » IDpc) = Dy, (Encie_py)
Check TSyow —TIS;c_py SAT

token = h(IDc, Mic_yp» Certic: ICqp, TSic > IDpc)

Call verification process (token, ;c_yy,Sic—pir>Qic)

Get valid/invalid

If it valid, call smart contract icmiins and icmichk

BCie_vi = h(ric_pu»Sic—mr)
Upload (IDgc, BCye_py)

Figure 7. Automatic claims phase.
Step 2: IC first calculates
(IDm1, Mpi—ic, Certpr, EMRpr, ICpT, TSpmi—1c, IDpc) = Dsk . (Encpmi—rc),  (48)

uses TSnow — TSmi—1c < AT to confirm whether the timestamp is valid, verifies Cert g
with PKjsj, and then verifies the correctness of the ECDSA signature, calculates

token = h(ID g, Myr—1c, Certapr, EMRpr, ICpT, TSpmi—1c, IDBC), (49)

Calls the verification process by (token, *apr—1c, Spmi—1c, Qmr), and obtains valid /invalid.
If the verification is passed, IC will receive the message from MI and trigger the smart
contracts miicins and miicchk. Algorithm 10 is as follows:
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Algorithm 10. Smart contract miicins and miicchk of the proposed scheme.

function insert smart contract miicins (string mi_id, string mi_detail, string mi_cert, string
mi_emrpt, string mi_icpt, string mi_tsp) {
count ++;
mi[count].id = id;
mi[count].detail = detail;
mi[count].cert = cert;
mi[count].emrpt = emrpt;
mi[count].icpt = icpt;
mi[count].tsp = tsp;
}
sign string mi_key (mi_id, mi_detail, mi_cert, mi_emrpt, mi_icpt, mi_tsp);
verify string mi_key (mi_id, mi_detail, mi_cert, mi_emrpt, mi_icpt, mi_tsp);
function check smart contract miicchk (string mi_id, string mi_detail, string mi_cert, string
mi_emrpt, string mi_icpt, string mi_tsp) {
return mi_id.exist;
return mi_detail.exist;
return mi_cert.exist;
return mi_emrpt.exist;
return mi_icpt.exist;
return mi_tsp.exist;

IC calculates
BCumi—1c = h(rmi—1c,Smi—1c), (50)

(IDpc, BCpp—1c) will also be uploaded to the blockchain center. Then, IC generates a
random value kjc_ 1 and calculates

token = h(IDyc, Mic—mr, Certic, ICtip, TSic—mr1, IDpc), (51)
calls signature process by (token, kjc_py, djc), obtains (r1c—my, Sic—m1), calculates
Encrc—mr = Epk,,; (ID1c, Mic—m1, Certic, ICTp, TSic—m1, IDpc), (52)

calls the CA communication process, and sends IDj¢, Encic— i, (f1c—mr, Sic—mi1) to ML

Step 3: M first calculates

(ID1c, Mic—mr, Certic, ICtip, TSic—mi1, IDpc) = Dsk,,, (Encic—mr), (53)

uses TSyow — T'Sic—m1 < AT to confirm whether the timestamp is valid and then verifies
the correctness of the ECDSA signature, calculates

token = h(IDyc, Mjc—mi, Certic, ICtip, TSic—mi, IDpc), (54)

calls verification process by (token, ric—mr, Sic—mi, Qic), and obtains valid/invalid. If the
verification is passed, MI will receive the message from IC, and the smart contracts icmiins
and icmichk will be sent. Algorithm 11 is as follows:
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Algorithm 11. Smart contract icmiins and icmichk of the proposed scheme.

function insert smart contract icmiins (string ic_id, string ic_detail, string ic_cert, string ic_ictid,
string ic_tsp) {
count ++;
ic[count].id =id;
ic[count].detail = detail;
ic[count].cert = cert;
ic[count].ictid = ictid;
ic[count].tsp = tsp;
}
sign string ic_key (ic_id, ic_detail, ic_cert, ic_ictid, ic_tsp);
verify string ic_key (ic_id, ic_detail, ic_cert, ic_ictid, ic_tsp);
function check smart contract icmichk (string ic_id, string ic_detail, string ic_cert, string ic_ictid,
string ic_tsp) {
return ic_id.exist;
return ic_detail.exist;
return ic_cert.exist;
return ic_ictid.exist;
return ic_tsp.exist;

MI calculates
BCic—mr = h(ric—mr1, Sic—mr), (55)

(IDpc, BCjc—pp) will also be uploaded to the blockchain center.

3.10. Bank Payment Phase

After the insurance company IC informs the PT of the claim amount and payment
time, the insurance company IC then informs the bank (BK) to pay the patient (PT), and
the record is transmitted to the BCC through the CA. We present the flowchart of the bank
payment phase in Figure 8.

Step 1: IC generates a random value k;c_pg, calculates

token = h(IDyc, Mc—_pxk, Certic, ICtip, BKpr, TS1c—BK, IDpC) (56)

calls the signature process by (token, kjc_pk, djc), obtains (r;c_pk, Sic—Bk ), calculates
Encic—pk = Epkyy (ID1c, Mic—pk, Certic, ICTip, BKpr, TSic—pKk, IDpc) (57)

and sends Ich, ETIC[C,BK, (rICfBK/ SIC*BK) to the BK.
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Insurance Company (IC) Bank (BK)

Choose a random number k;_ g

token = h(IDyc,Mjc_p, Certyc, dCpp, BKpp, TS)c_pic - IDpc)

Call signature process (foken, k;-_py ,d;)

Get (ric—px > Sic-pk )

Encic_px = Epg,, Dy Myc_gx, Certye, ICp, BK pr, TS;c_pc - IDpc)

IDyc, Encic_px »(Fic_pk > Sic—pk )

(UDye, Myc_py , Certye dCpyp, BK pr, ISjc_px,IDgc) = D, (Encic_py)
Check TSyow —TSic_px <AT

Verify Cert;~ with PK -

token = h(IDye., Mg »Certye, IC1 , BK pr, TS e » D)

Call verification process (token, ;c_gx » S;c_px »Qic)

Get valid/invalid

If it valid, call smart contract icbkins and icbkchk

BCye_pg = hrie_pi s Sic—sx)

Upload (IDge, BCy-_pg)

Choose a random number kgg_;-

token = h(ID gy, M gge_sc» Certge ,ICs1, BK ¢, TS pic_sc:» D)

Call signature process (token, kgg_;-,dgx)

Get (1gx—rc>Spx-1c)

Encyy_ic = Epg,. (IDp, M pg_ic, Cert gy, ICqp, BK ¢, TS gy IDpc)

Call CA communication process

IDgy , Encgy_ 10, (rgx_ic5Spx—1c)

(IDgy s M gx_ic» Cert gy, ICr, BK 0, TS pc_sc, IDgc) = DSK,C (Encgg_ic)
Check TSyow —TSpk_jc <AT

token = h(IDgy ,M gy, Certyy , ICrp, BK 0, TSpy_jc>IDpc)

Call verification process (token, 7z _ic»Spx_ic»Qic)

Get valid/invalid

If it valid, call smart contract bkicins and bkicchk

BCpy_1c =h(rgx_ic>Spk—ic)
Upload (IDge, BCpye_;)

Figure 8. Bank payment phase.

Step 2: BK first calculates

(ID1c, Mic—gk, Certic, ICTip, BKpr, TS1c—BK, IDBc) = Dskyy (Encic—pk),  (58)
uses TSyow — TSic—px < AT to confirm whether the timestamp is valid, verifies Cert|c
with PKjc and then verifies the correctness of the ECDSA signature, calculates

token = h(IDyc, Mjc—pk, Certic, ICtip, BKpr, TS1c—BKk, IDpC), (59)

calls the verification process by (token, rjc_pk,Sic—pk, Qic), and obtains valid /invalid. If
the verification is passed, the BK will receive the message from the IC and trigger the smart
contracts icbkins and icbkchk. Algorithm 12 is as follows:
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Algorithm 12. Smart contract icbkins and icbkchk of the proposed scheme.

function insert smart contract icbkins (string ic_id, string ic_detail, string ic_cert, string ic_ictid,
string ic_bkpt, string ic_tsp) {
count ++;
ic[count].id =id;
ic[count].detail = detail;
ic[count].cert = cert;
ic[count].ictid = ictid;
ic[count].bkpt = bkpt;
ic[count].tsp = tsp;
}
sign string ic_key (ic_id, ic_detail, ic_cert, ic_ictid, ic_bkpt, ic_tsp);
verify string ic_key (ic_id, ic_detail, ic_cert, ic_ictid, ic_bkpt, ic_tsp);
function check smart contract icbkchk (string ic_id, string ic_detail, string ic_cert, string ic_ictid,
string ic_bkpt, string ic_tsp) {
return ic_id.exist;
return ic_detail.exist;
return ic_cert.exist;
return ic_ictid.exist;
return ic_bkpt.exist;
return ic_tsp.exist;

BK calculates
BCic—gk = h(ric—Bk,Sic—Bk) (60)

(IDpc, BCjc—pk) will also be uploaded to the blockchain center. Then, BK generates a
random value kgg_jc, calculates

token = h(IDgk, Mpk—ic, Certgk, ICtip, BKic, TSpk—1c, IDgC), (61)
calls signature process by (token, kpx_jc,dpk), obtains (rgx_jc, Spx—1c), calculates
Encpg_ic = Epk,-(IDpk, Mpk—ic, Certgk, ICtip, BKic, TSpk—1c, IDpC), (62)

calls CA communication process, and sends IDgg, Encpx—ic, (rpx—1c, Spk—ic) to the IC.

Step 3: IC first calculates

(IDpk, Mk—1c, Certpk, ICtip, BKic, TSpk—1c, IDBc) = Dsk . (Encgk—ic),  (63)

uses Check TSnow — TSpkx—1c < AT to confirm whether the timestamp is valid and then
verifies the correctness of the ECDSA signature, calculates

token = h(IDpk, Mpk—rc, Certgk, ICtip, BKic, TSpk—1c, IDBC), (64)

calls the verification process by (token, rgx_ic, Spk—1c, Qic), and obtains valid/invalid.
If the verification is passed, the IC will receive the message from the BK, and the smart
contracts bkicins and bkicchk will be sent. Algorithm 13 is as follows:
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Algorithm 13. Smart contract bkicins and bkicchk of the proposed scheme.

function insert smart contract bkicins (string bk_id, string bk_detail, string bk_cert, string
bk_ictid, string bk_bkic, string bk_tsp) {
count ++;
bk[count].id = id;
bk[count].detail = detail;
bk[count].cert = cert;
bk[count].ictid = ictid;
bk[count].bkic = bkic;
bk[count].tsp = tsp;
}
sign string bk_key (bk_id, bk_detail, bk_cert, bk_ictid, bk_bkic, bk_tsp);
verify string bk_key (bk_id, bk_detail, bk_cert, bk_ictid, bk_bkic, bk_tsp);
function check smart contract bkicchk (string bk_id, string bk_detail, string bk_cert, string
bk_ictid, string bk_bkic, string bk_tsp) {
return bk_id.exist;
return bk_detail.exist;
return bk_cert.exist;
return bk_ictid.exist;
return bk_bkic.exist;
return bk_tsp.exist;

IC calculates
BCgk—1c = h(rBk—r1c,SBK—IC), (65)

and (IDpc, BCpk—jc) will also be uploaded to the blockchain center.

3.11. Arbitration Mechanism Phase

When there is a dispute between the PT, the IC, the BK, and the MI, we can conduct it
through the arbitration mechanism. The PT requests arbitration from the Al, and the Al
compares blockchain data through the signature message to confirm the insurance claim.
We present the arbitration mechanism verification phase in Figure 9.

Step 1: The Al can download the certificate, signature, and blockchain data of the package
through IDpc, and then the Al verifies

?
BCpr—m1 = h(rpr—m1,SPT—MI) (66)

and ,
BCpr—mi = h(rpr—m1, SPT—MI)- (67)

If the verification fails, then the PT did not go to the MI for medical treatment.

Step 2: If the signature between the PT and the MI, and the blockchain data, are verified,
the Al will verify

BCumi-1c = h(rmi-1c,Smi-1c) (68)
and ,
BCic—mr = h(ric-m1 Sic-mr) (69)
If the verification fails, then the MI did not send the insurance application to the IC.

Step 3: If the signature between the MI and the IC, and the blockchain data, are verified,
the Al will verify

?
BCic—_k = h(ric—pk,Sic—Bk) (70)
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and ,
BCgk-1c = h(rpk-ic,SBk-1cC) (71)
If the verification fails, then the BK did not receive the remittance request of the IC.

Step 4: If the signature between IC and BK, and the blockchain data are verified, the
blockchain data has been fully verified, and the Al can confirm that the claim has
been paid successfully.

‘ START }

Download
Cert. & Data

N
\ 4
No medical
treatment by PT
N
\ 4 A4
No insurance END
application by MI
Y A
i ' No remittance END
The claim request by IC
has paid
successfully
A 4 END
END

Figure 9. The arbitration mechanism verification phase.

4. Security Analysis
4.1. Mutual Authentication

In each communication phase of the proposed scheme, the main goal of the scheme is
to authenticate the private key of role A and role B. The system role A or role B can represent

the competent authorities (CA), the medical institution (MI), the insurance company (IC),
the bank (BK), and the patient (PT).

Gl :A|EAXB@>AB
G2 :Al=B|=A"%H
G3 :B|EAXA@>BB

G4 :B|=Al=A'E"B

B

G5 :A=1IDpg
G6 :A|=B|=1IDg
G7 :B|=1Dyh

G8 :B|=A|=1IDy

According to the proposed scheme, BAN logic is applied to produce an idealized form
as follows:
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M1
M2

Al
A2
A3
A4

A5

A6
A7
A8

: (< IDaka—B, TSa—p >pky, < H(ID A, ka—p, TSA—B) >x,_3)
: (< IDB,kp—a,TSp—a >pk,, < H(IDB,kg—a,TSp—a) >x5_4)

To analyze the proposed scheme, the following assumptions are made:

Al =#(ka—p)
: Bl = #(ka—p)
t Al = #(kp-4a)
: Bl = #(kp-a)

:Al=B|=A5"B
:B|=Al=A'5"B
. Al = B| = IDy
: B|=A| = 1Dy

According to these assumptions and rules of BAN logic, the main proof of each

communication phase is as follows:

a.

rule:

The role B authenticates the role A.
We derive the following statement by M1 and the seeing rule:

B < (<IDg,ka_B, TSa—p >pky, < H(IDa, ka—p, TSaA-B) >x, 5) (72)
We derive the following statement by A2 and the freshness rule:
B|=#(< IDa,ka_p, TSa—p >pky, < HIDA, ka—p, TSaA_B) >x, 5) (73)
We derive the following statement by Equation (72), A4, and the message meaning rule:
B|=A| ~ (< IDa,ka—p, TSa—B >pky, < HIDp,ka—B, TSa-B) >x, 3) (74)
We derive the following statement by Equations (73) and (74), and the nonce verification
B|= A|= (< IDa,ka_g,TSa-p >pky < H(IDa, ka5, TSa_B) >x, ) (75)
We derive the following statement by Equation (75) and the belief rule:
Bl=Al=A"5"B (76)
We derive the following statement by Equation (76), A6, and the jurisdiction rule:
Bl=A'4"B (77)
We derive the following statement by Equation (77) and the belief rule:
B|=A|=1Dy4 (78)
We derive the following statement by Equation (78), A8, and the jurisdiction rule:
B| = 1Dy (79)

The role A authenticates the role B.
We derive the following statement by M2 and the seeing rule:

A < (< IDp,kp_a,TSp—a >pk,, < H(IDB,kp—a, TSp—a) >xz_,) (80)
We derive the following statement by A1 and the freshness rule:

A|=#(< IDp,kp_a, TSp_a >pk,, < H(IDp,kp—a, TSp—4) >x5 ) (81)
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We derive the following statement by Equation (80), A3, and the message meaning rule:
A|=B| ~ (< IDp,kp_a,TSp—a >pk,, < H(IDp,kp_a,TSp—a) >x5_,) (82)

We derive the following statement by Equations (81) and (82), and the nonce verification
rule:

A|=B|= (< IDg, kp—_a, TSp—a >pk,, < H(IDg, kp_a, TSp_4) >x5 ,) (83)
We derive the following statement by Equation (83) and the belief rule:

Al=B=A"5"B (84)
We derive the following statement by Equation (84), A5, and the jurisdiction rule:
Al=A'G"B (85)
We derive the following statement by Equation (85) and the belief rule:
A| = B| = IDg (86)
We derive the following statement by Equation (86), A7, and the jurisdiction rule:
A| = IDg (87)

By Equations (77), (79), (85) and (87), it can be proved that, in the proposed scheme,
the role A and the role B authenticate each other. Moreover, it can also be proved that the
proposed scheme can authenticate the private key of the role A and the role B.

In the automatic claims phase of the proposed scheme, for example, the insurance

?
company authenticates the medical institution by xp1;_jc” = rp7—jcmodn. If it passes the
verification, the insurance company authenticates the legality of the medical institution.

The medical institution authenticates the insurance company by x;c_ 1 Zy 1c—pmrmodn.
If it passes the verification, the medical institution authenticates the legality of the insurance
company. The automatic claims phase of the proposed scheme thus guarantees mutual
authentication between the medical institution and the insurance company.

4.2. Resists Man-in-the-Middle Attacks

To achieve the goal in this study, we used digital signatures and public-key technology.
When a malicious person alters the data, the receiver can verify whether the data has been
altered by verifying the signature. The user can further use the public key to encrypt data
for transmission. The malicious attacker will not be able to obtain encrypted data because
they do not have the correct private key. The data cannot be tampered with because a
malicious attacker cannot access it.

Scenario: the attacker intercepts the message from the sender to the accessing party and
tampers with the message before sending it to the accessing party.

Analysis: the attacker will fail because our proposed method uses public keys to encrypt
data as follows:

token = h(ID ap, Map—ca, Certap, TS ap—ca, IDpc)

token = h(IDCA, Mca_ap,Certca, TSca—ap, IDBC)

token = h(IDpt, Mpr_ic, Certpr, BKpr, TSpr_1c, IDpC)

token = h(Ich, MIC*PT/ CEI’i’Ic, ICpT, TSIC*PT/ IDgc)

token = ]’l(IDpT, Mpt_mi, Certpr, ICpr, TSpr_1c, IDBC)

token = h(IDMI, Mppi—pr, Certpr, EMRpr, TSpmi—pr, IDB(:)
token = h(IDpm1, Mmi—1c, Certpmr, EMRpr, ICpr, TSp1-1c, IDBC)
token = h(IDjc, Mic—mi1, Certic, ICtip, TS1c—mi1, IDpc)
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token = h(IDyc, Mjc—gk, Certic, ICtip, BKpr, TS1c—BK, IDpC)
token = h(IDgk, Mpk—ic, Certpk, ICtip, BK;c, TSpx—1c, IDpc)

The malicious attacker will not be able to obtain encrypted data because they do not
have a correct private key. Even if the attacker intercepts the message, the attacker cannot
decrypt the message and tamper with the message. In summary, the attacker cannot modify
the message and send it to the accessing party.

4.3. Verifiable

Digital certificate verification can be used publicly to verify the identity of each role,
and the authorization information was also published. It is based on the openness and trans-
parency of the information on the blockchain, which will truly realize the specialization
and high efficiency in the field of medical insurance claims service.

Take the message transmitted by the PT and the IC as an example. When the PT
sends a message signed by ECDSA to the IC, the IC first verifies the correctness of the
timestamp and signature then generates blockchain data BCpr_jc = h(*pr—_1c, SpT—IC)
and uses IDpc as an index to upload the blockchain data to the competent authorities.
That is, after verifying the correctness of the timestamp and signature for each role that
receives the message, it also verifies the correctness of the blockchain data generated by
the previous role. Therefore, our proposed solution achieves the characteristics of public
verification through blockchain technology and ECDSA digital signature.

4.4. Integrity and Unforgery

The timestamp and signature mechanism is used to irreversibly generate a string
composed of random numbers and letters for the data placed in each block. This original
text cannot be inferred from the string, thus effectively solving the trust problem. After the
hash function operation, the messages are described as follows.

Encap_ca = Epke,(IDap, Map—ca, Certap, TS ap—ca, IDpc)

Encca—ap = Epk,,(IDca, Mca—ap, Certca, TSca—ap, IDpc)

Encpr_1c = Epk,(IDpr, Mpr_1¢, Certpr, BKpr, TSpr—1c, IDpC)
Encic_pr = Epkpy (ID1c, Mic—pr, Certic, ICpr, TSic—pr, IDpC)
Encpr—mr1 = Epk,,, (IDpr, Mpr—m1, Certpr, ICpr, TSpr—1c, IDBC)
Encyi—pr = Epkpy (IDM1, Mmi—pr, Certapr, EMRpr, TSpp—pr, IDBC)
Encpyi—ic = Epk,. (IDM1, Mmi—ic, Certpr, EMRpr, ICpT, TSpmr—1c, IDpc)
Encic—m1 = Epky,;; (ID1c, Mic—m1, Certic, ICtp, TS1c—mi1, IDpc)
Encic—px = Epkyy (ID1c, Mic—gk, Certrc, ICtip, BKpr, TS1c—BK, IDBC)
Encpk_1c = Epk,- (IDpx, Mpxk—1c, Certpk, ICtp, BKic, TSpr—1c, IDBC)

The hash value cannot be reversed back to the original content, so this agreement
achieves the characteristic that the message cannot be tampered with.

4.5. Traceable

After the message is on the chain, the data block containing the transaction information
is permanently stored on the blockchain and cannot be tampered with. For example, when
we want to verify and trace whether the blockchain data between the MI and the IC is legal
in the automatic claims phase, we can compare and verify BCp;_1c = h(*mr—10,SMmI—1C)
and BCic—ymr = h(ric—mi,Sic—m1)- When we want to verify and trace whether the
blockchain data between the IC and the BK is legal in the bank payment phase, we can
compare and verify BC;c_px = h(ric—px, Sic—sk) and BCpx_1c = h(rgx—1c,SBK—1C)-

4.6. Openness

With the setting of the public key and private key, except that the private information
of the transaction subject is encrypted, everyone can query blockchain data and develop
related applications through the public interface. The system information is open and trans-
parent, reducing information asymmetry and solving the problems of moral hazard and
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adverse selection between insurance supply and demand; with the help of openness, the
use of big data and cloud computing can be improved, and insurance product development
and pricing can be more accurate.

4.7. Privacy

The alliance chain combines blockchain technology, and only the data that the poli-
cyholder agrees to share will be stored on the blockchain. Blockchain technology can not
only allow authorized persons to access data through signature private keys, encryption
technology, and secure multi-party computing technology but also ensure that the core
data and privacy of the blockchain alliance member database are not leaked. To protect
the privacy of users, the content of the insurance contract is restricted to access. Only
the litigant can view the personal contract, and the key is in the hands of the litigant.
The contract review, query, modification, and other information will occur and record in
the blockchain, and the insurance contract is fully executed automatically through smart
contracts.

4.8. Decentralization and Information Sharing

In the proposed scheme, information is processed by each role and signed by the
role with a private key. Under the structure of the Hyperledger, alliance members must
be registered before they can share information. For members within the same alliance,
the circulation of all information is open and transparent. One node cannot deceive other
nodes. In this way, the trust relationship between nodes is realized, making it possible
to obtain trust between nodes at a low cost. Therefore, the proposed scheme realizes the
decentralization and information sharing of alliance members.

4.9. Non-Repudiation

The content of the message sent by each role is signed by the sender with its ECDSA
private key. After receiving the message, the receiver will verify the message with the
sender’s public key. If the message is successfully verified, the sender will not deny the
content of the message transmitted. Once the data is verified and added to the blockchain,
it will be permanently stored, and the inherent time stamp function of the blockchain
can record the creation time. The information is changed in order to control more than
51% of the nodes in the system, which is a significant difficulty. Table 2 is an undeniable
description of each role in the proposed scheme.

Table 2. Non-repudiation of the proposed scheme.

Item

Phase Signature Sender Receiver Signature Verification
CA communication process (rap-cassap-ca) AP CA xap—ca’ L rap—camodn
(rcA—AP,SCA—AP) CA AP XCA—AP 2 rcA—apmodn

Insurance-purchasing phase (rer—1c,SpT-IC) PT IC xpr-ic’ = rpr—jcmodn
(ric—p1,S1C—PT) IC PT Xic_pr' = ric_prmodn
Patient treatment phase (rpr—mr1, SpT—M1) PT MI xpr—m1’ < rpr— pmymodn
(rmi-pr, Smi-pr) MI PT xmi-pr’ = raar-prmodn

Automatic claims phase (rmi-1c,$mi-1c) MI IC xmr-ic’ L rMI—cmodn
(rrc—m1.s1c—mr1) IC MI xic—mi’ = ric—pmodn

Bank payment phase (r1ic—BK, S1c—BK) IC BK xic_pK’ = ric_pxmodn
(rBk—1C,SBK-IC) BK IC Xpx_1c' = rpx_jcmodn
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5. Discussions
5.1. Computation Cost

In Table 3, we analyzed the computational costs of each phase. We used the asymmet-
rical, comparison, hash function, and multiplication operation as the basis for calculating
the cost.

Table 3. Computation costs of the proposed scheme.

Party

PT MI IC BK
Phase

2Tasy + 2Tenp +3Ty, 2Tasy + 2Teny +3Ty,

I hasing ph N/A N/A
nsurance purchasing phase F 7T /. F 7T /.
. 2Tasy + 2Temy +3Ty, 2Tasy + 2Temp +3T,
Patient treatment phase F 7T, + 7T, N/A N/A
- 2Tasy + 2Temp +3T), 2Tasy + 2Temp +3T,
Automatic claims phase N/A 7T 7T N/A
Bank payment phase N/A N/A 2Tasy + 2Tcmp +3Ty, - 2Tasy + 2Tcmp +3T),

+ 7Tmul + 7Tmul

Notes: Tysy: the time required for an asymmetrical signature/verifying a signature. Teyp: the time required for a comparison operation. Tj:
the time required for a one-way hash function. T),,;: the time required for a multiplication operation.

5.2. Communication Performance

In Table 4, we analyzed the communication costs at each stage. In a 4G environment,
the maximum transmission speed is 100 Mbps. In a 5G environment, the maximum
transmission speed is 20 Gbps [48].

Table 4. Communication cost of the proposed scheme.

Party
Message Length Round 4G (100 Mbps) 5G (20 Gbps)
Phase
o ZT“% * 2Tasy M 2Toler = 3232/102,400 = 3232/20,480,000
CA communication process 2*512 +2*1024 + 2 0.032 ms ~ 016 us
2* 80 = 3232 bits ' o
ZTsig + ZTasy + 5T opter = —
Insurance purchasing phase 2%512 +2%1024 + 2 323(2)62(;21’;4120 - 3232_/5 (i,gi(l,OOO
2 * 80 = 3232 bits ' e
ZTsig + ZTasy + 5T opter = —
Patient treatment phase 2*512 +2%*1024 + 2 323(2)62(;21’;4120 - 3232_/5 (i,gli()s,OOO
2 * 80 = 3232 bits ' e
2Tsig + 2Tusy + STonter = _
Automatic claims phase 2*512 +2*1024 + 2 3235/013221’;4120 B 3232_/5 (i,gli()s,OOO
2 * 80 = 3232 bits ' e
2Tsig + 2Tusy + STopter = _
Bank payment phase 2*512 +2*1024 + 2 323(2)6222?120 - 3232_/5 (i,gli()s,OOO

2 * 80 = 3232 bits

Notes: Tgje: the time required to transmit an ECDSA signature (512 bits). Tggy: the time required to transmit an asymmetric message (1024
bits). Typter: the time required to transmit information (80 bits).

5.3. Characteristic Comparison

In this section, we compare our proposed scheme and existing medical-related decen-
tralized blockchain surveys in Table 5.
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Table 5. Comparison of the proposed and existing medical-related decentralized blockchain surveys.
Authors Year Objective 1 2 3 4 5 6
Espositoetal. [3] 2018 Proposed a conceptual blockchain-based EMR/EHR/PHR Y NA NA Y NA Y
ecosystem.
Xia et al. [7] 2018 Proposed a blockcham—bfalsed data shérmg for electronic medical Y NA Y NA Y Y
records in cloud environments.
Chen et al. [10] 2021 Proposed a blockchaln—ba§ed preserving and sharing system for Y NA Y Y NA Y
medical data privacy.
Johari et al. [11] 2021 Proposed a BLOSOM: BLO(;kcham technology for Security Of Y NA Y NA Y Y
Medical records.
Our scheme 2021 Proposed a traceable online insurance claims system based on Y Y Y Y Y Y

blockchain and smart contract technology.

Notes: 1: blockchain-focused, 2: automatic medical insurance claims service system, 3: detail protocol, 4: defend against attacks, 5: traceable,
6: security analysis. NA: not available, Y: yes.

6. Conclusions

Blockchain technology has changed people’s traditional thinking, and many new
business models have been derived from it. At this stage, many insurance companies
have realized the important role of blockchain technology. In the future, “blockchain +
insurance” will be used in a higher level and wider field in the insurance industry. Through

this research, the following goals have been achieved:

(1) Realize automatic claims settlement through smart contracts.

From the occurrence of an insurance incident to the payment of indemnities, all
information and data will be automatically generated through smart contracts, eliminating
the need for investigation, damage assessment, and assessment. For example, if a vehicle
has an insurance accident, the insurance information can be self-collected and uploaded to
the insurance company, and the insurance company receives instructions to automatically
pay the indemnity, which is faster than the current insurance claims and which saves labor

costs and improves customer service experience.

(2) Realize customer identity security verification through information sharing.

At present, the insurance industry often has the problem of employees or agents
imposing on customers to receive surrender or survival benefits for customers. The root
cause is that insurance institutions do not control the identification of customers in place. If
a customer is given a blockchain identity, the customer’s identity information is no longer
determined by the citizen ID but needs to be verified by all parties involved, which will

largely eliminate the risks of various judicial cases in the industry.

(3) Establish an industry blacklist through data deposit

Due to the low threshold of the insurance industry, there are a large number of agents
who violate the principle of good faith in the industry, and there are also many clients who
have violated laws and regulations. However, due to the lack of a blacklist platform in the
industry, the identification of practitioners and customers cannot form effective feedback.
The establishment of blockchain data storage technology to establish an industry blacklist,
and the establishment of an open and transparent blacklist database will be effective in

combating insurance fraud.

(4) Improve the mutual insurance mechanism through traceability technology.

The main reason that restricts the development of mutual insurance is that partici-
pants cannot grasp the flow of each fund. The information traceability technology of the
blockchain can ensure that participants clearly understand the expenditure and where-
abouts of each fund so that participants can fully trust the mutual insurance organization.
In an environment of full trust, mutual insurance organizations will achieve long-term

development.



Sustainability 2021, 13, 9386

35 of 37

References

(5) Combating false claims through the subject information on the chain.

In property insurance contracts, insurers often lose control of the true conditions of
the insurance subject after the contract is established. For example, cargo transportation
insurance, artwork insurance, guarantee insurance, and other types of insurance are prone
to large amounts of compensation due to lack of control. Through blockchain technology
to link the underlying assets to the chain, the entire process of tracking and management
of the underlying assets of insurance is realized, to protect the true contractual benefits and
prevent the risks of repeated insurance, out of control of the target, and false claims.

We applied electronic medical records (EMR) in this system, which can have significant
futuristic expansion. The biggest breakthrough of EMR is that they can be read by multiple
people at the same time, and because the information is quite complete, they can also be
used for research purposes to improve the quality of medical care. It is worth mentioning
that every citizen must be responsible for his own health. Therefore, the function of EMR
is not only to record medical records but a kind of “personal health record”, including
dietary records and planning, exercise planning, blood sugar, blood pressure, and other
information. It can even store data produced by non-medical institutions, which means to
integrate and classify data from different sources. In this way, it will be more convenient
for people to manage their own health.

Moreover, the proposed scheme needs an environment with public key infrastruc-
ture (PKI), which is the necessary infrastructure. In addition, the medical institutions in
the environment must form an alliance and reach the premise that the members of the
alliance share the electronic medical records (EMR) of patients. Insurers and banks in this
environment must also form an alliance, and members of the financial alliance must share
customer credit information. Therefore, to actually apply this system to each country, the
country must first have public key infrastructure (PKI), a medical alliance that can share
patient electronic medical records (EMR), and a financial alliance that can share customers’
credit information.

On the whole, blockchain technology has shown many promising applications in the
insurance industry. This will play a greater role in the ideological collision and technological
integration between blockchain technology and the insurance industry and will play a
greater role in “serving the real economy and preventing financial risks”.
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