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Abstract: Despite people’s concerns over privacy leakage in the Internet of Things (IoT), the needs
for personalized IoT services are increasing, creating a conflicting phenomenon viewed as the per‐
sonalization–privacy (P–P) paradox. This study proposes a research model that utilizes dual‐factor
theory to investigate the P–P paradox in IoT. It aims to analyze the impact of the dual factor—per‐
sonalization and privacy concerns related to IoT services—on the intention to use IoT. Further, the
model includes four‐dimensional motivated innovativeness and previous privacy‐invasion experi‐
ence as key antecedents of the dual factor. Particularly, this study examines the moderating effects
of the type of IoT service and user value on the relationship between dual factor and usage intention.
Data were collected using a web‐based survey. The results showed that personalization had a sig‐
nificant impact on the intention to use IoT, whereas privacy concerns did not. The effects of all an‐
tecedents except social innovativeness were significant. The P–P paradox phenomenon appeared
differently depending on the type of IoT service and user value. This study contributes to gaining a
better understanding of the factors that influence the increase in IoT usage in terms of both protect‐
ing and appropriately using personal information for IoT services.

Effects of Type of IoT Service and
User Value. Sustainability 2021, 131,
679. https://doi.org/10.3390/

Keywords: Internet of Things; personalization–privacy paradox; dual‐factor theory;
IoT service type; IoT user value; motivated innovativeness

su131910679
Academic Editors: Sara Shirowzhan
and Willie Tan
Received: 22 August 2021
Accepted: 24 September 2021
Published: 26 September 2021
Publisher’s Note: MDPI stays neu‐
tral with regard to jurisdictional
claims in published maps and institu‐
tional affiliations.

Copyright: © 2021 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and con‐
ditions of the Creative Commons At‐
tribution (CC BY) license (http://cre‐
ativecommons.org/licenses/by/4.0/).

1. Introduction
With the development of Internet of Things (IoT) technologies, our society is evolv‐
ing into a hyper‐connected society. In IoT environments, people and their surrounding
objects are connected through sensors and communication networks to exchange infor‐
mation and interact, thus creating new value. By 2025, more than 75 billion objects, a
nearly threefold increase from 2019, are expected to be connected [1], and the IoT market
size is forecasted to increase to more than $1 trillion by 2030 [2]. IoT is expected to enhance
human life and bring innovations to various industries.
In IoT environments, people find it difficult to recognize activities related to autono‐
mously collecting, combining, and sharing data. In such IoT environments, analyzing the
big data collected can provide a personalized context‐aware service that is tailored to in‐
dividual preferences and situations, thereby improving human convenience [3]. Con‐
versely, as the amount and type of information newly collected in IoT increase exponen‐
tially, privacy invasion issues are emerging [4]. IoT allows personal information to be col‐
lected and used from a large number of devices. Compared to existing online services,
this collection increases the quantity and types of information collected, including sensi‐
tive and detailed personal information, such as personal habits, tastes, and route of paths
[5]. As IoT proliferates, data collected from diverse sources can be combined to facilitate
personal profiling and tracking through data mining technologies. Thus, the risk of pri‐
vacy violations might increase [6,7]. In fact, some privacy breaches have occurred because
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of IoT; examples include the unauthorized collection of personal information by telemat‐
ics service providers, video leakages by home webcam manufacturers, hacking of baby
monitor services, personal information leakages using drones, and smart car hacking
demonstrations [8,9].
Despite people’s concerns over the leakage of personal information in the IoT envi‐
ronment, individuals’ needs for personalized IoT services are increasing, creating a con‐
flicting phenomenon viewed as the privacy paradox phenomenon [10]. A privacy paradox
is a phenomenon wherein both negative and positive aspects of privacy coexist, and in‐
consistency is created between beliefs and behaviors about privacy—it is also referred to
as the personalization–privacy paradox (P–P paradox) [11,12]. Acknowledging the im‐
portance of this phenomenon, scholars have recently investigated the impact of IoT ser‐
vices on usage behavior. However, extant research suffers from its partial approach to the
phenomenon in that most research investigates only the positive aspects, for example,
personalized services [13,14], whereas some research focuses on the negative side—for
example, privacy concerns [5,7,9]. Privacy calculus theory asserts that consumers weigh
the tradeoffs between the benefits of personalized services and the costs of privacy con‐
cerns [15]. When the perceived benefits exceed the perceived costs, consumers are willing
to use IoT services, and vice versa. Therefore, considering these two factors simultane‐
ously is important because the net effects of counteracting forces determine IoT service
usage behavior.
Mitigating the weaknesses in this line of existing research, this study attempts to
make three specific contributions: (1) consideration of both personalization and privacy
concerns (P–P) factors based on the dual‐factor theory [16,17]; (2) identification of the an‐
tecedents of personalization and those of privacy concerns; and (3) investigation of mod‐
erating effects based on the type of IoT service and user value concerning the relationship
between P–P factors and usage behavior.
First, dual‐factor theory is used as the overarching theory as it identifies two different
types of influencers for information system (IS) usage behavior—that is, enablers and in‐
hibitors—that work independently and simultaneously. Additionally, it provides a theo‐
retical foundation that the two counteracting forces have different antecedents. This study
investigates how the P–P paradox influences the intention to use IoT services.
Second, few studies have investigated the antecedents of either enablers or inhibitors
of IoT service usage. This study extends its research design to include the antecedents of
enablers and inhibitors. As user perceptions of personalization benefits (enablers) and pri‐
vacy concerns (inhibitors) are formed through different routes, different theories are used
to identify the antecedents. Regarding the former, the individual innovativeness theory is
referenced to identify the four dimensions of innovativeness (cognitive, functional, he‐
donic, and social) following the existing research (e.g., [18–20]). Regarding the latter, ex‐
isting studies about privacy concerns have identified previous privacy‐invasion experi‐
ence as the key antecedent (e.g., [6,10,21]). When an individual has a tendency of loss
aversion, that is, weighing losses more heavily than gains, they tend to ensure that expe‐
rienced loss does not occur again, thus increasing concerns about privacy protection [22].
Therefore, this study attempts to validate the applicability of these findings to the IoT
service context.
Third, most research has been conducted in the context of a particular IoT device or
service rather than encompassing multiple IoT services to compare the differences among
them. However, a few recent studies (e.g., [23,24]) found that some IoT devices or services
have a longer life span, whereas others (e.g., smart speakers) fade away after a short pe‐
riod of usage for some user groups. Garg [25], in a qualitative study on this phenomenon,
elucidates the possibility that the reasons for using IoT services could vary depending on
the type of IoT service and its value (e.g., IoT services for self‐security in emergency, re‐
motely controlling objects, and tracking and improving health and well‐being). Accord‐
ingly, the relationship between the P–P tradeoff and use intention of IoT can be moderated
by the type of IoT service and value.
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In sum, this study focuses on the P–P paradox phenomenon in the IoT environment
and endeavors to diagnose the phenomenon wherein a positive enabler and a negative
inhibitor coexist in terms of both protecting and utilizing personal information from IoT
services. Particularly, this study examines whether a positive enabler and a negative in‐
hibitor have different influences on the IoT use intention depending on the type of IoT
service and user value. This study can contribute to gaining a more comprehensive un‐
derstanding of the aspects that need more attention to increase individuals’ willingness
to use IoT services in the future. Furthermore, this study could serve to determine the
aspects that should be emphasized more in certain services with a specific value to in‐
crease users’ intention to continue to use IoT services. Ultimately, this study can provide
strategic implications for the balanced development of IoT services and improvements to
personalize these services through the appropriate use of personal information.
In Section 2, the conceptual background and a literature review are provided, and in
Section 3, the research model and hypotheses are explained. Section 4 describes the re‐
search methodology, followed by a presentation of the data analysis and results. The final
section concludes the study by discussing its contributions and implications.
2. Theoretical Background and Literature Review
This section is structured as follows. First, along with the description of the P–P par‐
adox concept, the necessity of research on the IoT services usage from the P–P paradox
perspective is explained, and the previous studies on the P–P paradox in the IS field per‐
formed so far are reviewed. Then, dual‐factor theory, which is an overarching theory that
is suitable for investigating the P–P paradox phenomenon in IoT, is introduced, and the
conceptual framework of this study is presented based on this dual‐factor theory. Thereaf‐
ter, following the proposition that “enablers and inhibitors can have different antecedents”
in the dual‐factor theory, the antecedents of the P–P dual factor in this study are explained.
2.1. Personalization–Privacy Paradox in IoT
People have visions for using IoT services because of the convenience that intercon‐
nected services create, and people are provided with more customized services. Individ‐
uals are likely to constantly provide personal information in return for personalized ser‐
vices in order to gain various personalized benefits and tailored information from service
providers [21]. However, people are also concerned about the negative consequences of
excessive exposure of personal information and the possibility that this personal infor‐
mation will be collected indiscriminately and used inappropriately [26]. Existing studies
have addressed concerns over the uncertainty regarding IoT services’ invasion of user
privacy [4,5]. Specifically, IoT services can store users’ history related to sites visited, prod‐
ucts purchased, and interest in certain services. Such data can be used as marketing infor‐
mation, thereby causing privacy concerns and infringement issues [6,7].
As such, people are concerned about the leakage of personal information but engage
in conflicting behavior that reveals more personal information; this phenomenon is called
the privacy paradox [27,28]. Using the privacy paradox perspective, Norberg et al. [27] ar‐
gued that individuals might provide their personal information to obtain more benefits
from using a particular service and experience anxiety over the exposure or secondary use
of personal information that might arise accordingly. Recent studies have described the con‐
flict between the need for personalization and the concern over personal privacy as the P–P
paradox [12,15,29,30]. IoT services have the strength of a personalized service that uses per‐
sonal information and offers the strong possibility of invading personal privacy [10]. Thus,
diagnosing the current status of IoT service usage from the perspective of the P–P paradox is
necessary to eventually provide strategic insights into the increasing of the use of IoT services.
Previous studies examined the P–P paradox in the IS field. Table 1 summarizes the
literature review with the key results for research hypotheses. As shown in Table 1, some
inconsistent findings about the analysis of the relationship between variables related to
the paradox phenomenon exist in previous literature. Even if similar variables exist in the
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study models, the research contexts are different and the results can vary depending on
moderating and mediating effects. For example, in Zhao et al. [21], both users’ privacy
concerns (perceived costs) and personalization (perceived benefits) significantly influ‐
enced the intention to disclose location‐related information for using location‐based social
networking service (SNS). However, in Kim et al. [4], perceived benefits affected the will‐
ingness to provide personal information when using IoT services, but perceived privacy
risk did not matter. Barth et al. [11] studied mobile apps and found that privacy awareness
and technical knowledge did not affect users’ paradoxical behavior. Sheng et al. [31] re‐
vealed that the impact of personalization on the intention to adopt u‐commerce services
can be situation‐dependent, such as during an emergency. These inconsistent findings in
prior studies confirm the need for further investigations that consider the significant var‐
iables that can influence changes in the relationship of the P–P paradoxical variables in
the research context.
Meanwhile, although IoT is an environment wherein the occurrence of the P–P par‐
adox phenomenon is highly likely, very few studies have assessed this phenomenon in
relation to IoT. Additionally, most existing IoT studies have examined the paradox for a
specific IoT service [3,32,33]. There are various types of IoT services, and the phenomenon
related to the P–P paradox could differ depending on the service and usage purpose [25,30].
Hence, this study attempts to investigate how the P–P paradox among IoT services ap‐
pears differently by examining the moderating effects of the types of IoT services and
users’ value obtained through IoT services.
Regarding the background theory used in previous studies, most prior studies on the
P–P paradox did not have a comprehensive theoretical foundation [11,29–31] or adopted
privacy calculus theory [12,21,33], as shown in Table 1. The privacy calculus theory ex‐
plains that consumers weigh the tradeoffs involved (e.g., between a personalized offering
and privacy concerns); therefore, privacy calculus theory is useful and can be applied to
paradox research. However, by introducing another theory, the P–P paradox phenome‐
non can be examined from a more comprehensive perspective. In this study, the dual‐
factor theory is employed as the overarching theory to investigate the P–P paradox phe‐
nomenon in IoT environments. The dual‐factor theory could better explain the paradox
phenomenon in the IS field because it supports the foundation that the enabler and inhib‐
itor factors related to use intention in the IS can coexist independently. The dual‐factor
theory also provides a theoretical explanation for two paradoxical variables possibly hav‐
ing different antecedents. Therefore, the theory can be suitable as an overarching theory
embracing the entire research model with two paradoxical factors—antecedents of the
dual factor and use intention in the IoT context. The following subsection introduces the
dual‐factor theory in greater detail.
Table 1. Summary of previous literature on the P–P Paradox in IS.

Authors

Research Context

Theory

Aguirre et al. [29]

Digital media
(e.g., display, search
and social media)

–

Barth et al. [11]

Mobile phones apps

–

Guo et al. [30]

M‐health

–

Key Findings
The benefits of personalization may vary as a function of
a medium through which communication is conveyed;
personalization can enhance consumer engagement as
well as diminish it by heightening privacy concerns.
Neither technical knowledge nor privacy awareness im‐
pact on the paradoxical behavior in users; for selecting
and downloading apps, privacy aspects do not play a
significant role.
Perceived personalization and privacy concerns are posi‐
tively and negatively associated with behavior intention;
there are differences between age groups
(youth vs. elderly).
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Sutanto et al. [15]

Taddicken [28]

Wang et al. [33]

Xu et al. [12]

Zhao et al. [21]

Kim et al. [4]

Menard and Bott [6]
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Ubiquitous commerce

–

The impacts of personalization on privacy concerns and
adoption intention are situation dependent
(higher during an emergency).

Mobile advertising Uses and Grati‐
P–P paradox can vary depending on users’ gratifications.
apps
fications theory
Privacy concerns impact self‐disclosure, but different
variables moderate this relation; social relevance and
Social web
–
willingness positively influence self‐disclosure, but the
number of apps and age negatively influence
self‐disclosure.
Self‐presentation and personalized services positively in‐
Privacy calcu‐ fluence perceived benefits, which in turn affect the inten‐
Mobile apps
lus theory
tion to disclose personal information; perceived risks
negatively affect the intention to disclose.
The effects of personalization on privacy risk/benefit
vary depending upon the type of personalization sys‐
Location‐awareness Privacy calcu‐ tems (covert > overt); previous privacy experience influ‐
marketing (LAM)
lus theory ences perceived risks of information disclosure; personal
innovativeness influences the willingness to disclose per‐
sonal information in LAM.
Perceived cost (privacy concerns) and perceived benefits
(personalization and connectedness) influence intention
Privacy calcu‐
to disclose information; previous privacy invasions do
Location‐based SNS
lus theory
not influence privacy concern; personal innovativeness
influences intention to disclose personal information.
Perceived benefit affects the willingness to provide pri‐
Privacy calcu‐
IoT
vacy information; perceived privacy risk does not mat‐
lus theory
ter.
Privacy concerns positively affect risk beliefs and nega‐
IoT
–
tively affect trusting beliefs; prior experience with pri‐
vacy violation negatively affects trusting beliefs.
2.2. Dual‐Factor Theory
The dual‐factor theory is based on Herzberg’s motivation‐hygiene theory or two‐fac‐
tor theory. Herzberg [34] identified that motivators—which drive job satisfaction in the
work environment—and hygiene factors—which lead to job dissatisfaction—exist inde‐
pendently. The dual‐factor theory was developed in the fields of IS with reference to Her‐
zberg’s motivation‐hygiene theory [16]. In the dual‐factor theory, the positive aspects of
satisfaction are called “enablers”, and the negative aspects of dissatisfaction are called
“inhibitors”. The dual‐factor theory provides the following three propositions regarding
the usage intention of IS [16,17].
First, the enabler and inhibitor factors can coexist and are not simply opposites of
each other. The enablers and inhibitors can be distinguished from each other because the
opposite concept of positiveness is not clear psychologically and does not necessarily
mean negative if not positive. In other words, “inhibitors are more than just the antipoles
of enablers and so are distinct constructs worthy of their own investigation” [17] (p. 808).
People can simultaneously hold the perceptions of both inhibitors and enablers. Particu‐
larly, a complex IS is not only evaluated as positive or negative but also includes various
positive and negative attributes, and users can simultaneously experience both attributes.
Second, enablers and inhibitors can have different antecedents. Focusing on only pos‐
itive or negative antecedents, as is the case in research using the technology acceptance
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model, leads to an incomplete set of factors in IS research. Distinguishing between inhib‐
itors and enablers helps identify their respective antecedents, which consequently influ‐
ence IS usage intention. For example, enablers can be generated from the influence of
highly suited applications for system design purposes or an individual’s positive percep‐
tions of quality for IS, whereas inhibitors can be generated from the carelessness of not
considering the system’s various risk factors.
Third, the enablers and inhibitors affect the intention to use IS independently of each
other. Enablers and inhibitors can have positive and negative effects, respectively, on us‐
age intentions. Further, inhibitors can hinder the intentions despite the presence of ena‐
blers facilitating those same intentions, and a negative impact can exist with no corre‐
spondingly positive antipole. The reverse is also possible.
As aforementioned, the dual‐factor theory argues that the enabler and inhibitor fac‐
tors in IS can coexist independently and that individuals can simultaneously hold the per‐
ceptions of both inhibitors and enablers. Because the P–P paradox is about two contradic‐
tory factors existing simultaneously, the dual‐factor theory is suitable for understanding
the coexistence of positive and negative factors when using IoT services. Moreover, this
theory can serve as a theoretical background for enablers and inhibitors to have different
antecedents. Thus, this study uses the dual‐factor theory to derive the personalization of
IoT services as a key enabler for IoT use and information privacy concerns of IoT services as
a key inhibitor through a literature review of existing research on the privacy paradox in IS.
This study verifies whether these paradoxical factors affect the use intention of IoT and are
influenced by different antecedent factors. The next subsection describes the antecedents.
Using the dual‐factor theory [16,17], the conceptual framework in this study is estab‐
lished using paradoxical dual factors (enabler and inhibitor), with each factor having dif‐
ferent antecedents, on the intention to use IoT. Figure 1 presents the conceptual frame‐
work of this study.

Figure 1. Conceptual framework.

2.3. Antecedents of the Dual Factor: Motivated Innovativeness and Previous Privacy‐Invasion
Experience
Personal innovativeness needs to be present for an evolved service, such as a person‐
alized service using IoT technology, to be adopted [19]. Innovativeness is an individual’s
willingness to attempt a new idea, technology, or service [35]. Personal innovativeness is
a specific individual trait that has long been studied in the domains of innovation diffu‐
sion and new technology adoption [12]. Individuals with high innovativeness have pro‐
pensities such as active information seeking, more openness toward new things, and
greater exposure to media [36]. Prior studies on the P–P paradox considered personal in‐
novativeness as a focal antecedent related to personalization. For example, Xu et al. [12]
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and Zhao et al. [21] asserted that personal innovativeness positively influences the will‐
ingness to disclose personal information when using location‐based personalized ser‐
vices. Vinodh and Mathew [37] explained that innovativeness, an expression of novelty
seeking that motivates individuals, can affect the behavioral intention to use a new tech‐
nology. However, personalization can influence the relationship between an individual’s
motivated innovativeness and intention to use online services [37]. Kim and Kim [18] as‐
serted that personal innovativeness positively affects the perceived benefits of personal‐
ized recommendations, such as the perceived usefulness and convenience of personalized
services. Therefore, individuals with more motivated innovativeness are more interested
in personalizing IoT services.
Regarding the adoption of high‐technology products and services, previous studies
often addressed innovativeness as a single dimension, whereas recent research suggested
a multidimensional construct [38–40]. These studies classified multiple types of innova‐
tiveness by referring to the four‐dimensional motivated consumer innovativeness pro‐
posed by Vandecasteele and Geuens [20]. Vandecasteele and Geuens [20] proposed a mul‐
tidimensional motivated consumer innovativeness scale to better understand the effects
of individuals’ different motivated innovativeness as follows: (1) cognitive innovativeness
refers to innovativeness motivated by mental stimulation and cognitive goals, including
intellectual exploration and creativity; (2) functional innovativeness refers to innovative‐
ness motivated by the functional performance of innovations that focuses on task goals
and accomplishment improvement; (3) hedonic innovativeness refers to innovativeness
motivated by affective stimulation and gratification; and (4) social innovativeness refers
to innovativeness motivated by the self‐assertive social need for differentiation. When ad‐
dressing the differences among individuals in terms of both the level and type of innova‐
tiveness, the innovativeness scale needs to be more balanced. This study applies this four‐
dimensional motivated innovativeness to analyze the effects of different types of innova‐
tiveness on IoT service personalization.
In previous studies on the P–P paradox, privacy‐invasion experiences were examined
as a key antecedent of privacy concerns or perceived risks [6,10,41]. When people provide
personal information to service providers, they expect that service provider companies
will properly manage users’ personal information given the responsibility from the im‐
plied or expressed contracts between users and these companies [42]. However, users con‐
sider their contract with service companies breached if their personal information is mis‐
used, such as when information is opened to or shared with other parties without their
permission [12]. Such a negative experience can make individuals very careful about ser‐
vices that use personal information. Particularly, if an individual has a strong loss aver‐
sion, which weighs losses more heavily than gains, then they care to ensure that any ex‐
perienced loss or regret is not repeated, thereby increasing concerns about privacy pro‐
tection [22]. People with such a strong loss aversion generally have a status quo bias, mak‐
ing them reluctant to use new information and communication technology (ICT) services
[22,43]. Thus, individuals who have been victims of the abuse of personal information can
have stronger information privacy concerns [44], thus decreasing their intention to use
IoT services. Previous privacy‐invasion experiences include direct experiences wherein
the information subject perceives that their information has been infringed on and indirect
experiences wherein people are informed through media reports of people’s information
being misused or abused [44]. In other words, a previous privacy‐invasion experience re‐
fers to the degree of the direct or indirect experience to which an individual has been
exposed or that an individual has suffered because of damage to online privacy. Individ‐
uals who previously experienced invasions of direct or indirect privacy are less likely to
participate in online personal profiling due to their privacy concerns [41].
Meanwhile, many studies demonstrated a positive relationship between past pri‐
vacy‐invasion experiences and privacy concerns; however, their analysis results were not
always significant. For example, in a study on the privacy paradox in a location‐based
SNS, previous privacy invasions did not significantly affect privacy concerns. However,
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Garg and Kim [45] explained that users’ attitudes toward IoT services depend on their
past experiences and understating of technology, which makes examination of the influ‐
ence of past experiences necessary. Therefore, through a literature review, this study iden‐
tifies and investigates previous privacy‐invasion experiences as a key antecedent factor
that influences privacy concerns regarding IoT.
3. Research Model and Hypotheses
To investigate the P–P paradox phenomenon emerging in IoT, this study proposes a
research model that utilizes the dual‐factor theory as well as a literature review. As shown
in the conceptual framework of this study in Figure 1, the research model includes a par‐
adoxical dual factor (enabler and inhibitor), the dual factor’s antecedents, and a depend‐
ent variable of intention to use IoT services. This model analyzes the impact of the dual
factor—personalization and information privacy concerns related to IoT services—on the
intention to use IoT. According to the dual‐factor theory, the enabler and inhibitor factors
have different antecedent factors [17]. Therefore, in this study, key antecedent variables,
which affect each factor, were derived through a literature review of extant studies on
personalization and privacy concerns related to IoT and Internet services, as noted in Sec‐
tion 2. This research posits that motivated innovativeness with four dimensions (cogni‐
tive, functional, hedonic, and social) is a key factor that influences the personalization of
IoT services and that previous privacy‐invasion experience is a key antecedent for the in‐
formation privacy concerns related to IoT. Then, to examine the moderating effects on the
P–P paradox, this study model utilizes the type of IoT service and the type of IoT user
value as moderators. Figure 2 illustrates the proposed research model.

Figure 2. Research model.

In the following subsections, research hypotheses on the relationship between the
dual factor and its antecedents, the relationship between the dual factor and dependent
variable, and the moderating effects of this study are presented.
3.1. Personalization of IoT Services and Antecedent
Personalization is about the ability to provide content or services tailored to individ‐
uals through the use of personal information [12]. This use of personal information is cen‐
tral to the definition of personalization as understanding and meeting one’s wants and
needs [46]. The degree of perceived personalization varies by individuals [44]. Guo et al.
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[25] and Xu et al. [12] defined personalization as the extent to which the customized ser‐
vices provided by service providers are based on personal information, such as a user’s
interests, preferences, tastes, behavior, identity, time, and location.
Users can be encouraged to disclose their personal information in exchange for per‐
sonalized services [33]. The personalization of services occurs when the services are opti‐
mized to an individual user’s information [12]. A major competitive advantage strategy
for enterprises is providing personalization through Internet‐based businesses. Further‐
more, service providers can utilize ICT to better communicate with users and offer supe‐
rior personalized services by effectively collecting and analyzing personal information
[4,47]. In today’s highly competitive environments, firms need to use personal infor‐
mation to attempt to provide personalized services for customers to increase customer
loyalty [41,48]. Therefore, personalization is central to increase the use of an IoT service.
In this study, personalization of IoT services is identified as a key enabler with positive
effects on use intention for IoT. Therefore, the following hypothesis is proposed.
Hypothesis 1 (H1). Personalization positively affects the intention to use IoT services.
Personal innovativeness is an essential factor to understand the propensity for ICT
acceptance [19,49]. The perceived attraction toward new ICT services can vary depending
on individuals’ degrees of motivated innovativeness [49]. Kwon et al. [50] demonstrated
that personal innovativeness can positively affect the perceived usefulness of context‐
aware services tailored to the personal context. Kim and Kim [18] claimed that personal
innovativeness positively influences the perceived benefits of personalized recommenda‐
tion services. Further, innovativeness can be positively related to the willingness to dis‐
close personal information to obtain more personalized services [12]. Thus, individuals
who are motivated with higher innovativeness are more positively aware of the person‐
alization provided by IoT services. Innovativeness can be classified into four dimensions:
cognitive, functional, hedonic, and social [20,38–40].
People with high cognitive innovativeness tend to prefer cognitively stimulating expe‐
riences, such as learning how to operate an innovative product and service in practice [51].
Individuals with cognitive innovativeness are likely to get involved with mentally de‐
manding activities, such as deeply processing information or rational judgment [20,52].
Generally, new products/services based on advanced technologies such as IoT have a
highly innovative nature. Therefore, cognitively motivated individuals may find that a
new experience using such a product/service is mentally stimulating and will exert more
effort to comprehend the product/service by following the central processing route, lead‐
ing to an increase in the individual’s comprehension of the new product/service [40]. In‐
dividuals who are motivated with higher cognitive innovativeness are expected to more
positively perceive IoT service personalization because it provides cognitively stimulating
experiences. Thus, the following hypothesis is developed.
Hypothesis 2 (H2). Cognitive innovativeness is positively related to the personalization of IoT services.
When individuals are motivated by functional innovativeness, they particularly em‐
phasize the attributes of utilitarianism, such as the functional reliability, durability, and
quality of products and services. Such individuals seek products and services that provide
functional innovation [53,54]. New products/services, such as new ICT‐based prod‐
ucts/services related to IoT, that are designed to solve consumer problems that cannot be
solved using existing products/services allow consumers to perform the tasks that they
are unable to perform using existing technologies [55]. When people have high utilitarian
motivation and functional needs, they are highly aware of these functional task accom‐
plishments provided by the products/services [40,56]. Therefore, individuals motivated
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with higher functional innovativeness are expected to more positively perceive the per‐
sonalization of IoT services because it provides them with optimized functions. Thus, the
following hypothesis is proposed.
Hypothesis 3 (H3). Functional innovativeness is positively related to the personalization of IoT
services.
Hedonic innovativeness is the tendency to use or purchase innovative products and
services for enjoyment and affective satisfaction [20]. Hedonic motivation affects technol‐
ogy acceptance [57]. More hedonically innovative individuals enjoy products/services
when they are more interesting and suit their tastes or provide a more sensuous service
that fits individuals’ emotions. Such features encourage individuals to pay attention to
and learn more about the products/services [40,58]. Hwang et al. [38] revealed that hedon‐
ically motivated innovativeness can positively influence consumers’ perceived image of
the evolved service, such as robotic technology‐based services. Therefore, individuals mo‐
tivated with higher hedonic innovativeness are expected to more positively perceive the
personalization of IoT services because it provides the type of information and services
that they might like considering their personal preferences and interests. Thus, the follow‐
ing hypothesis is proposed.
Hypothesis 4 (H4). Hedonic innovativeness is positively related to the personalization of IoT services.
Social innovativeness is related to social situations and seeks to improve self‐expres‐
sion in social status through the use of innovative products and services [59,60]. Some
people develop their ideal identities by possessing new products or showing their use of
advanced services [61]. For people with a strong social motivation, this possession and
use of new products/services are socially acceptable ways to develop their unique images
and impressions [62]. If the use of a product/service can be a source of social pride, indi‐
viduals with strong social innovativeness are expected to become more interested in the
product/service [59]. Therefore, individuals who are motivated with higher social innova‐
tiveness are expected to more positively perceive the personalization of IoT services be‐
cause it is recognized as socially advanced. Thus, the following hypothesis is proposed.
Hypothesis 5 (H5). Social innovativeness is positively related to the personalization of IoT services.
3.2. Information Privacy Concerns of IoT Services and Antecedents
Privacy concerns can coexist because users are likely to seek personalized services
[30]. A privacy concern is the concern about one’s privacy being violated by external en‐
vironmental factors and the possibility of loss of privacy as a result of the spontaneous or
involuntary disclosure of personal information [63]. Privacy concerns might appear dif‐
ferently depending on individual characteristics—even under the same conditions [64].
Recent studies on privacy have not been concerned with privacy per se but have focused
more on investigating information privacy concerns [26,30]. The general concept of infor‐
mation privacy is related to an individual’s ability to maintain their territory by restricting
others’ access to their information and the claim to determine for themselves when, how,
and to what extent personal information is communicated to others [65]. The information
privacy concern represents an individual’s subjective view of fairness about the domain
of information privacy [44,65]. Information privacy concerns related to personal infor‐
mation include concerns over excessive collection, secondary uses as non‐purpose uses,
unauthorized access, and errors [44].
In the information age, people are aware of and are concerned that their privacy can
be violated through monitoring and observation facilitated by evolving ICT [66]. Particu‐
larly, IoT is characterized by its inherent connectivity and cohesion, which increase the
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possibility that an individual’s personal information is exposed, thereby leading to infor‐
mation privacy issues. When people are concerned about information privacy related to
IoT, the belief that providing plenty of personal information increases the expected poten‐
tial loss could eventually negatively affect the intention to use IoT services that utilize
personal information. Individuals with strong privacy concerns might consider discontin‐
uing their services and moving to other services [67], and their intentions to use IoT could
decrease. Therefore, the following hypothesis is proposed.
Hypothesis 6 (H6). Information privacy concerns negatively affect the intention to use IoT services.
Personal experience drives individual behavior in activities that can be considered
subjectively in relation to privacy [41]. Previous experience can be related to future expec‐
tations, and negative past experience might lead to pessimistic perspectives, such as caus‐
ing bloated worries about possible recurrences [21]. Individuals with more negative pri‐
vacy experiences can be less optimistic about online risks related to privacy than those
with minimal or no privacy‐invasion experiences [68]. Previous studies on location‐based
services revealed that previous privacy‐invasion experiences can increase users’ privacy
risk perceptions and privacy concerns [12,69]. People are concerned that service providers
collect and use personal information without their consent, and those who have experi‐
enced direct or indirect damage from the misuse of personal information could be more
concerned about privacy [70]. Therefore, the following hypothesis is proposed.
Hypothesis 7 (H7). Previous privacy‐invasion experience is positively related to information pri‐
vacy concerns over IoT services.
3.3. Moderating Effects of Type of IoT Service and IoT User Value
In some cases, IoT services that have been used once are either continuously used or
are not used at all. For example, Meyer et al. [24] reported that approximately one‐third
of activity tracking device (one of the smart healthcare services) users in the United States
stopped using IoT services within six months. Data from Business Insider Intelligence [71]
showed that some users who use smart speakers at home employ various voice assistant
applications a few times, but not later. Garg [25] attempted to explain that the reasons for
continuing to use or not use IoT can vary across different types of IoT services. Garg [25]
performed a qualitative content analysis to understand IoT (non) use practices and deci‐
sions. The content analysis results suggested that people do not use IoT services when
they do not feel in control, have various information privacy concerns over the service,
and perceive that the service fails to understand their personal intent. In a study on the
privacy paradox, Xu et al. [12] showed that the effect of personalization can vary by type
of service depending on the personal information utilization system. Currently, many
types of IoT services exist, such as smart homes—including artificial intelligence smart
home speakers such as Echo—smart healthcare solutions, smart cars, and smart wearable
communication devices, including smart glasses and smart watches, among others. De‐
pending on these types of IoT services, the influence of the P–P dual factor on the use
intention for IoT can vary. Thus, this study attempts to investigate the moderating effect
of the type of IoT service and develops the following hypotheses.
Hypothesis 8 (H8). The type of IoT service moderates the relationship between personalization
and the intention to use IoT.
Hypothesis 9 (H9). The type of IoT service moderates the relationship between information pri‐
vacy concerns and the intention to use IoT.
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Whereas various IoT services are developed competitively, the values that users truly
want and experience must be provided if these services are to be settled in people’s lives
and if the service market is to grow further. Users’ perceived value of using IoT can be a
significant factor in the continuous use of IoT services [72]. In previous studies on the P–
P paradox, the perceived value of services was found to significantly affect the intention
to use ICT‐based services [12,31]. However, the influence of the P–P paradox factors on
the intention to use might vary depending on the value that a user deems important. The
study by Awad and Krishnan [41] on the privacy paradox found that the impact of per‐
sonalization can vary depending on the aspects that users value. A user’s decision to fur‐
ther use or stop an IoT service could differ depending on the service’s primary purpose
and value [25]. For example, the primary purpose of a service might be safety during an
emergency or to remotely control and manage objects; this value could moderate the as‐
sociation between the dual‐factor (enabler and inhibitor) and the intention to use IoT. Be‐
cause value can be defined in various ways [73], this study primarily focuses on terms
such as user or customer value, and “user value” refers to the evaluation of what users
value about products or services [74]. Therefore, IoT user value means the user’s per‐
ceived evaluation of IoT services.
IoT services have various types of user values. Park and Ryoo [75] classified IoT user
values into the following 11 types, with this classification reflecting the prior literature
review on the value perceived by these users: (1) Manageability: using IoT allows people
to remotely monitor and manage a situation from the inside and outside as well as any‐
time and anywhere. (2) Automation: IoT automatically suggests or executes a customized
service that is suitable for the individual without special effort. (3) Scalability: using IoT
enables connection and expansion with new devices, technology, and services. (4) Safety:
using IoT can proactively prevent and protect against accidents or external physical
threats that might occur in specific spaces. (5) Economic efficiency: using IoT services
comes with economic benefits in terms of cost, time, and effort. (6) Speed: IoT services can
be used quickly, anytime, and anywhere. (7) Relativity: using IoT helps build consensus
among users (e.g., family members), increases communication, and strengthens social re‐
lationships. (8) Familiarity: IoT provides human‐friendly interfaces and services that
make IoT‐connected products feel familiar and comfortable. (9) Information: IoT provides
the necessary information in an appropriate and efficient manner. (10) Entertainment: in‐
dividuals have fun and are entertained when using IoT services. (11) Environmentality:
by using IoT, the surrounding environment, including its temperature, humidity, and air
condition, are more purified, thereby contributing to a healthier life. This study applies
these IoT user value types proposed by Park and Ryoo [75]. When using a certain IoT
service, IoT users will perceive a value as the most important. For example, a smart home
service can provide various types of user value, including manageability, automation,
safety, and speed. Among these values, a user could consider one value as most im‐
portant, which can make users continue to use IoT. Depending on the type of IoT user
value that a user perceives as important, in some cases, only personalization—optimized
for an individual through the use of personal information—significantly affects the use
intention for IoT. In some cases, only the impact of privacy concerns can be significant.
Additionally, both P–P factors might or might not be important for increasing use inten‐
tion. Thus, this study attempts to investigate the moderating effect of the type of IoT user
value and develops the following hypotheses.
Hypothesis 10 (H10). The type of IoT user value moderates the relationship between personali‐
zation and the intention to use IoT.
Hypothesis 11 (H11). The type of IoT user value moderates the relationship between information
privacy concerns and the intention to use IoT.
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4. Research Method
4.1. Data Collection and Sample
The data used in this study were collected through a web‐based survey. The survey
participants were recruited through a professional survey agency that has been conduct‐
ing various survey projects since its founding in 1978. This agency is a large professional
survey organization in South Korea. Only individuals with experience in using IoT ser‐
vices were surveyed. A web survey was conducted with IoT users aged 15 years or older.
On the first page of the web survey questionnaire, the purpose and subject of this study
were introduced, and confidentiality was guaranteed. First, while explaining the purpose
and subject of this study, the definition of IoT concept and IoT services were presented in
detail, so that only those with an understanding of these IoT services could be invited to
take the survey. Next, survey participants were asked to answer whether they had expe‐
rience in using IoT services. Only those who answered affirmatively were allowed to an‐
swer the following questions, while the others were filtered out. Meanwhile, many types
of IoT services exist: smart homes, smart healthcare, smart cars, smart wearable commu‐
nication, smart grids, smart buildings, smart cities, smart farms, and smart factories,
among others. Respondents were asked to select the IoT service that they use most fre‐
quently and choose the user value that they perceive as most important when using IoT
services from among the 11 value types proposed by Park and Ryoo [75].
The survey was conducted from 20 June to 2 July 2019. Data were collected using the
stratified random sampling method that takes a random sample within each stratum
based on gender and age groups; that is, data were collected in almost the same propor‐
tion by gender and age groups because this research seeks to evenly understand the per‐
ception and experience of IoT according to gender and age groups. In this study, stratified
random sampled data were collected. By the time this survey was concluded, 311 ques‐
tionnaires were collected. After removing incomplete responses, the final sample com‐
prised 306 responses. Table 2 provides a profile of the sample.
Table 2. Sample characteristics.

Category

Gender

Education

Job

Average Monthly Household Income

Men
Women
18–29
30–39
40–49
Over 50
High school or below
Undergraduate
University
Graduate school
Office worker
Professional
Student
Housewife
Inoccupation
Self‐employed
Civil service
Less than USD 850
USD 850–1700
USD 1700–2550
USD 2550–3400

FrequencyPercent
153
50.0
153
50.0
81
26.5
83
27.1
72
23.5
70
22.9
35
11.4
21
6.9
212
69.3
38
12.4
140
45.8
57
18.6
34
11.1
33
10.8
16
5.2
15
4.9
11
3.6
11
3.6
18
5.9
63
20.6
54
17.6
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Period of IoT usage

IoT Service Type

IoT User Value Type

USD 3400–4250
More than USD 4250
Less than 6 months
6 months–1 year
1 year–2 years
2 years–3 years
Longer than 3 years
Smart home
Smart healthcare
Smart wearable communication
Smart car
Smart building
Smart farm
Smart factory
Smart grid
Manageability
Automation
Scalability
Safety
Economic efficiency
Speed
Relativity
Familiarity
Information
Entertainment
Environmentality

52
108
124
82
53
28
19
199
46
37
14
3
3
3
1
83
96
17
29
17
21
4
2
30
4
3

17.0
35.3
40.5
26.8
17.3
9.2
6.2
65.0
15.0
12.1
4.6
1.0
1.0
1.0
0.3
27.1
31.4
5.6
9.5
5.6
6.9
1.3
0.7
9.8
1.3
1.0

4.2. Measurements
To measure these research variables, existing validated scales were adapted for the
context of this study. Each variable included multiple items measured on seven‐point Lik‐
ert scales. To ensure the face validity of the measurement items, a pilot test was conducted
using 10 undergraduate students and 5 graduate students who understood what IoT ser‐
vices are. These students were not part of the final sample. This study tested face validity
as an assessment method for judging which items are appropriate to the targeted construct
[76]. After testing face validity in the pilot test, minor wording changes were made to
clarify the items’ meanings. Table 3 provides the operationalized definitions of these re‐
search variables, and Table A1 in Appendix A presents specific measurement items.
Table 3. Operationalized definitions of variables.

Variable
Cognitive
Innovativeness
Functional
Innovativeness
Hedonic
Innovativeness
Social
Innovativeness
Previous Privacy
Invasion Experience

Operationalized Definition
References
Degree of innovativeness motivated by mental
stimulation and cognitive goals
Degree of innovativeness motivated by the func‐
tional performance of innovations
[20,60]
Degree of innovativeness motivated by affective
stimulation and gratification
Degree of innovativeness motivated by the self‐
assertive social need for differentiation
Degree of direct or indirect experience that an in‐
dividual has been exposed to or suffered from in
[12,70]
terms of the damage of privacy online

Sustainability 2021, 131, 679

15 of 28

Degree of perception that IoT services are tai‐
lored to individual preferences and situations
[12,30,77]
based on personal information
Degree of concerns over the possibility that per‐
Information Privacy sonal information collected by IoT providers may
[44,65]
Concerns of IoT Services lead to privacy violations from intentional or un‐
intentional misuse and abuse
Intention to Use
Degree of willingness to use IoT services
[78]
IoT Services
Personalization
of IoT Services

5. Data Analysis and Results
The proposed model was tested using structural equation modeling supported by
partial least squares (PLS), SmartPLS version 3.3.3, which has been widely used in prior
research and supports simultaneous testing of the measurement and structural models [79].
5.1. Measurement Validation
To validate the measurement instrument, confirmatory factor analysis (CFA) using
PLS was conducted. The convergent validity and reliability of the measurement model were
evaluated by examining item‐construct loading, composite reliability (CR), Cronbach’s al‐
pha, and average variance extracted (AVE) [80]. Table 4 presents the results of the CFA. All
standardized factor loadings were greater than the threshold of 0.6 [81], CR and Cronbach’s
alpha for all of the constructs exceeded 0.7, and the AVE for each construct was greater than
0.5, all of which were the recommended threshold values [80,82]. As all conditions were
met, the convergent validity and reliability of the measurements were established.
The discriminant validity of the measurement model was examined by comparing
the square root of AVE for each construct with the inter‐construct correlations [82]. As
Table 5 shows, the square root of AVE for each construct was larger than all of the related
inter‐construct correlations, thus establishing the discriminant validity of all of the scales.
Additionally, the variance inflation factor (VIF) scores were assessed to check for multi‐
collinearity among the constructs. The resultant VIF scores ranged from 1.056 to 2.555,
which were lower than the recommended threshold value of 10 [83]. Thus, there was no
multicollinearity problem in this study. The extent of common method bias was tested
with Harman’s one‐factor test [84], which assesses whether a single factor accounts for
greater than 50% of the variance. The results showed that no factor significantly domi‐
nated the explanation of variance (with the most influential factor accounting for 17.214%
of the variance); thus, there is no common method bias problem in this study.
In sum, the results of testing the instrument validity indicate the adequacy of the
measurement model used in this study.
Table 4. Results of testing convergent validity and reliability.

Construct
Cognitive
Innovativeness
(COI)

Functional
Innovativeness
(FUI)

Item Factor Loading
COI1
0.884
COI2
0.909
COI3
0.897
COI4
0.905
FUI1
0.838
FUI2
0.881
FUI3
0.843
FUI4
0.805
FUI5
0.853
HEI1
0.887

AVE

Composite Reliability

Cronbach’s Alpha

0.808

0.944

0.921

0.713

0.925

0.899

0.811

0.945

0.922
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Hedonic
Innovativeness
(HEI)
Social
Innovativeness
(SOI)

Previous Privacy
Invasion Experience
(PPI)

Personalization of
IoT Services
(PER)

Information Privacy Concerns of
IoT Services
(IPC)

Intention to Use IoT Services
(INT)

HEI2
HEI3
HEI4
SOI1
SOI2
SOI3
SOI4
SOI5
PPI1
PPI2
PPI3
PPI4
PER1
PER2
PER3
PER4
PER5
PER6
PER7
IPC1
IPC2
IPC3
IPC4
IPC5
IPC6
IPC7
INT1
INT2
INT3
INT4

0.902
0.910
0.902
0.833
0.888
0.909
0.905
0.856
0.675
0.817
0.871
0.809
0.877
0.896
0.910
0.895
0.892
0.886
0.881
0.778
0.910
0.932
0.929
0.928
0.931
0.907
0.921
0.922
0.918
0.896

0.772

0.944

0.926

0.634

0.873

0.808

0.794

0.964

0.957

0.816

0.969

0.962

0.836

0.953

0.935

Table 5. Correlation matrix and square roots of AVE 1.

PER
PPI
IPC
SOI
FUI
HEI
COI

PER
0.891
0.194
0.231
0.456
0.578
0.589
0.576
1

PPI

IPC

SOI

FUI

HEI

COI

0.796
0.449
0.167
0.233
0.219
0.089

0.904
0.086
0.179
0.149
0.103

0.879
0.578
0.677
0.671

0.844
0.678
0.671

0.900
0.684

0.899

The leading diagonal in bold shows the square root of each construct’s AVE.

5.2. Hypotheses Testing
The structural model was examined using PLS. To test the hypotheses, the path co‐
efficients and statistical significance were analyzed. Figure 3 presents the results of the
structural model analysis. As hypothesized, the personalization of IoT services showed a
significant positive effect on the use intention for IoT, thereby supporting Hypothesis 1.
However, unlike the expected impact, the information privacy concerns of IoT services did
not significantly affect the use intention; thus, Hypothesis 6 is not supported. Cognitive,
functional, and hedonic innovativeness had significant positive effects on the personaliza‐
tion of IoT, thereby supporting Hypothesis 2, Hypothesis 3, and Hypothesis 4. Meanwhile,
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the path between social innovativeness and personalization was not significant; thus, Hy‐
pothesis 5 was not supported. Previous privacy‐invasion experience had a significant posi‐
tive effect on the information privacy concerns of IoT, thereby supporting Hypothesis 7.

Figure 3. Results from testing of the structural model.

To verify the moderating effects of IoT service type, this study compared the rela‐
tionships between the dual factor and the intention to use among the IoT service types,
following the two‐step procedure employed by Keil et al. [85]. First, for each of the groups,
the use intention was regressed on the dual factor. Table 6 presents the first step regression
results. Second, the corresponding path coefficients (e.g., personalization  intention) in
the groups’ regression models were statistically compared using the t‐test from Keil et al.
[85]. This comparison was conducted for only the paths that were significant in both
groups. Regarding the results in the second step, a significant t‐value from the t‐test be‐
tween the corresponding path coefficients indicates that the difference for that particular
path between groups is statistically significant [86,87]. A comparative analysis among IoT
service types was conducted for a total of 4 IoT services only with 10 or more samples in
the group [88]—that is, smart home, smart healthcare, smart car, and smart wearable com‐
munication. In Table 6, the analysis results of the IoT service type groups showed that the
significant paths differed among IoT service types. In terms of the personalization–inten‐
tion relationship, statistically significant differences existed in the path coefficients among
IoT service types, as shown in Table 7. The influence of personalization was the highest
for smart home and smart car and was lowest for smart healthcare. Meanwhile, the impact
of information privacy concerns on use intention was significant only for smart healthcare
and smart wearable communication. Particularly, its influence was positive for smart
healthcare. The results of this analysis showed that the effects of P–P on use intention dif‐
fered depending on IoT service type. Thus, Hypothesis 8 and Hypothesis 9 were supported.
Table 6. Results obtained from testing of the relationship between the dual factor and intention among IoT service types.

Path
Personalization  Intention
to Use IoT
Information Privacy Con‐
cerns  Intention to Use IoT

Smart Home Smart Healthcare

Path Coefficient
Smart Car
Smart Wearable Communication

0.672 ***

0.539 ***

0.672 **

0.639 ***

0.021 (ns)

0.251 *

0.236 (ns)

−0.244 *

*: p < 0.05; **: p < 0.01; ***: p < 0.001; ns: not significant (two‐tailed).

Sustainability 2021, 131, 679

18 of 28

Table 7. Results of comparative testing of path coefficients among IoT service types.

Path

Personalization  Intention
to Use IoT

Path Coefficient
(Standard Error)

Between Groups

t‐Value by t‐Test 1

HO: 0.672 (0.057)
SC: 0.672 (0.274)
WC: 0.639 (0.167)
HC: 0.539 (0.096)

HO vs. SC
HO vs. WC
HO vs. HC
SC vs. WC
SC vs. HC
WC vs. HC

0.000 (ns)
2.197 *
12.321 ***
0.523 (ns)
2.814 **
3.422 ***

Information Privacy Con‐
HC: 0.251 (0.098)
HC vs. WC
18.420 ***
cerns  Intention to Use IoT
WC: −0.244 (0.146)
HO = Smart Home; SC = Smart Car; WC = Smart Wearable Communication; HC = Smart Healthcare. *: p < 0.05; **:
p < 0.01; ***: p < 0.001; ns: not significant (two‐tailed). 1 t‐test is conducted using the following formula of Keil et
al. [49]. t‐value = (PC1 − PC2)/[Spooled × √(1/N1 + 1/N2)]; where Spooled = pooled estimator for the variance;
Spooled = √{[(N1 − 1)/(N1 + N2 − 2)] × SE12 + [(N2 − 1)/(N1 + N2 − 2)] × SE22}; Ni = sample size of dataset for group
I; SEi = standard error of path in structural model of group I; PCi = path coefficient in structural model of group i.
Finally, to verify the moderating effect of the type of IoT user value, a comparative
analysis among user value groups was conducted through the same procedure for Hy‐
pothesis 8–Hypothesis 9 for a total of 7 groups with 10 or more samples in the group [88]—
specifically, these included manageability, automation, scalability, safety, economic effi‐
ciency, speed, and information. The regression results of the sub‐groups in Table 8 show
that the significant paths differed among IoT user value types. Regarding the path from
personalization to use intention, statistically significant differences existed in the path co‐
efficients among IoT user value types, as presented in Table 9. The effect of personaliza‐
tion was the highest for economic efficiency and the second highest was for speed and
information, followed by manageability, automation, and safety. The impact of the infor‐
mation privacy concerns on use intention was significant only for manageability; for other
user value types, although the path coefficients were not significant, the direction of the
influence of privacy concerns on use intention was positive for some value types and neg‐
ative for others. As a result of this analysis, the effects of P–P on use intention differed
depending on the type of IoT user value that IoT users considered important. Thus, Hy‐
pothesis 10 and Hypothesis 11 were supported.
Table 8. Results obtained from testing of the relationship between the dual factor and intention among IoT user value
types.
Path Coefficient
ManageabilityAutomationScalability Safety Economic Efficiency Speed Information
Personalization  Intention to Use IoT
0.624 ***
0.594 *** 0.251(ns) 0.514 **
0.928 ***
0.778 *** 0.767 ***
Information Privacy Concerns
0.186 *
0.069 (ns) 0.199 (ns) −0.072 (ns)
−0.089 (ns)
0.115 (ns) −0.062 (ns)
 Intention to Use IoT
*: p < 0.05; **: p < 0.01; ***: p < 0.001; ns: not significant (two‐tailed).
Path

Table 9. Results of comparative testing of path coefficients among IoT user value types.

Path

Personalization
 Intention to Use IoT

Path Coefficient
(Standard Error)
EC: 0.928 (0.136)
SP: 0.778 (0.246)
IN: 0.767 (0.118)
MA: 0.624 (0.083)
AU: 0.594 (0.092)
SF: 0.514 (0.149)

Between Groups

t‐Value by t‐Test

EC vs. SP
EC vs. IN
EC vs. MA
EC vs. AU
EC vs. SF
SP vs. IN

2.248 *
4.253 ***
12.184 ***
12.751 ***
9.385 ***
0.213 (ns)
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SP vs. MA
SP vs. AU
SP vs. SF
IN vs. MA
IN vs. AU
IN vs. SF
MA vs. AU
MA vs. SF
AU vs. SF

4.779 ***
5.771 ***
4.716 ***
7.186 ***
8.380 ***
7.243 ***
2.276 *
4.910 ***
3.507 ***

EC = Economic efficiency; SP = Speed; IN = Information; MA = Manageability; AU = Automation; SF = Safety. *: p < 0.05;
***: p < 0.001; ns: not significant (two‐tailed).

Additionally, this study tested the difference in the mean value of the research vari‐
ables by demographic group factors (control variables), including gender, age, occupa‐
tion, income, and education level. The ANOVA testing results show the differences
among demographic groups. Among gender, significant differences existed for cognitive,
hedonic, and social innovativeness, and intention to use IoT. Men showed higher degrees
of difference than women. In age groups, the degree of perceived personalization showed
a significant difference—it was the highest among young people aged between 18 and 29.
In the occupation groups, significant differences were found in personalization, cognitive,
hedonic, and social innovativeness, and use intention for IoT, all of which were the highest
in the student group. In the education level groups, significant differences existed among
personalization and information privacy concerns, with information privacy concerns be‐
ing the highest in the graduate school group, and personalization was the highest among
undergraduate students. The income level groups showed no significant differences.
6. Discussion and Conclusion
6.1. Findings and Theoretical Contributions
Based on the dual‐factor theory, this study empirically investigated the causes of peo‐
ple’s usage, and other consequent phenomena, in relation to IoT services. Many previous
studies examined the effects of perceived usefulness and ease of use on the attitude to‐
ward using new ICT services as well as the intent of use under the technology acceptance
model framework. However, in this study, a different approach was employed to explain
why individuals have a behavioral intention to use IoT based on the dual‐factor theory
and the P–P paradox perspective.
Particularly, the four‐dimensional motivated innovativeness was expected to influ‐
ence personalization in IoT services. The results of this study demonstrate the following.
First, cognitive innovativeness, which satisfies individuals’ intellectual needs, can help
with the fact that more attention is paid to personalized IoT services. Second, functional
innovativeness, which is motivated by focusing on the performance of products’ and ser‐
vices’ utilitarian functions, increases the perceived personalization of IoT. Third, the he‐
donic innovativeness of individuals, which is related to affective stimulation, such as feel‐
ings of enjoyment and excitement when using new ICT products or services, can be an
important factor in enhancing the perceived personalization of IoT. Specifically, hedonis‐
tic innovativeness had the greatest influence on personalization (the path coefficient for
personalization was the largest among the motivating innovativeness factors). Thus, it can
be interpreted that the use of IoT services can be most effectively facilitated when users
are motivated to enjoy personalized IoT services. However, social innovativeness did not
significantly affect the personalization of IoT. This result implies that individuals’ social
innovativeness, which is motivated by social impressions that differentiate one from oth‐
ers, is not directly associated with obtaining personalized IoT services. One possible ex‐
planation for this result is that the use of personalized IoT services has not yet been linked
to social respect or the expression of an intentional impression regarding others, as argued
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by Esfahani and Reynolds [40]. Esfahani and Reynolds [40] studied consumer innovative‐
ness regarding the adoption of very new products and argued that social innovativeness
can influence different directions, unlike the other three aspects of innovativeness. They
claimed that if a product/service is still too new and only a few early adopters exist, and
it is unavailable for use for ordinary people, consumers could be less interested in the
product/service in the near future because it is less helpful to them in terms of expressing
themselves socially. Therefore, consumers’ social‐motivated innovativeness can nega‐
tively affect their attitudes toward products/services [40]. In the results of this study, alt‐
hough social innovativeness was not significant, it showed a negative path coefficient
value. Therefore, it can be interpreted as being similar to the argument in the previous
study [40]. Some existing research (e.g., [89]) has explained that innovativeness directly
influences the intention to use; however, this study showed that the strengths of the per‐
sonalization of IoT services is highly perceived when individuals’ multifaceted innova‐
tiveness is high. Consequently, the willingness to continue using IoT services can increase.
To further verify the role that personalization plays as a mediator, an additional analysis
was conducted in this study. The analysis results showed that the effects of cognitive and
functional innovativeness on use intention were fully mediated and that of hedonic inno‐
vativeness on use intention was partially mediated by personalization.
This study found that the perceived personalization performance of IoT services can
enhance individuals’ intention to use IoT. Garg [25] asserted that users are more likely to
continue using IoT devices that do not require extra work and that fit easily into their
personal daily life routines. The result of this study is consistent with prior exploratory
studies in that the main reason that users continue to use IoT can be the merit of person‐
alized services tailored to their personal lives [25,45]. However, this study also showed
that the degree of influence of personalization on use intention can be moderated by IoT
service type and user value type. In the cases where the user uses certain IoT services
(smart healthcare and smart wearable communication) and the value of manageability is
highly perceived, the effects of P–P were found to coexist simultaneously.
Meanwhile, the results showed that information privacy concerns may not reduce
the intention to use. This result can be interpreted as suggesting that most current users
who have already attempted new IoT services do not have strong enough privacy con‐
cerns to stop using IoT. However, this study revealed that the influence of information
privacy concerns on use intention can be moderated by IoT service type and user value
type. For example, privacy concerns can be an inhibitor factor that negatively affects users’
future use intention when using smart wearable communication devices. Additionally,
this study demonstrated that people can be seriously concerned about their information
privacy in relation to IoT when they have previous privacy‐invasion experiences. Individ‐
uals might be highly aware of information privacy concerns given that they have experi‐
enced invasions of their privacy. Even if people perceive the advantages of personalized
IoT services to be higher than the disadvantages of possible privacy leakage, when they
have experienced personal information and privacy leakages several times, the negative
perceptions from bad experiences can be accumulated and the concerns about privacy can
be amplified; this might cause privacy concerns to outweigh the benefits of personaliza‐
tion. Therefore, IoT services’ privacy protection is more important, especially for those
who fear the risk of invasions of privacy when using IoT services because of their past
negative experiences.
This study attempted to answer the following research agendas: (1) Although the P–
P paradox could occur related to IoT, what are the main factors influencing IoT use inten‐
tion? (2) Does the P–P phenomenon appear differently depending on the types of IoT ser‐
vices and user values? By solving these research agendas, this study contributes to gaining
a better understanding of the factors influencing an increase in the intention to use IoT
services. Existing research on IoT has primarily been conducted for a particular service
rather than comparing the differences across several IoT services. The main factor for con‐
tinuously using or not using IoT services could vary depending on the type of IoT service
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with different user values. Therefore, it is necessary to compare the differences according
to service type and value type. To the best of the author’s knowledge, this study is the first
study to empirically investigate the moderating effects of IoT service type and user value
type. Thus, this study can contribute to determining the aspects that should receive more
attention in certain services with a specific value for encouraging the use of IoT services.
In this study, the effects of the paradox variables on the behavioral intention to use IoT
are verified through a comprehensive theoretical framework using the dual‐factor theory,
an approach that could serve as a useful theoretical foundation for future research on the
privacy paradox phenomenon in the IoT context.
6.2. Managerial and Practical Implications
The results of this study yield managerial and practical implications for IoT service
providers.
First, IoT service providers should focus on three types of innovativeness (cognitive,
functional, and hedonic) and develop personalized IoT services that can stimulate such
innovativeness. For example, users’ hedonic innovativeness can drive the adoption of in‐
novative IoT services that allow users to enjoy the novelty of personalized IoT services
and spend their daily lives cheerfully. Hedonic innovative users could be more attracted
through fun and experiential marketing. Additionally, IoT service providers can attempt
activities such as promotions through social media that send the message that people with
respected social status are better at utilizing personalized IoT services. Such messages
make it possible to induce individuals with high social innovativeness to be more inter‐
ested in and use IoT services. Low et al. [90] asserted that companies have recently been
investing in capabilities such as content and social influences that are optimized with
smart digital marketing models and have been creating immersive digital multimedia ex‐
periences that motivate consumers to connect with their product and service. Addition‐
ally, companies are now investing in personalization as part of their digital strategies,
making it easier for customers to obtain the information they want and to customize their
needs in a smart and efficient way, thereby building a more loyal customer base to in‐
crease their sustainability as businesses [90]. Therefore, IoT service providers need to de‐
liver and promote personalized service content that users can become immersed in and
enjoy, and further strengthen digital marketing by leveraging social influence.
Second, the results of the analysis of a paradoxical attitude toward IoT reveal that the
enabler (i.e., personalization) rather than the inhibitor (i.e., information privacy concerns)
related to IoT usage has a stronger impact on the intention to use IoT services. Particularly,
the effect of encouraging more people to use IoT can be stronger when users are well
aware of the benefits of personalized IoT services. Hence, IoT service providers should
invest more in implementing and publicizing personalized IoT services. However, issues
related to protecting privacy should not be underestimated because the results of this
study show that privacy concerns over IoT environments may increase because of previ‐
ous privacy‐invasion experience. Therefore, IoT service providers should be careful to not
repeatedly cause personal information leakages and privacy invasions, which has hap‐
pened in the past.
Third, designing and providing IoT services with reference to the differences in the
P–P paradox among the types of IoT services and user values is necessary. The results of
this study indicate that people who use smart home and smart car services place greater
importance on the aspect of personalization of IoT rather than on privacy concerns. In
particular, the effects of P–P on the use intention work independently in smart healthcare
and smart wearable communication services. A comparison of the values of the path co‐
efficients for these services showed that personalization has a larger coefficient value than
information privacy concerns. However, although IoT services are still being used for the
benefits of personalization, the consequence can be reversed if a situation occurs wherein
the privacy invasion issue becomes more significant. For example, in this study, users of
smart wearable communication services responded that their intention to use IoT might
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be lowered because of privacy concerns; therefore, in the case of IoT services that are pro‐
vided by attaching devices to the individual body, such as smart watches or smart glasses,
greater effort should be made to protect personal information and privacy. Additionally,
IoT service providers should be aware that personalization needs to be more strongly em‐
phasized depending on the value type perceived by IoT users as important. For example,
if people appreciate the value of economic efficiency when using IoT, the possibility of
continuing to use the service can be very high because of the advantage of personalization
provided by IoT services. Moreover, users who want to use IoT for the value of manage‐
ability, such as enabling them to monitor and manage a situation remotely anytime and
anywhere, will still use IoT even if they have some knowledge of the disadvantages re‐
lated to privacy concern issues that might arise because of IoT. Furthermore, the results
of the additional analysis indicate that the degrees of innovativeness, perceived personal‐
ization, and privacy concern might differ among demographic characteristics, such as
gender, age, occupation, and education level. For example, in this study, the youngest age
group of 18–29 had the highest positive perception about personalization of IoT services;
therefore, it will be possible to provide more opportunities for young individuals to ex‐
pand the experience of using personalized IoT services and to encourage them to spread
information about the benefits of IoT services through word of mouth. Additionally, as
people educated to a graduate‐school level or higher were most concerned about infor‐
mation privacy, IoT service providers can consider presenting the contents about how to
safely use IoT services through experts to give these highly educated people more confi‐
dence in using IoT services. Thus, the findings of this study indicate that firms in the IoT
industry need to provide suitable services for target groups.
Based on what this study found, some recommendations for IoT service providers
are presented as follows.








First, check the main purpose and motive for using the IoT service you provide.
Through this, closely understand what motivates your customers and what values
they want to gain by using your IoT service; based on that, establish the service de‐
velopment and promotion strategy.
Set the appeal points of your service according to the characteristics (age, education,
gender, job, etc.) of your main target users. Will you appeal more to the latest per‐
sonalization technology and advanced services? Or will you emphasize that your
service is a secure IoT service with excellent information security?
Figure out how users evaluate your services in terms of benefits through personali‐
zation and in terms of costs through privacy concerns. Particularly, if users assess
both aspects to be significant, exercise caution so that the negative losses do not over‐
whelm the benefits.
If an incident related to leakage of personal information or invasion of privacy occurs,
notify the user immediately and clearly provide your solutions for solving the prob‐
lems and take measures to prevent this from happening in the future; in this way,
users can see your hard work and tolerate your service. Otherwise, your customers
may leave you because of such negative experiences. Particularly, wearable IoT de‐
vice providers should be more careful.

6.3. Conclusions, Limitations and Future Research
In conclusion, this study considered P–P factors based on the dual‐factor theory, at‐
tempted to identify the antecedents of P–P factors, and verified the influence of P–P factors
on the intention to use IoT. Further, it investigated the moderating effects by the type of
IoT service and user value concerning the relationship between P–P factors and usage
behavior. The outcome of this study can provide strategic insights for IoT researchers and
IoT service providers to manage new challenges related to IoT.
However, this study has certain limitations.
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First, four types of user innovativeness that affect perceived personalization related
to IoT based on the literature were examined. However, other characteristics, such as in‐
volvement and ICT literacy, can also be investigated. In future studies, a review of addi‐
tional variables might increase the explanatory power of this research model.
Second, this study employed a survey methodology because the research variables
were related to individuals’ cognitive and socio‐psychological factors; thus, a survey was
a suitable method for satisfying the research objectives. However, an experiment could be
applied in future research as a complementary methodology to control exogenous varia‐
bles and manipulate independent variables. An experimental design that could be used
in a future study is the investigation of how some potential variables (e.g., the content of
the personalized service) affect the behavioral intention to use IoT.
Third, the data used in this study were collected from one country (South Korea). The
results might differ if data from other countries were used. For example, the degree of
information privacy concerns may vary depending on the country, as there are differences
in legal regulations for privacy protection in IoT in countries. Additionally, due to the
extent of proliferation of IoT in countries, the influence of motivated innovativeness and
perceived personalization in IoT could differ. Therefore, in future research, analyzing how
cultural factors influence the hypotheses in this study would be interesting, and a com‐
parative analysis by country can be conducted.
Fourth, among the IoT service type and user value type groups, there was a group
with a small sample size in this study. In future research, it will be necessary to collect and
analyze more sample sizes for each group. Particularly, in future research, more data on
smart buildings and smart cities can be collected to conduct comparative studies on more
diverse IoT services.
Fifth, in this study, the P–P paradox phenomenon was investigated from the perspec‐
tive of IoT service users. However, future research will be able to explore ways to provide
more efficient and secure IoT services from the point of view of IoT service developers
and providers. For example, Cirillo et al. [91] proposed a method that can be shared and
reused by smart city service developers through building applications composed of
atomic service modules in smart city IoT services development, thus allowing expertise
and know‐how to be used cooperatively. Low et al. [90] proposed a digital marketing
technology acceptance model that includes smartness indicators to enable the property
development sectors to better facilitate the adoption of digital technologies. Therefore, in
future studies, the possibility of IoT service developers and providers investigating key
performance indicators they can build and components they can use to implement IoT
services, while enhancing personalization and privacy protection, can be considered.
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Appendix A
Table A1. Measurement of variables.

Variable

Items
References
I largely buy innovative products (services) that satisfy my analytical mind.
I tend to make purchases instantly when I find innovative products that need a
COI2
[20]
lot of thinking and are intellectually challenging.
COI3
I mainly buy a new product that makes me think logically.
COI1

Cognitive
Innovativeness

Sustainability 2021, 131, 679

I am an intellectual thinker who buys a new product because it is likely to set
and stimulate my brain to work.
If a new time‐saving product (service) is launched, I am going to buy (use) it
FUI1
right away.
If a new product affords me more comfort than my current product, I would
FUI2
not hesitate to buy (use) it.
FUI3
If a new product is more functional, I tend to buy (use) it.
If I find a new product of a more convenient size, I am very inclined to buy
FUI4
(use) it.
If a new product makes my work easier, I want to buy (use) it as much as possi‐
FUI5
ble.
HEI1
Using a novel product (service) gives me a sense of enjoyment.
HEI2
Getting a new product gives me a good feeling.
HEI3
Acquiring a new product makes me happier.
HEI4
Discovering novelties makes me playful and cheerful.
SOI1
I like to use innovative products (services) that impress others.
I like to use a new product that distinguishes me from others who do not own
SOI2
it.
SOI3
I prefer to try new products with which I can present myself to others.
SOI4
I like to outdo others by buying new products that my friends do not have.
I deliberately buy novelties that are visible to others and that command respect
SOI5
or recognition from others.
PPI1
I have suffered direct or indirect damage from improper privacy breaches.
I have frequently heard or read news reports and articles about the abuse and
PPI2
damage of personal information collected online.
PPI3
I experienced leakage of my personal information.
I experienced a company using my personal information without my permis‐
PPI4
sion.
PER1 IoT services can provide me with personalized services tailored to my context.
IoT services can provide me with more relevant information that meets my
PER2
preferences and personal interests.
IoT services can provide me with the type of information and services that I
PER3
might like and need.
IoT service providers can understand my personal consumption patterns and
PER4
provide services tailored to me.
IoT services can provide me with what I want by collecting information about
PER5
me.
IoT services can provide me with services that understand and meet my per‐
PER6
sonal needs.
PER7 IoT services can provide me with individual services tailored to my lifestyle.
I am concerned that using IoT services would cause me to lose control over the
IPC1
privacy of my information.
I am afraid that my personal information provided for use by IoT services could
IPC2
be abused.
I am concerned that my personal information provided for using IoT services
IPC3
will be used for purposes other than the original.
When using IoT services, I am worried that my personal information will be
IPC4
shared with other companies without any notice to me.
I am afraid that my personal information will be leaked to unauthorized third
IPC5
parties without my consent.

24 of 28

COI4

Functional
Innovativeness

Hedonic
Innovativeness

Social
Innovativeness

Previous Privacy
Invasion Experi‐
ence

Personalization
of IoT Services

Information Pri‐
vacy
Concerns of IoT
Services

[12,70]

[12,77]

[30,70]
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IPC6
IPC7
INT1
Intention to Use INT2
IoT Services
INT3
INT4

25 of 28

I am concerned that my personal information to IoT services may be used in an
unexpected way.
When using IoT services, collecting too much personal information about me is
a concern.
I am willing to use IoT services.
I will use IoT services in the future.
I plan to use IoT services.
I will use IoT service without stopping it in the future.

[78]
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