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Abstract: Insights in the field of cybersecurity economics empower decision makers to make informed
decisions that improve their evaluation and management of situations that may lead to catastrophic
consequences and threaten the sustainability of digital ecosystems. By drawing on these insights,
cybersecurity practitioners have been able to respond to many complex problems that have emerged
within the context of cybersecurity over the last two decades. The academic field of cybersecurity
economics is highly interdisciplinary since it combines core findings and tools from disciplines such
as sociology, psychology, law, political science, and computer science. This study aims to develop
an extensive and consistent survey based on a literature review and publicly available reports. This
review contributes by aggregating the available knowledge from 28 studies, out of a collection of
628 scholarly articles, to answer five specific research questions. The focus is how identified topics
have been conceptualized and studied variously. This review shows that most of the cybersecurity
economics models are transitioning from unrealistic, unverifiable, or highly simplified fundamental
premises toward dynamic, stochastic, and generalizable models.

Keywords: cybersecurity economics; economics of information security; complex systems; socio-
technical systems; meta-narrative literature review; sustainable digital ecosystems

1. Introduction

At the time of conducting this research, the world is being shaken by an unprecedented
upheaval as the coronavirus pandemic has affected billions of people worldwide. This
large-scale event has not only affected us in the physical dimension but also cyberspace.
Elections, Olympic games, and wars quickly make their way into the cyber world, and
adversaries can take advantage of these global incidents to attack people, organizations,
and governments. These events have given the decision makers in the cybersecurity
domain a pause for reflection. Moreover, the scholars focused on cybersecurity economics
are trying to build a consensus on the need to have secure, sustainable hyper-connected
digital societies through greater awareness, strong multi-stakeholder partnerships, and
deep structural changes in key areas of institutional activities.

The importance of cybersecurity in digital ecosystems has resulted in a large stream
of research that focuses on technical defenses and solutions, such as encryption, intru-
sion prevention systems, and access controls. In addition to the technical defenses, the
sustainability of digital ecosystems is at least as much dependent on the aspects that can
be explained more clearly and convincingly using the language of economics. However,
research focusing on the economic aspects of cybersecurity is at an infant stage, despite
four decades of research activity that was started in 1982 by Courtney [1]. He stated that a
security control should not be implemented if it costs more than tolerating the problem.
He also added that the selection of security controls requires a systematic approach with
full recognition of interdependencies and cost-benefit relationships. The economic implica-

Sustainability 2021, 13, 13677. https:/ /doi.org/10.3390/su132413677

https:/ /www.mdpi.com/journal/sustainability


https://www.mdpi.com/journal/sustainability
https://www.mdpi.com
https://orcid.org/0000-0003-2804-4630
https://orcid.org/0000-0003-3601-8387
https://orcid.org/0000-0002-4911-4311
https://doi.org/10.3390/su132413677
https://doi.org/10.3390/su132413677
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.3390/su132413677
https://www.mdpi.com/journal/sustainability
https://www.mdpi.com/article/10.3390/su132413677?type=check_update&version=1

Sustainability 2021, 13, 13677

2 of 28

tions of decisions made in the context of cybersecurity are influenced by the presence of
reinforcing features, such as complexity, deep uncertainty, and non-ergodicity.

The economic models with a neoclassical theoretical basis were among the most often
used tools in the early stages of cybersecurity economics research. This school of thought
imposes a set of assumptions on economics models, including rationality, representative
agents, constant returns to scale, and cleared markets in the long-term [2]. However, as the
maturity of the field increases, cybersecurity economics literature revealed models which
are characterized by dynamic (i.e., accounting time), stochastic (i.e., representing random
behavior of agents), and generalizable (i.e., describing the entire ecosystem) features. These
models attempt to avoid the oversimplifying assumptions such as homogeneous agents,
rationality, and optimizing behavior. Hence, they introduce additional variables to consider
bounded rationality, uncertainty, or imperfect information. While a detailed discussion
of this school and other schools is beyond this article’s scope, we will discuss briefly how
they have been applied for cybersecurity economics in Section 3.

This study provides a meta-narrative literature review of existing cybersecurity eco-
nomics models applicable for cybersecurity investments, information sharing, sustainabil-
ity, and cyber insurance. Our overall assessment of the literature is critical. The literature
has succeeded in providing broad and intriguing coverage of the application of economic
analysis to cybersecurity. It presents significant results consistent with complex systems
and suggests the presence of the sorts of heterogeneity and interdependencies across
agents. It also contributes to developing key competencies (e.g., system thinking, adver-
sarial thinking, and anticipatory competencies) to advance security and sustainability in
digital ecosystems. Yet, “The Global Risks Report 2021”, published by the World Eco-
nomic Forum, has categorized cybersecurity failures as clear and present dangers [3]. This
category reveals concerns about lives and livelihoods. Moreover, a report by the Center
for Strategic and International Studies (CSIS), in partnership with McAfee, shows that in
2020, it was initially forecast that the investment in cybersecurity by the organizations
would surpass USD 145 billion [4]. However, despite increasing cybersecurity spending,
the annual cost of cybercrime, globally in 2020, is estimated at USD 1 trillion [4], and data
breaches continue to proliferate [5]. Now, the question that arises here is whether these
models have been effective in developing secure and sustainable digital ecosystems.

These numbers cast doubt over these models’ effectiveness, particularly when they
compare it with other areas of business investment and performance improvement. For
example, the proposed models for cybersecurity investment, as one of the core issues in cy-
bersecurity economics, mainly have limitations such as inaccurate estimates and applying
complexity in real-world situations. Limited scenarios and inconsideration of constraints,
type of organizations, and adversaries’ strategies are common problems of the models that
claim accuracy and simplicity. Therefore, our criticism is not that scholars fail to employ
models according to the assumptions of particular rationality or perfect markets. Rather,
they do not use models adequately and appropriately with respect to the purposefulness
of individual behavior and systems’ complexity. The limitations of the literature are not
surprising given the novelty of cybersecurity economics as an interdisciplinary field. We
believe that this field will experience an exploratory and dialectical empirical develop-
ment. This process is critical for developing economically viable cybersecurity strategies
and policies.

In the form of a literature review, this study critically reflects on the literature to
build a deep understanding of cybersecurity economics and identify seven core issues
that have been subject to analysis under this field. The first contribution of this study is
the provision of different schools of economics employed in cybersecurity. The second
contribution is presenting (1) the topics and challenges that have been investigated under
the perspective of cybersecurity economics, (2) the characteristics of an efficient cyber-
security economic model, and (3) how this field has contributed to providing solutions
to known and unknown problems within the cybersecurity domain. Finally, the third
contribution is to demonstrate how particular research in economic aspects of cybersecurity
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has unfolded over time and shaped the kind of questions being asked and the methods
used to answer them.

The remainder of this paper is organized as follows. In Section 2, we provide a brief
background on the cybersecurity economics. Section 3 presents the theoretical underpin-
nings of cybersecurity economics models and the schools of thought employed to develop
these models. The core issues of cybersecurity economics models are discussed in Section 4.
The research methodology of this review is demonstrated in Section 5. The research ques-
tions are answered in Section 6. Section 7 concludes by summarizing the key findings of
this article and provides insights for future research.

2. Background

The subject of this study is cybersecurity economics. Accordingly, a fundamental issue
it must address is what makes cybersecurity economics a single subject of investigation.
Indeed, cybersecurity and economics each constitute distinct types of investigation, as
reflected in the fact that they have long been studied as two separate disciplines by two
large independent groups of researchers, respectively, information and computer scientists
and economists. Therefore, there might be barriers to understanding how together they
constitute a single field of study. It can be argued that cybersecurity economics should
be understood as an interdisciplinary field of study that falls between and combines
cybersecurity and economics. However, this perspective faces the problem that there is
more than one conception of how different disciplines are related.

Cat [6] presented a taxonomy of possible conceptions: interdisciplinary, multidisci-
plinary, cross-disciplinary, and transdisciplinary. The strategy adopted in this review is
closest to the transdisciplinarity (i.e., a synthetic creation that encompasses work from
different disciplines), which treats cybersecurity and economics as two different relatively
independent systems of thinking that interact in a complex socio-technical system. A
complex socio-technical system paradigm takes the interaction of different systems as the
starting point and explains their relative interdependence regarding how they interact in
social and technical settings. This paradigm enables us to capture the transformative effects
that cybersecurity and economics might each have on one another. To develop a more clear
understanding of these effects, this section continues to elaborate on how cybersecurity
started to draw from economics.

The terms cybersecurity and information security are often used interchangeably.
Solms and Niekerk argue that, despite the substantial overlap between cybersecurity and
information security, the two concepts are not equal [7]. They posit that cybersecurity
goes beyond traditional information security boundaries to include protecting information
resources and other assets, including the human and cyber-physical systems. Accord-
ing to this viewpoint, which is also supported by the international standard ISO/IEC
27032:2012(E), in information security, a reference to the human factor usually relates
to humans’ role(s) in the security process. In cybersecurity, however, this factor has an
additional dimension, namely the humans as potential targets of cyber attacks or even the
humans that unknowingly participate in a cyber attack due to lack of awareness.

While ENISA concludes that there does not need to be a definition for cybersecu-
rity [8], we provide a definition to avoid vagueness regarding what cybersecurity entails.
Cybersecurity is basically the name of standard practices that involve the people, processes,
and technologies in an organization, in a group, or stand-alone environments in which the
computers and cyber-physical systems with valuable data are connected to cyberspace.
Cybersecurity deals with the different procedures that create a secure environment by
protecting the assets. According to ISO/IEC 27002, an asset is anything that has value
to an organization [9]. Assets can be categorized into different subtypes based on their
convertibility (current and non-current assets), physical existence (tangible or intangible
assets), and usage (operating or non-operating assets) [10]. Some assets are relation specific.
These assets are the results of one or both parties having made investments to support
a particular relationship [11]. For example, people who work for a specific organization
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and learn skills that are valuable only for that specific organization are considered relation-
specific assets. Assets should be protected from illicit access, use, disclosure, alteration,
destruction, and/or theft, resulting in loss to the organization.

Valuation of these assets and the risks of loss or damage have been controversial topics
in cyber risk management and cybersecurity economics. The valuation methods vary based
on cost [12], market [13], and utility [14] of the assets. With the rapid development of
information technology, digital assets have been recognized as critical parts of organizations.
However, cybersecurity is not limited to digital assets. In the last decade, the increasing
number of cyber attacks against physical assets and critical infrastructures (e.g., Stuxnet,
Industroyer, Triton, etc.) has indicated that cybersecurity can be labeled as a serious cyber
and physical challenge for organizations and governments.

An accurate valuation of assets is central to efficient investment in protecting them,
capital budgeting, and strategic planning. This is why this process is changed if poor
decisions have been and/or are being made. Much of the published research on cybersecu-
rity economics has been focused on the economic valuation of the assets and finding the
optimal security investment level in organizations to protect those assets [15-21]. However,
cybersecurity economics not only is concerned with whether an organization is spending
enough to secure their assets and whether the security budget is spent on the right security
measures and controls [22,23], but is also concerned with how a digital ecosystem and
its operating agents function and behave. Cybersecurity economics covers the regulatory
changes and competitive pressures (e.g., how cybersecurity can be aligned with broader
business processes [24]). It studies how resource allocation by governments and businesses
satisfies the requirements of creating a resilient cyber environment for themselves and other
agents [25]. Furthermore, cybersecurity economics focuses on the efficiency surrounding
the decisions made as a result of incentives and policies that are designed to maximize the
profit and trust within the environment [26].

Currently, there is no consensus on a definition of the term cybersecurity economics.
Multiple studies have created their definitions, most of which are broad. Probably the most
accepted definition for cybersecurity economics is an area concerned with providing maxi-
mum protection of assets at the minimum cost [27,28]. However, Rathod and Hamaéldinen
adopted a wider perspective to the economics of cybersecurity based on strategic, long-
term thinking incorporating economics from the outset [26]. They stated that cybersecurity
economics and analysis provide benchmarks for the economic assessment of national and
international cybersecurity audits and standards. It also provides policy recommendations
to align policies and regulations to ensure trust within a digital environment. Addition-
ally, Ahmed argues that cybersecurity economics addresses the issues of protection of
Information and Communications Technology (ICT) applications designed to facilitate the
economic activities that normally face cybercrimes that cost the companies and countries a
significant amount of money and disturb the economic and financial activities around the
globe, as has been indicated in ICT-based sustainable development [25].

Despite the many different definitions of cybersecurity economics, all of these studies
point out that cybersecurity economic situations are characterized by direct and indirect
interdependencies among the agents involved. Each agent’s behavior affects the available
options of other agents and even the results that they can achieve. Given a particular
situation and different options, which option do agents choose and why? Does the outcome
satisfy them? Does it unintentionally leave other agents worse off while it has been an
optimal decision for some of them? To answer these questions, we would imply that it
is crucial to be aware that cybersecurity economics covers a broader range of situations
than exchanging products and services for money. Rather, this field of study includes
organizations having to decide how to value their assets and scarce resources and adapt
economic theories to practice in complex, uncertain environments.

Cybersecurity economics studies include forces motivating stakeholders to invest in
cybersecurity provision; market structures and regulatory structures; and environmental,
institutional, and distributional consequences of the social decision situation. The studies
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also investigate the cybercrime economics and motivation, tools, and interest of actors in
today’s underground marketplaces. All in all, this paper defines cybersecurity economics
as a field of research that offers a socio-technical perspective on economic aspects of
cybersecurity, such as budgeting, information asymmetry, governance, and types of goods,
to provide sustainable policy recommendations, regulatory options, and practical solutions
that can substantially improve the cybersecurity posture of the interacting agents in the
open socio-technical systems. A socio-technical perspective is essential for understanding
and managing the state of cybersecurity today, as well as how to enhance it moving forward.

3. Theoretical Underpinnings of Cybersecurity Economics Models

Colander defines economics as the study of how human beings coordinate their wants
and desires, given the decision-making mechanisms, social customs, and political realities
of the society [29]. In this definition, the term coordination can mean many things. In our
study of cybersecurity economics, we refer to coordination as the efforts to solve problems
such as:

e Whatis the adequate level of cybersecurity and how much should we spend to provide
this level.

¢ How and for whom to provide cybersecurity.

*  Who needs to pay for interdependent and cascaded risks.

The answers to these questions, under the assumptions that agents have unlimited
resources and complete information, operate in closed systems, and make rational choices,
might be clear and straightforward. However, these assumptions are subject to criticism
since they rely on unrealistic, unverifiable, or highly simplified fundamental premises.
Furthermore, scarcity, incertitude, and ever-changing digital ecosystems make these ques-
tions complicated. Hence, understanding the interrelationships among them is central to
dealing with the problems mentioned above. Scarcity means that the available resources
to satisfy individuals’ desires are too few. For example, organizations are faced with a
shortage of skilled cybersecurity staff. By 2022, the global cybersecurity workforce shortage
is projected to reach upwards of 1.8 million unfilled positions [30].

Moreover, laboratory studies in psychology indicate that attention is also a limited re-
source [31,32]. In given situations, individuals selectively concentrate on some information
while ignoring other perceivable information. These situations embody two main elements:
our desires and the resources to fulfill those desires. In the context of cybersecurity, these
desires are constantly changing, developing, and partially determined by both society
and technological advances. Moreover, the resources and means we employ to fulfill
desires can affect those desires. Hence, the degree of scarcity is continually changing and
subject to incertitude. Sterling introduced the concept of incertitude to distinguish between
uncertainty and risk [33]. According to Figure 1, there are four ways of conceptualizing
incertitude. Risk refers to situations in which there is moderate knowledge about calculat-
ing probabilities for different outcomes. Ambiguity differs from risk in the poorly defined
characterization of outcomes. Further, uncertainty refers to a situation in which outcomes
are known, but there is a poor basis for assigning probabilities to these outcomes. Finally,
ignorance is a situation that combines poor knowledge about both outcomes and likelihood
(i.e., a case of surprises).

Poor
A

Uncertainty Ignorance

Knowledge about
the likelihood

Risk Ambiguity

Moderate Knowledge about the outcome

Figure 1. Types of incertitude. Adapted from [33].
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When faced with scarcity, we need to make decisions. Decisions are made by compar-
ing the costs and benefits of choices. Rational decision makers invest in cybersecurity if
that investment yields a positive return or the marginal cost is less than that of the risk it
eliminates. The proposed cybersecurity investment model by Gordon and Loeb [27], and
introductory sequence of models based on it [34-36], premised a rational approach to man-
aging risks and making decisions. Nevertheless, is this idealized conception also applicable
in real-world situations? Real-world problems require reasoning about distributions over
many different internal (e.g., decision-making mechanism, cognitive processes, emotional
arousal, etc.) and external factors (e.g., business information, operating environment,
available resources, etc.). During the last two decades, various economic models have been
constructed to make inferences within cybersecurity by considering these factors. These
models are based on generalizations and insights, called theories, about the workings
of the cybersecurity market as well as on contextual knowledge about the institutional
structure of the interacting stakeholders [37]. This knowledge is acquired from various
resources such as individuals, groups, institutions, and systems. Figure 2 depicts that,
according to the source of knowledge, economic theories are divided into two branches:
microeconomics and macroeconomics.

Microeconomics is the study of individual choice and how economic forces influence
that choice [29]. However, to analyze the entire economy built up from microeconomics
analysis, everything becomes rather complicated. Therefore, to simplify matters by taking
a different approach, macroeconomics studies the economy as a whole. In highly intercon-
nected digital ecosystems, these two branches are very much interrelated. What happens
in these environments as a whole is based on individual decisions, but individual decisions
are made within an environment and can be understood only within their macro context.
Research by Gartner shows that 60% of organizations are now working with more than
1000 third parties [38]. The increasing reliance on partners, sub-contractors, and suppliers
contributes to the growing complexity of digital ecosystems and requires an understanding
of both micro- and macroeconomics analyses.

Figure 2 shows the particular schools of economic thoughts employed in the cybersecu-
rity economics literature. As the figure shows, some of the schools acquire their knowledge
from different resources. Moreover, the problems that matter when looking at the situations
from a particular school’s perspective are depicted in this figure. It is beyond the scope of
this paper to provide a full explanation of these schools. Yet, it is important we reflect on
them to understand their characteristics.

Individuals Groups Institutions Systems
u
\d Complexity Economics
]
Post-Keynseian Economics
& . (]
m  Behavioral Institutional Economics
Economics
.

Neoclassical
Economics

OH¢|

Evolutionary Economics

Microeconomics Macroeconomics

ECemra\ problems in a particular school
ie Scarcity W Uncertainty ~ ® Change

Figure 2. The required knowledge in cybersecurity economics model acquired from different re-
sources such as individuals, groups, institutions, and systems. Source: compiled by the authors.

Neoclassical economics forms today’s economic mainstream. Organization and alloca-
tion of scarce resources is the central economic problem from the neoclassical perspective.
It implies that efficiency (i.e., the optimal usage of the available resources to maximize
individual utility) is the most relevant evaluation criterion. Econometrics serves as an
analytical tool. Mathematical models are used in the analysis of the economic system. It has
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been argued that rationality, selfishness, and equilibrium are fundamental to neoclassical
economics [39]. These paradigmatic cores have been applied in cybersecurity economics
by employing two different approaches: decision-theoretic and game-theoretic.

The decision-theoretic approach utilizes traditional risk assessment models to analyze
organizations’ spending on cybersecurity. Cavusoglu knows these methods are incomplete
because of the security problem’s strategic nature [40]. Several empirical studies support
that attackers do not randomly select their targets and their attack strategies [41-43]. Hence,
researchers proposed game-theoretic approaches that treat cybersecurity investment as a
game between organizations and attackers [34,40]—or interdependent organizations [44,45].
Aligned with neoclassical economics, the ideal goal of these models is utility maximization.
However, this is not the only goal in cybersecurity. In practice, cybersecurity decision
makers need to seek how they can mitigate cyber risks, balance business needs and cy-
bersecurity requirements, maintain compliance, and ensure cultural fit [46]. Moreover,
the benefits and costs cannot be reliably calculated for cybersecurity since the value of
cybersecurity investment comes from the avoidance of potential incidents and the loss
reduction from an investment [47,48].

Considering that utility maximization is not the only goal in cybersecurity, neoclassi-
cal economics systematically neglects the complexity of our problems and our bounded
set of fundamental capabilities, such as rationality, farsightedness, and influence. These
limitations are addressed in other economics schools such as behavioral economics, evo-
lutionary economics, and complexity economics. Behavioral economics takes up some of
the neoclassical economics critiques by focusing on which decisions are made and what
motivations lead to particular actions (in general, observable behavior of humans). In
behavioral economics, the findings from psychology, social sciences, neuroscience, and
cognitive sciences are transferred to the economic discipline to improve the reliability and
precision of explaining human decisions and behaviors [49]. The research on behavioral
economics suggests that individuals deviate from the standard model in three respects:
nonstandard preferences (time preferences, risk preferences, and social preferences), nonstan-
dard beliefs (overconfidence, the law of small numbers, and projection bias), and nonstandard
decision making (framing, limited attention, menu effects, persuasion and social pressure,
and emotions) [31].

For example, consider the utility function as a standard model. Individual i at time
t = 0 maximizes expected utility subject to a probability distribution p(s) of the states of
the world s € S: .

max Y 6" Y p(s))U(xf]sy). (1)

xfEXi t=0 ;€5

The utility function U(x|s) is defined over the payoff x! of player i and future utility
is discounted with a (time-consistent) discount factor §. DellaVigna discusses how this
function can be deviated from its main hypotheses [31]. The research on nonstandard
preferences, beliefs, and decision making constitutes the bulk of the empirical research
in psychology and economics. However, some of these topics are relatively new to the
field of cybersecurity, and thus there is much that future work can explore. For instance,
the results of a study by Kianpour et al. suggest that social preferences have moderating
effect on the decision making under cyber risks and uncertainty [37]. With respect to the
social preferences, the utility function is U (x;, x_;|s), meaning that it also depends on the
payoff of others x_;. Risk preferences, on the other hand, have been studied more by
the researchers under the topics of loss aversion [50,51], insurance [52-54], willingness to
pay [55-57], and endowment effect [58,59].

As DellaVigna explains, the standard model in (1) assumes that individuals are nor-
mally correct about the distribution of the states p(s;). However, experiments suggest
that they have systematically incorrect beliefs in three ways: overconfidence, the law of
small numbers, and projection bias. In the context of cybersecurity, the recent reports
show that when it comes to cybersecurity practices, there is general overconfidence among
security professionals and C-levels [60]. NIST defines overconfidence as the tendency for
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stakeholders to be overly optimistic about either the potential benefits of an opportunity
or the ability to handle a threat. Dong et al. discussed how overconfidence is negatively
associated with information security investment and information security performance in
organizations [61].

Nevertheless, incorporating this variable with more complex situations, such as bud-
get constraints and risk interdependencies, could reveal more insights into the role of
overconfidence in cybersecurity provision. As with many of the issues raised in this,
there is limited literature on projection bias and the law of small numbers and projec-
tion bias. However, these issues concern the part of the decision-making process that
probabilities need to be considered. Therefore, studying the impact of these beliefs can
help us understand why decision makers underestimate cyber risks or underinvest in
cybersecurity solutions.

Given the standard utility U(x|s) and belief p(s), individuals may make nonstandard
decisions. This can be caused by different framing of a situation, the underweighting (or
overweighting) of information because of limited attention, suboptimal heuristics used
for choices out of menu sets, social pressure, and emotions. The framing effect is one of
the many different cognitive biases that we can be susceptible to. Framing strategies (i.e.,
strategies for communicating a complex societal problem in such a way that the main
arguments are clearly understandable and cannot be easily challenged [62]) have been
studied extensively in the context of cyber risk [63—-65] and cyber warfare [66,67]. A situation
that is framed differently may elicit different responses [68]. Bruijn and Janssen described
how evidence-based framing can be used to build cybersecurity awareness. They argue that,
in cybersecurity policymaking, utopian or dystopian views might be counterproductive
and result in complicating the problems [69]. The findings of another study show how
news media framing can generate privacy tradeoffs in exchange for stronger cybersecurity
prevention or economic gains [70]. When high societal risks are perceived through news
media framing, individuals engage in privacy tradeoffs, encouraging them to comply
with intrusive privacy initiatives. Unlike the framing effect, the impact of emotions also
has been addressed in cybersecurity decision making. Blunden et al. investigated two
threat-induced emotions after a cyber attack: fear and anxiety [71]. Their results show that
fearful participants embrace avoidance as their safety behavior, while anxious participants
appeal to surveillance and vigilance.

Moreover, Renaud and Dupuis have presented cybersecurity studies that use fear
appeals [72]. They outline the literature’s limitations and how cybersecurity researchers
can study fear appeal models in field experiments rather than laboratory experiments.
Many other biases are identified in cognitive psychology. However, unlike framing effects
and emotions, other patterns of deviations from standard decision making within the
context of cybersecurity are not well-addressed. With the extension of cybersecurity to
susceptible areas such as military and critical infrastructures, investigating the impacts of
other cognitive biases on people’s decisions must be weighed alongside other topics to
avoid inference and reasoning problems.

As we mentioned earlier, neoclassical economics ignores the complexity of the prob-
lems. Evolutionary economics and complexity economics, on the other hand, use com-
putational and mathematical analysis to explore the complex structures and investigate
how and why the systems change. These schools look at the evolutionary systems, not the
systems continuously in or tending toward equilibrium. This emphasis on the changing
nature of the systems appears to be the crucial feature within the context of cybersecurity.
Cybersecurity is no longer a barrier to change [73]. Instead, it is considered as a business
enabler or an influencer [74]. Consequently, topics including structural and technological
changes, innovation processes, and capabilities development could be used in this domain
to explain both change and stability. It should be noted that neoclassical economics can
also incorporate dynamic elements such as path dependencies [75]. However, evolutionary
economics deals with uncertainty and change in addition to the optimal usage of scarce
resources to satisfy individual needs. Therefore, both knowledge and individuals are
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considered crucial phenomena. Methodologically, evolutionary economics assumes that
agents’ interaction leads to the formation of new entities and causes of a phenomenon
known as emergence. These entities” characteristics cannot be reduced to the individual
level, and the performance of the system is determined by the practical level of available
knowledge shared among the individuals.

Shiozawa has identified a non-exclusive and non-comprehensive list of seven eco-
nomic entities being subject to evolutionary changes: economic behavior, commodities,
technology, institutions, organizations, systems, and knowledge [76]. While a decision of
an individual can change economic behavior, institutions require broad social support to
change. For example, the internet is a new system that has quickly become an institution.
The present form of this system evolves autonomously, and no one can completely control
it, albeit its basic concepts are the results of human design. This category shows that
evolutionary economics is compatible with other schools of thought such as behavioral
economics, institutional economics, and complexity economics. However, they are different
in their perspective, fundamental assumptions, independence of context, etc.

These schools, known as Heterodox economics, have been applied within the context
of cybersecurity using different methods such as evolutionary game theory, behavioral
game theory, simulation, agent-based modeling, and system dynamics modeling. Different
works have relied on the certain concepts of these schools to provide detailed descrip-
tions and arguments grounded in economics about different aspects of cybersecurity and
cyberspace. For example, drawing from institutional economics, Kuerbis and Badiei pre-
sented a conceptual model to describe the cybersecurity governance landscape based on
three governance structures that are commonly noted in institutional economics: markets,
hierarchies, and networks [77]. Lindsay has also combined concepts from international
relations theory and new institutional economics to understand cyberspace as a complex
global institution with contracts embodied in both software code and human practice [78].
He argues that constitutive inefficiencies (market and regulatory failure) and incomplete
contracts (generative features and unintended flaws) create the vulnerabilities that hackers
exploit and increase the likelihood and magnitude of cyber conflicts.

4. Cybersecurity Economics Models: Core Issues

In 2001, Anderson [79] asserted that providing security of information assets is more
than focusing on technological risks. He added that the management of information
security is a much deeper problem that has to be explained more clearly and convincingly
using the language of economics. Since then, various attempts were made to provide
intelligence for cybersecurity decision makers and assess the cyberspace environment
using economic models. Most of these models use “Security Level” as an aggregated
economic variable to determine the efficiency of the models [80]. However, Bbhme and
Nowey outlined the economic metrics of security, including annual loss expectancy (ALE),
the expected net benefit of investment in information security (ENBIS), the expected benefit
of investment in information security (EBIS), and return on security investment (ROSI).
Some of the models also defined new metrics to cover more details in their proposed models.
For example, References [27,81] defined the security breach probability function, which
maps the monetary value of the investment in security and the probability of incurring a
pre-defined loss. These metrics enable us to compare the proposed solutions to budgeting
problems (e.g., investment, externalities, and insurance). However, budgeting is not the
only core issue of cybersecurity economics. In this section, we highlight issues such as
economic efficiency, interdependent risks, information asymmetry, and governance.

The analysis of investment models and suggestions of new models have attracted
quite a lot of interest in the economics of cybersecurity. The security investment models are
used to determine the optimal level of security investments to reduce security risks in the
organization effectively. This line of research was preceded by Gordon and Loeb, in which
an organization’s optimal amount to invest in cybersecurity activities was studied [27].
They presented the importance of understanding risks involved in the investment in
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cybersecurity in order to assess the expected benefit of the investment. The Gordon and
Loeb model examines how the firm’s optimal level of cybersecurity expenditures varies
with the probability that a cyber attack will be successful in the absence of any cybersecurity
expenditures and the expected loss to the organization if the attack is successful. A number
of researchers have conducted research in order to analyze and extend this model [81-84].
There are also a number of studies that suggested new models to determine the optimal
spending on cybersecurity activities or adoption of new secure technologies (e.g., fog
computing [85]). Table 1 shows our categorization of some of these models, which have
drawn attention by academic and practitioner literature.

Table 1. Cybersecurity investment models.

Approaches Description Works
Game Theory [16,19,86,87]

Microeconomics Behavioral Economics [88,89]
Combinatorial Approach [90]
Return on Security Investment (ROSI) [44,91-93]

Financial Analvsis Net Present Value (NPV) [94,95]

y Internal Rate Return (IRR) [96]

Combinatorial Approach [97]
Decision Theory [17,98]
Risk Management [36,99,100]

Management Approaches Organization Theories [101]
Combinatorial Approach [102]

. . Management and Microeconomics [18,27,35,103]
Combinatorial Approaches Management and Financial Analysis [97]

As this table shows, researchers have employed different approaches to build cyberse-
curity investment models. One of the most popular methods is game theory. Game theory
is a tool to analyze the structure that lies beneath the social interaction, its possibilities
and opportunities, the development paths of interactions, and less likely and more likely
outcomes [104]. The financial analysis utilizes organization’s information from the most
recently available years of accounts. This approach is becoming more popular as the
impact of cyber incidents on equity market volatility across publicly traded corporations
is increasing [105]. For example, a study by Szubartowicz and Schryen indicates that
after fundamental security incidents in a given industry, the stock price will react more
positively to an organization’s announcement of actual cybersecurity investments in com-
parison to announcements of the intention to invest [106]. Overall, they also found that the
lowest abnormal return can be expected when the intention to invest is announced before a
fundamental cybersecurity incident and the highest return when actually investing after a
fundamental cybersecurity incident in the respective industry.

Management approaches in constructing cybersecurity models have drawn increasing
attention because cybersecurity now has a high priority among managers, policymakers,
regulators, and enforcement officials across various sectors. Tisdale knows cybersecurity
is a knowledge management problem due to the amount of data, perishability of data,
technology turnover, and the multitude of stakeholders and information involved [107].
Therefore, methods such as business intelligence [108] and big data analytics [109] can assist
managers to find new solutions to emerging problems in this field. This table also shows
several models that employed combinatorial approaches, both inter- and intra-category.
These approaches allow the models to be flexible and adaptable as they cover more details,
such as interdependent security and human expectations. For example, Reference [102]
leverages the economics models of [27,35] and applies the expected utility theory and the
presented approach in [41] to understand how cybersecurity investments change breach
probabilities and potential loss.

In addition to the investment in cybersecurity, externalities and cyber insurance have
been rapidly developing topics in cybersecurity economics. Anderson and Moor [110] have
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borrowed this term from economics to describe the side effects of security operations and
transactions. Externalities can be positive (e.g., scientific research and development) or
negative (e.g., cybercrimes or security weaknesses). A different set of externalities can be
found when we analyze stakeholders” decisions and operations made within the context of
cybersecurity. Varian proposed a model to examine whether the defense depends on the
sum of the individuals’ efforts, or the minimum effort by the free-riders, or the maximum
effort by some of the defenders [111]. This is an important challenge if cybersecurity is
treated as a public good and poses a problem known as the tragedy of the commons [79].
This category shows that cybersecurity economics includes aspects of leadership, and soci-
etal and corporate culture, and encompasses larger economic and sociopolitical elements
such as national and international security.

Although measuring the effectiveness of the investment in cybersecurity plays a vital
role in decision making, the economics of cybersecurity has other considerable aspects that
we need to investigate as well. Hausken [112] emphasizes the importance for the organiza-
tions to understand how they can make the most efficient outcome of their cybersecurity
strategy planning. This requires a wider perspective towards this issue. Economics of
cybersecurity studies factors that actors perceive as relevant for cybersecurity decisions and
affect actions by individuals, groups, organizations, and governments, in both the cyberse-
curity market’s social and technical components. These factors are externalities [113,114],
information asymmetry [86,99], and alignment of incentives [114,115]. Furthermore, Dacus
and Yannakogeorgos [116] proposed an incentive framework to motivate cybersecurity
stakeholders to devote more effort to secure their environment. They point out that in-
formation asymmetry can cause a moral hazard. Moral hazard arises when cybersecurity
service providers’ priorities do not match the client’s (U.S. Federal Government, in this
case) priorities and their incentives are not aligned.

The economic impact of regulations and policies to increase organizations” invest-
ments in cybersecurity activities is also discussed in [117-119]. Massacci et al. [120]
investigated the optimal way to regulate cybersecurity for critical infrastructure operators.
They presented a cybersecurity economics model to show that operators will eventually
stop investing in cybersecurity, depending on the incentives, and care only about com-
pliance. They compared the effectiveness of rule-based with risk-based regulations on
the incentive for the security investment by employing a game-theoretic model. They
concluded that rules could apply to less security-mature actors and actors above a certain
maturity threshold would be subject to a risk-based regulatory framework. In addition to
investment and policies, we identified seven areas pertaining to cybersecurity economics
which have been subject to analysis and explored under this field. These areas are discussed
in more detail under Research Question 2 in Section 6.

5. Research Methodology

To pursue this paper’s objectives, conceptual, empirical, and analytical articles pub-
lished in cybersecurity economics research were analyzed. Given that cybersecurity eco-
nomics research is a highly interdisciplinary research field, a meta-narrative review ap-
proach is used [121]. Meta-narrative review is one of the new approaches to qualitative
and mixed-method systematic review. This form of review is especially designed for re-
viewing topics that have been conceptualized and studied variously by different groups
of researchers. It can be used to overview a complex topic area, highlighting the relative
strength and limitations of the respective research approaches. This does not mean that we
need to know everything about every discipline we are using.

We begin to understand how different paradigmatic assumptions shape different
disciplines and perspectives we are drawing on. This adaptation enables us to conduct an
inquiry-driven literature review rather than discipline driven. It means that the scope is
defined by the need of the subject matter, not determined and guided by the parameter
of the discipline [122]. Unlike other literature review methods, such as realist reviews,
meta-narrative reviews are primarily concerned with how issues were researched rather
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than synthesizing the findings and so can be considered a form of multi-level configuring
mapping rather than synthesis of research findings [123].

The review starts by developing five research questions that the study sets out to
answer. Table 2 shows the identified research questions. A set of search terms are selected
from these research questions. We then use the different combinations of these search
terms to find relevant studies in academic databases. The focus is not to cover every article
published on the topic, but rather to provide a review of different studies which enable us
to answer the questions in Table 2. Therefore, we applied inclusion, exclusion, and quality
assessment criteria on the identified studies and shortlist the most relevant studies. These
studies are referred to as selected studies. They are a combination of early articles (when
the concept of cybersecurity economics first appeared), the most cited articles, and more
recent articles.

Table 2. Research questions.

RQ1 What are the characteristics of an efficient cybersecurity economic model?

RQ2 What challenges have been addressed by proposing the existing economic models?

RQ3 What are the main issues faced by the current cybersecurity economic models?
What data is needed to reliably assess the performance of a cybersecurity economic

RQ4 model?

How has cybersecurity economics contributed to providing solutions for known and

RQ5 unknown problems within the cybersecurity domain?

As discussed in Section 2, there are controversial arguments in the literature regarding
the definitions of “cybersecurity” and “information security”. Consequently, we decided
to use both keywords as the primary search terms. For the secondary terms, we used
keywords such as model, theories, and analysis. Finally, we constructed the search string
using “AND” and “OR” Boolean operators to link the search terms. Table 3 shows the list
of primary and secondary search terms and the search string. We used the search string
to look for relevant studies in five databases, presented in Table 4. Although we did not
specify a time range for the search, the oldest finding based on this search string is the
Gordon and Loeb model [27] published in 2002 (ACM Library). According to Scopus, this
article has been cited by 660 documents, which is the highest number of citations in the list
of our findings. Moreover, based on Google Scholar, this article has the highest number
of citations (1563 up to date of search) in the field of cybersecurity economics. After the
Gordon and Loeb model, “Why information security is hard-an economic perspective” by
Ross Anderson [79] has acquired the highest number of citations (Scopus: 357, Google
Scholar: 1096) in the field of cybersecurity economics.

Table 4 shows the number of findings using our search string in academic databases.
We found that many of the studies were indexed by more than one database. Therefore, to
avoid duplicates, we screened the results manually and removed the 73 identical results.

Study Selection

We selected the studies in two phases. In the first phase, we excluded according to the
criteria presented in Table 5. Our study is not a Multivocal Literature Review (MLR). MLR
is a form of a systematic literature review which includes the grey literature (e.g., blog posts,
videos, and white papers) in addition to the published (formal) literature (e.g., journal and
conference papers) [124]. After exclusion of the results, 385 studies were selected. Then,
we applied the inclusion criteria (see Table 6) to identify the most relevant studies to our
research questions. A total of 62 studies passed our inclusion criteria. In the second phase,
we applied the quality assessment listed in Table 7 to the studies identified in the first
phase. After this assessment, 28 studies were selected.
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Table 3. Search terms.

Criteria Description

cybersecurity economics, information security economics, economics of
cybersecurity, economics of information security, cybersecurity investment,
cybersecurity spending

Primary Search
Terms

?econdary Search model, theories, framework, analysis

erms

(“cybersecurity economics” OR “information security economics” OR
“economics of cybersecurity” OR “economics of information security” OR
“cybersecurity investment” OR “cybersecurity spending”) AND (“model”

OR “theories” OR “framework” OR “analysis”)

Search String

Table 4. Search results (date: 27 August 2021).

Database Number of Results
IEEE Xplore 26

SpringerLink 489

ScienceDirect 124

ACM Library 62

Total 701

Total (without duplicates) 628

Table 5. Exclusion criteria (EC).

ID Description

EC1 Short papers, extended abstracts, and studies that do not provide significant new
ideas or insights.

EC2 Gray literature (e.g., blog posts, videos, and white papers).

EC3 Non-English studies.

EC4 The study mainly or exclusively investigates non-economic approaches of

cybersecurity (e.g., purely risk management or loss prevention expenses).

Table 6. Inclusion criteria (IC).

ID Description

The study describes the theoretical function of the employed economic theories and
proposed models.

The study describes the significance of proposed model and provides insights about the
application of the model in prediction and management of novel cybersecurity challenges.
IC3  Research objectives are clearly defined in the study.

1C4 The study proposes a new model or provides details of employing existing economics
models in cybersecurity domain.

The study focuses on cybersecurity domain (i.e., not only information security,
cyber-physical systems security, etc.).

IC1

| (@

IC5

Table 7. Quality assessment criteria (QAC).

ID Description

QAC1  Are the research objectives clearly defined in the study?

QAC2 Does the study propose an artifact, or provide an analysis or extension of an existing
artifact?

QAC3  Is the artifact clearly defined and validated in the study?

QAC4  Is the artifact compared to existing artifacts?

QAC5 Does the study provide insights and implications about the role and importance of the
proposed artifact?

Does the study consider the novel and emerging problems within the context of

QAC6 cybersecurity?




Sustainability 2021, 13, 13677 14 of 28

6. Data Synthesis

In this section, we investigate the selected studies listed in Table 8 to answer the
research questions in Table 2.

Table 8. The list of the selected studies.

ID Title Year

[S01] Institutional influences on information systems security innovations [125] 2012

1S02] Economics of information security investment in the case of concurrent 2013
heterogeneous attacks with budget constraints [18]

1503] A security risk analysis model for information systems: Causal 2014
relationships of risk factors and vulnerability propagation analysis [126]
The impact of information sharing on cybersecurity underinvestment: A

[S04] . . 2015
real options perspective [127]
Decision-making and biases in cybersecurity capability development:

[S05] . . . . 2019
Evidence from a simulation game experiment [128]
Cybersecurity investments in a two-echelon supply chain with third-party

[S06] . . 2020
risk propagation [20]
Economic impacts of rules-versus risk-based cybersecurity regulations for

[S07] e 1 . 2016
critical infrastructure providers [120]

(S08] Modelling Information and Communications Technology Cyber Security 2020
Externalities Spillover Effects on Sustainable Economic Growth [25]
Managing interdependent information security risks: Cyberinsurance,

[S09] . . . . 2013
managed security services, and risk pooling arrangements [129]
Coordination in network security games: A monotone comparative statics

[S10] 2012
approach [83]
A game theory model of cybersecurity investments with information

[S11] 2015
asymmetry [86]

[S12] Competitive cyber-insurance and internet security [130] 2010

[S14] Increasing cybersecurity investments in private sector firms [131] 2015

[S15] Should your firm invest in cyber risk insurance? [132] 2015
Returns to information security investment: Endogenizing the expected

[S16] 2014
loss [133]

[517] Security investment and information sharing under an alternative security 2014
breach probability function [134]

18] The economic cost of publicly announced information security breaches: 2003
empirical evidence from the stock market [135]
Secure or Insure? A Game-Theoretic Analysis of Information Security

[S19] 2008
Games [136]

[513] Allocation of resources to cybersecurity: The effect of misalignment of 2015
interest between managers and investors [137]

[S20] Measuring the cost of cybercrime [138] 2013

[s21] Investment decision on information system security: A scenario 2009
approach [98]

[S22] The economics of cybersecurity: Principles and policy options [113] 2010

[S23] Security decision support challenges in data collection and use [139] 2010

(524] Economic Incentives for Cybersecurity: Using Economics to Design 2013
Technologies Ready for Deployment [140]

[S25] The economics of information security investment [27] 2002

[526] Sharmg information on computer systems security: An economic 2003
analysis [141]

(5271 Robustness of optimal investment decisions in mixed 2020
insurance/investment cyber risk management [100]

[528] Economic model for evaluating the value creation through information 2021

sharing within the cybersecurity information sharing ecosystem [142]

RQ1. What are the characteristics of an efficient cybersecurity economic model?

Economic models are theoretical constructs and conceptual frameworks that aid in the
understanding, illustrating, and/or prediction of human behavior and complex processes.
These models are methodologically used to investigate, theorize, and establish argumenta-
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tive frameworks that represent the real world. The literature of cybersecurity economics
shows that this area is being treated as an interdisciplinary field. Accordingly, the models
proposed in this field draw concepts and techniques from a number of different disciplines,
including organizational studies, complexity science, psychology, computer science, and
sociology. Although each of the disciplines describes an efficient model in its own distinct
way, nevertheless, when examined together, the scholars express efficient cybersecurity
economic models as having five main properties. These properties go beyond the classical
assumptions of rationality, optimization, and dynamic consistency. We believe that such
assumptions are better considered as hypotheses that should be tested or conjectures that
should be proved, and not fundamental characteristics of efficient economic models.

¢ Simplicity: The principle of simplicity has been largely accepted in science and it has
been applied in different fields including economics. In the scientific methods, simple
or parsimonious models prevent the researchers from manipulating the model so
that it overfits the available facts by relying on relatively few special assumptions.
Overfitting is a modeling error that occurs when a model works well in a given situa-
tion but fails to make accurate and reliable out-of-sample predictions. For example,
[S01] incorporates a large set of qualitative biases. This model is non-parsimonious
since the selective combination of those biases enables the researcher to adjust the
model so that it can explain almost any pattern of observations. Likewise, complex
budget constraints in [S02], makes the model relatively non-parsimonious. It can be
argued that more flexible models enable the researchers to combine many elements
and factors in the real world. However, this produces a false impression that the model
has real explanatory power whereas it just makes it easy to explain in-sample data.

¢ Generalizability: If the results of a model are broadly applicable to a wide range of
settings, the model is said to have good generalizability. The generalizability of a
model’s results depends on the researcher’s ability to separate the “relevant” from the
“irrelevant” facts of the study, and then carry forward a judgment about the relevant
facts [143]. This would be easy if we always knew what might eventually turn out to be
relevant. For example, uncertainty and complexity of the problems in [S02] and [S03]
have caused to propose models with poor generalizability. As we mentioned earlier,
agents make intertemporal choices within the context of cybersecurity economics.
Therefore, a generalizable model of intertemporal choice (e.g., [S10]) could be used to
study decisions with consequences that occur in the near-term and long-term future.
Studies such as [S19], [S20], and [S21] attempted to propose generalizable models to
unveil important patterns in systems’ behavior.

¢  Empirical verifiability, applicability, and reproducibility: The empirically verifiable
models are consistent with the available data and do not generate predictions that
can be falsified by the data. If the researcher figures out that his model is empirically
verifiable only if a certain effect is not present, then he must specify the domain of
applicability of his model. The models are not intended to have universal applica-
bility. They can be specialized to cases in which the arguments are evaluated. For
example, models with homogeneous agents (e.g., [S12]) do not provide an ideal test
for real-word settings that agents are characterized by their own culture, structure,
machines, and methods. However, as argued in [S23] and [S24], the researchers
have restricted their model to situations in which this effect is absent by stating the
domain assumptions.

¢  Predictive precision: High predictive precision is desirable to facilitate model evalua-
tion. This characteristic refers to how close the model’s predictions are to the observed
values. For example, [S07] allows a prospective test of theoretical understanding to
generate testable predictions in changes that could occur in regulatory systems, de-
pending on the combination of operators’ incentives. Models with predictive precision
are useful tools for decision makers who are trying to forecast future events or the
consequences of new policies [144].
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Tractability: The degree to which a model admits convenient analysis and demands
time, or other computational resources, with increasing its input size, is captured by
tractability of a model. For example, [S11] is easy to implement and is manageable
for more complex problems. However, [S14] and [S09] have not been able to provide
a feasible solution. Consequently, they ignored the interaction among the agents in
their proposed models to avoid an intractable problem.

RQ2. What challenges have been addressed by proposing the existing economic models?

Based on the selected studies, we identified issues and challenges that have been

addressed and discussed by the literature of cybersecurity economics. We have classified
these challenges into five categories. We acknowledge that this list is not exhaustive.
However, it covers the most important problems that have been tackled or are yet to
be studied in depth (e.g., rent-seeking behavior and lock-in). We discussed several of
these challenges, such as investment and policies, as the main core issues of cybersecurity
economics, in Section 4. Here, we outline the rest of issues that have received wide attention
as well.

Budgeting is an integral part of running any business efficiently and effectively. A
budget is an estimation of revenue and expenses over a specified future period of time,
and it can be made for a person, a group of people, a business, or a government. The
budget development process plays a vital role in setting goals, measuring outcomes,
and planning for contingencies.

—  Investment is a part of an overall budget development and expenditure manage-
ment processes. Finding optimal investment strategies to balance cybersecurity
risks and spending in security measures and controls has been a topic of major
importance in cybersecurity economics.

—  Externalities or spillover effects occur when the benefits or costs of providing
cybersecurity are not fully reflected in the budget development process. Over-
coming externalities, both from public and private sectors, is important to avoid
future budget deficiencies. Regulation is considered the most common solution
to offset the effects of externalities [114].

- Insurance is a contract in which an agent receives financial protection against
losses from an insurance company. Insurance policies are used to hedge against
the cybersecurity risks and cover the business’ liabilities in the event of a cyber
attack. By increasing the severity of financial consequences of cyber attacks, more
businesses are turning to cybersecurity insurances. The literature of cyberse-
curity insurance has been focusing on determining how much cyber insurance
businesses need to help insurers to understand the demand [145]. Moreover,
uncertainty of outcomes, reinsurance (i.e., insurers lay off the risk to another
capital source), and scale are problems that would suggest an increase in prices,
hardening risk transfer, and influx of capital [S27].

Economic efficiency, depending on the context, has various definitions in economics.
For the sake of this review, we define economic efficiency as a situation in which no
agent can make more profit without making at least one agent loss thereof.

- Misallocation of resources indicates a state in which all resources are not allocated to
serve each agent in the best way possible. The models that address this challenge
are built based on the scarcity hypothesis. This hypothesis is the original source of
methods such as the zero-sum games, comparative advantages, marginal returns,
and time discount.

—  The type of goods that cybersecurity would treat would significantly influence the
overall structures and success of cybersecurity economic models. According to
Samuelson, there are four types of economics goods: private, common, club, and
public goods [146]. The controversial arguments on how cybersecurity should
be treated based on Samuelson’s typology started in the last two decades [147].
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Any of these types raise issues that might result in reduced economic efficiency
through misallocation of resources, inefficient cybersecurity provision, and po-
tential national and international insecurity. For example, attempts at managing
free-riding problem ([S19]) and rent-seeking behavior is at the center of models
that consider cybersecurity as a public good [148].

Interdependent risks are common in today’s hyper-connected world. The risks faced
by any one agent depend not only on its choices but also on those of all others with
which it is directly or indirectly interacting.

—  Network effects are phenomena whereby increased numbers of people or partic-
ipants improve the value of a good or service. Positive and negative network
effects have been extensively studied within the context of software security
economics [149].

—  Lock-in effects refer to situations in which users are dependent on a single vendor
or supplier for a specific service or product and cannot move to another ven-
dor without substantial costs. Recently, companies (e.g., Apple and Microsoft)
increase their lock-in through security mechanisms. This phenomenon can be
investigated in terms of control, governance, and dominance of organizations or
groups such as Trusted Computing Group within the security value chain.

- Supply chains risks associated with digital transformation of supply chains globally
are increasingly becoming part of the enterprise risk listing and supply chain
management. Modeling the target system, identifying threats, and analyzing
countermeasures are three main issues that require systematic studies and socio-
technical analyses to mitigate this type of risk [150].

Information asymmetry deals with the situation where one party possesses more
information than the other party. A lack of equal information results in adverse
selection and moral hazards. All of these economic weaknesses have the potential
to lead to market failure. Moral hazard is a situation where there is a tendency to
take undue risks because the costs are not borne by the party taking the risk. Our
tendency toward technological ubiquity, the unclear relationships between technology
manufacturer and user, the inherent complexity of technology, and the network effects
inherent to connected technologies are some of the factors that help this failure [151].
Governance effectively coordinates the security activities of organizations and enables
the flow of security information and decisions around them. Governance defines
the rules and procedures for decision making. Governance is important because
it specifies the structure and distribution of rights and responsibilities among the
different agents in the system.

- Coordination among different agencies and stakeholders involved in performing
cybersecurity functions and practices, such as response to threats or incidents
and cyber crisis management, has been studied in terms of incentives, costs,
and business alignment. However, there are still problems with regard to eco-
nomic complexity of the coordination procedures and dependable enforcement
of effective measures.

—  Cybersecurity Policies, Regulations, and Rules (PRR) are the areas that have involved
public and private sectors in many forms of self- and co-regulations since the
emergence of the internet. In this regard, the dominated notion is that cybersecu-
rity policymaking and regulations require multifaceted strategies and recognition
of the significant role that economic analysis plays to determine the actual need
or effectiveness of these regulations [152].

Cybercrimes are global and have strong externalities. Many academic studies and
industrial documents examine the costs and losses caused by cybercrime. Some works
estimate the overall costs, others evaluate the costs of individual countries, while
industrial documents even measure losses of certain organizations regardless of or
considering their size and technological development. For example, [S20] is one of the
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first studies of measuring the costs of cybercrime. The authors continued this work
seven years later to report major changes that significantly influenced the results of
the original study [153].

*  Sustainability of cybersecurity providers and services is increased by better formula-
tion of business strategies and policies. For example, [S28] discusses how, to achieve
sustainability of the digital ecosystems, finding a balance between the values obtained
by the stakeholders is essential. If any of the stakeholders do not gain sufficient
value, the entire ecosystem will collapse. Hence, promoting secure and sustainable
properties is becoming a requirement in both development processes of cybersecurity
products and services [154].

Table 9 shows the main challenges that are addressed by the selected studies. The
diversity of these challenges shows that cybersecurity economics is not limited to the
financial and budgeting issues, but it also covers politics, coordination, and other organiza-
tional topics.

Table 9. The main challenges addressed by the selected studies.

ID Challenges

[S01] Economic Efficiency and Governance
[S02] Investment

[S03] Supply Chain

[S04] Investment and Information Sharing
[S05] Investment

[S06] Supply Chain and Investment

[S07] Policies, Regulations, and Rules (PRR)
[S08] Externalities

[S09] Insurance

[S10] Coordination and Network Effect
[S11] Information Asymmetry

[S12] Moral Hazard

[S13] Misallocation of Resources

[S14] Types of Goods and PRR

[S15] Insurance

[S16] Investment

[S17] Investment and Information Sharing
[S18] Economic Efficiencies

[S19] Types of Goods

[S20] Cybercrime

[S21] Investment

[S22] Policies, Regulations, and Rules (PRR)
[S23] Governance

[S24] Policies, Regulations, and Rules (PRR)
[S25] Investment

[S26] Information Sharing

[S27] Insurance

[S28] Sustainability

RQ3. What are the main issues faced by the current cybersecurity economic models?

Recently developed cybersecurity strategies and policies have recognized that cyber-
security is a continuously evolving phenomenon in a complex socio-technical system in
which multistakeholder governance processes and multilateral approaches are required to
enhance cybersecurity posture in organizations and nations. Despite this understanding,
the field of cybersecurity economics continues to face challenges that limits the applicabil-
ity, effectiveness, and functionality of proposed models and analysis. Here, we highlight
five major challenges that have been pointed out in the literature of cybersecurity economics.
The first challenge that has been extensively recognized in the literature is complexity. If or-
ganizations, societies, and markets are viewed as complex and out-of-equilibrium systems,
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understanding non-linear, adaptive, and evolutionary patterns which emerge from system
dynamics and agents’ behavior in network structures is important for researchers. To
tackle this challenge, the researchers need to reconsider the dominant equilibrium thinking
in their models and shift from focusing on proposing models to optimize and predict
system equilibrium to manage the complexity of cybersecurity better. This has also been
recognized in other areas such as financial market regulations [155], energy [156], and
healthcare policies [157].

The second challenge is that most economic models rest on a number of assumptions
that are not entirely realistic. For example, it is often assumed that the decision makers
are assumed to be rational and to have perfect information. There is growing literature in
economics that shows humans do not have the processing capacity to be perfectly rational,
even if they had perfect and complete information. Therefore, any analysis of the results
and application of the proposed models must consider the inaccuracies that compromises
the model based on these assumption. In addition to the unrealistic assumptions, the model
overlooks issues that are important to the question being studied, such as externalities
and interdependencies. These concepts intertwine with bounded rationality, cognitive
dispositions, and social preferences [37].

The third challenge is the difficulty in measurement and quantification of the psy-
chometric variables, such as the perceived value of cybersecurity, perceived cyber risks,
and willingness to pay/collaborate. When the researchers neglect these variables, their
model cannot provide full explanations or correct predictions of the phenomenon under
study. The lack of reliable instruments to determine the indicators of these latent constructs
contribute to the difficulty in measuring them. Another important challenge is the tension
between rigor and relevance across cybersecurity economics models. The models that are
purely theoretical or expressed mathematically are prone to poor relevance and applica-
bility. The main question here is if a tradeoff must exist between rigor and relevance. If
yes, what is the right balance between rigor and relevance in the study? To answer these
questions, the researchers need to understand the system, identify the significant constructs,
and use scientific methods that promote the systematic uptake of research findings and
other evidence-based practices into routine practice.

Finally, the fifth challenge is the arising problem of parameter identification in con-
struction of models using econometrics. Econometrics is the application of statistical and
mathematical methods using observational and empirical data to develop new theories or
test hypotheses. In all of the preceding sections, we discussed that the behavior, structure
and characteristics of the environment, and the agents that operate within it do have an
influence on the cybersecurity posture of the system as a whole. However, the situation
is complicated when it comes to empirically testing such propositions. As Manski has
pointed out, the propensity of agent behavior can vary with the behavior of group (i.e.,
contagious effects) or with exogenous characteristics of the group (i.e., contextual effects).
It also can be similar to the group as they face a similar institutional environment (i.e.,
correlated effects).

To give an example, suppose that we observe an increase in the cybersecurity spending
of three aluminum companies (Norsk Hydro in Norway, Kaiser Aluminum in America,
and Hindalco in India) in 2020. A natural inference would be that they raised their
investment due to the perceived cyber risk after the cyber attack against Norsk Hydro in
2019. However, on careful investigation, we find Kaiser Aluminum raised its investment
due to the adoption of new information technology systems [158] and Hindalco due to
the huge investment in capacity building after unveiling major capacity expansion plans
in UltraTech (another subsidiary of the Aditya Birla Group). The question then is how
these two possibilities can be distinguished. If you want to determine the importance of
network effect in this example, what is most lacking is dependable empirical evidence and
observational data.
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RQ4. What data is needed to reliably assess the performance of a cybersecurity eco-
nomic model?

Adequate data are critical in verification, validation, and assessment of the proposed
economic models. The models often assist the researchers in considering what kind of data
is useful to provide a foundation for investigations and explorations. As we discussed
in the RQ2, cybersecurity economic models are developed with respect to a particular
phenomenon or class of phenomena (e.g., budgeting, regulations, economic efficiency, etc.).
To explain the phenomenon and test the models” key implications, the researchers use
different types of data. The selection of type might be justifiable with regard to the research
questions, scientific method, and availability. In this review, we identify five data types
that were used in the studies:

e  Observational data are captured through observation of agent’s and system’s behavior
and their interactions in the real world. It is collected using methods such as observa-
tion by human or artificial sensors and open-end surveys. Since observational data
are captured in real-time, the reproducibility of data would be difficult or, in some
cases, impossible. [S03] has used observational data to assess the performance of the
proposed model.

¢  Empirical data are also collected by means of senses and observation of behavior
and patterns. However, this process is through experiments. Within the experiments,
the experimenter can either control the conditions or not. Whereas the collected
data from controlled and uncontrolled experiments can be qualitatively similar, their
quantitative differences could be significant. Empirical data are captured when the
conditions are not controlled, and they will be recorded along with the results. This
type of data is often reproducible. Studies [S01], [S05], [S08], and [S14] have used
empirical data to validate and assess the performance of their proposed models.

¢ Simulation data are generated by imitating the operation of agents in a real-world
process or systems over time using computer-aided modeling and simulations. This
type of data is suitable for theoretical verification and testing any combination of
parameters in the model. Studies [S02], [S06], and [S28] use simulation data for the
purpose of their research.

*  Derived data use existing data, often from different data sets, to generate new data
through transformation by arithmetic/mathematical formula and aggregation. Com-
piled databases or data derived from the game theoretical analyses are good examples
of this data type. Studies [S09], [S10], [S11], [S12], and [S13] have used derived data to
assess the performance of their proposed models.

*  Projected data are useful in the context of policy evaluations when data do not exist or
are scarce. These data can also be used to validate the results obtained from simulation
of models. [S04] and [S07] are the two studies that have used projected data to show
the insights of their proposed models.

However, there are several challenges along the way. Data are expensive to collect,
difficult to harmonize, and, sometimes, difficult to realize if they are relevant to a specific
model [159]. Furthermore, considering the fact that digital technologies and business
processes are fast changing, data tend to become outdated and must be refreshed and
improved. This delineates a necessary revision of the way we collect, use, communicate,
and share data. Various biases such as selection bias [e.g., S01], publication bias, reporting
bias, confirmation bias [e.g., S08], and funding bias might also be introduced in these
processes. Therefore, data plays an increasingly significant role in answering the crucial
question of the determinants of success or failure of economics models. UK Data Archive
suggests a guide [160] to managing and sharing research data that can be useful in fields
such as cybersecurity economics.



Sustainability 2021, 13, 13677

21 of 28

RQ5. How has cybersecurity economics contributed to providing solutions for known
and unknown problems within the cybersecurity domain?

Our literature review shows that cybersecurity economics has had both descriptive and
prescriptive roles. In its descriptive role, cybersecurity economics not only explains how
various economic forces affect the cybersecurity posture of an organization or state but also
predicts the consequences of the decisions made by it. In its prescriptive role, however,
cybersecurity economics prescribes the rules, regulations, and policies for the improvement of
decision making by organizations or governments so that they can achieve their objectives
efficiently. However, as Colander states [29], to know whether you can apply economic
theories to real-world settings, you must know about economic institutions, and cybersecurity
is not an exception. Organizations, governments, and cultural norms are all examples of
institutions that have social, political, and regulatory dimensions which all can impact on the
sustainability of cybersecurity in those institutions. Therefore, it is important to understand the
institutions to gain insight on how economic theories function. It also helps both researchers
and practitioners who employ the proposed models account for the differences between the
ways that models work in reality and throughout their experiments.

Since the inception of the field in 2000, the general acceptance of cybersecurity eco-
nomics as a competent approach to tackle the challenges that were highlighted in RQ2
is increasing. A wide range of socio-technical artifacts such as decision support systems,
modeling and simulation tools, governance strategies, evaluation methods, and change
interventions have been constructed in this field of research. Understanding and position-
ing the knowledge contribution of the research projects in this field is necessary to employ
their findings in the day-to-day routines and the longer-term direction of the agents. As
Marc and Smith stated, “real problems must be properly conceptualized and represented,
and appropriate techniques for their solution must be constructed” [161]. Our review
reveals that this has been achieved by combining practical knowledge and scientific rigor.
On the whole, to answer this question, we used the Design Science Research Knowledge
Contribution Framework to classify the theoretical and empirical contributions of the
selected studies based on their research problems and proposed solutions.

As depicted in Figure 3, most of the proposed solutions in the selected studies result in
improvement or exaptation of the artifacts. These types of research is also common in infor-
mation system studies, where new problems emerge with the changes in digital ecosystem.
The key challenges in these two quadrant is to clearly demonstrate the improvement and
exaptation properly advance the existing knowledge.

Figure 3. Classification of selected studies based on DSR Knowledge Contribution Framework.
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7. Conclusions

Interweaving dimensions of theory and practice, this paper reflected on some of
the issues in the research on cybersecurity economics, emphasizing, in particular, the
constructive and complexity aspects of the field. Moreover, the paper analyzes different
cybersecurity economics models described in the scientific literature and identifies the
relevant properties to cybersecurity economics. To this end, we conducted a transdisci-
plinary meta-narrative literature review in which we identified 628 articles on cybersecurity
economics models. Out of these articles, we selected 28 studies based on an exhaustive
selection process. The findings of the review and our observations suggest remarkable,
persistent effects of factors that contribute to sustainable cybersecurity posture in reality.
Drawing on the contributions of many studies, most of which are cited in this survey, this
study provided an overview of the theoretical and empirical sides of the growing literature
on cybersecurity economics.

The literature of cybersecurity economics has covered a broad range of topics from
budgeting to policies and regulation. Both quantitative and qualitative tools have been
used to provide important insights from various research fields and disciplines into this
field. However, complexity science, interdisciplinary knowledge, ethical and moral as-
pects, and the importance of institutions and social rules could be included more explicitly.
Furthermore, more than half of the reviewed studies have extended the known solutions
to new problems (i.e., exaptation). This shows that the maturity of the cybersecurity eco-
nomics field is growing and provides the researchers with more research opportunities.
Furthermore, the empirical evidence shows that the practical implications of the research in
this field can be successfully implemented for sustainable solutions if the researchers elimi-
nate the most pressing anomalies and enhance the maturity of the application domain and
developed solutions. Our paper, “Multi-paradigmatic Approaches in Cybersecurity Eco-
nomics” [162], suggests five core themes to reflect on the further development on paradigm,
methodologies, and hypotheses in which the research on cybersecurity economics has been
based on. These themes are interrelated and shape a multi-paradigmatic structure of the
field. They can also be known as the characteristics of a new approach in cybersecurity
economics. We recommend that researchers strengthen their capabilities of integration of
these characteristics and comparability across models. The latter is important to identify
the strengths and weaknesses of different models and synergies in model advancement by
exploiting the model structure of the different disciplines” knowledge base.

We also argue that the goal of cybersecurity economics is, in addition to the suggested
financial and budgeting tools, to explain and predict the behavior and patterns of the agents
and systems, design institutions, and recommend sustainable policies and regulations.
In the context of cybersecurity, the policymakers are, increasingly, in urgent need of new
short- and long-term planning tools capturing the relevant features of the modern digital
ecosystem, including complexity, uncertainty, bounded rationality, and out-of-equilibrium.
We need further research on exploring new, meaningful, and clear ways to interpret,
compare, and communicate the results and policy insights of the proposed models so that
policymakers and decision makers fully understand the relevance of these findings.

Finally, our review does not investigate some important questions such as: Can
different macro- and microeconomics models be connected to each other and, if so, what
are the benefits of doing so? How could synergies in model building be better exploited?
What are the best approaches to combine and compare the different models to gain a
more comprehensive picture of the practical implications? How and to what extent are
these implications determined by the model structure? These questions warrant further
research and analysis on the topic. Another limitation of this study is excluding grey
literature from the selected studies. While we acknowledge that business reports and
analyses (e.g., publications by Deloitte, PWC, EY, and KPMG) contribute to the maturity of
the cybersecurity economics research significantly, this study covered academic journals
and conference papers. Hence, selecting all the relevant publications is not guaranteed.
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Future studies can expand the study domain to include editorial papers, white papers, and
industrial reports and insights.
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