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Abstract: The formation of a customs administration framework based on the digital economy in the
Eurasian Economic Union (EAEU) requires the application of fundamentally new technologies. The
successful implementation of digital technologies in the information space of the EAEU presupposes
the solution of a number of problems associated with the ensuring the implementation of the concept
of sustainable development of the EEU member states in the new economic reality and transition to a
new paradigm of customs administration based on the digitalization of the processes of regulation of
foreign economic activity. Based on this paradigm, we set the following tasks: to identify trends and
substantiate the need for digitalization of the customs administration mechanism in the Eurasian
Economic Union based on the use of new technologies; to reveal the meaningful features of digital
technologies that are promising for the development of the mechanism of customs administration of
the EAEU; consider the applied aspects of the latest information technologies used in the course of
EAEU customs administration system digitalization; and assess the prospects for their use, analyze
the prospects of organizational, legal and managerial support of this process in the EAEU at the
supranational and national levels. The article concludes that within the framework of the digital
transformation of the EAEU, new opportunities are opening up for the customs regulation framework,
based on the introduction of technologies for analyzing large amounts of data, immersive technologies,
blockchain, the use of innovative methods for obtaining and processing customs information (satellite
tracking, radio frequency identification), and the introduction of artificial intelligence technologies in
customs control processes.

Keywords: big data; Eurasian Economic Union; customs administration; digital transformation; G28;
G38; F02; F15

1. Introduction

The recent years of the development of Eurasian economic integration have been
characterized by contradictory trends. On the one hand, the EAEU is gradually removing
obstacles in the domestic market and liberalizing the service market, launching single
markets for medicines and medical devices, forming an electricity market, establishing
transparent rules for regulating the labor market, and implementing uniform measures
to protect the common market and control cross-border markets. On the other hand,
obvious organizational and regulatory achievements are accompanied by dithering of the
economic basis of the union, a decrease in the rate of economic cooperation, insignificant
achievements in the real sector of the economy and scientific and technical cooperation,
which is of fundamental importance for the progressive provision of economic growth and
the realization of the national interests of the EAEU member states.
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The coronavirus pandemic has shaken the global economic model and created risks
for long-term economic growth associated with reduced demand, reduction and closure of
production capacity, deterioration in the quality of human capital, disruption of production
and technological chains, identified the most vulnerable spots of national economies, and
became a strength test for most integration associations of the world. The introduction
of restrictive measures in many countries of the world due to the coronavirus pandemic
and the economic crisis predetermined the deterioration of the stability of the economic
systems of the EAEU countries, despite the fact that the growth of the EAEU GDP over the
past 5 years was inferior to global economic growth.

According to the estimates of the Eurasian Economic Commission, the GDP of the
EAEU countries in 2020 decreased by 3.0%. The reduction is spotted in all EAEU member
states (Figure 1).
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Figure 1. GDP growth rates of the EAEU member states and around the globe, percentage [1].

Negative external factors also affected other indicators of economic activity in the
EAEU region. At the end of 2020, the industrial production index compared to 2019
amounted to 97.6%, the volume of mutual trade—89.3%, the volume of investments de-
creased by 1.9% (Figure 2).

Gdp
110 -
o L
Mutual trade (export) of S ~., Industry

== EAEU

Foreign trade (export) 79,27I T Agriculture
‘ *98.1
Transport (cargo turnover) Investments

Figure 2. Main economic indicators of the EAEU (in percent by 2019, in comparable prices) [2].

The trade turnover of the EAEU member states with third countries in 2020 decreased
by 20.9%. The growth of exports to third countries in 2020 was noted only in the Kyrgyz
Republic—105.5% (up to USD 1.4 billion). In the rest of the EAEU member states, there
was a decrease in the value of exports: in the Russian Federation, the export growth index
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amounted to 78.6% (USD 304.7 billion), in the Republic of Belarus—81.8% (USD 15 billion),
in the Republic of Kazakhstan—80.2 (USD 41 .4 billion), and in the Republic of Armenia—97.7%
(USD 1.8 billion).

In these conditions, it is necessary to develop flexible mechanisms for targeted assis-
tance to economic development, aimed at the implementation of joint cooperation projects
and their financial support on the basis of the EAEU institutions, and the creation and
development of highly productive sectors of the economy. This requires the completion
of the formation of a single economic space based on digital transformation and a system
of strategic and indicative planning, the development of conceptual approaches to the
formation of mechanisms for equalizing the levels of economic development of the EAEU
member states and ensuring sustainable economic growth, and determination of the list of
priority integration infrastructure projects.

2. Methodology and Related Previous Work

The scientific hypothesis of the study is the assumption that, in the context of the
spread of the coronavirus pandemic, there are significant changes in the economy and new
challenges, expressed in such trends as: the presence of a high dependence of economic de-
velopment on the epidemiological situation, uneven recovery of business activity between
countries, restraint of inclusive recovery of the world economy, a decrease in the quality of
human capital, etc. [3] All this affects the achievement of the UN sustainable development
goals until 2030 and requires a change in the paradigm for the development of Eurasian
economic integration, attracting additional sources of economic growth associated with the
widespread use of digital platforms, and on this basis revising conceptual approaches to
the system of customs administration in the EAEU member states.

Currently, there is a wide range of views in the economic literature regarding the
directions of development of Eurasian economic integration and ensuring sustainable
economic growth, the role of digitalization in this process.

In recent years, a large number of studies have appeared on the strategic directions of
the EAEU development, the transformation of economic models in the countries of the post-
socialist world [4,5], the conjugation of the Eurasian and other integration projects [6-10],
key areas of modernization of economic cooperation [11-13], the development of EAEU
transport corridors [14], and the formation of a unified monetary and financial policy [15].

The digital agenda has recently been implemented within the EAEU. The main strate-
gic document was adopted in 2017; therefore, this area of research is actually at the stage of
formation. In general, research on the impact of the digital agenda on the economic devel-
opment of the EAEU member states, as an independent direction in the academic field, is
in its infancy. Moreover, there are not many works devoted to a comprehensive assessment
of the digital agenda or its place in general integration processes. This is due to the fact that
the agenda has been actively implemented for only three years; not much time has passed
in order to conduct a comprehensive analysis of the results or problems. However, such
studies have already been conducted [16-18], analyzing the implementation of national
digitalization programs, and their relationship with the Eurasian agenda [19-22].

A significant number of publications are available on more specific aspects of the
agenda related to its practical implementation. Thus, special attention to the processes
related to the digital agenda is paid by researchers in the field of foreign trade regulation,
since the most active digitalization processes in the EAEU are taking place in electronic
commerce. To date, the possibilities of forming digital transport corridors and develop-
ing on this basis the transit potential of the EAEU, regulation of cross-border electronic
document flow [23,24] are being widely considered, opportunities for the protection of
intellectual property rights in the EAEU are analyzed as part of the implementation of the
digital agenda, and risks in this area [25].

The studies carried out combine the following key theses on the high role of digital
technologies as an additional source of economic growth and ensuring economic stability,
as well as the EAEU’s potential for the successful development of digital infrastructure.
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At the same time, in the scientific studies available today, insufficient attention is paid to
the customs component of digitalization processes in the EAEU, which determines the
need for such a study and consideration of the following tasks: researching the substantive
characteristics of digital technologies promising for the development of the customs ad-
ministration mechanism, considering their applied aspects, and assessing prospects for use
in the Eurasian Economic Union at the supranational and national levels.

To solve the set tasks, the following methods were used in the work: abstract-logical
and theoretical generalization in order to substantiate the substantive characteristics of the
process in the field of Eurasian integration and improve customs administration; system-
integrated and risk-oriented approaches in the face of new global challenges and economic
uncertainty, which implies the search for effective methods of risk identification, the use of
risk management tools and stress testing as part of digital transformation.

3. Results

The intensive development of integration processes in the world economy is taking
place in close relationship with digitalization processes entering into all areas of economic
activity of states, which in turn has a strong impact on the transformation of the structure
and nature of mutual relations between countries in the field of trade and production. New
sectors of the economy are being formed, innovations are being introduced everywhere,
transaction costs are decreasing, which allows business structures to gain additional com-
petitive advantages, and, within the framework of integration processes, to increase the
speed of trade and expand opportunities for intra and inter-sectoral cooperation. As a
result, most regional integration associations today include digitalization in their strategic
documents as the main trend of future development. The Eurasian Economic Union is
no exception. Within the EAEU, significant progress is currently being noted in many
areas of digital development. There are a number of prerequisites for the development
of such a process, among which we highlight, first of all, the capacity of information
technology in the EAEU countries. This is evidenced by a number of indicators, such as
the digital technology adoption (DIT) index, as well as known rating indicators—the UN
e-government development index, and the information and communication technologies
(ICT) development index. In the ratings presented by the UN among 193 countries of the
world regarding the state of the level of development of electronic government according
to 2020, the EAEU countries were also ranked quite high: Kazakhstan was ranked 29th,
Russia—36th, Belarus, Armenia, and Kyrgyzstan were 40th, 68th, and 83rd., respectively.
According to ICT development index in the countries in the ranking of 176 countries of the
world for 2017, Belarus, Russia, and Kazakhstan were 32nd, 45th, and 52nd, respectively;
Armenia—75th; and Kyrgyzstan only 109th. Russia and Kazakhstan are undoubtedly
leaders in the field introduction and distribution of digital technologies and services in the
EAEU region.

The prospects and relevance of the digital development of the economies of the EAEU
states are reflected in the main areas of implementation of the EAEU Digital Agenda until
2025. The document was adopted at the level of the Eurasian Intergovernmental Council to
study the implementation of the Main Directions—the Procedure for developing initiatives
within the framework of the EAEU digital agenda (Table 1).

The Eurasian Economic Commission formulated the principles of digital moderniza-
tion of economic processes, which should determine the grounds for the formation of a set
of projects and rule-making initiatives in this area:

1. The use of an architectural approach when describing processes within the Union and
agreeing on common processes, projects, and subprojects implemented on the basis
of aggregation of common processes, taking into account all components (glossary,
normative and reference information, catalogs, registers, and mechanisms).

2. Creation of a digital platform based on the integrated information system of the
EAEU, which should provide a comprehensive set of reference entities to ensure the
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functioning and development of digital service platforms in existing and emerging
industries and industries.

3.  Introduction of a system for assessing risks and effectiveness of current and future
general processes, architecture changes.

4.  Introduction of a unified methodology for the development of integration processes
and their components: a unified methodology, requirements, regulations, including
harmonization at the level of EAEU regulatory legal acts, at the level of the member
states (for deep seamless integration, real national plans for digital integration and
transformation, unification of regulatory legal acts, reengineering, organizational
transformations, training, implementation and technical support, and life cycle plan-
ning process).

The goal of implementing the digital agenda is determined by:

e  Formation of new directions of integration cooperation, taking into account the digi-
talization processes in the world economy;

e  Ensuring high-quality and sustainable economic growth of the EAEU member states,
including in order to accelerate the transition to a new technological order and creating
conditions for the industries of the future on the territory of the EAEU.

Table 1. Digital space of the EAEU until 2025 [26].

Digital Space Element Component of an Element

Electronic customs
Electronic commerce
Digital solutions Electronic logistics
Digital finance/fintech
EAEU digital integration platform

Electronic identification services
Digital infrastructure Information Security
Cloud infrastructure and initiatives

The economic effect from the implementation of the digital agenda for the future
until 2025 is estimated at 10.6% of the total expected growth in the total GDP of the EAEU
member states by 2025. Only in the service sector, by removing barriers, it is possible to save
about USD 50 billion, which will significantly increase the volume of export of IT services.
Moreover, the development of digitalization will contribute to the activation of migration
processes, the creation of jobs, affect the increase in labor productivity, quality of services
and, in general, the competitiveness of the Eurasian Union of the EAEU. According to expert
estimates, the EAEU countries will receive the so-called “digital dividends” consisting
in increasing economic growth, migration activity and expanding the working space,
improving the quality of services in various areas, as well as increasing the competitiveness
of the Eurasian region as a whole [27].

As part of the implementation of a single digital agenda, the EAEU member states
have formulated the goals and objectives of digitalization in the field of customs regulation
of foreign economic activity, mainly in the form of strategic documents for the development
of national customs services. The key tasks of the customs component of the digital
agendas of the EAEU member states are the introduction of promising customs technologies
(electronic transit, automatic registration, and release of goods), the introduction of a system
of mandatory labeling of goods. The differences lie in the objects of digital transformation,
depending on the structure of customs authorities, technical equipment of checkpoints, the
state of development of national single window systems, and electronic interdepartmental
interaction [28].

In addition, the guidelines for digitalization are determined by the EAEU Customs
Code, which came into force in 2018. The provisions of the code are based on the initiatives
of the World Customs Organization in the field of information technology and provide
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for the transition to electronic document management in the customs sphere, mandatory
preliminary electronic notification of the arrival of goods in the customs territory of the
EAEU, normatively fix the possibility of implementation by national customs authorities of
technologies for automatic registration and automatic release of goods, and introduction of
single window mechanisms.

With regard to the introduction of electronic declaration in Russia, a new framework
has been built in the period from 2018 to 2020. The number of customs clearance points
has been significantly reduced—to 16 electronic declaration centers instead of more than
600 customs posts that previously processed declarations. As a result of the reform, the
Federal Customs Service created electronic customs offices and subordinate electronic dec-
laration centers (EDCs) in all federal districts; four specialized EDCs by types of transport
(Aviation, Baltic, Novorossiysk, and Vladivostok); two specialized EDCs by types of goods
(Excise and Energy); and two territorial EDCs (Kaliningrad and Moscow regional).

Algorithms for automatic registration and issuance of declarations for goods, which
are currently used by the customs authorities of the EAEU member states, are implemented
directly in the code of the software used to register goods. At the same time, the architectural
solutions built into them do not allow automating some of the technological features of
declaring goods, in particular, ensuring the automatic registration of preliminary customs
declarations. In this regard, a new approach is needed, unified at the level of the Eurasian
Economic Commission and based on the conduct by customs officials only of those checks
on which the information system of the customs authorities cannot make a decision on
their own.

This requires the improvement of algorithms for automatic and automated decision-
making and regulatory and reference information, in particular:

e Format and logical control, eliminating the introduction of declarations for goods
filled in with errors;

Algorithms for automatic distribution of declarations between customs posts;
Algorithms for automatic and automated decision-making in certain areas of check-
ing goods declarations (checking the correctness of classification, country of origin,
customs value of goods, completeness of payment of customs duties, etc.);

e  C(lassifiers, reference, and registry information (in terms of ensuring the possibility of
using methods of semantic analysis of unstructured text data;

e  Creation of software tools that ensure traceability of electronic documents along the
entire technological chain of customs clearance of goods, as well as one-time provision
of information for all types of state control;

e  Ensuring fault tolerance of the software, since when the speed of information process-
ing slows down, technical failures become the reasons for refusing to automatically
perform customs operations and their commission by customs officials.

One of the priority areas of digitalization of customs administration in the EAEU
is the creation of “single window” systems to ensure the submission of information to
authorized bodies and the coordinated development of electronic forms of interaction
between customs, other regulatory bodies and participants in foreign economic activity.
Thus, in the Republic of Kazakhstan, foreign trade participants receive a significant number
of permits in electronic form using the state database “Electronic Licensing”. In the Republic
of Kyrgyzstan, the Center for Foreign Trade “Single Window” was created, the information
system “Tulpar System” was put into operation, which provides electronic submission
of applications by participants in foreign economic activity to state bodies for obtaining
permits. A system of interdepartmental electronic interaction has been introduced and is
actively being developed in Russia

At the same time, the disadvantages of the implemented systems are poor coordination
of participants, lack of communication of the technologies used with international forms,
and standards for the presentation of information. In electronic form, requirements for
the provision of paper documents along with electronic ones, weak interdepartmental
interaction, low interest of participants in foreign economic activity, etc. [29,30].
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The need to intensify work to ensure effective information interaction in the EAEU led
to the approval by the decision of the Eurasian Intergovernmental Council of 30 April 2019
No. 6 of the reference model of the national single window mechanism in the system of
regulation of foreign economic activity, which involves the creation of an ecosystem for
managing foreign economic activity by integrating all data elements from various sources
and data exchange between business entities, state bodies of the EAEU member states
and authorized organizations. The architecture of the reference model provides for the
interface of information systems of state bodies of the EAEU member states and authorized
organizations, including customs, with the integration gateway of the EAEU Unified
Information System through the systems of interdepartmental electronic interaction.

The model includes extensive functionality of national single window systems:

e  For state bodies—performance of state functions and provision of state services in the
field of regulation and control of foreign economic activity (including coordinated
management at the customs border) and tax regulation, use of an interdepartmental
risk management system, use of data, control results, and decisions of state bodies of
the Member States EAEU and third countries;

e  For foreign trade participants—digitalization of providing the necessary data, perform-
ing other legally significant actions, obtaining decisions of state bodies of the Member
States and authorized organizations, the ability to manage the processes of transporta-
tion, warehousing, storage of goods within the supply chain, interaction with banks
and other financial organizations for financial management, the possibility of using
the “Personal Account” service with the functionality of collecting information, and
reporting, archiving, and reusing data [31,32].

The promising digital technologies in the field of customs administration also include
technologies for analyzing big data and using artificial intelligence in customs control
processes. Big data include significant amounts of information with a fairly large variety
of them that could be accumulated and processed by software and become the basis for
introducing elements of artificial intelligence into the planning of the activities of customs
authorities, registration and issuance of customs declarations, identification of objects of
customs control with an increased risk of violation of customs legislation.

In many cases, the interpretation of big data (including partially structured data)
requires the use of artificial intelligence and neural network technologies, which will make
possible adapting to changing conditions as quickly as possible, a universal approximation
of a function of several variables, as well as resistance to errors due to a variety of interneural
connections. The applied nature of these technologies is most evident in the following areas:

— Formation and subsequent analysis of customs statistics of foreign and mutual trade
of the EAEU states;

—  Forecasting budget revenues from the receipt of customs and other payments admin-
istered by customs authorities;

— Analysis of inspection equipment images;

— Revealing the facts of inaccurate classification of goods based on the analysis of
its characteristics;

—  Comparison of declared goods with various restrictive lists and registries.

Real digitalization of the sphere of customs administration of the EAEU is impossible
without the formation of a unified system for the exchange of digital data based on the
technological compatibility of the digital solutions and platforms used. The basis for the
implementation of these processes on the territory of the EAEU should be the formation of
a single space of electronic trust, ensuring the safety and reliability of interstate exchange of
data and electronic documents. The Strategy for the development of a cross-border space
of trust approved by the EEC in the long term until 2024 provides for the provision of
the actual possibility of electronic interaction of individuals and legal entities located in
different states of the Union with each other, as well as with public authorities. It should be
noted that the implementation of the cross-border space of electronic trust, which makes it
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possible to recognize digital signatures and organize electronic document flow within the
EAEU, to provide access for legal entities and individuals to legally significant customs
services both within the EAEU and in third countries, requires a fundamental solution of
the following questions:

— formation of a basic model of threats to the security of information and actions of
violators in data transmission channels between the integrated system and information
systems of international associations and third countries;

— development of a concept for the use of legally significant electronic documents and
services in the interstate information interaction of legal entities of the EAEU member
states with each other and with authorized state bodies;

— development of uniform standards for the formation of electronic documents created
in different countries, and ensuring their compatibility;

— creation of a system for identification and authentication of subjects of electronic
interaction with a high degree of reliability;

— ensuring the protection of electronic documents, taking into account the requirements
of the legislation of the EAEU member states and international treaties.

The formation of an efficiently functioning EAEU customs administration framework
presupposes the need to unify the approaches of the member states to the modernization of
checkpoints based on the principles of the digital agenda. Since 2020, the Federal Customs
Service has begun to implement the concept of an intelligent automobile checkpoint. The
architecture of the model consists of mutually integrated information and technological
elements, optimally built and adapted to the conditions of each checkpoint based on the
existing infrastructure, geographic and social conditions, which will create conditions
for continuous “risk-free” supplies through checkpoints at those sections (stages) where
solutions are implemented that automate the state control process without losing its quality.
At the same time, the disparate approaches of the EAEU member states to the arrangement
of checkpoints may ultimately lead to a rupture of the “external contour” of the system of
customs regulation of foreign economic activity in the EAEU. The objective of increasing
the efficiency of the EAEU customs regulation system requires a clear consolidation of
standards for maximum automation of customs operations using elements of artificial
intelligence, which should be used by all EAEU member states during the reconstruction,
modernization and construction of checkpoints.

Blockchain technology, which underlies cryptocurrencies and decentralized infor-
mation exchange systems, is also important for solving problems and tasks in customs
administration system.

The greatest potential of blockchain technology is predicted in the following areas:

e  Sharing by customs authorities of information about the supply chain of participants
in foreign economic activity to other regulatory authorities through the blockchain, in
particular, tax authorities for tax control purposes;

Programming of the goods tracking system similar to the technology of smart contracts;
Comprehensive analysis of product supply chains to improve the risk management sys-
tem;

e  Verification of certificates of origin of goods and control of the country of origin
of goods.

4. Conclusions and Recommendations

In the Eurasian Economic Union, which faces the global task of shaping the economy
of the future, the transition to the digital economy is seen as a key factor in economic
growth and ensuring economic stability. In recent years, the EAEU has made significant
progress in many areas of digital development. The field of customs administration is at
the forefront of digital transformation, using the latest technologies in machine learning,
robotics and artificial intelligence. The adoption of the EAEU Customs Code laid the legal
basis for activating digitalization processes in the customs sphere, the most important
areas of which were: interaction of customs authorities with foreign economic activity
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participants mainly in electronic form, automation of customs operations, introduction of
“one window” technologies when moving goods across the customs border and interaction
with other regulatory authorities.

The future of the digital breakthrough depends on the ability of regulators to create
favorable conditions for further digital transformation in the EAEU. The presented results
of the analysis of trends in the digital development of the EAEU countries in the field of
customs administration indicate that the new joint digital strategy should use a wider set
of mechanisms than those that are currently included in the sphere of digital policy, namely,
it is necessary:

— Formation of digital trading platforms on the basis of “one window” systems, en-
suring the implementation of the concept of a continuous trading process, achieving
“seamlessness” of economic processes and service environment.

— Introduction of artificial intelligence technologies into the processes of performing
customs operations during the customs declaration of goods and the movement of
goods and vehicles at checkpoints across the customs border of the EAEU;

— Expanding the use of big data for the purposes of developing customs policy, generat-
ing customs statistics, administering income, and auditing performance;

— Formation of the regulatory and legal framework of the Eurasian Economic Union and
the member states, necessary for the implementation of interstate electronic services
and processes of cross-border exchange of legally binding electronic documents.
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