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Abstract: Reverse engineering is widely used to acquire defence technology relatively quickly.
However, this process carries the risk of creating uncertainty, leading to significant investments if the
process is not controlled. A technology readiness level (TRL) calculator has been used to control the
process of technology mastery during forward engineering. This study aims to build an additional
model so that TRL can also be used to control risk in the process of mastering technology. It does this
by using reverse engineering to help organisations reduce costs. This additional model is presented
through a reverse engineering concept based on theory and is tested through a case study of a defence
organization in Indonesia. The results of the case study show that the TRL calculator can be used as a
reference in mastering technology through reverse engineering.

Keywords: technology readiness level (TRL) calculator; technology sustainability

1. Introduction

Mastery of technology has an essential meaning in national defence systems. Excessive
dependence on the technology of outsiders in the defence sector can weaken the national
defence system [1]. Mastery of technology in defence and aircraft requires a significant
investment [2] because it can be a stimulant for innovation [3] and can affect the country’s
economy [4]. All countries of the world are competing to invest their resources to master
defence technology. On average, developed countries spend 2–3% of GDP per year to im-
plement national defence. This implementation is carried out continuously, and it must not
be interrupted [5]. However, because of competition, mastering technology in the defence
sector has many areas of uncertainty. Uncertainty in the mastery of defence technology
affects the amount of investment that the government must issue in implementing the
defence system [1]. Therefore, mastery of defence technology requires a strategy to take
place efficiently [6].

There are two strategies for mastering a technology: building and buying [7]. Devel-
oped countries master technology by building technological capabilities in stages. Tech-
nological development begins with a concept, which is then developed as a prototype to
be tested before it is mass-produced [8]. Technology development requires investments,
such as human resources (HR), research institutions, complex equipment, facilities, raw
materials, electrical energy, water, and finance. In some cases, the development of complex
technologies takes a long time because of uncertainties, such as the availability of raw
materials, manufacturing equipment, and proper test equipment. Therefore, developed
countries try to minimise investment using the technology readiness level (TRL) [6]. TRL
contains references to technological maturity, which is arranged in stages to achieve techno-
logical mastery (which yields minimum uncertainty) [9]. TRL has been proven to control
mastery of technology using a forward engineering approach. TRL was first applied in the
National Aeronautics and Space Administration (NASA) program in the late 1970s [10]. As
an alternative, mastery of technology can occur by buying it.
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A purchased license is one way to meet the needs of a defence system by using the
domestic defence industry [5]. Unfortunately, most developing countries use this strategy
because of limited resources. In this process, the government purchases licenses and then
assigns the national defence industry to study and master the production capabilities of
foreign licensors. Thus, purchases are made to shorten the technology mastery process and
minimise investment [7]. However, purchasing licenses also has weaknesses, especially
during the process, because (i) not everything related to the purchased technology is
transferred [11], (ii) the transferred technology may not be absorbed by all because of
differences in culture, language, and knowledge [12], and (iii) the transferred technology
requires maintenance to be developed [13]. Furthermore, the transferred capabilities are
limited to production capabilities.

The technology transferred through a purchased license is focused only on HR, pro-
duction tools and facilities, and test equipment to ensure quality. An industry cannot
compete for long if it controls only production capabilities because it will be eroded with
obsolescence [14]. Therefore, these production capabilities must be maintained and devel-
oped. After mastering production, the industry must develop capabilities in engineering
so that it can continue to compete with other industries. Reverse engineering is an effective
way to develop complete engineering skills. This approach can save time and investment if
it is carried out appropriately [15,16]. However, besides its advantages, reverse engineering
has a weakness. The process leads to high uncertainty (compared to forward engineering).

TRL has been used worldwide to measure technological maturity [17] because it
is quite efficient and effective. It is easily understood by people with a variety of back-
grounds [6]. TRL has been developed according to needs, including manufacturing [18],
integration [19], innovation [20], systems [21], regulation [22], and marketing [23]. This
development shows that TRL is flexible in its ability to be developed. As explained above,
TRL is suitable for mastering technology using an advanced approach [24]. The question
that arises is this: ‘Can TRL be used as a reference in mastering technology using reverse
engineering?’ This question is used as a reference for this study. The steps used in the
research follow a framework that starts with a literature study to review the reverse en-
gineering concept. That concept will be verified with a correlation theory and validated
using a case study of one of the defence industries in Indonesia (Appendix A). Once the
concept has been validated, additional models can be used as a reference for it, and these
are controlled using a TRL calculator. Due to the fact that reverse engineering has been
used in a wide variety of fields, the additional TRL model from this research can be used to
control other reverse engineering programs.

2. Conceptual
2.1. Sustainability

The United Nations (UN) defines sustainability as an effort to meet current needs
without jeopardising the potential for meeting future needs [25]. Reverse engineering is
an effort to reduce the use of resources, such as tools and facilities, that require electrical
power and raw material experiments [26] to develop a performance that is close to existing
technology so it can be developed sustainably into more efficient products.

In its implementation, reverse engineering is used to recover critical software that
has been tested elsewhere in the context of security, such as flight control and nuclear
energy [16]. Reverse engineering is also used to discover the original shape of a worn ob-
ject [15]. In the defence sector, reverse engineering is often used to recycle technologies that
are already seen as obsolete, such as components, sub-components, and critical software.
Reverse engineering is used to ensure safety and provide a high level of certainty [16].
Furthermore, reverse engineering is also carried out to reuse and develop products for
investment efficiency.

This contrasts with forward engineering, which requires sorting uncertainty into
certainty [24]. The sorting process requires testing and proving, which requires a lot of
resources. Moreover, more than a few alternative technology concepts must be repeated to
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meet the target. Therefore, in some cases, mastering technology using reverse engineering
requires a lower investment than forward engineering.

2.2. Purchased License

The government or industry often uses purchased licenses to obtain production ca-
pabilities, which include detailed technology drawings, information about the operation
and manufacturing equipment, and quality assurance of production results. Therefore,
the important factor in the licensing process is the maturity of the licensor technology [11].
The greater the maturity of the technology owned by the licensor, the less uncertainty that
buyers have [27]. Uncertainty has a direct correlation to the investment that must be made.
Following the TRL concept, the production capabilities are at low-rate initial production
(LRIP or TRL8) or full-rate production (TRL9) [28].

At level eight, the product has been demonstrated and certified [17]. The technical
changes have been so minor that the detailed drawings are almost complete and ready to
carry out full-rate production [29]. At level nine, the industry capability has been tested, and
the industry has a complete picture in order to sustain the operation and support stages:
competitors are known, investment forecasts have been made, and there are no more tech-
nological changes [29]. However, when purchasing a license, the knowledge to perform
forecasting is minimal because it is not included in the production capability. Forecasting
requires conceptualising technology until it is ready to be tested in a laboratory and operating
environment (TRL6 and TRL7) [10]. This ability is known as the engineering ability.

The licensor is obliged only to provide and transfer production capabilities, such
as the completeness of drawings and standard operating procedures (SOPs), along with
production process troubleshooting, maintenance, the repair of production machines (if
the production machines are the same), and production quality test procedures (shaded
in grey in Figure 1) [11]. There is little or no information about the method of drafting
the design concept and prototyping. This is protection for the licensor from the buyer’s
industry becoming a competitor (not shaded) [11].

Figure 1. Relationship of license purchase and joint production to TRL levels.

The engineering ability differs from the production capability. Engineering skills
focus on conceptualising technology and implementing, testing, and developing it. Mean-
while, the production capability is the ability to produce products based on technical
drawings produced by the design engineer. Reverse engineering is needed to achieve
complete technological mastery. Mastery of technology through reverse engineering is
essential because the effectiveness and efficiency of the product in one lifecycle is de-
termined during the development of the technology concept (concept phase) [24]. The
sub-components/components that will be maintained and developed are determined at
this stage. Therefore, reverse engineering activities must be well planned, especially those
related to internal and external risks [30].

According to Mankins (2009), the highest risk in building a technology concept with a
forward engineering approach occurs at a low TRL because of high uncertainty (see Figure 2).
Red indicates high uncertainty (high risk), yellow indicates moderate uncertainty (medium
risk), and green indicates controlled low uncertainty (low risk). The investment required to
build technology maturity is 8% for TRL1, 10% for TRL2, and 36% for TRL3 36%; then, in the
yellow, 24% for TRL4, 19% for TRL5, and 6.3% for TRL6. In the green, it is 0.1% for TRL7 [17].
This shows that risk is directly proportional to investment and uncertainty.
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Figure 2. Uncertainty conditions based on TRL.

According to Ben Hicks et al. (2009), product development that is an improvement
in nature—group 1 in Figure 3—has a trim to moderate level of risk (improvement TRL9).
Invention—group 3 in Figure 3 starts from TRL1, and it has a high level of risk. The mastery
of technology using forward and reverse engineering has similarities with Figure 2. How-
ever, the research conducted by Ben Hick et al. (2009) is more inclined to master technology
using reverse engineering because the aim is the development of post-production technol-
ogy. If viewed from the risk of investing, mastery of technology using reverse engineering
faces challenges that are low (1), moderate (2), and high (3). This contrasts with forward
engineering, which starts from high uncertainty to being difficult to control. In addition,
the TRL is an effort to determine investment needs because many alternatives and concepts
must be tested and validated [6,8,10].

Figure 3. Risks of the reverse engineering approach.

2.3. The Technology Readiness Level (TRL) Calculator

The TRL is arranged in stages from seven levels to nine levels of technology readi-
ness [24]. Each level has definitions and indicators to assess technology maturity [17],
which can reduce uncertainty in technology mastery [24]. Once mature, the technology
is ready to be perfected by developing variants or being replaced with new technology
following research rules. In 2016, the Ministry of Research and High Education in Indonesia
adopted the TRL calculator produced by Nolte to simplify its assessment of technology
maturity. The TRL calculator is listed in the Minister of Research and Higher Education
Regulation of RI number 42 Year 2016 [29] (see Appendix B).

This reference starts the assessment by observing the basic principles to the criteria
that the technology has tested. Then, each level has simple assessment indicators to
provide a more concrete picture to its users. The concept of the TRL calculator is developed
enough to be used as a reference because it combines several assessment concepts other than
technology, such as manufacturing requirements and technology integration [29]. Currently,
indicators of the TRL calculator continue to be developed to suit the development of science
and technology. Here is the order of the TRL calculator definitions from lowest to highest:

1. The basic principles of technology have been observed.
2. The concept of technology and its application has been formulated.
3. Important concepts and characteristics of technology have been proven analytically

and experimentally.
4. The code, component, and breadboard have been validated in the

laboratory environment.
5. The model or prototype has been validated in a laboratory or simulation environment.
6. The prototype has been tested in a natural environment.
7. System prototypes have been demonstrated in the actual environment or application.
8. The system has been demonstrated and tested in the actual environment

or application.
9. The technology has genuinely been tested or proven through successful operation.
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2.4. Post-Production Defence Product Development

Post-production defence technology continues to be observed and evaluated, espe-
cially when it enters its half-life and full life. The primary consideration in observation and
evaluation is the cost of maintenance and repair [1,5]. In addition, the evaluation results
become an object for the government to decide on the next activity [22]. Observation and
evaluation activities are as follows:

1. Research on critical subcomponents and outdated software

Observations of critical subcomponents are carried out during maintenance and repair.
Critical subcomponents are evaluated to reduce dependence. This activity is carried
out routinely, and it involves research and development (R&D) institutions, users, and
the defence industry using reverse engineering. The reverse-engineered subcomponents
are partially tested, integrated, and certified to ensure feasibility. This activity does not
change the product drawings. The same activity is carried out when replacing obsolete
sub-component level S/W. If it is associated with TRL, this activity is included in the
low-risk category because it repeats the demonstration of system prototypes in the actual
environment or application until it is proven through successful operation (a3, group 1);

2. Modifying or upgrading the half-lifecycle product performance

Product performance is reviewed every half lifecycle by considering changes in opera-
tional costs because of the increasing number of critical spare parts and changing operating
requirements [5]. The activities carried out are component-level modifications or upgrades.
Before carrying out modifications or upgrades, preliminary research is conducted. The
research on critical components may involve a broader range of R&D institutions. The
reverse-engineered subcomponents are partially tested, integrated, and certified to ensure
feasibility. This activity changes the production drawings so verification is required by test-
ing in the laboratory to ensure successful operation. The same activity is carried out when
replacing the component-level S/W. If it is associated with TRL, this activity is included in
the moderate risk category because a series of verifications must be carried out as a concept
study: several partial tests, integrating the technology with old components, system testing
at the laboratory and operating scale, and quality testing (Figure 3, group 2);

3. Upgrading or disposing the product performance in one lifecycle

The product performance is reassessed as it enters an operation lifecycle. The study
focuses on operational costs and changes to operational needs [5]. If technical and opera-
tional costs are still feasible, the products life cycle is extended; otherwise, it is destroyed.
System research at this point might involve a variety of R&D institutions;

4. Replacing the system using reverse engineering

The system, because of reverse engineering, is integrated to upgrade capabilities. The
activities performed are the same as in Figure 3, group 2. However, if the decision is to
dispose the item, the defence industry must repeat the process from the concept stage or
buy a replacement from foreign defence industries (Figure 3, group 3). This activity has a
high risk because it must start by observing the basic principles of technology;

2.5. The Concept of Reverse Engineering

Reverse engineering helps developing countries such as Indonesia master technology
with a fast process. The aim of mastering technology is to allow the defence industry to
meet the needs of the defence system immediately and to compete in terms of improving
the country’s economy. In addition, reverse engineering can save investment in resources if
it is appropriately controlled.

Several developed countries have used the TRL calculator to master technology
through a forward engineering approach. This approach starts with mastery of tech-
nology from high-risk to low-risk areas of uncertainty. Reverse engineering achieves the
opposite. The time for mastering reverse engineering is a technology lifecycle, so it can take
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advantage of the post-production product development pattern to develop engineering
capabilities and refine the indicators in the TRL calculator (Appendix B) by considering the
risks in Figure 3.

3. Methodology

Case study research is similar to historical research and experiment-based research
because it asks ‘how’ and ‘why’ [31]. However, case studies differ in that they have limited
opportunities to control the behaviour of objects or events. Therefore, a case study is used
in this paper to examine a particular situation intrinsically to present a perspective on
improving a theory through interviews with resource persons.

From a theoretical perspective, reverse engineering has a duration of only one technol-
ogy lifecycle, and its control can take advantage of post-production activities and indicators
in the TRL calculator. Therefore, to answer the question, ‘Can TRL be used as a reference
in mastering technology using reverse engineering?’ it is necessary to prepare additional
questions for interviews with resource persons, including:

• What is the history of mastery of assault rifle technology by PT. Pindad?
• How does PT. Pindad conduct the SS-2 production process?
• What are the differences between SS-1 V1 and SS-2 V1?
• What are the efforts of PT. Pindad to improve the performance of assault rifles

in the future?

(See the steps of research in Appendix A)

4. Case Study
4.1. A Defence Industry Case in Indonesia

PT. Pindad is a national defence industry that has been producing weapons since
the 1960s. The rifles it has produced include the SP-1, SP-2, SP-3, SS-77, SS-79, and SS-1.
The ability to produce long weapons (the SP category) is based on purchasing a license
from Berreta. Berreta products were the primary weapons used by the Italians in various
operations. However, the SP rifle has several weaknesses in military operations and
training in Indonesia, including frequent jams because of the bullet cladding, a trigger
compensator that often comes off, and a wooden buttstock that rots quickly. Several
analyses have concluded that the causative factor is the difference in weather between Italy
and Indonesia.

Because of changes in user needs, PT. Pindad is trying to develop assault weapons
(SS-77 and SS-79). The weaknesses of the SPs became the focus for improvement in this
development. However, the SS-79 development process took a long time. Therefore, the
government of Indonesia decided to meet its need for weapons by purchasing a license
from the Belgian Fabrique Nationale Carabine (FNC). The main reason for this choice was
the proven toughness of FNC, the ease of obtaining the technology and basic materials,
and the 5.56 mm × 45 mm bullet used by the Indonesian infantry.

Fulfilling needs is carried out in two stages. The first is to bring FNC products directly
from the factory. The engineers of PT. Pindad obtained the technology transfer at the
Belgian FNC plant. That activity took place in parallel with preparing the production
line at PT. Pindad Bandung with assistance from FNC engineers. When the engineer and
production line of PT. Pindad is ready, the second stage begins. PT. Pindad produces
weapons independently in Bandung. The product is named SS-1.

The most visible physical difference between the SP type and the SS-1 is that the
buttstock and handguard are not made of wood, whereas the SS-1 and SP are similar in
using gas-operated technology and a rotating bolt. Until now, PT. Pindad has produced
over 165,000 SS-1 shoots. The SS-1 has been used in various operations, such as routine
border patrolling, and special operations, such as hostage releases and training. PT. Pindad
has also developed several variants of the SS-1 because of demands in the market. PT.
Pindad successfully developed variants of the SS-1. The SS-1 V2 has a short buttstock, the
SS-1 V3 has a fixed buttstock, the SS-1 V4 includes a telescope, the SS-1 V5 has a special
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design for tank crews (it is smaller than SS-1 V1), and the SS-1 series M is specifically for
marines who must have paint that is resistant to seawater.

The maintenance and repair of the SS-1 is straightforward, including intermediate
inspection after firing three and 10,000 rounds. Therefore, the SS-1 has always been used as
the primary weapon by infantry and some TNI operations. However, when the product
enters its half-life (about 15 years), spare parts become scarce, and the maintenance of the
production equipment becomes absolute. In 2001, PT. Pindad developed the SS-2 using the
same technology as the SS-1. However, there were some changes. The weight of the new
weapon is 3.4 kg, the material of the barrel and components are stronger and more resistant
to the moisture of the tropical climate, and the model is more ergonomic. Development was
based on input from customers and support from universities and R&D institutions. How-
ever, the production equipment and facilities used are the same as for the SS-1. Therefore,
the decision to develop the SS-2 was used to rejuvenate some old production equipment
and automate other production equipment to reduce production costs.

The renovations included replacing the lapping machine with a honing machine,
CNC turning with CNC Turning Multitask, and making the CNC Swiss machine more
precise and energy-efficient. PT. Pindad can produce 200–300 SS-2s per day. The obstacle
that is still being addressed is procuring raw materials, since most of the raw materials
for SS-2 still come from abroad. During the COVID-19 pandemic, several suppliers of
raw materials increased prices by around 30–40%. This creates a vulnerability to rising
production costs. Therefore, PT. Pindad continues to seek domestic industrial partners
who can consistently provide SS-2 raw materials at competitive prices. PT. Pindad also
continues to optimise production in terms of process and product quality in collaboration
with various institutions.

4.2. Reverse Engineering Activities

The SS-1 assault gun technology was obtained by purchasing a license that included
technology transfer activities from the Belgian FNC. The maturity of FNC licensor tech-
nology is greater than TRL7. To strengthen the statement, first is the technology transfer
activity (assistance or supervision) of FNC engineers to the engineers of PT. Pindad. The
second parameter is assistance in constructing a production line for PT. Pindad in Bandung
(FNC has mastered the ability to at least have LRIP). Technology transfer also includes
preparing human resources for production by supporting the completion of the drawings
and noting the similarity of tools, facilities, production processes, and quality assurance
as part of the technology transfer. Before developing the new product (SS-2), PT. Pindad
carried out the following activities.

1. Observing SS-1 technology components and subcomponents during routine mainte-
nance and repairs to identify the superior and critical ones. Replacing components
and subcomponents is used as data for sorting. In particular, for replacing components
or subcomponents, a test is carried out according to SOPs. If it is associated with the
TRL theory, the test repeats the TRL7 test process. Retesting helps train engineers to
update processes constantly; improve procedures, methods and equipment; complete
drawings and test equipment.

2. Developing the variants of the SS-1 was carried out to meet user demands. Altering
the buttstock and barrel components involves a low-risk development [30]. Therefore,
the changes are minor, changing the shape of the buttstock without changing other
significant components. The activity required designing the buttstock and integrating
it with the central part (see 081 Appendix C). Activities start with TRL7, TRL8, and
TRL 9 (see Appendix B).

3. Developing the SS-1 V4 by adding a telescope. This is a moderate risk because it
combines two different technologies. This development is an attempt to explore the
possibility of combining the SS-1 technology with other technologies. This devel-
opment changes product drawings (see 201 Appendix C) and testing SOPs. This
development should repeat TRL5 to TRL9 (see Appendix B).
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4. Creating the unique design of the SS-1 V5 for tank crews and SS-1 M for the marines.
The SS-1 V5 was a unique design for tank crews, making it smaller than the SS-1 V1
and the SS-1 M series involved with paint resistance to seawater. These activities must
start with TRL 2. This development step helps to improve the engineers’ abilities by
changing the design to be smaller. Mastery of technology is needed before adding
variants with different designs because this activity has a high risk [30]. The increase
in the level of risk is caused by changes in design, the setting of production equipment,
and testing SOPs. Activities must be carried out from the beginning by using existing
tools and facilities. This activity focuses on design and production capabilities. Failure
to add variants would have a significant impact on efforts to meet the needs of special
market segments. The role and support of R&D agencies are needed to conduct
research and assessments to support these processes [20]. The success of PT. Pindad in
building variants shows that PT. Pindad has mastered the SS-1 assault gun technology.

5. Designing the SS-2 After developing several variants of the SS-1, PT. Pindad started
designing the SS-2 in 2001. The technology concept was developed in stages, from the
initial TRL to marketing the product in 2005. Prior to the redesign, PT. Pindad already
knew user needs, competitor technologies, and the essential elements to be developed.
The parts that are lacking in the SS-1 are well developed, including the strength of
the primary component materials, a larger gas cross-section, and an ergonomic shape.
These are performance improvement parameters that can reduce the use of resources.

5. Discussion

The rapid development of science and technology directly increases the complexity
of mastering technology [32]. Furthermore, linking technology with other fields increases
uncertainty in areas such as the availability of equipment and manufacturing facilities [33],
integration [21], law, and politics [11,12]. Therefore, efforts toward technology mastery
must be well controlled. Reverse engineering to master technology requires a reference to
minimise uncertainty [34]. This is because reverse engineering rediscovers the technology
preparation process with a high level of uncertainty (from green to red in Figure 3). The
result of reverse engineering is an arrangement of materials and software close to the origi-
nal materials and software. The higher the uncertainty, the greater the gap in performance
between the existing technology and the new technology [35]. Moreover, the size of the
gap is directly correlated with the investment that must be made. Furthermore, the time
for mastering technology is limited to one lifecycle so that it is not eroded by obsolescence.

The case study shows that two skill areas must be mastered to develop technology
from SS-1 to SS-2: engineering design capabilities and production capabilities. Engineering
and production capabilities are mutually supportive [8]. Engineering starts developing
the technology concept to produce detailed designs in the form of drawings and ways to
implement and test the product [29]. The production department develops production
procedures based on existing manufacturing equipment and facilities [36]. The technology
transfer gives the license buyer detailed drawings, procedures, and available production
equipment. However, the existing production capabilities cannot prepare forecasting and
technology investment (TRL9 Appendix B). Forecasting and development investment can
be carried out only if information and data support regarding the existing technology is
available. Therefore, to conduct observations and collect more structured information, an
organisation is needed [20]. Furthermore, there must be a part of the organisation that
monitors and maintains observational data and continuous quality improvement.

The focus of technology transfer by purchasing a license is restricted to assistance with
production capabilities. As a result, the engineering process yields only a very minimal
design [37]. Therefore, it is necessary to reverse engineer to develop technological capabilities.
These methods can be carried out independently by observing (i) product maintenance and
repair processes, (ii) critical spare parts, (iii) testing procedures, and (iv) user input. One
example is minimising dependence on spare parts to anticipate obsolescence.
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Parts that are replaced often can be investigated, especially the shape and constituent
materials (such as firing pins) using reverse engineering [15]. A firing pin (see 430
Appendix C) is a subcomponent that wears out quickly because of collision with the
bullet. Therefore, firing pins must be replaced periodically after some filling. Data support
and studies related to firing pin materials are needed. This information makes it possible
to redesign in order to achieve better quality.

Prior to design, the shape and material of the firing pin were known so that the reverse
engineering focused directly on building and developing the firing pin. Both activities
can reduce resource requirements. Moreover, the constituent materials used in the firing
pin can be selected considering the availability of the materials in Indonesia. Firing pins
developed will be integrated and tested on a laboratory scale and demonstrated to ensure
feasibility (TRL7 Appendix B). According to Mankin (2009), the level of risk from replacing
spare parts is 0.1% [17]. The risk of replacing spare parts is low because it only repeats
SOP’s demonstration to prove that the firing pin can work adequately (TRL 7). The focus
of the activity is finding suitable materials for firing pins while the shapes and sizes are
the same. The impact of these activities is the ease of obtaining firing pins at low prices.
Furthermore, the reverse engineering of the firing pin in terms of its shape, the building
material, and the production process will add to the engineering data bank. This kind
of activity also applies to technology other than in the defence sector, such as replacing
automotive parts.

From the firing pin discussion above, it can be concluded that the initial observations
made were intended to investigate the reliability of the sub-component technology. The
identification results will be used as a reference in making plans and processes to obtain
materials and produce firing pins. The second stage is the development of variants such as
the buttstock (see 081 in Appendix C) and the barrel (see 011 in Appendix C) improvement.
Those developments required complex activities involving other parties from outside [20].
Several activities should be carried out, such as materials analysis, new design creation,
integration planning, and testing procedures preparation. The results of the variant de-
velopment will be integrated, demonstrated, and tested (TRL5–7, see Appendix B). The
variant development also requires changing the existing drawing (TRL8 see Appendix B).
However, the potential risk is not the same as in the case of forward engineering (22.1%)
because development activities are only partial and more focused.

After reviewing and repeating activities or procedures starting from integration, test-
ing, and changing images, the third stage begins. It focuses on engineering mastery from
the early stages. The variants were developed by changing the weapon’s design to be
smaller and rust-resistant. This development is like building a new design using existing
technology (gas operation and rotating bolt). The activities include making technological
formulations, proving analytically and experimentally, integrating, and testing (TRL2–8
Appendix B). These activities are the last stage before the decision to build a new tech-
nology [30]. The increase in the level of risk is caused by changes in design, the setting
of production equipment, and testing SOP. In the third stage, an assessment of the risks
associated with the production equipment, materials preparation, integration process, and
testing procedures must be carried out again.

According to risk theory, this third stage of development has a failure risk of about
56% [17]. The reverse approach will be helpful in this phase, especially assessment related
to equipment, facilities, and HR requirements, the results of studies on raw materials,
and the design process in the first and second deepening, along with test procedures.
However, developing the third stage requires a more complex study than the previous
stages. Activities using the reverse approach, which is mainly carried out using software,
can produce elements with different characteristics, and this requires several iterations [16].
The components or subcomponents must still be tested to increase knowledge of their
characteristics and to obtain a formulation close to the original. However, the number of
tests is not as high as in forward engineering. After the characteristics of the elements
are known, the technology concept will be adjusted to the following TRL sequence. In its
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implementation, elemental tests require quite a large amount of facilities, which are often
found at other R&D institutions. Although it is more focused than forward engineering,
reverse engineering requires regulation by the government to ensure success [22].

In 2005, PT. Pindad marketed a new product (SS-2) with several advantages, such
as a more robust primary component material, more extensive gas pipe cross-section to
minimise bolt circuit congestion, and several facilities to add new applications, such as
binoculars and an ergonomic shape. Furthermore, some components, such as the magazine
(see 601 Appendix C) and trigger circuit (see 501 Appendix C), can still be used on the SS-2.
Before constructing the SS-2, PT. Pindad had some preliminary information, including user
needs and competitors’ technologies, and they knew what essential elements had to be
developed so that they could address weaknesses in existing technology. PT. Pindad could
first use forward engineering by formulating a technology concept (TRL2 in Appendix B)
and activities that are more focused on improving the performance with the condition
that the selection of components and sub-components to be used can better utilise the raw
materials available at the local level. The use of local materials can also be one way to
reduce production costs. Furthermore, local materials can also increase the market potential
at the local level.

This case study shows that the TRL calculator can be used as a reference to master
technology using reverse engineering. However, reverse engineering must be carried
out in stages. First, TRL definitions and indicators should be repeated to ensure that no
procedures and processes are missed. This is carried out because reverse engineering moves
towards greater uncertainty (a low TRL). This condition aligns with the theory presented
by Makins (2009) and Ben Hicks et al. (2009). Table 1 shows an additional model consisting
of definitions and indicators for mastering the technology through reverse engineering
using the TRL calculator. The first level in Appendix B is replaced by an observation and
risk assessment. However, the second level until the ninth level of TRL is still the same as
in the case of forward (new) technology development (see Appendix B).

Table 1. Additional models to master technology using reverse engineering.

Definition Indicator

The technology has been observed.

• Controlling organisation has been formed;
• Superior technology has been identified;
• Components and subcomponents have

been modified.

The risk has been assessed.

• A critical technology risk assessment has
been carried out;

• Rearranging elements are known.
• Characteristics of recomposing elements

are known and predictable.

In addition to reducing the risk, additional activities, according to Table 1, can re-
duce the HR, material, energy, and financial investments in the process of mastering and
developing technology.

6. Conclusions

Reverse engineering is a widely used method to accelerate the mastery of technology.
The aim of this acceleration is to meet sustainable needs and increase competition. Further-
more, reverse engineering can save investment and the use of resources. Therefore, it must
be carried out gradually to minimise the uncertainty derived from the lack of mastering
the technology.
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The TRL calculator is a tool to measure technological maturity in a forward engineer-
ing approach. From the literature study on the TRL, forward engineering, and reverse
engineering, and using insights obtained from a case study in one defence industry in
Indonesia, it is concluded that reverse engineering requires additional activities, such as
observation, variant development, and technology redesign, to master the technology as a
whole. These additional activities must be strengthened by establishing an organizational
unit that can plan the reverse engineering activities, such as monitoring critical spare parts;
maintaining existing equipment, facilities, and HR; collaboration and reviewing elements
and their calculations. These activities are carried out so that reverse engineering can
run efficiently.
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Appendix A

Figure A1. Steps of Research.
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Appendix B

Table A1. TRL Calculator, Source: Minister of Research and Higher Education Regulation of RI
number 42 Year 2016.

TRL Definition/Indicator

1 The basic principles of technology have been observed.

• The basic assumptions and laws (ex. physics/chemistry) used in the (new) technology have been determined;
• Literature study (theoretical/empirical previous research) on the basic principles of the technology to be

developed;
• The formulation of research hypotheses has been on the rise (if any).

2 The concept of technology and its application has been formulated.

• The equipment and systems to be used have been identified;
• Literature study (theoretical/empirical) of the technology to be developed allows it to be applied;
• Theoretical and empirical designs have been identified;
• The essential elements of the technology to be developed are known;
• The characterisation of the technology components to be developed has been mastered and understood;
• The performance of each of the constituent elements of the technology to be developed has been predicted;
• Preliminary analysis shows that the primary functions required can work properly;
• Models and simulations to test the correctness of the basic principles have been compiled;
• Analytical research to test the correctness of the basic principles has been carried out;
• The technology components to be developed separately can work well;
• The equipment used must be valid and reliable;
• The stages of the experiment to be carried out are already known.

3 Important concepts and characteristics of the technology have been proven analytically and experimentally.

• Analytical studies supporting the prediction of the performance of technology elements have been carried out;
• The characteristics/properties and performance capacities of the primary systems have been identified and

predicted;
• Laboratory experiments have been carried out to test the feasibility of applying the technology;
• Models and simulations supporting the predictability of technological elements have been developed;
• The technology development with an initial step using a mathematical model is possible and can be simulated;
• Laboratory research to predict the performance of each element of technology;
• Theoretically, empirically, and experimentally, it is known that the technology system components can work well;
• Research has been carried out in the laboratory using dummy data;
• Scientifically feasible technology (analytical studies, models/simulations, experiments)

4 Code, component, and/or breadboard have been validated in the laboratory environment.

• Separate laboratory tests of components have been carried out;
• The system requirements for the application according to the user are known (adopter wishes);
• The results of laboratory experiments on components show that these components can operate;
• Experiment with the main functions of technology in the relevant environment;
• A laboratory-scale technology prototype has been created;
• Component integration research has started;
• The ‘key’ processes for its manufacture have been identified and assessed in the laboratory;
• The integration of technology systems and laboratory-scale design has been completed (low fidelity).
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Table A1. Cont.

TRL Definition/Indicator

5 The model or prototype has been validated in laboratory/simulation environment.

• Preparations for hardware products have been carried out;
• Market research (marketing research) and laboratory research to select the fabrication process;
• The prototype has been built;
• Supporting equipment and machines have been tested in the laboratory;
• System integration is complete with high fidelity, ready to be tested in a natural/simulated environment;
• Improved prototype system accuracy/fidelity;
• Modified laboratory conditions are similar to the natural environment;
• The manufacturing department has reviewed the production process.

6 The prototype has been tested in the real environment.

• The actual operating environment conditions are known;
• Investment needs for manufacturing equipment and processes are identified;
• Model and simulation for technology system performance in an operating environment;
• The manufacturing department approves and accepts laboratory test results;
• Prototype tested with high accuracy/fidelity in a simulated operational environment;
• Test results prove technically feasible (engineering feasibility).

7 Demonstration of system prototypes in the actual environment/application.

• Equipment, processes, methods, and engineering designs have been identified;
• Testing of fabrication processes and procedures begins;
• Completeness of the process and test/inspection equipment tested in the production environment;
• The design drawing draft is complete;
• Equipment, processes, methods, and engineering designs have been developed and are being piloted;
• Calculation of the estimated cost has been validated (design to cost);
• The general fabrication process is well understood;
• Almost all functions can run in the operating environment/condition;
• The complete prototype has been demonstrated in a simulated operational environment;
• The system prototype has been tested in field trials.
• Ready for initial production (low-rate initial production, LRIP).

8 The system has been demonstrated and tested in the actual environment/application.

• The form, fit, and function of the components are compatible with the operating system;
• Machines and equipment have been tested in a production environment;
• The final diagram is complete;
• Fabrication process piloted on a pilot scale (pilot-line or LRIP);
• Tests of the fabrication process show acceptable results and productivity levels;
• All function tests are carried out in a simulated operating environment;
• All materials and equipment are available for use in production;
• The system meets qualifications through test and evaluation (DT&E completed);
• Ready for full-scale production (full capacity).

9 The technology is truly tested/proven through successful operation.

• The operational concept has been applied;
• The technology investment forecast has been made;
• There are no significant design changes;
• Technology has been tested in natural conditions;
• Productivity at a stable level;
• All documentation is complete;
• Estimated production price compared to competitors;
• The technology of competitors is known.
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Appendix C

Figure A2. The Drawing of SS-1, Source: PT. Pindad Persero.

References
1. Kemhan, R. Buku Putih Pertahanan Indonesia; Kementerian Pertahanan RI: Jakarta, Indonesia, 2015.
2. Cho, T.H. Challenges in research and development for the Korean aircraft industry. Article 2017, 235–343.
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