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Abstract: The overall aim of this article is to contribute to the further development of the area of
benchmarking in risk management. The article introduces a two-step benchmarking model to assess
the efficacy of ISO risk management systems. It furthermore aims at verifying its usefulness in terms
of finding hidden risk issues and improvement opportunities. The existence of all key elements
of an ISO 31000-based risk management system is examined at the beginning of this study. Then,
the quality in terms of efficacy of important aspects of the risk management system is examined in
more detail with special benchmarks. The application of the model to six ISO-certified organizations
follows and reinforces the novelty of this study, which is to combine risk science knowledge with
benchmarking theory in the application of ISO risk management standards in organizations. The
results show that the benchmarking model developed in this study provides rigor when assessing and
evaluating the efficacy of an ISO risk management system. By applying the model, risk issues and risk
factors can be found that had not previously been identified. The findings are of importance for risk
management, the benchmarking science, and for the development of ISO risk management standards.
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1. Introduction

Organizations need to adapt to changes and disruptions in their business environment
as well as to address internal problems within their structures and operations, such as safety
and security. To meet these challenges, organizations apply ISO management systems
standards and strive to reach ISO certifications to prove that they have the mechanisms and
control structures needed to manage their risk and be resilient in case of a hazard or threat.

ISO defines a standard as a “document, established by consensus and approved
by a recognized body, that provides, for common and repeated use, rules, guidelines or
characteristics for activities or their results, aimed at the achievement of the optimum
degree of order in a given context” [1]. ISO has developed over 24,259 International
Standards (https:/ /www.iso.org/standards-catalogue /browse-by-ics.html, accessed on 9
March 2022). There are two types of ISO standards, the management system standards and
the guidelines. There are many ISO management standards, and they address problems
that cover a wide range of topics, e.g., ISO 9001 quality management [2], ISO/IEC 27001
information security [3], ISO 45001 occupational health and safety [4], ISO 22000 food
safety [5], ISO 13485 medical devices [6], and ISO 37001 anti-bribery [7].

It is, however, a potential problem that organizations with ISO certification may feel
safe and secure and still overlook or not pay attention to “hidden” risk. There is a need to
create benchmarks for ISO standards to address this problem.
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This article reports on the development of a risk-oriented benchmarking model based
on risk science. It furthermore reports the findings when applied in a real-life case study
conducted on six operating organizations, all of which are ISO certified and need to
manage their business risk. Being ISO certified means that the organizations rely on ISO
management system standards and guidelines, hereafter referred to as ISO standards, as
tools for their risk management systems.

The authors’ motivation for this study originates in decades of work experience in
risk management, from the application of ISO standards in ISO certified organizations,
and the auditing of ISO management systems. According to the authors’ experience, the
application of ISO standards and ISO certifications are no assurance of the efficacy of a
risk management system. The risk terminology in ISO standards is not aligned with risk
science and the ISO standards give limited guidance on how to analyze, assess, and manage
risk [8]. Therefore, the aim of this study was twofold:

1.  To develop a benchmarking model for risk management based on scientific literature
and ISO standards in order to assess the efficacy of real risk management systems and
see whether hidden risk can still be identified through ISO standard risk management
systems and the risk assessment process used by operating organizations.

2. To test the benchmarking model on six real-life and ISO-certified risk management
systems.

The organizations in this study are all certified by an accredited certification body [9]
to at least one ISO management system standard [10], e.g., ISO/IEC 27001 [3], ISO 9001 [2],
ISO 14001 [11], ISO 45001 [4], and ISO 13485 [6]. All these standards refer to ISO 31000 [12]
as risk management guidelines. Managers of all six organizations were willing to participate
in this case study because of increasing business need for analyzing and managing risk.
They were interested in finding ways to evaluate the efficacy of their risk management
systems in terms of finding hidden organizational risks through the risk assessment process
used by the organizations, and to improve their risk analysis technique. Based on a
previous study [8], it is hypothesized that certain risk issues will be evident in practice,
provided a benchmarking tool (model) can be applied. Examples of such issues are the
ability to capture risk in complex systems and that risk criteria can be unclear in ISO risk
management systems.

The support and guidance given in ISO standards was investigated from a practical
perspective. Testimonials and information provided was evaluated and confirmed through
document review and meetings organized as external audits, in accordance with ISO
19011:2018&2011, Guidelines for auditing management systems [13]. The study lasted five
years intermittently, from 2014 to 2019. In the meantime, some of the risk management
systems evolved and therefore some records were updated, for example, results from risk
assessments. Findings in this study take notice of risk management changes made by the
organizations until the end of 2019.

The novelty of this study lies in the connection made between risk management
systems in businesses and risk science. In addition, benchmarking theory is used to
develop a benchmarking model, based on risk issues discussed in recent scientific articles
that can be used to assess the efficacy of risk management systems in real ISO-certified
organizations. The efficacy of such risk management systems can be difficult to measure
because ISO standards are not based on risk science and provide little guidance on how
to do so. Due to the growing importance of risk management in all business operations,
management, and use of standards, it is important to find ways to measure the efficacy of
risk management in a better way than hitherto.

In Section 2, the context for the study is described; in Section 3, the research methodol-
ogy is illustrated; in Section 4, the results are presented; in Section 5, a discussion on the
results is given; and in Section 6, conclusions are drawn.
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2. Context for the Study

ISO standards were initially developed as quality standards where the users of the
standards define their own quality criteria. Certification audits aim at verifying that the
quality is as defined by an organization, whatever it may be. Now that risk management
has become an important part of all ISO management systems standards (since 2015) [8,14],
the question arises as to whether risk should be treated in a similar way. That is, if
the willingness to take risk and the risk taken in ISO certified organizations is entirely
the decision of the organizations” managers, and if not, how to evaluate the quality of
the risk management. Quality is a unilateral decision of the organizations [15,16], but
can risk be treated as a strategic variable like quality? The risk must be identified and
understood to be able to assess it and decide if and how it should be treated. Here, the
application of the standards varies regarding risk and quality, and, for example, auditors
face a challenge when evaluating a risk management system. Managing risk and auditing
risk management systems requires knowledge of risk management, often expert knowledge
on risk analysis techniques on one hand and the subject facing risk on the other hand
(e.g., design, development, production, services, operations). According to the authors’
knowledge, no formal benchmarking models have been used until now as tools to evaluate
the efficacy of ISO risk management systems.

Section 2.1 reviews recent developments influencing the development of benchmark-
ing models regarding ISO standards. Section 2.2 reviews the risk management guidelines
in ISO 31000, the structure, and use of the standard. Section 2.3 reviews selected scientific
literature on risk issues in risk management systems, selection based on findings in recent
article on risk management guidelines [8]. Section 3 describes the development of a bench-
marking model used in this article for reviewing and evaluating the six real-life ISO risk
management systems in this study.

2.1. Recent Developments Influencing the Development of Benchmarking Models

The Cambridge dictionary defines benchmarking as “the act of measuring the quality
of something by comparing it with something else of an accepted standard” (https://
dictionary.cambridge.org/dictionary/english /benchmarking, accessed on 9 March 2022).
Benchmarking is therefore an important tool to help organizations to continuously improve
the quality of their products and services. It is a popular tool in industry [17-20], but it is
also used in the health service to improve patient outcome, for example in surgery [21].
In this study, the quality is limited to the efficacy of the risk management system. The
Cambridge dictionary defines efficacy as “the ability [ ... ] of a method of achieving
something, to produce the intended result”. In this, section some examples of benchmarking
contributions will be reviewed.

Herbst et al. [17] discuss benchmarking in cloud computing, which in recent years has
become a significant part of information and communication technology. Benchmarks play
an important role as evaluation tools during system design, development, and maintenance.
They are therefore the basis for informed decisions. Herbst et al. lay a foundation for
benchmarking cloud computing settings, one of which is operational risk. They use risk as
a quality aspect reflecting the impact of running an application in cloud infrastructures and
define operational risk as a group of metrics determining the risk of production systems
running in cloud environments.

Kounev et al. [18] expand the discussion on benchmarking in information and commu-
nication technology in their book “Systems Benchmarking—for Scientists and Engineers”
on the theory and practice of benchmarking. Due to the increasing importance of risk
management, risk management benchmarking has now become an important research
field. Kounev et al. discuss how benchmarks play an integral part in the evaluation and
validation of new approaches and methodologies in research. The book focuses on the
benchmarking of systems and components used as building blocks of modern information
and communication technologies applications. In traditional benchmarking, the emphasis
has been on evaluating performance, generally understood as useful work accomplished by
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a system (or component) compared to the time and resources spent. Kounev et al. describe
how performance benchmarks have contributed significantly to improve successive genera-
tions of systems. They describe how research on dependability benchmarking has increased
beyond traditional performance benchmarking in the past two decades. They also note
that resilience benchmarking faces challenges related to the integration of dependability,
performance, and security benchmarking as well as to the adaptive characteristics of the
systems under consideration.

Olawumi and Chan [19] present a study on the development of a benchmarking model
for information modeling for buildings. This concerns “a repository of digital information
which facilitates the efficient management of project information from conception by way
of simplifying and presenting a real-world simulation of a pre-conceived project facility”.
A qualitative approach was used to form the foundation of the proposed model. An assess-
ment template and scoring system were developed to support the benchmarking model
by providing a quantitative metric system for the proposed model. Olawumi and Chan
conclude that construction organizations and project teams can benefit from the benchmark
model and use the template and the associated scoring system to assess the level of infor-
mation modeling innovation for buildings. They also conclude that their benchmarking
model helps validate the implementation of the best practice framework in a project and
improve the management of project information throughout the building lifecycle.

Van der Voordt and Jensen [20] compare the benchmarking theory and performance
measurement with current practice and data from different work environments. To add
value to an organization, workplaces must provide value for money by a positive trade-off
between the benefits. They must support the organizational objectives and processes, with
regard to the cost, time, and risk connected with achieving these benefits. They find that
both quantitative and qualitative performance indicators, including hard and soft factors,
are needed to define the trade-off between the costs and benefits of interventions in corpo-
rate real estate, facilities, and services, and to cope with the interests and needs of different
stakeholders. Risk and risk expenses are amongst the value parameters they discuss.

Staiger et al. [21] address application and improvements in health care through bench-
marking. They propose a systematic benchmarking approach in surgery, including the
establishment of best achievable postoperative outcomes. According to Staiger er al., a
standard approach for determining benchmarks enables self-assessment in surgical out-
come and helps detect improvement opportunities. They emphasize that the intention of
benchmarking in surgery is to stimulate surgeons’ genuine endeavor for perfection, rather
than to criticize the surgeons’ performance or the health service. The goal must however
be the improvement in patient outcome. They mention that new benchmarks should be
defined in connection with high-risk groups, risk profiles, and risk adjustment.

Hartono et al. [22] discuss models for benchmarking qualitative data. In data envel-
opment analysis, performance evaluation is generally assumed to be based on a set of
quantitative data. When evaluating processes or making decisions, it is, however, often
necessary to take qualitative factors into account. They mention that some qualitative
data measurement approaches have disadvantages when assessors provide judgment and
cannot model the computational trust considering hesitancy, vagueness, and uncertainty.
They propose a “hesitant fuzzy linguistic term sets” model which provides value for both
input and output of decision maker units, based on a qualitative and sometimes hesitancy-
based assessment. The results of Hartono’s and Abdullah’s study indicate that in data
envelopment analysis the assessor can perform a good assessment in the form of qualitative
data on the input and output of each decision maker units and then evaluation results will
be available for use in the benchmarking process with the data envelopment analysis.

Mangla et al. [23] explore the relationship between various risk management strategies
and practices in order to design and thus enact a suitable plan for supply chain risk
mitigation. They discuss benchmarks for green supply chain managers and planners
to help them model and assess risks and possible failures associated with their work.
They use fuzzy failure mode and effects analysis approach to identify and assess the risks
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associated with green supply chain. Mangla et al. conclude that their findings will help
companies to reduce risk and its consequence, but also in enhancing its ecological-economic
business sustainability.

Hoffmann et al. [24] study the antecedents of supply risk management performance.
They use speed consortium benchmarking to explore the concepts of supply risk monitor-
ing and mitigation. They identify not only the antecedents of supply risk management
performance, but also the moderating effect of different supply risk management principles
on the relation between uncertainty and supply risk management performance. Their study
shows the relevance of developing general risk management structures and capabilities (i.e.,
risk management process maturity) to manage risk successfully. Their findings indicate
that the implementation of a risk management process is even more important than the
proper selection of individual risk monitoring and mitigation strategies.

Bjorklund [25] presents the development of a benchmark tool that can be applied
to improve corporate social responsibility in purchasing. The tool was tested on two
organizations which illustrates how the benchmarking tool can be applied. It provides
a simple and systematic approach for evaluating a company’s performance, improves
transparency, and enhances cross-company comparison. The benchmark tool addresses
both quantitative and qualitative aspects. Bjorklund concludes that it is of large importance
to combine quantitative and qualitative measures in this area as quantification can be
misleading if used in isolation.

Moriarty and Smallman [26] conduct a study on the theory of benchmarking. In their
article, they review the epistemology of benchmarking and identify methodological ele-
ments of the theory of benchmarking. They discuss critiques of benchmarking which focus
on three areas: (1) information (the reliability of exemplar information); (2) implementation
(the intangibilities associated with implementing benchmarking); and (3) theory (the lack
of a theoretical framework that distinguishes effective from ineffective efforts). This cri-
tique detracts from the potential advantages benchmarking appears to offer. The literature
review they conduct shows overwhelmingly pragmatic approaches to benchmarking (that
is, process-driven, case-oriented, and generic) as opposed to theoretical. Where theories are
referred to, they center on the utility of benchmarking in terms of organizational learning
and reasoning as well as economic enhancement.

MacGillivray et al. [27] describe the application of a capability model to benchmark
the risk management maturity of eight water utilities in different countries. Their analysis
codifies risk management practice and offers practical guidance on how utilities can more
effectively use various risk analysis techniques for optimal, credible, and defensible deci-
sion making. Their case study shows that good risk analysis practices include: (a) use of
initiation criteria for applying risk assessment techniques; (b) the implementation of formal-
ized procedures to guide their application; (c) peer reviews; and (d) auditing. This ensures
procedural compliance and provides quality assurance. MacGillivray et al. also identify
common weaknesses, likely to be representative of the water utility sector they covered
in their study, notably a need for improved risk knowledge management, education, and
training in the discipline.

The examples of benchmarking contributions reviewed in this article describe various
challenges, recent developments, and issues that are important for state-of-the-art bench-
marking. The literature confirms the importance and challenges of benchmarking in the
assurance of quality in risk management. The results can be summarized as follows:

1.  Benchmarking is important for risk management [17,18,20,21,23,24,27].

2. Benchmarking is an important tool for performance evaluation and improvement
processes of organizations [17-20,22,25,26].

3. In benchmarking, it may be necessary to combine quantitative and qualitative
factors [17-20,22,25,26].

4. A scoring system helps in defining and verifying the “quality” of risk management
actions [19,22,27].
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5. Abenchmarking system can be applied to stimulate a genuine endeavor for perfection,
rather than to judge or criticize [21].

2.2. Risk Management in 1SO Standards

ISO 31000 [12] is the main ISO guideline for risk management and according to ISO
the standard “provides a common approach to managing any type of risk and is not
industry or sector specific” (https://www.iso.org/standard /65694.html, accessed on 9
March 2022). It is intended for general guidance on risk management systems and not
for certification. The first version of the standard was published in 2009 and this case
study was originally based on that version. In an updated version, published in 2018, the
principles of risk management have been reviewed. Greater emphasis is put on leadership
by top management to ensure that risk management is integrated into all organizational
activities, starting with the governance of the organization [28]. Greater emphasis is also
put on the iterative nature of risk management, drawing on new experiences, knowledge,
and analysis for the revision of process elements, actions, and controls at each stage of the
process. According to the standard, risk management is based on the principles (described
in clause 4), framework (described in clause 5), and process (described in clause 6). This is
illustrated in Figure 1.

¥ Human and
Cultural
Factors

Leadership and
Commitment

COMMUNICATION &
ONSULTATION

MONITORING & REVIEW

Framework (clause 5) Process (clause 6)
© 1502018

Figure 1. Graphical illustration of risk management from ISO 31000:2018 [12], principles, framework
and process. Figure published with permission from Icelandic Standards.

The principles are the foundation for managing risk and should be considered when
establishing the risk management framework and processes of an organization. The pur-
pose of the risk management framework is to assist the organization in integrating risk
management into activities and functions. The effectiveness of risk management depends
on its integration into the governance of the organization, including decision making [29].
The components of the framework should be customized to the needs of the organization.
Properly designed and implemented, the risk management framework will ensure that the
risk management process is a part of all the organization’s activities, including decision
making. The risk management process involves the systematic application of the policies,
procedures, and practices to the activities of communication and consulting, defining the
scope and establishing the context, assessing, and treating risk, monitoring, reviewing,
recording, and reporting risk. Risk criteria should be aligned with the risk management
framework and customized to the specific purpose and scope. It should reflect the orga-
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nization’s values, objectives, and resources, and should be consistent with policies and
statements about risk management.

The ISO 31000 standard only contains guidelines, not requirements. The guidelines
do not contain benchmarks for risk management in general, nor individual elements of
the risk management principles, framework, or process. When auditing risk management
systems that are based on ISO standards, the auditors apply the auditing standard ISO
19011 [13]. This standard is a general auditing standard, aimed at the auditing process
itself and does not include benchmarks for risk management. The auditor is meant to seek
written evidence (proof) of risk management, for example, the risk management process.
The requirements are to be found in the ISO management system standard, such as ISO
9001 [2], ISO/IEC 27001 [3], ISO 45001 [4], ISO 13485 [6], and ISO 14001 [11].

In this study, the risk management process, as described in Figure 1, is used as a basis
for benchmarking the risk management process in Section 3. The requirements regarding
the risk management are obtained from ISO/IEC 27001, ISO 45001, and ISO 13485, and can
be summarized as follows:

1. The scope of the risk management system must be defined.

2. The risk management process must be documented.

3. Policies regarding risk management must exist and be documented.

4.  Internal audits must be conducted.

5. Management review and formal review and approval for suitability and adequacy,
for example, review of operational planning and control, assessments of risk, noncon-
formity, and the efficacy of any corrective action taken.

6. Knowledge of all legal requirements must exist.

7. Risk and root cause analysis must be conducted.

8. Risk assessment/evaluation must be conducted.

9.  Criteria must be set for the management system process and risk/quality acceptance.

When a requirement is required to be “documented” in an ISO standard, it is required
to be established, implemented, and maintained. The requirements of ISO 9001 and
ISO 14001 are less clear regarding risk management and it is not possible to build specific
benchmarks on them [30].

2.3. Scientific Literature on Risk Issues in Risk Management Systems

Risk management systems, as described in ISO 31000, consist of risk management
principles, framework, and process. According to ISO 31000, it is in the risk management
process where the identification and evaluation of risk takes place, see Figure 1. The sci-
entific basis of ISO risk management standards has been questioned in recent scientific
literature [8,31-33]. ISO standards do not reference scientific literature, only other ISO stan-
dards and sometimes risk assessment techniques and handbooks. The only bibliographic
reference in ISO 31000 is IEC 31010 [34]. IEC was first published in 2009 and then updated
in 2019. It is a dual logo IEC/ISO standard for supporting ISO 31000. It provides guidance
on the selection and application of systematic techniques for risk assessment. Some changes
have been made regarding bibliographic references in the latest version of IEC 31010:2019.
In version 2009, only 11 bibliographic references were made, all to other ISO/IEC standards.
In the 2019 version, there are 91 bibliographic references. Many of them are not standards
but handbooks and they are categorized in the bibliography according to risk techniques
with no direct reference to risk science. Therefore, the aim of the literature review in this
section is to identify risk issues that are the subject of scientific literature but not addressed
in ISO standards. In this section, some examples of risk management science contributions
are reviewed, as the basis for definition of benchmarks for a generic risk management
process in Section 3.

Bjornsdottir et al. [8] conducted a review of 18 ISO standards (including ISO 31000,
ISO/IEC 27001, ISO 45001, ISO 13485, ISO 9001, and ISO 14001) with regard to risk man-
agement to find out how well aligned the ISO standards are with scientific literature. Their
study also aimed at evaluating if and how the standards address the management of risk
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arising from complex interactions and emergent behavior that is inherent in present-day
socio-technical systems. The study shows that ISO standards are not based on risk science
and there are inconsistencies in both risk terminology and risk management guidelines.
It also shows that it is difficult to standardize many risk-related factors, for example, the
assessment criteria for something that is intangible. Bjornsdoéttir et al. show that ISO
standards do not support users appropriately in analyzing and assessing risk when it
comes to the complexity of socio-technical systems, emergent behavior, and non-linear
causal relations.

Aven and Zio [31] analyze the foundational issues of risk assessment and management
in their article. They discuss the needs, obstacles, and challenges for the establishment
of a renewed, strong scientific foundation, suited for the current and future technological
challenges. Among the issues Aven and Zio identify is terminology and fundamental
principles; the risk management field lacks universally understood and well-defined terms.
They also point out that risk analysis of critical infrastructure systems, e.g., power grids,
is both challenging and important. Such systems are often complex and interdependent
where system components interact on multiple scales of space and time. The system
components are often heterogeneous and form a hierarchy of subsystems. There is a
need for appropriate tools and techniques for analyzing risk and vulnerabilities in such
complex systems. Furthermore, they mention issues regarding the scope and science of
risk assessment and point out that quantitative risk assessment methods need to cover
knowledge (description and characteristics) of the uncertainties.

Klinke and Renn [32] discuss a new approach to risk evaluation and management.
They propose a new classification of risk types and management strategies for dealing
with the problems of complexity, uncertainty, and ambiguity—with scientific accuracy, a
reflection of social diversity, and political feasibility. This includes criteria for evaluating
risk and a classification of risk types and risk management strategies. Their concept of risk
evaluation criteria, risk classes, a decision tree, and management categories was developed
to improve the effectiveness, efficiency, and political feasibility of risk management proce-
dures. The main task of risk evaluation and management is to develop adequate tools for
dealing with the problems of complexity, uncertainty, and ambiguity.

Cox [33] discusses the uncertainty involved in the use of risk matrices, which is a
widespread way of assessing risk. The meaning of a risk matrix may be far from transparent,
despite its simple appearance. Cox examines some mathematical properties of risk matrices
and shows that they have the following limitations: (a) poor resolution; (b) errors; (c) sub-
optimal resource allocation; and (d) ambiguous inputs and outputs. He demonstrates that,
in general, quantitative and semiquantitative risk matrices have limited ability to correctly
reproduce the risk ratings implied by quantitative models, especially if risk components
such as frequency and severity are negatively correlated. Cox suggests caution in using
risk matrices because they do not necessarily support good risk management decisions.

Aven [35] also addresses the weaknesses of risk matrices. They are a common prac-
tice for the characterization of risk, reflecting threats and their consequences and prob-
ability, as well as concepts such as risk factors and sources. His conclusion is that risk
matrices in the traditional two-dimensional consequences-probability form should not be
used. Such matrices need an additional knowledge dimension to capture and include the
strength of knowledge judgements and rankings of risk factors and assumptions supporting
the analysis.

Fellows and Liu [36] discuss boundary issues across multiple interfaces in engineering
construction projects. Such projects have many boundaries between various stakeholders.
According to Fellows and Liu, organizations engaged in such projects require permeable
boundaries to allow information flow, knowledge sharing, and learning so that they can
respond appropriately and quickly to changes. Thus, while formal boundaries may be
fixed and rigid, informal boundaries in projects may need to be flexible and facilitate
organizational adaptations for performance of constituent project activities, especially
in project governance. The main concern here is to nurture cooperation, collaboration,
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and commitment with respect to the diverse natures and interests of the participants.
Complexity issues also arise through increasingly complex projects and their organizational
structures. A high degree of specialization often needs the involvement of numerous
specialized companies, each of which has its own boundary. The performance and success
depend on how well the boundary activities are planned and managed. Fellows and Liu
conclude that engineering construction projects are nested hierarchies of complex adaptive
systems involving numerous, diverse stakeholders. Thus, performance requirements and
parameters are emergent. The systems co-evolve, and any equilibria are dynamic.

Mikes [37] discusses boundary issues and work in risk management. Her field study in
the banking sector suggests that the boundary work of risk experts advances two different
approaches to risk management, depending on their calculative cultures. The financial
crisis of 2007-2009 proved to be a challenge to risk management in the banking systems.
Since then, the risk experts have tried to find ways to improve risk management. On one
hand, there is a culture of quantitative enthusiasm, where risk functions are dedicated
to risk measurement. On the other hand, there is a culture of quantitative skepticism,
focusing on envisioning risk and aiming to provide top management with alternative
future scenarios and with expert opinions on emerging risk issues. The study shows
that those displaying quantitative enthusiasm strived to capture the complexity of risk
decisions. As much judgment as possible is included upfront in the model design, so
that the output of the model could be regarded as a close proxy to the underlying risk
profile. Again, senior risk managers with a strong quantitative skepticism expanded the
boundaries of the risk universe (all risk that could affect an entity) beyond modeling by
creating fora for the envisioning of non-calculable risk objects. They relied less on formal
models than on their own cognitive mental models, imagining alternative futures about
which the existing models had nothing to say. They sought to anticipate emerging risk and
uncertainties that are not measurable in order to guide discretionary strategic decisions,
for which they were ready to take responsibility. Mikes discusses that “if risk officers are
to uphold the ideal of measurement, they can only extend their remit to risks that can
be described by a priori known or statistically knowable distributions. Alternatively, if
they are to discuss and influence the management of non-quantifiable risks, threats, and
opportunities (Knightian uncertainties), they have to venture outside the measurement
framework”. She concludes that as risk management practitioners move forward in their
work, theoretical and empirical researchers will be summoned to account for new realms,
new definitions, and new purposes of risk management.

Zerjav [38] addresses the problem of boundary dynamics and issues of resources
allocation in infrastructure projects. Due to their complexity and high social impact, such
projects often face challenges in managing the design decision-making processes across
disparate disciplinary and knowledge domain boundaries. Zerjav identifies the key role of
resource allocation constraints, path dependency of project decisions, and problem-solving
nature of design. He introduces the notion of design boundary dynamics for describing
diverse cross-boundary coordination phenomena associated with organizing the design of
infrastructure projects.

Lathrop and Ezell [39] address the validation of risk analysis. They describe, with a
systems approach, that validation of a risk analysis should be based on how well the risk
analysis supports risk management. When assessing how well the risk analysis supports
risk management, it should be considered how well it supports the decision-making process.
They conclude that the implementation of risk management actions results in what matters:
the final consequences and residual risk.

The risk issues addressed in the literature can be summarized as follows and applied
as benchmarks as presented in Section 3:

1. Scope and outer boundaries of a risk management system [31,36-38].
2. Interfaces (internal boundaries, departments, unclear responsibility) within a risk
management system [31,36-38].
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3. Hierarchical issues (layer issues, unclear hierarchical safety, and security structure)
within a risk management system [31,36].

Resources available to support a risk management system [33,38].

Risk analysis ability to capture complex systems and business operations [8,31,32,36-38].
Risk assessment ability to capture risk evaluation, e.g., with risk matrices [8,32].
Risk criteria setting in risk assessment [8,32].

Treatment of residual risk [39].

PN

3. Development of a Benchmarking Model for an ISO Risk Management System

The benchmarking model developed and applied in this research is based on the
literature review and context of the study as described in Section 2. It is divided into the
following two steps:

Step 1: Validation and evaluation of the foundational elements of a generic risk management
system that is based on ISO standards. Assessment template with a simple scoring system.

Step 2: Validation and evaluation of some of the most critical elements of the risk manage-
ment process, according to ISO and scientific literature on risk management issues.

3.1. Step 1

An assessment template with simple scoring system can be used to evaluate the
existence of the basic elements of a risk management system. Based on the findings in
Sections 2.2 and 2.3, the following benchmarks were defined. The scoring system provides

a quantitative metric system with simple scores such as “yes”, “no”, “not applicable”, and
“not specified”. The proposed benchmarks are as follows:

Scope, context, and boundaries of the risk management system.
Compliance with regulative requirements concerning the business.
Certifications.

Policies regarding risk are documented.

Risk management system is documented.

Risk analysis is conducted in a formal way.

Risk assessment is conducted in a formal way.

Risk (acceptance) criteria are set.

Residual risk is addressed (identified and assessed).

0PN LN

3.2. Step 2

If a risk management system meets the criteria in Step 1 and the benchmarks are
positive, the next step is to assess the quality in terms of efficacy of individual elements of
the risk management system. In this study, the most important elements of the risk manage-
ment process were put in focus and findings in Section 2.3 used as basis for benchmarks.

To assess the scope further, context, compliance, and conformity of the risk manage-
ment system (no. 1-5 in Step 1), the following benchmarks were defined:

1.  Scope and outer boundaries of the risk management system.

2. Internal boundaries and interfaces, complexity of the organizational structure, and
distribution of accountability.

3. Hierarchical structure with regard to risk, both safety and security risk.

4. Resources, knowledge, and experience needed to support the risk management system.

Additionally, the following benchmarks were defined to further assess the efficacy of
some of the most important elements of the risk management process (no. 6-9 in Step 1):

5. Risk analysis ability to capture complexity of the business operation and systems
(foundation, method, technique).

Risk assessment ability to capture risk evaluation (ability to capture risk knowledge).
7. Risk criteria setting in risk assessment.

*
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8.  Identification and treatment of residual risk, risk that is left after formal risk mitiga-
tion/treatment.

Table 1 gives an overview of the benchmarks in Step 2. The first column shows the
benchmark number, second column shows the benchmark name, third column shows the
corresponding principle/framework/process in ISO 31000 as described in Section 2.2.

Table 1. Benchmarks with correspondence to ISO 31000:2018 [12].

Corresponding Risk Management (RM)

No. Benchmark Name Principle/Framework/Process Clause in
ISO 31000
1 Scope and outer boundaries of a RM system Process (clause 6): Scope, context, and criteria (6.3)
2 Interfaces (mtern.al.]:.\ound.a Ties, departments, Process (clause 6): Scope, context, and criteria (6.3)
unclear responsibility) within a RM system
. L . Principles (clause 4): Structured, comprehensive, and dynamic RM
Hierarchical issues (layer issues, unclear . .
. . . cr s Framework (clause 5): Leadership and commitment (clause 5.2)

3 hierarchical safety and security structure) within a .

RM svstem Process (clause 6): Risk assessment (clause 6.4)

4 and risk treatment (clause 6.5)
4 Resources available to support the RM system Framework (clause 5): Leadership and commitment (clause 5.2)
5 Risk analysis ability (foundat%on, method) to Process (clause 6): Risk assessment (clause 6.4)
capture complexity
6 Risk assessment ability to capture risk evaluation Process (clause 6): Risk assessment (clause 6.4)
7 Risk criteria setting in risk assessment Process (clauge 6): Risk assessment (clause 6.4)
and risk treatment (clause 6.5)
Principles (clause 4): Continual improvements
8 Treatment of residual risk, risk that is left Framework (clause 5): Improvement (clause 5.7)
after risk mitigation Process (clause 6): Risk assessment (clause 6.4), risk treatment

(clause 6.5), monitoring and review (clause 6.6)

4. Research Methodology and Hypotheses

After developing the benchmarking model described in Section 3, this research pro-
ceeded in the following five steps: (1) setting selection criteria for participants in the
study; (2) selection of business sectors and organizations; (3) conducting of a risk manage-
ment questionnaire based on the benchmarking model in Step 1; (4) follow-up interviews;
(5) evaluation of the risk management process applying the benchmark model developed
in Step 2. Figure 2 gives an overview of the research process. It describes the research
methodology and its individual steps, also reflecting the structure of this article. The next
two subsections describe the research methodology (Section 4.1) and the hypotheses put
forward (Section 4.2).

Context for the study and literature Discussion (Section 5)
review (Section 2)
Research aim 1:
1. Recent developments influencing the Development of a
development of benchmarking benchmarking model for risk
models management
2. Risk management in ISO standards
3. S.Cienﬁ-ﬁc literature on risk issues in Application of the benchmarking model Research aim 2:
risk management systems (Section 5) Application of a benchmarking Q
1 model for evaluation of real-life 2
Benchmarking (Section 3) L Questi.onnaire [ 150 risk management systems 5_
2. Interviews >
¢ : 3. Results 2
Development of a benchmarking model — @
for an ISO risk management system T 3
=
1 Selection of business sectors and :
organizations (Section 4) =
Setting selection criteria for
participants (Section 4) A. Public health service
» B. Public supply system
1. Certified ISO management systems |,/ C. Construction company
2. Different business sectors D. Manufacturing company
3. Willingness to share information E. Software company
4. Seeking opportunities for RM F. Pension fund
improvements

Figure 2. Research overview.
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4.1. Research Methodology
4.1.1. Setting Selection Criteria for Participants in the Study

A desk study was conducted to define selection criteria and identify possible candi-
dates for the research. Eligibility criteria were specified. The organizations should: (a) have
a certified ISO management system, or at least be in the implementing phase of an ISO
management system; (b) be from different business sectors; (c) be willing to share infor-
mation from what were considered to be successful business operations or projects; (d) be
seeking opportunities to improve their risk management process in general.

Organizations operating in six industry sectors were selected: (A) public health ser-
vice; (B) public supply system; (C) construction company; (D) manufacturing company;
(E) software company; and (F) pension fund. Table 2 shows a list of the organizations
selected for this case study. The first column shows the organizations’ type of business. The
second column shows the business operations examined in this study. The third column
shows the ISO standards each organization is certified to.

Table 2. Organizations examined in this study.

ID Organization Business Operation Accredited ISO Certifications

A Public health service Processing of biological samples ISO 9001

B Public supply system Operation of an electricity 1SO 9001, ISO 14001, ISO 45001

transmission system

C Construction compan Construction of an ISO 9001, ISO 14001, ISO/IEC 27001,
pany infrastructure facility ISO 45001

D Manufacturing company Manufacturing of a medical device 1SO 14001, ISO 13485

E Software company Software development ISO/IEC 27001

F Pension fund Financial investments ISO 9001, ISO/IEC 27001

All six organizations fulfil the research criteria mentioned above. Five of them already
had accredited certification to one or more ISO standards when the case study started in
2014, one was in the implementing phase and received accredited certification during the
time of the study, end of 2018. Written contracts were made with all organizations to ensure
information security according to the requirements of ISO/IEC 27001:2013 [3] throughout
and after the case study process. A contact person was nominated in every organization,
responsible for the delivery of information, orally and written. After signing contracts and
confidentiality agreements, meetings were held with the contact persons and their teams to
inform them, explain the aim of the research, answer questions, and clarify expectations on
both sides.

4.1.2. Questionnaire

The questionnaire (see Table 3) is based on the research framework described in
Section 3. It was sent to the contact persons in each organization. Answers from ques-
tionnaires along with supporting documents (e.g., organizational manuals, description
of processes and procedures, policy documents, and results from risk assessments) were
received from all organizations. These data were reviewed with regard to benchmarks,
content of information, and alignment with guidelines in ISO 31000.
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Table 3. Questionnaire summary.

)
i i L L .
7 g e : ! i
& = a g e .L
3 3 : = ? z
o s 2 8 z 5 g
No. Question/Topic ® S = g = 3
= A 5 = 0 2
= < 0 = e g
» » =) 0 3 5
1) ] = g ] a.
2 & 3 ] 5
2 =] = ] <
2 g
1 General information
1.1 Listed (on Nasdaq) no no no yes yes no
1.2 Number of employees (European Union 51-250 51-250 251-500  501-5000 11-50 11-50
classification)
13 Number of local sites/ offices 4 2 7 1 1 1
14 Number of countries with subsidiaries 1 1 1 18 2 1
15 Intl. business operations and export no no yes yes yes yes
2 Compliance
21 Relevant laws and regulations for business es os es
: identified y y y yes yes yes
3 Certification
3.1 Operations ISO certified all all all partly all all
311 . if yes, by an accredited certification
1 body yes yes yes yes yes yes
312 . if yes, name of certification body list list list list list list
3.2 Non-ISO certifications yes no yes yes no no
3.21 . if yes, which parts list list list list list list
320 . if yes, which %%cdr;dlted certification list list list list list list
4 Policies
4.1 Safety and/or security policy exist yes yes yes yes yes yes
49 Documented safet;g ;rsl;is /or security policy o yes yes yes yes yes
43 Ref. to relevant law(s)/regulation(s) in list list list list list list
policy documents
4.4 Other policy documents relevant to s s s os s s
) safety/security Y Y Y Y Y Y
5 Risk management system
5.1 Formal risk management process in place yes yes yes yes yes yes
52 Risk assessment conducted yes yes yes yes yes yes
53 Risk analysis conducted yes yes yes yes yes yes
54 Internal control yes yes yes yes yes yes
55 Audits, internal and/or external yes yes yes yes yes yes
5.6 Review process yes yes yes no yes yes
6 Risk analysis
6.1 Formal methodology used yes yes yes yes yes yes
6.2 Use of special software solution for risk
. : no yes no no yes no
analysis
6.3 ISO guidelines used for doing risk analysis no yes yes yes yes yes
6.4 Likelihood of risk assessed no yes yes yes yes yes
6.5 Risk evaluated yes yes yes yes yes yes
7 Risk assessment
7.1 Tangible assets registered yes yes yes n.a. yes yes
7.2 Intangible assets registered yes yes yes n.a. yes yes
7.3 Threats identified yes yes yes n.a. yes yes
7.4 Consequence of risk assessed yes yes yes yes yes yes
7.5 Risk calculated no yes yes yes yes yes
7.6 Systematic risk mitigation with controls yes yes yes yes yes yes
7o Risk calculation after selecting no os s no o5 os
’ controls—efficacy of controls assessed Y - y y
78 Assessment on efficacy and usefulness of
. . - no yes yes no no no
risk analysis in terms of cost
Risk information used for
79 improvements—someone responsible yes yes yes yes yes yes
7.10 Result of risk assessment documented yes yes yes yes yes yes
711 Result of risk assessmii:nt used to learn from ns. yes yes yes yes yes
8 Risk criteria
8.1 Risk criteria set no yes yes yes yes yes
9 Residual risk
9.1 Residual risk assessed no yes no yes yes yes

“list” = list provided; “n.a.”

=not applicable; “n.s.” = not specified.
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4.1.3. Interviews

After collection, review, and analysis of data from the questionnaire, follow-up meet-
ings were organized and held as audit meetings according to ISO 19011 [13]. The aim was
to confirm the information given in the questionnaire. This was done by obtaining evidence,
review, and confirming data integrity and compliance with records received. Records on
incidents and nonconformities were reviewed and the efficacy of the ISO plan-do-check-act
cycle was examined with regard to corrective actions. Meetings were recorded where
permission for recording was obtained. The follow-up meetings led to a variety of findings.
Subsequently, more information and evidence were gathered, and testimonies recorded.
The case study lasted five years intermittently. In the meantime, some of the organizations
developed their risk management systems and therefore some records (e.g., results from
risk assessments) were updated.

4.2. Hypothesis

Since all participants in this real-life study are certified to ISO management system
standards that require risk management, it can be expected that all major aspects of risk
management are present and for the most part well documented. However, ISO standards
lack guidance on risk management as demonstrated by Bjornsdottir et al. in a previous
study [8]. Consequently, it is expected that risk management, and particularly the analysis
of risk, is executed in an unsatisfactory manner. Assuming that the representatives of the
organizations in this study are describing the true situation in their organizations, it is
therefore hypothesized that certain flaws in risk management will be evident in practice.
The benchmarks developed, based on the literature review conducted in Section 2.3 and
presented in Table 1, are used to evaluate the risk management systems examined in
this study.

5. Results

The results of this study are presented in the following six subsections, one section
for each organization. The results are presented in tables and discussed, and conclusions
drawn. An overview of the results from the questionnaire is presented in Table 3. The
topics/questions are grouped into categories, intended to:

1.  Capture general information regarding the business operations and the risk manage-
ment system: scope, interface, organizational structure (hierarchy and layers), and
resource issues. This is consistent with topics no. 1-4 in Table 3 and benchmarks
no. 1-4 in Table 2.

2. Capture more specific information about the risk management system: foundational
issues, risk analysis technique, ability to capture complex risk, ability to evaluate
risk, including residual risk. This is consistent with topics no. 5-9 in Table 3 and
benchmarks no. 5-9 in Table 2.

The first two columns show the number and name of question/topic in the ques-
tionnaire. The following six columns show the results for individual organizations. The
results are examined and explained in the next six subsections, one subsection for every
organization. In most cases, the answers are “yes” or “no”. The answer “list” means that a
list was provided, “n.a.” means not applicable, and “n.s.” means not specified.

5.1. Public Health Service

The public health service (organization A in Table 2) is an independent part of a univer-
sity hospital. It is responsible for the processing of biological samples, e.g., blood. The main
operations are in the hospital area, but it also has two sites outside the main hospital area
and a mobile sample collection unit. The service of the organization includes collecting and
processing of blood, testing, education, services regarding cells and tissues, transplantation,
and stem cell therapy. Part of the infrastructure, e.g., information technology support and
technical assistance, is in the hospital’s organizational chart under a different management
system. During the time of this study, the contact person moved on from being a quality
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manager to becoming head of department. The risk management system developed in
such a way that risk analysis has become a part of all working procedures, which was not
the case at the beginning of the study.

5.1.1. Results from the Questionnaire

The public health service is certified to ISO 9001 [2] to ensure the correct working
procedures, quality, and safety of the products and services. It also has other types of specific
certifications and operating licenses not related to ISO. The quality policy is documented
and addresses both safety and security, but no other ISO management system policy
documents exist. There is good knowledge of the legal environment. A formal risk
management process is in place, as a part of the ISO management system. This means that
risk assessment and risk analysis are conducted, there is internal control, regular audits
(internal and external), and a management review process. A formal risk analysis technique
is used in the form of a two-dimensional risk matrix in Excel. ISO risk management
guidelines are not used, both tangible and intangible assets are identified, and risk is related
to assets. Threats to assets are identified, and consequence of risk assessed. Likelihood
of risk is not a factor in the assessment, risk is not calculated, risk criteria are not set, and
residual risk is not assessed.

5.1.2. Results from the Interview

The head of department (former quality manager) of the public health service was
interviewed. The interview revealed that risk management of the organization is mainly
based on international health science norms and standards published by the European
Commission and the World Health Organization, and not on ISO standards. One of these
guidelines is the Guide to the Preparation, Use, and Quality Assurance of Blood Compo-
nents [40]. The World Health Organization, WHO, has also published international health
science norms and standards, e.g., the WHO Action Framework to Advance Universal
Access to Quality and Safe Blood and Blood Components for Transfusion and Plasma De-
rived Medicinal Products [41]. These publications define hazards within the health service
environment. For example, the most hazardous states regarding blood processing involves
blood leaving the organization with one or more of the following hazards: (a) blood is
mislabeled; (b) contaminated blood passes screen; (c) blood spoils within the organization.

Risk analysis is conducted on many levels and is not based on ISO 9001, since there is
no guidance on risk analysis in the standard, and only partly based on ISO 31000. In case
of blood donation, the risk analysis starts when a blood donor comes to the organization. A
healthcare professional interviews the donor and assesses his or her suitability for donation.
The assessment is documented. Another part of the risk assessment is the quality control
process of blood components, based on content and sample requirements. The quality
control is done by trained healthcare professionals, records are made in Excel sheets and
in a database. Risk assessment is also done as a part of an incident registration process,
which includes a review and evaluation of an incident. However, work is not always done
according to that process. A two-dimensional risk matrix is used to assess an incident and
determine a risk factor, based on impact of risk and likelihood of recurrence, both on a
scale of 1 to 5. Three different colors (green, yellow, red) are used to show the severity of a
risk factor. The risk analysis became more formal after this study started and at the end of
it, more employees had been mobilized to take part. There are risk issues regarding, e.g.,
information technology support and assistance, which is not a part of the risk management
system of the organization but a part of the hospital’s central infrastructure.

The interview also revealed that there are risk factors that have not been registered or
formally assessed. The department head is aware of these risk factors but has not found a
way to either assess them or treat them because they are on the border of the business scope.
This risk is related to the delivery and use of blood products and cooperation with health
organizations receiving blood products, but not having a formal quality or risk management
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system themselves. There are also risk issues in interactions and communications with
health authorities that has neither been registered nor treated.

5.1.3. Summarized Results from the Public Health Service

The public health service is an important part of the infrastructure of the health system.
It is not a competitive business entity, but the ISO certification shows ambition in operation
and good service. The procedure for risk analysis is not yet fully documented. It is difficult
to manage risk on the border of the business scope and risk related to communication.
Lack of communication with external parties has been difficult to capture. It has also been
difficult to communicate risk information to authorities. Table 4 presents a summary of the
results from the public health service.

Table 4. Results from the public health service.

No. Benchmark Issues Found gfﬁ;}gﬁ:g
Outer boundaries of RM system stretched
1 Scope and outer boundaries of a RM system  into other health care institutions without True
compliance with ISO procedures
2 Interfaces (internal boundaries, departments, Boundary issues regarding joint service T
gy o . . rue
unclear responsibility) within a RM system and infrastructure of the hospital
Hierarchical issues (layer issues, unclear
3 hierarchical safety, and security structure) No issues found False
within a RM system
4 Resources available to support the RM system No issues found False
5 Risk analysis ablhty.to capture co mplex Limited ability to capture complexity True
systems and business operations
6 Risk assessment ability to capture risk Two-dimensional risk metrics does not True
evaluation capture risk evaluation
7 Risk criteria setting in risk assessment Risk criteria unclear True
8 Treatment of residual risk Residual risk not addressed True

5.2. Public Supply System

The public supply system (organization B in Table 2) transmits electricity from gener-
ation stations to regional electricity distribution operators and power intensive users by
way of a high voltage transmission system (power grid). The operation is regulated by
the national energy authority which determines the revenue cap on which the electricity
tariff is based. The public supply system is a critical infrastructure system and care must be
taken when transmitting the electricity through the system to maintain the balance between
consumption and production of electricity.

5.2.1. Results from the Questionnaire

The system operator has one business site other than the main office and is cer-
tified to ISO 9001 [2], ISO 14001 [11], and ISO 45001 [4] (previously OHSAS 18001).
ISO/IEC 27001 [3] is in implementation phase. Written ISO management system pol-
icy documents exist where safety, security, and environmental risk is addressed. There
is good knowledge of the legal environment. A formal risk management process is in
place as a part of the ISO management system. This means that risk analysis and risk
assessment are conducted. There is internal control, regular audits (internal and external),
and a management review process. A formal risk analysis technique is used, implemented
in a risk assessment software solution. ISO risk management guidelines are used. Both
tangible and intangible assets are identified, and risk is related to assets. Threats to assets
are identified and consequence of risk is assessed. Likelihood of risk is a factor in the
assessment and risk is calculated. Risk management includes continuous improvements,
systematic risk mitigation, assessment of risk control efficacy, cost analysis, documentation,
and risk learning process. Risk criteria are set but residual risk is not assessed.
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5.2.2. Results from the Interview

The head of system operation was interviewed. The interview revealed that the
risk assessment process and risk analysis technique are mainly based on ISO/IEC 27001,
which has not yet been fully implemented. Risk is analyzed and assessed in Excel tem-
plates and results from risk assessment, then stored in a central SQL database. Risk
factors are identified, registered, and categorized in main categories and subcategories.
Description of each risk factor, cause, and effect are registered. Likelihood and impact are
estimated in numbers and then risk is calculated as a multiple of likelihood and impact,
risk = (likelihood of risk) x (impact of risk). Both likelihood and impact are integers on a
scale of 14. Risk tables in Excel and two-dimensional matrices with four different colors
are used to show the severity of each risk factor. For each risk factor, there is one responsible
person. Responsible departments are also registered, there can be more than one. A short
description of an action plan to mitigate risk is registered with a follow-up plan, which
is sometimes left unfilled. In some cases, if related to the finance department, a policy
document is referenced with a note of measurements and risk criteria. A bottom-up risk
assessment technique is used, and each department is responsible for assessing its own
risk. All risk assessments are then collected into one risk library. Risk assessments are also
conducted as part of project management. A risk overview with summary and statistics is
provided through a management software interface.

Results from risk assessment and incidents that have happened reveal weaknesses in
the system. To mitigate this risk, some parts of the system (old overhead lines) need to be
renewed and some new lines must also be built in areas that are considered natural reserves.
There have been disputes over how to build and maintain the system, which concern the
choice of laying high voltage overhead lines and/or underground cables. Disputes with
landowners who either do not want a power line across their land or want unacceptable
compensation for their land cause delay. Further enquiry revealed that some existing risk
factors have neither been registered nor assessed because it is not clear who is responsible.
This applies to risk caused by hybrid threats and threats such as pandemics. Risks related
to the lack of public policy support, international politics, and trends in technology (e.g.,
smart grid) that could affect the electricity transmission systems have not been identified.

5.2.3. Summarized Results from the Public Supply System

The public supply system is a critical infrastructure system. Risk analysis has revealed
that electrical power security is insufficient in some places and breakdowns have led to
power outages. The bottom-up risk analysis method has led to causal relationships between
risk factors not being identified, the root cause has not been identified, and risk that does
not clearly fall within one of the departments is not identified. Table 5 presents a summary
of the results from the public supply system.

Table 5. Results from the public supply system.

Hypothesis
No. Benchmark Issues Found (True/False)
- Risk associated with stakeholders not
1 Scope and outer boundaries of a RM system always addressed True
Internal boundaries well defined but bottom-up
Interfaces (internal boundaries, departments, unclear risk assessment within departments has led to
2 e o - : True
responsibility) within a RM system causality between risk factors not
being identified
Hierarchical issues (layer issues, unclear hierarchical . .
. . Hierarchical issues found True
safety, and security structure) within a RM system
Resources available to support the RM system Resource issues found True
5 Risk analysis ablhty.to capture cpmplex systems and Limited ability to capture complexity True
business operations ] ) ‘ ]
6 Risk assessment ability to capture risk evaluation Two-dimensional risk metrics does not capture True
risk evaluation
Risk criteria setting in risk assessment Risk criteria sometimes unclear True
Not every known risk is included in the risk
8 Treatment of residual risk assessment and treated therefore left as True

residual risk
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5.3. Construction Company

The construction company (organization C in Table 2) constructs infrastructure fa-
cilities/products, operates them, and sells the product. The construction of each facil-
ity /project involves complex systems and equipment, as well as challenging construction
work in often extreme conditions. The project analyzed in this study was divided into
several contracts, some regarding construction work, some for equipment, and others for
systems. The construction phase of the project analyzed in this study took five years and
was finished in 2014. Altogether, the project took ten years including the preparation phase.

5.3.1. Results from the Questionnaire

The construction company has seven offices and is certified to ISO 9001 [2], ISO 14001 [11],
ISO/IEC 27001 [3], and ISO 45001 [4]. Written ISO management system policy documents
exist where risk regarding safety, security, and environment is addressed. There is good
knowledge of the company’s legal environment. A formal risk management process is
in place as a part of the ISO management system. Risk analysis and risk assessment are
conducted. There is internal control, regular internal and external audits, and a man-
agement review process. A formal risk analysis technique is used and implemented in
Excel templates. ISO risk management guidelines are not used during the construction
phase. Risk is assessed regarding threats/hazards, likelihood, and consequence. Risk
management includes continuous improvements, systematic risk mitigation, cost analysis,
documentation, and risk learning process. Efficacy of risk controls is not assessed. Risk
criteria are partly set, and residual risk is not assessed in a formal way. Results from risk
assessments are documented and used to learn from them.

5.3.2. Results from the Interview

The interview with the project risk manager revealed that the construction company
takes a holistic approach to risk management and the company’s risk manager is respon-
sible for coordinating overall risk management tasks and maintaining ISO certifications.
However, risk management in individual projects is led by a project risk manager. Both the
risk manager of the construction project and the company risk manager were therefore in-
terviewed. Two risk management teams were formed in the project, one in the preparation
phase and another in the construction phase. In the preparation phase, a risk consultant
led the work together with the project manager. The risk work in the construction phase
was led by the project risk manager who worked closely with the project management
team throughout the construction phase. Both teams included experts from the company
and external consultants. Regular meetings were held, risk associated with the project
identified, and actions taken to reduce the risk. The project risk manager kept records
of all risk-related information during the project time. When the project was finished, a
final report was compiled on project health, safety, and environmental issues where risk
assessment and risk management were included. Despite complications during the project
time, the project was considered an overall success. There were three measurable reasons
for this: (a) the project time was met; (b) the cost estimate was met; (c) there were no
serious injuries.

Although much energy and time was spent on the risk analysis, the project risk
manager acknowledged that risk assessment is an underestimated part of work in projects
like this one. Risk analysis is the basis for disciplined working procedures, to ensure that the
right decisions are made at the right time, and to avoid mistakes. Often, the environmental
impact is controversial and different interests need to be balanced. Stakeholders’ views were
included in the risk analysis. Contractors had to submit their own risk assessment for every
work item before they could start the work. Risk factors were reviewed in risk meetings and
compared with company own assessment. This way, both parties (construction company
and contractor) could assess risk factors together. One reason for this is that the construction
company (buyer) did not always know what equipment the contractor would be using.
The aim of the meetings was to achieve the widest possible knowledge and understanding
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of all risk related to the project. The meetings were sometimes big and difficult to manage,
like brainstorming sessions. Discussions tended to drift, and much discipline was required.
People got ideas and started discussing solutions while analyzing risk. This made the
risk analysis difficult and complicated in practice. The goal was to somehow measure
the outcome, results, and efficacy of the risk analysis, but no good way was found for
such measurements. The ISO risk management guidelines were not used. The project risk
manager considers the need for effective risk analysis methods in big construction projects
both urgent and growing. The risk analysis of projects such as this one is often centered
on operational risk in terms of finance. In the opinion of the project risk manager, simple
risk models are good to get started and lay out the risk analysis. Then, it is necessary
to dive deeper into different parts of the risk model. It can be disadvantageous for the
construction company to tie things regarding construction projects too much with standards
and regulation requirements. It can lead to overdesign and associated unnecessary costs.

The company’s risk manager stated that there is one uniform risk assessment process
within the whole company. He is responsible for the company risk register stored in
a Microsoft SharePoint system. Other employees are responsible for assessing risk in
Excel spreadsheets. The risk analysis is defined as identification of risk, registration,
categorization, scoring, and comparison with risk criteria that are set in the beginning. This
includes considering the business goals of the company, goals of risk management, and
goals of every project. Scope and goal setting may differ. A matrix with colors and two
scales, EBITDA, and company image is used to assess high-level company risk. Different
scores are used for analyzing risk at other levels in the company. Moreover, the risk
criteria differ depending on what is relevant to different departments and projects. The
purpose of risk analysis is to: (a) ensure that the company achieves its goals; (b) provide an
overview of risk; (c) ensure that the company does not suffer major setback/incidents that
can have significant negative impact on its operations. In risk analysis, all risk factors are
considered, regardless of likelihood and impact, but there needs to be a clear incentive and
expectation of benefits before starting a risk analysis. Risk analysis is time consuming and
often complicated. It is important that risk experts can communicate the risk information
and make it easy for others to understand. The company risk manager believes that
although the risk framework may be different within organizations, the technique/method
and process of risk analysis can still be the same. Communication, information sharing,
solutions, monitoring, and feedback may all be different.

In the opinion of the company’s risk manager, risk analysis is too seldom a part of
decision making. His view is that risk analysis must be built into company culture. It
should be as natural to analyze risk as to calculate expected return on investment. This
is often not the case; people tend to spend too little time on risk analysis when making
decisions and simply assume they know everything there is to know. It is difficult to
estimate the value of risk analysis and it can be challenging to explain and get people
involved. It seems easier to analyze and assess risk where quantitative measurements are
made, but qualitative evaluation is often necessary to reach full understanding. For many,
it turns out to be difficult to choose a risk score or put a number on the risk. To be able
to develop a risk culture within a company, it is important to review completed projects
to learn from the experience, to give and get feedback, to improve and optimize the risk
analysis process. If risk analysis is continuously applied as a business tool in daily use, it
can aid in finding opportunities to improve the business. His opinion is that ISO standards
can be helpful together with management system tools once risk has been identified. ISO
31000 [10] provides support and IEC 31010 [34] points out various techniques to analyze
risk. The challenge, however, remains to identify the hazards, threats, and risk.

5.3.3. Summarized Results from the Construction Company

In this study, a single but complex construction project, lasting five years, was ana-
lyzed. Other parts of the organizations were not analyzed. Many contractors took part in
the project. The company has been ISO certified to four management system standards
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for decades and its risk management system is mature. Through many comprehensive
construction projects, the company has developed a strong risk management culture. This
has led to the company’s risk management leaders being aware of the importance of risk
analysis and risk management. Both the project risk manager and the company’s risk man-
ager believe that there are still opportunities to improve risk analysis and risk management
within their company, e.g., with better coordination and integration into the company’s
overall management. Employees could be better educated and given better guidance in
their work. ISO standards in general provide good support for risk management. The
problematic question is: How much is a company willing to invest in the implementation
and improvements of a risk management system? Key risk indicators need to be defined
for indication of imminent risk. It is challenging to define what should be measured and
monitored and it needs to be carefully done. Table 6 summarizes the results from the
construction project. No issues were reported for benchmarks no. 5, 6, 7, and 8 in Table 6.
This means that the hypothesis could not be verified.

Table 6. Results from the construction company.

No. Benchmark Issues Found Hypothesis
(True/False)

1 Scope and outer boundaries of a RM system No issues found False

5 Interfaces (interr%alil?ound.ari.es, departments, No issues found False

unclear responsibility) within a RM system
Hierarchical issues (layer issues, unclear
3 hierarchical safety, and security structure) within No issues found False
a RM system

4 Resources available to support the RM system No issues found False

5 Risk analysis ability.to capture cpmplex systems No issues reported Not verified
and business operations

6 Risk assessment ability to capture risk evaluation No issues reported Not verified
7 Risk criteria setting in risk assessment No issues reported Not verified
8 Treatment of residual risk No issues reported Not verified

5.4. Manufacturing Company

The manufacturing company (organization D in Table 2) develops, produces, and
sells medical devices. The subject in this study is a microcomputer-controlled (bionic)
device. The questionnaire was answered by a project manager with help from a compliance
manager and a quality assurance specialist.

5.4.1. Results from the Questionnaire

The company is listed on Nasdaq and has many subsidiaries and sites around the
world. The design and production departments are certified to ISO 13485 [6] and ISO 14001 [11].
There is good knowledge of the company’s legal environment. Written ISO management
system policy documents exist where safety and environmental risk is addressed. A formal
risk management system is in place that covers both the design department and the
production department. The risk management system is supported by a proposal system
and work request management system. Risk assessment and risk analysis is conducted
in a formal way. Internal audits are conducted. There is a management review process in
place. ISO 14971 [42] is used as risk management guidelines to medical devices together
with IEC 62366-1 [43] guidelines for application of usability engineering to medical devices.
They are both referenced in ISO 13485. Risk is assessed regarding hazards, likelihood or
probability, and consequence. Risk management includes continuous improvements, risk
mitigation, cost analysis, documentation, and a risk-learning process. The efficacy of risk
controls is evaluated. Risk criteria are set, and residual risk is assessed. Results from risk
assessments are documented and used to learn from them.



Sustainability 2022, 14, 4937

21 0f 33

5.4.2. Results from the Interview

The project manager was interviewed. Experts working in the design department
were also interviewed to fill in gaps. The project manager explained the complicated design
and production processes of the microcomputer-controlled device. There are numerous
things that need to be considered, e.g., the clinical needs, the patient safety, human error,
and fulfillment of the user requirements. Development of new products follows a detailed
product development process for new products where every step, milestone, and gate of the
process is defined. Records regarding every product are kept for seven years after cessation
of production. Medical devices are subject to extensive regulations to assure patient
safety. The devices are divided into risk categories and classes, with different regulatory
requirements. This classification is not internationally standardized, e.g., Europe, USA, and
Canada all use different classification. Risk management is fundamental in demonstrating
regulatory compliance for medical devices and it is a fundamental part of manufacturing
processes in the medical device industry. Risk management for the product was based on a
top-down Failure Modes Effects and Criticality Analysis (FMECA).

The guidelines for risk management for medical devices mostly come from ISO 14971
and IEC 62366-1, both referenced in ISO 13485. Neither ISO 13485 nor IEC 62366-1 refer
to ISO 31000, but ISO 14971 does. ISO 14001, however, only refers to ISO 31000 for risk
management guidelines. There is a difference in the core concepts and nomenclature of
ISO 14971 and ISO 31000 that has caused confusion. Example 1: ISO 31000 defines “event”
as “occurrence or a change of a particular set of circumstances” while ISO 14971 leaves
event undefined. Example 2: “harm” is defined as “injury or damage to the health of
people, or damage to property or the environment” while ISO 31000 leaves it undefined
and unmentioned. Example 3: “risk” is defined as “effect of uncertainty on objectives”
in ISO 31000, but “combination of the probability of occurrence of harm and the severity
of that harm” in ISO 14971. Example 4: “risk management” is defined as “coordinated
activities to direct and control an organization with regard to risk” in ISO 31000, but
“systematic application of management policies, procedures and practices to the tasks of
analyzing, evaluating, controlling and monitoring risk” in ISO 14971.

In the opinion of the project manager, ISO 31000 offers a generic and abstract de-
scription of risk analysis but does not provide guidance on how to conduct it as such.
ISO 14971 defines the risk analysis process for medical devices in four steps: (1) Intended
use and reasonably foreseeable misuse; (2) identification of characteristics related to safety;
(3) identification of hazards and hazardous situations; (4) risk estimation. The guidance
ISO 14971 provides is, however, limited, e.g., “For each identified hazardous situation,
the manufacturer shall estimate the associated risk(s) using available information or data.
For hazardous situations for which the probability of the occurrence of harm cannot be
estimated, the possible consequences shall be listed for use in risk evaluation and risk con-
trol”. It still mentions several risk analysis methods in appendices, and the manufacturer
is supposed to select the appropriate method. Guidance is given on risk identification in
ISO 31000, but not mentioned in ISO 14971.

The manufacturing company used ISO standards to structure the risk management
system. The risk analysis is embedded into every part of the product development phase.
The risk analysis is a teamwork and the technique used has been developed within the
company over time. Although it is based on ISO 14971, it also uses templates and classifica-
tion systems specially designed and applicable to the production of medical devices. A risk
ranking system is used for evaluation of suppliers. Process risk analysis is also done for the
optimization of business processes and better utilization of raw material and components.
The design of new bionic products is based on knowledge from previous products, but
innovation is also an important factor. When analyzing risk, the focus is mainly on known
hazards. The risk of a bionic device is related to (a) the mechanical structure and stability;
(b) the bionic part that must not give electric shocks; and (c) software that does not fail.
An event does not always have the same consequence. In case of the medical device in
this study, the hazardous situations can vary, e.g., a person can fall on the ground or fall
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in stairs, and so the severity level can also vary. The likelihood of an incident occurring is
examined, followed by analysis of the incident severity. According to ISO 14971, the risk
analysis process is a control process, i.e., the risk analyst shall identify what could happen
that might form a hazard, then mitigating controls are selected. The manufacturer defines
the acceptable risk and documents the process and communication of the results.

A Risk Priority Number (RPN) is calculated, based on severity of risk and likelihood
of occurrence. It is challenging for the risk analysts to evaluate these factors. The RPN must
meet predefined risk criteria for the development to continue. The key to an acceptable RPN
is to neither overdesign nor overengineer safety because it is expensive. At regular intervals
in the development process, there is an approval milestone or gate, and the product must
pass certain gate criteria. At each gate, the result of the risk analysis is reviewed by
an experienced person outside the risk analysis team but with good understanding and
overview of the operation. If test results are good, it indicates that the product meets the
requirements, and the severity factor should therefore decrease.

MS Word tables and Excel sheets are used for registering the risk analysis information
which are then saved in a risk analysis file. An initial copy of the risk analysis file is saved
when the product is launched, and a history log is kept for traceability. If an incident
occurs after marketing the product, data are added to the risk analysis file and saved with
a new version number. The update of the risk analysis can mean increase of risk because of
defects in the medical device or decrease of risk because the use of the device is successful.
Detection of hazards related to the use of the medical device is the most challenging thing
in the risk analysis. The challenge is not only to detect foreseeable misuse, but furthermore
to identify and analyze risk associated with such misuse.

5.4.3. Summarized Results from the Manufacturing Company

In this study, the development and production of only one medical device was an-
alyzed, not the whole business. It has taken the company many years to optimize their
manufacturing processes for bionic medical devices. Safety must be built into the design
and risk must be managed throughout both design and production phases. The whole
process is based on continuous and iterative risk analysis. Risk analysis experts have gone
to great lengths in their risk analysis to develop safe products and meet the requirements of
regulators. The risk control system has been a burden at times, where regulators demand
ever-increasing formality and documentation. Now, a balance in the cost effectiveness
and the regulatory compliance has been reached. Applying ISO standards is one way
of meeting requirements from regulators, supervising authorities, and buyers (that are
typically not end-users). Despite limited guidance on risk management in ISO standards
and inconsistency in their definition of important risk terms, the ISO standards are essential
for the business. Table 7 presents a summary of the results from the development and
production of a medical device. No issues were reported for benchmarks no. 5, 6, and 8 in
the table. This means that the hypothesis could not be verified.

Table 7. Results from the manufacturing company.

Hypothesis
No. Benchmark Issues found (True/False)
1 Scope and outer boundaries of a RM system No issues found False
Interfaces (internal boundaries, departments, unclear .
2 et o No issues found False
responsibility) within a RM system
Hierarchical issues (layer issues, unclear hierarchical safety, .
3 . s No issues found False
and security structure) within a RM system
4 Resources available to support the RM system No issues found False
5 Risk analysis ability to ca%’;lel'fagi%?glex systems and business No issues reported Not verified
6 Risk assessment ability to capture risk evaluation No issues reported Not verified
7 Risk criteria setting in risk assessment No issues found False
8 Treatment of residual risk No issues reported Not verified
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During the interview with the product manager, he raised the question: “Is the
company perhaps doing too much on risk analysis and risk management?” He further
stated that “risk management can easily go overboard, but the thin line to follow is to catch
and deal with relevant risk without spending too many resources”.

5.5. Software Company

The software company (organization E in Table 2) develops risk management software
for an international client base, a modular software suite. It also provides hosting services
and information technology consultancy. The software is a database hybrid (client-server
and web-based) solution. It is mainly used by organizations for their business activities, but
also for training and education at universities. The company is focused on innovation and
collaboration with universities. It has received European project grants for the development
of the software.

5.5.1. Results from the Questionnaire

The software company is listed on Nasdaq and has one subsidiary. All its business
activities are certified to ISO/IEC 27001 [3]. There is good knowledge of the legal envi-
ronment. Written information security policies exist, supported by other policies, e.g.,
access policy and teleworking policy. A formal risk management process is in place. Risk
assessment and risk analysis is conducted, there is internal control, regular internal and
external audits, and a management review process. Risk management software is used
with a built-in risk analysis module. Risk is associated with both tangible and intangible
assets. Threats to assets are identified, and consequence of risk is assessed. Likelihood of
risk is a factor in the assessment and risk is calculated. Residual risk is assessed, and risk
criteria are set. Risk is monitored, reviewed, and treated. Effectiveness of controls in terms
of cost is not evaluated. Results from risk assessment are documented and used to learn
from them.

5.5.2. Results from the Interview

The security manager of the software company explained that changes in ISO/IEC 27001
since 2005 have been confusing. The focus was on asset-based risk assessment methodology,
but in the latest version, ISO/IEC 27001:2013, there is only mention of assets in Annex A.
The referenced guidelines on risk management are ISO/IEC 27005 [44] and ISO 31000 [12].
There is a difference in the core concepts and nomenclature of ISO 31000 and ISO/IEC 27005.
When it comes to risk analysis, ISO 31000 offers a generic and general risk management
guidance but no guidance on how to conduct risk analysis as such. ISO/IEC 27005 offers
limited guidance on how to conduct risk analysis, for example: (a) risk analysis depends
on the criticality of assets; (b) it is based on assessed consequence and likelihood; (c) it can
be done on a qualitative or a quantitative scale. The software company uses a combination
of qualitative and quantitative risk assessment techniques built in a software solution.

The risk assessment is conducted in line with ISO/IEC 27001. It is based on assets, both
tangible and intangible, and their properties in terms of value, confidentiality, integrity, and
availability. Potential threats to assets and asset vulnerabilities are identified and assessed.
Three risk calculations are made for every asset:

1.  Inherent risk factor, the base security risk, is calculated for every asset based on four
variables: the likelihood of threat, the impact of threat, the vulnerability of the asset
towards the threat, and the value of the asset of which the threat is associated with.
All four variables are evaluated on a scale between 1 and 5.

2. The second risk calculation is the current security risk. Risk is calculated with regard
to implemented controls. A threat library is used in this calculation. Every threat
is related to several controls from ISO/IEC 27001 which are meant to mitigate it.
A calculation is made that considers, on the one hand, controls that are already
implemented and, on the other hand, controls that have been defined as possible but
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have not yet been implemented. This gives a risk factor that can be compared to the
inherent risk factor to assess the benefits of the measures that have already been taken.

3. The third risk calculation is similar to the second risk calculation. It takes into consider-
ation both implemented and future controls, i.e., controls which are being considered
or have already been chosen to be implemented but have not yet been implemented.
This calculation is made to evaluate the benefit of future controls.

Description of risk is written in a free-text fields, but history of risk changes is difficult
to verify. The causal relationship of complex risk is not captured. Although risk criteria are
set as numbers, the meaning of the numbers remains unclear. The efficacy and maturity of
the controls (mostly taken from ISO/IEC 27001) are difficult to comprehend.

Through their international client base, mostly ISO certified organizations, the soft-
ware company is aware of the limitations of ISO standards when applied to analyze and
manage risk in challenging operations. The security manager pointed out that ISO stan-
dards provide little guidance on how to analyze and assess risk. Therefore, the company
risk analysts have conducted their own studies based on state-of-the-art literature and
collaborated with academic experts in the risk field. The aim has been to find methods
to better capture and manage risk that arises from complex interactions and emergent
behavior that is inherent in present-day socio-technical systems. Thus, systems theory
methods (https:/ /www.sciencedirect.com/topics/psychology/systems-theory, accessed
on 9 March 2022) have been investigated and Systems-Theoretic Process Analysis (STPA)
technique has been used [45,46]. In this way, risk factors have been identified that could
not be identified with previous methods based on ISO/IEC standards. By the end of this
case study, the software company already conducted its risk analysis in two ways, for
comparison, in line with ISO standards and with the STPA technique. With STPA, risk and
causal relationships were identified that had not been identified before, e.g., risk regarding
company merger, lawbreaking of employees, breaches of confidentiality, industrial disputes,
strikes, pandemic, and technology transitions.

5.5.3. Summarized Results from the Software Company

The results from the questionnaire are based on the certified ISO risk management
system. The use of the systems theory method, STPA, has not yet been fully implemented
in the risk analysis process. The use of risk management software ties the risk assessment,
risk analysis, and the risk treatment to requirements and controls from ISO/IEC 27001.
Risk calculations are performed in three ways to clarify and support risk management
decisions. Various information is registered in free-text fields regarding asset properties,
threats, likelihood, and vulnerabilities. This is to ensure that different parties within
the company can assess the risk based on the same information and come to the same
conclusion regarding risk. Despite the effort and the good awareness of the company’s
experts, it is their own assessment that various risk issues are present. Table 8 presents a
summary of the results from the software company. It shows that only benchmarks no. 1
and 3 are without any issues.

Table 8. Results from the software company.

No. Benchmark Issues Found gggg&gﬁ:g
Scope and outer boundaries of a RM system No issues found Fales
5 Interfaces (internal boundaries, departments, unclear I . .
. . nternal boundaries sometimes unclear True
responsibility) within a RM system
Hierarchical issues (layer issues, unclear hierarchical
3 safety, and security structure) No issues found False
within a RM system
4 Resources available to support the RM system Lack of resources True
5 Risk analysis ablhty'to capture cpmplex systems and Limited ability to capture complexity True
business operations
6 Risk assessment ability to capture risk evaluation Limited ability to capture risk evaluation True
7 Risk criteria setting in risk assessment Risk setting unclear True
8 Treatment of residual risk Residual risk partly addressed True
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5.6. Pension Fund

The pension fund (organizations F in Table 2) has a governmental operating license and
is subject to official supervision. The pension fund places great emphasis on risk analysis in
its investments and the financial crisis in 2008 did not have a significant adverse effect on it.
The fund did not have to reduce pension rights after the financial crisis. The investments
are international, in bonds, equities, and mortgage loans for members. During the time of
this study, the pension fund implemented a formal management system according to ISO
management system standards. This was partly done to reinforce trust, but also to meet
stricter regulatory requirements after the financial crisis.

5.6.1. Results from the Questionnaire

All the pension fund’s business activities are certified to ISO/IEC 27001 [3] and
ISO 9001 [2]. There is good knowledge of the legal environment. Written information
security and quality policies exist. They are supported by other policy documents, e.g., risk
policy and investment policy. A formal risk management process is in place. This means
that risk assessment and risk analysis is conducted. There is internal control, regular audits
(internal and external), and a management review process. Risk analysis is conducted, a
formal risk analysis technique is used and recorded in Excel templates. Risk is associated
with assets, both tangible and intangible. Threats to assets are identified, and consequence
of risk is assessed. Likelihood of risk is a factor in the assessment and risk is calculated.
Residual risk is assessed, and risk criteria are set. Risk is monitored, reviewed, and treated,
efficacy of controls in terms of cost is not evaluated. Results from risk assessment are
documented and used to learn from them.

5.6.2. Results from the Interview

The CEO of the pension fund was interviewed. He revealed that his participation in
this study was a part of the pension fund’s risk management reinforcement. All business
procedures were reviewed during the time of this study with regard to requirements in ISO
management system standards. The risk assessment process and risk analysis itself was
also strengthened. External experts were hired to work with the management team and the
board of directors. They submitted reports with forecasts and analyses. An advisory board
including foreign experts was established.

A quarterly risk management report is prepared for the board based on the asset
position. The report also includes analysis of financial changes, investment policy, currency
development, economic forecast and prospects, breakdown of asset categories, return on
assets over different periods of time (also categorized), Q/A on the asset portfolio, and
overview of risk factors. The risk analysis, risk evaluation, and risk calculation are made in
an Excel sheet that contains an overview of risk factors and risk calculations:

1. Basicrisk score = ((impact of risk) x (likelihood of risk)) + (impact other than financial)
2. Quarterly risk score = (basic risk score) — ((effectiveness of mitigating control)
X (basic risk score))

Previous quarterly risk score

Involvement of pension fund division

Responsible division

Description of risk factors

Possible consequences of risk

Description of mitigation controls

Objectives

10. Comments

11. Reference to a documented process

O XN oG W

The risk score calculation is based on a two-dimensional risk matrix: x = impact of risk
(on scale 1-7); y = likelihood of risk (on scale 1-4). Identified risk factors have remained the
same over time.
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At the end of this study, all work processes and procedures had been documented and
linked to requirements in ISO standards ISO 9001 and ISO 27001. Standard requirements
had also been analyzed in conjunction with departments. The development of risk analysis
techniques continues and is not based on ISO standards. Awareness of societal and techno-
logical changes has reinforced managers’ determination to analyze risk even better than
before. Ways are being sought to further deepen the understanding of the risks associated
with individual investment opportunities, especially those based on complex technologies.

5.6.3. Summarized Results from the Pension Fund

The pension fund’s risk experts consider themselves well aware of financial and
investment risk factors. This is confirmed by the fund’s good performance in previous
years. However, some risk factors have not been identified, e.g., risk associated with hybrid
threats and world threats, such as pandemics, environmental threats, democratic threats,
technology transition (e.g., blockchain), and international politics. Future international
investments require risk to be carefully assessed and aligned with the investment policy.
Not only the expected return on investment must be considered, but also requirements
from members regarding sustainability, environmental impact, and ethics. Therefore, the
risk analysis must not only be transparent, dynamic, and efficient, it must also be reliable
and systematic in capturing new risk factors arising from present-day complex systems.
Table 9 presents a summary of the results from the pension fund investments.

Table 9. Results from the pension fund.

No. Benchmark Issues found Hypothesis
(True/False)
1 Scope and outer boundaries of a RM system No issues found False
’ Interfaces (mtern'al'k.)ound'arl'es, departments, No issues found False
unclear responsibility) within a RM system
Hierarchical issues (layer issues, unclear
3 hierarchical safety, and security structure) No issues found False
within a RM system
4 Resources available to support the RM system No issues found False
5 Risk analysis ablhty'to capture comp lex systems Limited ability to capture complexity True
and business operations
6 Risk assessment ability to capture risk evaluation Risk assessment.abﬂ.lty. tolcapture risk True
evaluation is limited
7 Risk criteria setting in risk assessment Risk criteria unclear True
. . Treatment of residual risk unclear and
8 Treatment of residual risk True

residual risk not always addressed

6. Discussion

The aim of this study was twofold, to develop a benchmarking model for risk manage-
ment and to test it on six real-life and ISO-certified risk management systems.

6.1. First Aim: Development of a Benchmarking Model for Risk Management

The results of the study show that it can be difficult to assess the efficacy of risk
management, even if the risk management system is ISO-certified. The certification is not
a guarantee of being able to identify and assess all relevant risks in business operations.
Methods and tools are needed to support evaluation of the efficacy and robustness of a risk
management system. The two-step benchmarking model developed in this study can be
used as a tool for this purpose and leaves opportunities for further development. The model
uses an assessment template with a simple scoring system to verify and evaluate all main
parts of a risk management systems. If the evaluation is positive and the risk management
system proves to have all necessary parts in it, the next step is to dive deeper and assess
the efficacy of individual parts of the system. Risk analysis and risk assessment are two
of the most challenging parts for many organizations. These parts need to be examined
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and evaluated regarding the ability to detect risk, often in complex systems. In this study,
the participants assessed their own risk management systems through a questionnaire.
The answers were supported by documents of various kind. After reviewing the answers
and documents, interviews were conducted as audit meetings to verify all information
provided. Step 2 in the benchmarking model was applied to capture qualitative data. The
scoring was in the form of “risk issues found”.

The study shows that it is important to build the benchmarks on risk science. Further
research is needed to find out whether it is possible to develop a standardized scoring
system based on risk science that serves as a good indicator of evaluation ability. There are
also other aspects of risk management that need to be considered, for example, identification
of risk leading indicators. Recent research has been conducted in this area [47]. The overall
efficacy of the risk management system needs to be further examined. To handle complexity,
robustness and resilience must also be addressed. More such factors need to be analyzed
and ways found to measure and evaluate them.

Recent literature on risk management describes the importance of benchmarking
models for improvements and quality assurance. The literature also describes various
risk issues and challenges faced when managing risk in complex socio-technical systems.
Several approaches to systems thinking have been proposed to understand such systems.
These approaches may increase system and risk understanding but may still need to
be supplemented with other approaches to adequately support risk management. Better
modeling is advocated and qualitative modeling tools with description of systemic behavior
are recommended for identification and evaluation of risk in complex systems. ISO 31000
neither addresses the importance of risk models nor describes how to go about creating
such models.

6.2. Second Aim: Application of a Benchmarking Model for Evaluation of Real-Life ISO Risk
Management Systems

The study shows that ISO standards can be applied in many ways in risk management
systems, depending on the nature of the operation and the business needs. Evidence, results,
and testimonials in this study confirm that risk management is increasingly important for
business, and it is becoming an integrated part of a management system. This is in line with
findings in a former study [8]. The study also shows that in all six cases examined, different
approaches are taken to risk analysis and risk management. By applying the benchmarking
model developed in this study, it was possible to find both risk issues and risk factors that
had not previously been found.

The study provides evidence that despite the importance and good efforts, risk man-
agement and particularly the analysis of risk was not done satisfactorily in four out of six
cases studied. Table 10 gives an overview of the risk issues found and in which organiza-
tions. The first two columns show the number and the name of the benchmarks. The third
column shows the correspondence of the benchmarks to the three parts of the ISO 31000 risk
management guidelines, i.e., principles, framework, and process. Columns 4-9 show the
findings in the organizations’ risk management system. The last column shows the fre-
quency of risk issues found based on benchmarking. The “x” means that issues were found
in the risk management system, “ ” (a blank) means that no issues were found, “(*)” means
that risk issues could not be completely verified in this study. The last column shows the
frequency of the risk issue (max 6). At the bottom of the table, the total number of risk
issues found in every case is shown, max 8 risk issues in every organization A-F.
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Table 10. Overview of the risk issues found and in which organizations.

Risk Issues Found
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. .. Principles: Structured,
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safety, and security structure) Lo P:
within a RM system commitment Process: Risk
assessment and treatment
Resources available to Framework: Leadership
4 . X X 2
support the RM system and commitment
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5 capture complex systems and Process: Risk assessment X X n.v. n.v. X X 4
business operations
6 Risk assessment abthy to Process: Risk assessment X X n.v. X X 4
capture risk evaluation
7 Risk criteria setting in risk Process: Risk assessment and N X v v X X 4
assessment treatment
Principles: Continual improvements
8 Treatment of residual risk Framgwork: [mprovement X X n.v. n.v. X X 4
Process: Risk assessment, treatment,
monitoring, and review
Total no. of risk issues found in RM system 6 8 6 4 24
“x" = risk issues found; “ ” = no risk issues found; “n.v.” = could not be verified in this study.

This can be summarized as follows:

AR

Scope and outer boundary issues were found in 2 out of 6 cases.
Interface issues were found in 3 out of 6 cases.
Hierarchical issues were found in 1 out of 6 cases.
Resource issues were found in 2 out of 6 cases.
Issues regarding risk analysis ability to capture complex systems and business opera-
tions were found in 4 out of 6 cases.

6.  Issues regarding risk assessment ability to capture risk evaluation were found in 4 out
of 6 cases.

7.  Issues regarding setting of risk criteria were found in 4 out of 6 cases.

8.  Issues regarding residual risk were found in 4 out of 6 cases.

Risk issues were identified in four out of six risk management systems. In the other two
risk management systems, risk issues could not be completely verified (still marked as “No
issues found”), which does not mean that risk issues did not exist at some point. Review of
these findings with correspondence to the risk management description in ISO 31000:2018
(see Table 1) shows that there is weakness in the risk management principles, the framework,
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and the process (see Figure 1). In view of the previous study, this is a clear indication
of a lack of guidance on risk management and inconsistency in risk terminology in ISO
standards, as demonstrated in [8].

Testimonials confirm that all the organizations are searching for better and more
efficient risk analysis methods; a systematic method that provides better risk finding
assurance. Common causes for risk factors are often not identified because of boarder
and interface issues, complexity issues, and lack of overview. One of the reasons is the
frequently used bottom-up approach in risk assessments, where different departments
assess their own risk and then risk information is compiled into one risk register (risk
library) without further risk analysis. Emergent behavior, time lags, and relevant control
or feedback loops are not identified through the risk management approach in any of
the cases.

The risk management systems of the construction company (organization C) and the
manufacturing company (organization D) proved to be satisfactory for the two projects
analyzed in this study, a construction of one infrastructure facility and the development of
one medical device. Despite being very different, both management systems are mature
and based on many years of experience. During the construction phase of the construction
facility, no guidance from ISO standards was used. The manufacturer of medical devices
developed a risk management system for the development of medical devices that uses
ISO standards as a basis, but the risk analysis technique was developed by risk experts
within the company, where experience and knowledge of the design and production of
medical devices has a long history. The manufacturer of medical devices tries to capture
risk related to user errors of the medical device. The software company (organization E) is
the only case where systems theory has been applied, but only for a short time. It is still
being tested but the company has managed to improve its identification and analysis of
risk with help of the STPA technique [45,46].

Although it has not been specifically analyzed, it is obvious that the organizations in
this study have invested significantly in their risk management systems. Once an accredited
certification has been obtained, there is increased reputational and image risk involved in
losing or giving up the certification. The support from top management is important, not
only to establish the risk management system, but also to maintain it. It is understandable
that people want to keep risk analysis as simple as possible. If a simple analysis has been
done and it has been helpful, there is a reluctance to increase complexity, especially at
increased cost. When is it necessary to take the next step? The decision is easier if a simpler
and more cost-effective new method is found. Even then, regulatory requirements must
be fulfilled.

During the time of the study (2014-2019) efforts to improve risk analysis were evident
by the public supply system (organization B), the software company (organization E), and
the pension fund (organization F). However, unsubstantiated methods are used, such as
two-dimensional risk matrices, by all organizations except the software company. That
company has been certified to ISO/IEC 27001 since 2004 and specialization in the risk
field has driven knowledge and led to maturity of its risk management process which
nevertheless has risk issues. All interviewees in this study noted that risk assessment,
including risk analysis, has been a demanding and difficult task for them. Communicating
results from risk assessments to either internal parties (e.g., board of directors) or external
parties (e.g., governmental authorities), is also challenging. It was argued that especially
third-party organizations (e.g., regulators, contractors, suppliers) did not always under-
stand the effort associated with risk management. It was also argued that these parties lack
an understanding of the complexity of risk management and the time and cost involved.
This again increases risk.

7. Conclusions and Future Work

In this article, we have investigated how benchmarking theory can be combined with
risk science and used to gain and improve understanding of the efficacy of a certified ISO
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risk management systems in real business operations. It was hypothesized that although
organizations have certified ISO risk management systems, certain flaws in risk manage-
ment would be evident in practice, assuming that the representatives of the organizations
in this study are describing the true situation in their organizations. The findings presented
in Section 5 show that this is clearly the case in four out of six risk management systems,
also shown in an overview in Table 10, cases A (with 6 types of risk issues), B (with 8 types
of risk issues), E (with 6 types of risk issues), and F (with 4 types of risk issues). In the
other two systems, C and E, this could not be verified, but risk issues could not be ruled
out. Table 10 also reveals general weaknesses in risk analysis ability, risk assessment ability,
setting of risk criteria, and treatment of residual risk. These are critical issues for managing
risk in complex socio-technical systems.

In relation to the identification of hidden risk of organizations through the ISO
standards-based risk management system, it was found that with the benchmarking model,
more risk factors can be found without any significant changes to the risk identification
and risk assessment processes. The benchmarking model in this study belongs to cross-
sectoral type of benchmarking and it clearly helps identifying hidden risk, for example,
risk associated with hybrid threats and world threats (such as pandemics), environmental
threats, democratic threats, technology transition, and international politics. Although no
defects of the model were observed during its use the model needs further refinement. It
is adapted to ISO 31000, but the measurability of individual benchmarks needs further
development in connection with use in diverse operations. For example, in this study, the
measurement of risk criteria setting, and the treatment of residual risk consisted primarily
in confirming that these factors were addressed. The way in which they were handled was
examined but it was not possible to measure how effective the controls are. In order for
this to be possible, the measurability needs to be investigated further and measurement
techniques need to be developed.

All the organizations evaluated in this study have extensive experience in the use
of ISO standards and showed both understanding and commitment in risk management.
They all rely heavily on the risk management guidelines in ISO standards. They are all
aware of weaknesses in their risk analysis techniques and acknowledge that it is partly due
to inadequate guidance in the standards. With help of the benchmarking tool developed in
this study it was possible to identify flaws in four out of six systems analyzed. Although
no issues were reported in two out of six systems, the benchmark model identifies possible
weaknesses that need to be further analyzed. This presents opportunities for improvement.
It appears that all organizations are willing to change their approach to risk analysis if a bet-
ter technique is found in the sense of uncovering risk that has previously been unidentified,
being efficient, not too complicated, not manpower intensive, and not too expensive.

The limitation of this research lies in the data available, time required to analyze data,
experts’ knowledge needed to evaluate the data, an understanding of specific and complex
systems, and changes that occur in perpetual systems over time. The weakness of the
risk analysis conducted in this study lies in the measurability of both risk and efficacy of
risk management. This is difficult to standardize, and every organization must find an
appropriate risk analysis technique where causal relationship of risk factors, risk criteria,
risk acceptance, and residual risk can be made understandable and measurable. It would
be of great value if ISO standards contained better guidance to help and support their users
in this continuous process.

The findings, however, show that there is a strong reason to further investigate the
measurability of effectiveness in operation risk management systems. This is a subject for
future work. The practical implications of the study are of value for company managers,
risk analysts, and those who develop standards, e.g., ISO. This study also contributes to
benchmarking theory and highlights the challenging task to measure qualitative risk factors,
being able to define measurable risk factors and having the right measure to assess the risk.
It reveals the importance of building risk management systems in organizations on a risk



Sustainability 2022, 14, 4937

31 0f 33

References

science foundation. As future work, the authors plan to further develop the benchmarking
model based on recent risk science literature and to test the model in more organizations.

Societies are undergoing a huge change, often referred to as the fourth industrial
revolution (https:/ /www.weforum.org/focus/fourth-industrial-revolution, accessed on
9 March 2022). This means increasing automation and a revolution in the use of digi-
tal solutions by people and organizations. This development is intertwined with, e.g.,
biotechnology, environmental issues, and sustainability requirements. This change can
provide great benefits to societies. However, these developments bring new and previously
unknown risks and threats, e.g., to nature, democracy, humanity, and health. According
to the Global Risks Report 2021 and 2022, published by the World Economic Forum, the
COVID-19 pandemic has accelerated this revolutionary change [48,49]. Such risks are not a
private business matter, such as a quality of a product or a service, and cannot be treated as
a strategic variable within an organization (like quality). Therefore, behind the decision
of an organization to take risk, there should be consideration of many aspects of potential
positive or negative consequences.

For the forthcoming changes to be successful and beneficial for societies and businesses,
a constructive risk culture must be created within businesses, such that important decision
making is well thought through and supported by risk analysis. Solid risk analysis must
become inevitable in all management and decision making. ISO standards are an important
foundation to build on. However, if the risk management guidelines of ISO standards
are inappropriate, there is a high risk that they will not achieve their aim to support and
strengthen businesses. Previous research [8] confirms the lack of guidance in ISO standards
in risk analysis, especially regarding risk in complex socio-technical systems. To redress this,
ISO should review its business strategy and base the guidelines more on risk science, for
example, through active collaboration with organizations like the Society for Risk Analysis
(https:/ /www.sra.org/, accessed on 9 March 2022).
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