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Abstract: The conventional electrical grid is undergoing substantial growth for reliable grid operation
and for more efficient and sustainable energy use. The traditional grid is now metamorphosing into a
smart grid (SG) that incorporates a diverse, heterogeneous blend of operating measures such as smart
appliances, meters, and renewable energy resources. With better efficient results and dependability,
the SG can be described as a modern electric power grid architecture. The SG is one of the greatest
potential advances as a promising solution for the energy crisis. However, it is complex and its
decentralization could be of tremendous benefit. Moreover, digitalization and integration of a large
number of growing connections make it a target of cyber-attacks. In this sense, blockchain is a
promising SG paradigm solution that offers several excellent features. There has been considerable
effort put into using blockchains in the smart grid for its decentralization and enhanced cybersecurity;
however, it has not been thoroughly studied in both application and architectural perspectives. An
in-depth study was conducted on blockchain-enabled SG applications. Blockchain architectures for
various applications, such as the synchrophasor applications, electric vehicles, energy management
systems, etc., were proposed. The purpose of this article is to provide directions for future research
efforts aimed at secure and decentralized SG applications using blockchain.

Keywords: smart grid; blockchain; smart contracts; cybersecurity; microgrids; electric vehicles;
energy transactions; energy management; smart cities; advanced metering infrastructure; home
automation; smart homes

1. Introduction

The power grid is a complex engineering marvel, which is undergoing rapid changes
due to the proliferation of renewable energy resources, high-speed signal processors, and
intelligent sensors, etc. The present requirement involves bi-directional flow energy and
information between the power generators and the power consumers. So, the traditional
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NUMBER OF PUBLICATIONS

power grid is evolving into a smart grid (SG), a grid that is capable of dynamically moni-
toring and controlling the flow of power, providing reliable power to the consumers [1].

The SG connects heterogeneous components that vary in their functionality and re-
quirements. These components include renewable and non-renewable energy sources,
intelligent sensors, controllers, etc. The statistics on research publications related to the SG
are shown in Figure 1. These statistics were obtained from the Scopus database. The various
applications that the SG caters to are shown in Figure 2. In Figure 2, the share of research
publications from the application’s perspective is shown. From this figure, it can be ob-
served that the main applications in an SG are the energy management systems (EMS),
electric vehicles (EVs), microgrids (MGs), smart cities (SCs), home automation (HA), ad-
vanced metering infrastructure (AMI), and synchrophasor applications (SPAs) [2].
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Figure 1. Publication statistics on SG.
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Figure 2. Distribution of research related to SG.
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SG enhances the reliability of power supply and materializes several applications at
the cost of increased complexity [3]. In this complex network, at a given instance, there are
several entities in the grid that carry out transactions. An important concern is validating
a transaction between the various entities involved in a particular SG application. A
promising and secure solution for this problem is the use of Blockchain technology.

Blockchain technology, first introduced by Satoshi Nakamoto, helps achieve consensus
about the authenticity of a particular transaction and helps maintain trust between various
entities involved [4]. The number of papers published on blockchain technology every
year is shown in Figure 3. Additionally, the corresponding number of papers published on
Blockchain for SG is shown in this figure. The publication statistics were obtained from the
Scopus database.
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Figure 3. Publication statistics on blockchain and blockchain for SG.

The statistics indicate that blockchain technology is not being exploited for SG appli-
cations. Only 3.5% of publications on the blockchain are related to the SG applications.
The motivation for this review was to explore the research available on the blockchain
for SG, categorize it based on the application, propose the blockchain architectures for
the various SG applications, identify the challenges in this regard, and suggest suitable
solutions. The review papers and surveys on blockchain for SG are summarized in Table 1.
Contrary to these works, the present work presents a boarder perspective on different SG
applications with the blockchain. Moreover, the present work also describes the architecture
of the blockchain-enabled SG applications. A wide range of potential applications of SG is
considered, such as EV, AMI, SPA, MGs, SCs, HA, and EMS.

The paper is organized in the following sections, as represented in Figure 4. Section 2
discusses the basic concepts of a blockchain. It presents the terminology related to the
blockchain and its general architecture. Section 3 presents a review of the blockchain-
enabled SG applications. Different applications are discussed, and their architectures are
presented. The security concerns pertaining to these applications are discussed in Section 4,
and Section 5 is the conclusion of this review.
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Table 1. Existing reviews on blockchain for SG. “v"” and “X” indicates “included” and “excluded”
respectively in literature.

Reference

Blockchain from an SG Application

SG Applications Considered

Perspective
Architecture Security General EVs AMI SPA MGs SCs HA EMS
[4] X X v X X X v X X v
[5] X X v v X X X X X X
[6] X X X X X X X X X v
7] X X v X X X X X v X
[8] X v X v X X X X X v
[9] X v v X X X X X X X
[10] X v v X X X X X X X
[11] X X v X X X X X X X
[12] X X v X X X X X X v
[13] X v v X X X v X X v
[14] X v v v X X v X X v
[15] X X v X X X X X X v
[16] v X v X X X v X X v
[17] X X v X X X X X X X
[18] X X v X X X X X X v
[19] X X v X X X X X X X
[20] X X v X X X v X X X
[21] X v v X X X X X X X
[22] X X v X X X v X X v
This survey v v v v v v v v v v
Organization of the paper
Section 1 Section 2 Section 3 Section4  Section 5
i i H(&f v
i Overview of » o - or Conclusion
ntroduction Blockchain BC for 5G Cybersecurity
| ‘ in SG
> Structure of BC > BC for SPA — BC for EV
> Types of BC > BC for HA — BC for renewable MG
L>»BC for AMI > BC for SC
> Characteristics of BC
L» BC for EMS

Figure 4. Organization of the paper.

2. Overview of Blockchain

In the past few years, blockchain technology has received tremendous attention world-
wide. At the beginning of the technology’s inception for application in digital currency, or
cryptocurrency, blockchain was considered a cryptocurrency [23]. Bitcoin, the most popular
cryptocurrency, was considered to be the blockchain. However, blockchain is the backbone
of these cryptocurrencies. It is a distributed ledger for transactions in a decentralized
network. Initially, the researchers were skeptical about this technology, but the popularity
of Bitcoin changed their perception. This can be corroborated in the sudden growth in the
number of published articles on the blockchain after 2016 as shown in Figure 3. Blockchain
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is being considered in various other domains such as banking, healthcare, healthcare,
industries, etc. These various applications are depicted in Figure 5.

Securities Digital Currency

L Equity —— E-commerce

— Private Markets — P2P Lending

Blockchain

—— Remitt
Application emittance

—— Debt

— Crowdfunding — Global Payments

L Derivatives ——Microfinance
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Smart Contracts
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Figure 5. Applications of blockchain.
2.1. Structure of Blockchain

The blockchain comprises a series of blocks of transactions linked together in a chain,
as shown in Figure 6. Client/server architecture is used in traditional client/server systems,
and various administrators are in charge of them. On the other hand, blockchain is
a distributed, decentralized peer-to-peer (P2P) network [24]. Each and every network
participant can control the network. The network is made up of many connected computers
or nodes, and the blocks in the chain cannot be changed without the network’s approval.
Each node in the network has its copy of the digital ledger.

Block
Version

Block Header Block Header

Merkle
Tree
Root
Hash

Merkle
Parent Tree Parent
Time . Block Time .
nBits | | Nounce Block . Root nBits | | Nounce Block
Stamp Hash Version Hash Stamp Hash

Block Body Block Body

‘ Transaction Counter ‘ ‘ Transaction Counter ‘

EIENENEIES EIENENEIES

Figure 6. Structure of a blockchain.

The main constituents of a blockchain and the associated terminology are described as
follows:

1. Block: In a blockchain, pointers and linked list data structures are utilized to represent
blocks. Using a linked list, the blocks are sorted in a logical order and aligned up
with one another. A block is a data set containing transaction information like times-
tamps and links to previous blocks and is produced using a secure hash technique.
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(i)
(ii.)
(iii.)
(iv.)

(v.)
(vi.)

The location of the next block is indicated via pointers. Every block is divided into
two sections: the block header and the block body.

The block header has the following fields:

Block version: specifies which set of block validation criteria should be used.
Merkle tree root hash: the sum of all transactions in the frame’s hash value.
Timestamp: from 1 January 1970, the current time is expressed in seconds in
universal time.

nBits: a valid block hash’s goal threshold.

Nonce: a 4-byte field that starts with 0 and rises for each hash computation.

Parent block hash: a 256-bit hash value that refers to the block before it.

A transaction counter and transactions make up the block body. The maximum number

of transactions stored in a block is determined by the block size and the transaction size.

2.

Public and Private keys: Blockchain is a constantly increasing network of intercon-
nected and secured blocks using cryptographic processes [25]. To validate transac-
tional authentication, blockchain employs an asymmetric key technique. The transac-
tions in the block are encrypted using a private key. Every other node in the network
can access these transactions. These nodes can decrypt the data using a public key
available to all the nodes in the network.

Hash function: Every block has a cryptographic hash related to the previous block.
Hashing creates a unique fixed-length string to identify a piece of data. The length of
the string is independent of the size of the data.

Consensus process: A set of protocols and consensus from all network participants
are used to validate new blocks. Consensus is needed to decide on the validity of the
block. Several approaches are available for the consensus process, such as proof of
work, proof of stake, practical byzantine fault tolerance, etc.

Smart Contracts: Smart contracts are programs that execute automatically and control
the transactions between the distributed nodes in the blockchain network.

2.2. Types of Blockchain

The type of a blockchain depends on the nature of the application. There are three

types of blockchains: public, private, and consortium [26]. These three types of blockchains
are represented along with their properties in Figure 7.

Private
Accessible to entities
within the
organization

Hybrid
Accessible to

some having
Public permission
Accessible to all and to some
without

Consortium
Accessible to
group of
people

permission

Figure 7. Types of blockchains and their properties.
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The transaction are
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Anonymous
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There is no control over a permissionless or public blockchain. Anyone may access
the network and read or write data. Permissioned ledgers, on the other hand, are only
accessible to network users who have been authenticated. Since they are encrypted with
a private key, everyone cannot read the blocks. The properties of public and private
blockchains are combined in consortium blockchains.

2.3. Characteristics of Blockchain

A blockchain is a decentralized network, and unlike a centralized system, the trans-
actions are validated by the nodes in the network [27]. The identity of the nodes in the
network remains unanimous, and once a transaction is validated by the nodes and added to
the blockchain, it is impossible to reverse the transaction. Thus, the blockchain is immutable.
The various other characteristics of a blockchain are depicted in Figure 8.

Programmgb!e Decentralization
A blockchain is The nodes in the blockchain
programmable network have access to the

transactions of other nodes

Immutable
The validated c—o
transactions cannot b

reversed

Characteristics

Time-stamped
The transactions are
time stamped

Consensus
The nodes have to
give consent to
validate a transaction

Figure 8. Characteristics of a blockchain.

Although blockchain technology has gained traction in future Internet systems, several
difficulties must be properly addressed. Expertise in blockchain technology is critical,
as the technology is still in the nascent stages. Adoption of BCT provides promised
benefits in various fields, but the high initial infrastructure costs are a big worry for
businesses. The deployment of blockchain technology is also influenced by privacy and
security concerns. Scalability and legal requirements are also significant obstacles to
its implementation.

3. Blockchain for Smart Grid

Blockchain technology has much potential to transform applications by creating more
trust and increasing decentralization. Despite its rapid growth, its advantages are not
being aggressively exploited by the SG applications. The number of articles published on
blockchain from the perspective of the various SG applications is shown in Figure 9. These
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statistics were taken from the Scopus database and considered only articles published
in journals.

Advanced Metering
Infrastructure, 8

Energy

Manageme

)24 iti
Systems, 245 Smart Cities,

361

Microgrids, 110

Home

\Automation, 79

Synchrophasor
Applications, 0

Electric
Vehicles, 141

Figure 9. Publication statistics on blockchain for SG application.

Blockchain is widely adopted for energy management applications in an SG. Blockchain
is also widely used for SCs, EVs, and MGs. SPAs, responsible for the wide area monitoring
and control of the grid, are not employing blockchain technology for decentralizing the pro-
cess. Only four conference articles reported the use of blockchain technology for SPA. In this
section, blockchain technology will be explored from the perspective of these applications.

3.1. Blockchain for Synchrophasor Application

The major outages across the globe, such as those in Brazil in February 2011, the Pacific
Southwest in September 2011, India in July 2012, Vietnam in May 2013, the Philippines in
June 2013, Bangladesh in November 2014, etc., have necessitated the wide-area measure-
ment system (WAMS) in the SG [28,29]. The WAMS is a comprehensive solution to monitor,
control, and maintain the SG by incorporating the state-of-the-art infrastructure, emerging
technology, and tools.

Recently, synchrophasor technology emerged as a viable solution for the WAMS.
The synchrophasor technology enables WAMS to monitor, control, and coordinate the SG
in real-time and precisely [30]. The fundamental architecture of the synchrophasor measure-
ment system involves a phasor measurement unit (PMU), phasor data concentrator (PDC),
and the communication network [31]. The PMUs are high-speed sensors that monitor the
grid in real-time by measuring the grid voltages and currents. These measurements are
time-synchronized using the global positioning system (GPS) and communicated to the
PDC, which acts as an aggregator. The time-synchronized measurements of PMUs are
referred to as synchrophasor data.

The communication network acts as a backbone since it provides the infrastructure
for communicating synchrophasor data between PMUs and PDCs [32]. The more generic
architecture of WAMS comprises decentralized architecture where the devices are hierarchi-
cally arranged. The decentralized hierarchical architecture of the WAMS with three levels
of hierarchy is shown in Figure 10. A local PDC may be located close to the microgrids,
aggregating synchrophasor data from several PMUs in a power grid. Further, there may be
a master PDC that aggregates data from several local PDCs. Finally, the data from several
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master PDCs may be aggregated by a PDC known as a super PDC located at the regional
level, which is the highest level in the proposed hierarchy.

Level-3

Level-1

Level-0

Figure 10. Hierarchy in a WAMS.

The data pertaining to the health of the grid can be used in WAMS for state estimation,
stability analysis, situational awareness, etc., of the SG and its other operational-related
functionalities. However, such data, typically referred to as synchrophasor data, can be
exploited by cyber-attacks such as denial of service (DoS), distributed denial of service
(DDoS), false data injection, spoofing, data tampering, etc. [33]. These attacks put the WAMS
at risk, and its efficacy becomes questionable. The risk identification and assessment of
smart grids is thoroughly discussed by Jha et al. in [34], where the authors considered
risk assessment analysis of smart grid communication networks. The blockchain can be
used with synchrophasor technology to mitigate the risk of cyber-attacks in a WAMS.
Additionally, blockchain technology can simultaneously enhance the robustness, reliability,
and integrity of the synchrophasor data by incorporating a decentralized peer-to-peer
approach to communicate synchrophasor data in a WAMS.

3.1.1. Blockchain Architecture for SPA

The blockchain architecture for the SPA in an SG will consist of three fundamental
components:

1.  The member nodes, which are the PMUs or the PDC. Each node generates its syn-
chrophasor data and shares it using the IEEE C37.118-2 [35].

2. Ashared ledger containing the synchrophasor data collected by all the member nodes.

3. A peer-to-peer distributed network between the member nodes.

The architecture of a blockchain for SPAs is shown in Figure 11. As shown in the figure,
the PMUs are connected in a fashion to create a distributed peer-to-peer network where all
PMUs are enabled as member nodes. Each PMU is responsible for collectively updating
the shared ledger. The synchrophasor data from a PMU is referred to as a synchrophasor
transaction. The synchrophasor transactions are generated by PMUs which can be verified
using authentication methods such as the elliptic curve digital signature algorithm. Despite
this authentication, it is quite possible that the false identity of a PMU can be created
to obtain access to the network causing danger to the resources. Such an attack can be
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mitigated using device identity validation methods such as the Bloom filter-based PMU
identity validation approach.

PDC
Communication of blockchain to PDC

Creation of blocks and blockchain

Genesis block in blockchain Block; in blockchain Block;.; in blockchain Block;., in blockchain

:
| Timestamp | |N0nce| | Timestamp | |Nonce| }O | Timestamp | |N0nce| | Timestamp | |N0nce|
|Tx1 ||Tx2|"'| Txkl[ |Tx1 ||Tx2|"'| Txk| |Tx1 ||Tx2|"'| Txk| |Tx| ||Tx2|"'| Txk|

Genesis block

Block; i Block;., i i Block:

EE] PMU; PMU,., =

PMU;:,
Distributed peer-to-peer network

Figure 11. Blockchain architecture for SPA at the level of PMUs.

The PMUs are connected in a fashion to create distributed peer-to-peer network. Each
PMU in the distributed peer-to-peer networks acts as a member which mines the block,

where the synchrophasor transactions are included in a block. The contents of the block are
shown in Figure 12.

Hash of block 0

Content of a block | Timestamp | |Nonce|

| Tx, | | Tx, |“'| Tx; |

[ Block Application layer

] Transport layer
| IP header | TCP header Network layer

DLL header | DLL header | TCP header | [ Data link layer
Physical layer
Encapsulation of block TCP/IP protocol suite

Figure 12. Contents of the block in a blockchain-based SPA.
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Each block is generated using the IEEE C37.118-2 standard. The block is encapsu-
lated with other protocols for communication over the TCP/IP network. The PMUs are
responsible for consensus execution and block validation. There are several approaches
for consensus execution and validation in blockchain technology. For SPA, the Markel
tree-based approach can be used for consensus execution as it converges quickly without
compromising the integrity of the synchrophasor transactions. Further, PMUs can follow
consensus based on proof-of-work (PoW), where nonce is searched, which is a random
number. When all the synchrophasor transactions grouped in a block are validated and
PoW is completed, only a block is considered successfully mined by the PMU. On vali-
dating with PoW, the newly created block is appended to the existing chain to update the
blockchain. The first block in the blockchain is a genesis block, which a PMU in the network
can generate. It is imperative that any PMU can validate any number of blocks and receives
the whole existing blockchain from executing the consensus and PoW. The decentralization
can also help remove the PDC, and the PMUs themselves can take commensurate actions
based on the measurements available from other PMUs.

3.1.2. Challenges and Solutions for the Implementation of Blockchain-Based SPA

PMUs operate at a very high rate, typically 30-60 samples per second in a time-
synchronized manner. Hence, the additional functionalities of creating the blocks and
validating burden the device and hampers the granularity of its measurements. An al-
ternative solution to this problem is implementing the blockchain at a higher level in the
hierarchy, i.e., at the local PDCs. The architecture for implementing the blockchain at the
level of local PDCs is shown in Figure 13.

Creation of blocks and blockchain

Hash of block 0

| Timestamp |

Hash of block i-1 Hash of block i Hash of block i+1

”—'.E:n:‘.’_' ------- [ Timestamp | [ Nonce | }0 [ Timestamp | [ Nonce | : [ Timestamp | [ Nonce |

|Tx| | | Tx,

--[m]|

|Tx1||Tx2 "'l Txkl |Tx1||sz|"'| Txkl |Tx1||Tx2|"'| Txkl

Iﬁ Block;

SSi1 SS;.n

Distributed peer-to-peer network

Figure 13. Blockchain architecture for SPA at the level of local PDCs.

SPAs are mission-critical, so it becomes computationally intensive to validate all the
transactions. A solution to this problem is to terminate the chain at periodic intervals and
start a new chain. This reduces the secureness of the chain, so additional measures will
be needed to maintain the security. Because of the problems of the mission-critical nature
of the application and the high data rate of the PMU, not many works are available on
this topic.
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3.2. Blockchain for Home Automation

A smart house is an integrated Internet of Things (IoT) domicile that provides users
security, health, comfort, and a higher standard of life, among other benefits. People’s life
and independent living are made easier with smart home solutions. They provide valuable
capabilities such as behavior tracking and safety evaluations, which have drawn the
attention of consumers and device makers. Although intelligent homes provide significant
benefits to homeowners and other interested parties, they are vulnerable to harmful cyber-
attacks that risk users’ safety and privacy [36]. Traditional solutions to such dangers
exist, but they are extremely centralized and prone to large-scale attacks. As a result, the
adaptability and scalability needed for effective utilization in the cutting-edge field of
autonomous smart home applications and facilities are absent. Several clever technologies
make life easier for individuals. Such programs generate enormous volumes of data.
The archiving of this ever-changing material into repositories raises security problems. In
cybersecurity technologies with remote connectivity and data transmission, blockchain has
performed well. Thus, it is being employed for home automation applications.

3.2.1. Blockchain Architecture for HA

Home automation involves several smart devices, such as smart TVs, lights, etc.
These devices monitor and control the various parameters of the house, which operate
independently or are coordinated by a user. The interconnectivity of these smart devices
is required to achieve the objective of HA. The interoperability challenges between the
smart devices are handled using an IoT gateway. Users from one home cannot control the
devices of another home to avoid a security breach. The service provider is responsible for
providing necessary recommendations to the user for controlling smart devices based on
prediction algorithms. The service provider can use machine learning algorithms for better
recommendations or predictions. The blockchain network is used to connect different users
and service providers to enhance security in the HA [37]. The blockchain network may
be built using Ethereum or Hyperledger. The general architecture of blockchain for HA is
shown in Figure 14.

—— Service
Provider

BLOCK >

| IOT GATEWAY  USER 2 |
| SMART |
SMART |01 GATEWAY | HOME 2
I HOME 1 | | I |
0 SMART
| LIGHT |
| |

Figure 14. The architecture of blockchain for HA.
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The user within the house can control the entities within his home; he cannot have
access to the entities present in another smart home. The various devices in the home
can be directly connected to the blockchain network through the gateway. The data from
the devices can be placed into the blocks, which are then chained together using the
hashing mechanism of the blockchain. The service provider can analyze the data and send
suggestions to the users, but he cannot directly control the devices in the smart home. This
architecture can be customized based on the user’s specific requirements by the service
provider. The various devices in the home can be directly connected to the blockchain
network through the gateway. The data from the devices can be placed into the blocks,
which are then chained together using the hashing mechanism of the blockchain.

3.2.2. State-of-the-Art on Blockchain for HA

The literature on blockchain for HA applications discusses access control mechanisms,
homecare systems, utility payment services, etc. These works are summarized in Table 2.

Table 2. Review of the works on blockchain for HA applications.

Reference Domain Blockchain Mechanism Used Summary
For access control in smart homes, which is
[38] Access control Private blockchain computationally fast and economical but is
susceptible to malicious attacks.
Provides a secure means of sending healthcare
[39] Home care Ethereum blockchain data to the healthcare center, but has
increased overhead.
. . Reduces communication overhead for sending
[40] Home care Private blockchain patient data but has more overhead.
Reduces the size of block for payment of
[41] EV charging bill payment Lightweight basic blockchain charging bill. This is also vulnerable to
security attacks.
Data of the aged people is stored efficiently
[42] Home care Consortium blockchain with enhanced quality but is susceptible to
DoS attack.
[43] Authentication mechanism Ethereum blockchain A scalable bu.t expensive mech.amsm for
authentication of IoT devices.
. . A highly scalable automated payment system
[44] Automated payment Bitcoin blockchain that also allows off-chain transactions.
[45] Lightweight payment system NA A low-power and fast payment system. This

may be susceptible to malicious attacks.

3.2.3. Challenges and Solutions for the Implementation of Blockchain-Based HA

Various blockchain systems are being used for HA applications [46]. These systems
have their specific data format, and their interoperability is challenging. Additionally,
the consensus algorithms used by these systems are different. For seamless interaction,
standardization of blockchain systems is required. Another challenge to implementing
blockchain for HA applications is the real-time analytics of streaming data. The data have to
be processed and analyzed in real-time. For example, an intruder detection system requires
real-time face detection. Processing blockchains for real-time applications is challenging. A
possible solution is to use a lightweight framework for this application.

3.3. Blockchain for Advanced Metering Infrastructure

The heart of the AMI is a smart meter used to collect, monitor, and communicate
the data related to energy consumption corresponding to every user. The meter data are
used differently by different entities. For example, the grid operator can use this data
for load forecasting and planning, and the market operator can use smart meter data for
dynamic pricing and billing. On the other hand, the users can use such data to manage their
electricity usage. Whereas AMI provides ample advantages, secure AMI data transaction is
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challenging. The blockchain-based AMI plays an important role in achieving this objective.
A generic framework for implementing AMI using blockchain is shown in Figure 15.

] ID | Data |

Sl"rt meter

Utility center

Figure 15. The architecture of blockchain for AMI.

The smart meters can be directly connected to the blockchain network through the
gateway [47]. The data from the meters contains meter IDs and other utility-related
information as per the IEC 62056 protocol. These meters are connected to the servers or
nodes inside the blockchain network that create the blocks using the data received from
the AMIs. These blocks are then shared with all other nodes inside the blockchain-enabled
network. This network can only be accessed by the nodes related to the utility center and
so should be a private blockchain network. The private blockchain can be used for smart
contracts and validations to provide energy utilization transparency without compromising
security and privacy.

Challenges for the Implementation of Blockchain for AMI

Blockchain has not been used widely for this SG application despite its utility. Re-
searchers have used it to enhance the security of AMI applications. In ref. [48], a lightweight
blockchain-based framework was proposed to enhance AMI’s security. The framework
was secure against attacks, and its energy consumption was low. In ref. [49], blockchain
was used to preserve the integrity of the customers using AMI. As with the blockchain
for HA applications, the blockchain for AMI is also plagued with interoperability and
real-time constraints.

3.4. Blockchain for Electric Vehicles

The technological evolution of electric vehicles (EVs) and the rapid growth of the
smart grid have led to the emergence of new connectivity structures—vehicle-to-grid
(V2G) [50]. In the future, the importance of EVs using technologies such as the Internet of
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Vehicles (IoV) [51] or the Internet of Things (IoT) [52] will increase, as it offers innumerable
advantages, for example logistics companies provide fixed charging stations (CSs) for their
fleet of vehicles.

Interconnectivity requirements with all technology systems in the real world have led
to the emergence of vehicle-to-everything (V2X) technology [53], using integrated vehicle
sensor platforms that use the centralization of various functions through an integrated EV
server, connected by a series of connectivity devices such as CAN, LIN, Wi-Fi, and Bluetooth
technology [54]. The results of V2X performances are based on a series of information on
the collection and dissemination of multi-networks and technological capabilities between
electric vehicles.

The security factor, the speed of data transfer between interconnected vehicles, and
the wide coverage of telecommunications systems led to the emergence of 5G networks
and their distribution very quickly in the world [55]. The infrastructure of multi-networks
communication systems through 5G technology has the power to process applications at a
superior level. The 5G network drives the V2X protocol, generating many scenarios for data
management by promoting the development and integration of blockchain applications [56].
The implementation of blockchain systems in the vehicle-to-everything protocol tends to
reinvent intelligent transport systems, leading to high efficiency of transport and road
safety services [57].

3.4.1. Architecture of Blockchain for EVs

The general blockchain architecture for the EV application is shown in Figure 16.
The blockchain-based EVs infrastructure requires regular nodes to capture mobile cars’
dynamics. These nodes are responsible for smart contracts and block validations, forming
the basis of the blockchain. The mobile cars send their data to such regularly placed
blockchain nodes or access points. The interconnectivity between mobile electric vehicles
and nodes is through WiFi. An ID number uniquely identifies each EV. The data that an
EV sends to the access point involve the battery status, vehicle status, bill payment for
charging, etc. The data are placed into the blockchain network by the access points as
blocks. The various nodes in the blockchain validate the transactions. The blockchain
network is also accessible to the transport authority, who can continuously monitor the
status of the EVs and send personalized recommendations or warnings to the EV user.
However, the transportation authority cannot change the parameters of the EV.

Blockchain Network

—————————————————

Access point 1 Accegs boint 2

A 4

= = — L B

Transportation Authority

I
| CAR1 g CAR 3
| (LB
|
———————————————

Access point 4 Access point 3
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Figure 16. Architecture of blockchain for EV applications.
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3.4.2. A panoramic Overview of Blockchain for EV

Despite abundant opportunities to incorporate blockchain in EV applications, some
of the challenges are inherently present in the blockchain-enabled EV system, such as min-
ing of the data, cybersecurity, handling of voluminous data, etc. Furqan Jameel et al. [58]
provided a solution for unloading mining tasks in vehicle-to-everything cellular net-
works. A short block length transmission architecture has been proposed to meet the
low-latency requirements for cybersecurity applications of EVs. In practice, finite block
length architecture is a fairer approach to modeling blockchain networks. The inspi-
ration for the theoretical application of adopting games defines a type of challenge
for solving mining tasks and efficiently unloading them to clusters. The advantage of
using blockchain databases ensures good data transfer rates and maintains the vehicles’
fairness in the unloading process.

However, a significant disadvantage is the scalability of the data chains within the
blockchain, which can be a design problem. Because data security is the main issue in
conventional blockchain networks, the impact it has on the process of downloading
data into electric vehicles is a real challenge. However, in ref. [59], the authors proposed
a new coding sequence—Secure V2X—that capitalizes on the characteristics of the
blockchain and the data networks protecting the confidentiality and security of the
V2X protocol.

In addition to the benefits that blockchain initiates in low-security areas, confiden-
tiality is the main issue in trading energy in a collective network type peer-to-peer (P2P)
(E-trading). In recent years, electric vehicles have received worldwide recognition due to
their potential in the green transportation system. The rapid development of technologies
in smart communication networks has allowed EVs to relate to the environment. The elec-
tricity production costs are constantly decreasing through the implementation of renewable
energy sources and smart grids [60]. Thus, the major challenge of peer-to-peer technology,
E-trading and D-trading [61], and integration for electric vehicles is the development of
a secure communication architecture that maintains data confidentiality and information
anonymity. In addition, the objective of the blockchain is to mask trading relationships
without compromising data integrity [62].

Various review papers in the literature focus on blockchain technologies applied in the
Future Smart Grid [63,64]. Although the technology is considered one with a wide range
of advantages, security needs to be assessed systematically to enhance reliability of the
SG [65].

Motivated by previous development, Marina Dorokhova et al. [66] proposed integrat-
ing electric vehicle charging systems based on blockchain technology. The study is based
on a popular blockchain platform, Ethereum, for interconnecting EV infrastructure and
real-world infrastructure [67]. The advantage it offers is the crediting in the safety zone
of the energy flows between the owners of electric vehicles and the companies that own
charging stations. The only barriers that could be removed in the future are the limitations
of the blockchain-high transaction costs due to network loads, high power consumption, or
transactions that do not change in case of errors.

A case study by Shivam Saxena et al. [68] further demonstrated the need for techno-
economic evaluation of residential energy trading systems. The EV is a part of such
system, which can be enhanced through the blockchain. Using blockchain in EVs not
only improves the household’s participation in the electricity markets but also drastically
reduces the negative impact on the energy distribution network [69]. These seminal works
are comprehensively summarized in Table 3.
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Table 3. Summary of works related to blockchain for EVs.

Reference Subdomain Objectives Solutions/Results Technologies Advantages/Opportunities Challenges
Efficient solutions Adopting a Sci‘la?ﬁ:z\/ﬁ;tiietﬁzta
for unloading game-theoretic . Good data transfer rates and .
X . Ks i h Blockchain-based intain the fai £ th blockchain and the
58] V. mining tasks in approach to cellular V2X maintain the fairness of the impact of data
g Communications cellular vehicle-to- efficiently unload networks vehicles in the unloading security in the process
everything the mining tasks to process Y o P
- of downloading data
networks the mining clusters into EVs
Without the right
) Secure V2X Network Deploying a novel Blockchain and Protecting thfe confidentiality ~ cluster, the Secure V2X
[59] Communications erformance framework NDN (named data and security of the V2X sequence do not helps
p (Secure V2X) networking) protocol to improve network
performance
. Employing S
]i?;rrg}i];radamrgn :11? blockchain dell\:[aalcrtl)tr?flirggr%tit;l?t Improves the distribution Development of a
[61] gs gstléng technology to and informationy Private blockchain network and renewable secure communication
Y provide trust N energy network architecture
for EVs between users anonymity
Integration of EVs Crediting in the safety zone Limitations of the
Charging ) charging systems Charging Ethereum of the energy flows between block;ham—hlgh
[65] Managemont interconnected with management blockchain platform the owners of electric transaction costs and
8 real world framework P vehicles and the companies high power
infrastructure that own charging stations consumption
Technical -economic
[67] Residential evaluation for Residential energy Blockchain platform Reduces the impact on the Peak energy demand

communities

residential energy
trading systems

trading systems

energy distribution network

is very high

3.4.3. Challenges and Solutions for the Implementation of Blockchain for EVs

The scalability of blockchain data chains, data security in the download process,
and confidentiality are challenges that are yet to be addressed. The major challenge of
peer-to-peer technologies is the processing of energy transactions and the anonymity
of information. The high resource requirement and transaction cost in terms of energy
consumption plagued the use of blockchain technology for EV applications with WSN
infrastructure. Overcoming these limitations would make blockchain technology the main
key factor for EVs. The development of lightweight blockchain algorithms for reaching
consensus in real-time can be a probable solution.

3.5. Blockchain for Renewable Microgrids

With every day passing, there is a continuous transition and evolution to a renewable
grid that is based on various distributed energy resources such as photovoltaics, fuel
cells, microturbines, batteries, etc. These transitions rely on the successful deployment of
blockchain technology.

3.5.1. Architecture of Blockchain for MGs

The generalized blockchain architecture for the MG application is shown in Figure 17.
In general, the power grid of a zone is sprawled over a large geographical area where
different MGs are considered. The different MGs are interconnected using the blockchain
network. The blockchain network aims to enhance security and privacy in the MG operation
without hampering transparency and data integrity. The data block carries information
regarding the energy generated, energy to be shared with other microgrids, etc. The data
pertaining to the MG are grouped into the blocks where each newly generated block is
validated using a consensus algorithm. The block is then placed onto the blockchain
network and is added to the blockchain after being validated. The nodes in the blockchain
need proper algorithms to reach a consensus on the energy being traded, the price at which
the electricity is being traded, etc.
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Figure 17. Blockchain for microgrids.

3.5.2. A Panoramic Overview of Blockchain for MG

Early inquiries about the energy sector with the accent on the smart grid and mi-
crogrids are mainly found in refs. [70-73], where different requirements, technologies,
architectures, trends, and cyber security issues are largely debated.

With rising social, economic, political, and environmental concerns and strategies
such as increasing power consumption, dealing with the middleman, market liberaliza-
tion, pollution, etc., blockchain is seen as a promising solution in renewable microgrids
for efficient operation such as complex point-to-point transactions between producers,
traders, and users using elaborate algorithms in order to validate, secure, and record
these transactions.

The different authors reviewed blockchain in the context of microgrids from several
perspectives. In ref. [74], the need for blockchain, benefits, and challenges was reviewed.
In ref. [11], real solutions such as the Brooklyn Micro Grid based on the blockchain envi-
ronment with the Proof of Work (PoW) mechanism were presented. Other comprehensive
reviews can be found in ref. [75] that can serve as quality background research for those
who want to propose and implement feasible solutions and methodologies for renewable
microgrids based on blockchain technology.

On the other hand, many works propose different solutions and approaches that use
blockchain technology to enhance and improve microgrids and their applications. To start,
ref. [76] proposed an approach for using blockchain on the Dominican Republic’s electricity
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market, referred to as the main step in empowering automatic management of economic
transfers with funds authenticating and supplier’s guarantee. The approach presents an
economic and energy blockchain-based flow to decentralize the current flows that involve
total control through banking operations. Of course, such an approach must face serious
economic interests, political regulations, and technological limitations to achieve its goals,
but it is seen as a first step in applying blockchain in the electricity sector.

In ref. [77], a local energy market model using private blockchain via home energy
management and demurrage mechanisms was presented. In the proposed model, there
are three major actors: a small community (several microgrids) that uses photovoltaic
systems as renewable energy as the prosumers; the consumers; and the main grid. Using
Critical Peak Price (CPP) and Real-Time Price (RTP) schemes, simulations showed that costs
were significantly reduced. Moreover, ref. [78] proposed a blockchain-based decentralized
market mechanism to establish the price using auction methods. However, this is plagued
with two limitations: difficulty in selling the oversupply of energy through auction and
big challenges in ensuring privacy and security. Another solution for P2P energy trading
was presented in ref. [79] by implementing the blockchain-based decentralized energy
flexibility market for P2P transactions among prosumers. Two additional frameworks,
first as decentralized blockchain-based and second as semi-decentralized, can be found in
ref. [80], where the P2P energy trading subject was analyzed.

A more applied approach is in ref. [81], which proposed a method for an effective
P2P blockchain-based energy market between a microgrid and the smart grid (IEEE 24-bus
test system) where the function of distributed consensus algorithm was evaluated in the
presence of Fault Data Injection Attack (FDIA). The main findings of this paper showed
that the consensus process keeps running even if the case of a cyber-attack and the output
response of the P2P market is very close to the centralized energy market. Maintaining the
idea of the applied solution, the authors in ref. [82] suggested a model for an integrated
energy management platform based on blockchain technology and, at the same time,
implement a bilateral trading mechanism with simulation results showing significant
optimization of the energy flow in a microgrid. Another model for blockchain-based energy
management was suggested in ref. [83], where a Pythagorean fuzzy method was used in
choosing the best solution for energy production, distribution, and waste control.

Further, in ref. [84], another P2P energy trading mechanism between microgrids
based on the same technology using a fuzzy meta-heuristic approach as a pricing solution
was presented with results showing increased profitability and reduced CO, emissions.
Additionally, the fusion of the electricity market and blockchain was studied in ref. [85],
where transactions were highlighted using multi-agent cooperation and sharing platform
based on the Ethereum private blockchain, with results revealing several benefits such as
transparent transactions and intelligent mutual trust.

Going deeper and deeper into the heart of the topic of this section, we arrive at
the point where blockchain applications variates in terms of the constructive technology
that microgrids are built on, this referring to AC microgrids, DC microgrids, or hybrid
AC-DC MGs [86-90]. First, blockchain was used in ref. [86] to increase the security for
interconnected hybrid AC-DC microgrids using a modified sine cosine algorithm to achieve
the optimal decision in the shortest time and with high accuracy. The approaches in refs. [87]
and [88] are based on the blockchain technology for energy management concerning DC
and hybrid AC-DC microgrids using different strategies such as fuzzy logic control or the
whale optimization algorithm. These seminal works are comprehensively summarized
in Table 4.
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Table 4. Material summary—blockchain for renewable microgrids.

Reference Subdomain Objectives Solutions/Results Technologies Advantages/Opportunities Challenges
Replacing
transac’tions ba.sisd Economic and - Political regulations,
Local energy on banking entities energy Funds authenticating and economic interests
[76] with . Public blockchain automatic control of .
market blockchain-based - and technological
cryptocurrency- flow transactions limitations
based
transactions
Reduced electricity
Local energy mar- Optimizing energy cost and optimized Private blockchain Optimai electricity cost for )
. 4 consumption and energy . each time slot and local Implementing
[77] ket/microgrid /smart LI . with PoW d dand 1 li
grid minimizing consumption, mechanism energy demand an penalty policy
electricity costs. especially at peak generation balance
hours
Microgrid /smart Minimizing Decentralized . . B .
78] grid electricity costs market mechanism Private blockchain Selling oversupply
Control of energy generation  Political regulations,
[79] Local energy P2P energy Electricity costs Public blockchain and flows and full ratio of economic interests,
market/microgrid transactions reduced self-consumption from and technological
renewable energy limitations
Decentralized Solc, Mocha,
. . Framework 1 uses more
proposed React.js, Next.js, . . .
. transactions, is less flexible
Local energy P2P energy framework and Ganachecli, Smart contract
[80] . . . . . and more secure/Framework RN
market/microgrid transactions semi-centralized Metamask, X . limitations
: 2 uses less transactions is
proposed Ganache-cli, and X
more flexible and less secure
framework Web3
Ensure security and
Microgrid/smart achieve consensus Proposed Either public or - . . .
(1] grid when cyber-attacks architecture private blockchain Efficiency against attacks Transaction security
occur
Obtimize the ener Proposed Security and
[82] Microgrid ﬂP - . 8y model/optimized Private blockchain Reduced import costs communication
ow in a microgrid energy flow efficiency
Energy Proposed Either public or ~ Technological
[83] Renewable energy methodology and . . - infrastructure and
management private blockchain . .
framework investment prices
. Local energy P2P energy Proposed fgzgy Either public or Encourage P2P energy Security and risks
[84] . . . meta-heuristic . X
market/microgrid transactions approach private blockchain transactions concerns
Political regulations,
[85] Local Cnersy p2p cenergy Proposed trading Private blockchain Transparent transactions economic interests,
market/microgrid transactions platform and technological
limitations
[86] Hybrid AC._DC Increase security Proposed Public blockchain Increased security Power injection
microgrid framework limitations
Political regulations,
187] DC microerid Energy Proposed Either public or Maximum utilization of economic interests,
& management framework private blockchain renewables and technological
limitations
Political regulations,
[88] Hybrid AC—DC Energy Proposed Private blockchain Optimal energy management economic interests,
microgrid management framework and secured transactions and technological

limitations

3.5.3. Challenges for Implementation of Blockchain for Microgrids

Like the numerous advantages, many challenges must be overcome in the blockchain-
based renewable microgrids [91,92]. These challenges refer to technological constraints,
economic aspects, social uncertainties, environmental concerns, political and institutional
limitations, and law, regulations, norms, or end-to-end privacy and security.

A feasible and efficient balance between key features such as security, energy man-
agement, constraints, and costs is still challenging. Different consortiums operate different
microgrids, so it is important to analyze and decide on the correct algorithm or methods to
use, the best technology, the most suitable investor, and a very well-trained team.

3.6. Blockchain for Smart City

With the development and use of blockchain technology, the Internet of Things (IoT),
and Cloud Computing, rapid evolution can be observed in the smart city paradigm.

3.6.1. A panoramic Overview on Blockchain for SC

In refs. [93,94], some of the problems related to smart city transportation were debated.
These works demonstrated that there are concerns in rethinking the transformations of
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localities in terms of improvement of public transport and logistics [95,96], water sup-
ply [97], green energy [98], environment [99], health [100,101], education [102-105], and
economics [106-109] by using the blockchain, which offers the possibility to use distributed
stored data, and performs transactions without intermediaries between producers and bene-
ficiaries [106,109] without data security problems [107]. The blockchain architecture [93,94]
is the one that will strengthen the importance of using smart contracts in the development
of transactions between the parties. These contracts are triggered by operations (agree-
ments) between the parties or are determined by sensors, actuators, or IoT tags [97]. So,
the blockchain and smart contracts are the ones that contribute to the transformation of
localities into smart cities, finding the optimal adequacy in the development of logistics,
energy, environment, water quality, health, etc. Some seminal results of the prospective
of blockchain on health care are summarized in Table 5, whereas its applications in other

smart city domains are summarized in Table 6.

Table 5. Summary of literature on blockchain for smart city health care system.

Reference Objectives Solutions/Results Advantages/Opportunities
[93] Smart village architecture Blockchain in healthcare Raising the standard of living of citizens
[94] Application of BC in the Implementation of BC in Data storage security, privacy, and
health system healthcare integrity in online consultation
Application of BC technology .HOW to apply BC technology Real-time patient monitoring, efficient
[95] . in health to monitor the .
in the healthcare L data handling
patient’s health
. . Prediction regarding the Modernization of the healthcare system
[96] Ecl)lc]:i)cleltc health in the smart health status of the population ~with enhanced data integrity, security,
y using BC and privacy
Development of a BC based Mod?l—based platform as a Enhar}ced privacy and security using a
[97] solution for healthcare combined approach based on off-chain
platform for healthcare - . . -
information exchange storage and on-chain verification
Table 6. Summary of literature on Blockchain for Smart City.
Reference Objectives Solutions/Results Advantages/Opportunities
. Utilization of photovoltaic use Of. green energy, reduction of
[98] Green energy marketing arks pollution, sale of surplus energy, decrease
p the production price
[99] Energy management Low-cost solution to the Efflf?ler}t tr'admg, production quality,
energy system capitalization of energy surplus
. e Efficient trading, management, and
Incorporation of green energy =~ Smart irrigation system based e e e
[100] R . utilization of energy for irrigation
in irrigation on photovoltaic parks
systems
Scalable network of smart Deve@opment of a model for .
[101] o . ; . real-time processing of the Enhanced resiliency of the system
cities with hybrid architecture
edge nodes
[102] Security issues for the smart Blockchain utility in smart An in-depth survey covering various
city communities perspectives of blockchain in smart cities
Solving social solutions Applications and research opportunities
[103] Social issues through blockchain PP . pportt
o in the paradigm of a smart city using BC
application
Implementation of salient
features of BC, viz., BC chain-based food traceability system
. immutability, transparency, as a case study with the deployment of
[104] Supply chain data decentralization, etc., to BC in order to enhance the efficacy of
management

improve the efficacy of supply
chain management in the
industry

supply chain management in the
industry
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Table 6. Cont.

Reference Objectives Solutions/Results Advantages/Opportunities
Models and applications with 'Throggh surveys, they Creating new applications and
[105] ! identified research . o
secure transactions - interoperability between models
opportunities
[106] Carbon emissions monitoring A three-step blockcham that Enhanced security with advanced
uses smart contracting features
[107] Efficient urban mobility Traffic decongestion Data transparency, 1mrr.1utab111ty for
enhanced resilient traffic management
Determination in real-time of the persons
[108] Augmented democracy Invglyement .Of citizens in p.aFt1c1pa.t1ng in the eh.ectlons of the
decision making citizens in a decentralized and
confidential way
The technology used ensures the
[109] Synergy of IoT and BC Use of multilayer blockchain ~ competitive efficiency of cryptographic
security and confidentiality
irlglﬁ:t:;gfglg,;?(feejifzgjme of Development of novel algorithms
[110] BC for industrial IoT y considering waiting time for packing of

minimizing unfair,
permissioned BC

permissioned BC data
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uitlities

3.6.2. Architecture of Blockchain for SCs

The prospects of the IoT determine the smart city architecture, the multitude of sensors
and smart objects that help collect data collected from public infrastructure, public access to
data, increasing the quality of services and costs of environmental protection, and economic
development. The general architecture of blockchain for SCs is shown in Figure 18.
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Figure 18. Blockchain architecture for SC applications.
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Using the same blockchain network for all the services in the smart city is not feasible.
Therefore, multiple blockchain networks have to be used depending on the size of the
city and the nature of smart services provided. Each blockchain network may cater to
the requirements of a single service. Smart devices, i.e., smart transport vehicles, smart
sensors in homes, smart monitoring devices in hospitals, etc., generate data that is put into
a blockchain related to its service. Proper protocols and blockchain frameworks will be
needed to ensure the smooth operation of the services.

3.6.3. Challenges for Blockchain for SCs

SC has many different entities. The blockchain network used by the SCs’ various
entities varies with the application type. These applications have diverse requirements.
For example, in the case of smart transportation, the devices are changing their locations,
and in the case of smart lighting, the devices are static. The blockchain architecture
must be planned according to the nature of the application. Additionally, the entities are
spread over a large geographical area, and to meet the criterion for real-time analysis,
the blockchain must be fast and secure. Additionally, interoperability between different
blockchain networks in the SC is a challenge.

3.7. Blockchain for Energy Management System

Developing and implementing the distributed system, both in production and con-
sumption and energy marketing, brought new benefits to producers and consumers. More-
over, the increasing energy use from wind turbines and photovoltaic panels necessitated
changing the energy market’s architecture and secure energy transactions. Blockchain
technology can be used for this purpose.

3.7.1. Architecture of Blockchain for Energy Management System

The blockchain has enormous potential in the transaction related to energy marketing.
EMS aims to ensure reliable energy trading in real-time, including all energy market entities
such as generation systems (both renewable energy sources and non-renewable energy
sources), customer systems, grid operators, etc. The blockchain architecture for EMS is
shown in Figure 19.

rket  Office
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Customer system

Distributed grid operation

el =/

Blockchain network

control center

Electric charging station

Figure 19. The architecture of blockchain-based EMS.
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The SG envisioned integrating renewable energy sources with conventional energy
sources as generation sources. On the consumer side, there are individual homes, residential
buildings, offices, market complexes, etc. In addition to these, the EV charging stations
also fall in the consumer domain of the SG. However, the consumer domain entities act
not only as the electricity consumer but also as the electricity producer. Such consumers
can be referred to as prosumers. When surplus electricity is available at prosumers, it is
contributed to reducing the burden on the generation system.

On the one hand, it reduces the burden of the generation system, but on the other
hand, it becomes vital to monitor the energy trading between users. Additionally, security
and privacy in the energy trading market are equally important. To achieve this objective,
blockchain can be integrated into the EMS.

The blockchain aims to integrate all domains of the SG, such as the generation system,
operation system, the consumer system, regulator, and control center, using the blockchain
network as shown in Figure 19. The blockchain-based EMS ensures the security and
privacy of energy transactions through its distributed approach, interoperability, and smart
contracts. The private blockchain can implement data permissions and selective consortium
access to ensure security and privacy in energy trading. Due to distributed approach,
blockchain-based EMS augments the transparency without compromising privacy in peer-
to-peer energy trading.

3.7.2. A Panoramic Overview of Blockchain for EMS

The research on blockchain for EMS is gaining momentum and has been discussed in
many recent works. As the amount of energy increases in trading, the greater the difficulties.
So, this trading system needs to be controlled very carefully. An online energy transaction
management model was proposed in ref. [111] where users can obtain information on their
own trading and consumption through energetic transaction. For the transaction to be
secure and fast, a payment plan was proposed based on the loan’s value. Jiawei Yang
et al,, in ref. [112], propose a public pricing scheme based on the blockchain. The price
is influenced by the share borne by the miners who are taxed with a part of the income
for the power losses. The smart contract was created, although the testing was conducted
with only 27 prosumers. The biggest problem when we talk about the price of energy in
the trading process by using the blockchain is the high energy consumption used by this
technology, which was resolved in ref. [113].

The security challenge was dealt with by Yi Zhang et al. in ref. [114] for users and
energy flow. In ref. [115], S.N.G. Gourisetti et al. proposed an energy market framework
using the online double auction. The authors explain the benefits and usefulness of
blockchain technology and its use for transactional energy. The prognosis is that this
technology and the implementation of smart contracts in stages can minimize and eliminate
the challenge elements in key and certificate management. The authors stated that they
expect that lower energy consumption will be achieved if users are more receptive.

Blockchain technology has allowed smart meters with enhanced security and privacy
features. Further, a platform to monitor the energy generated from renewable sources by storing
and trading energy between residents and network services of users was proposed in ref. [116].
The possibility of trading renewable energy generated by private producers using blockchain
technology was shown in ref. [117]. The authors offer a high scalability solution based on
smart contracts, which will not harm the decentralized system and data security. The costs of
transactions made in this way will be lower compared with current blockchain costs. A cloud
services platform for energy trading was proposed in ref. [118] by Lei Wang et al. Both users
and suppliers participated in the platform, and the intelligent contract for trading between
the parties was created. Antchain is used to make smart contracts, trade, and use the services
offered by the cloud. The evolution over time of blockchain technology in the energy trading
sector and the issues that stop the application of this technology were presented in ref. [119]. In
ref. [120], the authors present the blockchain used by customers to pay for energy consumption.
Some seminal work in this direction is comprehensively analyzed in Table 7.
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Table 7. Summary of works on blockchain for EMS applications.
Reference Subdomain Objectives Solutions/Results Technologies Advantages/Opportunities Challenges
Online transaction System security with:
management is proxy re-encryption and
Secure ener: Securing and followed; Real-time verification of homomorphic encryption:
[111] crgy controlling risks in Trading model; Blockchain individual consumer p yp .
transaction . R X Improvement
energy transactions Smart contracts; transactions. credit tradin
Calculation of &
management.
payment rates.
Establishing the Supervision of transactions The power supply system
[112] Energy price public price of Trading with elecoin Blockchain P should be extended to
by network members. e
traded energy applications.
. Decreasing the cost
Blockchain ¢ 2 . ¢ . .
erformance of electricity to Reduction of energy Solutions to increase the Applying and deepening
p X i supply the process consumption . g the study of the reduction
[113] Blockchain-based duri . . Blockchain energy efficiency of the -
. .. uring the during the mining of energy consumption
virtual electricity . technology
. operation of the process. consumed by the network.
generation blockchain.
Classifying users and
establishing quotas
according to the green
Value calculation energy produced and
according to users Differentiated tariffs taking consumption;
) Smart contract Securing energy and producers . into account a classification The approach methods for
[114] X . . Blockchain -
trading flow and users. divided according of producers and consumers energy production to be
to certain criteria respectively. planned according to the
(diversity). real conditions have not
been studied;
Improving the smart
contract system.
Key and certificate
Energy architecture Stage management.
[115] Energy market Obiectives implementation of Blockchain Increased security. Coverage in a larger area of
) ’ smart contracts. more general
market/industry.
Decentralized
optimization Improving ener
algorithm, energy r}r)1 ana égmentgy
. distribution . . . gement.
. Energy trading . . Efficient trading without The platform will be tested
[116] Energy trading ; according to a Blockchain : ; o :
between residents . decentralized intermediaries. on a larger community of
predetermined . . :
residents, by improving
program for energy the algorithm
trading to the user )
network.
A blockchain Development and
[117] Renewable energy Energy trading s . Blockchain Low transaction costs. widespread use of
scalability solution. . .
blockchain energy trading.
Improving cloud services,
. Realization of the adding value
Cloud services tradine platform Trading without green certificate, energy
[118] Smart contract platform design for cing p’a Blockchain ; & with storage and other services,
with intelligent intermediaries -
energy application and early
contract. S .
service in the integrated
energy market
) The w1desprea§:1 use Use of the
Blockchain of blockchain . . .
) R decentralized : Trading through a secure Secure, decentralized
[119] evolution and technology in the ) Blockchain .
. system; decentralized system. energy development
challenges energy trading
Smart contract.
process.
Distributes energy from one
home user to another within
Ener Use of electric the decentralized network;
&Y Energy trading power inverters in Management performed for
management- . . Energy network
[120] management the network; Blockchain the purpose of energy
household . c . development.
between customers. Energy-saving distribution planning for the
consumers . B .
technique testing. client;
Communication networks
are independent.
Controlling the marketing
Interactive double L . b of the amount of energy
Energy trading in Beneficial energy auction and . Ower price set by consensus produced
[121] > . . . Blockchain of both producers and .
microgrids trading. blockchain buvers Study the problems that
technology yers. occur when a network
node has problems.
. High flexibility and
Shared network Eﬁfﬁ%apliitfotﬁg. Blockchain with distributed security of the power
[122] Energy transaction sing Blockchain trading energy storage, is system and subsequent

study

use of renewable
energy

efficient and reliable.

exploration to be done
together.




Sustainability 2022, 14, 8801

26 of 33

4. Blockchain for Cybersecurity in SG

The immediate need to incorporate renewable energy sources has necessitated consid-
ering a more diversified and distributed structure for the SG. This objective was achieved
through distributed generation system and DER [123]. However, this has increased the
complexity of the SG. Further, the SG’s complex infrastructure comprises several devices
such as the PMUs, smart meters, home automation sensors, remote terminal unit, spanning
generation, transmission, distribution, customer, operation, marketing, and utility domains,
etc. [124]. Situational awareness is vital to ensure the resiliency of such a marvelous SG
infrastructure. The communication infrastructure and the communication protocols needed
to support these applications vary. The core of the communication network is a wide area
network (WAN). In addition to this, there exist other types of communication networks
such as local area networks (LAN), home area networks (HAN), wireless sensor networks
(WSN), neighborhood area networks (NAN), etc. These communication networks mostly
use TCP/IP protocol suite for data communication. TCP/IP is not a secure protocol. Hence,
the communication network of the SG applications can be easily attacked by exploiting
its vulnerability. Despite the basic security measures such as firewall, intrusion detection,
encryption, authentication, etc., which are already implemented in the SG, though it is still
vulnerable to several cyber-attacks. An excellent survey on various detection algorithms
was provided on false data injection in ref. [125].

The SG is a typical cyber-physical system [126]. As a cyber-physical system, cyberse-
curity is a vital parameter with three features: availability, confidentiality, and integrity.
Availability is characterized as the property in which all data are available promptly. The
cyberattack can compromise availability by blocking, delaying, and corrupting the data or
even losing the data. The impact of cyber-attack on the availability of SG applications is
huge. Confidentiality is characterized as the property of the system to protect the privacy
and proprietary information from unauthorized access. The cyberattack on confidentiality
can compromise the privacy and proprietary information of the SG application. Such inci-
dents can grant illegal access to the application by stealing password-related information,
causing enormous loss to the operation of the application. Integrity is characterized as
the application’s property to protect the system from unauthorized access to avoid any
modification, alternation, and destruction of the data. The cyberattacks on integrity can
modify the data to configure the application, resulting in an enormous loss. For example,
the modification data can lead to misconfiguration of the sensors leading to failure of the
SG application.

Blockchain is a distributed ledger that is immutable and does not depend upon any
third party for its execution. This makes blockchain a secure method for data transactions
and thus plays a vital role in SG applications. The blockchain can explicitly be used to
mitigate the cyberattacks to strengthen the SG application’s security. Among the differ-
ent blockchains, the public blockchain is highly secure compared with the consortium
and private blockchain due to the nature of the members and the consensus mechanism.
The members of the public blockchain can be anonymous, whereas only the trusted nodes
can be members of the consortium and private blockchains. The consensus mechanism
followed in the public blockchain is proof-of-work, whereas multi-party voting in the con-
sortium blockchain and strictly pre-approved nodes in the private blockchain are followed
as a consensus mechanism. However, computational complexity is very high in the public
blockchain. Thus, when security threats are fewer, and computation complexity is low, con-
sortium and private blockchains are preferable to the public blockchain. The architecture
of the blockchain for cybersecurity in SG applications is shown in Figure 20.
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Figure 20. The architecture of SG cybersecurity using blockchain.

The smart devices generate data communicated to the blockchain network server
using the TCP/IP protocol. If the devices are computationally powerful, the hashing of the
data and its encryption can be performed at the device itself, thereby creating the block,
which is then placed into the blockchain network. This is the most secure architecture, as
any data tampering after it leaves the device results in a change in the has function, leading
to the invalidation of the block. However, this puts much computational pressure on the
end devices, which are already over-burdened by other tasks. The other alternative is to
send the data to the servers/nodes in the blockchain using TCP/IP and generate the blocks
in the blockchain. This is less secure, but it is not a computationally powerful smart devices.
In the latter case, using private and public keys for extra authentication can be beneficial.
This architecture envisions maximizing the security since all participants in the consortium
blockchain are trusted, and the consensus mechanism is based on multi-party voting with
no scope for anonymity. The administrative and management authorities select the member
nodes acting as miners for the consortium and private blockchain. Next, the works related
to blockchain for SG cybersecurity are comprehensively summarized in Table 8.

Table 8. Summary of works on blockchain for SG cybersecurity.

Reference SG Application Summary

[127] AMI A quantum key distribution-based secure key transmission is proposed for increasing the
security of smart meters against cyber-attacks

[128] Applicable to all A multi-layer protocol is proposed to enhance the cyber-security of SG applications.

[81] EMS and MG A blockchain fra%mework for P2P energy transa}chons is proposed, using a novel
consensus algorithm for enhanced cyber security.

[129] EMS and MG A noyel l?lockchaln hyperledger is proposed for secure transactions on energy
distribution.

[130] MGs A master-slave mechanism is proposed to protect the data against malicious attacks.

[131] EMS A novel rewarding scheme is presented for network security. Additionally, smart

contracts are used for safe data storage.
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Blockchain technology for SG applications is still in the research phase and is gradually
finding practical utility. Secure mechanisms are needed that can be implemented at the
device level before the data leave the device. These mechanisms should be light and can be
implemented in real-time.

5. Conclusions

SG is evolving with the developments in storage and computational technologies.
One such technology that can potentially transform the transactions amongst the various
entities of the SG is the blockchain. The blockchain offers a decentralized and secure means
of authorizing transactions, removing the need for a centralized authority. Despite its
tremendous application in other domains, it has been underutilized for SG applications.
This paper reviewed blockchain technology from a utility perspective for SG applications.
General architectures were proposed for the important SG applications and identified chal-
lenges. The review is expected to enhance the research on developing novel technologies to
meet the requirements of practical SG applications.

The blockchain-based applications are still in the nascent stage from various per-
spectives, which are seen as future research problems. Many SG applications operate in
real-time, and the blockchain should not overburden the applications. The resource re-
quirements for computation are a major challenge in blockchain-based systems. Blockchain
must be developed to work on a lighter framework while retaining its security features.
Additionally, regulatory bodies have to develop standardization procedures to make this
technology interoperable and popular. Some of these research problems can be solved in
the future, thoroughly revolutionizing blockchain-based applications.
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