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Abstract: Legacy systems are valuable assets in most public sector agencies that have been in use for
a long time. These systems support government service delivery to the citizens and maintain vital
public administration functions and data. However, legacy systems are often related to technical
difficulties that impede innovation efforts. The maintenance of the systems has become challenging
and incompatible with the demands of digital transformation in the public sector. Due to their
importance, the systems cannot be easily discarded. Rebuilding the old systems from scratch
entails a long development timeline, high cost, and the loss of critical service functionalities. These
circumstances encourage the public sector agencies to implement the modernisation of legacy systems.
However, the modernisation effort for legacy systems in the public sector is not straightforward.
Besides technical aspects, it should also consider non-technical aspects, including the requirements
of the new era of citizen-centric digital government. In order to achieve this aspiration, a complete
strategy must be developed to serve as a guide for government agencies. Hence, the purpose of
this study is to develop a comprehensive guideline for the public sector. The research has been
developed using a qualitative methodology that incorporates the theoretical and empirical phases.
The theoretical phase was conducted through a literature review of previous studies related to
the research topic. The empirical phase in the public sector was implemented and analysed using
phenomenology and grounded theory methods. A total of 19 informants were involved in the
individual and focus group interviews conducted. The study results revealed that human, process,
product, and organisation aspects as well as the related characteristics of the citizen-centric influence
the legacy systems modernisation in the era of digital government. The findings contribute as a
complete guideline for the public sector agencies in modernising the legacy systems in line with the
citizen-centric digital government vision.

Keywords: legacy system; legacy system modernisation; legacy system migration; digital government;
citizen-centric

1. Introduction

Many organisations including the public sector continue to rely on their old informa-
tion systems, referred to as legacy systems. Legacy systems are core systems and important
assets to organisations [1-3]. They are essential as they have been in use for a long time
and possess high business value. However, organisations that are still using these old infor-
mation systems, are exposed to the risk of system failure. Legacy systems are frequently
associated with technical concerns, difficult to be maintained or replaced [4-6]. Due to
the importance and great reliance on the systems, they cannot be stopped, even if they
are unable to offer the necessary services in line with the current needs [2]. Organisations
would face higher risks if they decided to replace their legacy systems with new informa-
tion systems. These include higher expenses, a longer time frame as the systems need to be
redeveloped from scratch, and the risk of losing critical functions [7-9]. Because of these
reasons, many organisations are now opting for legacy systems modernisation to ensure
that these systems remain relevant in offering services to the citizens [10-12].
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The use of legacy systems in the public sector is also increasingly challenging and
unable to support the service delivery to the citizens. The government’s digitalisation
initiatives are hampered by the presence of legacy systems [13,14]. The rapid advance-
ment of technology has rendered legacy systems to become obsolete and out of step with
the digital transformation towards the era of industrial revolution 4.0 [15]. Besides the
manufacturing industry, the fourth industrial revolution also impacts ICT, education and
labour supply [16-18]. It is related to data integration, smart features, and the globalisation
of data usage to reach the predicted future benefits. Traditional business practices that
are supplanted by modern technology have a greater chance of remaining relevant and
successful in the long run [19]. Therefore, the public sector agencies that are still relying on
legacy systems for their daily operations need to think about the system’s capability and
modernise the systems in fulfilling the government’s aspirations in line with the new era.

Legacy systems modernisation is a multi-faceted task that includes not just technical
but also business, environmental, and organisational aspects [20-22]. In the public sector,
legacy systems are involved in complicated information interactions, organisational culture,
and normative settings in the public sector [21]. Furthermore, the requirements of the
citizens, who are the primary users of government services, must be prioritised [23,24].
The initiative toward citizen-centric digital government is a government’s endeavour to
increase the use of technology in providing excellent services to citizens. In line with this
initiative, the service delivery systems developed need to embrace a new citizen-centric
design that is more interactive and involves the citizens [25,26].

Previous scholars have established several models and methods to help in the imple-
mentation of legacy systems modernisation [27-29]. However, the aspects involved were
studied separately and were not comprehensive. Most of the studies suggested strategies
and methods as well as implementation processes from a technical perspective [29,30].
They were also not specialised in the public sector and do not emphasise the importance of
a citizen-centric digital government transition.

The above statements indicate the necessity for a comprehensive guideline that is
capable of driving the implementation of legacy systems modernisation in the public sector.
Therefore, this research was carried out to discover the factors that must be considered
while undertaking legacy system modernisation. The objective of this study is to identify
the factors and elements involved in legacy systems modernisation for a citizen-centric
digital government. This study takes into account both technical and non-technical aspects.
These aspects include people, process, organisation, and product involving related factors
and elements. The findings are in line with the current needs of citizen-centric digital
government and the product quality criteria in providing the best service to the citizens.

This study produces comprehensive guidelines for implementing legacy systems mod-
ernisation for citizen-centric digital government. The results of these findings are expected
to help the government in formulating more effective development programs toward legacy
systems modernisation. In addition, the discovery of new factors in this study has further
expanded the literature in the field of information systems and software engineering.

This paper is structured as follows. Section 2 discusses the literature review leading
to the discovery of related factors in the implementation of legacy systems modernisation
for citizen-centric digital government. This is followed by Section 3 which discusses the
methodology employed in the study. Section 4 reports the findings of the study. The final
section concludes the paper and outlines the limitations of the study.

2. Literature Review

The world is currently transitioning to the fourth industrial revolution, which features
advanced technologies. The fourth industrial revolution that is closely related to smart
features, the globalisation of data usage, and information integration to achieve expected
future advantages has begun to attract researchers’ attention in recent literature [31-33].
Organisations can profit from the transition to the new revolution in a number of ways
including by improving organisational competitiveness and increasing flexibility and
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productivity through the use of modern technology [34,35]. Along with the development of
technology worldwide, governments keep looking for innovative ways to serve the citizens.
Governments are aiming for public sector transformation in line with global advancements.
In this context, implementing the digital government is intended to focus more on utilising
cutting-edge technology in enhancing the service provided to citizens [36]. Along with that,
the government needs to think about the capability and direction of the legacy systems to
make sure they remain relevant to the latest needs.

2.1. The Modernisation of Legacy Systems for Citizen-Centric Digital Government

Agencies in the public sector that are still using old systems will confront challenges.
Despite the fact that these systems lead to technical issues, they cannot be easily aban-
doned since they hold critical public administration data since they started operation [4,5].
However, if they continue to use legacy systems, they will have to deal with the technical
issues, as well as the high cost and impediments to innovation for the digital government
implementation [8,13]. At the same time, the replacement of legacy systems is vulnerable
to risk, and it is feared that the new system would not be able to support business as
effectively as legacy systems [8]. As such, legacy systems modernisation should be an
option for the public sector that can no longer maintain the systems.

Modernisation is the process of enhancing legacy systems beyond what can be done
during the maintenance period by employing proper approaches. Modernisation improves
existing systems to enable them to communicate with the latest technology and respond
quickly to business changes [4,37]. Several aspects need to be considered when performing
legacy systems modernisation. Modernisation encompasses not just the technological but
also the business, organisational, and environmental aspects [8,21,27]. To carry out the
government’s directive, the new delivery system must include citizen-centric characteristics,
including simple to use, more interactive, and involving the citizens [23,25,38]. All of these
aspects must be taken into account to ensure the success of modernisation in improving
service delivery to citizens.

2.2. The Factors Contributing to the Success of Legacy Systems Modernisation

As a guide to undertaking legacy system modernisation, several methodologies and
models have been established by previous researchers. These studies indicated essential
factors that contribute to the success of legacy systems modernisation for citizen-centric
digital government. All the factors obtained were combined and arranged into related
aspects to provide a holistic guideline. The technical and non-technical aspects include the
process, people, product, and organisation.

2.2.1. Modernisation Process

The modernisation of legacy systems involves several steps and activities in re-
lated phases. Before implementing the technical processes of the modernisation, pre-
implementation activities involving project requirements planning are important to be
executed. Every legacy systems modernisation project requires detailed project planning [6].
This includes the scope and the cost of the project, time frame, human resources involved,
and selection of appropriate modernisation techniques [5,27,39].

To get complete and up-to-date requirements for the modernisation of legacy systems,
old and new requirements must be collected. The old requirements were obtained by
implementing activities based on the reverse engineering approach [39,40]. The key factors
involved in the reverse engineering approach are system understanding and requirements
extraction. The understanding of the systems mainly is on the architecture of the systems,
including the system functions, data, and constraints [27,39,41]. Requirements are then
extracted consisting of business rules, logic, and data before being documented as a legacy
system requirements specification [8,39,42].

The determination of new requirements is based on the requirements engineering
process [42]. Requirements engineering is an essential activity for any information system
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development, including legacy systems modernisation. Activities involved in this phase
are the collection of requirements, analysis, specification preparation, and validation by
users. The collection process is carried out with the relevant stakeholders using suitable
methods [8,41]. The old and new requirements need to be analysed, and only the relevant
ones should be documented [8,21].

The agreed system requirements are then designed for the new interface, database,
integration and architecture [8,27,41]. It is then developed using the technique and pro-
gramming language that was planned.

The modernised system needs to be tested according to the prescribed test type [8,27,39].
It should adhere to the test scripts, and legacy systems use cases [8]. However, testing
based on the use cases involved more effort as it needs to be compared between legacy
systems and modernised systems [7]. Therefore, the project implementation time frame
needs to be planned well.

The system that has been tested can be implemented in a production environment.
The installation involves hardware, software, and data migration. The system should be
verified and monitored for some time for any failures or corrections [27]. Training to users
and technical staff can be provided in parallel [39].

Citizen-centric digital government delivers services by focusing on the needs of the
citizens. They are the end-users and service recipients of government services. In addi-
tion, service providers in the public sector agencies need to play their roles in ensuring
the process runs smoothly in line with the digital government initiatives. They need to
ensure the involvement of the citizens throughout the system development life cycle of
legacy systems modernisation. This is important to make certain their needs will be taken
into account [43,44]. Citizen involvement will improve the performance of the service
delivery because there will be a better alignment between the government system and the
work practices of the citizens [23]. Their involvement is needed according to the relevant
modernisation phases [44,45]. To ensure the involvement of the citizens runs properly with
good cooperation and collaboration from the people, awareness sessions should also be
given [46]. The involvement can be implemented using relevant communication methods,
including social media, which are now becoming one of the important channels [46,47].

2.2.2. People Involved

The successful modernisation of legacy systems requires the serious involvement of
the service providers in the public sector agencies. This includes the business and technical
representatives of the agency [41]. The project team consists of business experts, legacy
system experts, and system developers, led by the project manager [1,41]. In addition, a
testing team is also required to ensure quality testing [1,8]. The team must have technical
skills, knowledge, and experience to ensure the process runs smoothly [37,41,48]. Good
communication, relationships, and attitude are also important factors in the success of the
project [1,49,50]. In addition, the support of the top management and the leadership of
project managers are also the success factor of digital government initiatives [50,51].

In addition to the service provider involvement, in line with the needs of the digital
government, citizens as the service recipient need to be involved as well [52]. For the
citizens, ICT skills will impact their involvement [51,53]. This is because citizens come from
various categories and backgrounds, and their levels of ICT skills are different.

2.2.3. The Organisational Environment

In the implementation of legacy systems, the organisational environment factors need
to be determined. Although the challenges of modernising legacy systems are more focused
on technical challenges, cultural, and business process challenges are more significant in
the public sector [21]. The current work culture of public sector agencies will also influence
the implementation of modernisation [48]. Besides, the modernisation of legacy systems
needs to be in line with the direction and strategy of the business as well as the related
policies [21,27,39]. It also depends on the availability of resources, including financial
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allocation, implementing teams, and infrastructure [48,53]. Resistance to change is also one
of the challenges in the implementation of new initiatives, including the modernisation of
legacy systems in the public sector [21].

2.2.4. Product Quality and Characteristics

The government focuses on services that can enhance public value as part of its
transformation to a citizen-centric digital government. Public value includes products or
services that meet the expectation of the citizens, service efficiency, and methods that are
innovative and flexible in taking into account the demands of the citizens [54]. To establish a
sustainable citizen-centric digital government, the modernised legacy systems must ensure
the citizens obtain the highest value from the best quality services provided [46]. To achieve
that, the characteristics relating to the quality of the product must also be considered.

This study has considered four established methods and models in order to meet
the overall quality characteristics, namely the Systems and Software Quality Model
(ISO/IEC 25010:2011) [55], Data Quality Model (ISO/IEC 25012:2008) [56], Renaissance
Method [57] and the SERVQUAL Model [58]. The characteristics were combined with the
specific features of citizen-centric digital that have been discussed in relevant previous
studies [44,59,60] The combination of these models and methods has resulted in compre-
hensive features encompassing product, data, and service elements. All relevant elements
have been arranged according to three main factors, namely system quality, data quality,
and service quality. System quality included functionality, performance efficiency, usability,
compatibility, reliability, security, maintainability, and portability. Data quality took into
account accuracy, completeness, up-to-date, compliance, and openness. Service quality
included elements of effectiveness, efficiency, satisfaction, responsiveness, and transparency.
A detailed explanation of the selection of models and methods can be found in [61].

From the literature reviews, few studies have developed several methods and models
as guidelines for implementing legacy systems modernisation. The activities involved
were explained technically. There were also few studies that described in general the
non-technical processes involved such as planning and the project teams involved. As for
the characteristics and requirements of citizen-centric digital government, this study has
combined the citizen-centric characteristics that have been obtained with four models and
methods that illuminate the general quality characteristics of a service product. All the
initial factors and elements obtained will be combined and arranged accordingly with the
findings from the empirical studies in producing a holistic guideline for the public sector.

3. Research Methodology

The research adopted a qualitative methodology of the study. The method enables
researchers to gain better insight and knowledge of the study [62]. This study was car-
ried out to identify the factors of legacy systems modernisation for citizen-centric digital
government. The factors were gathered from the theoretical and empirical studies.

This study aims to answer the following research questions:

R1: What are the factors involved in legacy systems modernisation for a citizen-centric
digital government?
R2: What are the elements for each of these factors?

The research design is illustrated in Figure 1.

This study involved three main phases namely theoretical study, empirical study A
and empirical study B. The theoretical study was carried out through a literature review
from documents identified related to the field of study. Empirical study A was implemented
through data collection and analysis using the phenomenology research method. Next, the
data collection and analysis for empirical study B were carried out using the grounded
theory method. The output for all the phases is the factors and elements contributing to
legacy systems modernisation for citizen-centric digital government.
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Theoretical Study :
Data collection from
literature reviews

Emprirical Study A :
Data collection and
analysis using
Phenomenology

Emprirical Study B :
Data collection and
analysis using
Grounded Theory

method method

Factors and elements contributing to the implementation of legacy

systems modernisation for citizen-centric digital government
p. S

Figure 1. Research Design.
3.1. Theoretical Study

This study was carried out by analysing the previous studies on the research topic.
The theoretical study reviewed documents including books, journal articles, proceedings,
and reports. The search was performed from multiple online databases including Web of
Science, Scopus, Springer, Elsevier and IEEE Xplore.

3.2. Empirical Study A

The first empirical study was carried out using the phenomenology research method.
Phenomenology is a method in which data collection is carried out to obtain a person’s
lived experience of a concept or phenomenon [62,63]. The phenomenology method was
used to identify factors related to legacy systems modernisation through a deep under-
standing of the informants’ daily and actual experiences. This includes their experience
in implementing the maintenance, modernisation, and redevelopment of public sector
legacy systems.

There are two types of approaches in the study of phenomenological methods, namely
hermeneutic phenomenology and transcendental phenomenology. Hermeneutic phe-
nomenology is an approach that is oriented to the informant’s actual experience and
bracketing the researcher’s experience [63]. Like other qualitative methods, it also in-
volves the interpretation of the experiences to related themes of the research topic [63,64].
Hermeneutics involves the art of understanding an individual’s actual experience until the
implicit meaning behind it can be fully understood [65].

On the other hand, the transcendental phenomenology approach is less focused on
the researcher’s interpretation than hermeneutic phenomenology. Researchers in tran-
scendental phenomenology will set aside their knowledge and experience regarding the
phenomena under study and describe all the individual’s experience fresh as the first time
it was acquired [64].

This study employed the hermeneutic phenomenological approach. In addition to
gaining the actual experience of the informants, it needs to be clarified and interpreted
in accordance with the needs of the study. Interpretations and descriptions of actual
experiences are made according to the themes and factors related to the modernisation of
the legacy systems for citizen-centric digital government. Moreover, in the limited use of
phenomenology research method in the field of information systems, it was found that the
hermeneutic approach has been used effectively in several studies [66,67].

3.2.1. Sampling

Empirical study A adopted a purposive sampling technique where the sample is
selected based on the ability of the informants to answer the research questions [62]. For
the number of samples, data from only a few people who experienced the phenomenon
and can provide details of their experience are well enough to explain the phenomenon
study. No specific count of the sample was specified for the phenomenology method, but
the recommended sample is from 1 to 10 people [68]. Therefore, the individual interviews
for empirical study A were conducted with five selected informants who met the criteria
that have been set.
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The purpose of setting criteria was to ensure that the data obtained were in line with
the needs of the study. The selection of informants was made based on the criteria of
experience and knowledge of informants in the field of study. These highly experienced
informants were chosen because they have real experience with the public sector legacy
systems. They are also from the management level officers who have led several projects,
including the modernisation of legacy systems and projects directly involved with the
citizens. These criteria allow informants to narrate their experiences according to the needs
of the study. The profiles of the informants are shown in Table 1.

Table 1. Informants’ Profiles for Empirical Study A.

Informant Code Agency Position Experience (Year) Service Sector
INF 1 A Deputy Director 29 ICT Consultation
INF 2 B Senior Assistant Director 30 International Trade
INF 3 A Deputy Director 26 Digital Government
INF 4 C Deputy Director 31 Public Service
INF 5 D Senior Assistant Director 34 Public Election

3.2.2. Instrument

Empirical study A was carried out through semi-structured interviews. This type
of interview allows discussion to be made more interactive in gaining the informants’
actual experience in depth. The instrument used in the sessions consists of general and
open-ended questions [64]. The use of open-ended questions allows the researcher not to
be influenced by their own experience and to get fresh answers from the informant’s actual
experience [62,64].

3.2.3. Data Analysis

In the phenomenological research method, data analysis more accurately refers to the
process of breaking down, interpreting, and clarifying data without distorting the overall
context of the phenomenon under study [64,69,70]. Using the full transcript of the audio
recording that has been made, the following processes were performed:

e  Preliminary listing and collection—All feedback related to the informant’s experience
on the modernisation of the legacy system and citizen-centric digital government were
listed and collected.

e  Reduction and deletion—All feedback was explored, and the audio recordings were
listened to repeatedly for further understanding. Only relevant and necessary feedback
for the study was taken into account. Overlapping, repetitive, and unclear feedback
was eliminated or combined to obtain a more accurate and comprehensive description.
This was required when the descriptions obtained from the informants were too long
and need to be addressed holistically.

e  Collection by themes—Next, some meanings or themes were created in describing
the feedback. These themes were interpreted based on the research topics without
changing the original meaning that had been obtained during the empirical study.

e Individual text descriptions—Structured text descriptions for each informant about
their experiences according to the theme were prepared.

e  Composite text description—From the individual text descriptions, a composite de-
scription representing the group as a whole was provided. It combined the experiences
of all informants according to the themes related to the phenomena studied. The de-
scriptions were also combined with the views of the researcher in giving a complete
picture of the field studied [71].

3.3. Empirical Study B

Empirical study B was also carried out using a qualitative research method grounded
theory. This method was widely used in various fields, including information systems [72-74].
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Researchers can explore a process, activity, or event in-depth with information and generate
or abstract the process based on those interactions [75]. This research method allows
theories to be developed by identifying and analysing themes and categories and the
relationships between them [76].

This method was used in empirical study B to identify factors related to the topic
through the knowledge or experience of informants in the development, modernisation, or
maintenance of government information systems, including legacy systems. Data collection
for empirical study B was done through individual and focus groups with selected public
sector agency informants.

3.3.1. Theoretical Sampling

Grounded theory sampling strategy refers to theoretical sampling techniques. The-
oretical sampling was described as a sample determination based on subsequent data
requirements [77]. Findings related to the theoretical concepts that have been developed
will lead to the selection of appropriate informants. It is selected according to the need and
not randomly or a sample that is representative of a group [72,78].

This empirical study B used a theoretical sampling technique that involved the in-
formants based on different experiences in exploring various dimensions of the study.
Appropriate informants were determined throughout the analysis and development phase
of the concepts and factors.

Although it was difficult to predict the number of samples required, the suggested
number is between 10 to 60 people depending on the adequacy and saturation of the
information obtained [68]. In meeting the requirements of the developed theory, the sample
size for the empirical study B was 14 informants who were categorised as experts based on
the research need. The profiles of the informants are shown in Table 2.

Table 2. Informants’ Profiles for Empirical Study B.

Informant Code Agency Position Experience (Year) Service Sector
INF 6 A IT Officer 16 Accounting
INF7 B Principal Assistant Director 21 Public Service
INF 8 C IT Officer 16 Public election
INF 9 D Senior IT Officer 17 Education
INF 10 D Senior IT Officer 17 Education
INF 11 D Senior IT Officer 17 Education
INF 12 E Principal Assistant Director 20 ICT Strategy and Architecture
INF 13 F Principal Assistant Director 20 System Development
INF 14 G Principal Assistant Director 22 Digital Government
INF 15 E Senior IT Officer 16 ICT Strategy and Architecture
INF 16 A Senior IT Officer 18 Accounting
INF 17 H Director 20 Agriculture
INF 18 I Senior IT Officer 17 Health
INF 19 E Principal Assistant Director 21 ICT Strategy and Architecture

3.3.2. Instrument

Empirical study B was conducted through semi-structured interviews, which proved
to be effective for all qualitative research methods [68]. The interview technique allows
the researcher to ask not only the questions that have been prepared but also more flexible
to change the questions according to the suitability of the situation during the interview
process [79].

Individual and focus group interviews of empirical study B used interview questions
as instruments. Questions consist of open-ended and more structured questions in the form
of a process to obtain answers needed by the research question [65].
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3.3.3. Memo Writing

In grounded theory research, memo writing is an important activity that needs to be
implemented to ensure quality research methods throughout the research process [78,79].
The memo notes are more inclined to interpretive and theory-related notes. They are
very useful that can make a quick overview of the idea as well as the coding and themes
that existed [80]. Memo writing allows researchers to record the progress of research and
analysis as well as record views and feelings about the data collected [73]. This is important
in determining the direction of the data and helpful in determining the theoretical sampling
of the study [80].

In empirical study B, memo notes were made for each interview session. This was to
ensure that the important facts obtained from each informant, the strength of each session,
and the information that was still lacking in the sessions were recorded. They were used as
a reference for data collection planning for the next session.

3.3.4. Simultaneous Data Generation and Analysis

Another important feature that distinguishes the grounded theory research method
from other methods in qualitative research is the implementation of data collection, analysis,
and theory generation that occur simultaneously [73,80]. This means that after completing
the data collection with each informant, the analysis should be done immediately before
the next data collection. In implementing this simultaneous data collection and analysis
process, a continuous comparative analysis was also done throughout the data collection
sessions. Comparisons were performed among the incidents, codes, and categories until
they were all fully integrated [73,81].

3.3.5. Open Coding

Open coding or initial coding is the first step in the data analysis of the grounded
theory research method. Open coding is the process of examining data, generally line by
line or word by word, before assigning open code to the data set [81]. It is a technique for
identifying concepts collected in sub-categories and then into general categories from the
data that has been collected and transcribed [82].

In the open coding data analysis for this empirical study B, the first step taken was to
examine line by line the informants’ feedbacks that were transcribed. Then, the keywords
that described the field of study were determined and given the appropriate code. These
concepts were combined in the related categories. The same steps were performed each
time another informant’s data was analysed.

3.3.6. Axial Coding

The next process of coding in the grounded theory research method is axial coding.
It refers to the process of linking categories together through related subcategories [83].
It is called an axial because the coding takes place around the “axis” of the category and
connects it to one dimension that describes the same properties. Open and axial coding are
related and implemented simultaneously. The subcategories of open codings in empirical
study B were combined and linked into related categories. This process aggregated all open
codes into higher groups.

3.3.7. Selective Coding

The final coding phase in data analysis using grounded theory is selective coding.
It is the process of integrating categories and refining theory [83]. Selective coding is an
identification of the core codes that serve as a hub in building relationships between the
acquired categories [73,84]. The data collection and selective analysis will continue until it
reaches theoretical saturation to adequately describe and integrate all the categories into
core categories [72].

In this study, all the sub-categories and categories identified for the modernisation of
the citizen-centric legacy system were grouped and linked into several core categories. The



Sustainability 2022, 14, 10951

10 of 20

core categories that have been identified were people involved, modernisation processes,
organisational environment, and citizen-centric products.

4. Results and Discussion

This study was carried out by first analysing the literature reviews of the research
topic to get an initial idea of the topic studied. Then, empirical study A was conducted
to identify factors related to legacy systems modernisation through the real experience
of 5 informants from the public sector agencies. The data collection and analysis were
implemented using the phenomenology method. Empirical study B was carried out using
grounded theory with 14 informants who are knowledgeable in the area to understand the
process of legacy systems modernisation for citizen-centric digital government in detail. It
also aims in developing theories related to the study.

All the data obtained through these different phases are important and necessary
in gaining a comprehensive and detailed understanding. Therefore, it was integrated
by combining, comparing, and linking in giving a complete explanation of the problem
studied. This process was implemented based on four aspects, namely people, process,
organisation, and product. The following sections explained the results of the integration.

4.1. People Aspect

In the modernisation of legacy systems for citizen-centric digital government, the
citizens’ involvement includes the implementers from the internal public sector agencies
and also the public as the end-users. The involvement of implementers is important as they
are the ones responsible for developing and implementing the modernisation of legacy
systems. They consist of the top management, project manager, project team, and testing
team as stated in the theoretical study mentioned in both empirical studies. However,
informants in empirical study B highlighted the importance of involving the project director.
This is according to the current scenario of most agencies implementing modernisation
projects, as each division is headed by a divisional director who is responsible for all
the initiatives of the division. They need to have good leadership and network with top
management for the benefit of the project.

For the top management, besides giving full support to the project, they need to have
citizen soul and digital mindset characteristics in ensuring the success of the citizen-centric
legacy systems modernisation. A digital mindset is important as a driver for smooth project
implementation and direction. With the citizen’s soul character, the top management will
be able to empathise with the problems faced by the citizens, increasing the confidence of
the citizens in the public service delivery system.

For the team members, including the project team and testing team, empirical study B
stated the need for a new element of certification to be owned by certain members so that
the relevant processes are implemented according to the set standards. Besides that, the
elements of relationship and communication derived from the theoretical study initially
were also mentioned in the empirical study B. However, the latter part of the informants
disagreed and stated a more accurate element which is a soft skill in line with the need
for citizen-centric services. In addition to technical skills, team members should have soft
skills characteristics. It is a generic skill or strength that crosses a variety of criteria covering
personality and group work. A person must possess this characteristic to maintain good
relationships and interactions, including with the citizens.

Besides having ICT skills, as mentioned in the theoretical study, the public also needs
to be willing to involve. According to empirical study B, the element of willingness from
the citizens influences their involvement in the modernisation implemented.

4.2. Process Aspect

In implementing the process of modernising the legacy systems for citizen-centric
digital government, clear and detailed explanations were obtained from all informants.
A combination of experts in operating legacy systems as well as knowledge in implement-
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ing information systems that involve the citizen has been able to explain the processes and
best practices implemented. This has complemented the shortcomings not obtained during
the theoretical study.

The modernisation process described by the informants was based on the System
Development Life Cycle (SDLC) phases, in line with the findings from the theoretical study.
Each phase involves activities and important elements that need to be taken into account to
ensure the smooth running of the process.

4.2.1. Planning

The literature reviews stated the need to plan project requirements for the planning
phase, including timeline, project cost, human resources, scope, and modernisation tech-
nique. There were also mentioned in both empirical studies. As noted in the theoretical
study, organisational aspects influence the implementation of citizen-centric legacy systems
modernisation projects. However, the activities and matters involved were not described
in detail. From the interviews with the informants, elements related to the organisation
need to be determined during the planning phase. The important elements were the busi-
ness strategies and policy that affect the overall implementation of modernisation and
need to be determined early. In preparing business strategies, enterprise architecture is
a new emphasis for all agencies that need to be taken into account in order to facilitate a
comprehensive understanding of the organisation’s business.

Prior to the purchase of any ICT infrastructures, including software, hardware, and
network equipment, all informants in the empirical study expressed concern about planning
ICT infrastructure in advance. This is to ensure that the right needs and specifications
will be identified when planning project costs. Empirical study B has described a new
element of system ownership that also influenced the implementation of legacy systems
modernisation. The owner of the system needs to be determined when planning the project.
This also allows them to be actively involved throughout the modernisation process.

Additionally, informants stated the importance of conducting a preliminary study
before embarking on a modernisation project. This activity is important in collecting related
information on the current situation of the systems, the readiness of the organisation, and
the citizens before entering the next phase of modernisation. The initial stage involved
a study of the current system (as-is), and the impact study to determine the impact of
the modernisation and benchmarking. Benchmarking needs to be implemented so that
agencies can take best practices from other countries that have successfully implemented
citizen-centric digital government.

For the implementation of citizen-centric legacy systems modernisation, the infor-
mants also stated that it is essential to plan the involvement of the people, including
determining the categories of citizens involved and the methods of involvement. In addi-
tion, the early views or feedbacks from the citizens need to be obtained through an initial
citizens’ survey in the planning phase. This has been informed by informants in both
empirical studies.

4.2.2. System Requirements (Old and New)

The system requirements determination phase will involve the old and new system
requirements for legacy systems modernisation. The old system requirements are imple-
mented based on a reverse engineering process that involves the activities of understanding
and extracting requirements. This process was derived from theoretical studies and was
also explained in both empirical studies A and B. From their actual experience, two new
elements have been mentioned, namely the understanding of the legacy systems through
the existing users who were already savvy in using the systems and the existing documen-
tation or outputs of the systems. This is to make sure that the important information is not
left out.

In order to modernise the legacy systems in line with the citizens’ needs, the gathering
of requirements needs to be done with the involvement of the public. They are the exact
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service recipients that understand what they need from the related service. The citizens’
experiences in using the systems are important in assessing the needs and improvements
needed. During analysing the requirements, the informants in empirical study B high-
lighted the element of mapping and selection to be done to ensure that only the still relevant
needs will be taken into account. Empirical study B also mentioned that the specification of
these requirements should consider the latest combination of old requirements.

4.2.3. Design and Development

In designing the system, relevant elements must be taken into account, including the
interface, database, integration, and system architecture obtained in the theoretical study
have been mentioned in the empirical study. However, empirical studies stated that the
installation of hardware, software, and data migration should be implemented in this phase
and not in the implementation phase as described in the theoretical study. Additionally,
the new service that has been designed needs to be presented to the citizens in the form of
a prototype. This needs to be done before system coding is executed.

4.2.4. Testing

In the theoretical study, the testing phase of the modernisation of legacy systems
focused on performing test activities by taking into account the type of testing, test case,
use case, and scenario. However, the informants of the empirical study stressed that the
test requirements should be determined early so that the testing process will be carried out
smoothly. In addition, the informants also stated that test reports that include errors and
change requests need to be provided. These two factors were also activities described as a
testing process according to international standards of the International Organisation for
Standardization (ISO) [85].

Informants of empirical study B confirmed that this phase requires only the involve-
ment of the people from the implementing agency. The system needs to be tested thoroughly
through alpha testing by the testing team to make sure it works properly without errors
before being implemented to the public.

4.2.5. Implementation

As stated by the informants earlier, the installation of ICT infrastructure needs to
be implemented early during the design and development phase. Therefore, the latest
application and data need to be transferred to the production environment during this
phase. Besides that, the ICT infrastructure needs to be examined to ensure that the system
environment works well in providing services to the citizens through the new modernised
system. This is especially important to the agencies with branches and hardware installed
in a distributed environment at their respective branches.

Before launching the actual implementation, the informants of empirical study B
stated that the system needs to be implemented first on a pilot basis. Implementation on a
smaller scale is more appropriate since the public will be involved for the first time after
the system is ready. This will enable us to fix initial problems encountered before actual
implementation on a larger scale. An important element in the involvement of the people
during the pilot stage is to hold awareness sessions and get feedback from the citizens
through beta testing. Their feedback on this completed system is important, and related
improvements need to be made.

After the system is piloted for an agreed period, the system needs to be implemented
for all the citizens involved. The completed system should be announced to the agency’s
top management as well as to the public. The outreach session as a broader involvement of
the public needs to be organised as obtained in empirical study A. It was also highlighted
by the informants in empirical study B as one of the ways of engaging the public during
the actual implementation to the citizen.

Through the knowledge of the informants in empirical study B, the system handover
of the process from the vendor or to the business owners must also not be overlooked.
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This element will indirectly affect the subsequent implementation of the project. The
handover process from the vendor needs to make sure the source code from the vendor is
working well. After the system has been implemented successfully for a period of time,
the handover process to the relevant business owner should be done. This is important to
ensure long-term system support by the owners to the citizens.

4.2.6. Citizens’ Involvement

One of the important factors in executing citizen-centric modernisation is the citizens’
involvement. However, in the theoretical studies, specific citizens’ involvement methods
for the modernisation of legacy systems were not obtained. The findings from the empirical
study A and B confirmed that citizens’” involvement needs to be implemented for the mod-
ernisation of the legacy system of citizen-centric digital government, and they explained
the relevant methods for that.

Citizens’ involvement is needed at every phase of the modernisation of the legacy
system, as explained earlier in the phases activities. The empirical study has discussed
the importance of ensuring that a related category of people is involved in every phase of
modernisation. This includes the citizens who are the recipients of government services as
well as the citizens who are the implementers of the government services. The informants
also described the appropriate methods of involvement implemented for the public sector.
In addition to the use of social media and awareness sessions mentioned in theoretical
studies, empirical studies also explained other methods of involvement. These include
interviews, workshops, outreach programs, user experience studies, and complaints or
feedback submitted by citizens through the agency’s portals or mass media.

4.3. Organisation Aspect

Factors such as resources, change acceptance, and culture were organisational en-
vironment factors that influence the modernisation of legacy systems obtained from the
theoretical studies. Empirical studies have also mentioned that those factors influence the
modernisation of legacy systems in their respective agencies. However, three new factors,
namely politics, bureaucracy, and mandate were discussed in detail by the informants that
influenced the modernisation of the legacy system of citizen-centric digital government.
Another organisational-related factor influencing the implementation of legacy systems
modernisation highlighted in empirical study B is private sector cooperation. Through
this model, qualified companies have the opportunity to work together and demonstrate
their abilities in providing the best service to the citizens. The company will bear the costs
involved, and they will get paid through the citizens or other institutions involved.

4.4. Product Aspect

The factors related to the products obtained from the theoretical study consist of three,
namely system quality, data quality, and service quality. Each factor has its associated elements.

The empirical studies also stated the importance of the three quality factors to ensure
that citizens receive the best service from the government. However, some elements
were explained in detail specifically for the citizen-centric products based on their actual
experience and situation in the public sector.

For product quality, the usability elements, including a simple and user-friendly
system were important as the citizens who receive the benefits of government services
come from various skill categories. This element is important in attracting more people to
use the system. As for data quality, in the era of digital government that emphasises data
integration and sharing, the elements of compliance and openness are essential.

The empirical study B has also detailed the quality of services by pointing out a few
elements. The element of satisfaction by the citizens is an important factor in evaluating
quality services. In addition, the elements of efficiency and effectiveness were seen as
too subjective to be measured. They were more suitable to be replaced with the features
of citizen-centric digital government that were more common in this era which are end-



Sustainability 2022, 14, 10951

14 of 20

to-end, integrated, and responsive services. The online services offered to the citizens
now need to be completed from start to finish of the service through the same system,
without manual intervention such as counter service. The end-to-end and integrated
service demonstrates efficiency and effectiveness as they can optimise the performance of
the services provided to the citizens. The services they receive are hassle-free and save their
time and cost. Responsiveness becomes an important element as a feature of citizen-centric
service. Service efficiency is assessed based on the agency’s ability to respond or interact

with the citizens’ problems and queries in a timely manner.

The integration of findings from theoretical and empirical studies is summarised in
Table 3 below. The number of informants that have stated the related factors and elements

were included in the empirical columns.

Table 3. The Integration of Findings from Theoretical and Empirical Studies.

Factor Element Theoretical Empirical A Empirical B
People Aspect
ICT Skill vV v (1/5) Vv (12/14)
Citizen
Willingness - - Vv (12/14)
Support V4 vV (2/5) v (14/14)
Top Management Citizen soul - - v/ (10/14)
Digital mindset - V (6/14)
Project Director Leadership - - v (A0/14)
Network - - v/ (10/14)
Experience 4 v (2/5) v (14/14)
Project manager Knowledge V4 Vv (1/5) V (14/14)
Leadership Vv v/ (3/5) Vv (14/14)
Technical skill Vv v/ (4/5) V (14/14)
Domain knowledge Vv v/ (4/5) Vv (14/14)
Communication skill v v/ (1/5) X
Project "l:l?eaaTn /Testing Relationship WV _ X
Attitude v v (1/5) v (14/14)
Soft Skill - - Vv (3/14)
Certification - - Vv (13/14)
Process Aspect
Planning
Organisation Business strategy Vv v (2/5) Vv (13/14)
requirements Policy v V (3/5) v (13/14)
Involvement The citizens involved - v/ (5/5) v/ (10/14)
requirements Method v V (4/5) V (7/14)
As-is system V4 Vv (2/5) V (14/14)
Preliminary study Impact study - - v/ (10/14)
Benchmarking - - v (6/14)
Citizens’ survey Early feedbacks - Vv (3/5) V (14/14)
Scope v vV (2/5) Vv (14/14)
Time Vv vV (2/5) V (14/14)
. Cost V4 v (2/5) V (14/14)
reqlzfiileiclteznt Human Resource V4 v/ (4/5) V (14/14)
Technique V4 v/ (5/5) Vv (14/14)
ICT Infrastructure - v/ (4/5) V (14/14)
Ownership - - Vv (12/14)
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Table 3. Cont.

Factor Element Theoretical Empirical A Empirical B
System Requirements
(a) Old Requirements
System architecture vV v/ (4/5) V (14/14)
Understanding of system System users - v/ (3/5) Vv (14/14)
System output - Vv (2/5) V (14/14)
Business rules 4 v/ (5/5) v (14/14)
Extraction of Business logic Vv Vv (5/5) V (14/14)
requirements Data Vv V/ (4/5) V (14/14)
Legacy specification Vv v/ (1/5) V (14/14)
(b) New Requirements
Requirements gathering Citizens experience - v (3/5) V (14/14)
Analysis Mapping and selection - - Vv (14/14)
Specification Old and new - - Vv (13/14)
Design & Development
Interface Vv v/ (1/5) v
Design implementation Database v v ass) v
Integration V4 Vv (1/5) v (14/14)
System architecture Vv v/ (1/5) V (14/14)
Prototype presentation New service design - - V (7/14)
ICT Infrastructure Hardware and software - v/ (1/5) V (14/14)
installation Data migration Vv (1/5) V (14/14)
irg;;ﬁ’;‘;?;n Coding J J (1/5) V (14/14)
Testing
Testing requirements Testing type Vv v (3/5) V (14/14)
Case and scenario vV vV (2/5) v (14/14)
Testing implementation Alpha testing V4 Vv (2/5) Vv (13/14)
Test report Bugs and change request - v (1/5) Vv (14/14)
Implementation
Actual em{ironment ICl;;gf;?z;rgg;ure - - Vv (10/14)
setting
Application and data v Vv (1/5) Vv (14/14)
Pilot implementation Awareness . v (10/14)
Beta testing - - v/ (10/14)
Outreach program - v/ (1/5) V (6/14)
Actual implementation Monitoring v Va7 v (14/14)
Training vV v/ (4/5) Vv (14/14)
Hand over - - Vv (12/14)
Product Aspect
Effectiveness Vv v (1/5) X
Efficiency v v/ (3/5) X
Satisfaction v v/ (3/5) Vv (12/14)
Service Quality Transparency Vv - v/ (10/14)
Responsive vV v (1/5) v/ (10/14)
End-to-end - - Vv (11/14)
Integrated - - Vv (9/14)
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Table 3. Cont.

Factor Element Theoretical Empirical A Empirical B
Product Aspect
Functionality V4 v/ (4/5) V (14/14)
Performance efficiency vV v (1/5) V (14/14)
Usability v J/ (4/5) V (12/14)
Product Quality Compatibility V4 Vv (1/5) v (9/14)
Reliability Vv v/ (3/5) -
Security vV v/ (1/5) v/ (10/14)
Maintainability Vv v (2/5) -
Portability v v/ (1/5) -
Accuracy V4 - Vv (12/14)
Completeness V4 v/ (3/5) Vv (14/14)
Data Quality Currentness V4 v/ (4/5) -
Compliance V4 - V (7/14)
Openness vV - Vv (12/14)
Organisation Aspect
Resource vV v/ (1/5) V (14/14)
Culture vV - v (14/14)
Change acceptance Vv Vv (2/5) V (14/14)
Politic - V (4/5) V (14/14)
bureaucracy - v/ (2/5) V (14/14)
mandate - Vv (2/5) Vv (14/14)
Legend:

+/ The factor/element was mentioned

- The factor/element was not mentioned

x The factor/element was not agreed

Based on the table above, each phase of the study provides important factors and
elements for the modernisation legacy system. All the factors and elements obtained
from the theoretical study have been stated either in the empirical A or the empirical B
study. There are also factors and elements that were stated in all studies. Four elements
were not agreed upon in the empirical study B namely communication skill, relationship,
effectiveness, and efficiency and new elements were proposed to better fit the situation
of citizen-centric digital government. In addition, there was an increase in new factors
and elements in both empirical studies in accordance with the actual situation of public
sector services.

5. Conclusions

Legacy systems modernisation has become a critical undertaking for the public sector
in order to remain competitive in this new era. In order to implement modernisation
successfully and fulfil the latest direction of the citizen-centric digital government, public
sector agencies need comprehensive guidelines. This study has identified the factors and
elements involved in implementing legacy systems modernisation for a citizen-centric
digital government.

This study employed a qualitative methodology. Firstly, the theoretical study was
carried out to analyse the literature reviews on the research topic to get an initial idea of the
topic studied. Next, empirical study A was conducted using the phenomenology research
method. The related factors and elements were gathered through individual interviews
with 5 informants with real experience in the legacy systems modernisation in the public
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sector agencies. To understand the process of legacy systems modernisation in detail,
empirical study B was implemented using the grounded theory method through individual
and focus group interviews with 14 informants from selected public sector agencies.

The results show that there are four important aspects in implementing the legacy sys-
tems modernisation for citizen-centric digital government, namely people, process, organi-
sation, and product. Each aspect has its own set of key factors and elements that influence
modernisation. The findings give a holistic roadmap for the public sector agencies in mod-
ernising legacy systems with the aim of a citizen-centric digital government. In addition, the
combination of methods used and the discovery of new factors in this study have further
expanded the literature in the field of information systems and software engineering.

This study also contains limitations throughout the implementation. The main limita-
tion was the outbreak of the COVID-19 pandemic which has affected all areas and aspects
of life including research. Specifically, in this study, it has affected conducting empirical
research. It has led to a change in the method of conducting interviews. Physical interviews
had to be postponed or cancelled. Some interviews had to be conducted online via video
conferencing. All information regarding the study was channelled through email, phone
and Whatsapp applications. These situations had actually made it difficult and disrupted
the study plan in terms of resources and time. In addition, due to the researcher’s location,
the implementation of this study is in the context of the Malaysian public sector. Therefore,
the findings of the study cannot be automatically used by other countries due to demo-
graphic and cultural differences. Therefore, this study can be expanded to the global level
in producing a more accurate framework for the public sector.
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