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Abstract: The Internet of Things (IoT) has redefined several aspects of our daily lives, including
automation and control of the living environment, innovative healthcare services, and much more.
Digital IoT devices and sensors, when integrated with home appliances, industrial systems, and
online services in the physical world, have brought intense, disruptive changes in our lives. The
industry and home users have widely embraced these ‘things’ on the Internet or IoT. However, the
innate, intrinsic repercussions regarding security and data privacy are not evaluated. Security applies
to Industrial IoT (IIoT) is in its infancy stage. Techniques from security and privacy research promise
to address broad security goals, but attacks continue to emerge in industrial devices. This research
explores the vulnerabilities of IIoT ecosystems not just as individual nodes but as the integrated
infrastructure of digital and physical systems interacting with the domains. The authors propose a
unique threat model framework to analyze the attacks on IIoT application environments. The authors
identified sensitive data flows inside the IIoT devices to determine privacy risks at the application
level and explored the device exchanges at the physical level. Both these risks lead to insecure
ecosystems. The authors also performed a security analysis of physical domains to digital domains.

Keywords: IoT security; data privacy; sensitive data; IIoT apps; physical device; IIoT threat model

1. Introduction

IoT has flourished its arches on every floor possible, be it industry, agriculture, en-
ergy projects, or transportation. Its application plays a major role in transforming the
analog world into a digital one. Industrial IoT is topping the list while talking about
the applications area. The industrial IoT application field encompasses various linked
“things” initiatives within and outside factories and manufacturing facilities. Many IoT-
based factory control and automation initiatives, for example, offer holistic innovative
factory technologies with multiple features such as manufacturing department monitoring,
wearables, and Augmented Reality on the production floor, remote Programmable Logic
Control (PLC) control, or computerized quality management systems. An IoT system
comprises sensors and devices communicating with the cloud over the Internet connection.
Once the data reach the cloud, software analyzes them and may decide to take action, such
as sending an alarm or automatically altering the sensors/devices without the need for the
user’s intervention. A user interface allows users to enter information or check in on the
system if required. Any changes or actions taken by the user are then communicated back
in the other manner via the system: from the user interface to the cloud and then back to
the sensors/devices to effect change.
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A smart factory is a computerized manufacturing facility that collects and shares data
continually through linked devices, machines, and production systems. This information is
then utilized to judge how to enhance procedures and deal with problems. Connectivity,
data analysis, and diagnostics are important ideas underpinning the future factory, result-
ing in fewer shutdowns, enhanced processes, and optimized facilities. A smart factory
makes use of cutting-edge technology and networking to optimize processes. Using IoT
and artificial intelligence, for example, enables a more responsive yet also predicting, using
available resources to produce cost-effective and efficient manufacturing. Assessing the
manufacturing chain aids in selecting components, and assessing these key regions may
reveal what should be improved next. This investigation should be led by a varied team of
professionals with expertise in many business areas. IoT engineers collaborate with man-
agement and IT system professionals to identify areas for improvement, and a. Agy should
be developed to optimize operations, boost sales, lower costs, and save time throughout the
production process. Apart from Industry, IoT is revolutionizing with an unstoppable speed
in every area possible such as transportation/mobility, healthcare, supply chains, and cities.
The IoT was only a notion in the early 2000s; as we approach 2021, indications indicate
that this innovation is here to stay. According to reports, 35.82 billion IoT devices will
be deployed globally by 2021 and 75.44 billion by 2025 [1]. Devices in homes, healthcare,
and electronics to industrial, mechanical, and manufacturing for monitoring, alerting, and
automation, IoT devices running application services have transformed the human–digital
interaction in the lives of home users and the industry. The contact between students and
teachers and between students throughout the learning process can occur in synchronous
and asynchronous forms, as well as face-to-face and electronic modes. Interaction with a
smartphone app, visiting a website from a computer, and using IoT devices are all instances
of human–computer interaction.

Although home users and the industry have embraced the systems supporting IoT, the
security and privacy implication of these devices on our lives is still not fully understood.
IoT installations have access to application functionality that, if exploited, might jeopardize
user security. These IoT systems have complete access to sensitive private information,
which, if released, might result in privacy concerns. As a result, it is necessary to iden-
tify potential hazards to any digital device before deploying it and to include suitable
protections in the system as it is developed and architected. Understanding how an ad-
versary might be able to identify common ground with a system helps guarantee that
proper mitigation mechanisms are in place from the start. Thus, building the product with
security in mind from the start is vital. In linked corporate IoT devices, their manner of
conceivable contact surface areas and communication patterns must be studied to create a
framework for safeguarding internet access to those gadgets. The term ‘digital access’ is
used to distinguish actions carried out with direct device connection from those carried
out with physical access control’s access security. Place the gadget in a room with a locked
door, for example.

Physical access cannot be prevented by software or hardware. However, efforts may
be made to avoid physical access from communicating with the device. Evaluating the
security of IIoT-based smart settings such as commercial and smart homes has become
critical to effectively reducing security threats and dangers associated with deploying smart
IIoT-based electronics devices. Since IIoT applications are exposed to a large amount of
sensitive data from various sensors and devices connected to the central, one of the main
criticisms of concurrent systems is that current commercial methodologies lack basic tools
and services to analyze what they do with that data, pointing to application privacy. There
are few tools available for assessing privacy threats in IIoT applications. The need is a set
of analytic tools and methodologies aimed at platforms that may detect privacy problems
in IIoT apps. This study investigates the methodologies and tools for defining the use of
critical material and identifying vulnerable data flows in IoT deployments.

Conventional sensitive data tracking solutions built for mobile apps and other areas are
insufficient. Existing tools may overlook sources such as sensor status (locked/unlocked)
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and media such as IIoT network connections, making them easily evaded by rogue pro-
grams. Second, security-critical design defects in the permission architecture of IoT plat-
forms, such as over-privileged device controls caused by present coarse-grained access
restrictions, necessitate analysis sensitive to these privileges and their impacts. Finally,
IoT-specific technologies such as system parameters and web application IIoT apps differ
greatly from other platforms; hence, on-demand algorithms are necessary to ensure ac-
curacy. Symmetric encryption techniques employ a single cryptographic key to encrypt
and decode the data received. The technique is relatively simple because just one key is
utilized for both actions. The main benefit of symmetric encryption is this. Because of its
simplicity, this encryption technique is exceptionally quick, uses less power, and has no
effect on Wi-Fi or internet performance. For data encryption and decryption, asymmetric
encryption methods use multiple keys. Because asymmetric encryption is authenticated,
the data can only be accessed by the person or organization that is supposed to receive it,
which improves IoT security.

IoT ecosystems are implemented as devices sending data gathered on edge to the Inter-
net and delivering smart ‘tangible’ services for society. Some examples are presented below.

• Smart greenhouse farming controls the environmental parameters—light, temperature,
air pressure, and humidity of farms which has enabled huge increases in the yield.

• The use of actuators and sensors [2] allows farmers to monitor the farm conditions remotely.
• Glucose trackers continuously monitor Eversense and Dexcom [3] for diabetic patients

and deliver insulin when a drop is noticed.
• A wearable defibrillator treats people [4] at risk of cardiac arrest as the implanted

device monitors the heart rhythm. As soon as it detects any life-threatening rhythm, it
produces a shock treatment and restores the heart rate to a normal rhythm.

• The list goes on as wearable around the neck to protect against concussion [5], EMG
sensors for stroke patients [6], Apple watch for movement disorders [7], and even
cancer treatment using Bluetooth-enabled blood pressure and cuff weight scale [8]
linked to an app tracking the symptoms and monitored by doctors constantly.

The main IoT security measures to improve data protection include

• Introduction of IoT security during the design and each phase;
• Use of Public Key Infrastructure or PKI and digital certificates for networked node

and server communications;
• Disabling port forwarding, closing all unused ports, blocking unauthorized IP address;
• Enhanced Application Programming Interface (API) security;
• Network access control to identify, track and authorize IoT devices connected to

the network;
• Segmentation of IoT devices connecting to the Internet and restricting external access

to the internal network;
• Use of security gateways as an intermediary between IoT nodes devices and the network;
• OS updates and patch management.

Threats cannot be eliminated and exist regardless of the security measures used to
lower the likelihood of an attack. Controlling risks while recognizing the existence of
threats is the goal of security measures in real-world deployments. A systematic strategy
to effectively control and communicate dangers is threat modeling. Threat modeling
determines how an adversary may access a system and ensures that appropriate protections
are in place. Thanks to threat modeling, the design team may study countermeasures while
the system is being designed instead of after it has been deployed. Because upgrading
security features to a massive number of sensors in the field are impracticable, error-prone,
and even harmful to users, this is crucial. Most real-world attacks are extremely targeted,
aiming to exploit specific flaws in IoT items and connections. Many attacks are designed to
take advantage of zero-day flaws. In the case of zero-day vulnerabilities, an exploit already
exists and may quickly propagate throughout the Internet or corporate networks, resulting
in a snowball effect. Because IIoT requires a significant investment of time and effort, the
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bulk of attacks is carried out by nation-state threat actors seeking a massive impact. Some
instances of common IIoT-related attacks are:

• Ransomware launched via malware;
• On wired and wireless networks, scanning and mapping attacks are common
• Attacks on network protocols;
• Infecting the intelligence of Industrial Control Systems and Supervisory Control and

Data Acquisition (SCADA) systems;
• Attacks against cryptographic algorithms and key management;
• Data corruption attacks;
• Attacks on the integrity of the operating system and applications;
• Service denial and service jamming;
• Tampering or interface exposure are examples of physical security threats;
• Privilege escalation and other attacks on access control.

For SCADA, IoT threat modeling generates measurable data, including threats and
related risks. This simplifies the approach to compliance while also saving money since
it aids in detecting security problems, which can then be fixed safely and cost-effectively
rather than relying on reactive measures. Because of its importance and complexity, a
country’s critical infrastructure necessitates systems that promote user interaction to deal
with and communicate information about the monitored operations appropriately. SCADA
architecture is used in the current systems used to monitor such facilities. The Internet’s
arrival and the necessity for quick information transmission at any time to enable cor-
rect decision-making processes have necessitated increased connectivity across SCADA
and management systems. However, such interconnectedness might expose critical data
handled by such systems to hackers, resulting in significant losses, financial losses, and
even dangers to human life. As a result, unencrypted data may expose systems to cyber-
criminals by compromising one or more cyber-security principles, such as confidentiality,
integrity, or authenticity.

Given the explosive growth of IoT devices and the increasing importance of the
domains they are used in, IIoT systems must improve on the largely ad hoc certifications
present in current market practices. By recognizing sensitive data flows in IIoT apps and
managing the flow from diplomatic sources, such as device state (door locked/unlocked)
and user information (away and at home), to external sites, such as Internet connections
and Short Message Service (SMS), the research proposes analytical tools and techniques
for IoT data applications. The authors propose a system that prioritizes security and
privacy characteristics, features with security-relevant failures, and features that breach a
protective barrier.

The highlights of this research are

• Setup test-bed of IIoT devices (physical and virtual) to gather and simulate industrial
IoT traffic;

• Present security analysis of IIoT device data flow in IoT applications;
• Provide secure data flow for physical and digitally integrated devices

during implementations;
• Propose a new threat model to determine device mitigation controls and detect data

flow compromise;
• Identified sensitive data flows from 256 IoT applications using the custom-designed

tool and manual code analysis;
• This research demonstrated the proposed approach to effectively identify potential

suspicious sources and network data points having sensitive data flows.

This research is structured as the introduction follows Section 2, which reviews and
presents the process of shortlisting published literature and research by other authors.
Section 3 introduces the research methodology and experiments performed for tracking the
IoT data flow for inbound and outbound vectors and suspicious official and third-party
applications. Section 4 presents experiments performed on the 256 IoT apps. The authors
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categorize the applications based on their functions and suspicious data leak sources and
present the red-flagged applications. The authors used Metricfire services to visualize
and evaluate the IoT data for various metrics. Finally, Section 6 presents the conclusion,
followed by references for the research.

2. Literature Survey

Several research efforts have focused on data security and privacy for IoT devices. For
this research, 271 research studies published after 2018 were shortlisted from IEEE, Springer,
and other referred journals. These papers focused on IoT security, threat modeling, IoT
framework, data sensitivity, privacy, and device security. The authors followed a four-
stage selection and rejection process by including only the relevant keywords, results, and
methodology-based research work to finally shortlist 31 papers, as illustrated in Figure 1.
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Figure 1. Four-Stage Selection Criteria.

Table 1 describes the overall spread of the research papers, the selected subcate-
gories, and the latest reviews. Some of the closely matched and relevant references are
presented below.

Table 1. IoT Security Literature Findings.

Classifying Papers Stage 1 Stage 2 Stage 3 Stage 4 Final %

IoT Security 54 38 21 6 19.93%
IoT Threat Modeling 49 34 19 6 18.08%

Sensitive Data 51 36 20 6 18.82%
IoT Data Privacy 38 27 15 4 14.02%

Security Framework 47 33 18 5 17.34%
Device Security 32 22 12 4 11.81%

271 190 104 31

By collecting network data’s temporal and geographical representations, Abdel-Basset et al. [9]
introduced a unique federated deep learning model for hunting cyber threats against Indus-
trial IoT. The model is then deployed as a threat-hunting micro-service on appropriate edge
servers using a container-based industrial edge computing framework with good resource
orchestration. An exploratory micro-service placement approach was devised to address
the latency difficulties to allow for improved micro-service deployment based on the par-
ticipants’ computational capacity. In terms of accuracy (92.97%, 92.84%) and f1-scores,
simulation data from two public benchmarks verify the usefulness of these techniques
(91.61%, 90.49%).

The problem of software development while addressing these devices’ security and
safety concerns will continue to rise as the IoT and Intelligent Transportation Systems
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(ITS) products grow in popularity. Tashtoush et al. [10] provided a thorough and in-depth
examination of agile software development in the context of IoT, ITS, and their associated
cybersecurity and risk issues. We also systematically compare the examined literature using
a set of predetermined criteria. Finally, we offer a wide perspective and a framework for
developing future secure, agile software development solutions for IoT and ITS systems.

Mills et al. [11] went above and beyond existing methods, combining anomaly detec-
tion and Cyber Threat Intelligence with parallel processing to profile and identify potential
cyber threats. Citrus: a novel intrusion detection framework capable of tackling emerging
threats through collecting and labeling live attack data by utilizing diverse Internet vantage
points to detect and classify malicious behavior using graph-based metrics and various Ma-
chine Learning (ML) algorithms was demonstrated in the research. The findings confirmed
that the proposed approach is a realistic and practical option for next-generation network
defense and resilience techniques.

Creating security standards and evaluation frameworks that best match security
expectations and completing testing and disclosing the security posture of IoT-based
intelligent devices is generally recognized as a tough challenge. To identify those that
could resolve some of the security needs of IoT-based smart environments, Karie et al. [12]
presented a review of existing security assessment and evaluation frameworks, including
many NIST special publications on security techniques highlighting their primary areas
of focus. Throughout the review process, current and future security demands, as well
as effectiveness, were examined. While the majority of existing security standards and
assessment frameworks do not directly address the security needs of IoT-based intelligent
devices, the findings imply that they might be updated. The difficulties and issues around
security flaws in IoT-based smart environments were also discussed in this article.

Iqbal et al. [13] looked at IoT networks’ hazards, security requirements, barriers,
and attack vectors. Based on the gap analysis, a new paradigm was developed that
combines network-based IoT design with software-defined networking. To offer a thorough
overview of software-defined information security, the research presented an overview of
Software-Defined networks (SDN) and a detailed discussion on IoT deployment patterns
and produced SDN-based IoT security solutions. The authors addressed key difficulties,
significant hurdles in bringing all IoT stakeholders together on a single platform, and a few
key findings stressing the need for a network-based security solution for the IoT paradigm.

Rathore et al. [14] presented a deep learning and blockchain-enabled cybersecurity
approach for intelligent 5G-enabled IoT, which relies on competence for efficient data
analysis operations and blockchain for data security. Secure data storage and processing due
to blockchain immutability and records of all data changes, data may be stored safely and
securely. There are no single-point failures: due to the decentralized nature of blockchain
systems, a single node failure does not affect the entire network. Thanks to blockchain, it
is now simple to securely exchange, examine, and save digital data. Furthermore, every
transaction is protected by cryptographic encryption. By doing so, banks may raise their
present security and transparency standards to new heights. The framework’s hierarchical
structure represented the fog, edge, cloud, and user levels, showing the operations at
each level. Common latency, accuracy, and security tests are performed to evaluate the
architecture’s usefulness in actual applications.

GDPR-related smart city structural and security solutions were presented by Badii et al. [15].
IoT systems, IoT edge on-premises, IoT programs on the Internet and on-premises, data
analytics, and dashboard were all part of the system’s comprehensive security capabilities
that went beyond state of the art. The stress test also includes penetration testing to ensure
the solution’s resilience in the face of a wide variety of potential vulnerabilities.

Akil et al. [16] offered a complete literature study to answer the issue of what the
literature presents types of privacy-preserving identifiers in IoT contexts for establishing
pseudo-anonymity. It contains classifications and ratings of IoT scenarios for which privacy-
preserving IDs have been suggested, as well as the types of pseudonyms and underpinning
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identity management systems employed. Furthermore, it discusses trends and gaps in
resolving privacy trade-offs.

Li et al. [17] developed the first distributed security outsourcing approach for arith-
metic operations using a non-colluding edge node topology (fixed base and variable
exponent). The authors devised a method for breaking an exponent into a predetermined
number of pieces and a safe, distributed modular multiplication technique. The user can
maintain privacy throughout the outsourcing relationship and detect erroneous findings
from edge nodes with a high level of certainty. Finally, we demonstrate that the suggested
techniques are cost-effective for both the user and the edge node.

Yu et al. [18] proposed a crowdsourced privacy protection approach based on multi-
authority ciphertext regulation essential element encryption to improve privacy protection
in a data-sharing environment. The authors developed an independent, crucial element
distribution approach via different authorities in this paper, which might effectively reduce
the measures that must be taken while utilizing the crowdsourcing platform. The authors
advised partial network decryption to cut mobile users’ processing costs and prevent corpo-
rations from snooping on their data. This study proposed an efficient attribute revocation
method and a task search feature to provide dynamic on-demand services while ensuring
task forward and backward security. The theoretical research establishes the correctness
of decryption and phrase pairing and the security of each connected entity. According to
simulation data, this technique beats other related systems in terms of time consumption.

At the convergence of security and privacy standards with the quest for new data uses,
Sollines et al. [19] addressed difficulties in collecting, using, and managing big data. The
authors devised a three-stage deconstruction of the design space to understand demands
and limits better. Recognizing these many purposes for IoT big data management design,
we believe that more effective design and control may be achieved at the intersection of
these factors through an iterative review process and redesign.

Neshenko et al. [20] focused on the constantly evolving IoT vulnerabilities. The
writers organized cutting-edge surveys into categories that address many facets of the
IoT paradigm. The goal was to make IoT research possible by collating, comparing, and
compare and contrasting disparate studies conducted and then propose a unique taxonomy
that illuminates IoT security flaws, possible attacks, impacts on various security goals,
attacks that exploit such weaknesses, corresponding remediation methods and techniques,
and available online operations and maintenance cyber security functionalities to infer
and supervise such weaknesses. This research aims to give the reader a multidimensional
viewpoint on IoT vulnerabilities, encompassing technical specifics and repercussions, so
they may be used to remediate them.

Data security vulnerabilities have also arisen, such as inadequate indication filtering
and a lack of scientific verification of reputation assessment judgments. To address the
concerns, Kong et al. [21] proposed a security reputation model that included convolutional
neural networks and adaptive game theory. This framework protects the privacy of health
data on the Internet of Things. The model was shown to be capable of handling the
difficulties of poor dependability of health data filtering indexes and low accuracy of credit
distinction in the cloud environment via experimental findings.

IoT has generated major security and privacy concerns in recent years while promising
unprecedented ease, availability, and efficiency. While research towards reducing these
risks is progressing, many obstacles still exist. Zhou et al. [22] investigated the concept
of IoT features. They then mentioned the privacy and security repercussions of eight
IoT features, such as the threats they cause, existing alternatives to threats, and research
challenges yet to be solved, to truly comprehend the compelling reasons for new IoT threats
and the challenges in current research. This study highlighted the rising trend of IoT
security research and suggested how IoT characteristics affect recent security research by
reviewing the bulk of existing research works connected to IoT security.

Xiong et al. [23] proposed a privacy and availability data clustering strategy based on
the k-means algorithm and asymmetrical privacy that improves the identification of initial
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center points and the closeness calculation methodology from other points to the center
point. By detecting outliers during the clustering process, this research tried to reduce
the influence of outliers. The security analysis demonstrates that our method achieves
differential privacy and avoids the leakage of private information.

3. Research Methodology

IoT applications have access to user data that are sensitive and highly private. Tracking
data flow dynamically or statically has been well-researched and applied with inbound
and outbound configurations. The authors researched different IoT platforms, each having
unique challenges and characteristics related to tracking data flow. Most operating sys-
tems run well-defined OS codes internally that represent the IoT source code. However,
IoT platforms were diverse, with every vendor having its protocols, data formats, and
programming languages. This research tested five IoT operating systems as

• Contiki-NG: an open-source OS focuses on network and memory-constrained, low-
power devices.

• FreeRTOS: uses Amazon Web Services to run IoT apps with a 19 KB memory footprint.
This is suitable for small microcontrollers.

• MicroPython: a compact, open-source python-based OS that runs high-level and
low-level codes.

• Embedded Linux: is built for small, embedded devices, especially those with high-
speed network features.

• ROIT: considered Linux of the IoT world, this open-source OS supports multi-threading,
SSL/TLS, along with 8, 16, and 32-bit processor architectures.

The authors propose a secure zone-based design for threat modeling the IoT ecosys-
tems to optimize sensitive data security modeling in IoT devices. The zones need to be
subdivided as per the device components for threat modeling. The zones include user
trust, IoT devices, cloud gateways, and application and service zones. Such compartments
present a segmented design, with each zone having its authentication, authorization re-
quirements, and data flow. These zones isolate any damage and restrict the impact across
the infrastructure, with each zone segregated by the trust boundaries. IoT Threat model
architecture separates the zones per the user, gateway, and device capabilities and services.
This approach enables secure gateway routing and data flow. IoT devices with external
network access should securely send data and communicate with the cloud gateways. This
feature requires high encryption and processing overhead compared to devices that gather
and display data locally.

The mind map in Figure 2 represents the data transition from one device source to the
other, with the proposed zones elaborated as follows.
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• User Trust Region: The device ecosystem is the obvious physical zone around the
device that allows physical access and peer-to-peer digital access through the local
network. Any short-range wireless radio technology that allows device-to-device
communication and is independent of yet connected to the public Internet is referred
to as a local network. Voice or data transmission between several communication
devices can be accomplished using short-range wireless radio technology. When
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paired successfully, a Bluetooth device may transmit a radio signal across a short
distance to locate another Bluetooth device with which it can connect. As a result, it
may be used to replace existing digital devices’ cable connections. It excludes any
network virtualization solution that creates the appearance of a local network and
public operating company networks that force any two devices connected through
peer-to-peer communication to interact across public network space.

• Internet of Things Device Region: A field gateway is a communication enabler, device
management system, and data processing hub built into a device/appliance or general-
purpose server software application. The field gateway zone is where the field gateway
and any connected devices are kept. Field gateways, as their name implies, operate
outside permitted data processing facilities, are often location-bound, vulnerable to
physical intrusion, and have little operational redundancy. All of this suggests that
a field gateway may typically be tampered with and broken without understanding
what it is for.

• Cloud region: A cloud gateway is a system that allows remote communication from
and to equipment or field gateways through a public network, usually to a cloud-based
control and data analysis technique or a federation of such systems. Sometimes, a
cloud gateway may offer instant access to special-purpose devices from endpoints
such as tablets or phones. The term “cloud” refers to a customized information system
not physically located near the associated devices or field gateways. Cloud Zone’s
operational constraints preclude targeted physical access and are not necessarily acces-
sible in a public cloud architecture. Cloud gateway could be mapped into a virtualized
network overlay to isolate it and all of its linked devices or field gateways from other
network traffic. The cloud gateway is neither a device control system nor a data
processing and storage facility; they are services provided by the cloud gateway. The
cloud gateway zone contains the cloud gateway and any field gateways and devices
that are either directly or indirectly connected to it. The zone’, a separate surface
region, is where all external parties interact. Examples of device control systems in our
day-to-day life include an air conditioner, a refrigerator, an air conditioner, a bathroom
toilet tank, an automatic iron, and many processes within a car—such as cruise control.

• Apps and Services Section: Any software component or module that connects with
devices via a field or cloud gateway for data collection, analysis, and command and
control is referred to as a service in this context. Service providers are acting as
go-betweens. On behalf of gateways and other subsystems, they give information
and control features to authorized end-users, store and analyze data, issue orders to
devices autonomously based on data revelations or schedules, and operate on account
of gateways and other subsystems.

Threat modeling helps design teams to think about mitigations early in the devel-
opment process rather than after the system has been implemented. Because retrofitting
security protocols to a multitude of devices in the field is cumbersome, error-prone, and
even harmful to users, this is crucial. Many development teams excel at identifying the sys-
tem’s system requirements that benefit users. On the other hand, finding non-obvious ways
for someone to abuse the system is more difficult. Threat modeling may assist developers
in determining what an adversary would do and why. Threat modeling identifies and
rates threats based on their likelihood of occurrence based on a comprehensive grasp of a
system’s architecture and implementation. This enables us to manage risks in a prioritized
manner that is best-effective and efficient. Threat modeling is used during the design
process and provides the most benefit. There is room for modification when designing
to eliminate dangers. The goal is to eliminate dangers via design. It is a lot simpler than
establishing mitigations, evaluating them, and making sure they’re always up to date, and
it is not always possible. Threat removal gets more difficult as a product matures, requiring
substantially more work and far more nuanced decisions than threat assessment early in
development. Threat modeling is a rigorous technique that generates a conversation about
the system’s security design decisions and modifications that impact security. A threat
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model, albeit just a document, is an excellent tool to assure knowledge continuity, retention
of lessons gained, and quick training of new teams. Finally, threat modeling enables you to
think about other areas of security, such as the security assurances you want to provide
your customers. These agreements serve as the framework for IoT solution testing and
threat modeling. The threat modeling process is performed as illustrated in Figure 3 with
the following steps:
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Figure 3. Threat Modelling Process.

The authors studied the device operating systems and apps to identify IoT-specific
program codes, sinks, and sensor computation application structures. The authors trans-
lated the application source code to an intermediate representation. This provided the
application lifecycle, which included the user inputs, data entry–exit points, log generated,
and the sensor states. This helped identify IoT events and app actions, and using static code
analysis, sensitive data flow was tracked from sources to the sinks. This helped identify
vulnerable data flows. The significance of tracking this data flow is device depended and
dependent on the IoT device, the setup configuration, and the environment where it was
being deployed. Thus, different data flows had different impacts on the device’s data
security and privacy, which could present potential areas for exploitation and misuse.

The authors identified the data flow from potential risk sources to sinks due to default
configuration setup, user carelessness, and malicious intent. Any app that leaks sensitive
data, with or without device/user permissions, is considered malicious. Such apps act
like trojans to violate user privacy and deviate from the original functional state. The IoT
OS with root-level permissions leak information when granted default access to device-
specific modules. External threats easily bypass any security controls of the IoT platform
and exploit via the communication channels. The application source code is analyzed to
identify any trace of sensitive data from potentially suspicious sources. Flag labels denote
the data sensitivity level, type, and source. The static analysis tracks the data flow in the
device and propagation in various stages by the application and the network interfaces.
Any trace of the labeled data being transmitted out of the previously determined data flow
in the app or at outbound sources to the messaging module or the Internet, an alert is
raised by the proposed framework. However, the flagged data getting leaked is malicious
or violates privacy is not flagged. This decision is left to the user to make an informed
decision and rule about potential sensitive data leaks or privacy risks, as shown in Figure 4.
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IoT applications perform various actions to generate data and control the flow during
different events. The actions are primarily sent to event handlers that change the device
state, such as calling an event handler module when a sensor alert is triggered due to
motion detection to switch on the webcam and start recording or even change the state
of the light bulb from off to on. However, other vendors and third-party functions are
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sometimes invoked, such as sending messages, performing logic, and log device events,
and saving the processed data to the device storage. During various actions around and in
the IoT device, the event handlers execute their actions to make it necessary to track any
sensitive data propagating inside the application, storage, and business logic modules. The
information gathered at the preceding tiers is only useful if it leads to a problem-solving
solution and achieving business objectives. New data must spur collaboration among
stakeholders, implementing new methods to boost productivity. More than one individual
working with many software solutions is generally involved in the decision-making process.
As a result, the business logic layer is represented as a distinct level above the application
layer. Any injection vulnerability pattern in the source code is detected via taint analysis.
The analysis finds the untrustworthy input information flow that impacts the system’s
sensitive sink or portion. Taint may also be described as causing something to degrade or
become polluted. A terrorist might poison the public water supply by putting a chemical
in it. A taint is defined as something that contaminates or makes something unattractive.
A criminal charge on a permanent record is an example of a taint. To determine the exact
taint propagation, initially, the event handlers are initially ich propagate data via different
entry-exit points and the storage in the device. Sensitive data flow from these sources, save
update, or create states. If the flags are set, the data are deleted immediately, as shown
in Figure 5.

Sustainability 2022, 14, x FOR PEER REVIEW 11 of 20 
 

interfaces. Any trace of the labeled data being transmitted out of the previously deter-

mined data flow in the app or at outbound sources to the messaging module or the Inter-

net, an alert is raised by the proposed framework. However, the flagged data getting 

leaked is malicious or violates privacy is not flagged. This decision is left to the user to 

make an informed decision and rule about potential sensitive data leaks or privacy risks, 

as shown in Figure 4. 

 

Figure 4. IoT Device Data Flow. 

IoT applications perform various actions to generate data and control the flow during 

different events. The actions are primarily sent to event handlers that change the device 

state, such as calling an event handler module when a sensor alert is triggered due to 

motion detection to switch on the webcam and start recording or even change the state of 

the light bulb from off to on. However, other vendors and third-party functions are some-

times invoked, such as sending messages, performing logic, and log device events, and 

saving the processed data to the device storage. During various actions around and in the 

IoT device, the event handlers execute their actions to make it necessary to track any sen-

sitive data propagating inside the application, storage, and business logic modules. The 

information gathered at the preceding tiers is only useful if it leads to a problem-solving 

solution and achieving business objectives. New data must spur collaboration among 

stakeholders, implementing new methods to boost productivity. More than one individ-

ual working with many software solutions is generally involved in the decision-making 

process. As a result, the business logic layer is represented as a distinct level above the 

application layer. Any injection vulnerability pattern in the source code is detected via 

taint analysis. The analysis finds the untrustworthy input information flow that impacts 

the system’s sensitive sink or portion. Taint may also be described as causing something 

to degrade or become polluted. A terrorist might poison the public water supply by put-

ting a chemical in it. A taint is defined as something that contaminates or makes some-

thing unattractive. A criminal charge on a permanent record is an example of a taint. To 

determine the exact taint propagation, initially, the event handlers are initially ich propa-

gate data via different entry-exit points and the storage in the device. Sensitive data flow 

from these sources, save update, or create states. If the flags are set, the data are deleted 

immediately, as shown in Figure 5. 

 

Figure 5. IoT Data Flow Analysis. Figure 5. IoT Data Flow Analysis.

The common suspicious sources and network points posed a threat to privacy and
potential leaking of sensitive data flowing in the device apps. These are presented in Table 2
as follows.

Table 2. IIoT Suspicious Sources and Investigations.

Suspicious Sources Investigation Reveals

Device Info
Apps allow access to devise platforms and reveal access to interfaces to gather device
information, Model, Make, ID, and Manufacturer. Based on this, vulnerabilities are
found, which allow remote shell access to writing into device apps.

Device Geolocation Device location refers to the site’s geographical location, such as the time zone, PIN,
latitudes, and longitudes, which can be used to control business logic-based apps.

Messaging Services
IoT apps send SMS messages to admin owners and user recipients or use APIs to
deliver push notifications to apps, mobiles, and App users. Messaging service
interfaces exfiltrate data and are the most vulnerable source.

Device State This attribute obtains sensitive data for physical and privacy risks, which increase via
the device state and interfaces.

State Variables IoT apps often store ‘persistent’ execution events; platforms enable programs to save
data to a proprietary external storage location and retrieve it later.

User Input
Apps require Admin control or user inputs via web forms, which are mostly HTTP or
have expired certificates. This info is saved in the device that can have personally
identifiable data. This can be exploited for profiling user behavior.

The research setup involved the use of real-world IioT devices as well as a virtualiza-
tion application to implement and run virtual machines simulating the IoT devices. The
authors also simulated IoT services with the hardware configuration involving an Intel
i5 CPU, 8 GB RAM, 500 GB SATA drive running Windows 10 OS 64-bit with Java runtime
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environment as the software with Python 3.1 and a few customs developed IoT security
tools to evaluate the device data flow and applications. From a collection of open-source
monitoring technologies, MetricFire [24] offers a comprehensive platform for infrastructure
and application monitoring. Utilize Hosted Graphite to store your data and analyze ana-
lytics in real time on stunning dashboards. Without having to deal with the headaches of
setting up your own server or worrying about scaling, backups, or maintenance, hosted
Graphite enables you to monitor, analyze, and visualize massive volumes of data about
your applications and back-end systems [25–30]. There are several supported tools, add-
ons, and plugins that may help you obtain the precise data you want out, as well as many
straightforward ways to obtain data [31–36]. Due to the confidentiality clause, the tool
names or the code cannot be revealed. However, the results obtained during the research
are presented in the results section.

4. Results

The authors researched 256 IoT apps, which included 105 official (industry-approved)
and 151 third-party (unapproved). IoT app structure did portray some basic level of
common structure, common entry-exit points for suspicion and networks, yet the results
were alarming:

• This research red-flagged 84 out of 105 officially approved and 127 out of 151 third-
party apps as insecure and capable of leaking sensitive data from their message
services to the Internet.

• Over 60% of these apps were transmitting five types of sensitive data ranging from
device information, geolocation, firmware version, device state, and user input.

• Over 75% of the apps are in three different sources and eternal URLs, Server Host-
names, and IP Addresses.

Table 3 presents the APIs used by the Internet and messaging apps in the IioT devices.

Table 3. IioT Messaging and Internet APIs.

Messaging Service Internet API Calls

Send_SMS() Http_Get()
Send_Notificaiton() Http_Post()

Send_Notificaiton_event() Http_Delete()
Send_Notificaiton_Contacts() Http_Put()

Send_Push_Message() Get (web service app)
Clear_Log() Post (web service app)

Allow_Login() Delete (web service app)
Reload_Daemon() Put (web service app)

This research categorized each IioT device based on the application functionalities and
source code for suspicious sources and data leaks. It was found that all IioT devices are
leaking data and device information. The abnormally high percentage further emphasizes
the research objective regarding IoT devices being insecure and potentially exploitable. The
data are analyzed and presented in Table 4 and illustrated in Figure 6.

Table 4. IioT Application Categories.

IioT Application
Type and Functions

Data Flow App Sources Leaking Info
Device

Information
Device

Geolocation
Messaging

Services Device State Device
Variables User Input

Security-related 72% 45% 95% 88% 86% 89%
Plant Automation 88% 91% 67% 78% 88% 85%

Smart Sensor 93% 95% 83% 91% 99% 93%
Smart Camera 99% 99% 90% 94% 99% 99%

Pollution Monitor 98% 98% 95% 91% 98% 99%
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Figure 6. Sources for IioT Data Flow Leaks.

Each IoT device is analyzed to track the sensitive data flow for any outbound access to
the Internet or when using API calls and messaging services by the device apps. Table 5
presents the IoT applications connecting to the Internet and messaging for transferring any
sensitive information to outbound sources.

Table 5. Outbound Calls by IoT Apps.

Type of Apps Apps Red
Flagged

Internet
Access Messaging Both

Official/Vendor app 105 84 21 41 22
Unofficial/Third party 151 127 31 43 53

The authors performed an initial analysis of the IioT devices for the app permissions
and data flow route of the 256 applications. The check was performed to detect outbound
permissions to the Internet and messaging. From the initial analysis, around 80% of
official applications of vendors and 84% of unofficial applications were red-flagged as
suspicious and potentially leaking data to external sources. Of these red-flagged apps,
official apps had 26% of both Internet and messaging access, while unofficial apps and 42%.
Internet access was 24–25% for both types of applications. However, official apps displayed
49% of secure messaging calls, while unofficial apps had 34% of messaging counts. This
revealed that the official applications followed good practices and were manually verified
for concurrent connections to the devices, as presented in Figure 7. The authors gathered
network traffic data from the IioT devices and performed network traffic analysis using a
graphite monitoring service.
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Figure 7. Concurrent Connections to IoT Device [24].

The advantage of using the MetricFire [24] services is the inherent ability to ingest
time-series IoT logs and data, apart from storing and visualizing the traffic related to
different trends, loads, and reliability from the IoT nodes as well as Cloud portals. Figure 8
illustrates the network traffic for the different IioT devices in the experimental setup.
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The authors observed the applications interacting with external cloud portals via API
and HTTP(S) requests. Most devices use web services to send and receive data to and from
the cloud portals. These data included event logs, device states, and received commands
for executing actions. This specific trend of having multiple inbound and outbound
connections, as illustrated in Figure 9, is the primary cause of concern for IoT devices.
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The results also reveal that IoT applications tend to implement little or no security
controls to protect data and logs. Data flows depend on application functionalities, so
outbound flow to the Internet or messaging services cannot be avoided. The IioT devices
are connect with external URLs, Autonomous System Numbers (ASNs), and IP addresses,
as illustrated in Figure 10a,b.
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Devices, (b) Top Inbound and Outbound Internet and Messaging Service Traffic.
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The good news is that there is no direct correlation between the devices and the app
managing the sensitive data flows. However, IioT applications have inbuilt data flow using
SMS, API [37–40], or push notifications with external Internet requests when integrating
with other devices or web portals. The cumulative distribution for external interface and
outbound exfiltration is illustrated in Figure 11.
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The efficiency of this experimental investigation on official and third-party IoT apps
in detecting sensitive data flows is shown. At least five distinct categories of sensitive data
are sent to the Internet and instant messengers by IoT applications.

5. Conclusions

The authors performed research and threat modeling to study the features and re-
sponse of data flow in IoT devices. This research set up a smart test-bed of IioT devices
(physical and virtual) to gather and simulate industrial IoT traffic. The major challenge
IoT devices face is the apparent lack of visibility and security control on the use and traffic
access by IoT device applications. The authors also presented a threat modeling framework.
The authors identified sensitive data flows within 256 IoT applications using a custom-
designed tool and manual code analysis. This included reviewing potential suspicious
sources ranging from device information, state, geolocation, messaging services, variables,
and user input.

The IoT applications are categorized based on their functionalities for official and
third-party apps. This research red-flagged 84 out of the 105 officially approved and
127 out of the 151 third-party apps as insecure and capable of leaking sensitive data due
to their design of connecting to external sources with API, message services, and ASN
outbound access to the Internet. In addition, 60% of these apps were transmitting five types
of sensitive data ranging from device information, geolocation, firmware version, device
state, and user input. Over 75% of the apps revealed different network interfaces and
receivers, external URLs, server hostnames, and IP addresses. This research demonstrated
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the proposed approach to effectively identify potential suspicious sources and network
data points having sensitive data flows.

6. Future Work

The approaches and techniques performed in this paper can help future research
provide a rigorous, solid framework for future evaluations of the use of sensitive informa-
tion, as well as safety and security properties in IoT-based applications and environments,
allowing IoT designers, developers, markets, and consumers to have a verified process for
identifying potential threats to IoT data flow security and privacy.
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