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Abstract: The significant and rapidly growing impact that digital technologies has on all aspects of
our lives has raised awareness of benefits but also concerns and worries linked to the development
and use of these technologies. The concept of responsibility, as expressed in terms such as corporate
social responsibility or responsible research and innovation, represents one well-established discourse
and a set of practices that are used to deal with social and ethical concerns and which are now a
well-established part of the broader sustainability literature. Recently, a novel discourse has gained
prominence that specifically explores the question of which responsibilities arise for organisations
based on their engagement with digital technologies. This discourse uses the term ‘corporate digital
responsibility’ to describe how organisations can understand, shape, and discharge their responsi-
bilities not just in a narrow economic sense, but also their broader moral, social and environmental
responsibilities. This article takes its point of departure from the corporate digital responsibility
discussion and aims to contribute to the theoretical underpinnings of the term. This article suggests
that an appropriate metaphor to approach the reality of current socio-technical systems is that of an
“ecosystem”. This metaphor accommodates many of the systems features of contemporary digital
technologies, but it clashes with traditional conceptions of responsibility. This article argues that a
concept of responsible digital ecosystems is a precondition for the successful ascription of responsibil-
ities in digital contexts. Such ecosystems can be understood as systems that are designed to foster
and support existing and novel responsibilities, that align responsibility ascriptions with a view to
achieve desirable and acceptable outcomes. Based on these ideas of responsible digital ecosystems,
this article spells out some of the implications for research and practice that the adoption of this
conceptual framework entails.

Keywords: responsible digital ecosystem; innovation ecosystem; corporate digital responsibility;
responsible (research and) innovation; corporate responsibility

1. Introduction

It is easy to make the case that the pervasive impact that digital technologies have on
current societies requires a heightened level of attention to ethical and social questions,
that it requires explicit attention to questions of responsibility. Attention to such ethical
and social questions is a well-established part of the sustainability literature, linked to both
the environmental sustainability of digital technologies (such as the rapidly increasing
energy consumption of the AI industry) but also broader questions of the sustainability of
organisations and business models.

It is not always easy to translate this call for responsibility into conceptually sound
positions that can guide the development and use of technology and the organisational
and social responses to pervasive socio-technical change that are sensitive to broader
sustainability questions. There are numerous reasons why this translation is challenging.
Key among them is the nature of digital technology and the digital transformation that it
engenders. It is difficult to delineate clearly which technology has which consequences even
in relatively tightly defined horizons. Moreover, digital technologies are fundamentally
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socio-technical systems that form part of, constitute, and overlap with other socio-technical
systems, leading to problems of complexity and difficulties when one attempts to control
them. Such socio-technical systems raise complex questions in terms of responsibility.
Who or what is responsible, what are they responsible for, what happens as a result of
such responsibilities are some of the pertinent questions that are difficult to answer for all
socio-technical systems and exacerbated by the unpredictability of digital technologies.

This article therefore develops a conceptual approach to digital responsibility starting
from the well-established position that any successful intervention into digital technologies
needs to take into account their character as systems. It argues that it is suitable to approach
them using the theoretical concept of digital ecosystems. The question that drives this article
then is: how can digital ecosystems be rendered responsible? In light of the large number
of actual and potential digital ecosystems, there is no simple and straightforward answer to
be expected to this question. In addition, any ascription of responsibility within or to digital
ecosystems will by necessity require empirical insights, for example into the capability of
the underlying technology but also into the specifics of the socio-technical system(s) within
which the technical artefacts are deployed. However, any such empirical insights can only
be gathered on the basis of sufficiently sophisticated conceptual underpinnings.

This conceptual article aims to provide the theoretical underpinnings required to
undertake meaningful empirical research in the area. As a non-empirical article, it draws
neither on quantitative nor qualitative data [1], nor does it claim to be a literature review of
any sort, including systematic, testing, narrative or any other type [2–4]. As a conceptual
article, it aims to clarify a theoretical and conceptual position, in this case the importance
of recognising the ecosystems nature of digital technologies. By developing a theoretical
position, it aims to stimulate scholarly debate and provide the basis for subsequent research.
The quality of this type of research contribution can be assessed by the relevance of its
research question or field, its clarity and coherence, the validity of the justification of this
article, its originality or contribution to the field [5,6].

This conceptual article makes an important contribution to the discourse on digital
responsibility and the role of ethics and responsibility with regard to digital technologies
more broadly. This is of academic interest to those research communities that focus on such
questions, for example in the fields of ethics of technology, computer ethics, or corporate
social and digital responsibility. It is furthermore of importance to researchers in IS and
related fields who want to undertake empirical research around ethical and related topics,
as it provides them with an appropriate conceptual basis to plan and execute such research.
This can facilitate research of importance to decision makers, be that in industry, policy
or elsewhere.

This article shows that digital ecosystems cannot be subjects of responsibility in a
traditional sense, as they do not fulfil the conditions typically linked to the status of being
a subject of responsibility, such as the possession of agency, personality, emotions or the
ability to react appropriately to the anticipation of sanctions. However, this does not
preclude the application of other and more recent concepts of responsibility to digital
ecosystems. This article suggests that it is fruitful to see responsible digital ecosystems
as those socio-technical systems involving digital technologies that are conducive to the
creation and expansion of existing networks of responsibility. Human beings are always
embedded in such networks of responsibility. The active management and alignment of
these existing responsibilities to achieve aims and objectives that are justifiably deemed
to be acceptable and desirable would be a key feature of a responsible digital ecosystem.
Following this line of thought allows the identification of key aspects of responsible digital
ecosystems and of implications they have for research and practice in systems research,
design and development.

This paper is structured as follows. It starts by introducing the concept of digital
ecosystems. This includes some of the characteristics of digital technologies and digital
transformation. It proceeds by demonstrating the importance of systems thinking when
considering these technologies and argues that the innovation ecosystems literature pro-
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vides a strong basis for practically implementing such systems thinking. This is followed
by a discussion of digital responsibility which commences with a brief introduction of
traditional (analogue) responsibility which leads to a discussion of recent ethical research
in digital technologies. The concept of corporate digital responsibility is touched on which
then leads to a discussion of responsible digital ecosystems.

2. Digital Ecosystems

The argument put forward in this article hinges on the recognition that digital technolo-
gies and the responsibilities arising from their development and use are best understood
by using the metaphor of an ecosystem. This section therefore starts by introducing digital
technologies and the concept of digital transformation before exploring in some more
detail the systems character of such technologies which then sets the background for the
introduction of the concept of innovation ecosystems to digital technologies.

2.1. Digital Technologies and Their Transformative Impact

A good starting point for the conceptual analysis of digital responsibility is to take
a look at the technologies underpinning the concept and driving the need for it. The
term ‘digital technologies’ can be defined as “tools, systems and devices that can generate,
create, store or process data. The data processing and logic capabilities of digital tech-
nologies are enabled through microprocesses that are programmed to perform various
functions” [7]. The data that are at the centre of attention can normally be expressed, stored
and processed in digital form, i.e., as a collection of 0 s and 1 s. While this may seem
straightforward and we are all familiar with digital technologies, most prominently with
personal computers and smart phones, the exact delimitation of digital technologies is not
trivial. There are computing technologies that do not exclusively use digital data or digital
data processing structures. Examples include certain types of neuromorphic hardware such
as the BrainScaleS system [8] or computing devices based on quantum effects, so-called
quantum computers [9]. Strictly speaking, such technologies may not be considered as
digital technologies, but they hold the potential to radically change our world through
their computational capabilities and should thus plausibly be included in a discussion of
digital responsibility.

Rather than focusing on the exact definition it may thus be more fruitful to delineate
the phenomenon under investigation by looking at the characteristics and capabilities
of digital technologies. We have already alluded to the importance of data in digital
technologies. These produce, collect, process and output data. Digital data are not an
objective representation of an independent phenomenon but it is a product of human
intention and intervention that not only describes but can fundamentally change the
nature of the phenomenon. Zuboff [10] made this point powerfully in the context of
industrial production when she coined the term to “informate” by which she expressed the
observation that the increased emphasis on data affects the social reality in question. To
some degree, this is probably a trivial point to make in a world where social interaction has
fundamentally changed due to social media, where e-commerce has revolutionised retail,
where consumer products from toothbrushes to sex toy are now internet enabled. But it
is nevertheless an important point to keep in mind, as it is a key motivator of the call for
digital responsibility.

The growing attention to data has led to the emergence of data sciences and attention
to the concept of ‘big data’ [11,12]. This focus on data per se has been overtaken in recent
year by a focus on a particular family of technologies that make use of and sense out of these
data, namely artificial intelligence (AI). Defining AI is a thankless task, as there appears to
be no common core to all uses of the terms [13]. Instead, this article confines itself to stating
that AI constitutes the currently most prominent example of digital technologies. There are
immense hopes linked to AI as well as significant worries and concerns. One of the reasons
for the concerns is that many instantiations of current machine learning technologies are
difficult or impossible to fully understand, even by the experts who build them [14]. This is
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caused by the opacity of systems based on neural networks that provide the technical basis
of many of the most prominent and successful examples of AI [15,16].

While the opacity of AI is owed to the nature of the underlying technology, it points
to an older and well-established characteristic of digital technologies, namely their unpre-
dictability. Moor, in his seminal discussion of computer ethics [17], coined the term ‘logical
malleability’, which he saw as one of the characteristics of computing that called for ethical
attention. Logical malleability stands for the fact that computers can be made to perform
any task that is characterised in terms of inputs, outputs, and connecting logical operations.
Unlike many other technologies that are developed with a specific purpose in mind, digital
technologies are open to an infinity of possible purposes which the designers and develop-
ers may never have considered. While technology in general is not determined [18], i.e.,
it is impossible to comprehensively predict how it will be used and which consequences
this will have, the problem of prediction is exacerbated for digital technologies that by
definition do not have a fixed purpose.

This leaves humanity with a significant problem. On the one hand, the digital tech-
nologies we produce and use promise and often display large-scale social, economic and
political impact. The metaphor of a revolution is often evoked to highlight the severity of
changes engendered by digital technologies [19,20]. We are collectively calling forth and
starting this technology-driven revolution. On the other hand, we often do not understand
in detail the way in which the technologies that promote the revolution work and struggle
to predict the consequences of their use. One stream of research that seeks to make sense
of these changes and channel them in desirable directions is that of digital transforma-
tion [21–24]. The term ‘transformation’ instead of ‘revolution’ suggests an intentional and
well-understood process that has predictable and desirable outcomes.

The interesting question arising from this attempt to channel the chaos of digital
revolutions into the order of digital transformation is how this could be achieved. This
question has many aspects touching on technical, social, legal, and economic aspects. The
part of the question that this article focuses on relates to the ethical questions that lead
to calls for digital responsibility. Before we proceed to look at the nature of these ethical
questions and develop the concept of responsible digital ecosystems, we need to briefly
review why systems thinking plays a central role in digital technologies and how the
metaphor of ecosystems can help us better understand digital technologies.

2.2. Systems Thinking

It should not be difficult to convince an audience of IS scholars of the importance
of the concept of ‘system’ as it is a constituent part of the name of the field or discipline.
However, it has been observed that the IS field in practice tends to make little use of its
roots in systems theory [25]. It is therefore worth highlighting some aspects of systems
and systems thinking that can inform our approach to digital technologies and questions
surrounding digital responsibility.

Systems theories and systems thinking have been influential in shaping the debate on
digital technologies since their inception in the wake of the second World War. However,
some authors trace systems thinking as an expression of holistic views emphasising the
integral relationship between human and non-human nature back to ancient spiritual
traditions including Hinduism, Buddhism, Taoism and Islam [26]. Similarly, Ropohl [27]
points to the relationship between the whole and its parts as a key aspect of systems
thinking that can be found in Aristotle’s writings.

Systems thinking in this broad understanding of the term is thus anything but new.
In its current instantiations, it can be seen as an approach or worldview that can sup-
port and inspire research across disciplines [28]. Systems thinking is characterised by its
holistic approach [29] that avoids what Reynolds and Holwell [26] call the trap of reduc-
tionism, i.e., it creates awareness of the interconnectivity between variables, and the trap
of dogmatism, i.e., the temptation to work on the basis of a single unquestioning (and
unquestioned) perspective.
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The need for systems thinking in complex modern societies is difficult to deny. The
foundations of contemporary systems thinking point to the problems of traditional scien-
tific approaches and their reliance on identifiable causal chains in dealing with complex
problems in the biosocial sciences but also in the area of technical impacts on society [30].
These problems have since become even more pronounced and visible. The complexity of
current socio-technical systems, such as smart cities [31], defies simple, straightforward,
and linear responses, thus calling for approaches informed by systems thinking.

Systems thinking can help better conceptualise and deal with systems-related phe-
nomena, such as emergence and emergent properties of systems. This can include specific
behaviour of systems but reach up to complex emerging phenomena including conscious-
ness [32]. Emergent properties contribute to the uncertainty that research encounters and
that systems thinking can address [33].

There is no single one authoritative expression of systems thinking. Instead, there
are various schools of systems thinking using different theoretical and methodological
approaches, which are not always mutually compatible. There are different ways of
categorising various approaches to systems. One such categorisation that is useful for
thinking about responsible digital ecosystem is the division of systems approaches into
‘hard’, ‘soft’, and ‘critical’ [26]. This distinction has a close affinity to the well-discussed
distinction of research paradigms in the field of information systems [34–36]. Hard systems
approaches assume that systems are objectively real entities in an external world which can
be clearly delineated and described, often using quantitative methods. Soft approaches,
notably including Checkland’s soft systems [37], see systems as social constructs that
can better help us understand complex social assemblages. Critical approaches, finally,
emphasise the emancipatory potential of systems [38].

In addition to the fundamental approaches to systems, it is important for this paper
to explore the relationship between systems and ethics. Again, there is no agreement
on this point. Some authors such as Habermas see a fundamental disconnect between
ethics and systems because ethics is traditionally based on individual human agency,
whereas systems approaches tend to abstract from individual humans and explain social
developments in terms of structural variables. From this perspective, systems theory
struggles with the translation of descriptive work to taking normative positions [39]. The
opposing view has, however, been prominent in many approaches to systems thinking
and systems theory. Bertalanffy [30], for example, uses his general systems theory to
express the hope that it can overcome the mechanistic worldview that he sees as being
responsible for the catastrophes of the mid-20th century and proposes that systems theory
can offer a worldview of “reverence for the living”. Soft systems approaches not only
understand ethical questions as part of the social reality they describe but reflect on their
own embedding in normative worldviews. Critical systems approaches identify causes of
human misery and alienation [27] and look to systems thinking as a way to overcome it.
These views are reflected in more recent insights on how responsibility can be designed
into large socio-technical systems [40], which brings us to the systems approach at the
centre of this article.

2.3. Innovation Ecosystems and Digital Ecosystems

So far, I have argued that we need to take into account the systems character of
digital technologies if we want to adequately understand the ethical and responsibility
challenges they pose. At the same time there are many ways of formulating systems
thinking and practically using it in research, which raises the question how best to approach
questions of ethics and responsibility in current systems that are influenced and often
shaped by digital technologies. The answer that I propose to this question is to use the
discourse on technology ecosystems that has developed in the field of innovation studies.
It is important to understand some of the characteristics of the debate concerning these
innovation ecosystems, as they raise particular challenges for implementing responsibility.
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A good starting point for the introduction of the innovation ecosystems discussion
is to point out that it does not refer to ecosystems in the biological sense of systems com-
prised of living organisms and their environments, even though innovation ecosystems are
embedded in biological ecosystems and can have significant influence on them. However,
the term ‘ecosystem’ in this context should be understood as a metaphor that is used to
better understand how socio-technical environments develop. When Moor [41] introduced
the metaphor to the academic discourse, he did so develop a better understanding of
competition, of why some organisations thrive while others disappear. The terminology
has caught on in various parts of the academic debate with the innovation studies literature
probably leading the debate. It has also proven to be popular among policy makers [42].
The immediate attraction probably comes from the fact that everybody can envisage various
biological ecosystems and see the parallel to socio-technical systems in terms of number of
participants, complex relationship between them and potentially radical change over time.

The metaphor can furthermore be used for various purposes from different perspec-
tives. From an organisational perspective it can be used to describe why and how certain
organisations emerge and thrive or fail to do so [43]. Such insights can be used for functional
purposes, for example by developing strategies [44], which can be based on an improved
understanding of opportunities for growth [45] and help design practical interventions,
for example in the form of innovation management activities [46]. The ecosystems per-
spective can also allow an organisation better to understand its own position in a broader
environment, which can lead to a better understanding of the competition [47] and identify
opportunities for collaboration [48,49].

In addition to the immediate benefits of the ecosystems perspective to an organisation
that forms part of or wants to understand its environment, the innovation ecosystems
perspective offers benefits to other stakeholders. It can help technology developers better
understand and thus better align with the technology they are developing with the use envi-
ronment it is likely to encounter [50]. One can use innovation ecosystems perspectives from
a social perspective [47] to drive public policy decisions on which systems to support [51].
From academic perspective, innovation ecosystems are a useful theoretical position that
allows an explanation of change, progress and the mechanisms of innovation [43,45]. On a
practical level, it can provide a basis for collaboration across disciplines, for example with
systems-oriented field such as information systems [52].

In this article, I will not be able to offer a comprehensive overview of the innovation
ecosystems literature. But it is important to highlight some of the characteristics of these
ecosystems to understand their relevance for social and ethical issues and how they relate
to questions of responsibility. One aspect that innovation ecosystems have in common
with systems more broadly as, for example, described in general systems theory [30] is the
complex interplay between the overall systems and its components [52]. Granstrand and
Holgersson [53] define an innovation ecosystem as “the evolving set of actors, activities,
and artifacts, and the institutions and relations, including complementary and substitute
relations, that are important for the innovative performance of an actor or a population of
actors” thus pointing to the different types of components that contribute to the system
as a whole. A key characteristic in particular with regard to achieving desired outcomes
of systems is that there is no central point of control. This is not a mistake that can be
remedied but it is a defining feature of complex adaptive systems [54,55].

Instead of being subject to centralised and managerial directions, ecosystems change
through the mechanism of evolution [56–58]. Evolution, however, is typically not pre-
dictable. And while evolution is a key aspect of ecosystems, these systems need a certain
amount of stability to survive and facilitate evolution. The relationship between members
of ecosystems is thus subject to change [59], where ecosystems members can cooperate and
co-evolve [60] but they can also compete an annihilate one another. Systems members can
be highly heterogenous, as indicated by the fact that individual human beings, organisa-
tions, governmental structures but also technologies can be seen as components of such
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systems. Innovation ecosystems can but do not have to have a central node in the form of a
technology platform [47,48].

A final point worth highlighting is the ontological nature of innovation ecosystem,
which is closely related to the question of the boundaries of the system. Put differently,
the question is whether innovation ecosystems are natural occurrences that can simply
be observed or whether they are social constructs that emerge through the process of
observation. This is a fundamental question that arises in similar forms in general systems
theory as well [27]. I will remain agnostic on this question, as the argument proposed here
does not require a strong ontological commitment. However, the drawing of the systems
boundaries is important across ontological positions, even though the exact meaning of
this drawing of boundaries changes. As is the case in biological ecosystems, one can
describe innovation ecosystems from a multitude of perspectives. The choice of perspective
determines the shape of the system, its members and dynamics. This choice of perspective
is thus not an objective and neutral one, but needs to be critically reflected by the observer
and may be subject to debate.

Having now argued that digital technologies can be described in terms of innovation
ecosystems, we can progress to the discussion of the implications that this perspective has
for understanding and dealing with ethical and social concerns and thus what it means for
digital responsibility.

3. Digital Ethics and Responsibility

In this paper, I want to answer the question how digital ecosystems can be rendered
responsible. Having argued that the ecosystems perspective is useful for understanding
the socio-technical world co-constituted by digital technologies, I now need to discuss the
role of responsibility in this context. For this purpose, I will start by giving an overview
of what might be called digital ethics [61,62], i.e., the discussion of ethical aspects of
digital technologies. From there, I will proceed to look at responsibility as a traditional
response to ethical questions and issues and explore the main features of this concept.
This will be followed by an introduction of two discourses of relevance for responsible
digital ecosystems, namely corporate digital responsibility and responsible (research and)
innovation. This section thus provides the conceptual underpinnings to move from the
digital ecosystems discussed earlier to the integration of the idea of responsibility in those
digital ecosystems.

3.1. Digital Ethics: Ethics of Digital Technologies, Computing, and AI

The call for digital responsibility is triggered by the awareness that digital technologies
can raise ethical and social questions and concerns. In order to assess whether a model
of digital responsibility promises a viable response to those questions and concerns, it
is therefore important to understand the nature and detail of what they are, how they
materialise and how they can be evaluated. I will therefore offer a high-level overview of
the key strands of digital ethics.

An understanding of digital ethics implies an understanding of ethics. The use of
the term ‘ethics’ in the English language refers to a number of different phenomena. They
all refer in some way to the distinction between right and wrong or good and bad as
well as various types of statements referring to this distinction. Stahl [63] suggests four
different levels of the use of the term. He distinguishes between the intuitive feeling that
an individual holds that something is right or wrong (moral intuition), explicit statements
about agreed-upon rules (explicit morality), the analysis and justification of these moral
rules (ethical theory), and higher level reflection on these theories (reflection and meta-
ethics). Philosophical ethics tends to focus on the third and fourth levels in this classification.
There are numerous ethical theories that philosophers have been discussing for millennia.
Much of the current ethics of technology discourse highlights three main classical ones:
Utilitarianism is a theoretical position that states that the ethical quality of an action can be
assessed by looking at its consequences and adding up the total of the utility it produces
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minus the total of disutility. The option with the highest net utility score is the one that is
to be ethically preferred [64,65]. An opposing view is held by deontological ethics which
holds that the ethical quality of an action is determined by the intention of the agent,
notably in the Kantian tradition by the adherence of the agent to the Categorical Imperative
which holds that the maxim motivating the action must be universalisable [66,67]. The
third classical theory often referred to is that of virtue ethics which locates ethical quality
in the character of the agent as someone who prudently navigates extreme positions to
come to measured position [68,69]. Ethical theory is by no means confined to these classical
positions. A further stream of ethical thinking of high relevance to the current article is
that of an ethics of responsibility. Originally proposed by Max Weber [70,71], the ethics
of responsibility has been prominently adopted to address key challenges of the modern
world [72].

While ethical theory is predominantly concerned with the critical reflection and jus-
tification of moral positions, practical deliberations in applied ethics spend much more
attention on specific moral issues. Those are cases where technology leads to situations
which are deemed to be of moral relevance, either positively or negatively. Most of what
one can glean from the media relates to such moral issues. Examples would be bias and
discrimination caused by AI, social exclusion due to digital divides, unemployment caused
by rationalisation, but also a reduction in CO2 emissions because of optimised production
or better social embedding due to social media. All of these can count as ethical issue in
that they lead to a state that is deemed to be morally good or morally bad and technology
plays a role in facilitating this state.

It is worth highlighting that an awareness of digital ethics, i.e., that digital technolo-
gies can have ethically relevant consequences has accompanied the development of digital
technologies from its outset. Norbert Wiener [73,74], one of the founding figures of dig-
ital computing, highlighted early some of the key issues that are still being discussed,
including the possibility of machines gaining autonomy or leading to unemployment. Josef
Weizenbaum [75], who developed the first digital chat bot, pre-empted many of the ethical
questions that are currently discussed in the context of generative AI.

While awareness of ethical concerns can thus be observed throughout the history of
digital computing, the first attempt to organise this topic area into a coherent discourse
happened during the 1980s and 1990s under the heading of computer ethics [17,76,77]. The
field of computer ethics draws from a wide range of disciplines across philosophy, computer
science, social studies, legal studies and their various sub-disciplines. The terminology used
to describe the field has reflected different points of emphasis and preferences of different
authors to cover terms such as ethics and ICT [78], information technology ethics [79] or
cyberethics [80,81].

The term ‘computer ethics’ seems to put an emphasis on the physical manifestation
of the computer as an artifact. It has long been recognised that this artifact may not be
the most interesting and relevant aspect to consider and there has been a long-standing
debate on the ethics of information or information ethics [82–84], which to a significant
extent overlaps with computer ethics [76]. More recently in the context of the emergence
and rapidly growing relevance of big data and AI, the discourse has expanded to include
new terms such as data ethics [85], the ethics of AI [86,87], or responsible AI [88]. These
different terms and the discourses they are related to overlap somewhat, even though they
tend to incorporate new disciplines, contributors and areas of knowledge. To a significant
degree, they can be mapped to one another [89].

In this paper, I use the term ‘digital ethics’ to cover all of these streams of debate. They
have in common that they are interested in moral concerns raised by digital technologies
and the way in which these moral concerns could be reflected on and evaluated from a
theoretical ethical perspective.

One final word on this view digital ethics is in order before we can proceed to the
discussion of responsibility. There is currently heightened attention to digital ethics which
started somewhere in the mid-2010s due to the amazing progress of machine learning,
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in particular deep learning [15,16] facilitated by neural network technologies and which
received a further boost due to the arrival of generative AI, notably the arrival of Chat GPT
and its competitors on the scene. The flurry of interventions in this debate, including very
broad media coverage, seems to suggest that there have been substantial changes to the
technology which may raise fundamentally new and undiscovered ethical concerns. At this
point I am not convinced that such as position is warranted. Recent technical developments
including those in the area of generative AI may expose new stakeholders to ethical
concerns and may exacerbate problems and issues. It is less clear, however, whether and to
which degree these are fundamentally novel. A relatively recent systematic literature review
of digital ethics [90] lists a number of issues including privacy, professionalism, autonomy,
trust, consent, identity, inclusion, deception, health-related issues and intellectual property,
all of which remain relevant. A more recent exploration of the ethics of generative AI [91]
suggests that the issues that have previously been identified in computer and information
ethics cover the topics currently discussed with regard to ChatGPT. The point here is not
so much to claim that there is nothing new under the sun, but to point to the continuity
of digital ethics which means that we can build on existing insights. While the current
discourse overflows with references to radical change and revolution, I suggest that the
topics and figures of thought relevant to digital ethics have temporal stability and it is thus
worth considering past insights when thinking about digital responsibility. In order to
progress this, the next step is to look at the concept of responsibility and its precedent in
the pre-digital world.

3.2. Analogue Responsibility

I have called this section ‘analogue’ responsibility to underline the fact that it covers the
concept of responsibility independent from digital (or any other) technology. Responsibility
has been a core concept of philosophical ethics for a long time, and it is worth outlining
what responsibility refers to and why it has been a popular concept to ensure that its
application to digital ecosystems is plausible.

The etymology of the word responsibility points to the term ‘response’ [92], which
suggests that responsibility has something to do with the ability to respond, to answer. A
typical way to describe responsibility is to look at its structure and function. The commu-
nicative nature of responsibility implies that there is someone or something that responds
to someone else. The one who responds is typically called the subject of responsibility. The
subject responds because of something that has happened or will happen that they have a
level of influence on. This something is typically called the object of responsibility. This
relationship between subject and object is observed or overseen by an entity that one can
call the authority of responsibility that judges the subject on the basis of a set of agreed
rules which lead to positive or negative sanctions. To use a simple example, one can look
at a criminal (subject) who has committed a crime (object) and has to answer to the judge
(authority) under the rules of criminal law, which can lead to a prison sentence (sanction).

There are numerous further aspects that can describe or affect a relationship of respon-
sibility. There are different types of responsibility (e.g., moral, legal, professional, personal).
Responsibility can be prospective or retrospective. Different instances of responsibility can
thus look vastly different. One aspect that they have in common, however, is that they are
social constructions that further a particular social aim. This may be to provide incentives
for certain behaviour, to punish an act that is deemed worthy of punishment, to achieve a
socially desired outcome or a combination of these and possibly other goals. It is important
to keep in mind this nature of responsibility as a social construct.

Another aspect of responsibility to keep in mind is that responsibility relationships
and ascriptions never happen in a vacuum. While new instances of responsibility can and
do arise, they always do this in a context of existing responsibility. If, for example, we
were to promote a novel responsibility of AI developers for the long-term consequences of
the use of their developments, then this would happen in a context where the developer
already has many responsibilities in their various roles, for example as a citizen, a parent,
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a member of the neighbourhood association. They will have responsibilities as an AI
developer, for example contractually defined ones with customers, responsibilities within
their organisation or their professional body. A novel instance of responsibility will need to
fit into this existing context and form part of what can best be described as a network of
responsibilities [93]. These networks of responsibility change over time but, as humans, we
are always part of them in different roles throughout our lifetimes.

The focus of this article is on ethics, as highlighted in the previous section. It is
worth pointing out, however, that there are numerous types of responsibility relationships
and moral responsibility is only one particular type. By moral responsibility we refer to
responsibility relationships that refer to ethical principles such as those enumerated above
as their normative basis. Other types of responsibility exist which do not directly refer to
ethics, such as role responsibility, legal responsibility, or political responsibility. Without
being able to argue the point in detail here, this article assumes that all responsibility
ascriptions have a moral component to them. They are united by a desire to achieve an
aim that is deemed to be good or desirable, an aim that will at least have some ethical
relevance. The exact distinction between ethical and other aims of responsibility and how
these translate into social practice in innovation ecosystem calls for a more fine-grained
analysis than this article can provide. However, looking at the responsibility discourse,
there are still a number of aspects that can further our understanding of responsibility in
digital ecosystems.

There has been quite some discussion on what will render an ascription of respon-
sibility viable. This is an important question when looking at responsibility and digital
ecosystems. Much of this discussion focuses on the subject of responsibility which tra-
ditionally has been assumed by default to be an individual human being. Many of the
conditions attached to successful responsibility ascriptions refer to the criteria a human
being has to meet to be deemed a suitable subject of responsibility. They include personal
characteristics [94,95], such as rationality and reason that allow the subject to understand
the ascription and react accordingly. The subject needs to be able to act intentionally [96]
and have an appropriate range of emotions to motivate their intention and follow them
through [97]. The subject needs to be able to exert self-control and they must be able to
react to sanctions, for the ascription to be successful. In addition to these internal states,
the subject must play a role in the causal chains that lead to the object which implies at
least some level of influence or power to change outcomes [72]. This, in turn, is linked to
freedom of will and freedom of action that allows the subject to exert its influence, which
implies a minimum level of knowledge of the role that the subject plays.

It is easy to see that these points raise the question when someone can be held respon-
sible in everyday situations where we generally agree that a lack of knowledge may limit
responsibility, as does a lack of certain capacities, which is why we typically do not hold
children or severely mentally disabled people responsible.

This discussion of conditions of responsibility could easily be extended and it can be
observed to play out in courtrooms and family living rooms on a daily basis. For this article,
it is important to underline, however, that this traditional picture of responsibility with
the individual, rational, adult human being serving as the subject is not the only model
of responsibility. There has been a long debate whether it is possible to have collective
subjects of responsibility [98]. This debate has progressed in most detail with regard to
organisations as possible subjects [99], which has led to a cautious acceptance of the idea
of non-individual responsibility. It has been realised in some jurisdictions that accept
that there is a case to hold collectives responsible, for example through the mechanism of
corporate manslaughter.

The other example of non-individual responsibility of relevance to this article is that
of responsibility of machines, in particular computing machines. This idea has been
controversially discussed throughout the history of computing [74,75] and is often linked
to questions such as the possibility of personhood or consciousness of technology, which
is a staple of the debate on transhumanism, singularity and artificial general intelligence
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(AGI) [100–102]. I do not want to engage with this debate here but would like to point out
that following the definition of responsibility as the process of social ascription of an object
to a subject with the aim of achieving a socially desirable aim, responsibility of machines
may be viable without having to rely on the heavy conceptual baggage of AGI [103].

This very brief overview of the concept of responsibility suggests that it may be useful
to think about questions of digital ethics using the term. Responsibility as a social construct
based on communication does not posit a particular ethical position. Instead, it can be seen
as a procedural approach that aims to elicit what is deemed to be acceptable and find ways
to achieve such acceptable ends by ascribing objects to subjects and allocating sanctions
accordingly. Responsibility is not always explicitly ethical in nature, but arguably has at
least ethical undertones in practice. Before we come to the application of responsibility to
digital ecosystems, it makes sense to briefly revisit to related concepts that aim to apply
ideas of responsibility to digital technologies, namely corporate digital responsibility and
responsible (research and) innovation.

3.3. Corporate Digital Responsibility

A relatively recent development in the discourse on digital ethics has been the devel-
opment of the concept of corporate digital responsibility (CDR). This idea brings together
various strands of previous discourses an has its roots in discussion of computer ethics
and business ethics [104]. A review of the definitions of the nascent CDR literature and
existing definitions [105] shows that it combines various concerns about digital ethics with
an organisation-centric approach to the context in which these ethical questions are consid-
ered. Lobschat et al. [106] see CDR as the “the set of shared values and norms guiding an
organization’s operations with respect to four main processes related to digital technology
and data”. The processes they refer to are technology creation and data capture, operation
and decision making, inspection and impact assessment, and the refinement of technology
and data.

In the context of this article, CDR can be interpreted as one facet of digital ethics that
focuses on how topics and questions from digital ethics are perceived and dealt with by
organisations. This intersection of digital technologies, social questions and organisational
practice explains why the term is prominent in the community of IS scholars who tend
to work on questions involving the organisational side of information technologies [107].
One advantage of this positioning of the CDR debate is that it can draw on existing ways
of dealing with ethical questions such as corporate social responsibility (CSR) which are
not strongly represented in the digital ethics discourse [105]. In addition, CDR is located
in a discourse where the concept of responsibility is no longer by definition confined to
individual human beings as subjects of responsibility thus opening the perspective towards
broader questions of responsibility and the role that organisations can play.

From the perspective of this paper, the CDR discourse can therefore play an important
role in understanding responsible digital ecosystems by providing theoretical perspectives
such as CSR and by bringing in research communities that have not necessarily traditionally
been included in the discussion of digital ethics. A further advantage of aligning CDR
with CSR is that it can help sidestep the difficult question of which ethical theories should
be adopted. As indicated earlier, all responsibility relationships can be said to have an
ethical connotation. However, in light of the absence of a universally agreed ethical
framework, it is possible to sidestep questions of philosophical ethics and work with
existing consensus on what counts as acceptable and appropriate. The CSR debate provides
a good example of this in the form of the ISO norm 26000 (Social responsibility) [108,109],
a procedural governance framework that requires no explicit commitment to any ethical
position. At the same time, the focus on the organisation and questions of digital ethics
using organisational perspective means that CDR does not necessarily cover the entire
breadth of issues, questions, topics and perspectives that are relevant to digital ethics and
that motivate my proposal to focus on responsible digital ecosystems.
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3.4. Responsible (Research and) Innovation

A final theoretical position worth highlighting because of its influence on and rele-
vance to responsible digital ecosystems is that of responsible (research and) innovation
(R(R)I) [110]. This discourse which rose to prominence in the early 2010s can best be seen as
a development of work on research and innovation governance. It draws from various roots
across several disciplines, including the philosophy of technology, science and technology
studies and technology assessment. While not exclusively focused on digital technologies
it has from its inception included contributions related to questions of responsibility in
digital technologies [111].

This discourse is of interest here because it takes a novel perspective on responsibility.
In their seminal paper Stilgoe, Owen and Macnaghten [112] highlight four dimensions that
they see as crucial for R(R)I: anticipation, reflexivity, inclusion and responsiveness, thus
underlining the communicative and reciprocal nature of responsibility. These ideas have
proven to be highly influential in the field of research governance and in particular research
funding, becoming adopted by the UK’s Engineering and Physical Science Research Coun-
cil [113] and they now form part of guidance for all research funded by UK Research and
Innovation. These principles have been further developed with a specific focus on digital
technologies [114]. There is a closely related but not fully identical discourse that covers
these topics of research and innovation governance on the EU funding level which has
led to the somewhat confusing acronym R(R)I [110]. For the purposes of this article, we
can ignore the fine points of this debate and see it as “the on-going process of aligning
research and innovation to the values, needs and expectations of society” [115]. It is worth
highlighting that discussions of R(R)I have an established position in the sustainability
literature [116–118].

The R(R)I discussion is relevant to the argument put forward here because it has
established a concept of responsibility that moves beyond the traditional view introduced
earlier and that focuses on the communicative nature without taking strong positions on
who or what should answer to whom for what and with which consequences. It implies
that communication, responsiveness, a willingness to engage with stakeholders and to
question one’s position on the basis of such feedback and anticipatory expectations will
lead to socially desirable and morally acceptable outcomes. This position raises some
questions about its empirical validity which have yet to be answered, but it points towards
a concept of responsibility that I will now explore with regard to digital ecosystems.

4. Responsible Digital Ecosystems

Having introduced the building blocks of responsible digital ecosystems, I am now in
position to put them together to outline what the concept could look like in theory and in
practice. I will start by highlighting the challenges before exploring how these could be
addressed or overcome to move towards digital ecosystems that can claim to be responsible.

4.1. Challenges of Responsible Digital Ecosystems

A key challenge for the concept of responsible digital ecosystem comes from the tradi-
tional notion of responsibility where a clearly identified subject is held responsible for an
object before an authority which leads to sanctions. While such instances of responsibility
exist and form part of most social relationships and can be found within digital ecosystems,
they are not applicable to these ecosystems as a whole. To put it differently, it is difficult to
see how a digital ecosystem could be the subject of responsibility. Ecosystems, whether bio-
logical or metaphorical, do not fulfil the criteria and conditions that are typically associated
with being a subject. They have no intention, they cannot act in a concerted manner, they
have no overall awareness and understanding of current situations, possible consequences,
they lack the emotional capacity to react to threats or promises of sanctions and they cannot
respond in a traditional sense of the word. This means that the term responsible digital
ecosystems must refer to a different conceptualisation of responsibility.
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A second challenge of digital ecosystems that render responsibility ascriptions prob-
lematic, even when going beyond the idea of the system itself being the subject of responsi-
bility is the complexity of these systems. The exact nature of this complexity depends on
the definition of the system, on where exactly boundaries are drawn around it. The key
challenge is the drawing of the boundary, as it drives most other aspects of the system,
including its members, their dynamics, and external influences. It is not obvious how
the boundaries are to be drawn. In the policy discourse, there is typically an implied
assumption that digital ecosystems refer to the totality of digital technologies and their
socio-technical implementation within a nation state. This is plausible because it means that
some aspects such as the legal underpinning and established mechanisms of attribution of
sanctions through judicial mechanisms are consistent across the system. However, digital
ecosystems are certainly not confined to national ecosystems. It is equally plausible to
draw the boundary around a particular organisation, an industry, an application area as
well as going beyond national boundaries, as very few digital technologies have natural
boundaries that coincide with national boundaries.

Drawing the boundary of the digital ecosystem in question is thus an activity that
requires detailed deliberation and justification. The choice made will lead to descriptions of
systems that that more or less accessible and offer different opportunities for the observer
to understand their internal dynamics and possible interventions. It will never be the only
way of delineating the system and competing perspectives will be available.

A further challenge is that of epistemic uncertainty. The above issues would arise
even if we had perfect knowledge of the digital technology, its socio-technical realisation,
of moral preferences, social dynamics and stakeholders involved in the system. In practice,
however, no observer will ever have this level of certainty. The nature and capability
of the technical substrate can always throw up surprises and are subject to continuous
development. The use of any technology is not determined and it is therefore impossible
to predict what eventual uses will be. This is true for any technology, but, as indicated
earlier, Moor [17] highlighted that the “logical malleability”, the fact that a technology is
made as a general purpose tool is a design feature in computing technologies. Epistemic
uncertainty furthermore arises with regard to moral preferences and ethical positions.
These can be described using social science methods but they change over time. One of
the main advantages of the use of the ecosystems metaphor, namely its ability to reflect
the dynamic nation of socio-technical systems thus turns out to increase challenges when
using it, as future uses, future moral preferences and perceptions, and future ethical and
legal positions are by definition unknown. Given all of these challenge, the question arises
how responsible digital ecosystems can be conceptualised.

4.2. Responsibility of, in and through Digital Ecosystems

The concept of a responsible digital ecosystem can be understood as an expression of
the desire to ensure that the ensemble of socio-technical systems and the social, economic,
legal and other broader systems it is embedded in will have beneficial consequences for so-
ciety. This means that these responsible digital ecosystems are capable of identifying issues,
questions, and concerns arising from the design and use of the digital technologies and
providing structures of responsibility that promote socially desirable, ethically acceptable
and sustainable uses of technology.

As indicated earlier, the ecosystem itself is not a plausible candidate for being the
subject of responsibility. Instead, a responsible digital ecosystem would have to be a system
that fosters and supports responsibility. This can be achieved by strengthening the different
aspects of responsibility. In practice, this could mean that it provides communication
structures where claims to responsibility can be raised, contested, and negotiated. This
includes the identification of relevant subjects and the attribution of objects of responsibility
to such subjects. The system must allow open communication as well as the mechanisms
to query claims, propose sanctions and implement them.
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If we use the example of a large company that is active in the development and de-
ployment of digital technologies, then we can suggest some of the characteristics that such
a company would have to possess, in order to count as a responsible digital ecosystem. In
order to facilitate responsibility ascriptions, the company would have to have a culture
that facilitates and supports communication. Members of the organisations need to feel
empowered to raise questions and issues and propose subjects of responsibility who are
capable of dealing with these questions and issues. The proposed subjects need to be
able to accept or reject these proposals and the company needs to have the flexibility to
accommodate new responsibility structures. It must be able to recognise the normative as-
sumptions underpinning responsibilities and translate those into organisational structures,
for example by assigning questions arising from novel capabilities of digital technologies to
specific individuals or departments. The company will furthermore need the ability to react
appropriately to outside influences, understand external voices and be able to translate
them into contributions to its internal communications.

Such a company as an example of a responsible digital ecosystem thus needs a repos-
itory of knowledge, not only about the digital technologies it works on but also about
ways of interacting with internal and external stakeholders, communicating normative
positions and realising them. This knowledge base can only be deployed successfully, if the
company has a governance structure that is open, flexible and open to learning. If these
conditions are met, then the company can support the development and critical reflection
of responsibility structures which will help it deal with and address the challenges linked
to digital technologies and be considered a responsible digital ecosystem. It will then be
a company which fosters responsibilities and that therefore showcases responsibilities
within the ecosystem. The company is not a stand-alone entity in an empty world but it
forms part of larger political, economic, and social systems that it interacts with. These
larger ecosystems can use such a company to promote responsibilities, thus rendering the
company a vehicle through which responsibilities are expressed and realised.

A further observation is that these new and developing responsibilities will be em-
bedded in the network of existing responsibilities outlined above. Different instances of
responsibility may be mutually supporting and synergistic but they may also conflict. A
responsible digital ecosystem will thus need to have a way to shape, maintain, develop,
coordinate and align existing and novel research and innovation-related processes, actors
and responsibilities. Elsewhere I have suggested the term “meta-responsibility” for these
activities [119,120]. The term ‘meta’ here stands for a higher level responsibility that deals
with existing responsibilities. Establishing such a meta-responsibility within a company
may be relatively easy, as existing management structures can be used to achieve it. In
other types of responsible digital ecosystems that do not have corporate structures, it may
be more challenging.

5. Implications and Conclusions

In this article, I have argued that questions of digital responsibility may be best
viewed through the lens of the metaphor of a digital ecosystem. I have then explored
what the concept of responsibility can mean in such ecosystems by looking at traditional
concepts of responsibility as well as more recent developments such as responsible (research
and) innovation and corporate digital responsibility. I have then proposed a concept of
responsible digital ecosystem that builds on and incorporates ideas of responsibility that go
beyond the traditional individual human being as a subject and thereby draw from ideas of
CDR and R(R)I. I believe that these ideas are based on a conceptually robust basis which
warrant the question of which implications the adoption of the concept of responsible
digital ecosystems has for research and practice.

5.1. Implications for Research

The key implication for research that arises from the use of the ecosystems metaphor
to describe current digital landscapes and their ways of identifying and addressing social
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and ethical issues is the call for a change in perspective. Instead of focusing on specific
technologies or their applications, researchers interested in digital responsibility need to
adopt systems thinking [25,121].

This call for a stronger focus on systems thinking touches both on the framing of
research questions and the methodologies used to address these questions. The framing
of research is always important and needs to be justified as part of any research project.
By highlighting the ecosystems perspective, an additional onus is placed on researchers
to not only draw the boundaries around the research question they want to pursue but to
acknowledge that this drawing of boundaries is already part of the research itself, that it is
based on often implicit assumptions that need to be made explicit and subjected to external
scrutiny. Adopting a systems approach carries the implication that the boundaries of the
system under investigation form part of the research question.

In addition to the way research is framed and research questions are designed, the
turn towards systems thinking offers a broad array of methodologies that researchers can
consider when undertaking the research, collecting data and analysing it. With regard to
digital responsibility, there are existing approaches in the IS field like Mumford’s ETHICS
methodology that builds on systems thinking [122,123]. In addition, there are many other
approaches to research that are informed by systems thinking within the IS field [124] but
also from other disciplines [125]. The discourse around systems is broad and diverse and
offers many different understandings of the nature of systems and ways to investigate them,
which means that this call for the integration of systems thinking in research methodology
is not a call for methodological uniformity but rather for a shift in perspective which will
continue to allow a multiplicity of approaches to research.

5.2. Implications for Practice

The argument put forward in this article not only has implications for research but also
for the practice of developing and using digital technologies in society. For individuals and
organisations involved in these activities, it points to the need to more explicitly consider
which ecosystem(s) they are part of or wish to interact with. The delineation of boundaries
is as much of practical relevance as it is of theoretical importance. This delineation process
can help practitioners better assess who their stakeholders are, which mechanisms they
may have to interact with them and how to structure this interaction successfully.

The leadership of organisations active in this space may profit from the ecosystems
ideas by developing their organisations to form part of successful ecosystems. Some of the
insights developed earlier, such as the need for a well-maintained knowledge base that
includes but goes beyond technical knowledge or the requirement to have adaptive and
flexible governance structures can be seen in this light.

Practical implications furthermore arise for policy makers who are interested in devel-
oping policies for digital technologies and the ecosystems in which they are realised. The
question of policy development for digital ecosystems is currently a hot topic, in particular
with regard to AI. Policy makers can take various lessons from this discussion of responsi-
ble digital ecosystems. This can start with the drawing of boundaries which is particularly
problematic in the AI policy discourse. AI is an exceptionally poorly defined concept and
my suspicion is that any AI-specific policy will suffer greatly from this conceptual lack of
clarity which translates into poorly defined boundaries of ecosystems that it is cover. On
the other hand, the AI policy discourse provides examples of the adoption of some of the
insights from the ecosystems perspective. For example, there now seems to be a broad
agreement that AI policy not only calls for a well-developed body of knowledge, but also
for gatekeepers who can validate and extend this knowledge. There are various initiatives
to establish such gatekeepers, typically on the national level, such as the Alan Turing Insti-
tute in the UK. Similarly, one can observe numerous attempts to grow the knowledge base
and the number of individuals who can access it through various education and training
initiatives, again typically defined and funded on the level of the nation state.
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A key question for policy makers arises from the complex nature of existing and novel
responsibilities related to digital ecosystems. I have earlier suggested that this complexity
calls for a way to align existing responsibility networks. It is not necessarily clear how
this might be achieved. However, if we take the idea of a meta-responsibility seriously,
then, in line with traditional thinking on responsibility, we will need a subject of this meta-
responsibility, that means someone or something that is held responsible for this alignment
of the network of responsibility. What exactly such a subject of meta-responsibility would
look like is not necessarily obvious. However, on a national policy level, where much of the
current policy discussion is focused, it might take the form of a regulatory body, something
that has been suggested in the context of AI [126]. It is currently unclear whether nation
states of political bodies such as the European Union will go down this route, but if such
regulators for AI were to be established, they might serve as models or expand to cover
digital ecosystems more broadly.

5.3. Conclusions

The fact that digital technologies raise ethical and social concerns is well established.
The concept of responsibility offers mechanisms for steering actions in ways that promote
desirable outcomes by linking objects of responsibility to subjects, typically employing
authorities and based on accepted normative foundations to allocate sanctions to those
subjects. In this paper, I have suggested that digital responsibility, if it wants to be successful,
needs to take into consideration the complexity of current digital socio-technical systems
and that one way of achieving this would be to adopt the metaphor of digital ecosystems. I
then used different concepts of responsibility to discuss what would constitute responsible
digital ecosystems. In the final section, I suggested some relevant implications for research
and practice that would arise from the adoption of this concept.

The ideas spelled out here give some indication of practical next steps, but they proba-
bly raise more questions than they answer. This conceptual essay will require significant
empirical underpinning and research on digital ecosystems to show whether it does in fact
offer a viable way to approach responsibility questions of digital technologies. While this
article thus cannot be the final word on digital responsibility, it can be read as a call for the
development of a research programme that has a realistic chance to progress the state of the
art help us understand the nature of and possible interventions into digital technologies in
the hope of minimising risks and maximising benefits.
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