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Abstract

The fourth industrial revolution has been discussed generously in literature, as it cen-
ters around offering high value and customized products or services to the consumer by
harnessing the potential of cutting-edge technologies. It comes as no surprise that it has
brought about a paradigm shift in the manufacturing and services sector; however, it is
imperative to analyze the variables which influence its adoption. Although there has been
an increasing number of studies helping us to understand the adoption of Industry 4.0,
there is no structured and process-oriented implementation roadmap that brings together
contextual factors for the adoption, nor a step-by-step methodology regarding improve-
ments. Therefore, the authors have conducted a review in which the barriers to Industry 4.0
adoption have been analyzed in a manufacturing context and their corresponding drivers
have been discussed. The study reveals that top management commitment, clear strategy,
and a skilled workforce play a significant role in the adoption of Industry 4.0 technologies.
Afterwards, the authors have developed a conceptual framework for Industry 4.0 adoption
by combining DMAIC with a Technology–Organization–Environment (TOE) framework.
The recommended framework is designed to facilitate sustainable digital transformation,
helping organizations navigate through a structured ability-building process, upskill their
workforce, and embrace technologies that align with sustainability objectives. From an
academic perspective, the research makes key contributions to technology management
literature by utilizing the TOE approach in a proper manner through DMAIC principles.
For practitioners, the research work provides an easy four-step process that can assist them
in adopting Industry 4.0 technologies in a proper manner.

Keywords: sustainable manufacturing; green Industry 4.0; Industry 4.0 barriers; Industry 4.0
drivers; TOE framework; DMAIC; conceptual framework; sustainable digital transformation

1. Introduction
It comes as no surprise that adoption of contemporary technological approaches

results in the improved economic performance of manufacturing sector organizations, as
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the globalization of manufacturing and supply chains requires fast and efficient production
processes with a high degree of customization and assurance of high-quality standards. The
first industrial revolution led to steam engines, the second industrial revolution introduced
the world to mass manufacturing, the third industrial revolution increased the dependence
on IT technologies, whereas the fourth industrial revolution realized the role of intelligent
and autonomous machinery. The fourth industrial revolution, or Industry 4.0, has brought
about a paradigm shift in the manufacturing canvas since its introduction in 2011, and its
impacts on business performance have been extensively discussed in the literature. The 4.0
technologies in the industry include, but are not limited to, big data, Internet of Things,
RFID, artificial intelligence, machine learning, additive manufacturing, integrated systems,
cyber-physical systems, cloud computing, 3D printing, etc. However, there are researchers
who have identified more than 50 technologies that constitute Industry 4.0 [1], which
suggests that there is still uncertainty in academia regarding the constituents of Industry
4.0. On the practitioner front, this is manifested in the issues that industries face which aim
to embrace the fourth industrial revolution, since the implementation of Industry 4.0 is a
complex process [2,3].

Although there is a vast amount of literature emerging on barriers to the adoption
of Industry 4.0, the challenge that exists is that the literature focuses mainly on identi-
fying what is causing the barriers and not on offering manufacturing practitioners an
adoption-process-oriented and stepwise implementation roadmap based on known process
improvement methodology. There are descriptive catalogs of barriers [2,3], but these do not
include a process of action for adoption. Moreover, contextual explanatory models such as
the Technology–Organization–Environment (TOE) model [4] are very good at explaining
the context, but they do not offer procedural guidance. This is also significant for small-
and medium-sized enterprises (SMEs) who struggle with scarcity of resources and the lack
of clear implementation routes [5]. Therefore, it is imperative to understand the barriers to
its implementation, a detailed analysis of which will ultimately lead to its drivers.

Many researchers have endeavored to identify the barriers in Industry 4.0 imple-
mentation using survey-based approaches. Stentoft et al. [6] undertook the case study
of Romanian SMEs and suggested that lack of knowledge, standards, top management
commitment, internal capabilities, etc., are strong barriers to Industry 4.0 implementation.
Hoyer et al. [3] performed a comprehensive literature review of the barriers affecting In-
dustry 4.0 adoption and suggest that strategic consideration by top management, maturity
level of IT infrastructure, organizational development, pressure from competitors, and
lean manufacturing implementation are important Industry 4.0 implementation enablers.
Moktadir et al. [2] explored the leather industry in Bangladesh and suggest that a lack of
technological infrastructure is the key barrier to the adoption of Industry 4.0 technologies,
followed by complex integration with existing production processes and the lack of data
protection. Horváth and Szabó [7] remark that a lack of financial resources, qualified
human resources, complexity in technological integration, and organizational resistance
are key barriers to Industry 4.0 implementation, whereas adoption is driven by growing
competition, customer expectation, management support, and increased innovation ca-
pacity. Raj et al. [8] remark on the financial aspect of Industry 4.0 adoption and suggest
that high capital investment and a lack of clarity regarding economic benefit are the key
financial barriers to Industry 4.0 adoption, whereas data security, lack of skills, lack of
infrastructure, and the negative social impact of labor workforce loss are the organizational
and operational barriers. Veile et al. [9] have suggested that the implementation of Industry
4.0 in a holistic manner requires a socio-technical systems approach in which human, tech-
nological, and organizational aspects must be considered simultaneously. However, these
studies do not discuss the Industry 4.0 implementation approaches from a Technology–
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Organization–Environment (TOE) perspective. Therefore, the following research questions
are formulated:

RQ-1. What is the current state-of-the-art barriers and drivers of Industry 4.0 implementa-
tion in manufacturing industries?

RQ-2. How can industries implement Industry 4.0 approaches in a holistic fashion by
utilizing process improvement techniques?

RQ-1 has been explored using a literature review approach, whereas the authors
have utilized the amalgamation of the TOE framework and the Define-Measure-Analyze-
Improve-Control (DMAIC) process improvement methodology to develop a conceptual
framework for Industry 4.0 adoption in manufacturing industries. The paper is structured
as follows: Section 2 discusses the literature review approach utilized and the search and
selection criteria is expounded. Section 3 comprises the barriers and drivers identified
through the literature review and provides a brief overview of Industry 4.0 implementation
approaches. Section 4 identifies the caveats and proposes a novel conceptual model for
Industry 4.0 implementation, whereas Section 5 concludes the research.

2. Literature Review
In this section we combine previous research on the adoption of Industry 4.0, high-

lighting barriers, enabling drivers, and current implementation approaches. The proposed
DMAIC-TOE framework is based on this synthesis.

2.1. Barriers to Industry 4.0 Adoption

The current mode of industry represents a paradigm shift towards digitalization
through industrial IoT, big data, smart manufacturing, cloud computing, and smart facto-
ries. However, adoption is complicated [10] due to lack of understanding of Industry 4.0
principles, its antecedents, and its drivers [11,12]. Table 1 presents a review synthesis of the
barriers identified across the reviewed literature, categorized by nature.

Table 1. Barriers to Industry 4.0 adoption.

Barrier Description Reference from Previous Literature

High Investment

Adoption of Industry 4.0 technologies requires
high capital expenditure and considerable

investment in infrastructure that is not possible
for small- and medium-scale businesses.

[2,8,13–16]

Lack of Strategy

Industry 4.0 adoption requires a coherent
strategy that demands perseverance from top

and middle management, something that is often
missing during the implementation stages.

[2,6,8,13,17]

Unclear Top Management

Top management is quite often unclear regarding
which technologies constitute the industry 4.0

theme and which technologies are well suited to
their business. Also, they are unclear regarding
the long-term economic benefits of Industry 4.0
technologies, and this serves as a deterrent to the

adoption of Industry 4.0 practices.

[17–22]

Lack of Integrated Structure

Intra-organizational cooperation is the core tenet
of Industry 4.0 adoption and implementation,

and a lack of clarity among the department
hampers the implementation of Industry 4.0

technologies, i.e., horizontal and vertical
integration are necessary for successful

implementation of the aforesaid.

[6–8,17,23]
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Table 1. Cont.

Barrier Description Reference from Previous Literature

Security Risks

With heavy reliance on cybernetworks and the
requirement of an elaborate Internet of Things
(IoT) system, there are issues of information

security and the fear of data losses.

[6,9,24,25]

Loss of jobs

The workforce has legitimate fears about the loss
of jobs as laborious processes are often made

easier by the introduction of intelligent machines
that have better cycle times and efficiency.

[16,18,20]

Resistance to Change

Often, the adoption of a new
technology/approach in the manufacturing

sector is negatively influenced by the resistance
of the workers to change in the traditional

processes. Moreover, Industry 4.0 adoption
requires workers to learn new skills and attain

increased qualifications, which may not be
possible for small- and medium-sized

enterprises.

[6–8,20]

Lack of standardization

Currently, there is no elaborate scheme on how
Industry 4.0 can be adopted, implemented, and
what the basic requirements are that need to be

fulfilled, etc. This suggests that there is an
element of risk involved in Industry 4.0 adoption;
a risk only large companies can take due to their

strong financial standing. In addition to this,
there are no certifications that can increase the

internal capacity of workers/managers to adopt
Industry 4.0 practices.

[8,26–29]

The barriers can be categorized broadly into cultural, operational, and financial barri-
ers, which have been discussed extensively by Ozkan-Ozen et al. [16], Raj et al. [8], and
Kamble et al. [13]. However, it is imperative to understand how the implementation of
Industry 4.0 can be ensured in a proper manner. Veile et al. [9] have suggested that the
implementation of Industry 4.0 in a holistic manner requires a socio-technical systems
approach in which human, technological, and organizational aspects must be considered
simultaneously. From a human perspective, skills and knowledge are of fundamental im-
portance so that the industry 4.0 constituents of autonomous systems, cybersecurity, system
integration, and system planning are understood. In addition to this, the technological
aspect comprises cyber-physical systems, big data analytics, Internet of Things (IoT), smart
networks, etc., which need to be tailored to the organizational requirement, thus requiring
the industry to have a thorough analysis of its needs. In addition to this, the organiza-
tional aspect reveals that decentralized decision-making, top management commitment,
and acceptance to change is important, whilst also being aware of the financial risks and
challenges one would face.

2.2. Drivers of Industry 4.0 Adoption

Barriers slow adoption, but a complementary set of drivers enables and accelerates
adoption. It is just as important to comprehend these drivers when creating an implemen-
tation framework that is effective. Table 2 shows the drivers that were identified during the
literature review and has been arranged in a similar format to the barrier typology for ease
of comparison.
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Table 2. Drivers to Industry 4.0 adoption.

Driver Category Description Reference from Previous
Literature

Top Management
Commitment Organizational

Active and sustained leadership
commitment is the single strongest
enabler of Industry 4.0 adoption.

[3,6,9,17]

Clear Digital Strategy Organizational
A well-defined roadmap with

measurable milestones guides consistent
investment and implementation.

[2,6,13]

Skilled Workforce Organizational
Technically capable employees reduce

integration risk and accelerate adoption
of smart technologies.

[7–9]

Competitive Pressure Environmental
Market competition and normative

industry pressure drive firms to adopt
disruptive technologies.

[7,30]

Infrastructure Maturity Technological
Existing IT maturity, connectivity, and
digitization level act as pre-requisite

enablers.
[3,31,32]

Government and Policy
Support Environmental

Regulatory frameworks, subsidies, and
national digitization initiatives lower

adoption barriers.
[33,34]

Innovation Culture Cultural
Organizations with learning-oriented

cultures and decentralized
decision-making adopt faster.

[35,36]

An interesting insight gained by comparing Tables 1 and 2 is that for most barriers,
there exists a driver which is essentially the organizational inverse of the barrier. For
instance, lack of strategy’ is offset with ‘clear digital strategy’ and ‘resistance to change’ is
offset with ‘innovation culture’. The symmetry implies that an effective implementation
framework should be able to tackle contextual barriers in parallel with fostering the contex-
tual drivers. The integration of DMAIC and TOE as suggested in Section 4 is motivated in
this regard.

2.3. Existing Implementation Approaches and Research Gap

An interesting insight gained by comparing Tables 1 and 2 is that for most barriers,
there exists a driver which is essentially the organizational inverse of the barrier. Despite
growing interest in Industry 4.0 adoption, existing studies lack a structured, process-
oriented implementation roadmap that integrates contextual adoption factors with a step-
wise improvement methodology [5]. Consequently, we propose the integration of DMAIC
and TOE, as suggested in Section 4.

3. Research Methodology
The authors utilized a literature review approach in which research works regarding

Industry 4.0 implementation, its barriers, and its drivers were searched, scrutinized, and
selected. The review was conducted in accordance with the Preferred Reporting Items for
literature review protocol [37] to provide transparency, reproducibility, and to minimize
selection bias. Literature reviews [38,39] can be used to summarize knowledge in a more
comprehensive and broader context, where there is a widely dispersed body of evidence.

3.1. Search Strategy and Database Selection

Academic journals, book chapters, and conference papers were considered, whilst
being cognizant of the lack of reliable information from blogs and online websites. The
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scholarly databases included Scopus (multi-disciplinary abstract and citation database),
Emerald Insight, and SpringerLink. Taylor & Francis journals that are indexed in Scopus
were also captured. The databases chosen were those with a high coverage of literature on
manufacturing management, operations, and technology management [40].

A search period of 2011–2021 was initially determined for Industry 4.0, since the con-
cept was introduced in 2011. The latest research published in 2025 was also considered [5].
The conceptual framework introduced here is, however, not dependent on the most recent
empirical observations, but on the adoption logic of structures.

3.2. Keywords and Search Terms

The search keywords were based on the two research questions and the conceptual do-
main of the study. The phenomenon, the adoption-related constructs (barriers, challenges,
drivers, enablers), and the implementation context (manufacturing) were captured in the
construction of keywords. These are the following keyword strings used:

• (“Industry 4.0” OR “Fourth Industrial Revolution”) AND (“barriers” OR “challenges”
OR “inhibitors”);

• (“Industry 4.0” OR “Fourth Industrial Revolution”) AND (“adoption” OR “implemen-
tation” OR “readiness”);

• (“Industry 4.0”) AND (“drivers” OR “enablers” OR “critical success factors”).

At the search stage, the keywords “lean manufacturing”, “agile manufacturing”, and
“sustainable manufacturing” were also excluded from the results, as these studies did not
relate to Industry 4.0 adoption per se, but separately to the mentioned approaches.

3.3. Selection Process

The final sample size (n = 19) is relatively small to ensure review quality over quantity.
To ensure that the included studies were relevant to the barriers and/or drivers of Industry
4.0 in manufacturing contexts, the inclusion criteria prioritized studies published in high-
impact peer-reviewed journals that addressed Industry 4.0 barriers and/or drivers in
manufacturing contexts. Articles which tackled topics near Industry 4.0 adoption but were
not directly related to it (such as lean manufacturing and sustainable manufacturing) were
not considered and not included to preserve the theme.

3.4. Inclusion and Exclusion Criteria

Table 3 presents the inclusion and exclusion criteria applied at the eligibility stage.

Table 3. Inclusion and Exclusion Criteria.

Inclusion Criteria Exclusion Criteria

Well-known databases: Scopus, Emerald
Insight, Springer Link, and Taylor & Francis Non-academic databases, websites, blogs, etc.

Articles strictly related to Industry 4.0
Articles related to other approaches such as
lean manufacturing, agile manufacturing,

sustainable manufacturing, etc.

Articles discussing barriers to Industry 4.0 or
the drivers of Industry 4.0 Articles focused on Industry 4.0 constituents

English language articles Articles written in other languages

Th developed inclusion and exclusion criteria helped in achieving the most relevant
research works which were consistent with the research questions. A total of 19 papers
were selected after thorough scrutiny, and their statistics are given in Table 4.
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Table 4. List of journals considered in the present study.

Journal Title Number of Articles

Journal of Cleaner Production 4

International Journal of Computer Integrated Manufacturing 1

Journal of Manufacturing Technology Management 2

Technological Forecasting and Social Change 1

Computers in Industry 2

International Journal of Production Research 1

Resources, Conservation and Recycling 2

Process Safety and Environmental Protection 1

International Journal of Production Economics 1

Benchmarking: An International Journal 1

Production Planning and Control 1

Journal of Advances in Management Research 1

Computers and Operations Research 1

Total 19

4. DMAIC- and TOE-Based Industry 4.0 Implementation Framework
Following the results of the comprehensive literature review and the established

research gap, the authors posit that the amalgamation of DMAIC (Define-Measure-Analyze-
Improve-Control) with the TOE framework can assist Industry 4.0 implementation in the
manufacturing sector. There are three reasons for using DMAIC as the process improvement
backbone. First, DMAIC is a well-established improvement approach with proven use in
various fields such as supply chain management [41], financial services [42], IT services
management [43,44], and manufacturing process optimization [45–47]. Importantly, recent
applications show the ability of DMAIC to be applied in industrial automation applications,
such as an application where DMAIC was used to improve the control-loop performance
in an iron ore processing plant, reducing the number of defects and stabilizing the process,
showing its transferability to Industry 4.0-applicable operational environments. Second,
DMAIC is a highly iterative and cyclical approach and naturally fits into the logic of
continuous improvement that Industry 4.0 technologies support. Third, the five structured
phases of DMAIC offer a procedural framework that can be directly applied to the three
TOE adoption contexts, allowing the adoption factors to be translated into four actionable
implementation steps.

The TOE framework proposed by Tornatzky and Fleischer [4] describes the process of
innovation in a firm through three contexts: technological, organizational, and environmen-
tal. The technological context caters to technologies relevant to the firm and those currently
in use; the organizational context refers to intra-organizational systems, procedures, re-
sources, and capabilities; and the environmental context deals with market competition,
infrastructure support, and government policies [33]. Although there are other models that
can be used to explain technology adoption (e.g., the Diffusion of Innovations (DOI) theory
and resource-based view), the TOE framework was chosen because it explicitly includes
the environmental/external context, which consistently is cited in the literature as a driver
(e.g., policy support, competitive pressure) that other models underweight.

4.1. Phase 1—Define Goals in an Organizational Context

To adopt Industry 4.0 technologies, there needs to be an organizational-level improve-
ment approach that aims to achieve competitive advantage in the market. In this case,
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it is essential to have unerring commitment from top management. In a manufacturing
context, pertinent Industry 4.0 technologies need to be identified that help top manage-
ment to exercise a greater degree of control over the process, pivoting around increased
visibility. Such practices are strong drivers for continuous improvement and help in iden-
tifying bottlenecks in the production process. Technologies such as cloud-based systems,
radio-frequency identification devices (RFIDs), sensors, etc., help in achieving an increased
level of control. However, at the same time, top management must prioritize gaining a
competitive advantage using contemporary approaches, which centers upon investment
in technology.

The goals given in Figure 1 will help achieve the following objectives:

Figure 1. Defining goals in an organizational context.

• Market leadership;
• Improved processes;
• High-quality and reliable products.

The size of the firm is another decisive factor in determining the success of Industry 4.0
implementation. There exists a narrative that larger firms have higher chances of success
due to increased financial capabilities, which in turn helps mitigate any risk. This can be
attributed to the presence of multi-faceted personnel with a degree of decentralization, as
this positively influences the adoption process [33]. However, Arnold et al. [34] suggest that
firm size is not a strong influencing factor in Industry 4.0 adoption, which has been reported
in an IT context before by Baker [33]. Da Silva et al. [25] suggest that organizational man-
agement is of paramount importance in technology adoption as it fosters an environment of
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learning and sharing and acts as a strong lever of smooth intra-organizational communica-
tion. It is imperative to have fluid and non-rigid processes to assist the adoption of Industry
4.0 technologies, and the authors suggest that in the first phase of the framework, the
top management should bring in structural improvements in the organization to leverage
Industry 4.0 technologies, followed by the selection of the most pertinent technologies via
a multi-functional team.

4.2. Phase 2—Measuring Organizational Readiness

Once the top management is fully committed towards implementing pertinent Indus-
try 4.0 technologies, the next step is measuring the readiness levels of the organization. On
a broader scale, Ganzarain and Errasti [48] developed a three-stage maturity model for
Industry 4.0, consisting of envisioning the digital transformation, enabling the digital trans-
formation vis-à-vis customer propositions, and enacting its progress by utilizing the human
and financial resources at one’s disposal. The stages of the maturity scale were defined as
an initial (absence of Industry 4.0 vision), managed (existence of Industry 4.0 roadmap), de-
fined (identification of customer segments and value propositions), transformed (enactment
of strategy), and detailed BM (business model transformation).

Castelo-Branco et al. [31] suggest that interconnectivity, interoperability, and virtu-
alization are the basic tenets of Industry 4.0 infrastructure as their combined presence is
a strong lever for Industry 4.0 implementation. In addition to that, the ability to process
copious amount of data generated by Industry 4.0 infrastructure is also a determinant of
the readiness of the organization. Pacchini et al. [32] employed standards adopted from
SAE in an Industry 4.0 context, in which four levels as pre-requisites for adoption are
given, which are L0 (Industry 4.0 component absent or there are major inconsistencies in its
implementation), L1 (Industry 4.0 component present but with minor inconsistencies), L2
(Industry 4.0 component is present), and L3 (Industry 4.0 component is fully implemented).
These levels are the antecedents of six degrees of readiness, which are given as follows:

• Embryonic (0–9.99%)—possessing superficial knowledge regarding enabling technologies;
• Initial (10–24.99%)—limited knowledge of some technologies;
• Primary (25–49.99%)—decent knowledge of all technologies, but only a handful

are adopted;
• Intermediate (50–74.99%)—full knowledge of all technologies and adoption

has commenced;
• Advanced (75–89.99%)—full knowledge of all technologies and there is a high degree

of adoption;
• Ready (90–100%)—complete adoption of all the technologies.

Sony and Naik [49] suggest that the level of digitization of an organization can be
viewed as the percentage of assets that are equipped with sensors. This can be further
extrapolated to the analysis and processing of big data, which forms an integral part of
organizational capability. Therefore, it is imperative to utilize a hybrid model that elaborates
upon the Industry 4.0 readiness level.

Figure 2 describes the five factors that measure the Industry 4.0 readiness level; the
factors have been selected via a thorough analysis of the literature. The authors posit
that the six levels of maturity have to be preceded by pre-requisite analysis for accurately
measuring the readiness level of the organization, which in itself is centered upon a focused
Industry 4.0 vision. However, it should be noted that financial capabilities are of extreme
importance in endeavoring towards digitalization, and the onus is on the managerial
personnel to be patient with the outcomes.
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Figure 2. Measuring organizational readiness for Industry 4.0 adoption.

4.3. Phase 3—Analyzing the Organizational Environment

After measuring organizational readiness, it is essential to critically analyze the inter-
and intra-organizational environment. Strong market competition is a significant driver
of technological innovation, but it is reliant upon a technically competent workforce.
Training and development are therefore imperative. Veile et al. [9] suggest that Industry
4.0 implementation requires a change in corporate culture, executed incrementally to
make change more palpable to employees. Open, democratic communication channels
foster cooperation. Flexible hierarchies facilitate faster decision-making with minimal
information gatekeeping. Tortorella et al. [35] argue that Industry 4.0 implementation
supports organizational learning and brings about a cultural shift. Liao et al. [36] suggest a
comprehensive effort towards developing a socio-technical work organization in which
workers consider themselves task owners, while ensuring workplace changes do not
negatively affect their livelihoods. In an Industry 4.0 environment, providing job security
is essential for harmonious human–robot interaction.

This phase is the specific phase in which the environmental TOE dimension is ad-
dressed. It is also includes three sub-factors that are analytically separate and should be
treated explicitly, namely: competitive and coercive pressure from the market and industry
peers, as identified by Gupta et al. [30], as strong drivers in the exploration of new tech-
nologies; government regulatory frameworks and national digitization policies with direct
impacts on the cost and risk calculation of adoption, as described by Gupta et al. [33]; and
infrastructure support availability, consisting of access to digital connectivity, tech vendors,
and Industry 4.0 service providers in the operating environment. Consideration of the
context—such as the extent to which the government provides support for digitization
and how developed the vendor ecosystem is—is a key factor that any implementation
roadmap would need to consider, and one where adoption barriers are significantly lower
when present.

In the quest for market excellence, the importance of the inter-organizational environ-
ment cannot be ignored. Gupta et al. [30] have stated that an exploration orientation is a
strong driver for Industry 4.0 adoption, in which firms explore new avenues and technologies.
However, harnessing existing technologies, i.e., an exploitation orientation, also carries a

https://doi.org/10.3390/su18136695

https://doi.org/10.3390/su18136695


Sustainability 2026, 18, 6695 11 of 16

positive influence on Industry 4.0 adoption. In a competitive environment, coercive and
normative pressures strongly drive the implementation of disruptive technologies in an
exploration context. Sony [50] has predicted that vertical integration of hierarchal subsystems
and using the value stream mapping tool of lean manufacturing as a pre-requisite helps in
adopting Industry 4.0 technologies in a strategic manner. Amjad et al. [51] have suggested
that production-related waste can easily be addressed by using Industry 4.0 approaches.

4.4. Phase 4—Improve and Control Industrial Capabilities for Continuous Improvement

After defining goals to embrace the fourth industrial revolution, measurement of
organizational readiness levels to adopt disruptive technologies, and analysis of the organi-
zational environment, this is the enactment phase where industrial capabilities should be
improved to achieve excellence. The results of organizational readiness levels provide a fair
idea of where a firm stands technologically, whereas analysis of the organizational environ-
ment provides an overview of how the adoption of Industry 4.0 technologies would fare.
In order to achieve manufacturing excellence, it is essential to understand the customer’s
perspective. As obvious from Figure 3, it requires a holistic change in mindset and calls for
a conscious effort towards continuous improvement.

Figure 3. Five phases for adoption of digitalization.

Vinodh et al. [52] have suggested that the concepts of lean, lean six sigma, Kaizen,
and sustainability can be integrated with thirteen Industry 4.0 technologies to achieve
manufacturing excellence. However, the processing of big data has a crucial role in making
informed decisions and identifying customer patterns, and Buer et al. [53], as shown in
Figure 3, have also developed a five-stage model which starts with the collection of data
through sensors and contemporary measures, followed by data sharing that is conducted
by digital communication, which leads to data analysis using various AI-based algorithms.
After data analysis, the optimization phase ensues which can also be assisted by AI tech-
nologies, and the improvement opportunities are then fed back into the process. This
cyclical process is depicted in Figure 4 where the feedback to the data is looped back with
the data collection procedure to attain continuous improvement.
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Figure 4. TOE- and DMAIC-based Industry 4.0 Implementation Framework.

4.5. Final Framework

The entire four-phase process is shown in Figure 4. The novelty of this framework is
that the contextual TOE dimensions are embedded in the DMAIC process steps, providing
a contextually relevant and actionable roadmap. It is important to note that although
the authors were unable to find any previous study that integrates DMAIC and TOE
explicitly for the adoption of Industry 4.0 to the best of the authors’ knowledge, other
process-improvement TOE integrations could exist in related areas of technology man-
agement. Future work requires empirical validation of the results using a case study or
expert evaluation.

One important consideration is that the traditional DMAIC process contains five
phases. This is not a mistake: in the current framework, ‘Improve’ and ‘Control’ are merged
into Phase 4. Control in the context of the adoption of Industry 4.0 must always be associ-
ated with improvement: Buer et al. [53] describe the data-driven continuous improvement
cycle, which incorporates control mechanisms into the improvement process. They should
be operationally linked with one another, and separating them would be an artificial di-
vision of activities if Industry 4.0 technologies like real-time sensor networks, artificial
intelligence for optimization, and digital dashboards are used. The same phenomenon
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has been observed in DMAIC applications in IT and service environments [44] where
operational facts call for a merging of phases.

Table 5 presents the explicit mapping between each framework phase, its DMAIC
stage, the corresponding TOE dimension, and the key activities and constructs addressed.

Table 5. DMAIC-TOE Phase Mapping for Industry 4.0 Adoption.

Phase DMAIC Stage TOE Dimension Key Constructs and Activities

1: Define Define Organizational

Top management commitment;
competitive advantage goals;

identification of relevant
Industry 4.0 technologies;
structural adjustments for

cross-functional collaboration;
firm size considerations.

2: Measure Measure Technological +
Organizational

Readiness assessment (maturity
level L0–L3, six-stage readiness

scale); interconnectivity and
virtualization baseline; big data

processing capacity; financial
capability audit.

3: Analyze Analyze Environmental +
Organizational

Market competition analysis;
coercive/normative pressure
assessment; skill gap analysis;

workforce training needs;
corporate culture readiness; job

security policy design;
government regulatory

landscape.

4: Improve
and Control

Improve +
Control (merged)

Technological +
Environmental

Technology enactment;
data-driven continuous

improvement cycle
(collect–share–analyze–

optimize–feedback);
lean/Kaizen integration;

customer-oriented performance
monitoring; sustained

competitive positioning.

5. Conclusions
Through a literature review on the barriers to Industry 4.0 adoption and a synthesis of

implementation approaches, the authors have proposed a four-phase conceptual framework
that harnesses DMAIC methodology and the TOE framework. The conceptual model
presents the four phases in an integrated, procedurally actionable manner. The research
addresses RQ-1 by analyzing common barriers and drivers of Industry 4.0 implementation
from the literature and providing a critical overview of technical, organizational, and
human aspects. RQ-2 is addressed by developing a conceptual model that takes a four-
phase DMAIC approach while explicitly articulating the TOE framework across all phases.

The framework has implications for sustainable industrial development. The proposed
roadmap will assist organizations to a structured approach incorporating digital capability
development, workforce upskilling, and technology adoption, while explicitly considering
environmental pressures and regulatory environments, thus contributing to responsible
and resource-efficient manufacturing transformation. Adopting Industry 4.0 technologies
in such a structured approach can lead to a substantial reduction in production waste,
energy use, and resource inefficiency—all of which are ways to achieve sustainability goals
at the organizational and sectoral level.
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From an academic perspective, the research makes key contributions to technology
management literature by utilizing the TOE approach in an appropriate manner through
DMAIC principles. For practitioners, it provides a clear four-step process for Industry 4.0
adoption. Despite these contributions, the research carries several limitations.

Future further research should be done by applying case studies to the framework and
then validating the framework with the help of experts through the Delphi method. The
framework could also be assessed through a survey of applicability across all firm sizes
and industrial sectors. Theoretically, the combination of the Improve and Control phases
should be investigated in practice to determine if operational separation would provide
further insights.

6. Contribution and Originality
This study offers three primary contributions to the literature on Industry 4.0 adoption.

First, we extend the TOE framework by integrating it with DMAIC methodology. This
synthesis creates a novel process-context model, moving beyond the TOE framework’s
focus on contextual determinants to provide a clear, stepwise implementation process.
Second, we synthesize the disparate barriers and drivers identified in prior research into
a cohesive roadmap structured around technological, organizational, and environmental
dimensions, thereby bridging the gap between descriptive reviews and actionable guidance.
Finally, our third and most practical contribution is a four-phase implementation roadmap
defining goals, measuring readiness, analyzing the environment, and improving capabili-
ties designed to be particularly valuable for SMEs navigating the complexities of adoption.
Collectively, these contributions advance the field by offering a unique DMAIC-TOE
framework that connects adoption contexts to a continuous improvement logic, providing
managers with actionable insights.
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