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Abstract: Cloud computing facilitates the users with on-demand services over the Internet. The
services are accessible from anywhere at any time. Despite the valuable services, the paradigm is,
also, prone to security issues. A Distributed Denial of Service (DDoS) attack affects the availability
of cloud services and causes security threats to cloud computing. Detection of DDoS attacks is
necessary for the availability of services for legitimate users. The topic has been studied by many
researchers, with better accuracy for different datasets. This article presents a method for DDoS attack
detection in cloud computing. The primary objective of this article is to reduce misclassification error
in DDoS detection. In the proposed work, we select the most relevant features, by applying two
feature selection techniques, i.e., the Mutual Information (MI) and Random Forest Feature Importance
(RFFI) methods. Random Forest (RF), Gradient Boosting (GB), Weighted Voting Ensemble (WVE),
K Nearest Neighbor (KNN), and Logistic Regression (LR) are applied to selected features. The
experimental results show that the accuracy of RF, GB, WVE, and KNN with 19 features is 0.99. To
further study these methods, misclassifications of the methods are analyzed, which lead to more
accurate measurements. Extensive experiments conclude that the RF performed well in DDoS attack
detection and misclassified only one attack as normal. Comparative results are presented to validate
the proposed method.

Keywords: machine learning; mutual information; random forest; DDoS; cloud computing

1. Introduction

Cloud computing is an Internet-based platform that delivers computing services such
as servers, databases, and networking, to users and companies at a large scale, and helps
an organization in reducing costs, in terms of infrastructure [1]. A Distributed Denial of
Service (DDoS) attack is used by attackers to prevent legitimate users from accessing the
services [2]. In this attack, a very high load is put on the victim server by the attackers, by
providing multiple requests to the server. This huge number of requests by the attackers fill
the bandwidth of the victim server, which makes it unavailable to legitimate users [3]. The
DDoS attack is a brute-force attack that affects the devices of the network with malware
using Botnet. There are three main categories of DDoS attacks, on the basis of target
and behavior. These are bandwidth attacks, traffic attacks, and application attacks. In
traffic-based attacks, attackers send a huge volume of TCP or UDP packets to the victim
server, and this large number of packets reduces the overall performance of the victim
server. The attackers send a large amount of anonymous data in a bandwidth attack
and create congestion, by consuming more bandwidth. The application attack is used
by attackers to attack a specific system, and it is difficult to mitigate [4]. To detect DDoS,
attack-machine-learning-based prediction models are used.
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In this modern era of technology, machine learning is an emerging field and has
many applications in solving different real-world problems, such as medical images [5],
sentiment analysis [6], and cloud-resource-utilization prediction [7]. Machine learning is,
also, used in intrusion detection in cloud computing [4,8,9]. The researchers proposed
various methods for developing intrusion-detection systems in a cloud environment. Self-
adaptive evolutionary extreme learning is used to detect DDoS attacks [9]. Authors in [10]
detect a DDoS attack using a Deep Neural Network (DNN), whereas a deep belief neural
network is, also, used [11]. The accuracy of the different methods available in the literature
is impressive, on different datasets.

In this article, we propose a DDoS-attack-detection method, using different feature-
selection and machine learning methods. We use Mutual Information (MI) and Random
Forest Feature Importance (RFFI) methods, to select the most relevant feature from CICIDS
2017 [12] and CICDDoS 2019 [13] datasets. K-Nearest Neighbor (KNN), Logistic Regres-
sion (LR), Random Forest (RF), Gradient Boosting (GB), and Weighted Voting Ensemble
(WVE) methods are used for attack detection. These methods perform better in intrusion
detection [14]. The performance of the proposed method is evaluated using precision,
recall, F measure, and accuracy. The results show that the proposed method performs
better, in terms of accuracy with reduced miss classification errors, compared to existing
methods. The main proposal of this study is to reduce miss classification errors in DDoS
attack detection, by selecting the most relevant features and performing parameter tuning
of the machine learning model.

Key contributions are as follows.

1. In this study, experiments are performed with tree-based methods (RF, GB), distance-
based methods (KNN, WVE, and LR), and models based on the CICIDS dataset.

2. This study uses MI and RFFI methods for extraction of the most relevant features.

The rest of the paper is organized as follows. Section 2 presents different methods for
intrusion detection, followed by the proposed methodology in Section 3. Sections 4 and 5
present the results and conclusion, respectively.

2. Literature Review

Data security is a widely studied field in computing domain. Many applications use
security for different purposes, including access control [15], network security [16], data
security [17], availability of services [4], etc. Both symmetric and asymmetric approaches
are used, according to the targeted domains. This section covers related work on more
relevant domains, i.e., intrusion detection. The field of intrusion detection is widely studied
in the literature. Different machine learning approaches are available. Some review articles
cover the use of machine learning in cloud computing [18]. Authors in [9] detect DDoS
attacks using self-adaptive evolutionary extreme learning. The method has two important
features, i.e., the detection of the best crossover operator and the automatic detection of the
neurons of the hidden layer. The proposed method is evaluated, with experimental results,
which show improved accuracy. Another technique presented in [10] detects DDoS attacks
in Software Defined Networks (SDN). The authors used DNN for real-time detection of
DDoS attacks. Experimental results show that this method detects DDoS attacks, with better
accuracy in less time with less resource usage. Authors in [19] compared machine learning
methods for detecting DDoS attacks. Experimental results show that RF detects DDoS
attacks with better accuracy. In another study, authors use [20] correlation, information gain,
and the relief feature selection method, to select the most relevant features for DDoS attack
detection. Comparison of different machine learning methods is presented. Manimurugan
et al. [11] developed an intrusion detection system, to detect anomalies in Internet of Things
(IoT) systems. They used deep belief network model for attack detection. The experiments
are performed on the CICIDS 2017 attacks dataset. The proposed method demonstrates
99.37% accuracy in detecting normal class and 96.67% for DDoS attack detection. To detect
all DDoS attacks, Dehkordi et al. [21] presented a model, which detects DDoS attacks
in SDN. The proposed model consists of three modules: one is collector, the second is
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entropy-based, and the third is classification. Three datasets (CTU-13 [22], ISOT [23], and
UNB-ISCX [24]) are used for evaluation.

High dimensional data needs huge computing power for processing. For a high
dimensional dataset, identification of relevant features plays an important role. Authors
in [25] use chi-squared, information gain, gain ratio, ReliefF, and correlation, for selecting
the most relevant features from the intrusion dataset for web-attack detection. Web attacks
are detected using j48, with 10-fold cross-validation. Experimental results conclude that
the j48 with MI features selection method achieved the highest accuracy in web-attack
detection. Another study [26] uses Genetic Algorithm (GA) and Principal Component
Analysis (PCA), for feature selection from intrusion datasets. Attacks are detected using a
Decision Tree (DT) classifier. The experimental results show that PCA-GA with decision
tree achieved improved accuracy. Authors in [27] select more crucial features for intrusion
detection using the MI, consistency, correlation, and distance methods. The output of the
four methods is combined to get the potential features set. The comparison of RF, Naïve
Bayes (NB), Support Vector Machine (SVM), Linear Discriminant Analysis (LDA), and DT,
with different feature selection methods, is carried out. The experiments were performed
on a benchmark intrusion detection dataset.

Another study [28] reduces the execution time and computational resources, by select-
ing the most relevant 22 and 52 features, using the MI selection method for the intrusion
detection system. The experiments were performed on the CICIDS-2017 dataset. Experi-
ment results show that RF achieved the highest accuracy with 22 features, and j48 achieved
better accuracy with 52 features. Mohamed et al. [29] proposed the intrusion detection
system for IoT networks. The authors use rule-based and decision-tree-based methods, i.e.,
the JRip algorithm, REP Tree, and Forest PA. The first and second methods are to train on
the feature of a dataset and detect the attacks. The third method takes the input from both
the original dataset and output of the first and second methods. The experimental results
show that this method improves the existing results, in terms of accuracy and detection
rate. Authors in [30] proposed an intrusion detection system, to detect attacks in networks.
They select the most relevant features, using the NB feature embedding method, and use
SVM for the classification and detection of attacks. The experiments were performed on
different publicly available datasets for intrusion detection.

To identify malicious traffic and link failure attacks, authors in [31] proposed a novel
model, to discover novel features for detecting DDoS attacks. Novel features are listed
in a CSV file, and machine learning algorithms are trained on SDN datasets. Non-SDN
datasets are used in several studies. The hybrid machine learning model is used to classify
data. According to the result, a support vector classifier with the RF hybrid model classifies
traffic, with improved testing accuracy and a very low false-alarm rate. Tonkal et al. [32]
developed a method that combined machine learning algorithms with Neighborhood
Component Analysis (NCA), to classify SDN as normal or a traffic attack. The SDN dataset
is used to identify DDoS attacks. For feature selection, the NCA algorithm is used. After
pre-processing and feature selection, datasets are classified using classifiers SVM, decision
tree, and KNN. Experimental results show that decision trees outperform other algorithms,
in terms of accuracy. To categorize network traffic as malicious or benign, authors in [33]
proposed a new method for visualizing network activity, using Convolutional Neural Net-
work (CNN) and graphical heat maps. The results of the proposed method are compared
with two models, i.e., Long Short-Term Memory (LSTM) and SVM. Based on the results, it
is concluded that using CNN to explore network traffic, via graphical heat maps, offers
accurate botnet-based DDoS attack detection.

For DDoS attack detection, M. Revathi et al. [34] present a discrete-scalable memory
support vector machine (DSM-SVM) and SDN-mitigation framework. Using the spark
standardization method, input data is pre-processed, and all unwanted and missing values
are removed. The semantic multi-linear component analysis algorithm is used for feature
extraction. The proposed DSM-SVM algorithm is used to predict attacks, with high accuracy.
The proposed model is trained and used in SDN mitigation and detection. The results show



Symmetry 2022, 14, 1095 4 of 15

that the presented model surpasses the results of other algorithms, with improved accuracy.
Neural network models are, widely, used in developing intrusion detection systems for
detecting cyber-attacks. Authors in [35] proposed a DNN-based efficient hybrid method,
for anomaly detection in a cloud environment. Improved Genetic Algorithm (IGA) and
Simulated Annealing Algorithm (SAA) optimization methods are used to optimize the
values of the DNN parameters. Experimental results conclude that this method improves
accuracy in anomaly detection.

Another study [36] uses the DNN model to explore the detailed analysis of various
intrusion datasets. First, the method trains DNN on the KDDCup 99 attack dataset [37]
and learns the hyperparameter of DNN. Then, it applies DNN with the same parameter
on another well-known attack dataset . The experimental results show that this method
performs well on the CICIDS 2017 [12] dataset. Wenchao et al. [38] select the most relevant
49 features, using the recursive feature elimination method and the proposed attack detec-
tion method, based on LeNet-5 CNN. In their architecture, they remove the first pooling
layer and the last fully connected layer, to reduce the computational cost. The experimental
results show that this method detects attacks with better accuracy.

Authors in [39] use artificial neural network to detect attacks in a cloud environment.
The method detects the attacks. with improved accuracy in detecting multiple attacks. To
strengthen SDN, authors in [40] proposed an intrusion detection system using a Gated
Recurrent Unit Recurrent Neural Network (GRU-RNN). The experiments were performed
on NSL-KDD [41] and CICIDS 2017 [12] datasets. The experimental results show that
GRU-RNN detects attacks with better accuracy on both datasets.

Hanane et al. [42] use DNN for intrusion detection in SDN. As the number and features
of network traffic increase dramatically, traditional machine learning classification of DDoS
attack algorithms has become unsuccessful, due to their inability to automatically extract
important features. To overcome this limitation, Wei et al. [43] developed a hybrid AE-
MLP method, for successful DDoS attack classification. The proposed AE-MLP model
component, AE, gives an optimal feature extraction, by identifying the most significant
feature sets without the need for human assistance. The multilayer perceptron network
component of the proposed model is used to overcome speed and bias issues, which occur
with processing large feature sets with noisy data. Experimental results show that the
proposed method has high accuracy, surpassing other existing methods. A robust detector
for DDoS attack detection, using the Generative Adversarial Network (GAN), is proposed
in [44]. The proposed model can detect attack instances that are closer to real scenarios. The
network traffic generated by the adversary can be identified using the proposed model. To
mitigate the higher-order differential power-analysis attack, a model based on evolutionary
computation is proposed in [45]. First, GA is used to split the content into nonuniform
shares. Then, the shares are used to compute individual modular components, using the
nearest neighborhood algorithm. Authors in [46] detect and classify different types of
network flows using machine learning. The proposed model consists of host-intrusion-
detection and network-intrusion-detection systems . Comparative experimental results are
presented to validate the proposed algorithm.

The literature review shows that the researchers detect the DDoS attack by using
complete feature sets of the selected datasets, and some studies performed the detection
using other feature selection methods. This study uses the MI and RFFI methods, for the
selection of the most relevant features. The existing methods have missed classification
errors, and this study reduces the miss classification error, by using MI and RFFI techniques,
with different classifiers.

3. Materials and Methods

In this section, the steps of the proposed methodology for DDoS attack detection
are discussed. In the first step, we extract the CICIDS 2017 [12] and CICDDoS 2019 [13]
datasets . The preprocessing of a dataset is performed in the second step. In the third step,
we apply machine learning techniques for the classification of DDoS attacks. Finally, we
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evaluate the performance of our method, by different evaluation metrics. Figure 1 shows
the workflow of the proposed methodology for DDoS attack detection. Each phase of the
proposed method is explained in the following subsections.

Figure 1. Architecture of the proposed DDoS attack detection model.

3.1. Datasets

The CICIDS 2017 and CICDDoS 2019 datasets are extracted from the respective web-
sites [12,13]. The CICIDS 2017 dataset consists of 3.1 million traffic flow records [47]. This
data set has 5 days of log files of traffic flow, Monday to Friday. We experimented on the
Friday evening log file of network traffic. This log file has 225,711 instances and 79 features,
including the class label. One file (DrDoS_NTP) is selected from the CICDDoS 2019 dataset.
The file contains 1,209,961 instances and cleans 84 input features.The class attribute is a
binary class label and has two classes, i.e., benign and DDoS. Benign is a normal class, and
DDoS is an attack. The other log file contains the dataset of other attacks, and the subject of
this study is detecting the DDoS attack. Many other studies in the literature use the same
data, for DDoS attack detection. The dataset consists of a large number of samples data
that makes it suitable to evaluate the detection accuracy.

3.2. Data Preprocessing

Data preprocessing is a process of converting raw data into a useful form. Convert
the categorical class label into discrete form (0,1), by applying label encoding, where 0 is a
benign class and 1 is a DDoS attack.

3.2.1. Feature Selection

The selected datasets are high dimensional, and the high-dimensional data increases
the training, exponentially, as the dimension of data increase. Different studies have used
feature selection on selected dataset for different attacks’s detection [20,25]. The second
problem with a high-dimensional dataset is that it increases the risk of model overfitting.
Several feature selection techniques are used to select the most relevant features from
in-hand features. The field of machine learning and data mining has been widely studied in
feature selection. A feature is known as an attribute or system that has been evaluated. The
goal of feature selection is to find the best feature subset of k features, which cause the least
amount of generalization error [48]. There are three main types of feature selection, namely
the filter-based method, wrapper method, and embedded method. The filter-based method
computes the importance of features, by considering the relationship between the input
features and the target attribute. THe wrapper method generates a model on the subset
of features and evaluates the performance of the model. The wrapper method takes more
time for high-dimensional data, with millions of instances. The embedded method selects
the features, by using the insight provided by some machine learning models. MI is a filter-
based feature-selection method. The advantage of using MI, compared to other filter-based
methods, is that it works well in case of a nonlinear relationship between the input features
and the target attribute. The RFFI method is an embedded feature-selection technique. The
purpose of using the RFFI method is to give a better result, compared to other embedded
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feature-selection methods. The reason behind using the MI and RFFI methods is to find the
best feature-selection method for intrusion detection, from the filter-based and embedded
methods. The main objectives of feature selection are listed below.

(1) Improve generalization performance, when compared to a model with all characteristics.
(2) Provide more robust generalization and faster reaction to unseen data.
(3) Gain a better and simpler understanding of the data-generation process.

The feature-selection approach is used as a preprocessing step, in regression and
classification.

3.2.2. Mutual Information

The amount of information that one random variable knows about another random
variable is known as MI. Feature selection allows to quantify the importance of a feature
subset, in relation to an output vector [49]. Equation (1) shows the calculation of MI.

I(X; Y) = H(X)− H(X|Y) (1)

where I(X; Y) is MI for X and Y, H(X) is entropy for X, and H(X|Y) is a conditional entropy
for attributes X and Y.

3.2.3. Random Forest Feature Importance Method (RFFI)

RF is an ensemble-learning algorithm that grows many decision trees, independently,
and combines the output. Decision trees consist of internal and leaf nodes. The selected
features are used to make a decision in the internal node, and it divides the dataset into
two separate sets, with similar responses. The features in an internal node are selected by
the Gini impurity criterion. The feature that has the highest decrease in impurity is selected
for the internal node [50].

3.3. DDoS Attack Classification

The following subsections present details of the classification models used. Each
model has different parameters that require tuning to achieve better results. This study
uses Grid Search (GS) for this purpose.

3.3.1. Logistic Regression

Logistic regression is a machine learning technique that can be used for classification
problems. Logistic regression works well on the binary class label. In LR, weights are
multiplied with input and pass them to the sigmoid activation function [51]. In the proposed
work, we apply LR on selected features for DDoS attack detection. The weights are
optimized, using the lbfgs optimizer with C = 0.2.

3.3.2. K Nearest Neighbor

KNN is a classification approach that classifies test data observations, based on how
close they are to nearest class neighbors. KNN is used as a semi-supervised learning
approach, and KNN is used to identify the nearest neighbors [52]. It is based on a non-
parametric approach to classify samples. The distance between separate points on the input
vector is determined, and the unlabeled point is, then, allocated to the neighboring class K.
K is the main parameter in the KNN classification. If K is large, the prediction neighbors
will take a long time to classify, with an effect on prediction accuracy [53]. KNN is easy
to understand, when there are few predictor variables. For the creation of models with
normal data types, such as text, KNN is used. We set the value of K as 2, by considering
the 2 nearest neighbors, and the Minkowski distance metric is used.

3.3.3. Gradient Boosting

GB is one of the most popular prediction algorithms in machine learning [54]. Various
ad hoc parameters are used to regulate the algorithm’s decision tree evolution. Standard
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regulatory parameters control tree size and weight magnitude. This creates an optimization
routine that is free of parameters. However, a variety of parameters are, mostly, used in
training, to adjust tree size and shape. Regulation has shown useful results and makes
the algorithm constant. Real extreme gradient boosting is a more regularized framework
of GB, which has better control regarding the over-fitting issue [55]. As a result, it helps
in the prevention of over-fitting in training data. It is linked to a developed set of tools,
under the distributed machine learning architecture, due to its efficiency and improved
performance. GB has certain parameters that are used in training for DDoS attack detection.
Parameters used for GB are shown in Table 1. The parameters are selected on the basis of
the GS method used for parameters tuning.

Table 1. Hyper Parameter of GB.

Hyper Parameter Name Values

Learning rate 0.5
Max depth 4
Max 2
Min samples split 2
Random state 0
N estimators 19
Min samples leaf 1

3.3.4. Random Forest

The RF model is comprised of decision trees and can be used for classification or
regression. In the classification case, prediction is based on a majority vote of prediction
using decision trees, but in the case of regression, the result is the averaging of the tree’s
output [56]. During the training phase, a training set Ti is created for each tree, based
on the samples in the original training set, T, and to build each tree split, m features are
randomly selected and, then, analyzed by a measure to determine which one should cause
the separation. Due to this randomization, multiple trees are produced, which usually
result in better prediction performance, if combined. RF models has several advantages
over generally used machine learning methods, including lowest model training time,
intensity to handle inconsistent datasets, classification mechanism for embedded features,
and inner metrics for determining the impact of features. RF is trained for DDoS attack
detection, by using different feature sets. Table 2 shows parameters used for RF.

Table 2. Hyper Parameter used for RF.

Hyper Parameter Name Values

Bootstrap True
Criterion Gini
Min samples split 2
N estimators 30
Random state 0
Max features Auto
Min samples leaf 1

3.3.5. Weighted Voting Ensemble Classifier

The first two processes in constructing a classifier ensemble are, usually, selection
and combination. Despite the fact that some approaches combine predictions from indi-
vidual classifiers, the selection of component classifiers is important for the ensemble’s
performance [57]. The key problem is the variety and precision of the classifiers.

WVE is a representative approach, for combining predictions in paired classification,
in which classifiers are not considered equal. On an evaluation set D, each classifier is
assigned a weight coefficient, which is typically equal to its classification accuracy. In the
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proposed work, KNN, RF, and CART decision tree are used as a base learner, predicting
the DDoS attack by combining the results of the base learner with WVE.

3.4. Evaluation Measures

Evaluation metrics are used to evaluate the performance of the prediction model. This
study used accuracy, precision, recall, and F score to evaluate the performance of machine
learning, for DDoS attack detection.

3.4.1. Accuracy

The basic performance metric is accuracy, which is the proportion of correctly predicted
observations to all observations. Accuracy is a useful evaluation measure, only when
the datasets are uniform, and the false positive and false negative values are almost
comparable. Accuracy tells how correctly the classifier is predicting the data points, as
shown in Equation (2).

Accuracy =
TP

TP + TN + FP + FN
(2)

3.4.2. Precision

Precision is defined as the proportion of accurately predicted positive observations to
all expected positive observations. High precision is associated with a low false-positive
rate. Precision gives a probability of how correctly the classifier is predicting the positive
class. Precision is calculated with Equation (3).

Precision =
TP

TP + FP
(3)

3.4.3. Recall

Recall is defined as the ratio of accurately predicted positive observations to all
observations in the actual class. Precision gives a probability of how correctly the classifier
is predicting the actual positive class, as shown in Equation (4).

Recall =
TP

TP + FN
(4)

3.4.4. F1 Score

F1 Score is a normalized average of precision and recall. As a result, this score includes
both false positives and false negatives. Although F1 score is simpler than accuracy, it is
more useful, especially if class distribution is irregular. F1 score is a harmonic mean of
precision and recall, as shown in Equation (5).

FMeasure = 2× PR
(P + R)

(5)

4. Results and Discussion

DDoS attack detection and prevention are important problems in a cloud environment.
DDoS attack detection is a binary class problem, with benign and DDoS attack class labels.
Benign is a normal class. We consider the existence of an attack as a positive class because
the interest is in the detection of an attack, and benign is considered as a negative class.
MI and RFFI feature selection methods are used. We select 16 features, 19 features, and
23 features, by using the MI and RFFI methods. LR, KNN, GB, RF, and WVE machine
learning methods are applied, to selected features. The details of the experimental setup
are presented in Table 3. Figures 2–5 show the results of these methods on 16 features,
19 features, 23 features, and all features, respectively, on the CICIDS 2017 dataset. The
experimental results show that the overall performance of RF is better, compared to other
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methods in DDoS attacks detection, with 16 features, 19 features, and 23 features. RF, with
these features, has a low miss classification rate, compared to other existing methods.

Table 3. Details of the experimental setup used.

S. No Components Description

1 Hardware Intel Core i3 2nd Gen PC
2 Operating System Window 10
3 Memory 4 GB RAM
4 Libraries Pandas, Sk Learn, Matplotlib
5 Storage MS Excel
6 Core programming language Python
7 IDE (Anaconda Jupyter Notebook)

Figure 2. Comparison of different machine learning methods on 16 features.

Figure 2 shows the results of various methods, in DDoS attack detection with 16 fea-
tures. Sixteen features were selected from the in-hand dataset, using MI and applied
machine learning methods, on selected features. RF and WVE methods have the highest
prediction accuracy, compared to other methods. All these methods have 99% accuracy
and other matrix values. In the case of large datasets, only the measurement of accuracy
is not sufficient to measure the performance of the model, since the miss classification of
some data points does not affect the accuracy.

Figure 3. Comparison of different machine learning methods, on 19 features.



Symmetry 2022, 14, 1095 10 of 15

Figure 3 shows the results of various machine learning methods in DDoS attack
detection, using 19 features that are selected with the RFFI method. The RFFI method is
used to select the most relevant feature for DDoS attack detection. The prediction accuracy
of the WVE and RF is better, compared to other methods.

Figure 4. Comparison of different machine learning methods, on 23 features.

Figure 4 shows the results of 23 features, obtained using the MI and applied machine
learning methods, on selected features. RF has the highest accuracy, compared to other
methods in DDoS attack detection. Twenty-three features were selected from the in-hand
dataset, using MI and applied machine learning methods, on selected features. RF has the
highest accuracy, compared to other methods in DDoS attack detection.

Figure 5. Comparison of different machine learning methods, on complete features.

Figure 5 shows the results of various machine learning methods in DDoS attack
detection, using all features. The prediction accuracy of the WVE and RF is highest,
compared to other methods.

Tables 4 and 5 show the confusion matrix of different machine learning models, for the
CICIDS 2017 and CICDDoS 2019 datasets, respectively. The results show true negative rate,
false positive rate, false negative rate, and true positive rate, with different feature sets. The
purpose of showing the results of the confusion matrix is to show the miss classification
rate of all methods. Low miss classification reflects better accuracy. All these methods have
99% accuracy and other metrics values. For large datasets, measuring accuracy only is
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not a valid measurement, since miss classification of some data points does not affect the
accuracy. This study performed the experiment on the CICIDS 2017 and CIC-DDoS2019
datasets, with a different features set. WVE and RFFI have a low miss classification rate,
compared to the other method, with 16 features that are selected by MI. LR has highest
miss classification rate, compared to other classifiers, with all feature sets. Tables 4 and 5
demonstrate that using 19 features, which are selected by the RFFI method, has a low
miss classification rate. It is concluded that by using all feature sets, we have a high miss
classification error, compared to other feature sets.

Table 4. Confusion matrix with 16 features, 19 features, 23 features, and all features, for different
models on the CICIDS 2017 dataset.

Method True Negative False Positive False Negative True Positive

16 features

GB 19,535 3 18 25,587
KNN 19,535 3 12 25,593
LR 19,306 232 13 25,592
RF 19,535 3 7 25,598
WVE 19,535 3 6 25,599

19 features

GB 19,536 2 2 25,603
KNN 19,509 29 37 25,568
LR 17,237 2301 320 25,285
RF 19,538 0 1 25,604
WVE 19,538 0 1 25,605

23 features

GB 19,534 4 13 25,592
KNN 19,461 77 113 25,492
LR 18,675 863 866 24,739
RF 19,538 0 3 25,602
WVE 19,536 2 2 25,603

All Features

GB 18,973 565 8 25,597
KNN 19,484 54 21 25,584
LR 17,226 2312 299 25,306
RF 19,531 7 26 25,579
WVE 19,537 1 10 25,595

LR has a high miss classification rate, and WVE has a low miss classification rate,
compared to the other methods applied in the detection of a DDoS attack, using 16 features.
LR with 19 features, 23 features, and all features has a high miss classification error,
compared to GB, KNN, RF, and WVE, for DDoS attack classification. The results show
that LR is not performing well, for DDoS attack classification. On the other hand, the RF
and WVE models are performing better and have a low miss classification error, using
19 features, 23 features, and all features. The results indicate that these methods are more
suitable for detection of DDoS attack classification.

Table 6 shows the comparative results of the proposed method, with the existing
methods. The proposed method is superior, compared to the existing methods, in terms
of high accuracy and a low miss classification rate. The existing methods have accuracy
near to 99%, with more miss classification errors. The proposed method improves the miss
classification rate, with only one such attack. The proposed method achieved less miss
classification error and high accuracy, by experimenting with the machine learning method
on different feature sets and by tuning the parameter of the machine learning classifier.
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This study uses the machine learning method for the classification of DDoS attacks.
The tree-based methods need less computational time, compared to the distance-based
method. KNN is used, which takes more time, compared to the tree-based methods. LR and
GB have a high miss classification error, compared to the other methods. These methods
need more parameter tuning, to produce fewer miss classification errors. MI features
selection takes more time, with an increase in dimensions of data.

Table 5. Confusion matrix with 16 features, 19 features, 23 features, and all features, for different
models, on the CICDDoS 2019 dataset.

Method True Negative False Positive False Negative True Positive

16 features

GB 2852 5 2 239,134
KNN 2827 4 27 239,135
LR 2645 726 209 238,413
RF 2853 4 1 239,135
WVE 2854 2 0 239,137

19 features

GB 2853 1 1 239,138
KNN 2830 2 24 239,137
LR 2380 425 474 238,714
RF 2849 11 5 239,128
WVE 2848 14 6 239,125

23 features

GB 2850 9 4 239,130
KNN 2829 8 25 239,131
LR 2252 439 602 238,700
RF 2850 6 4 239,133
WVE 2853 3 1 239,136

All Features

GB 1480 762 1374 238,377
KNN 2830 2 24 239,137
LR 2309 362 545 238,777
RF 2838 15 16 239,124
WVE 2841 10 13 239,129

Table 6. Comparison of the proposed method, with the existing methods, in terms of accuracy.

Method Name Accuracy

Self-adaptive EEL [9] 99
Deep Neural Network [10] 97.59
Deep Belief Network [11] 96.67
RF [19] 96
Proposed 99.997

5. Conclusions

DDoS attack detection is a common problem in a distributed environment. This type
of attack causes the unavailability of cloud service, which makes it essential to detect
this attack. A machine learning model can be used to identify this type of attack. The
research objective of this work is to detect a DDoS attack, with improved performance. This
experiment was performed on the CICIDS 2017 and CICDDoS 2019 datasets. Different files
related to DDoS attack were included in experiments, from both datasets. We select the
most relevant features, by applying the MI and the RFFI methods. The selected features
are fed to machine learning algorithms (RF, GB, WVE, KNN, LR). The overall prediction
accuracy of RF with 16 features, is 0.99993, and with 19 features, is 0.999977, which is better,
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compared to other methods. It is concluded that RF, GB, WVE, KNN, and LR are achieving
good results, by using MI and RFFI as feature selection techniques. In the future, we may
use wrapper feature selection methods, such as sequential feature selection, with neural
networks, for DDoS and other attack detection.
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