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Abstract: Continuous variable quantum key distribution (CVQKD) has been implemented over the
atmospheric channels over free space. However, atmospheric turbulence weakens the quality of
the transmitting quantum signals and hence decreases the secret key rate of the system. Here, we
suggest an atmospheric turbulence channel model that involves atmospheric turbulence bubbles
and demonstrates the implementation feasibility of passive CVQKD with spectrum resources in
the terahertz band over the atmospheric turbulence channel. We achieve the channel transmittance
characterized by the refractive index and the wavefront distortions. Moreover, an adaptive optics
(AO) unit is used for performance improvement while considering the effect of the thermal noise and
excess noise on the atmospheric turbulence bubble-modeled channel. Numerical simulations show
that the AO-involved detection scheme can result in reductions in excess noise when being faced with
the floating clouds and mist in atmospheric turbulence, which results in performance improvements
in terms of secret key rate, which confirms the utility of the high-rate and long-distance CVQKD in
terahertz (THz) for practical implementations.

Keywords: quantum key distribution; adaptive optics; atmospheric turbulence; quantum communications

1. Introduction

Quantum key distribution (QKD) is a branch of quantum communications [1-4] where
two trusted communicators including Alice and Bob are bound to share a string of secret
keys at random through a public quantum channel. QKD includes discrete-variable (DV)
QKD [1,2] and continuous-variable (CV) QKD [3,4]. The former encodes information of key
bits in the polarization states of a single photon, whereas the latter encodes information
symmetrically with two quadratures (£ and p) of the optical field both with Gaussian
modulation, whose theoretical security in the finite-size regime and asymptotic limit has
been proven successively over a long distance.

Recently, large quantities of CVQKD protocols have been proposed in free-space links,
such as satellite-to-satellite links, satellite-to-ground links [5,6], and so on. Unfortunately,
the transmission coefficient fluctuates due to effects of the atmospheric turbulence, and
hence the coherent detection may be distorted, which involves not only the wavefront and
amplitude of laser carrier signal but also transmission attenuation, shortening the trans-
mission distance of CVQKD [7,8]. To model the atmospheric turbulence channel, several
scenarios of turbulence have already been proposed [9,10], including beam wandering,
randomly blocked and log-normal distribution, which demonstrates the evolution of the
receiving beam in weak and strong turbulence. However, there is no suitable atmospheric
channel model that can illustrate effect of floating clouds and mist in turbulence. In what
follows, we will establish an atmospheric bubble-modeled channel that can describe the
suitable effect of the floating cloud and mist in turbulence with geometric optics to conceive
the propagation process of optical or microwave photons.
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There are two contributions towards this work. On the one hand, we suggest an
approach to description of effect of the floating cloud and mist in atmospheric turbulence
while establishing a suitable atmospheric turbulence bubble-modeled channel, whereas,
on the other, we counteract the effect of the channel-added noise by employing an AO
unit, which can efficiently compensates for the channel-added noise generated from the
imperfect detector at the receiver, leading to the performance improvement of the practical
CVQKD in the terahertz band.

This paper is organized as follows. In Section 2, we introduce literature reviews in
order to illustrate the background of CVQKD with passive state preparation. In Section 3,
we propose the scheme of AO-based FS-CVQKD in the THz band over the atmospheric
turbulence channel. Given the clouds and mist in the atmospheric turbulence, we suggest
an atmospheric turbulence bubble-modeled channel, which is combined with the traditional
elliptic-beam model in Section 4. In Section 5, we consider the character of a turbulence
bubble-modeled channel for FS-CVQKD using numerical simulations and demonstrate
its effect on the security of the AO-based FS-CVQKD. Finally, conclusions are drawn in
Section 6.

2. Literature Reviews

For the classical CVQKD protocol [11], quantum states are prepared actively, and thus
it is usually called active CVQKD. The CVQKD system with active state preparation [12],
as shown in Figure 1, can be designed as follows:

Bob
Mod o Modg; Homodyne
Al 1 XB(PB)

detector

El Heterodyne X8
detector
Ps

Figure 1. CVQKD protocol with active state preparation. QM is a quantum memory device which

i

is used to store the outputs from Eve; HERM denotes the high extinction ratio modulator; TRNG
denotes true random number generator; wy is the variance of thermal noise; and E; is ancillary modes.

Step 1: There is a laser generator on Alice’s side, which produces light as an informa-
tion carrier. For every transmission, the TRNG will randomly generate a pair of numbers
that satisfy the Gaussian distribution. The light that Alice produces then goes through a
high-extinction-ratio Gaussian modulator. By adjusting the phase and amplitude of the
light, Alice prepares a coherent state with Gaussian modulation.

Step 2: Alice sends her coherent states to Bob through an atmospheric turbulence
channel, which can be attacked by Eve.

Step 3: After Bob receives the coherent state from Alice, he chooses to either measure
one of the two quadratures at random or measure both of the quadratures.

Step 4: After they complete communications of quantum transmission, Alice and Bob
process the raw keys in a series of ways, such as reconciliation, error correction, and privacy
amplification. Finally, they achieve the final keys.

According to the aforementioned active CVQKD [13], it requires a highly precise
modulator to meet the constraints of complex modulation format while suppressing the
modulation errors, making it difficult to lay a portable terminal device for quantum network.
In order to solve this problems in practical implementations, the QKD with passive state
preparation was proposed in 2007 [14], which is called a passive DVQKD that can be
implemented with the single photon source.

Different from the active CVQKD for state preparation, the working principles of the
passive CVQKD, as shown in Figure 2, can be described as follows:
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Figure 2. CVQKD protocol with passive state preparation. TS is the thermal source; BS denotes the
beam splitter; HD means homodyne detector; Att is optical attenuator; and #p is the transmittance of
the beam splitter.

Step 1: Alice splits the output of the thermal source into two spatial modes, Mod a1/
and Mody,, through the beam splitter (BS). She chooses one of the two spatial modes
Mod a1 and measures both of the two quadratures.

Step 2: Alice transmits another spatial mode Moda; to Bob after performing the
appropriate optical attenuation.

Step 3: Alice can learn the quadrature value of Moda, through scaling down the
measurement results by using an optical attenuator.

Step 4: The actions on Bob’s side are the same as before. There is a correlation
between the measurements of Alice and Bob. Finally, they can figure out a secret key after
further works.

Compared with active state preparation, which requires high-extinction-ratio modu-
lators to reduce the modulation’s deviation, the passive state comes from a thermal state,
which means the sender just needs a thermal source rather than performing Gaussian
modulation to a coherent state to generate a specific thermal source [15,16].

We note that for the Gaussian-modulated coherent states (GMCS) in the active CVQKD,
the randomness comes from true random number generator, whereas in the passive
CVQKD, the randomness comes from the correlated thermal states which are split from a
common thermal source [17]. The former allows the entanglement source to be controlled
by Eve while the latter requires a trusted source. Moreover, in the active CVQKD, Alice
requires a high-extinction-ratio modulator to adjust the phase and amplitude of the light,
which makes it different to realize in practice. However, in the passive CVQKD, it just need
two homodyne detectors, resulting in the easy implementation of CVQKD in practice [18].

Currently, the passive state preparation has drawn a lot of attention [19,20], but it
has been only focused on DVQKD. However, the passive quantum state preparation in
CVQKD was suggested in 2018 [21] and has been subsequently proven in both theoretical
studies and in experiments [22-24].

So far, CVQKD has been carried out over free space (FS) in the terahertz (THz) band,
and it turns out to be potentially able to meet the needs of high-rate quantum communica-
tions [25]. However, due to effects of environmental thermal noise, the security threshold
of the THz CVQKD is still high in terms of the secret key rate as well as the maximal
transmission distance [26,27]. Fortunately, the atmospheric turbulence can be efficiently
compensated by deploying a suitable adaptive optics (AO) unit to mitigate the turbulence
wavefront aberrations of the received laser carrier signals. In what follows, we will consider
effect of the AO unit on the passive CVQKD over an atmospheric turbulence channel while
taking into account the atmospheric turbulence bubble-modeled channel, which provides
an interesting theoretical model for the THz quantum communications.

3. Passive CVQKD Embedded with an AO Unit

As for its implementation over an atmospheric channel, it can be described as follows.
As shown in Figure 3, we suggest a schematic diagram of the passive CVQKD embedded
with an AO unit, which involves the thermal state in THz band, transmitting over an
atmospheric turbulence channel.
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Figure 3. (a) The AO-based CVQKD system in the atmospheric channel. (b) The phase diagram in
the atmospheric channel. (c) Schematic diagram of Alice’s preparation setup. (d) Bob’s detection
detection setup. BS: beam splitter. PBS: polarization beam splitter. AM: amplitude modulator. VA:
voltage attenuator. PM: phase modulator. WFS: wavefront sensor. RTC: real-time controller. DM:
deformable mirror. PIN: PIN photodiode.

Alice prepares for the Gaussian-modulated thermal state using the THz source. She
performs the Gaussian modulation with two quadrature components, involving amplitude
quadrature (x) and phase quadrature (p). The overall variance that includes the shot noise
and modulation variance is given by V = V4 + V), where V4 is the zero-centered Gaussian-
distributed modulation variance, and Vj is the shot noise described as V;; = 271y + 1. The
parameter 71y is represented as:

_ 1
= k) 1 W

where f denotes the carrier frequency, & is the temperature and k, is Boltzmann'’s constant.
The shot noise fluctuates due to thermal fluctuations and modulation. Alice measures
the coherent states projected on one mode, while she projects another state, transmitting
through the untrusted channel. The signal and local oscillator (LO) pulses are split by a
50:50 beam splitter, one part of which is used for homodyne detection and another part of
which iz split by a 90:10 beam splitter. The LO path is attenuated before being modulated
by amplitude modulator and phase modulator, while the signal path is only attenuated by
the attenuator before being multiplexed by PBS.

At the receiver, Bob measures the weak quantum signal with the aid of the strong LO
in a shot-noise-limited homodyne or herterodyne detector. Upon receiving the signal and
LO pulses, he demultiplexes the pulses with PBS. An AM is applied on the signal path to
randomly attenuate the amplitude for shot-noise estimation. Before performing detection,
an AO unit is applied on the signal path and LO path to measure and correct wavefront
wavefront distortions to restore signal quality and increase the secret key rate by flattening
the distorted wavefront. After that, Bob performs optical coherent detection to estimate the
excess noise.

The AO unit is combined with the wavefront corrector, the wavefront controller and
the wavefront sensor. In Figure 3d, the wavefront aberrations of the received beam are
measured by the wavefront sensor as the feedback signal. On the basis of the feedback
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signal, the wavefront corrector controls the wavefront controller. Finally, the wavefront
corrector performs wavefront correction. It can be employed to compensate atmospheric
turbulence and improve the quality of the beam.

In Figure 4, we show that the proposed AO unit can be regarded as a filter in practice.
The quantum signal follows Gaussian distribution in time domain mixed with excess noise
in the turbulence channel. Followed by the employed AO unit, which can be performed
with the least mean square (LMS)-based adaptive algorithm, we find that the signal can be
efficiently recovered while using the homodyne detection at the receiver.

(a) (b)
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Figure 4. The effect of the proposed AO unit on the transmitted quantum signals in THz band over
turbulent atmospheric channel. (a) The waveform of the original Gaussian-distributed signal in time
domain. (b) The waveform of signal mixed with Gaussian-distributed noise in time domain. (c) The
processed waveform of signal mixed with Gaussian-distributed noise after AO unit in time domain.
(d) The signal error of the processed signal.

We note that in an AO unit, a wavefront sensor is applied to correct distorted wave-
fronts by physically distorting the reflective face sheet using mechanical actuators. The
closed-loop control system as a feedback to correct atmospheric turbulence, leading to
diffraction-limited images. The real-time controller (RTC) instructs the deformable mirror
(DM) to adapt to the aberrations. The AO combining electronics with optics can realize
the real-time detection of distorted wavefront and then correct distorted wavefronts in
real time.

4. Turbulence Bubble-Modeled Atmospheric Channel

The atmospheric turbulence can be modeled with the elliptic-beam model and ran-
domly distributed atmospheric bubbles. The elliptic-beam model has been used for descrip-
tion the atmospheric turbulence in the FS CVQKD [27], while the geometric optics can be
applied for conceiving the propagation process of the turbulence bubble-modeled channel.



Symmetry 2022, 14, 2128

6 of 10

In the light of the geometric optics, the turbulence model turns out to be a bubble with
a refractive index 7. The varying refraction index contributes to the light refraction as
the light crosses the bubble interface. As shown in Figure 5a, the incident ray is refracted
on the bubble surface at 61, and then the reflected ray travels through the atmospheric
channel with the refraction index n;. Subsequently, the refracted angle reaches ,. When
the incident ray is not reflected, it follows law of refraction given by:

ni sin 91 = nzsin 92. (2)
Therefore, we achieve the transmittance ratio Ty through the turbulence bubble:
Ty = (cos 6 cos 6 + sin 0; sin 6,)2. (3)

As shown in Figure 6, we find that the received noise that is generated from the
turbulence bubble-modeled channel for atmospheric channel at the receiver depends on
the transmission distance and the modulation variance. For the given modulation variance,
the long transmission distance results in the large channel-added noise. The reason for this
is that when the atmospheric turbulence gives rise to the fluctuation in the refractive index,
the wavefront of the arriving beam is undermined, which degrades the performance of the
transmission beam by contributing to beam wandering and the redistribution of energy
across the beam section (beam broadening and deformation) [28,29]. The Monte-Carlo
method can also be used to illustrate the transmittance as a function of incident angle
in Figure 5b. With the decreasing refractive index #;, the transmittance shows a slighter
downward trend.
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Figure 5. Diagram of the bubble-based atmospheric turbulence channel. (a) Continuous refraction of

photon over atmospheric turbulence channel. (b) The transmittance ratio as a function of incident
angle 6.
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5. Performance Analysis

In what follows, we evaluate the performance of the AO-based CVQKD system while
illustrating the influence of the turbulence bubbles model on CVQKD over atmospheric
turbulence. In numerical simulations, we take the refracted angle #; = 45° and the refractive
index 1 = 1 in the atmospheric channel. According to the Monte-Carlo simulations in
Figure 5b, the transmittance ratio T depends on the refracted index ;. For n, = 0.8465,
the total reflection achieves the low refractive index, and there are photons transmitted
through turbulence bubbles. As the refractive index reaches n, = 1.1753, the transmittance
gradually decreases.

While considering the turbulence bubble-modeled channel for the CVQKD system, we
perform numerical simulations, as shown in Figure 7, and the results demonstrate the effects
of the refractive index 1, on the secret key rate of the system. In numerical simulations,
we take the closed-loop control frequency as 800 Hz. According to the parameters 7, in
turbulence bubble-modeled channel, the secret key rate of the AO-based CVQKD system
has been decreased for n, € {1.1753,0.8465}, which is compared with the parameter
ny = 1. For the given transmittance, we find that the deviation in refractive index 7,
has an effect on the secret key rate of the CVQKD system, which confirms the turbulence
bubble-modeled channel that can be used to describe the transmission characteristics of
atmospheric turbulence.

Furthermore, while deploying a suitable AO unit at the receiver on the signal path
and LO path to measure and correct wavefront distortions to enhance the signal quality, the
secret key rate of the CVQKD system can be increased by flattening the distorted wavefront,
as shown in Figure 8a. We find that the secret key rate of the AO-based CVQKD system
has been increased compared with the traditional system. The large transmittance usually
results in high secret key rates. In addition, we achieve the total noises involving the
channel-added noise, the AO-added noise and the detection-added noise, as illustrated in
Figure 8b, where the parameter of the channel-added noise x;;,, is related to the electrical
noise and transmission T and the AO-added noise x;, = 0.65. We choose the mean detection
efficiency of the original protocol as 7;, = 0.7, which is approximately equal to the actual
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values. We find that the total noise decreases because of the added AO unit at the receiver.
The reason is that the efficiency introduced by AO outweighs the AO-added noise. Since
the AO unit realizes the real-time detection and compensation of the distorted wavefront,
the quality of the optical signal is improved [30], leading to the performance improvement
in the passive CVQKD over the atmospheric turbulence channel. Namely, the AO unit that
functions as a filter can be used for quality improvement of the deteriorated signals at the
receiver against atmospheric turbulence in quantum communication scenarios.
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Figure 7. The effect of the refractive index 1, on performance of the FS CVQKD in the terahertz band

over turbulence bubbles.
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Figure 8. (a) The performance of the AO-based CVQKD system. (b) The total noise o consists
of the channel-added noise xj;;,,, the AO-added noise xy and the detection-added noise xj,. The
parameter )7, is related to the electrical noise €,; and transmission T.
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6. Conclusions

We have developed an atmospheric channel model based on atmospheric turbulence
bubble combined with an elliptic-beam model, which provides the feasibility of the passive
CVQKD in THz with a high rate and long-distance transmission. We demonstrate character-
istics of the atmospheric turbulence bubble-modeled channel involving the refraction index.
Taking into account an effect of the channel-added noise and excess noise, we suggest a
suitable AO-embedded detector for performance improvement in the passive CVQKD over
atmospheric turbulence channel. Numerical simulations show that the performance of
the passive CVQKD system can be improved while employing an AO unit in detection to
measure and correct wavefront distortions against the atmospheric turbulence. It demon-
strates an approach to improve the performance of the THz CVQKD with a high rate and
long-distance transmission over atmospheric turbulence. However, the limitation of the
turbulence bubble-modeled channel is to create the theoretical sketchy model of quantum
communication over atmospheric channel without involving the strict proof in practical
implementations. As for its practical security analysis, it is left for our future work based
on space modulation devices in experimental implementation of the AO-based CVQKD
over atmospheric turbulence.
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