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Abstract: Currently, Internet of Things (IoT)-based cloud systems face several problems such as
privacy leakage, failure in centralized operation, managing IoT devices, and malicious attacks. The
data transmission between the cloud and healthcare IoT needs trust and secure transmission of
Electronic Health Records (EHRs). IoT-enabled healthcare equipment is seen in hospitals that have
been implementing the technology for many years. Nonetheless, medical agencies fail to consider
the security risk associated with healthcare IoT devices, which are readily compromised and cause
potential threats to authentication and encryption procedures. Existing cloud computing methods like
homomorphic encryption and the elliptic curve cryptography are unable to meet the security, identity,
authentication, and security needs of healthcare IoT devices. The majority of conventional healthcare
IoT algorithms lack secure data transmission. Therefore, fog computing is introduced to overcome
the problems of IoT device verification, authentication, and identification for scalable and secure
transmission of data. In this research manuscript, fog computing includes a hybrid mathematical
model: Elliptic Curve Cryptography (ECC) and Proxy Re-encryption (PR) with Enhanced Salp Swarm
Algorithm (ESSA) for IoT device verification, identification, and authentication of EHRs. ESSA is
incorporated into the PR algorithm to determine the optimal key size and parameters of the PR
algorithm. Specifically, in the ESSA, a Whale Optimization Algorithm (WOA) is integrated with the
conventional Salp Swarm Algorithm (SSA) to enhance its global and local search processes. The
primary objective of the proposed mathematical model is to further secure data sharing in the real time
services. The extensive experimental analysis shows that the proposed model approximately reduced
60 Milliseconds (ms) to 18 milliseconds of processing time and improved 25% to 3% of reliability,
compared to the traditional cryptographic algorithms. Additionally, the proposed model obtains a
communication cost of 4260 bits with a memory usage of 680 bytes in the context of security analysis.

Keywords: elliptic curve cryptography; healthcare management system; internet of things; proxy
re-encryption; salp swarm algorithm

1. Introduction

In recent decades, IoT-based cloud systems have gained more attention among re-
searchers, because of their higher flexibility and scalability [1]. However, they faces several
problems such as the handling of enormous IoT devices, privacy leakage, malicious attacks,
and failure in single point centralized operation. Specifically, the IoT has inherent prob-
lems for scalability and capacity, especially in healthcare [2,3]. In a real-time scenario, IoT
devices create a huge amount of healthcare data. In IoT networks, the heterogeneity and
homogeneity of the IoT devices has privacy and security problems, where the identification
of IoT devices is indirectly linked to the security and protection of healthcare data [4,5]. For
instance, intruders or attackers easily impersonate sensors and hack the IoT devices, which
results in faulty values. The motivation of the present study is to design an authenticable,
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reliable, and secure IoT-based cloud system for sensitive healthcare data [6]. The combina-
tion of IoT and fog computing currently works as a centralized server and resolves many
problems like packet errors, unsafe codes in smart contracts, malicious behavior of nodes,
etc. [7,8].

Cloud servers are utilized to analyze, process, and store enormous amounts of health-
care data in IoT systems, which are generated from IoT devices [9]. Three major concerns
that need to be addressed in cloud servers and healthcare IoT for the secure transmission of
data remain, such as: (i) effective key verification in the distributed environments, (ii) the
authentication of EHRs, and (iii) the secure identification of IoT devices. Error and data
loss are intolerant in the IoT systems, and healthcare data is more sensitive, needing to be
updated every second [10,11]. Several analytical models, protocols, and algorithms are de-
signed for healthcare IoT in order to overcome the aforementioned problems. For the secure
transmission of EHRs, the majority of existing studies focused on complex algorithms and
heavy communication protocols related to memory and computation requirements [12,13].
Due to the centralization of cloud servers, most of the existing studies face a problem of
single point failure [14,15]. In this research manuscript, an intelligent fog computing-based
model is implemented for secure transmission of EHRs. The proposed model has a hybrid
mathematical model (ECC and PR with ESSA) in order to resolve the above-discussed
problem. The contributions are presented below:

e  The design of an effective fog computing based on hybrid mathematical model for the
reliable and secure sharing of healthcare data between doctors, IoT devices, patients,
and fog nodes.

e A proposal for decentralized fog computing with a hybrid mathematical model (ECC
and PR with ESSA) for reliable data transaction and transmission. The proposed
model effectively authenticates, identifies, and verifies the EHRs.

e  The hybrid mathematical model (ECC and PR with ESSA) performs effective target
and data source verification, and transmitted healthcare data authentication utilizing
dissimilar IoT devices and fog nodes. The generated medical data is encrypted and
decrypted using a hybrid cryptographic algorithm.

e  The proposed ESSA determines the optimal key size and parameters of the PR algo-
rithm. This process ensures that the generated keys are the appropriate length for
security that reduces the computational overhead and overall resource consumption.
The proposed algorithm'’s efficacy is analyzed using dissimilar performance measures
such as energy consumption, throughput, response time, execution time, processing
time, packet error, reliability, and verification time.

This manuscript is designed in this manner: research articles related to the topic
“healthcare management system” are surveyed in Section 2. The details about methodology,
security analysis, and the conclusion of the proposed model are described in Sections 3-5.

2. Literature Survey

Tuli et al. [16] introduced a novel healthcare system (Health-Fog) that integrates
ensemble deep learning models with the edge computing devices. In this study of the
literature, the developed system was implemented in the real time applications, particularly
for heart disease analysis. The fog-bus was utilized in the fog-enabled cloud system
for deploying and testing the effectiveness of the developed system by means of power
consumption, jitter, execution time, accuracy, network bandwidth, and latency. Here, the
experimental analysis was done for heart disease data for predicting whether the patients
have a heart problem or not. Das and Namasudra [17] have integrated Serpent, Advanced
Encryption Standard (AES) and ECC algorithms for securing sensitive healthcare data
in the IoT systems. The developed system integrates asymmetric and symmetric based
encryption algorithms that superiorly enhances the security of healthcare data and integrity
of data. The performance comparisons and security evaluations were presented in this
study to validate the efficacy of the developed system. The discussion and the obtained
results demonstrate the efficacy of the developed system.
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Geetha et al. [18] introduced a novel Secure Medical Image Management (SMIM)
system based on the Pigeon Inspired Optimization (PIO) algorithm. Initially, the medical
images were transformed into twelve shares by implementing Secret Share Creation (55C)
method, and further, the encryption process was accomplished utilizing the ECC algorithm.
In this study, the PIO algorithm was employed for optimizing the key generation process
in the ECC algorithm that aims to increase medical data security. In this research study, a
widespread experimental analysis was done in order to demonstrate the effectiveness of
the presented system, and the results state that the presented system obtained a better Peak
Signal to Noise Ratio (PSNR) than the existing systems. Park et al. [19] have integrated
a PR algorithm with blockchain for the effective management of EHRs. In this study, the
proxy server initially re-encrypts the ciphertext between the servers in order to resolve
data sharing problems. Generally, the outsourcing companies cannot access the EHRs or
servers, because the servers were separated from the blockchain systems. Here, blockchain
technology helps data owners to access and control EHRs by utilizing smart contracts,
which enables the effective and secure sharing of EHRs.

Sutradhar et al. [20] integrated a fruit-fly optimization algorithm with a dynamic
encryption algorithm for the effective encryption of healthcare data. Here, the evaluation
measures—such as storage footprint, power consumption, communication overhead, and
lifetime—demonstrate the efficacy of the developed system, and the achieved results were
better than the comparative models. In addition, Ali et al. [21] integrated a homomorphic
encryption algorithm with blockchain for securing healthcare data. The presented model
frequently updates the policies and performs a secure key revocation process, which
enables secure access to the patient’s healthcare data. The integration of blockchain with
the presented model resolves the security issues and improves the efficiency of digital
healthcare data sharing. The extensive numerical analysis states that the presented model
provides secure and transparent data sharing with cost-effectiveness.

Verma et al. [22] implemented a novel healthcare monitoring system that integrates
automated monitoring with deep learning models. The developed healthcare monitoring
system utilizes fog-bus in order to demonstrate its effectiveness by means of power con-
sumption, network bandwidth, process execution time, jitter, accuracy, and latency. Ahmad
et al. [23] developed a new IoT based health monitoring system using machine learning
techniques. Initially, a rectangular window was applied for categorizing the time signals,
and further, feature vectors were extracted from the categorized signals by implementing
Mel Frequency Cepstral Coefficients (MFCC). By using the extracted features, the Support
Vector Machine (SVM) classifies the signals into faulty or normal.

Sundas et al. [24] presented a smart healthcare system—HealthGuard—which inte-
grates four models: random forest, decision tree, k-nearest neighbor, and artificial neural
network. Here, around eight medical devices were utilized for training the healthcare
system. The numerical analysis demonstrates the efficacy of the presented system and
its ability against harmful attacks. Qureshi et al. [25] presented a mobile health system
based on machine learning and statistical techniques. In this study, the presented system
classifies cardiovascular diseases based on their seriousness. The efficacy of the presented
mobile health system was validated by means of specificity, sensitivity, and accuracy, and
the achieved results were superior to those of the existing systems.

Shahnawaz Ahmad, Shabana Mehfuz, and Javed Beg [26] proposed the Hybrid Crypto-
graphic Approach (HCA), which was introduced to improve the Key Management System
(KMS) in cloud environments. A combination of AES and ECC cryptography was utilized
to encrypt and decrypt the data, while an asymmetric ECC approach was used to generate
the key. It was discovered that the hybrid ECC-AES model required less time than the
AES model and other versions that were already in use. The suggested technique is more
dependable than AES and has been able to resolve the key exchange issue. HCA-KMS was
therefore created to offer strong security standards for medical data. Data security cannot
be achieved by using encryption and key management techniques only as a preventative
measure against specific threats.
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Kondaka et al. [27] implemented a healthcare system based on machine learning
models with an intelligent cloud system. The efficacy of the developed healthcare system
was validated by means of communication efficiency, accuracy, and storage capacity. The
extensive empirical analysis states that the developed healthcare system delivers a drastic
improvement in the healthcare parameters. Shukla et al. [28] presented an Advanced
Signature-Based Encryption (ASE) algorithm for health data authentication and IoT device
verification and identification. The primary aim of this study was to secure patient’s health
data in the real time service. The presented ASE algorithm provides secure services for
transmission and transaction near the edge. The extensive simulation analysis showed that
this AES algorithm achieved better throughput and reliability. The literature survey of the
existing studies is given in Table 1.

Table 1. Literature survey of the existing studies.

Author Methodology Drawbacks

The ensemble of different deep learning
Tuli et al. [16] Ensemble deep learning models models increases the time complexity of the
developed healthcare system.

The integration of three encryption algorithms
Das and Namasudra [17] Serpent, AES, and ECC increases the system complexity and
execution time.

The presented system'’s performance was
further improved by integrating the SMIM
system with the blockchain technology,
especially in the healthcare sector.

Geetha et al. [18] SSC, ECC, and PIO

The security analysis demonstrates the efficacy
Park et al. [19] PR algorithm with blockchain of the developed system, but the PR algorithm
introduces additional computational overhead.

Fruit-fly optimization algorithm with Key management was a major challenge in

Sutradhar et al. [20] dynamic encryption algorithm this study.

However, the compatibility and reliability of

Homomorphic encryption algorithm the presented healthcare system needs to be

Ali et al. [21]

with blockchain further improved in the real-world settings.
Generally, deep learning models need an
. enormous amount of labeled data, but it was
Verma et al. [22] Deep learning models challenging to obtain labeled data in the
healthcare system.
Ahmad et al. [23] MFCC and SVM
HealthGuard, integrates four models: The inclusion of traditional machine learning
Sundas et al. [24] random forest, decision tree, k-nearest models in the healthcare system faces concerns
neighbor, and artificial neural network. like outliers and overfitting.
Qureshi et al. [25] SVM and decision tree
However, data security cannot be achieved by
Shahnawaz Ahmad, Shabana HCA-KMS using encryption and key management

Mehfuz, and Javed Beg [26] techniques only as a preventative measure
against specific threats.

The presented model has high processing time,
particularly in the context of healthcare
monitoring paradigm

iCloud assisted intensive deep learning

Kondaka et al. [27] model

ASE algorithm has complex mathematical
Shukla et al. [28] ASE algorithm operations that result in high
computational overhead.
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According to the comprehensive analysis, secure communication through distributed
fog computing and decentralized technology is necessary for the transmission of healthcare
IoT. IoT devices in the healthcare sector are resource-constrained and perform inadequately
as their number increases. As a result, the fog nodes receive the healthcare data, and the
IoT network is split up into multiple nodes. These fog nodes are dispersed among multiple
clusters. The storage of IoT data related to healthcare was also unattainable, so this research
turned to fog nodes, which offer a secure platform with extra cryptographic security
features. Furthermore, previous efforts to ensure secure data transmission in the context
of the IoT in healthcare exclusively addressed complicated communication protocols and
algorithms associated with computation and memory needs; therefore, they encountered
a single point of failure because of a centralized cloud server. As a result, healthcare
identification and authentication continue to be a difficult issue that has not received
enough attention. In order to overcome the above-stated problems, a novel healthcare
management system based on a hybrid cryptographic algorithm (ECC and PR with ESSA)
is introduced in this research manuscript. The ESSA determines the optimal key size and
PR algorithm parameters, which ensures that the generated keys have suitable length for
security to reduces the computational overhead and overall resource consumption in the
healthcare data.

3. Methods

In this manuscript, the proposed fog computing system comprises healthcare IoT
devices, smart contracts, fog computing storage, and IoT networks. Here, the healthcare
data are stored in the master fog servers and fog nodes instead of storing in cloud servers
and blockchain [29-31]. In this scenario, the fog-storage effectively groups the EHRs, which
are created from the devices. It is necessary to prove that the healthcare data and IoT
devices are authenticated with key exchange and device identification. The research steps
involved in this work are depicted in Figure 1.

Investigation of healthcare ****®*****q

- L4
IoT requirements 6%
LA L L LAl ] L) 0.
L) : »
0.0

Data formulation

L 1) ..........
[ ]
..:..
Design of hybrid
mathematical model: ECC
and PR with ESSA

Performance validation

Figure 1. Research steps involved in this work.

3.1. System Model

The designed system model includes three outlines, such as key components, interac-
tions and processes, and security measures. The important key components in this system
are fog nodes, healthcare IoT devices, cloud infrastructure, fog-computing infrastructure,
an authentication and identification module, and a hybrid cryptographic algorithm. Next,
the interactions and processes phase comprises following steps: (i) registration (IoT devices
are registered with this system); (ii) authentication (used hybrid cryptographic algorithm
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(ECC and PR with ESSA) for securing device authentication); (iii) access control (access
control policies are enforced for restricting unauthorized access); (iv) data encryption (to
ensure the integrity and confidentiality of sensitive medical data); (v) fog computing (to
improve system efficiency and to enable real time analytics and response); and (vi) secure
communication (to enable secure communication among cloud, fog nodes and IoT devices
using the hybrid cryptographic algorithm). Finally, the security measures phase includes
three important processes such as key management, the monitoring of system activities,
and regular authentication checks. A pictorial presentation of the system model is given in
Figure 2.

Healthcare 1oT Fog Computmg Cloud
Devices Infrastructure Infrastructure
] L} 1
v v v
Identification and
Registration Authentication Da‘r;rz ‘::(;I:;g_e i
Module w8
i I I
v v v
Hybrid
Cryptographic Fog Nodes Cloud Services
Algorithm
Y v v
Secure ) . Remote Data
Communication U R

Storage @

Figure 2. Pictorial presentation of the system model.

Testing the identification and authentication of IoT devices to monitor electronic health
records (EHR) involves ECC security measures to ensure the integrity and confidentiality of
patient data. This process contains registering each IoT device within the network, captur-
ing unique identifiers and relevant metadata. Strong authentication mechanisms, including
multi-factor authentication and role-based access control, are then employed to verify the
identity of devices and restrict access to authorized users only. Secure communication
protocols, specifically HTTPS, are implemented to encrypt data transmission and prevent
unauthorized access. Penetration testing, regular audits, and security assessments are
conducted to identify vulnerabilities. Continuous monitoring tools are utilized to track
device activities and detect suspicious behavior, while updates and patches are regularly
applied to mitigate emerging threats. The primary purpose of this approach is to safeguard
electronic health records, prevent unauthorized access, and maintain compliance with user
requirements ensuring the security and privacy of patient information throughout the
healthcare ecosystem.

3.2. Elliptic Curve Cryptography Algorithm

The ECC is utilized for performing many security functions such as digital signatures,
authentication, encryption, etc. [32,33]. A finite elliptic curve in a prime field is defined in
Equation (1).

E(p,a,b) = {(x,y) XY € Zpy* =x°+ax+ b(modp)} u {0} (1)
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where Z, = {0,1,....,p — 1}, p is represented as a prime number, and a A b € Z, should
satisfy the criteria presented in Equation (2).

4a3 4 27b* # 0(modp) )

where the point at infinity is represented as ‘O and it acts as an identity element [34,35]. The
inverse of a point P = (x,y) € E(p,a,b) is specified in Equation (3).

0 P="0
—P= {(x, p—y) otherwise} ®)
In every pair of points P, Q € E(p,a,b), the sum point R = P + Q is determined as
the inverse of 3rd intersection line PO with curve E. If P = —(Q, the additional results are

determined ‘0, as shown in Equation (4).

P, Q="0
N @

R(xr,yRr), otherwise

where xg = A2 — xp — xg(modp), Ayg = A(xp — xg) — yp(modp). The function A is deter-
mined in Equation (5).

_[(yo—yp)/(xg—xp), P#Q
A‘{ (353 +a) /2y, P:Q} ®

Inapoint P € E(p, a,b), a scalar point multiplication k € Z, is denoted in Equation (6).

o, k=0 } ©)

kP = {P +(k—1)/P, otherwise

Based on Hasse’s theorem, the points on a finite elliptic curve E(p, a,b) are bounded
as shown in Equation (7).

p+1-2/p<E(pab)<p+1+2p 7)

In the present scenario, there is no effective algorithm in finding k € Z, and the
hardness of this concern forms the basis of ECC. The secret k is hidden in the structure of
P = kG. The visual diagram of elliptic curve is denoted in Figure 3 [36].

y=x*+ax+b R

f _

v

Figure 3. Visual diagram of elliptic curve.
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3.3. Proxy Re-Encryption with Enhanced Salp Swarm Algorithm

In this scenario, the PR algorithm converts the encrypted ciphertext of ECC into an-
other encryption using another key. In the initial phase of the PR algorithm, the data owner
encrypts the healthcare data utilizing a public key PK 4. In this algorithm, the data owner
generates a pre key RK 4_,p to the master fog servers with fog nodes. Here, the fog servers
transform the ciphertext, which is encrypted using the public key PK,4 of the data owner.
The respective ciphertext is decrypted by using the recipient’s (doctors/patients) secret key
SKp without utilizing the elemental plaintexts SK 4 and SKp [37,38]. The systematic process
of the PR algorithm is determined below; here, prime order is denoted as g, multiplicative
group of g is stated as G, and the random generator of G is specified as g. The step involved
in the proxy re-encryption algorithm is given below.

o Key generation: Initially, the data owner selects a random element g" € G as a secret
key SK 4, n represents private key, a € Z; and a public key PK,4. In addition to this,
the recipient’s (doctors/patients) public key and secret key pair (PKp, SKp is (b, g° ) .
Here, the pre-key RK 4,5 = b/a(modq) is used to transmit the ciphertext, which are
encrypted and decrypted by PK4 and SKp.

e  Encryption: The sender selects r € Z; in order to encrypt the healthcare data, and
generates ciphertext C4 = (Ca1,Ca2) = (§'m, g"").

e Decryption: The data owner decrypts the healthcare data utilizing a secret key by
calculating C41/ (CAz)l/“ based on ciphertext C4 = (Ca1,Caz).

e Re-encryption: The master fog servers convert C4 to Cp based on RK4_,p. It is
decrypted by the recipients (doctors/patients): Cp; = C47 and Cpp = (C AZ)RKA*B. By
calculating Cp,/(C 32)1/ b the recipients (doctors/patients) decrypt healthcare data
with a secret key b by utilizing the ciphertext (Cp1, Cpy. In this algorithm, the generated
healthcare data is encrypted twice; initially, the healthcare data is encrypted by the
data owner using public key, secondly, re-encrypted utilizing pre-key. In this scenario,
the PR algorithm is worked on the basis of ElIGamal encryption algorithm [39,40]. The
schematic diagram of PR algorithm is given in Figure 4.

. Proxy
N

& Re-Encrypt
o ]

Encrypt | | Decrypt

Re-Encrypt key .

Sender Recipient

Figure 4. Schematic diagram of PR algorithm.

This study presented a model of secure data transmission by utilizing identification
and authentication using ECC and PR. The dynamic topology of the network leads to failure
of the links, which changes the key size and similarly offers a chance for the attackers to
come in into the network. The identification of such unauthorized users requires secure
key exchange process. Therefore, ESSA is used for optimal generation of keys to enhance
security. The combination of ECC and PR with ESSA provides security in an efficient
manner to authenticate the client entering the network.
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In this study, the ESSA is implemented for the optimal generation of keys in the PR
algorithm for the scalable transmission of healthcare data. The SSA is one of the effective
meta-heuristic optimization algorithms, which mimics salps swarming behavior. Generally,
all the salps are connected in the form of chain-like structure that assists salps in predation
and movement. In this algorithm, the salps are categorized into two groups such as
follower’s salps (key length) and leader’s salps (key pairs) [41,42]. The leader’s salps
explores the location, where it considers food source as the objective function and rapidly
updates its positions based on Equation (8).

() + c1((ubj — Ibj) x 2 +1b;),c3 < 0.5

(t) —C1 ((ub] — lb]) X €y + lbi),Cg > 0.5 ®)

X:
Xt D) = (]

where lower bounds are represented as [b;, upper bounds are denoted as ubj, and number of
iterations is stated as t. In the j** dimension, Xj and X j are denoted as the present positions
of the food source and salp leader. The independent random numbers are indicated as
¢ and c3, which usually ranges between zeros to one. The parameter coefficient c; is
crucial in the conventional SSA for balancing the exploitation and exploration ability, which
non-linearly decreases from two to zero, as mentioned in Equation (9).

2

o = 2¢ (T 9)

where the maximum number of iterations is indicated as T and the present iteration is
stated as t. The key length moves with the key pairs after updating the positions. The key
lengths are updated as per the key pairs, which are expressed in Equation (10).

Xyj(t+1) = %) (10)

where i > 2, X; ; is represented as the i" follower’s positions in the j* dimension.

In the ESSA, the WOA is integrated with the conventional SSA for enhancing the
global and local search processes. First, the WOA generates a random population for a
predefined number of search agents. WOA, a unique intelligent optimization method
which draws inspiration from the way whales hunt in groups in the wild. The benefits
of this method include its ease of implementation, reduced number of parameters, and
basic simplicity.

In the ESSA, the search agents are moved with the best-fit agents. If the present best
fit agent is entrapped in local optima, all other search agents fall with it [43,44]. Before
performing every operation using WOA, the leader mechanism Equation (9) of conventional
SSA is utilized for updating the population position in order to escape from the problem
of dilemma. In the ESSA, the non-linear parameter c; is used in the bubble-net attacking
phase and for optimal key generation, which superiorly balances the key length and key
pairs. The parameters considered in the ESSA are determined as follows: lower bound is
0.3, upper bound is 0.9, number of iterations is 100, and population size is 100. A numerical
examination of the proposed hybrid mathematical models (ECC and PR with ESSA) is
presented in Section 4. The flowchart of the proposed model is shown in Figure 5. The
pseudocode of ECC and PR with ESSA model is represented as Algorithm 1.
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Algorithm 1: Pseudocode of ECC and PR with ESSA model

Input: Encrypted H, Signers (fog node), and Signed Public key (SKp,;)
: START

: for each Hj,1 device aC; is issued

: (Fog computing model is created)

: Data classification

:if (PHD = Sensitivep,;,) then

: get geo-location and send the data for verification to f,
: else if (HD = non — sensitive)

: then

: H send to f; to Cs

10: f;, allocates the HD to f;.

11: for each H to (Hj,r «+ Ct)

12: G+ Ts +— H

13: if fs = Awvailable

14: allocate the HD

15: else no allocation

16: end if

17: end

18: function HD Authentication H

19: HDRetrive (Proty)

20:ifC=C

21: then

22: Mutual Authentication (Hor,, Hior,, fu, fs, Pax, dy)

23: function VERIFICATION (c, SKpub>

24: Hashc « calculate hash of the received encrypted H to be verified
25: Using Public Key SKp,,;, of Hy,1, extract Hashp of Hyyrpp file

26: if hash = hash then

27: return C

28: else

29: return “Signature incorrect”

30: end if

31: end function

O 00 NI O U1 i W IN =

Start

Initialize the population and all
salps positions

)

Calculate fitness valne —

i

Update leaderand follower salps positions

[

Generate new position basedon
WOA
No

Eeachthe maximum
population

§  Yes

Complete and save the best fitness

!

No

Stopping criteria
meets?

Yes ‘

Stop

Figure 5. Flowchart of the proposed model.
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4. Results and Discussion

In this scenario, the proposed hybrid mathematical model’s (ECC and PR with ESSA)
execution is analyzed and evaluated. The effectiveness of the fog computing-based model
is analyzed by performing different experiments and simulations. The primary objective
of this experiment is to identify and authenticate the IoT devices and healthcare data for
the scalable transmission of patient EHRs in a fog—IoT environment. Here, the experiment
is carried-out for healthcare IoT in a real-time scenario. Furthermore, the python-Spyder
editor tool and iFogSim are utilized for simulating the fog computing-based model. the
hybrid mathematical model (ECC and PR with ESSA) in particular is implemented by using
the iFogSim simulator. The proposed model is implemented utilizing python and NetBeans
with many classes, modules, and main packages. The software and hardware specifications
used for implementation are detailed in Table 2. The efficacy of the fog computing-based
model is analyzed in light of response time, energy consumption, throughput, execution
time, processing time, packet error, reliability, and verification time.

Table 2. Software and hardware specifications used for implementation.

Software and Hardware Specifications
Language Python
Platform iFogSim and Spyder
Type of system 64-bit windows operating system
Processor Intel core i9 12th generation
Random Access Memory (RAM) 128 GB
Computer Processing Unit (CPU) 5.30 GHz

4.1. Quantitative Analysis

Here, the IoT system comprises clients, IoT devices, fog nodes, and sensors. A hybrid
cryptographic algorithm is utilized in this fog computing-based model for transmitting
the EHRs to fog storage, and the devices permit the doctors and patients in acquiring the
patients” health details. The cloud servers verify the IoT devices which raises the overhead
associated with infrastructure and maintenance costs. Consequently, the IoT data can be
authenticated using the IoT device identity. Identification of IoT devices in healthcare is
crucial for access control and authentication. An integrated fog computing-based model
operates in a decentralized and distributed setting which can be used to accomplish this.
The following subsection shows the analysis of the identification and authentication of
Healthcare IoT outcomes.

4.1.1. Analysis of Identification in Healthcare IoT

Here, the Giga Ethernet is used for fog node communication, the maximum CPU
power is set as 150 watts, and the idle CPU power is set as 100 watts. The description
about fog devices is given in Table 3. In this research manuscript, the performance of
the proposed fog computing system is validated for five different configurations. In
configuration 1, three EEG IoT devices are utilized for transmitting the data to the fog
devices. Configuration 2 contains four EEG IoT devices for transmitting the data to the fog
devices 1 and 2. Correspondingly, configurations 3, 4, and 5 have five, six, and seven EEG
IoT devices, respectively, for transmitting data to fog devices 1 and 2. Configuration 6 has
100 EEG IoT devices connected to fog device 1 and 2 for scaled data analysis. Additionally,
the configuration of the EEG sensor is detailed as follows: length of network in bytes is
24,000 bytes, length of CPU is 1250 million instructions, and the arrival time of data packet is
25 milliseconds (ms). The description of edge module with regard to length of network and
length of CPU in displayed in Table 4. Table 4 clearly shows that the Electroencephalogram
(EEG) data stream accomplished a network length of 2100 with 1200 Million Instructions
Per Second (MIPS), which is better than the other types of tuples. In addition to this, the
description of NLs for configurations 1, 2, 3, 4, 5, and 6 are represented in Tables 5-10.
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Table 3. Description of fog devices.

Tables 5-10 show how latency values are calculated for different configurations with
various sources.

(EEG) data stream

Type of Device RAM (GB) CPU (GHz)

Cloud server 1 4 4
Master fog controller 3 3

Fog device 1 (mobile device) 2 2.6

Fog device 2 (mobile device) 2 2.6

Table 4. Description of edge module.
. Length of CPU in Million
Types of Tuples Length of Network in Bytes Instructions Per Second (MIPS)

Sensitive data stream 1700 2800
Health data stream 1700 2200
Raw Electroencephalogram 2100 1200

Table 5. Description of Network Links (NLs) for configuration 1.

Source Destination Latency in ms
EEG IoT-1 Fog device 1 38
EEG IoT-2 Fog device 1 43
EEG IoT-3 Fog device 1 44
Fog device 1 Cloud server 1 67

Table 6. Description of NLs for configuration 2.

Source Destination Latency in ms

EEG IoT-1 Fog device 1 38
EEG IoT-2 Fog device 1 43
EEG IoT-3 Fog device 2 45
EEG IoT-4 Fog device 2 50
Fog device 1 MEC 60
Fog device 2 MEFC 65
MEFC Cloud server 1 68

* MFC-Master Fog Controller.

Table 7. Description of NLs for configuration 3.

Source Destination Latency in ms

EEG IoT-1 Fog device 1 38
EEG IoT-2 Fog device 1 43
EEG IoT-3 Fog device 1 45
EEG IoT-4 Fog device 2 50
EEG IoT-5 Fog device 2 55
Fog device 1 MEFC 60
Fog device 2 MEC 65
MEFC Cloud server 1 68
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Table 8. Description of NLs for configuration 4.
Source Destination Latency in ms
EEG IoT-1 Fog device 1 38
EEG IoT-2 Fog device 1 43
EEG IoT-3 Fog device 1 45
EEG IoT-4 Fog device 2 50
EEG IoT-5 Fog device 2 55
EEG IoT-6 Fog device 2 55
Fog device 1 MEFC 60
Fog device 2 MEC 65
MFC Cloud server 1 68
Table 9. Description of NLs for configuration 5.
Source Destination Latency in ms
EEG IoT-1 Fog device 1 38
EEG IoT-2 Fog device 1 43
EEG IoT-3 Fog device 1 45
EEG IoT-4 Fog device 2 50
EEG IoT-5 Fog device 2 55
EEG IoT-6 Fog device 2 55
EEG IoT-7 Fog device 2 60
Fog device 1 MEC 60
Fog device 2 MEC 65
MEFC Cloud server 1 68
Table 10. Description of NLs for configuration 6.
Source Destination Latency in ms
EEG IoT-1 to EEG IoT-25 Fog device 1 38
EEG IoT-26 to EEG IoT-50 Fog device 1 43
EEG IoT-56 to EEG IoT-75 Fog device 2 45
EEG IoT-76 .
to EEG IoT-100 Fog device 2 50
Fog device 1 MEC 60
Fog device 2 MEFC 65
MEFC Cloud server 1 68

Table 5 clearly shows that fog device with cloud server for the configurations 1
achieved latency of 67 ms. Table 6 demonstrates the description of NLs for the con-
figurations 2; where the MFC to cloud server 1 obtains a latency of 68 ms. Following that,
Table 7 presents the description of NLs for configuration 3, which also obtains a similar
latency of 68 ms for MFC to cloud server 1. Tables 8-10 show the description of NLs for
configurations 4, 5, and 6, which attained a latency of 68 ms on source (MFC) to destination
(cloud server 1).

4.1.2. Analysis of Authentication in Healthcare IoT

Figures 6-8 show that the response time, energy consumption, and throughput of the
fog computing nodes are better compared to the cloud servers. In particular, Figure 6 shows
the response time of cloud servers and fog computing for dissimilar configurations in ms.
Figure 6 shows that the response time increases in both cloud servers and fog computing,
when the number of EEG IoT devices are increased. Here, the response time is the time
consumed by the cloud servers and fog nodes for responding to the IoT devices or end-user
request. The transmission time is ignored when computing the response time. The response
time is the combination of wait time (time taken by the data packets in a queue before
serving) and service time.
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Conversely, Figure 7 shows that the cloud servers consumed more energy than the
fog nodes in dissimilar topology configurations. In a cloud environment, the generation of
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enormous amounts of healthcare data from IoT devices and excessive processor switch-
ing leads to ineffective usage of data packets that results in higher energy consumption.
Additionally, throughput is computed by estimating the success rate of data sharing from
the fog nodes to the user. As seen in Figure 8, the throughput increases when the EEG IoT
devices are increased. The response time, energy consumption, and throughput of cloud
computing and fog computing are shown in Figures 6-8.

The execution time of cloud servers and fog nodes for dissimilar topology configura-
tions is represented in Figure 9. Figure 9 shows that the fog node’s execution time is less
than that of the cloud servers. While increasing the number of devices, the execution time
automatically increased in both fog and cloud computing. The devices are increased in
the configurations 1, 2, 3, 4, and 5 from 3 to 7, and simulators like iFogSim are utilized
for healthcare IoT verification. Five dissimilar configurations are designed in the iFogSim
simulation to verify the success rate of data transmission between the doctors and patients
after authentication. The execution time of fog and cloud computing is specified in Figure 9.
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Figure 9. Execution time of fog and cloud computing.

The scalable analysis for configuration 6 with number of devices (20, 40, 60, 80, and
100) is specified in Table 11. The data in Table 11 shows the relationship between the
number of devices, response time, energy consumption, and execution time within the
IoT system. As the number of devices increases, there is a notable trend of rising response
times, implying potential scalability challenges. Correspondingly, energy consumption
also escalates with the growing number of devices, indicating the demand for energy
resources to manage larger device populations. Additionally, the execution time extends as
the number of devices increases, likely due to increased processing overhead associated
with handling more devices concurrently. These observations underscore the need of the
proposed system to efficiently accommodate expanding device counts. The proposed
system addresses potential bottlenecks and enhance system performance, especially in
scenarios where real-time responsiveness and energy efficiency are critical considerations.

Table 11. Scalable analysis for configuration 6 of 100 nodes.

Number of Devices Resp.onse Time Energy C.Onsumption Exect.ltion Time
(in ms) (in]) (in ms)
20 63 2400 2600
40 78 3100 2900
60 96 3600 3500
80 105 4200 4200
100 128 4700 4700

Table 12 indicates that the processing time of the mathematical model is increased,
while the number of blocks increases. Table 12 clearly shows that the fog node’s processing
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time is limited than the cloud servers. The hybrid mathematical model (ECC and PR with
ESSA) has a lower processing time than the traditional cryptographic algorithms: ECC, PR,
Rivest-Shamir-Adleman (RSA) 2048 bits, Digital Signature Algorithm (DSA), and Diffie—
Hellman (DH) in fog and cloud computing. The minimal processing time of the hybrid
model in fog and cloud computing is 220.18 ms and 598.60 ms with ten blocks. Conversely,
the higher processing time of ECC and PR with ESSA in fog and cloud computing is
389.34 ms and 802.10 ms with 50 blocks. The results show that the hybrid mathematical
model (ECC and PR with ESSA) has better performance than the traditional cryptographic

algorithms in the fog and cloud computing environments.

Table 12. Processing time of fog and cloud computing in ms.

Processing Time (ms)

Blocks Algorithms Fog Computing Cloud Computing

RSA 287.34 675.20

DSA 280.38 660.92

DH 267.62 653.23

10 ECC 245.33 644.58

PR 238.02 623.10

ECC and PR with ESSA 220.18 598.60

RSA 337.65 722.65

DSA 310.22 712.30

DH 308.72 708.74

20 ECC 302.33 690.44

PR 298.22 687.04

ECC and PR with ESSA 280.09 630.42

RSA 376.80 755.54

DSA 350.88 748.61

DH 342.72 740.77

. ECC 333.11 712.29

PR 329.23 707.46

ECC and PR with ESSA 309.12 690.44

RSA 410.62 852.02

DSA 405.42 830.87

40 DH 394.50 820.82
ECC 387.60 810

PR 360 808.18

ECC and PR with ESSA 344.22 788.43

RSA 430.71 876.29

DSA 421.92 860.92

%0 DH 416.56 859.33

ECC 411.28 840.59

PR 400.38 833.23

ECC and PR with ESSA 389.34 802.10

Table 13 represents the packet error of cryptographic algorithms between cloud servers
and fog nodes at dissimilar time intervals (10, 20, 30, 40, and 50 min). Table 13 clearly shows
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that the packet error in cloud servers is higher related to the fog-nodes. In this scenario, the
iFogSim is utilized for simulating the cryptographic algorithms. The iFogSim effectively
records the packet error during data transmission between the cloud servers, end-users, fog
computing nodes, and healthcare IoT. Table 13 clearly shows that ECC and PR with ESSA
for 50 intervals obtained a packet error of 24 for fog computing and 38 for cloud computing.

Table 13. Packet error of fog and cloud computing.

Packet Error

Interval (Minutes) Algorithms Fog Computing Cloud Computing
RSA 16 24
DSA 15 22
DH 13 21
10
ECC 11 18
PR 8 16
ECC and PR with ESSA 6 12
RSA 19 32
DSA 17 27
DH 16 25
20
ECC 14 22
PR 10 21
ECC and PR with ESSA 8 16
RSA 21 31
DSA 20 29
DH 18 28
30
ECC 16 26
PR 13 23
ECC and PR with ESSA 11 22
RSA 24 42
DSA 22 40
DH 21 38
40
ECC 20 35
PR 17 32
ECC and PR with ESSA 16 28
RSA 34 52
DSA 32 50
DH 30 47
50
ECC 29 44
PR 27 40
ECC and PR with ESSA 24 38

Correspondingly, Table 14 represents the reliability percentage of cryptographic al-
gorithms in cloud servers and fog nodes at dissimilar time intervals (10, 20, 30, 40, and
50 min). As shown in Table 14, the fog nodes have a higher reliability percentage than
the cloud server. The minimal reliability percentage of the hybrid model in fog and cloud
computing is 80% and 50% at a time interval of 10 min. Conversely, the maximum reliability
percentage of the hybrid model in fog and cloud computing is 96% and 75% at a time
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interval of 50 min. The obtained results demonstrate the efficacy of the hybrid model over
the traditional cryptographic algorithms.

Table 14. Reliability percentage of fog and cloud computing.

Reliability (%)
Interval (Minutes) Algorithms Fog Computing Cloud Computing
RSA 55 36
DSA 58 40
DH 60 42
10
ECC 62 45
PR 74 52
ECC and PR with ESSA 80 55
RSA 50 36
DSA 58 42
DH 60 44
20
ECC 64 48
PR 76 54
ECC and PR with ESSA 85 60
RSA 58 40
DSA 62 46
DH 63 50
30
ECC 66 52
PR 78 57
ECC and PR with ESSA 90 65
RSA 56 42
DSA 62 50
DH 68 54
40
ECC 70 56
PR 80 61
ECC and PR with ESSA 95 70
RSA 72 52
DSA 76 56
DH 79 59
50
ECC 82 62
PR 88 70
ECC and PR with ESSA 96 75

Table 15 represents the verification time analysis between the fog computing and
cloud computing environments for different cryptographic algorithms such as RSA, DSA,
DH, ECC, PR, and ECC and PR with ESSA. This security verification logic analysis helps
in identifying logical vulnerabilities for enhancing the overall reliability and security of
healthcare services, ensuring the overall security, protecting patient data, and maintaining
regulatory compliance. As shown in Table 15, in comparison to other algorithms, the ECC
and PR with ESSA has minimal verification time for different blocks (10, 20, 30, 40, and 50).
Table 15 clearly shows that proposed ECC and PR with ESSA achieved a verification time
of 486 ms and 910 ms for fog computing and cloud computing, respectively, at 50 blocks.
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Table 15. Verification time of fog and cloud computing in ms.
Verification Time (ms)
Blocks Algorithms Fog Computing Cloud Computing

RSA 385 763

DSA 350 754

DH 327 748

10 ECC 318 742

PR 308 720

ECC and PR with ESSA 297 692

RSA 480 828

DSA 476 805

0 DH 463 800

ECC 414 788

PR 396 784

ECC and PR with ESSA 384 767

RSA 490 894

DSA 488 881

30 DH 472 877

ECC 455 869

PR 449 846

ECC and PR with ESSA 418 784

RSA 564 998

DSA 542 987

40 DH 492 982

ECC 488 970

PR 460 918

ECC and PR with ESSA 444 883

RSA 598 979

DSA 592 962

%0 DH 557 953

ECC 518 940

PR 508 931

ECC and PR with ESSA 486 910

Table 16 provides the comparative analysis of response time by analyzing the existing
technique ASE [28]. The comparison is taken for configurations 1, 2, 3, 4 and 5. Table 16
clearly shows that proposed ECC and PR with ESSA has accomplished a better response
time of 999.9843 ms for cloud computing and 90.6459 ms for fog computing at configuration
5. In comparison, the existing ASE [28] obtained 1691.5143 ms and 93.5615 ms for cloud
and fog computing, respectively.



Symmetry 2024, 16, 726 20 of 23
Table 16. Comparative analysis of response time.
Response Time (in ms)
Configurations
Algorithms Fog Computing Cloud Computing
1 Existing ASE [28] 41.2971 213.3125
ECC and PR with ESSA 37.8256 205.2461
5 Existing ASE [28] 53.6751 275.7275
ECC and PR with ESSA 51.7238 320.3644
2 Existing ASE [28] 71.4285 451.5332
ECC and PR with ESSA 68.6384 448.7168
4 Existing ASE [28] 84.7122 684.7891
ECC and PR with ESSA 79.3742 790.2873
5 Existing ASE [28] 93.5615 1691.5143
ECC and PR with ESSA 90.6459 999.9843

From the overall analysis of identification and authentication of healthcare IoT, the
proposed ECC and PR with ESSA model enhanced reliability by 25% to 3% and reduced
processing time from 60 milliseconds (ms) to 18 milliseconds when compared to the con-
ventional cryptographic algorithms. Furthermore, the maximum reliability percentages
of the ECC and PR with the ESSA model in fog and cloud computing are 96% and 75%
at a time interval of 50 min compared to typical cryptographic algorithms. Furthermore,
the proposed ECC and PR with ESSA reduces 40% of response time when compared with
existing ASE [28] algorithm.

4.2. Discussion

The current use of fog computing significantly overcomes the problem of IoT device
verification, identification, and authentication for scalable transmission of EHRs. In this
research manuscript, the proposed fog computing system includes a hybrid mathematical
model: ECC and PR with ESSA for secure transmission of EHRs. The proposed fog com-
puting system with a mathematical model provides secured services for transmission and
transaction. The ECC and PR with ESSA securely exchange the patients” health information
between different systems and healthcare providers. It is crucial to maintain continuity of
healthcare, particularly when different specialists are involved in the treatment and when
patients’ move between healthcare facilities. By inspecting the experimental results, the
hybrid mathematical model: ECC and PR with ESSA has better response time than the
existing ASE [28] algorithm, which has complex mathematical operations that result in high
computational overhead in both fog computing and cloud environments. Furthermore,
the proposed ECC and PR with ESSA minimizes 40% of response time than the existing
ASE [28] algorithm. The reliability percentage of the hybrid mathematical model: ECC
and PR with ESSA is 96% and 75% in fog computing and cloud computing environments,
where it is significantly better than the conventional algorithms. The effectiveness of the
proposed fog computing system is represented in Tables 11-15 with asymmetric methods.
Furthermore, in the context of medical data security and exchange, the hybrid mathematical
model: ECC and PR with ESSA has a communication cost of 4260 bits and memory usage
of 680 bytes.

5. Conclusions

In this research manuscript, a hybrid mathematical model: ECC and PR with ESSA is
used in fog computing for effective IoT device verification, identification, and authentication
of EHRs. Here, the proposed machine learning model superiorly detects and predicts the
system vulnerabilities in the IoT environment. Generally, fog computing reduces the
network response time and boosts network security and decentralization ability. In cloud
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communication, the fog nodes effectively manage a considerable amount of computing. It
is possible to achieve optimal solutions in real time services with the help of fog computing
and IoT technologies. As seen in the results section, the security analysis demonstrates
the effectiveness of the proposed model. In particular, the performance measures: energy
consumption, throughput, response time, execution time, processing time, packet error,
reliability, and verification time prove that the proposed model superiorly resolves the
security problems. Compared to the conventional cryptographic algorithms, the proposed
model approximately reduced 15% to 25% of energy consumption, execution time, packet
error, and processing time. Furthermore, the maximum reliability percentage of the ECC
and PR with ESSA model in fog and cloud computing is 96% and 75% at a time interval
of 50 min, which are far better than the traditional cryptographic algorithms. In the
hybrid mathematical model: ECC and PR with ESSA, an appropriate objective function
is defined as capturing the trade-off between security, computational efficiency, and key
size, even though the data transmission between the cloud and healthcare IoT needs
additional privacy and secure transmission of EHRs. As a future extension of this research, a
blockchain secure interface will be integrated with different attack in an IoT-fog computing
system for the secure transmission of healthcare data.
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