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Abstract: Role-based access control (RBAC) is a widely adopted access control model in various
domains for defining security management. Role mining is closely related to role-based access
control, as the latter employs role assignments to offer a flexible and scalable approach to managing
permissions within an organization. The edge role mining problem (Edge RMP), a variant of the
role mining problem (RMP), has long been recognized as an effective strategy for role assignment.
Role mining, which groups users with similar access permissions into the same role, bears some
resemblance to symmetry. Symmetry categorizes objects or graphics with identical characteristics
into one group. Both involve a certain form of “classification” or “induction”. Edge-RMP reduces
the associations between users and permissions, thereby lowering the security risks faced by the
system. While an algorithm based on Boolean matrix factorization exists for this problem, it fails to
further refine the resulting user–role assignment (UA) and role–permission assignment (PA) relation-
ships. Additionally, this algorithm does not address constraint-related issues, such as cardinality
constraints, user exclusion constraints, and user capabilities. Furthermore, it demonstrates signif-
icant redundancy of roles when handling large datasets, leaving room for further optimization of
Edge-RMP results. To address these concerns, this paper proposes the MFC-RMA algorithm based
on Boolean matrix factorization. The method achieves significant optimization of Edge-RMP results
by handling relationships between roles possessing various permissions. Furthermore, this paper
clusters, compresses, modifies, and optimizes the original data based on the similarity between users,
ensuring its usability for role mining. Both theoretical and practical considerations are taken into
account for different types of constraints, and algorithms are devised to reallocate roles incorporating
these constraints, thereby generating UA and PA matrices. The proposed approach yields optimal
numbers of generated roles and the sum of the minimum number of generated edges to address the
aforementioned issues. Experimental results demonstrate that the algorithm reduces management
overhead, provides efficient execution results, and ensures the accuracy of generated roles.

Keywords: role mining; Boolean matrix factorization; Edge RMP; constraints; clustering; compression

1. Introduction

With the swift evolution and widespread adoption of network information technology,
there has arisen an increasing demand for significant storage and exchange of information
within expansive and intricate management systems [1]. Over the past three decades,
more and more enterprises and organizations are opting for RBAC as their principal access
control method, as it enhances the flexibility and manageability of security management [2].
With the successful implementation of RBAC systems, the precise formulation of effective
role sets and the construction of well-designed RBAC systems that meet practical appli-
cation requirements have become critical tasks. Bottom-up role engineering techniques
aim to transition from non-RBAC systems to RBAC systems [3]. In RBAC, roles signify
functional positions within an organization, and users are assigned suitable roles according
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to their qualifications. This approach streamlines security management by eliminating the
necessity for frequent alterations in fundamental security configurations while ensuring
that roles consistently mirror the organization’s security policies. RBAC has evolved into a
prevalent component of commercial systems, furnishing organizations with more potent
security management tools. Meanwhile, it designs the structure and function of the system
in combination with the principle of symmetry, and the integration of the two can more ef-
fectively protect system security and optimize user experience. This approach significantly
mitigates the intricacies associated with directly managing individual user permissions,
particularly in large-scale organizations, thereby drastically minimizing the occurrence of
errors and oversights. In this article, we discuss role engineering among them.

In the implementation of RBAC, the initial stage entails identifying the necessary
roles, followed by executing user-role assignment (UA) and role-permission assignment
(PA). Yet, the difficulty lies in establishing a comprehensive, accurate, and efficient set of
roles. This process is referred to as role engineering [4]. At its core, role engineering is a
process aimed at defining roles and assigning relevant permissions. In the implementation
of the RBAC model, role engineering assumes critical importance. Its primary objective
is to establish a comprehensive, accurate, and efficient set of roles while associating the
appropriate permissions with these roles. Particularly in large-scale systems, transitioning
from traditional access control lists (ACLs) to RBAC can incur significant conversion
costs, presenting challenges to RBAC adoption. To mitigate this challenge, role mining
algorithms, as a specific role engineering approach, help reduce the cost of role definition
by automatically generating roles. Therefore, the design of efficient role mining algorithms
has become particularly important.

Typically, role mining algorithms aim to discover an RBAC policy that aligns with
a given access control list while minimizing policy complexity. The intricacy can be
assessed through various factors, including the quantity of roles, relationships between
users and roles, and relationships between roles and permissions. The primary goal of
these algorithms is to streamline permission management and refine RBAC policies for
greater efficiency.

However, during the role mining process, significant challenges arise, particularly in
large-scale data systems. These systems often exhibit high complexity and redundancy,
necessitating improvements in the efficiency and maintainability of permission manage-
ment. This challenge is particularly pronounced in large organizations and systems, where
permission assignments can become intricate and extensive. With numerous connections
between permissions and users, systems face difficulties in effectively controlling and
monitoring access to critical resources, thereby increasing the risk of security threats.

In response to some of the above-mentioned issues, certain individuals have prelim-
inarily proposed specific concepts and methods. Vaidya et al. [5] first formally defined
and analyzed the role mining problem. Under the assumption that user permissions can
be represented as a binary matrix, the basic role mining problem (basic RMP) can be de-
fined as follows: given a m × n binary matrix UPA, where m represents the number of
users, and n represents the number of permissions, this matrix represents user permission
assignments. The task of basic RMP is to decompose the UPA matrix into two matrices
UA, which is a m × k matrix representing user–role relationships and PA, which is a k × n
matrix representing role–permission relationships. Here, k represents the number of roles
derived by the algorithm based on UPA, and it is essential to ensure that k is minimized.
In summary, given the user permission assignments (UPA), the goal of the role mining
problem is to find a way to associate users with roles (UA) and roles with permissions (PA)
that minimizes the required number of roles.

Vaidya and his colleagues [5,6] have separately proven that both Basic RMP and Edge
RMP are NP-complete problems. Since UPA depicts the associations between users and
permissions, it is logical to represent it using a bipartite graph, as depicted in Figure 1a.
In this bipartite graph, users and permissions are depicted as two sets of vertices, with
each edge indicating a user-permission assignment. Figure 1b illustrates the decomposition
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of UPA into a tripartite graph, demonstrating the connections between users, roles, and
permissions based on the user-permission assignments. The objective of Basic RMP is to
identify a decomposition of user permissions that minimizes the required number of roles.
Figure 1b presents a role mining outcome with a role set of {R1, R2, R3}.
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An alternative approach involves employing role discovery algorithms to reduce
the overall count of user-to-role and role-to-permission assignments ( |UA|+|PA|), as
illustrated in Figure 2. From an administrative standpoint, this may be more practically
meaningful as it reduces the number of assignments requiring management. This is termed
the minimum edge role mining problem, or Edge RMP.
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Role mining plays a crucial role in optimizing databases by aiming to obtain the
minimal role set and the minimal set of edges. This optimization can significantly improve
database response times, especially when dealing with large datasets. Additionally, solving
the Edge RMP problem offers valuable assistance to access control administrators, thereby
enhancing the efficiency of permission management.

Meanwhile, as a representative of role-based access control (RBAC) systems, a key un-
resolved challenge arises during the transition from non-RBAC systems to RBAC systems:
how to mine roles based on constraints. In this regard, most existing role engineering meth-
ods only partially integrate organizational business rules into access control considerations.
They aim to establish effective sets of roles by reflecting these rules in the process of role def-
inition, naming, structuring, and construction. However, despite the pivotal role constraints
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play in RBAC, techniques for role mining based on constraints are not widely available.
Cardinality constraints encompass four different types [7]: user-role cardinality constraint
(UCC), permission-role cardinality constraint (PCC), role-user cardinality constraint (RUC),
and role-permission cardinality constraint (RPC). This paper discusses RUC and RPC
algorithms. Many existing role optimization methods, which rely on cardinality constraints,
frequently overlook the validation of other security constraints within the constructed
RBAC system. Aside from cardinality constraints, exclusion constraints and user capability
constraints are equally pivotal in enforcing security policies, particularly throughout the
role assignment procedure. Static mutual exclusion role (SMER) [8] constraints are one of
the most common types of constraints, aiming to limit the role memberships a single user
can possess, implying that a user can obtain a restricted number of roles during assignment.
Another type of constraint is user capability constraints, which dictate the roles a user
can possess based on their abilities or qualifications. This is frequently encountered in
real-world scenarios, where users with specific expertise or qualifications may be eligible
for certain roles but not others. For instance, users with a computer science degree may be
suited for roles in software development or testing but not in procurement or finance. User
capability constraints account for these differences in user abilities and qualifications. While
these constraints must be taken into consideration during role assignment, it is common
for precise information about the system and constraints to be unavailable, necessitating a
bottom-up approach for derivation.

To address the aforementioned challenges, we propose a post-processing constraint-
based role mining algorithm called MFC-RMA. This algorithm comprises several compo-
nents. Firstly, the raw data undergo preprocessing through partitioning of the data matrix
using the k-means clustering algorithm. This step involves identifying the centroids of
each matrix and compressing the matrices based on these centroids. Subsequently, the core
algorithm for solving the Edge RMP is introduced, which aims to minimize the associations
between user roles and role permissions. The fewer associations between permissions
and users, the easier it becomes for the system to control and monitor access to critical
resources. Finally, the results generated by the previous algorithm are further refined to
meet the administrator’s requirements for role accuracy within the system. Given the
scarcity of constraint algorithms in this area, we propose role-user cardinality constraints,
role-permission cardinality constraints, and multiple constraint algorithms.

The primary contribution of this paper lies in the introduction of a novel MFC-RMA
algorithm, which leverages Boolean matrix factorization to enhance the efficiency of Edge
RMP through the transformation of relationships between various user roles and role
permissions. By reducing the interdependencies between user roles and role permissions,
the MFC-RMA algorithm diminishes the complexity of the system. This simplification
facilitates the ease of system administration and maintenance, mitigates potential errors
and oversights, and consequently enhances system security. The reduction in interdepen-
dencies also leads to a more centralized and efficient approach to permission management,
providing significant support for RBAC systems. Subsequently, utilizing partitioning
and compression techniques for data preprocessing based on similarities, we designed a
post-processing cardinality-constrained algorithm, which achieves higher comprehensive
performance compared to other algorithms by integrating Boolean matrix representations,
role mining for user roles, and permission attributes.

Our work’s contributions can be delineated into four facets as follows.

1. In the context of Edge RMP, an optimization algorithm is proposed to address the
hierarchy and redundancy among roles, thereby enhancing the efficiency of the
final results. This optimization aims to minimize the relationships between users
and roles, as well as between roles and permissions, leading to optimized system
manageability and security. Experimental results demonstrate the superiority of the
proposed algorithm across various parameters.

2. By clustering the dataset based on user similarity and compressing the data according
to permission support, role mining can be performed efficiently. This approach
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reduces the computational complexity of role mining and ensures that the generated
roles remain consistent with the attributes of the original dataset within an acceptable
margin of error, thereby enhancing the accuracy and reliability of role mining.

3. Optimization algorithms for role engineering are proposed, considering constraints
on the cardinality of role-user assignments and role-permission assignments. These
algorithms ensure that the number of users assigned to each role and the number of
permissions assigned to each role fall within specified ranges, preventing roles from
being overly concentrated or dispersed. Experimental comparisons demonstrate the
advantages of the proposed algorithms over other methods.

4. A role engineering approach under multiple constraints is introduced, ensuring
that role-user assignments comply with constraints on cardinality, user capabilities,
and user exclusion. This prevents conflicts among users assigned to different roles,
mitigating the risk of permission confusion or misuse. The accuracy of the generated
roles is guaranteed, and the approach is practically meaningful. Experimental results
illustrate the variation in the preservation rate of role assignments under different
parameter settings for the proposed algorithm.

The remainder of this paper is organized as follows: Section 2 presents the related work
that serves as the theoretical foundation for the research content of this paper. Section 3
delves into the theoretical underpinnings of the algorithms involved in our research.
Section 4 introduces the MFC-RMA algorithm’s optimization of Edge-RMP, along with the
experimental setup and data preprocessing. It also discusses the post-processing cardinality-
constrained algorithms RUC and RPC, as well as the hybrid constraint algorithm within
the MFC algorithm. This section concludes with the utilization of real-world datasets
and experimental comparisons to validate the feasibility of the proposed enhancements.
Section 5 discusses the impact, performance, and necessity of the algorithms presented in
this paper. Finally, Section 6 summarizes the paper, addresses its limitations, and outlines
directions for future work.

2. Related Work
2.1. Role Engineering

With the introduction of RBAC, the most critical challenge in building an RBAC model
is the identification of a suitable set of roles, which is known as role engineering. The
concept of role engineering was initially proposed by E.J. Coyne [4]. The goal of role
engineering, as explicitly stated in the article, is to establish a comprehensive, accurate, and
efficient set of roles, which essentially involves studying the relationship between roles and
permissions. There are primarily three methods for achieving role engineering: top-down,
bottom-up, and hybrid approaches. The top-down approach emphasizes role construction
through the analysis of business processes, while the bottom-up approach typically focuses
on consolidating existing permissions into roles. These two methods are considered the
fundamental approaches to role engineering, and the hybrid approach combines them for
practical usage.

1. Top-down Approach

The top-down approach relies on a comprehensive understanding and analysis of the
internal business processes of the system to meet various business requirements. It involves
analyzing the permissions required for each functionality, extraction of relevant business
information, and the gradual assignment of appropriate roles. Because this approach
considers business logic and system functional requirements in role generation, its results
are more practical and easier for security administrators to comprehend.

However, the top-down approach faces a significant challenge: scalability issues arise
as the volume of business processes, users, and permissions grows substantially. This
method is time-consuming and often requires significant manual intervention. Addition-
ally, initiating the analysis from internal business processes may overlook existing user–
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permission relationships in the system, potentially resulting in inconsistencies between the
resulting roles and corresponding permissions and the original access control data.

To address these challenges, Narouei and Takabi [9] introduced an automated top-
down role engineering methodology leveraging natural language processing techniques.
Additionally, contemporary access management tools offer workflow and validation func-
tionalities, thereby simplifying the intricacies associated with top-down role modeling.

2. Bottom-up Approach

Thomsen et al. [10] proposed a bottom-up approach, which generates roles from
permissions derived from some objects and their corresponding methods. The lifecycle
comprises four stages, all within the framework of the role lifecycle: role analysis, role
design, role management, and role maintenance. Kuhlmann et al. [11] introduced an-
other bottom-up approach utilizing clustering techniques similar to k-means clustering,
requiring a predefined number of clusters. In [12], Schlegelmilch and Steffens proposed an
aggregation-based clustering method for role mining (referred to as ORCA), discovering
roles by appropriately merging permissions. However, the order of permission merging in
ORCA determines the resulting roles, and it does not allow for overlapping roles (i.e., users
cannot assume multiple roles), which is a significant limitation. Recently, Vaidya et al. [13]
introduced a subset enumeration-based method called Role Miner, which eliminates the
aforementioned restrictions. It encompasses an automated process that considers current
user-permission assignments to define roles. In [14], a novel role engineering method called
REO_CCUMEC was introduced, which transforms the role mining problem into a cluster-
ing problem. It utilizes partitioning and compression techniques to eradicate redundancy.

3. Hybrid Approach

Hybrid role engineering techniques have been proposed to amalgamate the benefits
of both top-down and bottom-up approaches. Fuchs and Pernul [15] addressed this gap
by analyzing existing methods and introducing the Hydro tool-supported approach. This
approach facilitates the integration of existing identity information and access permissions
tools, while also emphasizing the significance of managerial knowledge regarding their
employees. Frank [16] introduced statistical metrics for analyzing the significance of various
types of business information in defining roles. He proposed a method that incorporates
relevant business information into a probabilistic model, along with an algorithm for hybrid
role mining. Molloy [17] investigated role mining problems in scenarios with varying levels
of information availability.

2.2. Role Mining

In building role sets that meet the demands of practical scenarios, including a hierar-
chical structure for role relationships is crucial. This helps to enhance the understanding of
roles and alleviates the burden of permission management. Numerous algorithms have
emerged to tackle the role mining problem (RMP), employing heuristic techniques such
as evolutionary algorithms, permission grouping, graph optimization, and various data-
mining strategies. A comprehensive overview of diverse RMP solution methods is offered
in [18]. Vaidya et al. [13] proposed two subset enumeration-based mining algorithms: the
Complete-Miner algorithm and the Fast-Miner algorithm. Both algorithms start with sets of
permissions assigned to users as initial roles and generate new roles by taking intersections
of different initial roles until no new roles are generated. This approach helps to build
hierarchical relationships among roles. The Complete-Miner algorithm exhaustively enu-
merates all possibilities of permission sets, but it may suffer from high time complexity and
generate redundant roles. The Fast-Miner algorithm significantly reduces time complexity
but may not produce high-quality role sets. In this paper, the Edge-RMP algorithm utilizes
the Fast-Miner algorithm as a preliminary result. A study was conducted to compare and
analyze several classic role mining algorithms, including the GO algorithm, ORCA algo-
rithm, CM algorithm, HM algorithm, HPr algorithm, and HPe algorithm [19]. To address
the inefficiency problem of existing role mining algorithms in re-mining when the original
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permission data changes, Martin [20] proposed an incremental algorithm. This algorithm
significantly improves runtime efficiency and reduces the number of roles while maintain-
ing appropriate policy complexity. It provides an effective solution to the problem caused
by changes in permission data. These algorithms offer different approaches to building role
sets and managing role hierarchical relationships to meet the needs of different scenarios.
Anderer et al. [21] introduced a comprehensive event handling method for hierarchical
structural changes prompted by dynamic events in role mining. They seamlessly integrated
this method into the framework of evolutionary role mining algorithms.

Vaidya et al. [22] proposed a comprehensive role optimization framework and pro-
vided a series of greedy algorithms to address various problems such as Basic RMP, δ-
approximate RMP, minimum-noise RMP, and Edge RMP. In their study, a series of greedy
algorithms were introduced to solve Basic-RMP and Edge RMP problems, all based on
Boolean matrix factorization. The Basic-RMP algorithm generates a set of candidate roles
using Fast Miner, creates an initial PA, and then selects roles from the candidate role set
using a greedy strategy to generate UA. In each iteration, roles satisfying the maximum
number of constraints (basic keys) are selected. The Edge-RMP algorithm uses edge keys
instead of basic keys, where an edge key of a role is associated with the total number of
users associated with a non-zero element in UPA. However, the results obtained by their
proposed algorithms exhibit redundancy in the number of edges and roles. This paper
improves the Edge-RMP algorithm by analyzing the logical relationships existing in each
row of PA, enabling one row to be represented by other rows. Redundant roles are further
eliminated based on rules for redundant role identification to simplify PA, and any rows
with common permissions are processed accordingly. Experimental results demonstrate a
significant improvement in the efficiency of the optimized Edge-RMP algorithm. Although
the HPe algorithm proposed in [23] addresses Edge RMP on graphs, there is still room
for improvement in terms of the values assigned to the edges and the number of roles
generated. Huang’s GAedge algorithm [24], which is based on set covering, represent a
significant improvement upon the HPe algorithm in terms of both the number of edges
generated and the number of roles produced. Our proposed algorithm builds upon the
foundation of [22] and, as evidenced by our experimental results, demonstrates advantages
over both of these algorithms.

Although role optimization involves large-scale operations, Colantonio et al. [25]
reduced the complexity of problem-solving by partitioning the user-permission assignment
dataset into multiple subsets. On the other hand, Verde et al. [26] transformed role mining
into a clustering problem to compress the mining scale and extract multiple partitions’
similar features to ensure the integrity of mining results. Although these methods did not
consider constraint conditions, constraints play a crucial role in the RBAC model.

2.3. Boolean Matrix Factorization

Matrix factorization techniques are widely applied in the current data mining domain [27],
including but not limited to recommendation systems, biological data analysis, data dimen-
sionality reduction, noise removal, and community detection, among others [28]. The funda-
mental concept revolves around decomposing a matrix into two or more submatrices, which is
closely associated with the role mining problem discussed in this paper. Specifically, it involves
decomposing the user–permission relationship into user-role assignment and role-permission
assignment relationships.

The Boolean matrix factorization problem and the role mining problem are formally
similar because they both have well-defined objective functions and constraints. The rows
and columns of the matrix can correspond to attributes in the context of role mining. Due
to this similarity, the Boolean matrix factorization problem can serve as an effective role
mining modeling tool, leveraging existing Boolean matrix algorithms to optimize solutions
and extract appropriate roles.
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2.4. Constraints

Several approaches have been proposed to impose constraints in role mining.
Kumar et al. [29] proposed a constrained role mining algorithm that imposes limita-
tions on the number of permissions assigned to roles. Blundo et al. [30] introduced a
heuristic method that yields a comprehensive set of roles, adhering to the same cardi-
nality constraint. Hingankar et al. [31] proposed a bipartite graph covering approach to
generate roles limiting the maximum number of users associated with roles. Ma et al. [7]
suggested a role mining algorithm grounded on a permission cardinality constraint
and user cardinality constraint to cap the maximum number of users or permissions
linked with roles. Harika and colleagues [32] introduced two role optimization strategies,
namely post-processing and parallel processing, to constrain the maximum number of
roles allocated to users and associated permissions simultaneously. The post-processing
method involves initially mining roles without constraint consideration. Subsequently,
during optimization, user-role and role-permission assignments are scrutinized to ensure
adherence to constraints. If necessary, appropriate reallocation is performed to maintain
compliance. The parallel processing method achieves dual-constraint optimization dur-
ing the role mining process. The cardinality constraints in MFC-RMA, which we propose,
follow a post-processing approach. Additionally, Sarana et al. [33] proposed three role
optimization methods, including applying separation of duty constraints during, after,
or between the mining processes. To satisfy separation of duty constraints and ensure au-
thorization security, Sun et al. [34] proposed a method called Role Mining Optimization,
which combines separation of duty constraints with authorization security checks.

Regarding constraints, Blundo and Cimato [30] formally defined a constrained version
of the role mining problem that considers cardinality constraints, limiting the maximum
number of permissions that can exist within a role. They referred to this problem as
the t-constrained role mining problem. By restricting the number of permissions that
can be present in a role, this constraint prevents any user from being burdened with
an excessive number of operations due to the assignment of a specific role. In order to
satisfy the t-t SMER constraints in RBAC and perform role assignments, Roy et al. [35]
presented an approach aiming to determine the minimum number of users that fulfill
multiple t-t SMER constraints. Subsequently, they defined the minimum users problem for
cardinality constraint mutual exclusion tasks, which aims to identify the minimum number
of users capable of executing tasks under specified security constraints [36]. Additionally,
Roy et al. [37] proposed a method incorporating multiple constraints, including cardinality
constraints and user capability constraints, based on relevant business instances. The
work in [38] effectively captures organizational states in analysis by transforming roles
automatically outputted by the mining process, generating a role set suitable for real-world
application based on constraints involving the number of roles per user and the number
of permissions per role. Blundo et al. [39] proposed a method within a novel model to
prevent the generation of roles that share the same set of permissions, taking into account
constraints on the cardinality of role–user relationships. However, there is still room for
performance improvement in their algorithm. In this paper, we compare and build upon
their algorithm in the section focusing on cardinality constraints, introducing enhancements
and modifications to further optimize its performance.

Through the analysis above, we have identified three main limitations in existing
research. Firstly, the scale of role mining is extensive, often resulting in redundant out-
comes. Secondly, as the number of associations between users and permissions increases,
controlling the system becomes more challenging. Additionally, most role optimization
methods only address a single cardinality constraint and overlook the evaluation of autho-
rization security within the constructed RBAC system. Consequently, role assignments may
fail to simultaneously satisfy user capability constraints and mutual exclusion constraints.
Lastly, existing role allocation methods assume the existence of an RBAC system, whereas
in reality, the system may be unknown, and constraint conditions may be uncertain.
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Currently, both the Edge RMP variants proposed in [23,24] and the constraint handling
algorithm in [39] exhibit certain limitations. The former still produces redundant results,
leaving room for optimization, while the latter, despite making progress in reducing
the number of roles generated, still requires improvement in overall performance. Our
work addresses these issues, delivering superior outcomes that enhance the efficiency and
accuracy of real-world RBAC management.

Therefore, this paper proposes a role engineering method (MFC-RMA), primarily
focused on the following four aspects:

1. Employing partitioning and compression techniques for data preprocessing based
on similarity.

2. Enhancing the Edge-RMP algorithm to eliminate redundancies and improve results.
3. Introducing a post-processing approach to tackle cardinality constraint-based role

optimization problems and corresponding algorithms.
4. Achieving maximum role allocation that satisfies multiple security constraint condi-

tions in the constructed RBAC system.

By conducting experiments with real datasets, we evaluated the performance of this
method through experimental results, and its advantages and limitations are discussed.

3. Theoretical Foundation

Through in-depth research into the RBAC model and considering the evolving needs
of businesses, four major models have emerged, each uniformly named by the National
Institute of Standards and Technology (NIST): the basic model RBAC0, the hierarchical
model RBAC1, the constrained model RBAC2, and the consolidated model RBAC3.

In the context of the RBAC model, for the sake of simplicity, this paper does not
consider sessions, role hierarchies, or constraints and adopts RBAC0, which provides the
minimum security functionality required by RBAC. RBAC0 consists of users, roles, and per-
missions: users are independent entities entitled to autonomous access to object resources;
roles represent various job responsibilities within an organization and are collections of
permissions; and permissions, on the other hand, are abstract concepts indicating the right
to perform specific actions.

In RBAC, roles play a central role in access control, with users obtaining necessary per-
missions by activating roles assigned to them. A role may encompass multiple authorized
permissions, and each permission can be part of several roles. Similarly, each user may
have multiple authorized roles, and conversely, each role can be assigned to multiple users.

3.1. Role-Based Access Control Model

In RBAC, access permissions are managed and controlled based on users’ roles. Each
user is assigned one or more roles, and roles have specific permissions and access rights.
The fundamental idea of the RBAC model is to associate users’ access permissions with roles
rather than directly granting permissions to users. This approach simplifies permission
management, enhances system security, and reduces administrative costs. Through the
concept of roles, the RBAC model enables administrators to more easily control users’
permissions and allows for easy adjustment and management of access control policies
according to organizational needs.

The basic elements contained in an RBAC system can be formalized as follows:
U, a set of users, with a total of m users.
P, a set of permissions, with a total of n permissions.
R, a set of roles, with a total of k roles.
UA ⊆ U × R, representing the user-role assignment relationship, with dimensions

m × k.
PA ⊆ R × P, representing the role-permission assignment relationship, with dimen-

sions k × n.
UPA ⊆ U × P, representing the user-permission assignment relationship, with dimen-

sions m × n.
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user_roles(u) = { r|∃r ∈ R : (u, r) ∈ UA }, the mapping of user u onto a set of roles.
role_users(r) = { u|∃u ∈ U : (u, r) ∈ UA }, the mapping of role r onto a set of users.
role_permissions(r) = { p|∃p ∈ P : (r, p) ∈ PA }, the assignment of role r to a group

of permissions;
permission_roles(p) = { r|∃r ∈ R : (r, p) ∈ PA }, the assignment of permission p to a

group of roles.
user_permissions(u) = { p|∃p ∈ P, ∃r ∈ R : ((u, r) ∈ UA) ∧ ((r, p) ∈ PA) }, the assign-

ment of user u to a group of permissions.

3.2. Constraints

This paper considers different types of constraints in RBAC: role-user cardinality
constraint (RUC), role-permission cardinality constraint (RPC), mutual exclusion constraint,
and user capability constraint.

(1) RUC and RPC
RUC [7] specifies that for a given user set U, role set R and threshold MUCrole, the

number of users assigned to any role should not exceed MUCrole, as shown in Equation (1):

∀r ∈ R :|role_users(r) |≤ MUCrole ≤|U| (1)

RPC [7] stipulates that for a given permission set P, role set R, and threshold MPCrole,
the number of roles assigned to any permission should not exceed MPCrole, as shown in
Equation (2):

∀r ∈ R :|role_permissions(r) |≤ MPCrole ≤|P| (2)

(2) SMER
For a given set of m roles r1, r2, . . . , rm, no user is allowed to possess t or more of these

m roles. This constraint is represented as SMER < {r1, r2, . . . , rm}, t >, where m and t are
integers satisfying 2 ≤ t ≤ m [8], as shown in Equation (3).

∀u ∈ U : |{r1, r2, . . . , rm} ∩ user_roles(u)| < t (3)

In this study, we confine SMER constraint to encompass only the canonical form,
specifically t-t SMER constraint. The canonical SMER constraint pertains to the scenario
when t equals m, commonly known as t-t SMER constraint. Furthermore, prior studies have
demonstrated that any t-m SMER constraint can be accurately depicted as an aggregation
of t-t SMER constraints. Consequently, our investigation in this study solely concentrates
on the canonical form of SMER constraint.

(3) User capability constraint [37]
The user capability (UC) constraint is represented by a matrix UC of size |U|×|R|,

where each element UC [i, j] in the matrix indicates whether user ui can handle role rj. If
UC [i, j] is 1, it means that user ui can handle role rj; if UC [i, j] is 0, it means that user
ui cannot handle role rj. The satisfaction condition of the UC constraint is that for each
element in the matrix, only when UC [i, j] is 0, the corresponding element UA [i, j] in the
UA matrix can be 0.

In this paper, the knowledge definitions applied to access control system constraints
include the following:

1. The degree of constraint on a role.

With t-t SMER constraint set C = {c1, c2, . . . , ci, . . .}, where ci = SMER < {r1, r2, . . . , rti},
ti >, the degree of constraint on role r in C refers to the percentage of constraints in C that
include r.

We use the degree to represent the number of occurrences of a role in the SMER
constraints. The higher its value, the lower the priority of the role.

smerc(r) =
|{ck|∃ck ∈ C : r is included in ck}|

|C| (4)
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2. User retention ratio

The user retention ratio (URR) denotes the ratio between the user-role assignment
relationships generated by the algorithm under multiple constraints and the initial user-
role assignment relationships. A higher value indicates better role performance generated
under constraints.

URR =
|UA′|
|UA| × 100% (5)

3.3. Matrix Decomposition

Boolean Matrix Factorization

The multiplication of a m × k order Boolean matrix UA and a k × n order Boolean
matrix PA can be represented as UA

⊗
PA = UPA, where UPA is a m × n order Boolean

matrix that satisfies Equation (6). UA
⊗

PA is referred to as the factorization of UPA.

xij =
k∨

l=1

(
cil ∧ rl j

)
(6)

In this context, “x” represents a unit within UPA, “c” denotes a unit in UA, and “r”
signifies a unit within PA.

3.4. Role Mining Problem

The role mining problem refers to the process of identifying and discovering roles
from user-permission assignment data. In the domain of access control, roles represent sets
of permissions that can be conveniently assigned to users. The objective of role mining is
to identify groups of users with similar access patterns and permission requirements by
analyzing their access behaviors. These groups are then categorized into roles, simplifying
access control management and enhancing system security and efficiency.

The definition of the concept related to the role mining problem is as follows.

1. Basic RMP

Given a user-permission assignment (UPA), find the smallest set of roles that satisfies
UA

⊗
PA = UPA.

2. Edge RMP

The Basic RMP aims to find the smallest set of roles, while the Edge RMP seeks to
minimize the sum of the sizes of the user-role and role-permission assignment relationships,
i.e., Min|UA|+|PA|.
3. Similarity

In statistics, the Jaccard coefficient [40] is commonly employed to assess the similarity
or dissimilarity between distinct sets of samples, with the objective of discerning sample
clusters. Given a set U =

{
U1, U2, . . . , Ui, . . . , Uj, . . .

}
, the formula for calculating the

similarity between Ui and Uj is as follows:

Sim
(
Ui, Uj

)
=

∣∣Ui ∩ Uj
∣∣∣∣Ui ∪ Uj
∣∣ (7)

Dissim
(
Ui, Uj

)
= 1 −

∣∣Ui ∩ Uj
∣∣∣∣Ui ∪ Uj
∣∣ (8)

In this paper, the calculation of similarity and dissimilarity between user ui and user
uj is as follows:

Sim(ui, uj) =

∣∣user_permission(ui) ∩ user_permission
(
uj
)∣∣∣∣user_permission(ui) ∪ user_permission

(
uj
)∣∣ (9)
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Dissim
(
ui, uj

)
= 1 − sim(ui, uj) (10)∣∣user_permission(ui)∩ user_permission

(
uj
)∣∣ represents the intersection of permissions be-

tween user i and user j in the Boolean matrix, while
∣∣user_permission(ui)∪ user_permission

(
uj
)∣∣

represents the union of permissions between user i and user j in the Boolean matrix.

4. Support degree of a permission

Given the CU = {U1, U2, . . . , Ui, . . .}, the percentage of different users in CU who
possess permission p is referred to as the support of permission p relative to CU. This
percentage is denoted as follows:

supportCU(p) =
{uk|∃uk ∈ CU : p ∈ user_permissions(uk)}

|CU| (11)

5. Compression point

The term “compression point” refers to a user ui in the given user cluster
CU = {U1, U2, . . . , Ui, . . .} and a threshold t that satisfies the following condition:

∃ui ∈ CU, ∀pij ∈ ui : supportcu(pij)
≥ t (12)

6. Weighted structural complexity

For wr, wu, wp, wd ∈ Q+ ∪ {∞}, given the weight vector W =
〈
wr, wu, wp, wd

〉
, the

weighted structural complexity (WSC) of a state γ = ⟨R, UA, PA, DUPA⟩, denoted by
wsc(γ, W), is computed as follows:

wsc(γ, W) = wr·|R|+ wu·|UA|+ wp·|PA|+ wd·|DUPA| (13)

To limit the RBAC states to be considered, different values can be set for the weights
wr, wu, wp, and wd. As a result, different weight vectors encode different mining objectives
and minimization goals. In this work, we are interested in comparing heuristic algorithms
based on their performance in terms of overall state complexity. Therefore, we follow the
common practice in the literature and set wr = wu = wp = wd = 1.

4. Role Mining Algorithm

This section introduces the MFC-RMA method, which consists of the follow-
ing components:

1. Optimization of the Edge-RMP algorithm.
2. Role optimization to satisfy cardinality constraints.
3. Role assignment that meets multiple constraints.

4.1. Edge-RMP Optimization

For role mining, a variety of algorithms serve different purposes. Edge-RMP optimiza-
tion algorithm seeks to minimize the total number of user-to-role and role-to-permission
assignments, thereby reducing the management workload for administrators. In this paper,
we have optimized the Edge-RMP algorithm proposed by Lu et al. [22]. We propose an
optimized variant of the Edge-RMP algorithm based on Boolean matrix factorization to en-
hance role mining. Although the Edge RMP algorithm minimizes |UA|+|PA|, hierarchical
relationships and data redundancies among roles persist. Our algorithm further refines the
results based on its model, as evidenced by experiments comparing various parameters.

In UA
⊗

PA = UPA, if a user possesses a specific permission, at least one role with
that permission must be assigned to them. Conversely, if the user lacks a specific permission,
none of the roles with that permission can be assigned to them.

To perform matrix decomposition accurately, it is crucial to ensure that no user gains
additional permissions or loses any. In essence, this can be achieved by establishing
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constraints for each “1” or “0” present in the original UPA. A detailed breakdown of this
follows below.

For each user, represented by index i, the user’s permission set Xi can be denoted by
a binary vector

{
xi1, . . . , xij, . . . xin

}
, where “xij = 1” signifies that user i has permission j,

and “0” indicates otherwise. Similarly, the permission set Rk of a candidate role k can be
illustrated by

{
ri1, . . . , rij, . . . rin

}
, where ”rij = 1” denotes that the role includes permission

j, while “0” implies its absence.
The binary value cik, either “1” or “0”, indicates whether user i possesses role k. If

“ck = 1”, it signifies that user i has role k; otherwise, it denotes the absence of such a role
assignment.

In order to calculate the required number of roles and identify the existence of roles, a
set of new indicator variables {d1, . . . , di, . . . , dk} has been defined, where di = 0 indicates
the absence of role i, and di = 1 signifies the presence of role i. Consequently, the following
constraints hold: 

∑k
j=1cijrjt ≥ 1, i f xit = 1, 1 ≤ i ≤ m, 1 ≤ t ≤ n

∑k
j=1cijrjt = 0, i f xit = 0, 1 ≤ i ≤ m, 1 ≤ t ≤ n

dj ≥ cij, 1 ≤ i ≤ m, 1 ≤ j ≤ k

dj = 0 or 1, 1 ≤ j ≤ k

cij = 0 or 1, 1 ≤ i ≤ m, 1 ≤ j ≤ k

(14)

For UPA, there may be instances where multiple users share the same set of permis-
sions. In such scenarios, redundant users should be removed, and the frequency of each
unique user permission set should be calculated, denoted as {u1, u2, . . . , un}, where ui
represents the frequency count of the ith unique permission set. Therefore, the Edge-RMP
entails identifying the following:

Min∑m
i=1 ∑k

j=1 uicij+∑k
i=1

(
di∑n

j=1 rij

)
(15)

4.1.1. Algorithm for Initial Role Generation

In this work, the Fast Miner algorithm is utilized as the initial role generation algo-
rithm. Compared to other similar algorithms such as Complete-Miner, the Fast Miner
algorithm has relatively lower complexity and is suitable for handling moderately sized
user-permission assignment datasets. Its core idea lies in constructing a role for each user’s
permission set initially, followed by generating roles by taking intersections of permission
sets between any two roles, ultimately completing the generation of initial roles.

4.1.2. Optimized Edge-RMP Algorithm

The Edge-RMP algorithm utilizes the Fast-Miner algorithm to generate initial roles. In
the initial phase of role generation in the Fast-Miner algorithm based on UPA, before the
generated roles are intersected, if there are duplicate permissions in the generated roles,
the role with duplicate permissions is removed, and the count of users owning this role is
incremented by 1. This forms the basis for computing the final Edge-RMP results.

The Edge-RMP algorithm aims to keep PA unchanged while simplifying UA as much
as possible. Even though PA remains unchanged, utilizing di in its original form facilitates
achieving the best solution for Edge-RMP. This is because, even if multiple columns in the
resulting UA are all zeros, corresponding di values would be set to 0. Consequently, the
entire rows in PA for these columns, even if not all zeros, would not contribute to the final
result, leading to the optimal solution.

The Edge-RMP algorithm adeptly circumvents the issue of redundant rows in PA.
However, PA itself remains in a non-minimal form. The optimized algorithm presented
in this paper simplifies both PA and the columns in UA obtained through the algorithm.
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This results in changes in the number of rows in PA as well as columns in UA, providing a
better foundation for subsequent optimization.

For each column in UA, representing a specific role assigned to various users, if the
entire column consists of zeros, it indicates that the role has not been assigned to any user.
In such cases, these roles, along with their corresponding rows in PA, can be identified as
redundant and removed from UA. This process leads to a minimal form of UA, and the
corresponding rows in PA become meaningless and can be safely eliminated. The resulting
UPA remains unchanged. This aspect of the improvement operation aligns with Edge-RMP
algorithm’s experimental results, with changes occurring in both PA and UA relative to
their original matrices.

Regarding the PA and UA generated by Edge-RMP algorithm, there might be redun-
dant roles within the matrices. A role is considered redundant if it does not introduce any
new users or permissions within the role hierarchy. In other words, users can obtain the
same permissions through other roles, or the permissions can be obtained through other
roles. This paper addresses the removal of such redundant roles. This algorithm does not
necessitate the construction of a role hierarchy. For each row in PA corresponding to a role, if
it satisfies Pr = ∩PR′ and Ur = ∪UR′, where Pr represents the permission set of role r, and
Ur represents the users who possess role r, it is deleted. This implies that the permission
set Pr of role r is the intersection of permission sets of other roles (where PR′ represents
the permission sets of other roles), and the user set Ur is the union of these roles’ user sets
(where UR′ represents the user sets of other roles). In this scenario, role r might be deemed
redundant. Likewise, when aiming to minimize the number of edges, a role containing
permissions forming a subset S of all permission sets is included in the solution only if
a user is authorized for a superset of S. Additionally, unless S precisely matches a user’s
permission set, S must be a subset of permissions held by at least two users. Otherwise, it is
feasible to merge multiple roles into one, substantially reducing the number of edges [41].

According to the literature [23], for a specific row in PA, if it encompasses all permis-
sions of another row, it can be represented by adding a vector row to it, as depicted in
Figure 3. Consequently, users assigned this role can also be assigned its subset roles. It is
worth noting that these subset roles may contain further subsets, leading to modifications
in multiple cells of a UA row. Additionally, it is essential to ensure that the reduction in “1”
cells in PA exceeds or equals the increase in “1” cells in UA, particularly for larger datasets.
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In UA, columns consisting solely of “0” are removed, denoted by {c1, c2, . . . , ck}, along
with their corresponding rows in PA, denoted as {c1, c2, . . . , ck}. In the newly generated
PA, if a row “a” is a superset of another row “k”, it can be represented as the subtraction
of its specific subset vector plus the subset vector itself. Accordingly, for each UA row
containing role “a”, cells in columns corresponding to “k” are updated to “1”. If subset
roles “k” further contain other subsets “l”, cells corresponding to “k” and “l” in this row
are also updated to “1”.

Similarly, if any two rows in PA share common permissions, these rows are simulta-
neously removed from PA. Subsequently, a new row is added to PA to represent a single
role that encompasses the common permissions. In UA, a new column is added with the
corresponding values. However, it is crucial to note that these row and column addition
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operations will increase the number of generated roles. Therefore, it is advisable to make
these decisions based on computational metrics. The specific code implementation is not
included here, as depicted in Figure 4.
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In Algorithm 1, Steps 1 and 2 aim to remove obvious redundant roles from UA and PA.
In Step 3, if a role in the role hierarchy introduces neither new users nor new permissions,
it is deleted. Step 4 handles the case where a role set in PA is a superset of several others.
The pseudocode does not elaborate on the situation where two roles share a common
permission set.

The time complexity of the proposed algorithm is O(r × m/2), which iterates over
each role in PA, excluding subsets that have been identified previously, and finally traverses
the users to update their states. Clearly, the system’s performance is directly influenced by
the number of users and roles in the system. To enhance the scalability of the RBAC system,
the following strategies can be considered:

Optimization of Data Structures: Employing more efficient data structures to store
and query user–role relationships can significantly accelerate permission verification and
role assignment. Hash tables, index trees, and similar data structures offer viable options
to boost these operations.

Caching Strategies: For frequently accessed data, such as user–role mappings and
permission lists, caching mechanisms can significantly reduce the number of database
accesses and improve overall system performance.

Distributed System Architecture: In large-scale systems, adopting a distributed archi-
tecture can distribute the user and role data across multiple nodes for processing. This
approach enhances the system’s parallel processing capabilities and fault tolerance.

Limitation of User and Role Numbers: In certain scenarios, limiting the number
of users and roles can effectively enhance system scalability. Merging similar roles or
eliminating unnecessary ones are practical methods for reducing the role count.

These measures can be implemented to facilitate the application of the algorithm in
large-scale databases, ensuring its scalability and performance in real-world scenarios.

For illustration, consider the example shown in Figure 5a.
Where UA and PA are derived from the Edge-RMP, and according to Equation (15),

their value is 19.
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Algorithm 1. Edge-RMP Optimized Algorithm

Input: User–role relationships UA, role–permission relationships PA, and user–permission
relationships UPA generated by the Edge-RMP algorithm [22].
Output: New UA and PA generated by the optimized algorithm.
Step 1: Remove columns in UA that are all zeros.
All listed as {c1, c2, . . . , ck}.
Step 2: Remove corresponding rows in PA for row in range {c1, c2, . . . , ck}
Step 3: For each row r ∈ PA do

If ∃R′ ⊆ PA, Pr = ∩PR′&&Ur = ∪UR, then
PA = PA\{r}

End if
End for

Step 4: For each row a in PA do
If a is a superset of other rows in PA with the maximum number of permissions, then

Let k be the subset corresponding to row a
If k has other subsets {l}, then

Let the subsets be {k, l}
End if

For each row in UA do
If the value for a in row is 1,
//To mitigate the potential increase in the combined value of |UA| and |PA| after

modifications to PA, we implement a counting mechanism to ensure that such changes do not
exceed the original count.

Then count the number of zeros in columns {k, l} of row a in PA and record it.
Numi+ = the numbers

End if
End for

//The product of the repetition count of unique permission sets for users and the number
of changes in UA is less than the number of units replaced in PA represented by subsets.

If ∑m
i=1 ui ∗ numi ≤ the numbers o f 1 in subset k then

//Make changes to role a in PA
Row a = a − k
//Make changes to users in UA who have role a
Set the recorded cell to 1.

End if
End if
//When two roles in PA share a common permission, rc, the respective permission sets of

these two roles are modified by subtracting rc from their respective vectors. Concurrently, rc is
established as a new role within PA. In UA, a new column is appended with corresponding values
to reflect this change. Additionally, it is ensured that the product of the repetition count of unique
permission sets for users and the number of changes in UA remains less than the number of units
replaced in PA, represented by subsets. For the calculation of commonalities in this scenario, all
rows in PA are sorted in descending order based on the number of permissions in each row.

End for

Following Step 1, the 5th and 6th columns are removed from UA.
In Step 2, the 5th and 6th rows are removed from PA. This point in the procedure is

shown in Figure 5b.
Following Step 3, the repetition counts of unique permission sets possessed by users

in UPA are {1, 1, 1, 1}. In PA, the fourth row r4 is a superset of the first row r1, and r1 is not
a superset of any other rows. Therefore, in PA, r4 can be represented as {11000}+ r1. In
UA, there are 2 cells that contain r4 and not r1, which correspond to u1 ∗ 1 + u2 ∗ 1 = 2.
However, since 2 is not less than or equal to 1, the change in PA is canceled. Similarly, it
does not hold for r4 with r2.

The fifth row r5 in PA, which is a superset of r4 and where r4 has the maximum number
of permissions among all rows in PA except r5, can be represented as {00101}+ r4. In UA,
there are 0 cells containing r5 and not containing r4, corresponding to u1 ∗ 0 = 0. In this



Symmetry 2024, 16, 1008 17 of 35

case, 0 is less than or equal to 2, so the change is retained. Since the first row in UA already
contains r4 by itself, {00111} in UA remains unchanged. In summary, the result is shown
in Figure 6.
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According to Equation (15), the value is determined to be 17. This represents an
improvement compared to the original result.

4.2. Preprocessing of UPA

This paper clusters data based on the similarity between users as determined by the
permissions they possess. Users with similar similarity are grouped into one partition,
and their centroids are identified. Finally, compression is applied to ensure that the roles
generated from the compressed matrix have an error within an acceptable range compared
to those generated before compression. This ensures data quality and consistency while
simplifying the dataset. The partitioning is based on the similarity of users to permissions,
as demonstrated by experiments [14], proving its feasibility. However, due to differences
in the constraint algorithm and the data involved in the optimized Edge-RMP algorithm
presented in the previous section, the algorithmic operations also vary. Consequently, this
approach is not applicable to the optimized Edge-RMP algorithm because preprocessing
UPA does not ensure that the roles generated by the optimized Edge-RMP algorithm fall
within the acceptable error range compared to those generated without preprocessing.

4.2.1. Clustering

First, each user in UPA is clustered based on the similarity between users using
the k-means clustering algorithm, dividing them into clusters {CU1, CU2, ...}. Then,
partitioning and compression techniques are applied independently to each cluster. Here,
the partitioning around medoids (PAM) algorithm, similar to the k-means clustering
algorithm but using dissimilarity instead of distance, is employed [42].

In Algorithm, k initial center points are randomly selected, and the users are parti-
tioned accordingly. During the algorithm’s execution, if there exists a non-center point
closer to another point (here, in terms of similarity) than its current center, the two points
are swapped, and the partitioning is recalculated. The rest of the approach follows a
methodology similar to the k-means clustering algorithm.

4.2.2. Compression

After partitioning the user clusters based on user similarity, we further simplify UPA
using support and compression points. The compression process is outlined in Algorithm 2.

Algorithm 2. Compression of partitions

Input: role–permission relationships PA, the partition with point ui and threshold t
Output: compressed matrix UPAcompressed
Initialize UPAcompressed;
For each p in PA do

supportassociate(ui)∪{ui}(p) = |{u|∃u∈associate(ui)∪{ui}:p∈user_permissions(u)}|
|associate(ui)∪{ui}| ;

If supportassociate(ui)∪{ui}(p) ≥ t, then
UPAcompress = UPAcompress ∪ {(ui, p)};
End if

End for
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If the support of a permission in the user set is greater than or equal to the threshold,
then this permission and its corresponding users can be regarded as compression points.

When addressing variations or constraints in data quality, particularly during the
initial clustering and data preprocessing stages, the existence of missing values in datasets
can potentially undermine the accuracy of clustering and data analysis. Moreover, noise
data poses another challenge, as it may introduce patterns that are unrelated to the genuine
data distribution, thereby compromising clustering accuracy.

To address these concerns, various techniques can be applied. For instance, statistical
values such as mean, median, or mode can be utilized to fill in missing values, providing a
reasonable approximation based on the distribution of available data.

Furthermore, to mitigate the impact of noise data, it is advisable to employ clustering
algorithms that exhibit robustness against noise. In this context, clustering algorithms that
rely on user similarity as a metric are particularly suitable. These algorithms assess the
degree of similarity between users based on their attributes or behaviors and subsequently
group them into clusters.

By incorporating these strategies, we can enhance the overall quality of the data and
improve the precision of clustering and subsequent data analysis. Specifically, imputing
missing values using statistical methods ensures data completeness, while utilizing noise-
robust clustering algorithms mitigates the adverse effects of noise data. In this paper, we
adopt a clustering algorithm that measures user similarity, aiming to achieve more reliable
insights from our clustering and analysis efforts.

4.3. Role Optimization for Satisfying Cardinality Constraints

To optimize the results of the Optimized Edge-RMP algorithm and make them more
practically meaningful, we restrict the number of users allowed per role to reduce the
risks of permission misuse and leakage. The post-processing method proposed in [14]
introduced algorithms for UCC and PCC, but it lacks handling methods for RUC and RPC.
Additionally, according to the algorithm proposed by Ma et al. [7] for satisfying RUC and
RPC, there is room for optimization in the obtained results. Thus, this paper proposes
post-processing algorithms for role-user cardinality (RUC) and role-permission cardinality
(RPC), demonstrating their effectiveness through experiments. Given the UA and PA data
processed by the algorithm, we assess the number of users assigned to each role and the
number of permissions associated with each role. If the given constraints are violated, we
proceed with the following constraint optimization approach.

4.3.1. Role-User Assignment Optimization for Role-User Cardinality

Regarding RUC, it is defined as follows: Given a user-permission assignment matrix
UPAm×n, preprocessed UA and PA matrices, and a specific threshold MUCrole, find a set of
roles R that optimally assign user sets, keep the number of users assigned to any role less
than or equal to MUCrole, and minimize the number of users associated with each role. The
user-permission assignment derived from UA and PA matrices must align precisely with
UPA matrix, such that UA

⊗
PA = UPA. Additionally, the number of users associated with

each role should be less than or equal to a predefined threshold MUCrole, where MUCrole is
a maximum user count for a role and is less than the total number of users in the system.
Mathematically, this condition can be expressed as ∑m

i=1 UA[i][j] ≤ MUCrole ≤ |U| for all
roles j, where |U| denotes the total number of users in the system.

The constraints are as follows:
min|User|

UA
⊗

PA = UPA
∑m

i=1UA[i][j] ≤ MUCrole ≤ |U|
(16)

The process of optimizing users under the constraints of RUC is illustrated in Algorithm 3.
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Algorithm 3. Role-user assignment optimization for role-user cardinality (RUC)

Input: Preprocessed matrices UA and PA, initial role set CR, and threshold MUCrole
Output: The matrices UA and PA satisfying cardinality constraints
Define count_role_users(r) as the number of users assigned to role r and compute it accordingly;
Define count_user_roles(u) as the number of roles held by user u and compute it accordingly;
For each role in CR do

If count_role_users(r) > MUCrole then
k = count_role_users(r)− MUCrole + 1;
Select the top k users from the user set of count_role_users(r), denoted as set S, where these

users have the highest count_user_roles(u) compared to others;
Take the intersection of these k user sets, denoted as Uk, Uk = {U1 ∩ U2 . . . ∩ Uk};
Take the union of role permissions corresponding to the set of these intersected users, denoted

as Ps;
Create new roles rn,
let role-permission(rn) = Ps;

For each pr in CR do
If pr ∈ Ps then

PA [nr][r] = 1;//If a particular permission belongs to the intersection of the permission
sets of two users, it is advisable to assign that permission to a newly defined role.

else
PA [nr][r] = 0;//If a specific permission does not belong to the intersection of the

permission sets of two users, it should remain unchanged.
End if

End for
For each ui in UA do

For each j in Uk do
//For the top k users, all the values that are set to 1 in their respective intersections should be
altered to 0, and subsequently, a new role rn should be assigned to these users.

If ∀ui ∈S:UA [i][k] = 1 then
UA [i][k] = 0;
UA [i][n] = 1;

else
UA [i][n] = 0;

End if
End for

End for
Update count_user_roles(u) and count_role_users(r);

End for

In Algorithm 3, we first define the number of users a certain role possesses and the
number of roles a certain user possesses. We iterate over each column in UA, and if the
number of users a certain role possesses exceeds the threshold MUCrole, we identify the user
with the highest number of roles (count_user_roles(u)), which is equal to count_role_users(r)
− MUCrole + 1. Then, we determine the intersection of these users. Subsequently, using the
permission set associated with this intersection set, we introduce it as a new role into PA.
The users implicated in the intersection can relinquish their previous roles and adopt the
new roles, preserving their permissions. Consequently, UA and PA are adjusted accordingly.
Thus, the constraints are fulfilled, and the count of users assigned to it is diminished.

In Algorithm 3, the initial phase involves defining the number of users associated with
each role and the number of roles assigned to each user. Subsequently, we iterate through
each column in UA matrix. If the count of users assigned to a specific role surpasses the
predefined threshold MUCrole, our algorithm pinpoints the user(s) who possess the highest
number of roles. This number is calculated by subtracting MUCrole from the total user count
assigned to that role (count_role_users(r) − MUCrole + 1).

Next, we determine the intersection of users who meet this criterion. Leveraging
the permission set associated with this intersection, we introduce a novel role into the PA
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matrix. The users encompassed within this intersection can then relinquish their previous
roles and adopt the newly introduced role, maintaining their original permissions.

Consequently, UA and PA matrices are updated to reflect these changes. This ensures
that the constraint of limiting the number of users assigned to any role to MUCrole is upheld
and reduces the overall count of users associated with the original role. Through this
optimization process, the algorithm enhances system security and management efficiency
while preserving user permissions.

To illustrate this concept, let us consider an example where the threshold is set to 3, as
depicted in Figure 7.
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After application of the algorithmic steps, it is observed that role r1 is associated with
users represented by the vector {1, 1, 1, 1}T , indicating that four users are assigned to this
role. However, the number of users associated with role r1 exceeds the threshold of 3,
where (k = 2, S = {u3, u4}, Uk = {U3 ∩ U4} = {1, 0, 1, 0}, Ps = {r1 ∪ r3} = {1, 1, 0, 1}).

The subsequent outcome, obtained through the prescribed steps, is illustrated in Figure 8.
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4.3.2. Role-Permission Assignment Optimization for Role-Permission Cardinality

Similar to RUC, the optimization problem for roles containing permissions under RPC
is defined as follows. Given a user-permission assignment matrix UPAm×n, preprocessed
UA and PA matrices and a specific threshold MPCrole, find an optimal set of permissions P
for a group of roles R, keep number of permissions assigned to any role less than or equal to
MPCrole, and minimize the number of permissions while ensuring that UA

⊗
PA = UPA.

The number of users associated with each role should be less than or equal to MPCrole, and
the threshold should be less than the total number of permissions; that is, the permission j
of role i is ∑n

j=1 PA [i][j] ≤ MPCrole ≤ |P|.
The constraints are as follows.

min|Permission|
UA

⊗
PA = UPA

∑n
j=1PA [i][j] ≤ MPCrole ≤ |P|

(17)

The optimization of role permissions under the constraints of RPC is illustrated
in Algorithm 4.
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Algorithm 4. Role-permission assignment optimization for role-permission cardinality (RPC)

Input: Preprocessed matrices UA and PA, initial role set CR, and threshold value MPCrole
Output: The matrices UA and PA satisfying the cardinality constraints
Define count_role_permissions(r) as the number of permissions assigned to role, and calculate it
accordingly;
Define count_permission_roles(p) as the number of roles that have permission p and compute it
accordingly;
For each role in CR do

If count_role_permissions(r) > MPCrole then
k = count_user_roles(u)− MPCrole + 1;
Select the top k permission sets with the highest count_permission_roles(p) from role r to form

set S;
Form a role, denoted as Ps, from set S;
Take the intersection of the k permission sets to create set Pk, Pk = {P1 ∩ P2 . . . ∩ Pk}
Create a new role rn, role_permission(rn) = Ps;
For each pr in CR do

For each pt in Pk do
If pr ∈ S, pr ⊇ Pk then

PA [t][r] = 0;//Roles are no longer granted permissions that are intersections of their
previous privileges, and these privileges are instead assigned to new roles.

PA [n][r] = 1;
else

PA [n][r] = 0;//New roles, being defined independently of permission intersections, are
not granted such privileges.

End if
End for

End for
For each ui in UA do

If UA [i][k] = 1 then
UA [i][n] = 1;//If users in UA possess roles that are intersections of permissions,

they will be assigned the new role instead.
else

UA [i][n] = 0;
End if

End for
Update count_role_permissions(r) and count_permission_roles(p);

End for

In Algorithm 4, we initially determine the count of permissions associated with
each role and the count of roles associated with each permission. Then, for each role, if
its permission count surpasses MPCrole, we identify the k permissions with the highest
count_permission_roles(p) within the role. Subsequently, we compute the intersection of these
k permissions and set the corresponding role indexes in PA and the permission indexes
corresponding to the k permission sets to 0, effectively eliminating these permissions
from their original roles. The k permission sets are amalgamated to create a new role.
Concurrently, if a user in UA is linked to any of the role indexes in the intersection, the
new role is allocated to this user. This approach ensures that permissions assigned to roles
adhere to the constraints while minimizing the number of permissions in PA associated
with the roles.

In Algorithm 4, we commence by assessing the number of permissions associated with
each role and the frequency of roles assigned to each permission. When a role’s permission
count exceeds the threshold MPCrole, we identify the k permissions with the highest occur-
rence among that role’s associated permissions based on the count_permission_roles(p)
function. Next, we determine the intersection of these k permissions and proceed to update
PA matrix. Specifically, we set the role indexes corresponding to the intersection to 0 in the
PA matrix, effectively disassociating these permissions from their original roles. Addition-
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ally, we set the permission indexes corresponding to the k permission sets to 0, reflecting
the removal of these permissions from the system.

Subsequently, we consolidate the k permission sets into a new role. Concurrently, if
any user in UA is associated with any of the role indexes that were part of the intersection,
we allocate the newly created role to that user. This approach ensures that the permissions
assigned to roles adhere to the MPCrole constraint while minimizing the overall number of
permissions in the PA matrix associated with the roles.

To illustrate this concept, let us consider an example where the threshold is set to 3, as
depicted in Figure 9.
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After the algorithmic steps are executed, r4 possesses the permissions set ({1, 1, 1, 1}),
indicating that it holds more permissions than does the threshold value of 3, where (k = 2,
S = {p1, p2}, Pk = {p1 ∩ p2} = {0, 1, 0, 1}, and new role rn = PS = {p1, p2} = {1, 1, 0, 0}).

The subsequent outcome, obtained through the prescribed steps, is illustrated in Figure 10.
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4.4. Role Assignments Satisfying Multiple Constraints

In this subsection, we integrate cardinality constraints, user exclusion constraints,
and user capability constraints to derive a user-role assignment from the algorithm results
that adheres to all constraints. This ensures that each user is allocated appropriate roles
while maximizing the number of user-role assignments. Although another role assignment
algorithm with mixed constraints has been proposed by other authors [14], they fix the
number of roles in the user capability constraint UC, and their experimental results are

discussed based on |UA′|
|UC| × 100%. Additionally, the algorithm does not guarantee that each

role in the resulting user-role assignment matrix contains at least one user. If a role has zero
associated users, the generated role lacks practical significance. Hence, we perceive certain
limitations, such as roles generated in the dataset not participating in constraints and some
roles lacking practical significance.

To address these limitations, we incorporate all roles generated in the dataset into the
user capability constraint UC and randomly generate a user capability constraint UC with
the same number of roles as the dataset. The experimental results are subsequently dis-

cussed based on variations in |UA′|
|UA| × 100%. Furthermore, while their algorithm considers

user-role assignments that meet all constraints as positive values, we consider assignments
that do not meet the constraints as 0. Consequently, the remaining user-role assignments
are deemed accurate assignments generated by the algorithm, thereby maximizing the user
retention ratio (URR). The algorithm is outlined as follows.

A role assignment problem with multiple constraints arises in the optimization process
of role mining. Given the user-permission set UA, the role-user cardinality constraint
MUCrole, a set C of user exclusion constraints in the form of t-t SMER, and the user capability
constraints UC, the objective is to find a matrix UA’ that maximizes the number of user-role
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assignments while ensuring compliance with all constraints. The constraints to be satisfied
include the following:

max|UA′|
UA′ [i][j] = 0, ∀UC [i][j] = 0

user_role satis f y C, ∀u ∈ UA′
count_role_users(r) ≤ MUCrole , ∀u ∈ UA′

(18)

In Algorithm 5, first, UC is generated. The UC with the same number of roles is
randomly generated based on the UA. Then, a copy of UA is made into UA′, and UA′

is initialized based on the constraint matrix UC. Subsequently, the role-user constraints
are applied to UA′, where values that do not meet the constraints are set to 0. Next, the
compliance of each role in UA′ with the constraint set C is verified. If a role does not comply,
the corresponding values in UA′ belonging to the SMER < {r1, r2, . . . , rt}, t > with the
lowest priority role ry are set to 0. Finally, the UA′ obtained is the matrix for maximizing
role assignments satisfying multiple constraints.

Algorithm 5. Role assignments satisfying multiple constraints (RMC)

Input: threshold MUCrole, matrix UC, t-t SMER constraints with set C, user-permission set UA
output: user-role assignment matrix UA′

UA′ = UA;
//User capability constraint
For each UC [i][j] in UC do

If UC [i][j] ==0 then
UA′ [i][j] = 0;

end if
End for
Sort the roles r in UA’ based on their priority, where roles with lower SMERc(r) values have higher
priority. Add the sorted roles to an array RC;
For each rj in RC do
//If the number of users in the role exceeds the threshold, perform the RUC operation again.

If count_role_users(r) > MUCrole then
Identify the set S consisting of count_role_users(r) − MUCrole + 1 users with the highest

count_user_roles(u);
For each s in S do

UA′ [s][r] = 0;
End for

End if
For each ui in UA′ do

If UA′ [i][j] != 0 then
For each SMER < {r1, r2, . . . , rt}, t > in C do
//The assignment relationship with the lowest priority must satisfy the mutually

exclusive user constraint.
If

∣∣∣{user_role(ui) ∪
{

rj

}}
∩ {r1, r2, . . . , rt}

∣∣∣≥ t then
Find the role ry in SMER < {r1, r2, . . . , rt}, t > with the lowest priority.
UA′ [i][y] = 0;

End if
End for

End if
End for

End for

5. Experimental Results and Analysis

The real datasets used in this study consist of a total of six datasets, which were
sourced from the Hewlett-Packard Laboratories and have been previously used in [24]. In
this study, we compared and analyze the experimental results of the original Edge-RMP
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algorithm with the optimized results based on these datasets. The pertinent data for the
real datasets are presented in Table 1.

Table 1. Real datasets.

Dataset |Users| |Permissions| |UPA|

Americas_small 3477 1587 105,205
APJ 2044 1164 6841

EMEA 35 3046 7220
Healthcare 46 46 1486
Firewall1 365 709 31,951
Firewall2 325 590 36,428

Among these, |users| represents the number of users, |permissions| denotes the num-
ber of permissions, and |UPA| indicates the relationships established for user-permission
assignments. The datasets Americas_small, APJ, and EMEA were extracted from Cisco’s
firewall, describing the access of authorized external users to internal corporate resources.
The Healthcare dataset originated from the U.S. Department of Veterans Affairs, while
the Firewall1 and Firewall2 datasets were obtained as results from monitoring algorithms
running at firewall monitoring points.

The software utilized in this paper was developed in Java and executed on a personal
computer equipped with an AMD Ryzen 5 4600 H processor with Radeon Graphics running
at a processing speed of 3.0 GHz.

5.1. Optimized Edge-RMP

The experiments conducted in this paper involved applying both the Edge-RMP
algorithm and the optimized Edge-RMP algorithm to various datasets, and their perfor-
mance was compared. Table 2 presents the experimental results across the six different
datasets. These results confirm the effectiveness of the optimized Edge-RMP algorithm,
which demonstrated the ability to handle problems more efficiently and exhibit outstanding
performance on large datasets.

Table 2. Comparison between the Edge-RMP algorithm and the Optimized algorithm.

Dataset Edge-RMP Algorithm
|UA|+|PA|

Optimized Edge-RMP
Algorithm |UA|+|PA|

Efficiency
Improvement

Americas_small 14,732 8978 39.0%
APJ 5149 4228 17.9%

EMEA 8748 4147 52.6%
Healthcare 546 235 57%
Firewall1 3755 2129 43.3%
Firewall2 1378 1196 13.2%

First, it is worth noting that the optimized Edge-RMP algorithm significantly enhances
efficiency across multiple datasets, as evidenced by the reduction in |UA|+|PA| (the sum
of user access frequency and permission assignment times). This demonstrates the effec-
tiveness of the optimization algorithm in reducing system management and maintenance
complexity while upholding system security.

Next, we can posit that MFC-RMA (if designed based on similar optimization princi-
ples) may also yield comparable efficiency improvements on analogous datasets. Specifi-
cally, MFC-RMA could potentially offer advantages in the following areas:

Streamlined administrative complexity: Similar to the optimized Edge-RMP algorithm,
MFC-RMA has the potential to streamline system administration complexity by minimizing
unnecessary user access and permission assignments. This would facilitate administrators’
comprehension and maintenance of system permission settings.



Symmetry 2024, 16, 1008 25 of 35

Enhanced security: Through optimizing role and permission allocation, MFC-RMA
may mitigate potential security risks. For instance, by curtailing superfluous permission
assignments, it could reduce the likelihood of permission leakage or misuse.

Improved scalability: Optimization algorithms typically exhibit superior scalability
due to their ability to efficiently handle large datasets and complex permission struc-
tures. With a similar optimization strategy, MFC-RMA might also demonstrate enhanced
performance when dealing with expansive systems.

Elevated user satisfaction: By diminishing unnecessary access restrictions and re-
fining precision in permission assignments, MFC-RMA has the potential to elevate user
satisfaction levels and productivity.

Next, a comparative analysis was conducted between the HPe algorithm [23], GAedge [24],
and the optimized Edge-RMP algorithm in various aspects, including the number of generated
roles, generated user–role relationships, the sum of roles and permissions edges, and the
runtime of the algorithms. The HPe algorithm utilizes a method of rapid graph reduction
based on graphs smaller than the original input to recover optimal solutions from problem
instances in smaller graphs. The GAedge algorithm transforms the role mining problem into
the corresponding set cover problem, applies a greedy strategy to solve the set cover problem,
and subsequently translates the solution of the set cover problem into the solution for the role
mining problem. In contrast, the optimized Edge-RMP algorithm operates based on Boolean
matrix factorization.

Table 3 presents the performance of the HPe, GAedge, Edge-RMP, and optimized Edge-
RMP algorithm in terms of role generation across different datasets. The experimental
results indicate that the optimized Edge-RMP algorithm consistently generates fewer roles
than do the other algorithms across all datasets. In some datasets, the number of roles
generated by the optimized Edge-RMP algorithm is even less than half of what the other
algorithms produce. Figure 11 illustrates the effectiveness of the optimized Edge-RMP
algorithm in role generation. It can be observed that our algorithm excels primarily in
role generation, even outperforming the HPe and GAedge algorithms, particularly on the
healthcare dataset where the Edge-RMP algorithm falls short. Our algorithm addresses
this deficiency effectively. Table 4 displays the results for the sum of edges generated by
each algorithm, and Figure 12 provides a corresponding line graph of these results.

Table 3. Role count generated by the algorithms.

Dataset HPe GAedge Edge-RMP Optimized Edge-RMP

Americas_small 258 275 196 193
APJ 471 479 465 461

EMEA 104 115 43 35
Healthcare 15 16 17 14
Firewall1 75 79 66 66
Firewall2 10 10 10 10

Table 4. Sum of edges generated by the algorithms.

Dataset HPe GAedge Edge-RMP
Optimized Edge-RMP

|UA| |PA| |UA|+|PA|

Americas_small 8071 7635 14,732 5735 3243 8978
APJ 3959 3916 5149 2730 1498 4228

EMEA 3772 3722 8748 475 3672 4147
Healthcare 211 193 546 120 115 235
Firewall1 1873 1745 3755 986 1143 2129
Firewall2 1076 1046 1378 505 691 1196
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In finding the sum of its sides, note that the Fast-Miner algorithm removes the initial
repetition role, and the repetition times need to be recorded in order to more accurately
find the minimum sum of |UA|+|PA|.

It can be observed that the optimized Edge-RMP algorithm yielded experimental
results comparable to those of other algorithms across most datasets. However, compared to
the pre-optimized Edge-RMP algorithm, the optimized Edge-RMP algorithm demonstrates
a significantly higher efficiency improvement across various datasets. Additionally, the
optimized Edge-RMP algorithm holds a significant advantage in the number of roles
generated compared to other algorithms within the datasets. While the runtime of the
Edge-RMP algorithm was notably shorter than that of the HPe and GAedge algorithms,
the optimized Edge-RMP algorithm, being an optimization of this algorithm, also exhibits
significantly shorter runtime compared to the HPe and GAedge algorithms. In practical
applications, role mining should not only focus on the quantity of generated user-role and
role-permission assignment relationships but also consider the number of roles generated
to save mining costs. In comparison, the optimized Edge-RMP algorithm proposed in this
paper achieves quite satisfactory results.

In summary, the optimized Edge-RMP algorithm, while showing minor variations in
edge generation compared to other algorithms, offers a significant advantage in role gener-
ation and algorithm runtime. Role generation plays a crucial role in Edge-RMP problems.
The optimized Edge-RMP algorithm enhances role generation, consequently reducing the
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number of generated edges. However, an excessive number of roles may introduce data
redundancy within the system, posing challenges for system security administrators in
access control. Thus, the algorithm demonstrates a significant advantage in addressing the
λr|R|+λe(|UA|+|PA|) problem.

The efficiency enhancements of the enhanced algorithm exhibit variations across
different datasets, influenced by the diverse distribution structures of the datasets. Certain
variables may characterize the overall distribution of user-role assignment relationships
within each dataset. Particularly notable is the significant improvement observed on
the Healthcare dataset, attributable to its balanced distribution of users and permissions.
Evidently, the algorithm performs admirably across datasets of various sizes, encompassing
large, medium, and small datasets.

These experimental results underscore the disparate efficiency levels observed across
different datasets, stemming from structural factors that warrant further investigation. The
algorithm’s outcomes may encompass low-priority roles with infrequent usage. To further
refine the algorithm’s results, role-permission cardinality constraints could be integrated.
Moreover, RBAC confronts real-world challenges, wherein dynamic changes occur in
business environments, and interactions between users and the role mining process give
rise to events. This underscores the need for incremental algorithms capable of handling
real-time scenarios while ensuring system stability. These insights lay the groundwork for
future endeavors aimed at enhancing the efficiency of this optimized algorithm.

5.2. Experiment on Data Preprocessing

In the data preprocessing stage, the clustering compression algorithm from [14]
was employed, and the similarity between roles in the compressed result and the ini-
tial roles, as well as the similarity of permissions within the same group in matrix PA
(simP

(
PAcompressed, PAinitial

)
), was verified in the study. The experimental results demon-

strated that the similarity of permissions within the same group in matrix PA consistently
remained high at 0.95. This indicates that for identical sets of permissions, the roles in the
compressed result closely resemble the initial roles. While there may still be occasional
variations in access resource permissions within large-scale application systems, differ-
ences below 0.05 can be considered acceptable. Hence, from the perspective of simP, the
utilization of preprocessing methods proves to be accurate.

5.3. Cardinality Constraint Experiment

We investigated the optimization of the number of users and permissions for roles
under the cardinality constraint using Algorithms 3 and 4. Subsequently, experiments were
conducted on the healthcare dataset using the preprocessed matrices UA and PA, along
with the initial role set CR as inputs, where the thresholds MUCrole and MPCrole were greater
than 1. The experimental results were compared with those in UPRCM [7], as shown in
Figures 7 and 8. Here, the x-axis represents the values of thresholds MUCrole and MPCrole,
while the y-axis represents the number of roles generated under the constraints.

As observed in Figure 13, it is evident that both the UPRCM and RUC (role-user
assignment optimization for role-user cardinality) algorithms display a decreasing trend
in the number of roles as MUCrole increases, eventually stabilizing after reaching a certain
threshold. Specifically, beyond a threshold of 8 for MUCrole, the experimental results for
both algorithms become relatively consistent. At this threshold, the UPRCM algorithm
generates 21 roles, while the RUC algorithm generates 18 roles. Hence, under no constraints,
the maximum number of users per role is eight. Furthermore, a closer examination reveals
that the UPRCM algorithm experiences drastic changes in the number of roles between
thresholds 4 and 8, indicating strong constraints within this range. As the threshold in-
creases, the number of users per role gradually rises, resulting in fewer assignable roles. In
contrast, our RUC algorithm demonstrates relatively stable changes with varying thresh-
olds, indicating fewer fluctuations in the number of roles and higher stability compared
to the former. Beyond threshold 8, the number of roles stabilizes, indicating saturation
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in the number of users per role. Even significant changes in the threshold thereafter do
not noticeably affect the number of roles. Additionally, the figure illustrates significant
variations in the number of generated roles with smaller MUCrole thresholds, where smaller
MUCrole values imply stronger constraints. Consequently, more permissions are allocated
to rarely used irregular roles, leading to a significant increase in the number of roles for
smaller thresholds.
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Figure 13. Role-user assignment optimization for role-user cardinality (RUC).

In summary, the RUC algorithm consistently generates fewer roles compared to the
UPRCM algorithm, indicating its superiority in the healthcare dataset.

From Figure 14, it is evident that both the UPRCM and RPC (role-permission assign-
ment optimization for role-permission cardinality) algorithms exhibit a decrease in the
number of generated roles as the threshold MPCrole increases, eventually stabilizing after
reaching a certain threshold. The UPRCM algorithm shows no change in results beyond a
threshold of 26 for MPCrole, generating 21 roles. In contrast, the RPC algorithm approaches
stability around threshold 26 for MPCrole, with gradual changes until reaching a stable
state after a threshold of 40, generating 17 roles. The stability in the number of roles after
reaching different values for threshold MPCrole is because some roles generated by the RPC
algorithm contain multiple permissions. However, it is evident that the RPC algorithm
generates fewer roles after stability. Moreover, the figure illustrates significant differences
in experimental results between the two algorithms at thresholds 2–3 for MPCrole. How-
ever, the RPC algorithm quickly catches up with the UPRCM algorithm in generating the
same number of roles for subsequent changes in threshold MPCrole, eventually produc-
ing a smaller number of experimental results than the UPRCM algorithm. In conclusion,
the RPC algorithm demonstrates overall superiority over the UPRCM algorithm in the
healthcare dataset.
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Given the scarcity of constraint experiments conducted on the basis of Edge-RMP
optimization results, this study aimed to validate the experimental effectiveness through
the adoption of the WSC comparison methodology. As shown in Table 5, our results
were compared with the DuplicateUDCC algorithm [39] on the APJ dataset. Notably, the
WSC value reported for the DuplicateUDCC algorithm represents the optimal outcome
among various algorithms presented in its original paper. In computing the WSC value,
it is worth mentioning that the |DUPA| value is also taken into consideration. However,
since its value remains constant at 0 after a threshold of 28, it is omitted from further
discussion. Notably, the RUC algorithm exhibits superior overall efficiency in role mining
under various thresholds compared to the DuplicateUDCC algorithm. Moreover, both
algorithms share a common trait: the WSC value remains unchanged after a threshold of
112. In summary, due to the different foundations of the constraint experiments, a direct
comparison based on individual variable attributes is not feasible. However, in terms of
the overall performance of the constraint algorithms measured by WSC, the proposed RUC
algorithm outperforms the DuplicateUDCC algorithm.

Table 5. WSC values for the APJ dataset.

MUCrole Duplicate UDCC
RUC

Role |UA|+|PA| WSC

28 4945 470 4349 4845
56 4881 467 4253 4720
84 4872 466 4253 4719

112 4857 465 4228 4693
139 4852 465 4228 4693
167 4852 465 4228 4693

5.4. Multiple Constraints Experiment

In this section, we describe the analysis of the impact of different parameters on the
user retention ratio (URR) using various inputs such as the threshold MUCrole, the density
ρ of the user capability matrix (percentage of 1s in the matrix), the t-t SMER constraint set
C, and the preprocessed data results UA. Specifically, we randomly generated the t-t SMER
constraints based on specified parameters including the minimum and maximum constraint
numbers and the number of constraints in set C. Experiments were conducted on both the
healthcare and APJ datasets to evaluate the URR, and the results were compared. For the
healthcare dataset, which is relatively small, the number of constraints in the t-t SMER
constraint set C was set to 100, 200, and 300, respectively. Additionally, for the APJ dataset,
an additional set with |C| = 400 constraints was included to provide more comprehensive
experimental results. The experimental findings are depicted in Figures 9 and 10, where
the vertical axis represents the change in URR, and the horizontal axis represents variations
in MUCrole, C, and ρ. These results provide insights into how different parameters affect
the efficiency and performance of the algorithm.

In this approach, we explored the impact of varying threshold MUCrole values, the density
ρ of the user capability matrix, and the set of user exclusion constraints C on the user retention
ratio (URR). Specifically, we set the cardinality constraint value to be greater than 1.

Figure 15 illustrates the line graph of URR as the threshold MUCrole varies on the
healthcare dataset, with a user capability matrix density of ρ = 0.7. The graph shows
a gradual increase in URR with an increase in the threshold MUCrole. Notably, URR
stabilizes when the threshold reaches eight, which corroborates findings from previous
experiments on cardinality constraints. At MUCrole = 2, the UUR values remain nearly
identical regardless of the size of the set of user exclusion constraints (|C| = 100, |C| = 200,
or |C| = 300), indicating a minimal impact of t-t SMER constraints at this threshold.
However, variations in |C| consistently affect the URR values, especially in the range
of 100–200 constraints. Overall, the results demonstrate that URR tends to increase with
higher threshold MUCrole values until reaching a stable value. The influence of t-t SMER
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constraint sets on URR highlights their significance in affecting the results, particularly
with varying constraint sizes.
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Figure 15. Performance of RMC in the healthcare dataset with a different MUCrole.

Figure 16 illustrates the line graph of the user retention ratio (URR) in the healthcare
dataset as the density ρ of the user capability matrix UC varied. In this case, the threshold
MUCrole was fixed at four. It is evident that URR increases linearly with increasing ρ. This
is because as ρ increases, the algorithm results in more user-role assignment relationships,
which is expected. Moreover, URR continues to increase with increasing ρ and does not
reach a plateau until ρ = 1.
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Figure 16. Performance of RMC in the healthcare dataset with a different ρ.

Figures 17 and 18 illustrate the variation of the user retention ratio (URR) on the large
dataset APJ concerning changes in the threshold MUCrole and density ρ. In Figure 11,
the density of the user capability constraint matrix is fixed at 0.7, while in Figure 12, the
threshold MUCrole is fixed at 5. It can be observed that when the threshold MUCrole is two
and three, the URR values for |C| = 100, |C| = 200, |C| = 300, and |C| = 400 are almost
identical, indicating minimal variation, especially in large datasets where the resulting UA’
matrix is sparse. This is due to the significant number of zeros in the UA matrix of large
datasets, making it difficult for the user exclusion constraints to have a pronounced effect.
Additionally, Figures 13 and 14 show that for |C| = 300 and |C| = 400, under different
parameters of threshold MUCrole and density ρ, they achieve nearly identical URR values.
This suggests that the impact of the number of t-t SMER constraints on URR is smaller
in large datasets compared to small datasets. Overall, in sparse large datasets, user-role
assignment relationships are less influenced by the quantity of user exclusion cons
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The methodologies introduced by Kumar et al. [29] and Blundo et al. [30] exclusively
addressed the cardinality constraint RPC, while Hingankar et al.’s approach [31] solely tack-
led the RUC constraint. On the other hand, John et al.’s CPA and RPA [43] were designed to
fulfill the UCC constraint. Ma et al.’s method [7] was capable of satisfying either the RUC or
RPC constraint. Sarana et al.’s techniques [33] did not adhere to any cardinality constraints
but met the SMER constraints. Conversely, Harika et al.’s methodologies [32] achieved
simultaneous compliance with UCC and PCC. It is worth noting that the system’s status
remained unknown with the utilization of these methodologies. Although Roy et al.’s
method [37] concurrently addressed UCC, SMER, and user-capability constraints, it was
built upon an existing RBAC system. For comparison with other existing studies, we
present a table where methods are marked with a check mark (

√
) if they exist. Based on

the Table 6, it can be seen that our algorithm exhibits superiority.

Table 6. Related work.

Characteristic Kumar et al. [29]
Blundo et al. [30]

Hingankar
et al. [31]

John et al.
[43] Ma et al. [7] Sarana

et al. [33]
Harika

et al. [32]
Roy et al.

[37]
Proposed
Method

UCC
√ √ √ √

PCC
√

RUC
√ √

RPC
√ √ √

SMER
√ √ √

User Capability
√ √

System Status
√ √ √ √ √ √
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6. Discussion

By optimizing the Edge-RMP algorithm, we have successfully reduced the mining
scale and computational complexity while satisfying dual cardinality constraints in role
optimization and multiple security constraints in role assignment. This enhancement not
only improves system efficiency but also ensures heightened security and reliability. As
enterprises and organizations’ demands for access control continue to grow, our research
findings are pivotal in enhancing the overall performance of RBAC systems.

The MFC-RMA algorithm has excelled in numerous aspects. Through comparisons
with the original Edge-RMP algorithm, the graph-based HPe algorithm, and the set-cover-
based GAedge algorithm, we have demonstrated that the MFC-RMA algorithm possesses
significant advantages in terms of the number of edges and roles generated. This superiority
is not merely quantitative; the quality of the generated roles aligns more closely with real-
world needs, better satisfying user capabilities and mutual exclusion constraints.

We have introduced a constraint-based role optimization problem and designed cor-
responding algorithms to tackle it. This approach addresses the limitations of traditional
role mining algorithms when dealing with large-scale datasets while also enhancing the
flexibility and scalability of our algorithms. Furthermore, our constraint-based algorithm
was compared with the recent DuplicateUDCC algorithm, exhibiting its superior compre-
hensive performance.

Additionally, we delved into role mining under multiple constraints, providing novel
insights and methodologies for future research. Our research findings are of utmost
importance in improving and optimizing RBAC systems. As enterprises and organizations’
requirements for information security and data protection increase, traditional RBAC
systems are becoming insufficient. By introducing constraints and optimizing role mining
algorithms, we provide valuable support for the further development and refinement
of RBAC systems. Furthermore, our research offers new inspirations and references for
studies in related fields.

7. Conclusions

The paper begins by introducing RBAC and elaborates on the fundamental and vari-
ant problems of role mining. It discusses the concepts of role engineering and Boolean
matrix decomposition, leading to the introduction of the Edge-RMP algorithm, which is
relevant to the paper. The shortcomings of the Edge-RMP algorithm in terms of edge
and role generation are pointed out, prompting the proposed improvements in this study.
Through in-depth analysis and optimization of the Edge-RMP algorithm, our research has
introduced the MFC-RMA algorithm, which significantly enhances the performance and
efficiency of role mining. By introducing constraint conditions, the MFC-RMA algorithm
optimizes the role mining process, achieving performance gains over the DuplicateUDCC
algorithm. It effectively reduces the mining scale and computational complexity, satisfying
the cardinality constraints in role optimization and multiple security constraints in role
assignment, ultimately generating the desired roles. Through comparisons between the
original and enhanced algorithms on real datasets, the study demonstrates the superior per-
formance of the MFC-RMA algorithm in improving the Edge-RMP algorithm. Furthermore,
comparisons with graph-based HPe algorithm and set-covering-based GAedge algorithm
demonstrate significant advantages of the Edge-RMP optimized algorithm in terms of both
the number of generated edges and the number of generated roles. Experimental results
also validate the superiority of the cardinality constraint design algorithm in the MFC-RMA
algorithm compared to other algorithms. Lastly, this paper explores role mining under
multiple constraints and discusses the role outcomes under different parameters.

In practical applications, the algorithm first generates initial roles through the Fast
Miner algorithm, which is followed by preliminary processing with the Edge-RMP algo-
rithm. After that, it is integrated into our MFC-RMA algorithm to generate user roles
and role-permission assignment relationships that satisfy Edge RMP, as well as further
processed constraint roles to meet specific needs. Experiments proved that the algorithm
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exhibits high individual and comprehensive performance in generating the number of
roles, user-role, and role-permission relationships in RBAC, both under constrained and
unconstrained conditions. As an effective role assignment strategy, it significantly reduces
the direct association between users and permissions, thus minimizing security risks faced
by RBAC systems, which holds significant practical importance.

However, there are some limitations in the current research.
(1) Randomness of constraints. In the algorithmic work presented here, there is a

significant randomness in generating the user capability constraint matrix (UC) and the user
exclusion constraint set (C). While the algorithm takes the average of the generated results,
it still leads to a certain degree of error in the generated roles. In the future, additional
parameters or rules can be introduced during the generation of UC and C to increase
stability and consistency. For example, fixed rules or weights can be defined to reduce
randomness while maintaining flexibility.

(2) Role interpretability. The interpretability of roles makes permission assignment
more transparent and understandable. Users and administrators can clearly understand
the permission scope and access rules of each role, thus gaining a better understanding of
the system’s security policies and access restrictions.

(3) Adaptive access control systems. Future role mining and role engineering tech-
niques may incorporate intelligent algorithms and machine learning to achieve adaptive
access control systems. Through continuous learning and adjustment, the system can
automatically adapt to changing environments and needs, providing more personalized
and precise access control services.

In summary, the MFC-RMA algorithm is an effective solution for Edge RMP. By
comprehensively considering the relationships between users, roles, and permissions as
well as different types of constraints, it significantly optimizes the results of Edge RMP.
For modern organizations that require efficient management of permissions within the
organization, the MFC-RMA algorithm provides powerful technical support.
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