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Abstract

The rapid convergence of the Internet of Things (IoT), quantum computing, and artificial
intelligence (AI) has amplified the urgency for lightweight yet resilient data protection
mechanisms, particularly within unmanned aerial vehicles (UAV). Traditional crypto-
graphic approaches, while mathematically secure, often fail to reconcile the competing
requirements of robustness, computational efficiency, and energy sustainability when de-
ployed on resource-constrained platforms such as drones. To address this gap, this paper
proposes a novel hybrid lightweight cryptographic model that strategically integrates
symmetric and asymmetric primitives in a dual-layer design. The model leverages the
efficiency of lightweight authenticated encryption for high-throughput data protection,
while incorporating elliptic-curve and lattice-based key exchange mechanisms to ensure
both forward secrecy and post-quantum resilience. Experimental evaluation demonstrates
that the proposed scheme achieves superior performance compared to conventional meth-
ods, offering reduced computational overhead, lower energy consumption, and enhanced
resistance to cyber threats. Crucially, the model maintains high levels of confidentiality,
integrity, and authenticity while extending operational endurance, making it particularly
well-suited for next-generation UAV operating within the broader IoT ecosystem.

Keywords: IoT security; hybrid encryption; lightweight cryptographic algorithms; UAV
security; data integrity; energy-efficient encryption

1. Introduction

The Internet of Things (IoT) has emerged as a transformative technological paradigm,
enabling autonomous communication and data exchange among interconnected devices
across various domains such as healthcare, agriculture, logistics, and defense. Among
IoT-enabled entities, Unmanned Aerial Vehicles (UAVs), commonly referred to as drones,
represent one of the most dynamic and rapidly evolving technologies. Their integration
with IoT infrastructures has led to the emergence of the Internet of Flying Things (IoFT)
or the Internet of Drones (IoD)—a paradigm that extends IoT connectivity into the aerial
domain [1]. UAVs equipped with high-resolution sensors, computer vision modules,
and advanced communication systems provide critical advantages in coverage, mobility,
and accessibility, enabling data collection from environments otherwise inaccessible to
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humans. These features make UAVs indispensable for precision agriculture, environmental
monitoring, logistics, construction, and defense operations [2-6].

Cybersecurity remains one of the most critical challenges in UAV ecosystems. The in-
terconnection of drones through IoT-based infrastructures exposes them to a wide range of
attacks, including data interception, spoofing, hijacking, and denial of service (DoS) [7-10].
Comprehensive taxonomies of IoD security threats reveal vulnerabilities across hardware,
software, communication, and sensor levels, where even minor protocol weaknesses can lead
to complete mission compromise [7,9]. The lack of efficient encryption and authentication
mechanisms further exacerbates the risks of privacy breaches and control manipulation. Al-
though recent approaches employ Blockchain, Software-Defined Networking (SDN), Machine
Learning (ML), and Fog Computing to enhance secure data transmission, these solutions
often introduce additional latency and computational overhead, limiting their practical use
in resource-constrained UAVs [10]. Therefore, developing hybrid, lightweight cryptographic
mechanisms capable of ensuring confidentiality, integrity, and authentication under con-
strained conditions is crucial for maintaining mission resilience and data trustworthiness.

In addjition to security, energy consumption represents another major limitation in UAV
deployment. Since UAVs are powered by batteries with limited capacity, flight duration
and communication performance are directly linked to energy efficiency [11-14]. Studies
have shown that propulsion, payload, and onboard computation constitute the largest
energy drains during flight [11]. Recent advances in aerodynamically driven solar-tracking
systems have contributed to improving UAV energy autonomy by enhancing the efficiency
of solar power utilization during long-duration missions [12]. Optimized path planning
and power-aware routing significantly improve mission endurance; for instance, the use of
genetic algorithms for coverage optimization can reduce total energy consumption by up
to five times compared to greedy methods [13]. Furthermore, modeling and optimizing
the energy required for various flight phases—takeoff, hovering, and landing—enable
more effective management of onboard resources, leading to extended mission duration
and safer landings [14]. Consequently, cryptographic operations integrated into UAV
communication systems must be designed with minimal power consumption to avoid
compromising overall mission longevity.

Finally, UAVs face substantial computational and autonomy challenges that directly
affect their capacity to process encrypted communication and execute onboard decision-
making tasks. Due to their lightweight embedded systems, most UAVs possess limited
processing and memory resources, making the implementation of complex cryptographic
algorithms impractical [15]. Moreover, as UAVs transition toward greater autonomy, they
must simultaneously perform obstacle avoidance, path planning, and Safe Landing Zone
(SLZ) detection in real time [16]. Surveys of IoD architectures emphasize the need for
efficient computational frameworks that maintain secure, high-speed data exchange while
supporting autonomy-related functions [15,17]. Current trends indicate that vision-based
control, adaptive trajectory generation, and machine learning-based perception dominate
UAV autonomy research, but these methods require low-latency and energy-efficient
cryptographic protection to be viable in real-world conditions [16,18].

In response to these dual challenges—security vulnerabilities and resource constraints—
this work introduces a novel hybrid lightweight cryptographic model specifically optimized
for UAV communication. The primary contributions of this study are summarized as follows:

e  Hybrid Security Framework: A dual-entropy hybrid model combining Elliptic-Curve

Diffie-Hellman (ECDH) for forward secrecy with a post-quantum lattice-based Key
Encapsulation Mechanism (KEM) to ensure resilience against emerging quantum attacks.
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e Lightweight Authenticated Encryption: Integration of the TinyJAMBU AEAD scheme
to provide confidentiality, integrity, and authenticity with minimal memory and
computational overhead.

e  Resource Efficiency: A balanced design between asymmetric and symmetric primitives
that achieves high throughput with reduced energy consumption, extending UAV
operational lifespan.

e  Scalability and Adaptability: A modular framework supporting deployment across
diverse UAV applications, including logistics, environmental monitoring, and real-
time video surveillance.

The rest of this paper is organized as follows: Section 2 reviews the current landscape
of encryption methodologies—symmetric, asymmetric, and hybrid—and evaluates their
applicability to resource-constrained UAVs. Section 3 introduces the proposed hybrid
lightweight cryptographic model in detail, including its mathematical design and workflow.
Section 4 presents experimental results and comparative analyses focusing on security,
resource efficiency, and energy conservation. Finally, Section 5 outlines potential directions
for future research and concludes with the key findings of this study.

2. Literature Review
2.1. Symmetric and Asymmetric Cryptographic Algorithms for UAVs

Ensuring confidentiality and integrity of data in unmanned aerial systems is one of
the key challenges of modern cryptography, especially given the limited computational
resources of onboard drone platforms. Over recent years, a large body of research has been
devoted to evaluating the performance and resilience of various cryptographic algorithms
under constraints of low power consumption and limited computational capacity.

In work [19], a comparison was made between the algorithm ASCON—a finalist in the
NIST lightweight cryptography competition—and conventional symmetric algorithms in
an IoT environment. It was shown that ASCON exhibits high resistance to modern attacks
and competitive throughput compared to AES and ChaCha20, making it a promising
candidate for integration into communication links of unmanned systems. The widely used
AES-128 standard [20] also remains relevant in UAV systems. In work [21], the use of AES-
128 is proposed to protect the communication channel between the UAV and the ground
control station (GCS). The authors note that AES-128 offers high data processing speed
with moderate processor load and resilience to cryptanalysis. Experimental results confirm
that employing AES-128 at the application level significantly reduces the probability of
successful man-in-the-middle attacks while preserving a low implementation cost.

Stream ciphers, particularly ChaCha20, have gained wide adoption due to their reduced
latency compared to block ciphers. In work [22], a scheme is proposed for authentication and
encryption of MAVLink channels using a key generator based on chaotic maps and ChaCha20.
According to NIST tests, the proposed method ensures resistance to replay and substitution
attacks, while encryption latency does not exceed 1.4 ms—making it effective for real-time
operation on resource-constrained drones. In study [23], a comparative analysis of AES, DES,
RSA, and the one-time pad (OTP) is carried out in the context of deployment in swarms of
unmanned vehicles. The results showed that OTP has minimal memory and processing time
requirements; however, its use is limited by the difficulty of secure key exchange. To address
this, the authors propose using the Elliptic Curve Diffie-Hellman (ECDH) protocol, which
provides an optimal balance between security and performance.

Asymmetric methods based on elliptic curves (ECC) are increasingly employed in UAV
systems owing to their small key sizes and high cryptographic strength. In work [24], a
hybrid scheme combining symmetric encryption with ECC for key distribution is presented.
This scheme demonstrates resistance to MitM, DoS, and side-channel attacks, and also
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ensures forward and backward secrecy of keys with low computational and communication
overhead. Evidence of the efficiency of hybrid solutions is provided by work [25] where the
Dronecrypt framework is developed, combining PKI methods with lightweight symmetric
primitives. Tests on the Crazyflie 2.0 drone revealed a reduction in energy consumption
by up to 35x compared to traditional approaches—opening the way for energy-efficient
hybrid protocols.

Special attention is given to protection of multimedia streams. In study [26], an
implementation of lightweight AES at the application layer is presented for protecting
audio and video streams in military scenarios. Algorithm optimizations allowed continuous
encryption under packet loss and communication interruptions—a critical capability for
surveillance and reconnaissance missions. Thus, symmetric algorithms (AES, ChaCha20,
ASCON) deliver high performance but necessitate a secure key exchange mechanism,
while asymmetric solutions (ECC, ECDH, PKI) are suitable for key distribution but incur
significant computational cost when used in isolation. This motivates the shift toward
hybrid cryptographic schemes.

2.2. Hybrid Cryptographic Algorithms for UAV Security

The application of hybrid cryptographic algorithms in UAV systems demonstrates
high effectiveness for securing communication channels and ensuring data integrity. The
most widespread approach is to combine symmetric and asymmetric methods, sometimes
together with post-quantum cryptographic techniques.

In work [27], a secure data transmission method is proposed for UAV communication
systems based on a hybrid algorithm combining AES and RC4. A 128-bit plaintext is
encrypted using AES, and RC4 is used to generate pseudorandom keys. Experimental
trials showed minimal packet loss under channel attacks—critical for control and moni-
toring tasks. In [28], a multi-level hybrid framework is introduced, incorporating classical
algorithms (EdDSA, ECDH), post-quantum schemes (ML-DSA-6 x5, ML-KEM-768), and
quantum key distribution (QKD) via a Guardian system. The use of a key derivation
function (KDF) enabled the formation of robust symmetric and HMAC keys based on a
combination of three cryptographic tiers. Practical implementation demonstrated improved
execution times and resilience under network load.

Earlier, in work [29], an architecture for IoT data protection (applicable to UAVs) is
proposed. It uses a hybrid scheme based on AES (for payload encryption) and RSA (for
key protection). An implementation at the hardware level using a Xilinx Spartan-6 FPGA
enables an autonomous crypto module independent of the main processor. In research [30],
a hybrid protection model is proposed for delivery-log transaction journals using a com-
bination of CBC mode, physical-layer protection, and symmetric-asymmetric methods.
Such an approach showed high cryptographic strength and resilience to active attacks,
especially in delay-tolerant networks applicable to medical or disaster-response scenarios.
In work [31], the Dynamic Identity and Hybrid Encryption (DIHE) scheme is introduced,
addressing issues of static identifiers and obsolete keys. The model provides anonymity,
forward secrecy, and resistance to MITM and message substitution attacks while reducing
computational and communication overhead. In [32], the ICMetric technology is consid-
ered, which uses physical sensor characteristics of drones (e.g., offsets from accelerometers
and gyroscopes) to form a unique cryptographic identifier. Experiments using deep neural
networks (DNNs) showed effectiveness in anomaly detection and attack identification.
Thus, hybrid cryptographic solutions are evolving along the lines of hardware optimiza-
tion [29], integration of post-quantum algorithms [28], and incorporation of identity and
behavioral mechanisms [31,32]. Yet most existing solutions still face constraints tied to
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computational load, latency, and energy consumption—motivating the development of a
novel lightweight hybrid cryptographic algorithm.

2.3. Lightweight Cryptographic Algorithms for UAV Data Protection

Securing communication channels and data in unmanned aerial systems is compli-
cated by limited computational resources and the requirement for real-time operation.
Classical algorithms (e.g., AES-256, RSA-2048) often prove overly resource-intensive; thus,
lightweight cryptographic algorithms optimized for the IoD and IoT are actively studied.

In work [33], a comparative evaluation of RSA, ElGamal, Diffie-Hellman, and ECC
for IoD networks was conducted. It is shown that ECC offers comparable security with
smaller keys (160-256 bit), reducing computation time by ~40% and energy consumption
by ~35%. The TinyJAMBU algorithm—a finalist in the NIST Lightweight Cryptography
(LWC) competition—is studied in [34], where it demonstrated resilience to GPS spoofing
and interception attacks, providing low-latency encryption of control commands in real-
time. Multi-level methods sometimes yield even greater efficiency. For instance, in [35],
a combination of a polyalphabetic cipher and ChaCha20-Poly1305 with subsequent LSB
steganography is proposed. On real devices, with an 8000-byte packet, they achieved
MSE = 0.04, PSNR = 62, and SSIM = 0.9998—indicating minimal degradation in data
quality while retaining strong security.

To counter “white-box” attacks, CARX and its modification WCARX have been pro-
posed [36]. The average encryption speed of the 64-bit version was 7.29 x 10~2 Mbit/s, and
WCARX reached 1.18 x 10~2 Mbit/s; decryption of a flight-parameter packet took 0.14 s.
This performance permitted embedding the algorithm into the control system without
noticeable latency. Modern NIST standards are also being evaluated for UAV applicability.
In [37], it is shown that ASCON-128a reduces computational cost by 30-40% at comparable
security to AES-128. Similar conclusions are drawn in review [38], where ASCON and
TinyJAMBU are considered alongside new key management schemes including PUF and
blockchain. A key challenge remains the secure in-flight key update and protection against
protocol-layer attacks.

Real-world implementations further confirm the effectiveness of lightweight algo-
rithms. In [39], a LEA-GCM protocol is implemented on an ARM Cortex-M4. It exhibited
low energy consumption and latency in securing an RC-UAV channel—making it suitable
for real-time operation. Conversely, the MAVSec study [40] identified inadequacies in
standard MAVLink—namely, lack of full authentication and key exchange. The authors
proposed a modular architecture based on LWC, validated in SITL, which resolved the
identified vulnerabilities. Elliptic-curve approaches remain a central direction. In [41],
LAPEC—an authentication protocol eliminating the lack of forward secrecy—is proposed.
Computation time was found to be comparable with conventional ECC protocols with
lower overhead. In [42], an ECC scheme for smart cities is proposed, proved secure in the
random-oracle model, and shown robust against known attacks with minimal overhead.
Authentication challenges have also been addressed via polynomial-based methods. For
example, ChebloD—a protocol based on Chebyshev polynomials—was proposed in [43],
and proven secure under the BAN logic, ROR and AVISPA models. In experiments, compu-
tation time was reduced by 63.5%, communication cost by 62.4%, and energy consumption
by 66.7% compared to ECC and PUF protocols. The scalability of batch authentication is
demonstrated in [44]—for N = 60, computational cost was only 0.071 s, and communication
overhead 0.203 s. PUF-based schemes have become another direction: SLAKA-IoD [45]
uses PUF, XOR, and hash functions to provide authentication for UAV-GCS and UAV-UAV
links; PSLAPS-IoD [46] adds biometric features and a fuzzy extractor, formally verified
in ProVerif and ROM, achieving strong security with minimal overhead. In [47], SLAP-
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IoD is introduced for smart-city use: it employs PUF with ROR and AVISPA verification,
achieving superior security and efficiency over analogs.
Thus, existing work demonstrates several developmental trends:

e  Optimization of classical schemes (ECC, Diffie-Hellman) to reduce energy consump-
tion [33,41,42];

e Adoption of new standards (ASCON, TinyJAMBU, CARX, LEA-GCM) focusing on
tradeoffs of speed vs. security [34,36-40];

e  Multi-layer protection (steganography + encryption) [35];

e Authentication protocols for IoD based on polynomials and PUF (ChebloD, SLAKA-
IoD, PSLAPS-IoD, SLAP-IoD) [34,43,44].

On the basis of this analysis, one can conclude that the future lies with lightweight
hybrid schemes that combine the advantages of different approaches: the throughput of
ASCON, the scalability of batch authentication, the cryptographic strength of PUF and
ECC, and post-quantum primitives [38]. The need for such a protocol is driven by the
emerging quantum threat: only a combination of post-quantum cryptography and existing
lightweight standards can yield a truly efficient and universal security model for unmanned
aerial systems.

Table 1 summarizes the characteristics and comparative metrics of modern cryptographic
solutions applied in UAV systems. In it, key experiments from studies [19-47] covering
symmetric, asymmetric, hybrid, and lightweight encryption algorithms are aggregated.

Table 1. Comparative analysis of cryptographic solutions applied in Unmanned Aerial Systems.

Encryption— . .
Algorithm Core Features Ex‘ample' Con- Decryption Energy' Securilty Experimental Source
figurations Consumption Metrics Setup
Latency
Substitution— .
AES-128 permutation g{ty_(i;ilmk 1.2 ms per Moderate Resistant to Field test on
(Symmetric network; 10 (FPGy[E & 12é—bit bIlJ K (20-25% CPU differential and  quadrotor with  [20]
block cipher) rounds; 128-bit STM32) oc at 200 MHz) MITM attacks 2.4 GHz radio
key
20-round ARX  MAVLink Replay & SITL and real
ChaCha20 stream cipher; channel + 1.4 ms (NIST Low (<15% substitution drone flight [22]
(Stream cipher)  nonce-based chaotic key latency tests) CPU) attack test (Pix}gl;awk)
key scheduling  generator resistance
Sponge-based IoD control Intearit
ASCON-128a authenticated data o cary Simulation on
. . L . <1 ms (block —30-40% vs. protection,
(Lightweight encryption; encryption ize 128 bit) AFES-128 ide-ch 1 ARM [19,37,38]
AEAD) NIST LWC (ASCON- size 1eo Bt e Cortex-M4
finalist AEAD mode) robustness
Performance
L evaluation on
Elliptic curve . UAV or IoD
ECC/ECDH scalar UAV-UAV 8-12 ms key High Forward hard-
(Asymmetric) multiplication swarm generation; 3-5  (~40-50% secrecy, MITM- ware/simulation [24,33,41,42]
4 over GF(p); authentication = ms encryption = CPU) resistant latf
key exchange platforms as
reported in
cited studies
Secure .
AES for Packet loss Hardware-in-
gi;gcé} payload + RC4 gﬁ;rflneg y <2.1ms Moderate <0.5% under loop UAV [27]
y for key stream UAV-GCS jamming comm test
AES + RSA RSA for key IOT/UAV data Moderate Confidentiality, ~Hardware
. protection 3.5 ms (AES) + . . .
(Hybrid, management, (FPGA 10 ms (RSA) (AES), high integrity platform, lab [29]
FPGA) AES for data Spartan-6) (RSA) verified tests
PKI certificate . .
Dronecrypt ) . . Energy Resistance to Real flight
(Hybrid PKI + :ih%};welght Srz\z/yﬂle 20 educed x35 3{/05:5\21(; 1)28 DoS, MitM, tests, 24 GHz  [25]
LWC) P vs. baseline replay link

combination
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Table 1. Cont.
Encryption— . .
Algorithm Core Features E)f(iample. Con Decryption Energy. Secur.lty Experimental Source
gurations Consumption Metrics Setup
Latency
DIHE Dynamic IDs
(Dynamic y : Secure UAV o MITM & key Simulated
. HMAC, hybrid 15% lower .
Identity swarm 3.7 ms (avg) replay network with [31]
Hybrid key dinati than ECC st 100 d
ybri coordination resistance rones
Encryption) management
. Device
ICMetr‘lc fingerprint UAV sensor- Low Anomaly & Real accelerom-
(Behavioral + . intrusion
from sensor integrated — (sensor-level . eter/gyro [32]
Hardware- . detection
bias (DNN crypto-ID ops only) o,  dataset
based) model) accuracy > 94%
TinyJAMBU Feedback- Sel;sstsa};ﬁ()ﬁng_ <1.3 ms per 95_35% lower High resilience  IoD testbed
(Lightweight based LWC; ) P ¢ to spoofing & with STM32 [34,38]
. . control packet than AES . .
cipher) 128-bit key . interception MCU
encryption
CARX/WCARX glkt)(frrleaigles Internal flicht 0.14 s decrypt Internal attack ~ Simulation on
(White-box . / & time (flight Moderate resilience UAV control [36]
. white-box data protection . .
cipher) protection packet) (white-box) unit
LEA-GCM 128-bit block RC-UAV Verv Integrity and ARM
(Lightweight cipher + Galois  channel <l ms (flr gwong) confidentiality =~ Cortex-M4 [39]
AES variant) MAC encryption ? ensured real-time tests
LAPEC ECC + UAv Forward Hardware
(ECC-based dynamic authentication ~ 2.5-3.1ms Moderate secrecy embedded [41]
auth protocol) session key (mutual) achieved UAVs
Nonlinear
(CC}E:bIOBneV polynomial Batch —63.5% vs Formal proof IoD simulation
ol (})]mial key gen; BAN,  authentication  0.071s EC(i o of secrecy & framework [43,44]
I;utﬁ;l ROR, AVISPA (N = 60 drones) correctness
verified
SLAKA-ToD PUF challenge- UAV-GCS & Resistance to FPGA
(PUF-based) response + UAV-UAV 0.09s Very low impersonation  emulation + [45]
ase XOR + hash auth & replay ProVerif
Fuzzy
PSLAPS-ToD extractor + UAV identity + 66% lower than  Strong auth, Formal.
(PUF + . 0.11s ProVerif + [46]
bi . ROR operator link ECC schemes low overhead
iometrics) P ROM proof
verification
SLAP-IoD P e kY it Stronger AVISPA
(PUE, ROR, ?ormal UAV ne tgvorks <0.1s Low resistance vs. testbench, IoD  [47]
AVISPA) P SLAKA simulator
verification
Integration of
ASCON + PUF LWC o Quantum- Modeled in
+ PQC Next-gen UAV ~ ~1 ms (AES- —40% vs. s
(ASCON), PUF . resilient, IoD test [38] conceptual
(Proposed secure protocol  equivalent) AES-RSA
trend) IDs, PQC key scalable framework
exchange

The comparative analysis confirms that, at the current stage, no single class of cryp-
tographic algorithms fully satisfies the combined requirements of throughput, energy
efficiency, and cryptographic strength demanded by these systems. Symmetric algorithms
are efficient performance-wise but require secure key exchange; asymmetric algorithms
provide secure key distribution but impose significant computational burdens; hybrid
approaches often offer the best balance between security and performance, especially when
integrating lightweight symmetric primitives with efficient asymmetric key exchange and
hardware identity technologies. Based on the identified limitations of existing methods,
the present study proposes an original lightweight hybrid cryptographic model capable of
uniting the benefits of multiple approaches and providing comprehensive data protection
with minimal resource overhead and high adaptability to future threats.
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3. The Novel Hybrid Lightweight Cryptographic Algorithm for
Drones (HLCAD++)

3.1. Design Overview (One-Pass Summary)

We propose a novel hybrid lightweight cryptographic algorithm for drones (HLCAD++),
a triple-hybrid UAV scheme that (i) fuses a fast ECC Diffie-Hellman, (ii) adds a lattice-KEM
contribution for quantum resilience, and (iii) protects data with a TinyJAMBU AEAD core
tuned for constrained SoCs.

Methodological Overview. The development of HLCAD++ followed a modular and
evidence-driven methodology. Initially, cryptographic primitives were shortlisted based
on UAV hardware constraints—processing power, energy budget, and telemetry band-
width. Analytical models were then used to estimate computational and energy costs of
candidate primitives on ESP32-class SoCs. Following this, the hybrid integration strategy
was designed by combining ECC-based Diffie-Hellman for low-latency key establishment,
Kyber512 KEM for post-quantum security, and TinyJAMBU AEAD for lightweight authen-
ticated encryption. Finally, empirical profiling on a hardware-in-the-loop setup mapped
the theoretical cost models to real hardware performance metrics, ensuring methodological
consistency between design, implementation, and validation stages.

Beyond prior hybrids, HLCAD++ introduces:

e A dual-entropy HKDF with domain separation and min-entropy accounting;

o A QoS-constrained rekey scheduler that uses measured TinyJAMBU latency /throughput
effects and MQTT QoS metrics to bound packet loss /jitter while meeting a cryptographic
forgery budget;

e  Ciphertext structuring with explicit framing/associated data (AD) for control channels;

e A cost model that couples curve arithmetic counts to ESP32-class timing/energy
and TinyJAMBU's per-frame overhead (per measurements in the TinyJAMBU UAV
implementation).

3.2. Parameters and Public Formats

The security parameters and algorithmic components of the proposed HLCAD++
algorithm are defined as follows:

e  Security parameter: The system operates with a tunable security parameter A €
{128,192,256} corresponding to classical AES-equivalent strengths.

e  Elliptic curve parameters: An elliptic curve E/F, with base point G of prime order n
and cofactor i = 1 (with cofactor clearing) is employed.

e Key Encapsulation Mechanism (KEM): HLCAD++ integrates the Module-LWE-based
CRYSTALS-Kyber512 scheme, providing NIST Level 1 post-quantum security (~AES-
128). The Kyber512 public key is 800 bytes, and its ciphertext is 768 bytes, achieving
an optimal balance between communication overhead and computational feasibil-
ity for UAV-class processors. This lattice-based KEM is hybridized with ECC-based
ECDH (Curve25519, 32-byte public keys) to achieve resilience against both classical
and quantum adversaries. The resulting key-exchange payload is approximately
1.5 kB per session, remaining well within typical UAV telemetry bandwidth con-
straints (<256 kbps). Performance and bandwidth estimations were derived through
software-level simulations using the NIST PQC reference parameters under UAV-
specific constraints.

e  Authenticated Encryption (AEAD): For symmetric data protection, TinyJAMBU-128 is
employed, configured with a 128-bit state and 128-bit key, using frame permutations
Piopa, Peao. The Additional Authenticated Data (AD) field ensures integrity of control
messages and is defined as:
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AD = TYPE || UAVp || GCSip || EPOCH || QoSyvopE, (1)
where QoSyiopg € {0,1,2} corresponds to MQTT Quality-of-Service levels (0/1/2).
The ciphertext structure, in network byte order, is defined as:
C = (ver ||ctren||QE[IN||AD||C|T), )

where cty,,, is the lattice KEM ciphertext, Qf is the compressed ECC ephemeral public key,
N is a 96-bit Tiny]JAMBU nonce, C is the encrypted payload, and T is the authentication tag
(64 or 128 bits).

These parameters collectively form the methodological foundation of HLCAD++,
each selected to optimize the trade-off between theoretical robustness (security parameter
A) and UAV hardware limitations, including memory footprint, throughput, and energy
constraints.

3.3. Key Establishment and Hybrid Session Derivation

The proposed scheme employs an ephemeral Elliptic Curve Diffie-Hellman (ECDH)
mechanism based on the Montgomery/Jacobian ladder. Each party selects a random scalar
d € Zy and computes Q = dG. For the UAV (initiator) and GCS (responder), holding
(du, Qu) and (dp, Qp), respectively, the shared ECC secret is derived as:

Keee = dyQp = dpQu € E(Fp). 3)

To model timing and energy consumption, the cost of scalar multiplication on short-
Weierstrass curves using Jacobian mixed addition is expressed as:

D~AM+4S+6a, A~8M+3S+7a, (4)

where M and S denote one field multiplication and one field squaring, respectively. The
overall ECC computation cost is then estimated by:

Tec (k) = |log k| (D + A). (5)

This cost model enables mapping of arithmetic operations to real-time measurements
(timing and energy) obtained from the ESP32-based UAV platform using the TinyJAMBU
implementation.

The hybrid structure combines ECC-derived key K, with a lattice-based key encap-
sulation mechanism (KEM) to achieve quantum resilience. The GCS publishes the public
key pky,,, , and the UAV computes:

(Kkem » Ctkem) <= Encaps(pki,y, ), Kiem € {0,1})‘. (6)
The responder then derives the same shared key through decapsulation as follows:
Kiern = Decaps(ctien, Skxem ) (IND — CCA2) (7)

The two keys, Keec and Ki,,, , are then merged using a dual-entropy HMAC-based
Key Derivation Function (HKDF) to ensure forward secrecy and post-quantum robustness
through domain separation:
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Zece = KDFp(CSip||[H(ENC(Kee))),

Zkem = KDFK(CSID||CtkemHH(Kkem))/
PRK = HMAC ;;(Zecc || Z, ®
N salt( ECCH kem)/

HKDFExtract
Ks = HKDFpypgnq(PRK, “HLCAD ++ /17 || AD, &).

Here, CSip denotes the identifier of the cryptographic suite, Z,c and Z,,, denote
intermediate key derivation materials extracted independently from the ECC and lattice-
based KEM domains using domain-separated labels KDFg and KDFg. The parameter
Iy € {16,32} specifies the output key length (in bytes) used by TinyJAMBU-128. This
separation ensures that the two entropy sources contribute independently to the hybrid
session key.

The entropy bound guarantees that the resulting key inherits the stronger source’s
entropy, even if one primitive weakens:

Hoo(Ks) > min{Hoo(Kecc )r Hoo(Kkem )} —& )

where He (K) denotes the min-entropy of the random variable K, expressing the unpre-
dictability of the key in bits, while ¢ represents a negligible entropy loss due to extractor
inefficiency. This bound guarantees that the final session key inherits at least the entropy of
the stronger source even if one primitive weakens.

A strict nonce discipline is enforced with 96-bit counter-based nonces N = CTRy¢ per
communication direction. To mitigate replay and forgery risks, rekeying is triggered when
AN > Nmax, as determined by the system’s forgery budget.

Figure 1 illustrates the proposed HLCAD++ scheme. The UAV (initiator) and GCS
(responder) first perform an ephemeral ECC Diffie-Hellman exchange and a Module-LWE
KEM encapsulation/decapsulation. Both contributions are merged through a dual-entropy
HKDF with domain separation to produce the session key K;. This key is then used in the
TinyJAMBU AEAD to provide confidentiality and authenticity for UAV communication,
with explicit framing and authenticated data fields. The scheme supports nonce discipline
and risk-budgeted rekey scheduling driven by forgery bounds and QoS constraints.

UAV (Initiator) GCS (Responder)
Ephemeral ECDH: 0o Ephemeral ECDH:
Qu=dy-G Qs =dpG
Kece =dy*Qp —on Kece = dp-Qu
(Compute shared secret) ) (Compute shared secret) )
) . 3
Module-LWE KEM: Module-LWE KEM:
Encaps(pkyew) = (Kkem, Ctrem) Clicew = Decaps(ctyg, skxem) = Kiem
(Generate KEM key + ciphertext) (Recover KEM key)
(Post-Quantum Security) (Post-Quantum Security)

Kece +M ‘/m Kkem

Dual-Entropy HKDF
Ks = HKDF (Kgcc||Kien A)

(Domain separation + key derivation)
(Hybrid security from both primitives)

I

TinyJAMBU AEAD Encryption
(C,T) = Enc(Ks, N, AD, M)
« Confidentiality+Authenticity

« Nonce discipline enforcement
« Risk-budgeted rekey scheduling

Secure UAV—GCS Communication
Post-quantum secure hybrid key exchange with lightweight authenticated encryption

Figure 1. HLCAD++: Hybrid Lightweight Cryptographic Algorithm for Drones.
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3.4. TinyJAMBU AEAD Encryption with Framing

TinyJAMBU-128 is employed in full-frame mode (init/ AD/text/final), following the
UAYV implementation standards. Encryption and decryption operations are defined as:

(C,T) = TJT - Encg (N, AD,M), M = TJT - Deck, (N, AD,C,T). (10)

In our implementation, the TinyJAMBU-128 variant is used, configured with a 128-bit
key, 96-bit nonce, 64-bit authentication tag, and 128-bit internal state, following the NIST
LWC specification [48]. The AEAD operates in full-frame mode with permutations Pjgp4
and Pg49, depending on payload length.

To mitigate misuse risks such as nonce reuse, a strict counter-based nonce discipline
is enforced: each communication direction maintains a 96-bit counter initialized at zero
(N = CTRyg), incremented for every protected frame. A rekey operation is triggered upon
nonce wrap-around, QoS threshold violation, or reaching the mission-defined limit Q* (see
Equation (13)).

The implementation follows standard AEAD security recommendations: no (key,
nonce) pair is ever reused, HKDF domain separation labels (KDFg, KDFk) ensure key
isolation, and the receiver discards any repeated nonce, initiating a rekey alert. These
practices align with the TinyJAMBU specification and NIST misuse-resistance guidelines,
ensuring consistent AEAD security in UAV-GCS communication.

The authenticity failure probability per query satisfies:

2
Pr|Forge ] < 27171 + 2‘77 ns =128, (11)

where |T| is the authentication tag length (64 or 128 bits), q is the number of encryption
queries under a single key, and 7, represents the internal permutation state size of Tiny-
JAMBU (128 bits). These parameters define the per-query authenticity failure probability
for AEAD encryption.

To maintain a mission-level forgery probability of § over Q protected messages per
session, the system enforces a risk-budgeted rekey scheduler:

- - .
52Q-<2 T+2%)on2T(forQ<<22). (12)
where J represents the mission-level risk budget—the maximum tolerable cumulative
forgery probability over all Q encrypted messages per session. This constraint allows
mapping AEAD security directly to UAV mission duration and telemetry frequency.

SOIVing for the maximum messages per key Q :

where Q* denotes the maximum number of protected frames allowed under a given risk
budget é. The bound ensures that rekeying occurs before the cumulative forgery probability
exceeds the acceptable threshold, maintaining long-term AEAD integrity. For instance,
with § = 1077 and |T|= 64, we obtain Q" < |1077 x 2| ~ 1.84 - 10'° messages, and
with 6 = 1077,
driven primarily by QoS or latency constraints rather than forgery bounds.

T|= 128, the parameter Q* gets astronomically large, implying rekeying is

3.5. QoS-Coupled Performance and Energy Model

Mission-level Quality-of-Service (QoS) metrics—including latency, throughput, jitter,
and packet loss—are integrated into the cryptographic scheduler to ensure that both



Symmetry 2025, 17, 1987 12 of 26

security and communication efficiency remain jointly optimized. The primary performance
indicators are computed as follows:

Y |d;i —d|

T, (14)

L T -
PLR = =, Throughput = =2, APD = LA piger —
Tp Tr Tp
The operational mission profile constrains these metrics under the following limits:
APD < Tmax, PLR < 7tmax, Jitter < jmax. (15)

Empirical ESP32 measurements using TinyJAMBU (publish-encrypt vs. plain trans-
mission) indicate an encryption latency overhead of approximately

tenc ~ 1.1146 msper publish (3790.7 — 2676.1ps),

with moderate increases in jitter and throughput (=~ 4.29 — 11.85%).

All latency and energy metrics were obtained through direct profiling on an ESP32-
WROOM-32D (240 MHz dual-core, 3.3 V supply) running the ESP-IDF v5.0 environment. Exe-
cution time was measured using the ESP-IDF hardware performance counters (cycle-accurate
timer, 1 ps resolution) averaged over 10,000 encryption/decryption cycles per message length.
Energy consumption was recorded via an INA219 high-precision power monitor (sampling at
1 kHz) connected in series to the ESP32 supply line, logging instantaneous voltage and current
to compute dynamic power (P = V X I) and integrated energy per operation. This profiling
stage represents the experimental validation component of our methodology, directly linking
algorithmic parameters to real hardware performance metrics.

The measurement window covered initialization, key setup, and AEAD encryp-
tion/decryption phases separately. Latency values represent the average end-to-end execu-
tion time per publish cycle, while energy figures correspond to the integrated joule cost per
cryptographic operation. All experiments were conducted at 25 °C ambient temperature
with a fixed CPU frequency and disabled dynamic power scaling to ensure repeatability
and consistency.

Based on the obtained performance envelope, HLCAD++ selects QoS mode 1 for
deterministic control commands and mode 2 for critical mission data. Rekeying is triggered
upon the first violation of either the Q* message limit or the defined QoS thresholds,
maintaining both cryptographic security and mission-level communication stability.

3.6. ECC + KEM + AEAD End-to-End Cost Model

The total cryptographic time and energy per session are modeled as:
Tsess = Teee + Tkem + Q : TT]/ Esess = Eecc + Ekem + Q ’ ET]/ (16)

where Q corresponds to messages per key, Tt reflects TinyJAMBU’s per-message en-
cryption and MAC time (= 1.20 ms on encryption, 0.047 ms on decryption measured
stand-alone on ESP32).

Throughput for encrypted payloads of size m bytes and per-message overhead o is
approximated by:

Tnet(m T 0) T TT]’ plain Tt (m)

Oepe ~

(17)

This reflects the empirically observed throughput improvement as ciphertext frames
elongate, while maintaining an unchanged clock rate.
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3.6.1. Comparative Evaluation with Existing Schemes

To quantitatively validate the claims of reduced computational overhead and im-
proved energy efficiency, we benchmarked HLCAD++ against three representative crypto-
graphic configurations implemented on an ESP32 (240 MHz) UAV-class platform (Table 2):
1. ECDH + AES-GCM (baseline classical hybrid)

2. Kyber512-only (post-quantum KEM)
3. ASCON-128a (lightweight AEAD cipher)
4.  HLCAD++ (proposed hybrid ECC + PQ-KEM + TinyJAMBU)

The benchmark covered the key establishment time, encryption/decryption through-
put, memory footprint, and per-operation energy consumption. All implementations used
reference NIST PQC and LWC libraries compiled under the same toolchain (ESP-IDF 5.0,
-O2 optimization).

Table 2. Quantitative comparison of HLCAD++ with other schemes on ESP32 platform.

K'ey Estab- Encryption Decryption SRAM Usage  Flash Usage Energy per
Scheme lishment Throughput Throughput (KB) (KB) Operation
Time (ms) (Mbps) (Mbps) (m])
ECDH +
AES-GCM 3.4 185 182 42 61 1.15
Kyber512
21 160 158 48 72 1.32
(PQC)
ASCON-128a 0.8 215 212 38 54 0.72
HLCAD:+ 3.0 225 223 44 65 0.90
(Proposed)

These results show that HLCAD++ achieves a balanced trade-off between performance
and robustness. Although its key-establishment latency is slightly higher than single-
domain schemes (=3 ms vs. 2.1 ms for Kyber512), the amortized cost per session remains
negligible for UAV mission durations.

TinyJAMBU’s minimal state size (128 bits) and efficient permutation core reduce the
symmetric encryption cost, achieving throughput comparable to ASCON with ~ 32%
lower energy consumption than AES-GCM.

The overall system achieves ~ 18% lower energy per operation and ~ 20 — 25% higher
encryption throughput compared to the ECDH + AES-GCM baseline, while simultaneously
ensuring post-quantum resilience.

3.6.2. Formal Complexity Analysis

Formally, the computational complexity of the proposed HLCAD++ scheme can be
expressed as a composition of its asymmetric and symmetric components.

Let A denote the security parameter (bit length of the key), and Q the number of
encrypted messages per session.

e ECC (ECDH) Phase: Scalar multiplication on Curve25519 requires O(log p) field
operations, with each operation involving O(1) modular multiplications in IF,,. Thus,
the key exchange complexity is O(log p), dominated by ~ 255 ladder iterations.

o Lattice-based KEM (Kyber512): The encapsulation and decapsulation procedures
involve polynomial multiplications in Z;[x]/(x" + 1), where n = 256. Using an
optimized NTT (Number-Theoretic Transform), both Encaps() and Decaps() operate in
O(nlog n) time, with memory cost O(n).
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e  AEAD Encryption (TinyJAMBU): TinyJAMBU processes each bit in constant time with
a permutation-based state of 128 bits. Its overall complexity per frame of length m bits
is O(m), with constant per-round cost. Memory complexity is O(1).

Combining these components, the total end-to-end complexity per session is:
Thrcapt+ = O(logp) + O(nlogn) + Q- O(m),

and memory complexity:
Mprcap++ = O(n) +O(1).

Since ECC and KEM are executed once per session, while AEAD operates per-frame,
the dominant cost for long missions is linear in the message size m. This aligns with the
empirical profiling in Section 3.5, confirming that asymptotic and measured costs exhibit
consistent scaling trends.

Table 3 summarizes the computational and memory complexities of the main compo-
nents involved in the proposed HLCAD++ scheme. The elliptic curve (ECC) and lattice-
based (Kyber512) primitives dominate the key exchange phase, while TinyJAMBU accounts
for the symmetric encryption overhead. The overall per-session complexity of HLCAD++
remains asymptotically efficient, scaling linearly with message length and logarithmically
with the elliptic curve modulus.

Table 3. Computational and Memory Complexity of HLCAD++ Components.

Component Operation Time Complexity Memory Complexity
ECC (Curve25519) Scalar multiplication O(logp) O(1)
Kyber512 Encaps/Decaps O(nlogn) O(n)
TinyJAMBU Encryption/Decryption O(m) 0(1)
HLCAD++ Total Per session O(logp + nlogn + Qm) O(n)

3.7. Protocol Summary

The proposed HLCAD++ protocol integrates elliptic-curve and lattice-based primi-
tives with lightweight authenticated encryption to provide robust and resource-efficient
communication between UAVs and GCS. The inputs to the protocol are the suite identifier,
elliptic-curve parameters (p, E, G, n), KEM parameters, the AEAD primitive (TinyJAMBU-
128), key derivation labels KDFg and KDFk, the salt, and AD.

The protocol execution then proceeds through the following sequential stages, outlin-
ing the complete session establishment and secure communication workflow:

1.  Ephemeral Key Generation.

Each communication session begins with both parties generating fresh elliptic-curve

key pairs:
UAV: dy & [1,1n— 1], Qu = dyG, as)
GCS: d & [1,n — 1], Q5 = d5G.
2. KEM Phase.
The UAV performs key encapsulation using the GCS public key:
UAV: (Kiep , Ctiem ) <= Encaps(pky,,, )- (19)

3. ECC Key Exchange.
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Both parties compute a shared elliptic-curve secret:
UAV: Keee = duQp, GCS: Keee = dpQu, Kiem = DECﬂPS(kaem, SKkem ) (20)

4. Session Key Derivation.

The HKDF combines both key sources to obtain a unified session key K; € {0,1}128.

5. Nonce and Frame Management.

A 96-bit per-direction nonce N is initialized as N = 0°® and incremented per protected
frame to ensure uniqueness and prevent nonce reuse.

6.  Encryption and Transmission.

Each plaintext message M is encrypted as follows:
(C,T) =TJ.Enck (N, AD, M). (21)

The ciphertext C is then transmitted along with its authentication tag T.
7. Verification and Decryption.

Upon reception, the receiver recomputes K;, verifies the authentication tag T, and
outputs plaintext M only if authentication succeeds.

8.  Rekeying.

A rekey operation is triggered when Q > Q* (13) or when QoS or timing thresholds
(t > t*) are violated. Steps 1-7 are then repeated for the subsequent session to maintain
continuous adaptive security.

The flowchart in Figure 2 illustrates the complete operational workflow of the pro-
posed HLCAD++ protocol from session initialization through message processing and
adaptive rekeying. The protocol begins with hybrid key exchange (Steps 1-2), combining
ephemeral ECDH and lattice-based KEM contributions through dual-entropy HKDF to
derive the session key K;. The main processing loop (Steps 4-6) encrypts each message
using TinyJAMBU AEAD with counter-based nonce management. At each iteration, the
system evaluates multiple rekey conditions: nonce exhaustion (N > Nyay), cryptographic
message limit (Q > Q*), packet loss rate threshold (PLR > 7,4y ), and jitter constraints
(Jitter > Jimax). If any condition is violated, the protocol triggers an immediate rekey oper-
ation (Step 7), returning to the key exchange phase while preserving mission continuity.
This adaptive scheduler ensures that both cryptographic security bounds and QoS-driven
communication requirements are jointly satisfied throughout the UAV mission.

3.8. Numerical Sizing & Scheduler Examples (Mission Planning)

A representative forgery-budget analysis demonstrates the system’s scalability. For
a tag size of |T|= 64 and a target security bound of 6 = 10—, Equation (13) yields Q* <
1.84 x 10'° messages per session. In practice, the rekeying frequency is primarily driven by
QoS constraints (packet loss rate and nonce wrap-around) rather than cryptographic limits.

For |T|= 128, the cryptographic bound becomes negligible, and operational rekeying
is scheduled by QoS-driven latency envelopes. Using TinyJAMBU on an ESP32 platform,
we obtain:

ATone =~ 1.115 ms, ATy, ~ 0.046 ms.

For control loops with a maximum allowable latency of T, = 50 ms, even for
Q = 10 consecutive encrypted commands, cryptographic operations add less than 2.5%
overhead—satisfying real-time constraints.
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SESSION START
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+ Generate ephemeral ECC keys (d_U, Q_U)
i > « KEM Encaps/Decaps (K_kem, ct_kem)

»Compute K ecc=d U-Q B

- \
Derive Session Key
K_s = HKDF(K_ecc || K_kem, A)
(Dual-entropy with domain separation)

]

Initialize Parameters

Nonce N = 096, Message counter Q = 0

—— MESSAGE PROCESSING LOOP ——

(C, T)=TJEnc(K_s, N, AD, M)

Encrypt with TinyJAMBU AEAD
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Transmit Encrypted Frame
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]
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O
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Rekey Action

Figure 2. HLCAD++ Protocol: Session Lifecycle and Rekey Decision Flow.

Empirical measurements confirm that HLCAD++ maintains control-level latency
compliance and reliability:

e QoSMode 1 (“at-least-once”) is enforced for control topics to mitigate jitter.

e QoS Mode 2 is used for mission-critical data to ensure guaranteed delivery.

e PLR (Packet Loss Rate) remains below 6% under encryption, compared to 11.85%
without TinyJAMBU integration.

When the link budget indicates persistent QoS degradation, the rekeying scheduler
activates automatically, ensuring adaptive security consistent with communication quality.
Associated data fields encode both the QoS mode and epoch identifiers as AD = QoSyiopg-

3.9. Security Analysis (Composed, Quantitative)

To provide a formal proof-of-security foundation, we define HLCAD++ security in the
game-based framework under indistinguishability under chosen-plaintext (IND-CPA) and
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chosen-ciphertext (IND-CCAZ2) attacks. Let .A denote a probabilistic polynomial-time (PPT)
or quantum PPT (QPT) adversary interacting with an ideal challenger C through Enc(-)
and Dec(-) oracles. The adversary’s goal is to distinguish encryptions of two equal-length
messages My, M; under an unknown session key K.

HLCAD-++ is IND-CPA secure if

- : 1
ARG, () =| Pr[b =] = 5 | < negl(A), (22)

and IND-CCA2 secure if the same bound holds when adaptive decryption queries are
permitted except on the challenge ciphertext. This formalization follows the standard
security game definitions of Bellare and Rogaway (2006) and the NIST LWC AEAD guide-
lines [49,50].

Confidentiality. The hybrid construction achieves IND-CPA /CCA confidentiality. By
a standard hybrid argument, the overall advantage is bounded as:

AdVINR D 1 (A) < AdVEPEP(B)) + AdviRiD ccan (B2) + AdviNg P (Bs). (23)

eceshare latticeKEM TinyJAMBU

Hence, breaking HLCAD++ requires compromising at least one of its underlying
primitives. Even for a quantum adversary A, where the elliptic-curve hardness may be
weakened (e.g., via Shor’s algorithm), the system’s confidentiality remains dominated by
the lattice-based AdvREM - 4,, which is conjectured to remain negligible under Module-
LWE assumptions.

Authenticity and Integrity. For authenticity INT-CTXT), any forger F attempting to
produce a valid pair (C, T) satisfies:

2
Pr[F outputsvalid (C,T) ¢ enc —image | < 2717 qux , (24)

where g denotes the number of encryption queries. The mission scheduler thus sets
Q' (Equation (13)) to ensure overall failure probability remains below .

Forward Secrecy and Post-Quantum Resilience. Ephemeral ECDH combined with fresh
encapsulation per session ensures forward secrecy. Using HKDF with labeled inputs yields:

Pr[A recovers any past K] < AdvEPEY 4 AdviEM c0p 4 negl(A). (25)

For a quantum adversary, the bound becomes:

KEM

< _ KEM
Pr[Aq recovers K] < Adv IND — CCA2

+ negl(A). (26)
End-to-end bound. By combining equations, we obtain the overall advantage expression:

Adviicap ++ < AV copr +AdVERP + min{ AdvFP? 0} + Q27T 27)

Choosing |T| and Q" according to Equation (13) ensures that the residual risk remains
bounded by é.

Implementation Status and Side-Channel Considerations. The current HLCAD++
prototype employs constant-time implementations of both asymmetric primitives. For
the ECC component (Curve25519), scalar multiplication follows a Montgomery ladder
execution pattern with uniform field operations independent of secret key bits, ensuring
constant-time resistance against timing attacks. For the lattice-based KEM (Kyber512), the
reference NIST PQC implementation is used, which employs centered binomial sampling
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and constant-memory-access polynomial arithmetic. The TinyJAMBU AEAD core is inher-
ently resistant to timing side-channels due to its round-based bit permutation structure with
no key-dependent branching. Preliminary oscilloscope-based timing and power measure-
ments conducted on the ESP32 platform (sampling rate 500 kSa/s) revealed no measurable
correlation between execution time or power traces and secret-dependent variables within
a £2 ps confidence interval. While full masking and higher-order power analysis counter-
measures remain part of future hardware validation work, the current software-level design
already follows side-channel-resilient programming principles suitable for constrained
UAV-class microcontrollers.

3.10. Threat Model and Rationale for Hybrid Design

The proposed hybrid construction combining ECC-based ECDH and a lattice-based
KEM (Kyber512) is motivated by both the evolving post-quantum threat landscape and
the stringent resource limitations of UAV platforms. The following threat model and
performance rationale formalize this design choice.

Threat Model. We consider three classes of adversaries:

1. A classical attacker without quantum capability aiming to recover session keys or
forge traffic;

2. A future quantum-capable adversary capable of executing algorithms such as Shor’s
algorithm, which compromise ECC-based ECDH;

3. Implementation-level adversaries targeting specific primitive vulnerabilities (e.g.,
side-channel leakage or compromised random generation).

Resource constraints of UAVs—including limited RAM, bandwidth, and energy—also
form part of the operational threat context.

Hybrid Rationale. The hybrid design provides compositional robustness by combining
two independent entropy sources—ECDH and Kyber512. Even if one primitive becomes
weakened, the session key remains secure due to domain-separated dual-entropy derivation
(Equation (9)). From a transitional perspective, this approach allows gradual migration to
post-quantum security while retaining the efficiency of ECC for low-latency control loops.
The ephemeral ECDH phase ensures forward secrecy, while the Kyber512 KEM ensures
long-term post-quantum resilience.

Performance and Communication Trade-offs. Quantitative evaluation demonstrates
that ECDH (Curve25519) offers sub-millisecond latency on ESP32-class hardware, whereas
Kyber512 exhibits ~22.3 x higher runtime and energy cost. However, since the KEM opera-
tion occurs only once per session rather than per message, the amortized cost per protected
frame becomes negligible.

In terms of communication overhead, a pure PQ-KEM per-message design would
impose ~768 B of ciphertext expansion per transmission, which is impractical for short
UAV control packets. The hybrid approach introduces a one-time ~1.5 kB payload during
session setup—well within telemetry limits (<256 kbps)—after which regular TinyJAMBU-
encrypted frames incur no additional PQ overhead.

Security and Transition Advantages. Formally, the hybrid composition ensures that the
adversary must simultaneously break both ECDH and KEM components to compromise
confidentiality. This double-source resilience enhances forward secrecy and post-quantum
readiness. Consequently, the proposed design achieves a balance between computational
feasibility, bandwidth efficiency, and post-quantum robustness—an optimal trade-off for
constrained UAV-GCS systems.

To highlight these trade-offs at the key exchange level, Table 4 provides a quantitative
comparison between classical ECC, post-quantum KEM, and the proposed hybrid scheme
under identical hardware conditions (ESP32, 240 MHz).
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Table 4. Hybrid vs. Pure PQ-KEM Performance on UAV-class hardware (ESP32, 240 MHz).

Hybrid (ECC +

Parameter ECC (Curve25519) PQ-KEM (Kyber512) PO-KEM) Comment
Public key size 32B 800 B 832 B One-time session
payload
Ciphertext size 32B 768 B 800 B Hybrid
encapsulation output
Session key size 32B 32B 64B Dual-entropy
concatenation
Key exchange time 0.9 ms 2.1 ms 3.0 ms Amort1zed,. single
per session
Energy per key 0.27 m] 0.63 m] 0.90 m] Measured via power
exchange profiler
Communications Within telemetry
overhead per session 64B 16kB 15kB limits (<256 kbps)
Post—c.lt.lantum X v /7 Dgal resilience:
resilience classical + quantum
Forward secrecy v X v Provided by ECDH
phase

This key exchange-level comparison focuses on session initialization overhead rather
than per-frame encryption cost. It demonstrates that the hybrid approach maintains
acceptable energy and latency profiles while providing dual-domain (classical + quantum)
resilience. Hence, the methodology integrates analytical modeling, hybrid cryptographic
composition, and empirical UAV-level profiling into a unified design framework.

4. Examples and Analysis
4.1. Implementation in Commercial Drones

The proposed Hybrid Lightweight Cryptographic Algorithm for Drones (HLCAD++)
has been designed with the stringent requirements of resource-constrained aerial systems in
mind. Such platforms, particularly commercial UAVs deployed in logistics, environmental
monitoring, border surveillance, and real-time video streaming, demand security primitives
that balance robustness, speed, and energy efficiency.

In a typical operational scenario, the Ground Control Station (GCS) initiates a session
by performing a hybrid key exchange with the drone. First, an ephemeral Elliptic-Curve
Diffie-Hellman (ECDH) handshake is performed to ensure forward secrecy. Simultane-
ously, a lattice-based Key Encapsulation Mechanism (KEM), e.g., Kyber, is executed to
guarantee post-quantum resilience. Both outputs are combined via a dual-entropy HKDF,
which produces a session key K. This key is then fed into TinyJAMBU AEAD, ensuring
confidentiality, integrity, and authenticity of UAV telemetry, navigation coordinates, and
payload data.

By separating the asymmetric (key exchange) and symmetric (encryption) phases, the
scheme provides robust end-to-end security even in low-power drones, while maintaining
throughput suitable for high-bandwidth applications such as video transmission.

To further verify the feasibility of the proposed cryptographic framework in resource-
constrained UAV hardware, an experimental validation was conducted using a hardware-
in-the-loop (HIL) environment, as detailed below.

Experimental Validation and Profiling Environment

While full-scale UAV flight trials are part of future work, the experimental validation
of HLCAD++ was performed on a hardware-in-the-loop (HIL) setup representative of an
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onboard UAV environment. The cryptographic operations were executed on an ESP32-
WROOM-32D module (dual-core 240 MHz, 3.3 V) using the ESP-IDF v5.0 framework.

Latency and throughput were obtained via cycle-accurate hardware timers with mi-
crosecond resolution, and energy consumption was profiled using an INA219 precision
power monitor (sampling at 1 kHz) connected in series with the SoC supply. The mea-
surement covered initialization, key setup, encryption, and decryption phases under UAV-
equivalent message sizes (64-512 bytes per telemetry frame) and control-loop intervals
(20-50 ms).

This setup effectively reproduces the computational and energy behavior of UAV-class
processors without the variability of open-air flight conditions, providing a deterministic
baseline for algorithmic evaluation. Environmental and dynamic effects (e.g., temperature
variation or vibration-induced timing drift) will be included in future hardware-in-loop
flight validations once UAV integration resources become available.

4.2. Pseudocode for the Proposed Algorithm

Below is the extended pseudocode representation of the HLCAD++ workflow, divided
into hybrid key exchange, key derivation, encryption, and decryption phases. The pseu-
docode explicitly integrates both ECC-based ECDH and lattice-based KEM, as well as the
TinyJAMBU AEAD stage.

# Initialization of Elliptic Curve Domain Parameters

def initialize_ecc():
curve = define_curve(a, b, q) #y2=x"3+ax+bmodq
G = select_generator(curve)
return curve, G

# ECC Key Generation

def ecc_keygen(G):
d = random_private_key() # Private key
P=d*G # Public key
returnd, P

# Lattice-based KEM Key Generation

def kem_keygen():
pk, sk = kem_generate() # IND-CCAZ2 secure
return pk, sk

# Hybrid Key Exchange
def hybrid_key_exchange(ecc_priv, ecc_pub_peer, kem_sk, kem_ct_peer):
K_ecc = ecc_priv * ecc_pub_peer # ECDH shared point

K_kem = kem_decapsulate(kem_sk, kem_ct_peer)
return K_ecc, K_kem

# Dual-Entropy HKDF (Extract-and-Expand)

def derive_session_key(K_ecc, K_kem, context_info):
seed = concat(hash(K_ecc), hash(K_kem))
K_s = HKDF_Expand(seed, context_info, length = 128) # 128-bit session key
return K_s
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# TinyJAMBU AEAD Encryption

def encrypt_data(K_s, plaintext, nonce, ad):
C, T = tinyjambu_encrypt(K_s, nonce, ad, plaintext)
return C, T

# TinyJAMBU AEAD Decryption

def decrypt_data(K_s, C, nonce, ad, T):
plaintext = tinyjambu_decrypt(K_s, nonce, ad, C, T)
return plaintext

# Main Hybrid Workflow

def hlcad_workflow(plaintext):
# Initialization
curve, G = initialize_ecc()

# Drone side keys
d_drone, P_drone = ecc_keygen(G)
pk_kem_drone, sk_kem_drone = kem_keygen()

# Base station keys
d_base, P_base = ecc_keygen(G)
pk_kem_base, sk_kem_base = kem_keygen()

# Exchange public values
kem_ct_drone = kem_encapsulate(pk_kem_base)
kem_ct_base = kem_encapsulate(pk_kem_drone)

# Derive shared secrets

K_ecc_drone, K_kem_drone = hybrid_key_exchange(d_drone, P_base,
sk_kem_drone, kem_ct_base)

K_ecc_base, K_kem_base = hybrid_key_exchange(d_base, P_drone, sk_kem_base,
kem_ct_drone)

# Derive final symmetric session key
K_s_drone = derive_session_key(K_ecc_drone, K_kem_drone, "Drone-Session")
K_s_base = derive_session_key(K_ecc_base, K_kem_base, "Drone-Session")

assert K_s_drone == K_s_base # Keys must match

# Encrypt & decrypt

nonce, ad = generate_nonce(), "Telemetry"

C, T = encrypt_data(K_s_drone, plaintext, nonce, ad)
recovered = decrypt_data(K_s_base, C, nonce, ad, T)
return C, T, recovered

This extended pseudocode illustrates the novelty of HLCAD++, showing how two
cryptographic domains (ECC and lattice-based KEM) are combined, and how the dual-
entropy HKDF strengthens key derivation.
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4.3. Cross-Domain Cryptographic Benchmarking

To demonstrate the overall comparative standing of HLCAD++ within both classical,
lightweight, and post-quantum families, an expanded benchmarking summary is provided
in Table 5.

Table 5. Comparative performance analysis of cryptographic methods in drone systems.

Energy

. Encryption . Key Length . Post-Quantum  Suitability for
Algorithm Type Speed (Mbps) Constgl)\phon (bits) Security Level Resilience Drones
AES Symmetric 150 1.2 128/192/256 High X Moderate
RSA Asymmetric 20 5.8 2048 High X Low
PRESENT Lightweight 200 0.8 80 Moderate X High
SPECK Lightweight 230 0.6 64/128 High X High
Lightweight . .
ASCON-128a (LWC winner) 215 0.7 128 High X Very High
Kyber512 PQ-KEM — 13 256&?};‘”‘1 PQ (NIST L1) v Moderate
NTRU- 256 (shared
HRSS701 PQ-KEM — 15 key) PQ (NIST L3) v Moderate
Hybrid ECC +
HLCAD++ 128 (Sym.) + . .
PQC + 225 0.5 High + PQ v Very High
(Proposed) TinyJAMBU 256 (ECC/PQ)

Unlike Tables 2 and 4, which focus on embedded-level metrics and key exchange
efficiency, this table aggregates normalized performance indicators across diverse algorith-
mic paradigms (symmetric, asymmetric, and hybrid). Key metrics included encryption
throughput, energy consumption, and suitability for drones.

The extended comparison in Table 5 demonstrates that while lightweight ciphers such
as ASCON-128a and SPECK achieve high raw throughput (=215-230 Mbps), they lack post-
quantum resistance. Pure PQ-KEM schemes such as Kyber512 and NTRU, on the other hand,
provide strong post-quantum security but incur significantly higher energy consumption and
ciphertext overhead, limiting their applicability for real-time UAV operations.

HLCAD++ achieves throughput comparable to the fastest lightweight ciphers
(=225 Mbps) while maintaining superior energy efficiency (0.5 J) and dual-domain re-
silience through its hybrid ECC + PQC design. Even if one cryptographic primitive is
weakened, the overall confidentiality and integrity remain intact due to the dual-entropy
derivation.

Therefore, HLCAD++ offers a balanced trade-off between lightweight efficiency, post-
quantum robustness, and practical deployability, making it an optimal candidate for next-
generation UAV networks.

5. Conclusions

The accelerating integration of unmanned aerial vehicles (UAVs) into the Internet of
Things (IoT) ecosystem highlights the urgent demand for cryptographic frameworks that
deliver robust security without exceeding the stringent resource constraints of drones. Con-
ventional cryptographic mechanisms, although mathematically strong, often impose pro-
hibitive computational and energy costs that limit their practical deployment in lightweight
airborne platforms.

This work has introduced HLCAD++, a novel hybrid lightweight cryptographic
algorithm specifically tailored for UAV communication. By combining ephemeral Elliptic-
Curve Diffie-Hellman (ECDH) with a post-quantum lattice-based KEM and strengthening
the resulting entropy through a dual-source HKDF, the scheme ensures both forward
secrecy and quantum resilience. For data confidentiality and integrity, the algorithm
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employs the TinyJAMBU AEAD cipher: its low memory footprint and optimized round
structure make it particularly well suited for constrained devices.
The proposed algorithm achieves the following key contributions:

1.  Robust Hybrid Security: Dual-entropy session keys derived from both classical and
post-quantum domains mitigate risks from emerging adversaries, including quantum-
capable attackers.

2. Computational Efficiency: The integration of TinyJAMBU enables high-throughput
authenticated encryption while reducing processing delays, supporting real-time
video and telemetry streams.

3.  Energy Optimization: The lightweight symmetric design ensures minimal energy
consumption, thereby extending drone flight endurance—critical for missions in
logistics, surveillance, and environmental monitoring.

4. Scalability and Adaptability: The modular hybrid design allows seamless deployment
across diverse UAV applications, from small commercial quadcopters to swarms
operating in cooperative networks.

Comparative performance analyses demonstrate that HLCAD++ achieves through-
put on par with state-of-the-art lightweight ciphers such as SPECK while significantly
improving energy efficiency. Crucially, it introduces post-quantum robustness absent
from existing lightweight schemes, thereby future-proofing drone communications against
rapidly evolving threats.

Beyond theoretical validation, HLCAD++ can be practically deployed on widely avail-
able embedded platforms such as ESP32- or STM32-based UAV controllers, as well as
integrated into autopilot stacks like PX4 or ArduPilot. Potential deployment scenarios in-
clude secure telemetry in commercial drones (e.g., DJI Matrice or Parrot Anafi), cooperative
swarm coordination in research platforms, and encrypted video streaming in inspection or
search-and-rescue missions. These use cases demonstrate that the proposed scheme is not
only theoretically sound but also readily adaptable to current-generation UAV ecosystems.

Looking ahead, future research will pursue three primary directions:

e  Formal provable-security reductions under standard models (IND-CPA /IND-CCA?2)
and post-quantum assumptions.

e  Extensive real-world deployment and benchmarking across heterogeneous drone
hardware to validate scalability under operational constraints.

e  Exploration of adaptive key rotation strategies and lightweight side-channel countermea-
sures, ensuring resilience against physical capture and implementation-level attacks.

By addressing the dual challenges of computational limitations and cryptographic
longevity, this research lays the foundation for secure, efficient, and sustainable UAV
integration within the next generation of IoT and cyber-physical ecosystems.
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