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Abstract

The virtually coupled train set (VCTS) system is a promising urban rail transit paradigm
that replaces physical couplers with train-to-train (T2T) wireless communication, enabling
dynamic marshaling to achieve the precise matching of transportation demand and re-
sources. However, existing VCTS control strategies either assume perfect leader state
availability, rely on continuous communication, or lack guaranteed transient/steady-state
performance under Denial-of-Service (DoS) attacks. To address these critical limitations,
this paper proposes a unified finite-time resilient event-triggered cooperative control frame-
work for VCTSs against malicious DoS attacks. The proposed framework integrates three
synergistic components: a distributed finite-time leader state estimator to reconstruct leader
information under intermittent communication interruptions, a prescribed performance
finite-time controller to bound tracking error fluctuations and accelerate convergence, and
an adaptive event-triggered communication protocol to reduce controller update frequency.
The closed-loop system stability, finite-time convergence, and prescribed performance
guarantees are rigorously proven via Lyapunov analysis, and Zeno behavior is strictly
excluded. Extensive comparative simulations demonstrate that the proposed framework
outperforms representative state-of-the-art methods in terms of tracking accuracy, attack
resilience, and communication efficiency, achieving a significance reduction of approxi-
mately 70% in controller update frequency while maintaining system stability under the
considered DoS attack scenarios.
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urban rail trains use a fixed operation and control mode, which limits dynamic matching

between transportation capacity and real-time passenger flow, resulting in energy waste
This article is an open access article

s and increased carbon emissions. The VCTS leverages the train-to-train (T2T) communica-
distributed under the terms and

conditions of the Creative Commons ~ tion mechanism, which replaces the traditional hard-wired structure between train units,
Attribution (CC BY) license. introducing extra flexibility and intelligence to train sets [2,3]. A more accurate real-time
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supply of transportation capacity resources is achieved in VCTSs, further enhancing energy
efficiency and environmental friendliness. However, safety issues remain the main concerns
for the VCTS system in terms of the high-speed operations of urban trains and vulnerable
wireless communication networks. More accurate cooperative controllers and higher state
variable update frequencies are demanded. Moreover, in modern VCTS systems, malicious
DoS attacks are observed and cause serious damages to data updates on wireless communi-
cation networks [4]. When erroneous operational states of the urban rail train are introduced
in the control system, the stability of the system is compromised, potentially leading to
catastrophic accidents [5,6]. Addressing these challenges is integral to the broader vision
of sustainable urban mobility, where data-driven methods are increasingly leveraged to
optimize environmental performance and resource efficiency in city systems [7,8].

The performance of a VCTS system is influenced by multiple external factors, including
environmental conditions and external disturbances. Considering these external factors,
various techniques are proposed to stabilize the performance of the VCTS system [9]. For
example, the event-triggered technique was introduced to stabilize the VCTS system’s
controllers” performance [10-12]. An adaptive cooperative control strategy considering
formation performance constraints was proposed to limit the operating state of train
units [13]. In [14], a robust control strategy was introduced that considers the service
quality of the communication network. This strategy aims to counteract the detrimental
effects of jamming attacks on the VCTS system, particularly within the industrial Internet
of Things (IoT) environment [15]. However, the VCTS system faces challenges in managing
its complex operating environment, as the proposed strategy ignores the detrimental effects
of unknown perturbations on system performance [16]. In [17], data-driven event-triggered
cooperative control was proposed to monitor the headway and speed of the train set during
a topology change. The strategy fails to implement effective methods to cope with tracking
errors, prolonging the time required for the system to stabilize [18]. Considering all the
above-mentioned limitations in the existing literature, in this study, we propose a resilient
multi-agent cooperative control strategy that incorporates various influencing factors for
the VCTS system, addressing the state tracking error within a specified range.

In addition, timely and precise information exchange is essential for achieving con-
sistent control within multi-agent systems. The system’s communication infrastructure
is vulnerable to disturbances and malicious attacks, which can significantly undermine
its operational integrity. In extreme scenarios, such adversities may lead to the complete
loss of controller stability. Based on the above-mentioned assumptions, data communi-
cation network security between trains has become one of the most significant concerns
in VCTS systems [19-21]. Currently, research on system security control strategies un-
der cyber-attacks mainly focuses on compensation and fault tolerance [22-26]. S. Feng
et al. [27] designed a robust impulse control strategy based on a finite-time dynamic ob-
server, ensuring the input-to-state stability of a network control system under DoS attacks.
X. Guo et al. [28] proposed a novel anti-disturbance event-triggered control strategy for
an adaptive memory observer. A buffer is added to the output to improve the accuracy
of the observer. The adaptive memory event-triggered mechanism is adopted to exclude
the Zeno behavior of the system. Since DoS attacks may cause the mismatch behavior of
modes between the system and controller, asynchronous security controllers are obtained
utilizing iterative computation in [29]. DoS attacks disrupt the transmission of critical con-
trol information through essential communication channels, thereby degrading controller
reliability and compromising overall system performance. To safeguard the stable opera-
tion of the VCTS system, tolerance and compensation measures against communication
attacks are demanded.
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Despite the valuable insights provided by the aforementioned studies, a critical gap
remains in the existing literature. Most current VCTS control strategies either assume
perfect leader state availability, rely on continuous and ideal communication networks,
or lack guaranteed transient and steady-state tracking performance when subjected to
malicious DoS attacks. Existing event-triggered or robust control methods often address
these challenges in isolation, failing to provide a comprehensive defense mechanism.

To address these critical limitations and clearly differentiate our method from ex-
isting approaches, this work presents a unified finite-time resilient event-triggered co-
operative control framework for VCTSs against malicious DoS attacks. Unlike prior
methods [14,17,28] that merely tolerate communication delays or lack strict tracking error
constraints, the proposed framework integrates finite-time convergence, prescribed per-
formance bounds, and an adaptive event-triggered mechanism into a single synergistic
architecture. This mitigates the frequent acceleration and deceleration operation of trains
caused by unreliable communications and accelerates the convergence of the tracking error,
ultimately improving the communication efficiency and operational stability of the VCTS
system. The main novelties and contributions of this work are as follows.

1.  Novel Finite-Time State Estimation: Unlike conventional observers that struggle
with discontinuous data under cyber-attacks, multi-agent technology is integrated to
design a distributed finite-time leader state estimator. This allows for a more accurate
reconstruction of the leader train’s operational state, effectively mitigating the impact
of communication interruptions and energy wastage caused by DoS attacks.

2. Guaranteed Transient and Steady-State Performance: Compared to traditional coop-
erative controllers that cannot guarantee tracking precision under severe network
disruptions, a prescribed performance control strategy is explicitly designed. This
bounds the fluctuation range of the overall tracking error of the VCTS system and
adjusts its responses to disrupted communication signals, thereby significantly im-
proving the overall tracking precision of the VCTS system.

3. Synergistic Event-Triggered Communication: Distinct from standard time-triggered or
unconstrained event-triggered methods, by combining finite-time convergence theory
and an adaptive event-triggered mechanism, the VCTS system strictly excludes Zeno
behavior while substantially reducing the energy consumption of communication,
achieving a much lower frequency of controller updates.

The remaining parts of this work are structured as follows. The relevant dynamics
of the VCTS are modeled in Section 2, where the primitives required for stability proofs
are mentioned. The leader state observer is devised in Section 3, where the cooperative
control strategy is conceptualized based on the prescribed performance method and event-
triggered mechanism. Section 4 demonstrates the performance of the proposed control
method. A comparative analysis is conducted. Section 5 draws a conclusion regarding the
proposed method.

2. System Description and Related Lemmas
2.1. Principle of VCTS Technology

In a VCTS system, the leader train unit receives dispatching information from the
command center and distributes the message to the following train units through a wire-
less communication network. The VCTS monitors network safety and coordinates the
operations of all train units. The basic structure of the VCTS system is shown in Figure 1.
Differences in braking performance between train units result in different braking distances.
Safety margins are added to different braking distances for safe operations between VCTS
trains. The guarding method, whose use is no longer determined by the braking distance
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of any single train unit, significantly reduces the minimum operating spacing between
the trains and increases the transportation capacity of the overall VCTS system [30]. In
addition, an efficient cooperative controller is required for stable information updates.
Malicious DoS attacks may block the communication channels of the VCTS system. When
the control system fails to obtain the required state information, tracking errors rapidly in-
crease, potentially leading to fatal accidents [31]. As a result, more robust control strategies
are urgently demanded to improve the stability of VCTS control strategies.

(Stateful Information Interaction Network) < ((( ,)))

Scheduling

Denial-of—Serv}ice Expected Information

Attack Operating Status
\ 4
= & = = - = - o = Command
e e
Follow Train Unit #i+1 Follow Train Unit #i Virtual Leader .

Figure 1. Schematic diagram of VCTS system operation principle.

2.2. Dynamical Model of VCTS

Train units of the consistent configuration are selected to form the VCTS, reducing the
complexity of control strategies. The dynamical model is expressed as follows [32]:

xi:Ui

1
7}i:ui_mii[fui+fvi+ﬁ] g

where x;, v; and m; represent the position, speed and mass of each train unit; u; is the pro-
vided acceleration; f,;, f,; and f; represent slope resistance, basic resistance and unknown
disturbance.

Slope resistance varies with the size of the slope and is expressed as follows:

foi = m;gsinf ()

where 0 is the body tilt angle.
According to the Davis formula, basic resistance is as follows:

fui = €0 + €10; + 207 3)

where ¢, c1 and ¢, are the Davis coefficients.
To ensure the security of the VCTS system, the spacing between train units has
to satisfy the following;:
xi1—x—L>H 4)

where L is the length of each train unit. The distance between train units is composed of
relative braking distance and safety margin S;;, which meets the following criteria [33]:

2
SR 5)
21/[1',1 21/!1‘

H = S,;, + max (O,

In real-world high-speed urban rail transit, heterogeneous braking performance neces-
sitates a dynamic safety distance to avoid safety-critical collisions. However, the primary
focus of this study is to address the cyber-physical vulnerabilities of the VCTS under DoS
attacks within a cooperative multi-agent framework. To isolate the effects of network
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disruptions and simplify the controller structure, a specific operational constraint is consid-
ered: a homogeneous VCTS configuration. In this scenario, all train units are assumed to
share identical mechanical and braking capabilities (i.e., #;_1 =~ u;). Under this constraint,
when the train set maintains a consistent operating state, the relative braking distance
term in (5) effectively approaches zero. Consequently, the desired running distance H
can be mathematically and logically simplified to a constant safety margin Sj,. It is worth
noting that for heterogeneous train sets in actual safety-critical environments, dynamically
varying spacing bounds must be rigorously enforced, which will be considered in our
future research on VCTS cyber-security.

2.3. Directed Graph Theory

The communication relations of the multi-agent system are articulated through the
framework of a directed graph [34]. The relationship between nodes and their communi-

cation is described through A = [ai]-} .- Where i,j € (1,n) denote the communication

node. When the element 4;; in the C(;lélmunication relationship matrix holds the state
of 1, it signifies that node i conveys its operational state to node j. Conversely, if there
is no information exchange between the two nodes in communication, the state of ele-
ment a;; is set to 0. The total number of messages received at each node is indicated by
D = diag(dy,dy,- -+ ,dp),d; = 2]7-’:1 a;j, and the relationship between nodes and the leader

is represented as B = diag(by, by, - - - , by).

2.4. Related Lemmas

Lemma 1 ([35]). A positive definite system V converges at finite time, and the convergence time
fulfills this if it satisfies V(x) < —AV"™(x) — BV"(x) + C, where A, B and C are all positive
numbers, and C is relatively small. The convergence time is satisfied:

1 1
'S A na—m T BI-n) ©

When C equals 0, the convergence time is satisfied:

1 1

r= B —n)

S A —m) @)

Lemma 2 ([36]). Young’s inequality is satisfied: for real numbers 11 and 1p, any positive odd
numbers yq and y, satisfy

1 1
Y1,y2 Y1y, |1 y1t+ys Y2ty
05 < n)telt < —|n + —li2 (8)
16 Clary y3| | y4| |

where ys > 1, y4 < 1, y3 + Y4 = Y3ya.

Lemma 3 ([37]). The inequality satisfies the following:

(Zfi|> §Z|fi\n,0<n§1
i=1 i=1
m! " <2|fi|> <Y Ifil"n>1
i=1 i=1
3. Design of Cooperative Control Strategy

In this section, several control strategies are specifically designed to develop a resilient
event-triggered cooperative control strategy for the VCTS system. A directed graph speci-
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fies the direction of communication between trains, allowing individual train units to be
combined into train sets by the virtually coupled technology. The localized measurement of
the tracking system ensures that the leader’s status is precisely estimated, which improves
the resilience performance of the system. The range of the variation in tracking error
is explicitly constrained, reducing time complexity for system convergence. Moreover,
an event-triggered mechanism is implemented to reduce the update frequency of each
controller. The underlying structure of the control strategy is shown in Figure 2.

VCTS

- — 1

|
==
| Leader | Attack
| ==

Finite-time
State
Observer

Event Actual
Triggered controller
Mechanism output

| Follower #1 | W i

| | Prescribed
= Performance

[ Follower #2 I Controller

Operational ;
P Virtual Controller
Error SOSMD
. Control Law Output
Constraints

Operating
Resistances

Estimated
Compensation

Figure 2. Underlying structure of resilient event-triggered cooperative control strategy against
DoS attacks.

[

3.1. Design of DoS Attack Defense Mechanisms

Active DoS attacks disrupt VCTS communication lines, which causes train units to
lose their peer tracking targets. To improve the resilience of the VCTS system, all train units
must be capable of accurately estimating the status of the leader train through observers.
Even when the communication network is interrupted, the observers can still provide an
estimated status of the leader train, thus mitigating the fluctuating error that occurs when
communication is recovered and further improving the fault tolerance of the VCTS system.
Since the leader’s acceleration is bounded and fulfills |ug| < U, |1p| < U, combined with
Lemma 1, the observer is designed as follows:

Xi = i, ¥i = i
pi = —arsig(@)" — asig(gi)" — ¢
¢ = agsign(e;) (10)

pi = Z%”ij(lpi — ¢j) + bi(¢; — vo)
iz

for each following train unit, x;, ¢; and y; represent the estimate of the position, speed
and acceleration of the lead train. ¢; denotes the estimation error when adopting the
multi-agent technology. a1, a; and a3 are coefficients to be calculated, where 0 < m < 1,
n > 1. Additionally, the function sig(x) is designed as sig(x) = |x|sign(x).
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Theorem 1. The designed finite-time observer estimates the operational state of the leader, with the
convergence time of the estimation error, which satisfies the following:

1 1 Hy/H
fi = (txl(l—m) _oc2(1—n)>(1+1—H1H3/tx1> (11)

where a; > HyHsz, a3 > U(), Hy = a3+ Uo, Hy = a3 — UO, Hy;=1/a1 + (2€/H2061 )1/3.

Proof. In initialization, we assume that the state observer on each train acquires the ex-
pected tracking target, with the tracking error denoted as ¢; = ¥; — vg. When the speed of
the leader train decreases, we have the following:

i — 90 = —1sig ()" — asig(gi)" — o (12)
¢o = agsign(g;) + 1o

Considering that the estimation of the observer lags behind the actual values, ¢y > 0.
Therefore, it satisfies the following;:

@i < —aqsig(@;)" — apsig(@;)" (13)

According to Lemma 1, convergence time satisfies the following:

1 1

s m(1—m)  ay(1—n)

(14)

For the intermediate variable ¢y, it is clear that Hyt; > |¢@o(t1)] is satisfied at t;. According
to [38], the observer error convergence time satisfies t; < ¢(AT)/H,, where AT denotes
the time interval for system error convergence. In addition, according to [39], there exists
|¢(Tiz1)/¢(T;) | < HiH3/a1 < 1. Thus, convergence time satisfies the following:

Hity/Hy

< — 1
2= 1-HH/m 15)

In summary, the total time for the observer error to achieve convergence is expressed as

follows:
t=t1+1t

1 1 H;/H, (16)
: (“1(1 —m) a1 —”)> <1+ 1—HiHs/a )

Furthermore, the observer of each train unit realizes the state estimations of the leader,

O

@; and its derivatives are also constrained, indicated as follows:

il < ¢, |pil < ¢ (17)

3.2. Conversion of Error Constraint Forms

The actual tracking error, s;, and the estimated tracking error provided by the observer
for each train unit, 5;, are defined as follows:
s; =x;—xo+iH
1 1 ‘ (1 8)
S;i=Xx;i—Xi+ 1H
By integrating multi-agent system technology, T2T communication enables each train
unit to obtain state information regarding the VCTS system. Utilizing Lemma 1 as a reference,
the tracking error is defined as follows:
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n
Gi= ) aijlsi —sj] +bisi +5;
=1
" (19)
= (di + b; + 1)Si - Zaijsj + x0 — Xi
j=1

When the communication of the VCTS system is interrupted by DoS attacks, the
control system may fail to obtain accurate control information, causing a rapid increase in
the number of tracking errors. The prescribed performance control enables the controller to
adjust its response to disrupted communication signals, ensuring rapid convergence to the
desired position and enhancing tracking precision for the VCTS system.

The general form of the performance function is defined as follows:

0= (g —Llos)e " 4 Lo (20)

where [y and /. are the initial and final values of the performance function, and ¢ is
the convergence rate. Specifically, these error limits are rationally selected based on the
physical safety constraints of the VCTS. The initial boundary [y is mathematically defined
such that /p > max|s;(0)|, ensuring that the initial tracking error of all train units strictly
resides within the valid bounded region. The steady-state boundary I« is fundamentally
determined by the stringent safety margin requirement of the train sets (e.g., rigorously
restricted to 1 m in this study) to guarantee collision-free operations. The parameter ¢
dictates the minimum required transient convergence speed for the system to recover from
tracking deviations under attacks.
Establish £ and ¢ as the constraint boundaries of the objective, denoted as follows:

t<gi<t (21)

The inequality constraints are transformed into reasonable equation constraints
to realize the design of the control law. The transformed error constraint function is

1
n=me&m=%_z (22)

expressed as follows:

The derivative form of (22) is expressed as follows:

Ha-t)-1@-D
1= T [gl - 7@ gf ‘|
(z y ) sin?(7,) —¢ (23)
= Pi[i - Qi
Meanwhile, given that

oT; s
— = >0
aéi <Z _ E) sinz(myi) (24)

this proves that the designed conversion error is positively correlated with the actual
tracking error. Both errors can achieve convergence.

3.3. Event-Triggered Cooperative Controller Design

The speed tracking error is defined as follows:

0 =vi =G (25)
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The virtual control law ¢;, crafted with a second-order sliding mode differentiator
(SOSMD), targets precise speed estimation for each train unit. It simultaneously tackles
the differential expansion issue stemming from derivative calculations. With the above
requirements, the structure of ¢; is designed as follows:

, . r.
G = —P1l¢i — cilZsign(&i —6i) + ¢ (26)
¢ = —Botanh (g — ¢;)

where ¢ is the intermediate variable. 1 and B, are positive constants. To minimize the
impact of the estimation error on system control performance, the compensation function
is designed as follows:

En = —M&lf — Mol + Pi(d; + b + 1) (En + € — 6i)

. (27)
$in = —MsGjp — MaGjp — Pi(di + bi +1)8n
where M;, My, M3 and M, are all positive constants.
Furthermore, the tracking error is defined as follows:
Yi1 =T — G, Yi2 = 0i — Gin (28)
Then, the virtual control law is constructed as follows:
1 My M
Gi di i bi ¥ 1 Pi r)/ll Pi r)/ll
(29)

n
+ (dl' + bl‘)vo + ¢; + 2 al‘jf’;]‘ + Q1:|
j=1

The event-triggered mechanism alleviates the burden of data updating in the VCTS
system, which is designed as follows:

() = uit(th),Vt < [tﬂ-‘, tﬁ.‘“)
pi = uip(t) — ”it(ti‘() (30)
HH = inf{f > tf]loil = Nupf* + Nopif! + N3}

where ti-‘ and tf“ denote the moments when the trigger condition is satisfied. u;; and
uj, represent the control amount calculated by the system and the actual control amount
applied, respectively. The decision of whether to update the controller is made by judging
the state of the trigger error p;. Ny, Np, and Nj are coefficients to be determined.

The finite-time cooperative control strategy is designed as follows:

uip = =Mz — Mgyl +¢;

. . ; (31
_Pi(di+bi+1)7i+w )

1

Theorem 2. Under the event-triggered mechanism (30), the proposed control strategy (31) ensures
the tracking error converges within a finite-time frame, achieving a substantial time complexity
reduction in the amount of T2T communication.

Proof. To prove the stability of the closed-loop system, a composite Lyapunov candidate
function is constructed as follows:

1
V= 5 (%‘21 +E+Hh+ 5122) (32)
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The time derivative of V; over {tf, ti-”“l) is calculated as follows:

Vi = ynvn +&nén +vvn + Cnln
= Myyn &% + Mpyin &l — Myyith — Mpoy it
— Myl — Mgl + Mayindls + Mayinllh (33)
7M gm-‘rl M gl’H—l Mg,.ym-i-l M4,.yi’l+l
+ Pigin(di + by + 1) (7 — 13)

According to Lemma 2,

1 m
+1 +1
Mivagi <M <m+1’r?f m@ﬁ )
Moy & < M 1 n+1 n n+1
276 < Mo 711 gj]
n+1 n+l
1 (34)
am < M m+1 m+1
Mzyinlin < (m . 1%2 + r T 15 )
1 +1 +1
Myyinly < M4< i, 17:12 — 1@"

The estimation error of the virtual control law is bounded when the tracking errors
of the VCTS system achieve convergence in finite time. Therefore, the estimation error
satisfies the following:

|P§11(d +b +1)(’7 _771)| < 0 (35)

Combining (34) and (35), (33) is further simplified to the following:

Vv < Ml< +17g+1 m+1§m+l>
_1\/12<n—nnﬁlH n+1‘§n+l)
—Mg(nﬁlvj«’;*“rmil '”+1>
~ M <n+17?2+1 n+1€n+l) i

To analyze the performance of the VCTS system, we define the Lyapunov function as
V =Y, V;. Based on Lemma 3, its derivative is calculated as follows:

n
; m 1y 1
Vgﬁ{—M1<m+1vﬁl+ mﬂé‘m*)

(36)

1
- M n+1 ﬂ+1
2(;,1_‘_1’)/11 +n+1§zl
m (37)
- M m+1 m+1
3(m 1722 m—l—lé'r
M ( CESRCIR CnH) Wl}
< —leT —LQVT + L3
mtl Mym M; Msm M nel . [ Mpn M, Myn M
where L1 = 272 min{ 344, M M Myt 12 = 273 min{i Ma M Ml
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According to Lyapunov stability theory and Lemma 1, it is rigorously proven that
the systematic error of the VCTS achieves convergence in finite time t; bounded by

the following:
1 2 1 2

ts < =
T L2 1) 1-m Lyl-n

(38)

In addition, Zeno behavior is prevented following the proposed event-triggered
mechanism. Consider that

d|p; d 1 . . . _
% = 2 (eipi)? = sign(pi)pi < [thir| < i (39)
The derivative of the trigger error p; on {tf, tfH) satisfies the following:
d|p; _ 1\,
S e [P (40)

Meanwhile, the absolute value of the derivative of y; can be expressed as follows:
il = [ea (™) + 221" +a5]
< ‘“1(4’?1)/ +an(¢f) + 0‘3‘ (41)
< e g} i+ nagglf i + a3

Setting the boundary value of |ji;| to «, p; has the following property:
ti
loi| < /k K(leyl’-”fl + nNzy?*l)dt (42)
ti
According to (30), Equation (42) satisfies the following:
()] <000 (1) s 0 (1) 4

ti 1 1 (43)
< /k K (le,ul’-”* +nNopl!™ )dt
ti
Consequently, the minimum event-triggering interval for each train unit is computed
as follows:
N3

AT = m—1 n—1
K lel’li +1’lN7_yl-

(44)
O

4. Results and Analysis

This study digitally simulates a segment of the VCTS operational procedure within
the Simulink platform. This simulation is conducted to substantiate the efficacy of the
proposed control strategy, particularly under the context of DoS attacks. Train unit #i
(i=1,2,3,4) represents the following train unit that represents the sequential approach
to the lead train, while the virtual leader train is recorded as train unit #0. The operation
status of the leader train is shown in Figure 3, which represents the tracking target of the
train under normal circumstances.

For safety reasons, when the train in motion fails to receive external information for
an extended period, it will switch to a special control mode, which is not covered in this
paper. Under the simulation conditions presented here, the communication of the VCTS
system will intermittently face multiple DoS attacks over a brief period. The duration of
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these attacks detailed in Figure 4a, state 1, indicates that the DoS attacks are active, while
the attacks are dormant in state 0.

20 C 1 1 1 1 1 ]
0 5 10 15 20 25 30
Time (s)

Figure 3. The operational status of the leader train.

v

e

3

£ 1Ir .

5

w

o)

a

kS

o

S

50 | | T B AN S YR A

5 0 5 10 15 20 25 30
Time (s)
(a)

2 \

4 3k ]

8

ks

n 2F i

o)

a

“= 1k -

S

w2

©v 0 5 10 15 20 25 30
Time (s)

(b)
Figure 4. Duration and states of DoS attacks. (a) Duration of DoS attacks; (b) States of DoS attacks.

Since train #3 joins a new train set, its tracking target and communication object
change significantly, which makes it an easier target for DoS attacks. Figure 5 depicts the
structure of the T2T communication network under several attack scenarios addressed
in this study. In Case 1, the communication between all train units is maintained in a
normal state, all lines of communication are kept open and control information interacts
normally. In Case 2, the interruption of communication between train #3 and the leader
train due to a DoS attack is simulated, and the ability to obtain information about its own
state only from local sensors and synchronization error information from neighboring
trains will lead to an increase in the tracking error with the leader train. In Case 3, the
interruption of communication between train #3 and the neighboring trains is simulated,
and only the local sensors are able to obtain information about their own state and the
leader train to obtain information about the leader’s tracking error, which will lead to an
increase in the synchronization error with the neighboring trains. In the most severe Case 4,
communication between the leader train and neighboring trains will be blocked at the same
time, and train #3 will not be able to receive any valid communication messages for a while,
resulting in the disruption of VCTS system consistency. Taking into account the varying
intensities of DoS attacks and their direct impact on system stability, the duration of each
attack is categorized into distinct states ranging from 1 to 3 in Figure 4b, which is based on
the varying number of communication channels affected by DoS attacks.

The following train units have different operating states at the initial moment, which
are shown in Table 1. To demonstrate the practical applicability of the proposed method,
the physical parameters of the train units are selected based on the typical specifications
of a standard 6-car Type-A urban subway train, with a total mass of m; = 5 x 10° kg.
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Furthermore, to verify the controller’s capability in a realistic dynamic marshaling scenario
(i.e., the virtual coupling process), the initial positions and speeds of the following trains
are deliberately set with varying initial tracking errors relative to the virtual leader. The
parameters of the proposed controller and event-triggered mechanism, determined through
theoretical stability constraints and quantitative empirical tuning, are shown in Table 2.

e

| Co0— Sn— [Co—Sm— T — R T
Train Unit #4 Train Unit #3 Train Unit #2 Train Unit #1 Train Unit #0
(a) case [

-

}’ T~ ~
| Co0— Sn— Ba— L — e CTTL
Train Unit #4 Train Unit #3 Train Unit #2 Train Unit #1 Train Unit #0
(b) case II

Train Unit #4 Train Unit #3 Train Unit #2 Train Unit #1 Train Unit #0
(c) case Il

Train Unit #4 Train Unit #3 Train Unit #2 Train Unit #1 Train Unit #0
(d) case IV

Figure 5. Communication topology between train units under different DoS attacks.

Table 1. The initial operating state of the train unit.

State Value State Value State Value
m; 5 x 10° kg X1 1155 m v 212m/s
g 9.8 m/s? X2 79 m vy 23.6m/s
X0 150 m X3 43 m U3 244 m/s
[ 22m/s Xy 9.5m Uy 22.5m/s

Table 2. Controller parameters.

Parameter Value Parameter Value Parameter Value
m,n 3/5,5/3 o1 15 ay 5
o3 5 ﬁl, ,Bz 20,1 M1 0.5
M, 1 M; 50 My 40
Ny 0.3 Np 0.2 N3 0.5

Remark 1. The detailed quantitative steps for parameter adjustment in Table 2 are illustrated as
follows: (1) Theoretical Initialization: According to the finite-time convergence conditions in Lemma
1, the fractional power parameters are strictly constrained to m € (0,1) and n > 1. Here, we
select m = 3/5 and n = 5/3 to mathematically balance the convergence rates both far from and
near the equilibrium. (2) Baseline Parameter Tuning: The observer gains (xq, &2, a3) and controller
gains (M to My) are quantitatively calibrated under normal operating conditions. The primary
control gains Mz = 50 and My = 40 are sized to guarantee that the tracking error remains strictly
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within the prescribed performance bounds while simultaneously ensuring the generated control
effort does not exceed the maximum physical traction/braking limits of the train. (3) Event-Trigger
Optimization: Finally, DoS attacks and nonlinear disturbances are introduced. The event-triggering
thresholds (N1, Na, N3) are tuned via a quantitative trade-off: increasing N1 and Ny drastically
reduces communication update frequency (alleviating network congestion during DoS attacks) but
slightly inflates the steady-state tracking error. The values Ny = 0.3, Ny = 0.2, and N3 = 0.5 are
selected as the optimal thresholds that achieve a roughly 70% reduction in updates while maintaining
the tracking error rigorously within the strict 1-m safety margin.

For each following train unit, the estimation results and the actual tracking errors
are shown in Figure 6. In 0-8 s, the leader train maintains a constant speed, and the DoS
attacks will not affect the observers since the initial observation errors are always kept
at 0. In 8-12 s, the leader train decelerates. During a total communication interruption,
the observer is inhibited from accessing accurate data, forcing the reliance on the most
recent output as by default. Although the output of the observer will show small errors
compared to the actual value, convergence will be reached efficiently at the moment of
communication restoration.

22
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Figure 6. Tracking status and error of each train unit. (a) Tracking status; (b) Tracking error.

The combined tracking error of the VCTS system and its constraint range are shown
in Figure 7. At the initial stage, the following train units have different operating states and
generally have tracking errors. The parameters of the appropriate prescribed performance
function are set, with various error constraints of the system being addressed. Att=2.5s,
the initial tracking error of the formation unit achieves convergence. Given that the leader
state observers operate efficiently, the short interruption of communication will not affect
the stability of the system. Meanwhile, the event-triggered mechanism is designed to
reduce the frequency of controller updates, but minor tracking errors do not significantly
influence the overall performance of the VCTS system.

The control strategy proposed in this study is compared with those in [12,31] for devel-
oping resilient cooperative control strategies. As is shown in Figure 5, when train unit #3
suffers DoS attacks, it is noteworthy that train unit #4 remains capable of receiving control
variables from the attacked train unit #3. Under the circumstances above, different operational
states are selected for in-depth analysis to determine the impact of DoS attacks on tracking
capabilities across various control strategies. The outcomes are displayed in Figure 8.

https://doi.org/10.3390/sym18071091


https://doi.org/10.3390/sym18071091

Symmetry 2026, 18, 1091

15 of 19

X
--- X2

Upper X3 ]
Bound - X4

%1073 4 X107
10 2
-5 . 0
2
oF — -4
9 9.5 10 105 205 21 215 22
- 1 O C | | | 1 1 1
0 5 10 15 20 25 30
Time (s)
Figure 7. Formation tracking error and its constraints.
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Figure 8. Tracking errors of train units #3 and #4 under DoS attacks in different control strategies.
(a) Position tracking error of train unit #3; (b) Position tracking error of train unit #4; (c) Velocity
tracking error of train unit #3; (d) Velocity tracking error of train unit #4.

In both [12,31], any DoS attack is bound to interfere with the communication of VCTSs
due to the front-unit-following topology. Train unit #3 loses its tracking target under DoS
attacks, resulting in a drastic increment in tracking errors. Conversely, the communication
of train #4 is intact, enabling it to follow the incorrect operating status of train #3, which
in turn impacts the control performance of the VCTS system. In addition, due to the slow
error convergence of the control strategies in [12,31], the affected train units may fail to
recover to the desired operating state during the dormant period of the DoS attacks. When
the DoS attacks are active again, the tracking error produces new changes, and the VCTS
system may fail to operate safely. With the proposed control strategy, sources for obtaining
communications are flexible for train units #3 and #4. When a communication line is
interrupted by DoS attacks, it is worth noting that train unit #3 can still accurately acquire
tracking targets from other units. This property ensures that the tracking performance
of the VCTS system remains unaffected. If the communication of train unit #3 is utterly
interrupted, the locally estimated operating state of the leader unit takes over as the tracking
target. Consequently, the tracking error induced by the DoS attacks is relieved. Since train
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unit #4 can receive communications from other train units, the impact of inaccurate control
information from train unit #3 is alleviated, protecting the overall tracking performance of
the VCTS. During the inactive phase of the DoS attack, the VCTS can restore the desired
operating spacing thanks to faster error convergence.

Figure 9 reflects the controller update intervals for different individual train units, and
Figure 10 shows the actual number of controller updates under the designed triggering
condition constraints and the ratio between the number of updates and the total number
of simulation steps. The diverse operational conditions of each train unit may cause
discrepancies in trigger delay errors. As a result, the timing of updates and the cumulative
number of updates differ among the individual controllers. Moreover, in contrast to the
time-triggered control strategy, the implemented event-triggered mechanism achieves
a 70% reduction in the update frequency of the controllers, significantly alleviating the
burden on the communication network of the VCTS system.
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Figure 9. The controller update intervals for different individual train units. (a) Tranin unit #1;
(b) Tranin unit #2; (¢) Tranin unit #3; (d) Tranin unit #4.
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Figure 10. Number and frequency of updates to different train unit controllers.
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5. Conclusions

This paper proposes a resilient event-triggered cooperative control strategy for the
VCTS system, integrating multi-agent technology and finite-time theory. Through sim-
ulation analysis, the VCTS system can reliably handle malicious DoS attacks, maintain
stable operations, and achieve rapid error convergence. This ensures the safe, efficient, and
low-carbon operations of the urban rail transportation system. The following conclusions
are drawn:

1.  The proposed control strategy enhances the stability of the VCTS system against
DoS attacks. By accurately estimating the leader train unit’s state, the strategy en-
sures reliable tracking performance even when communication lines are interrupted.
This resilience is crucial for maintaining operational stability and safety in urban
rail transportation.

2. The control strategy improves tracking accuracy and system efficiency. The prescribed
performance control strategy effectively constrains the tracking error range, ensuring
rapid convergence and enhancing the overall control precision of the VCTS system.
This leads to more efficient train operations and reduced energy consumption.

3. The event-triggered mechanism significantly reduces the frequency of controller
updates. By intelligently triggering updates only when necessary, the mechanism
decreases communication network burdens and operational energy consumption.
This optimizes communication resource usage in the VCTS system and has the po-
tential to support energy-efficient operations by mitigating unnecessary accelera-
tion/deceleration.

From a quantitative perspective, the extensive comparative simulations validate the
superiority and safety of the proposed framework. Most notably, the implemented adaptive
event-triggered mechanism achieves an approximate 70% reduction in the controller update
frequency compared to conventional time-triggered strategies, substantially alleviating
the communication network burden. Furthermore, even under the severe DoS attack
scenarios considered, the prescribed performance controller strictly limits the steady-state
tracking errors within a predefined 1-m safety margin, rigorously guaranteeing collision-
free operations for the VCTS system.

Despite the demonstrated resilience of the proposed control strategy against DoS
attacks, this study has certain limitations regarding real-world operational constraints.
Primarily, the mathematical constraints applied to the DoS attack model—such as the
upper bounds of attack duration and strictly defined dormant periods—facilitate rigorous
theoretical stability proofs but represent an idealized abstraction of cyber-physical threats.
In a real-world urban rail transit network, DoS attacks can be highly erratic, sustained
indefinitely, or compounded by physical layer jamming. Furthermore, the current dynami-
cal model does not fully address communication delays, packet loss, actuator saturation
limits, or emergency braking scenarios. In practical VCTS implementations, communica-
tion delays and packet loss could degrade synchronization accuracy, potentially causing
the event-triggered mechanism to misjudge trigger conditions and reducing overall sys-
tem stability. Physical actuator limits restrict the maximum acceleration and deceleration
achievable by the train units, which may prolong the error convergence time during se-
vere cyber-attacks. Additionally, emergency braking serves as a critical overriding safety
measure that must be independently integrated into the control architecture to prevent
collisions when safety margins are breached. Future work will focus on expanding the pro-
posed control framework to incorporate erratic cyber-attack behaviors, heterogeneous train
dynamics, and these stringent physical and communication constraints, thereby further
bridging the gap between theoretical design and real-world engineering applications.
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