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Abstract

Continuous detection of critical events such as falls and health deterioration is enabled by
Internet of Things (IoT)-enabled monitoring systems in elderly care. However, system relia-
bility is undermined by real-world sensor degradation, which produces high false-alarm
rates and missed incidents. Existing systems lack differentiated governance mechanisms
for acute decisions (e.g., fall detection, requiring high sensitivity and low latency) versus cu-
mulative decisions (e.g., health deterioration monitoring, requiring stability and specificity).
Conventional approaches treat data quality as a preprocessing concern rather than as a
formal determinant of decision admissibility, creating a gap between data availability and
decision reliability. In this paper, Decision-Critical Data Quality Contracts are proposed as a
governance paradigm in which decision analytics is explicitly separated from admissibility.
Symmetric (uniform) and asymmetric (adaptive) enforcement strategies are explored and
implemented through a hierarchical Decision Quality Tree framework for context-aware
quality assessment. A simulation-based evaluation was conducted over 72 h periods across
three degradation scenarios: controlled (5% missingness), realistic (15%), and stress (30%
with sensor failures). The no-contract, symmetric, asymmetric, and Decision Quality Tree
approaches were compared on metrics including missed alarms, coverage, stability, false
alarms, and audit trail completeness. The results demonstrate that missed fall alarms are
reduced by up to 71% by the Decision Quality Tree compared to asymmetric enforcement
(from 28.57% to 8.20%). Coverage improved to 97.80% and stability to 95.20%. The lowest
false-alarm rates are achieved by the Decision Quality Tree (0.90% for acute decisions, 2.80%
for cumulative decisions). Audit trail completeness shows a 70.6% improvement over
the best baseline (score: 0.87 vs. 0.51). Ablation studies confirm that these improvements
stem from synergistic combinations of fallback paths and context awareness. The Decision
Quality Tree framework establishes a new balance between system availability and decision
safety, providing a foundation for trustworthy IoT governance in elderly care.

Keywords: IoT elderly care; data quality contracts; decision quality tree; symmetric
enforcement; asymmetric enforcement; fall detection; health deterioration; sensor
degradation; graceful degradation; audit trail

1. Introduction
The adoption of IoT-enabled monitoring systems in elderly care has been considered

a transformative approach to the challenges posed by aging populations. Continuous
surveillance of critical incidents such as falls and progressive health deterioration in non-
specialized home environments is enabled by these systems [1]. Wearable and ambient
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sensors are leveraged to create a digital safety net, and extended independent living is
supported while institutional care burdens are reduced [2]. However, the clinical utility of
these systems depends fundamentally on the distinction between genuine emergencies and
false alarms. This distinction becomes precarious when sensor data quality is degraded in
real-world deployments [3].

Existing approaches to data quality in IoT systems predominantly rely on flat, static
thresholds applied uniformly across all decision types [4,5]. In such threshold-based models,
quality dimensions are evaluated against pre-defined minima using simple Boolean logic.
While basic safety guarantees are provided, these rigid models cannot accommodate
partial-sensor-failure scenarios, nor can they adapt to dynamic context shifts such as
caregiver availability, time-of-day risk patterns, or evolving user mobility profiles [4].
Furthermore, flat-threshold approaches lack the capacity to differentiate between the
fundamentally distinct requirements of acute and cumulative decisions—a limitation that
directly motivates the asymmetric enforcement strategies proposed in this work.

The challenge is compounded by the treatment of acute and cumulative decisions as
identical in existing architectures. The key tension between these fundamentally different
risk profiles is overlooked. Near-zero latency and high sensitivity are required for fall
detection, even at the cost of false alarms. In contrast, temporal stability and specificity
are demanded by health deterioration monitoring, where oscillating alert states can erode
caregiver trust.

Conventional decision-support architectures in IoT elderly care have been noted to
operate on a critical yet largely unexamined assumption: that the mere presence of sensor
data constitutes sufficient grounds to trigger interventions [5]. Under this assumption, ur-
gent alerts are rendered susceptible to distortions arising from deteriorating data integrity,
whether due to sensor noise, communication dropouts, battery depletion, or environmental
interference [6]. The resulting disconnect between data availability and decision reliability
can lead to two equally problematic outcomes: false alarms that contribute to caregiver
fatigue and eroded trust, or missed detections that leave vulnerable individuals without
necessary assistance during life-threatening events [7]. In safety-critical contexts, where
seconds matter and consequences are severe, the implicit assumption that “data exists”
implies “decision is reliable” represents a fundamental architectural flaw. This flaw is
particularly acute when the divergent requirements of fall detection versus health deterio-
ration monitoring are considered, a distinction that is not adequately addressed by current
quality management approaches.

A substantial gap between controlled laboratory validations and real-world deploy-
ment outcomes in IoT elderly care has been documented in recent studies [8]. When
systems are transitioned from controlled trials to actual home environments, where sensor
placement tends to be suboptimal, user compliance varies, and environmental conditions
fluctuate unpredictably; thus, system performance degrades dramatically [4]. False-alarm
rates have been reported to increase by 300–500%, while missed detection rates for falls
exceed 25% in real-world conditions, considerably higher than in laboratory settings [9].
This degradation occurs because mechanisms to evaluate whether prevailing data quality
conditions justify executing safety-critical actions are lacking in existing systems. Data
quality is treated as a preprocessing concern rather than as a formal determinant of decision
admissibility [10].

The need for differentiated governance mechanisms is further motivated by the opera-
tional realities of elderly care monitoring. Elderly individuals exhibit diverse behavioral
patterns, mobility levels, and risk profiles that evolve over time. A one-size-fits-all quality
threshold cannot account for an active user, who generates more motion artifacts, versus
a bedridden user, whose sensor data is sparse but clinically critical. Similarly, the conse-
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quences of missed detections vary by context: a missed fall at night, when caregivers are
absent, carries different risks than one during daytime, when assistance is nearby. These
practical considerations underscore the necessity of the context-aware, adaptive governance
framework proposed in this work.

The fundamental governance mechanism gap described above is addressed in this
paper. Solutions that satisfy the conflicting requirements of acute-event detection (where
sensitivity and speed are prioritized) and cumulative health monitoring (where stability and
specificity are prioritized) have not been adequately developed. To address this gap, two
contributions are introduced: the Decision-Critical Data Quality Contracts (DQC) ideology
and its architectural implementation in the Decision Quality Tree (DQT) framework.

DQC is proposed as a novel governance architecture that explicitly separates decision
analytics from decision admissibility. Unlike existing approaches that treat data quality as a
preprocessing step or apply flat thresholds uniformly across all decisions, DQC establishes a
formal contractual layer between data producers (sensors) and decision consumers (alerting
systems). This architectural contribution specifies verifiable quality conditions that must
be met before any inference is considered actionable, directly addressing the governance
gap identified in prior work [4,10].

The core principle of DQC is that analytical correctness alone is insufficient justification
for executing a safety-critical intervention; the evidence supporting that analysis is also
expected to meet minimum quality standards appropriate to the decision’s risk profile.
An explicit contractual layer between data producers (sensors) and decision consumers
(alerting systems) is established by DQC, and verifiable quality conditions that are to be
met before any inference is considered actionable are specified. Within this ideological
framework, two fundamental enforcement strategies are identified: symmetric enforcement,
in which uniform quality thresholds are applied across all decisions regardless of criticality;
and asymmetric enforcement, in which thresholds are dynamically adjusted based on
decision type and sensor reliability.

The DQT framework differs fundamentally from existing tree-based methods such as
decision trees, fault trees, and behavior trees. Decision trees are static classification struc-
tures that lack contextual adaptation and produce no audit trails. Fault trees analyze failure
modes in engineered systems but do not govern real-time decisions under dynamic data
quality conditions. Behavior trees model task-switching logic for autonomous agents but
lack data quality awareness and governance capabilities. In contrast, DQT is a hierarchical,
context-aware governance structure specifically designed for data quality assessment: it
incorporates multiple reasoning paths with graceful degradation, conditional branching
based on situational context, complete audit trail generation at every node, and explicit
separation of analytical inference from admissibility judgments. These architectural fea-
tures are absent in existing tree-based approaches and represent the core technical novelty
of this work.

The architectural implementation of this ideology is provided by the DQT frame-
work. The flat-threshold checking of conventional approaches is replaced with hierarchical,
context-aware governance. Rather than a single Boolean condition being evaluated, a tree
structure is traversed by the DQT. In this structure, each node represents a contextual-
ized quality assessment, each branch encodes a reasoning path tailored to specific failure
scenarios, and each leaf renders an admissibility judgment accompanied by a complete,
human-interpretable explanation of the decision pathway. Four capabilities that are absent
in existing approaches are introduced by the DQT framework:

• Multiple reasoning paths that enable graceful degradation under partial sensor failure.
• Contextual adaptation through conditional branching that incorporates time of day,

user activity patterns, and individual risk profiles.
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• Complete decision traces that document every evaluation step for auditability
and trust.

• Machine learning integration that enables continuous optimization of governance
logic based on operational feedback.

The case for DQT-based governance is strengthened by a comprehensive simulation-
based evaluation across realistic degradation scenarios. Substantial improvements over
threshold-based approaches are achieved. The number of missed fall alarms when using
the DQT is reduced by 71% compared to asymmetric enforcement. Operational coverage
improves from 74.4% to 97.8%, decision stability from 62.4% to 95.2%, and false-alarm
control is enhanced. A 70.6% improvement in audit trail completeness is delivered by the
DQT (score: 0.87 vs. 0.51). Complete audit trails that transform governance from an opaque
gate-keeping function into a transparent, accountable safety layer are generated. For
cumulative health deterioration decisions, the lowest false-alarm rate among all strategies
is achieved by the DQT. Perfect detection sensitivity and the highest temporal stability are
maintained.

In addressing these challenges, the core unresolved issue identified in the literature
is directly engaged: the need for governance frameworks that can accommodate the
fundamentally different risk profiles, temporal requirements, and quality expectations of
acute versus cumulative decisions in elderly care monitoring. Three primary contributions
are offered by this paper:

• Conceptual contribution: DQC is introduced as a novel governance architecture
by which the fundamental principle of separating decision analytics from admis-
sibility is established, with differentiated enforcement strategies for acute versus
cumulative decisions.

• Architectural contribution: The DQT framework is proposed as an implementable
governance layer by which DQC principles are realized through hierarchical, context-
aware reasoning, and the limitations of threshold-based approaches are overcome.

• Empirical contribution: A comprehensive evaluation is provided, and the results
demonstrate that a superior balance between safety, coverage, stability, and audit
trail is achieved by the DQT. A new Pareto frontier in the safety–coverage trade-off
is established.

Paper Organization

The remainder of this paper is structured as follows. Section 2 reviews related work in
IoT-based elderly care monitoring, data quality management, and safety-critical decision
governance, identifying key research gaps that motivate our contributions. Section 3
formally defines the problem statement, including objectives and constraints. Section 4
presents the system model and the Decision Quality Tree architecture. Section 5 describes
the experimental setup and simulation framework. Section 6 provides comprehensive
evaluation results across multiple degradation scenarios, including ablation studies and
stress testing. Section 7 concludes the paper with a discussion of implications, limitations,
and directions for future work.

2. Literature Review and Key Gaps
The state of the art in IoT-based elderly care monitoring, data quality management,

and safety-critical decision governance is reviewed in this section. Existing approaches
to fall detection and health deterioration monitoring are examined, current data quality
frameworks are analyzed, and the fundamental gaps that motivate the proposed DQC
ideology and DQT architecture are identified. Throughout this review, a distinction is
drawn between the problem space (what existing systems do) and the solution space (what
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is contributed by this work), and the novel contributions are positioned within the broader
research landscape.

2.1. IoT-Based Elderly Care and Decision-Critical Monitoring

The landscape of remote elderly care has been fundamentally reshaped by the prolifer-
ation of Internet of Things (IoT) technologies, and continuous, non-invasive monitoring is
enabled through the seamless integration of wearable and ambient sensor networks [11].
As illustrated in Figure 1, a diverse ecosystem of sensing modalities is leveraged by these
systems—including inertial measurement units (IMUs), physiological monitors, environ-
mental sensors, and contactless motion detectors—and a comprehensive digital represen-
tation of an elderly individual’s daily activities, mobility patterns, and vital signs within
their home environment is created [12]. By facilitating real-time data acquisition and trans-
mission to cloud or edge computing platforms, aging-in-place has been transformed from
a conceptual ideal into a technically feasible model by IoT architectures, and institutional
dependency is reduced while safety oversight is maintained [13].

Within this technological framework, two fundamentally distinct categories of safety-
critical decisions require support from monitoring systems [14]. Unique operational re-
quirements and risk profiles are associated with each category. Differentiated governance
strategies are demanded by these differences—a distinction that has often been overlooked
in homogeneous system designs.

Acute decisions, exemplified by real-time fall detection, represent the highest-stakes
category in elderly monitoring, and immediate intervention with near-zero latency toler-
ance is demanded [15]. It has been suggested in the clinical literature that response times
exceeding 10–15 min significantly increase morbidity and mortality following falls, impos-
ing stringent temporal requirements for detection systems [16]. Consequently, sensitivity is
deliberately prioritized over specificity in existing systems, and higher false-positive rates
are accepted to prevent catastrophic missed detections—a risk calculus that is necessary
given that complications, including hypothermia, dehydration, and pressure injuries, can
result from unattended falls within hours [17]. Extreme timeliness is emphasized in oper-
ational requirements, with 1–5 s windows being processed by detection algorithms and
sub-3 s response latencies being required for effective emergency response [18]. An inherent
tension between responsiveness and reliability is faced in the governance of acute decisions,
as either over-suppression of legitimate alerts or excessive false triggers that contribute to
alarm fatigue is risked by traditional threshold-based approaches [19]. These challenges
are compounded in real-world deployments through sensor removals, occlusions, and
communication dropouts that can occur during critical moments [20].

In contrast, cumulative decisions, such as the early identification of gradual health
deterioration, are derived from longitudinal analyses of behavioral and physiological trends
over extended periods (days to weeks) [21]. Stability, specificity, and trend consistency
are emphasized in these decisions, as slower-paced clinical interventions and care plan
adjustments are informed by them [22]. Unlike acute judgments, aggregated evidence is
deferred to by cumulative decisions, and time for data quality verification and cross-sensor
validation is allowed. However, distinct challenges are faced: oscillating alert states that
are caused by transient quality fluctuations can confuse caregivers and erode trust, while
critical interventions are delayed by late detection of deterioration patterns. This distinction
is illustrated in Figure 1 in the decision output layer, where acute alerts are caused to flow
directly to caregivers while cumulative health reports are routed to clinicians for scheduled
review, and their fundamentally different temporal and risk profiles are reflected.

Despite their differences, both decision types are used in inherently dynamic, noisy,
and unreliable environments [3]. Sensor data streams are persistently threatened by a
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multitude of degradation factors: sensor noise from motion artifacts or low-cost hardware;
communication dropouts due to wireless interference or network congestion; device het-
erogeneity leading to calibration mismatches; and environmental interference, such as
occlusion, lighting variations, or electromagnetic disturbances [6]. Significant uncertainty
is introduced into safety-critical decision pipelines by these degradation sources, where
false alarms, missed detections, or unstable alerting behavior can be caused to cascade by
data imperfections; each of these carries substantial clinical and psychological risks [7].

Wearable
IMU, HR, SpO2

Ambient
Motion, Pressure, Contact

Sensor Layer

Edge
Real-time Fall 

Detection

Cloud 
Long-term trend Analysis

Acute Alerts
Immediate Caregiver

Cumulative Reports
Clinician Review

Processing Layer

Output Layer

Figure 1. IoT-based elderly care monitoring architecture. Three-layer system architecture showing
wearable/ambient sensors, edge/cloud processing, and decision outputs (acute alerts, cumulative
reports). The multi-modal, multi-timescale nature of monitoring necessitates differentiated quality
governance for acute versus cumulative decisions.

The critical need for decision-aware data quality governance is underscored by the
gap between controlled laboratory validations and real-world deployment outcomes [23].
Governance mechanisms that do not merely assume data availability implies decision
reliability, but instead explicitly evaluate whether prevailing data quality conditions justify
executing a safety-critical action, are necessitated by this contextual unpredictability [4].
The central premise of the DQC ideology is directly motivated by this observation: that an-
alytical correctness alone is insufficient grounds for action without concomitant evidence of
data quality sufficient to the decision’s risk profile. Distinct data handling and governance
strategies are further necessitated by the temporal, operational, and risk-profile differ-
ences between acute and cumulative decisions—a requirement by which the asymmetric
enforcement concept within the DQC framework is motivated.

2.2. Advanced Detection Approaches: Deep Learning, Explainable AI, and Transformers

Beyond threshold-based and classical machine learning methods, the accuracy of fall
detection and health monitoring systems has been markedly improved by recent advances
in deep learning. Convolutional neural networks (CNNs) and long short-term memory
(LSTM) networks have been widely adopted for wearable sensor-based fall detection. Struc-
tured features are automatically extracted from accelerometer and gyroscope data without
manual feature engineering [10,24]. Attention systems have been incorporated in more

https://doi.org/10.3390/sym18071096

https://doi.org/10.3390/sym18071096


Symmetry 2026, 18, 1096 7 of 51

recent architectures. The contribution of different sensor modalities and temporal segments
is weighed by these mechanisms. For instance, acceleration and gyroscope data are pro-
cessed in parallel by the dual-stream CNN self-attention (DSCS) model via CNN streams
and a self-attention module. An accuracy of 99.32% on the SisFall benchmark dataset is
attained by this approach [24,25]. Similarly, 99.38% accuracy has been demonstrated by
feed-forward neural networks optimized for edge deployment, while inference times as
low as 25 ms are maintained on limited-resource microcontrollers [26].

Within vision-based approaches, the YOLO (You Only Look Once) family of object
detection models has been adapted for instant human-fall detection. YOLOv8-based
architectures have been evaluated for fall detection performance over various model sizes,
and it has been shown by these studies that high accuracy can be achieved by modern
single-stage detectors while real-time inference speeds appropriate for deployment on edge
devices are maintained [27]. Building on this, efficient attention modules are incorporated
by HFD-YOLO into the YOLO network. Specifically designed for one-stage human-fall
detection, greater sensitivity to falling postures is offered [28]. Similarly, transfer learning-
based 3D CNNs have been applied to extract spatiotemporal features from video data for
fall detection, and the breadth of deep learning’s applicability across sensing modalities
has been further demonstrated [29].

In parallel, explainable artificial intelligence (XAI) has become critical in healthcare,
where transparency in automated decision making is demanded by stakeholders. Inter-
pretable rationales for predictions are provided by XAI-enabled systems, and the “black box”
limitation of traditional deep learning models is thus addressed [9,11]. In IoT-based moni-
toring, caregiver trust is enhanced by XAI through the clarification of why specific alerts
are generated or suppressed—and the audit-trail goals of the proposed DQT framework
are directly supported.

Most recently, transformer architectures, originally developed for natural language
processing, have been adapted for healthcare temporal data analysis and multi-modal data
fusion. The local feature extraction strength of CNNs and the global context representation
capability of self-attention modules are combined in hybrid CNN–transformer models.
Traditional baselines in disease prediction tasks are outperformed by these combined
models [30]. Heterogeneous data sources, such as electronic health records and medical
imaging, are integrated by multi-modal transformer frameworks via cross-attention fusion
modules, and robust early disease prognosis is enabled by this integration [31]. In parallel,
transformer-based contextual embedding models have been developed to retrieve action-
able information from unformatted clinical narratives [32]. Collectively, a growing trend
toward architectures capable of encoding complex, extended dependencies in healthcare
data is indicated by these advances.

It should be noted that the DQT framework proposed in this paper is not intended as
a replacement for these detection algorithms. Instead, it is designed to operate as a comple-
mentary governance layer. The question of what inference to make from available data is
tackled by deep learning models, transformers, and XAI techniques. The prior question of
whether the available data quality is sufficient to justify executing any inference at all is
addressed by DQT. By this separation of concerns—between analytics and admissibility—it
is implied that decisions made by any detection algorithm can be governed by DQT. The
advanced deep learning and transformer-based approaches surveyed here are included in
this scope.

2.3. Data Quality in IoT and Healthcare Systems

Data quality represents a central barrier to trustworthy analytics in IoT-enabled health-
care. Quality is defined by established frameworks in terms of accuracy, completeness,
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timeliness, and consistency. The reliability of downstream clinical and operational decisions
is influenced by each dimension [5]. In elderly monitoring, data streams are especially
vulnerable to degradation. Risk is added by the mobile, non-clinical, and unpredictable
nature of in-home deployments. Persistent noise, loss, and latency are introduced by sensor
placement, user compliance, and environmental variability [6].

The four primary degradation types affecting IoT elderly care systems are illustrated in
Figure 2: sensor noise (inaccurate readings), data loss (missing samples), latency (delayed
transmission), and inconsistency (conflicting measurements across sensors). These degra-
dations can be traced to multiple sources, specifically hardware limitations, communication
interference, environmental factors, and user behavior.

Sensor Noise Latency InconsistencyData Loss

Data Degradation

Filter & Clean

Decision
(Quality Blind)

Quality Check

Sufficient

Execute Block

Proposed (DQC)

Yes No

Current

Figure 2. Data quality governance—current approach vs. DQC. Left: Common causes of data
degradation (noise, loss, latency, inconsistency). Top right: Current preprocessing filters data but
produces quality-blind decisions. Bottom right: DQC explicitly evaluates quality against decision-
critical thresholds and executes decisions only when quality is sufficient for the risk profile.

The impact of these degradation types on clinical outcomes is well documented in the
literature. It has often been shown by studies that the number of false alarms or missed
problems can be quickly raised by even small drops in data completeness or speed. For
example, if 10% less data is collected by sensors, false alarms in fall detection can be raised
by 40%. If alerts are delayed by over 5 s, assistance in emergencies is no longer provided.
The system’s performance is degraded by these problems, and trust is lost by caregivers
and users—a major safety concern.

To address these challenges, current approaches predominantly treat data quality as
a preprocessing or filtering concern, focusing on improving aggregate metrics through
imputation, smoothing, or sensor fusion, rather than explicitly governing whether a specific
decision should be executed under degraded conditions [4]. As shown in Figure 2, a linear
pipeline is followed by this approach: raw data → filtering → cleaned data → quality-blind
decision execution. There are four fundamental shortcomings of this reactive, quality-
agnostic paradigm:

• Context insensitivity: The same data rules are applied to all decisions, even though an
unsafe condition for urgent fall detection is created by missing data that is considered
acceptable for long-term analysis.
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• Stationarity assumption: Patterns are assumed to be followed by problems, but unpre-
dictable changes in data quality are experienced in real-world IoT setups.

• Lack of decision awareness: Data quality is measured in isolation (such as “85%
complete”) without consideration of the intended use of the data.

• Preprocessing limitations: Signal quality can be improved by even advanced tech-
niques, such as Kalman filtering [33,34]. However, verification that the processed data
meets decision-specific requirements is not provided by these techniques. As a result,
vulnerability to acting on filtered but still unreliable evidence is retained by systems.

The need for context-aware quality assessment becomes even more apparent in multi-
modal sensor environments. Here, different failure modes are exhibited by different sensing
technologies: Motion artifacts are suffered by wearable monitors during high activity;
ambient sensors can be occluded; seasonal drift is exhibited by environmental sensors; and
differential interference patterns are experienced by communication networks [34]. An
asynchronous occurrence of these failures is noted, and context-aware quality assessment,
by which evidence from remaining functional sensors can be weighed, is required—a
capability that is absent in current approaches.

To overcome these limitations, the new DQC approach for controlling quality is shown
in Figure 2. Unlike previous systems, a check of whether the data is sufficient is performed
by DQC before a decision is made. After checking the quality, there is a decision gate:
“Is the data good enough for the risk?” Only if the set threshold is passed by the data is
a decision made by the system; otherwise, a pause or halt is enacted. An active role is
taken by this new approach, and whether the data supports the decision’s risk is checked,
ensuring decisions are made only when safety is supported.

2.4. Beyond Stationarity: Concept Drift and Adaptive Governance

A fundamental challenge in data quality management for IoT elderly care is the non-
stationarity of both sensor behavior and user patterns. Over extended monitoring periods,
the joint distribution of sensor readings and clinically relevant events is caused to evolve
by gradual sensor calibration drift, battery depletion, seasonal changes in user activity,
and progressive decline in user mobility or cognitive function. Static quality thresholds
are rendered increasingly ineffective over time by this phenomenon—known as concept
drift in the online learning literature [35,36]. Either an overly conservative or dangerously
permissive state is reached by a threshold optimized for a user’s initial mobility level: the
former if the user declines, the latter if sensor performance degrades.

Online learning techniques, in which prediction models are continuously updated
based on incoming data streams, are typically employed by existing approaches to handling
non-stationarity [37,38]. Predictive accuracy in changing environments is maintained by
methods such as incremental decision trees, sliding window adaptation, or drift-detection-
triggered retraining. However, analytical model adaptation—keeping decision analytics
current—is focused on, rather than governance adaptation, which is concerned with when
decisions should be admissible at all.

Resource-constrained IoT environments present additional challenges for governance
frameworks. The limited computational, memory, and energy resources of edge devices
necessitate lightweight governance mechanisms that do not compromise safety. Recent
work on lightweight blockchain-based trust mechanisms for resource-constrained IoT net-
works [39] and reputation-driven mechanisms for cross-chain IoT data sharing [40] demon-
strate the feasibility of deploying sophisticated trust and governance protocols on edge
hardware. These approaches inform the design of DQT, which achieves sub-millisecond
traversal times and minimal energy consumption (Section 4.3) while maintaining compre-
hensive governance capabilities.
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A distinct position relative to pure online learning is occupied by the DQT framework.
While inference models are continuously updated by online learning to track changing user
patterns, the admissibility criteria that determine whether those inferences should be acted
upon are governed by DQT. A deliberate choice is reflected in this separation: even with
perfectly adapted analytics, a decision is unsafe if the supporting data quality is insufficient
for the current context. Conversely, during periods of rapid drift, safety coverage can be
maintained by DQT’s fallback pathways and context-aware threshold adaptation even
before analytics models have converged.

It is planned to integrate online learning mechanisms for threshold optimization into
future extensions of the DQT framework—with reinforcement learning being used to
dynamically adjust adaptation rules based on observed outcomes. The stability and verifia-
bility of contract-based governance and the adaptability of online learning are combined
by this hybrid approach, and concept drift is addressed without the transparency needed
for safety-critical applications being sacrificed.

2.5. Governance and Trust in Safety-Critical IoT Systems

Beyond mere data management, the role of data governance in digital health has
been expanded to emphasize accountability, transparency, and risk-aware decision support
in increasingly autonomous monitoring systems [4]. In safety-critical domains such as
elderly fall monitoring, benefit is derived by stakeholders—including caregivers, clinicians,
family members, and regulatory bodies—not only from accurate system performance but
also from a clear, interpretable rationale for system actions, especially when alerts are
suppressed or automated decisions override human judgment.

This need is motivated by both ethical considerations (respect for patient autonomy
and informed consent) and practical requirements. System behavior needs to be understood
by caregivers to respond appropriately, while verifiable safety assurances for certification
are demanded by regulators [11]. Responsibility matrices are shifted by the transition from
traditional clinician-in-the-loop monitoring to automated IoT systems, and new governance
challenges around decision provenance, error attribution, and system accountability are
created in environments where human oversight is intermittent or delayed [4].

The fundamental audit trail gap in current threshold-based governance approaches is
illustrated in Figure 3. Binary admit/block decisions with no accompanying explanation
are produced by these systems—typically only a generic “insufficient quality” message
when alerts are suppressed. Trust can be undermined and practical utility limited by this
opacity, and what researchers term the “black box safety dilemma” is created: systems
that are statistically safer than human monitoring alone but whose safety reasoning cannot
be articulated in human-understandable terms [11]. Sensor fusion techniques such as
Kalman filtering [33,34] are also affected by this opacity, and despite their mathematical
sophistication, a black box mode of operation is exhibited, with no explanation being
provided of why a particular measurement was accepted or rejected.

When a fall alert is blocked due to “insufficient data quality”, no information is
received by stakeholders about which sensors failed, by how much the thresholds were
missed, whether alternative evidence was considered, or what specific risks justified
suppression. Both caregiver confidence and regulatory compliance can be undermined by
this explanatory deficit, as meaningful oversight, debugging, and continuous improvement
are prevented [11].

Rather than being binary, trust in safety-critical systems exists on a continuum that is
influenced by multiple factors [11]: transparency (understanding how decisions are made),
predictability (consistent behavior under similar conditions), competence (demonstrated
reliability), and benevolence (alignment with user values). The capabilities required to
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address these trust dimensions are previewed in Figure 3, including documented decision
paths, human-readable explanations, and audit trails, by which retrospective analysis and
regulatory compliance are enabled.

Binary 
Admit/Block

No 
Explanation

Insufficient 
Quality

Current Systems

Competence 
Only Can’t Verify Regulatory 

Risk

Impact

Decision 
Path Explanation Audit Trail

Proposed Decision Quality Tree

Predictability Auditability Full TrustTransparency

Figure 3. Governance and trust—current gap vs. DQT solution. Current systems produce binary
decisions without explanation, yielding “competence without trust”. DQT generates documented
decision paths, explanations, and audit trails, enabling transparency and predictability necessary for
full stakeholder trust.

Only competence is addressed by current threshold-based governance approaches,
while the other dimensions are neglected, and what human-factor researchers describe as
“competence without trust” is created—technically capable systems upon which stakehold-
ers hesitate to rely due to incomprehensible behavior [11]. Excellent accuracy metrics can
be possessed by such systems, but if the reasons for occasional alert suppression cannot
be understood by caregivers, their willingness to rely on them during critical moments is
reduced. Movement beyond binary governance toward explainable, adaptive frameworks
is required to address this trust deficit—frameworks by which reasoning can be articulated,
trade-offs justified, and actionable insights provided even, and especially, when decisions
are conservative or counterintuitive.

2.6. Identified Research Gaps and Shortcomings

Despite advancements in IoT-based elderly care monitoring and growing recogni-
tion of data quality as a critical concern, several fundamental gaps remain that current
approaches fail to address. The need for a new governance paradigm is collectively mo-
tivated by these gaps, one that moves beyond threshold-based quality checks toward
decision-centric, context-aware, and explainable governance architectures.

2.6.1. Flat-Threshold-Based Models Lack Representational Capacity

Flat-threshold-based models are relied upon by current implementations, and quality
dimensions are evaluated against static, pre-defined minima using simple Boolean logic
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(Q(t) ≥ θ). While basic safety guarantees are provided by this approach, the capacity
to model the complex relationships between data quality, context, and decision risk is
lacking. Partial-sensor-failure scenarios, where some modalities remain functional, cannot
be accommodated by these rigid models, nor can adaptation to dynamic context shifts,
such as caregiver availability, time-of-day risk patterns, or evolving user mobility profiles,
be achieved [4]. Nuanced risk–benefit trade-offs are also not supported—for instance,
slightly lower data completeness being accepted during nighttime hours when fall risk is
elevated—judgments for which reasoning beyond binary thresholding is required [11].

2.6.2. No Graceful Degradation Pathways

No graceful degradation mechanisms are provided by current frameworks when
primary sensing modalities are compromised, and blanket decision suppression is defaulted
to, by which vulnerable individuals are left unmonitored during precisely the periods when
oversight is most needed [10]. For example, if a wearable accelerometer fails but ambient
sensors remain operational, all fall detection decisions are typically blocked by threshold-
based systems, rather than degraded-but-acceptable monitoring being established through
sensor fusion or confidence-weighted analysis.

2.6.3. Absence of Context-Aware Adaptation

Mechanisms for context-aware adaptation to temporal factors (time of day, seasonality),
behavioral patterns (sleep cycles, activity routines), or environmental conditions (lighting,
occupancy) that significantly influence both data quality interpretation and appropriate
safety thresholds are lacking in existing systems [4]. Fundamentally different monitoring
contexts and risk profiles are not recognized by a system applying identical completeness
thresholds at 3:00 a.m. (when movement is minimal) and 3:00 p.m. (during active hours).

2.6.4. No Personalization to Individual Risk Profiles

Barriers to essential safety features are created by the rigid condition-check structure
of existing approaches [4]. Emergency override mechanisms to lower thresholds after
near-fall events cannot be easily incorporated into their simplistic architecture. Sensor
fusion logic in which evidence is weighted by reliability is also difficult to implement. In
addition, pathways for incremental learning from feedback, by which thresholds could be
adjusted by systems based on false-positive or false-negative patterns and changing user
behavior, are lacking in these approaches [4].

2.6.5. Preprocessing Techniques Do Not Address Governance

A common misconception in IoT systems is that improving input data quality through
techniques such as Kalman filtering [33,34] or imputation methods is sufficient to ensure
reliable decisions. However, only the analytics layer is addressed by these approaches—
cleaner, more complete data are produced—but the governance question is not addressed:
given the current quality of the processed data, is it safe to execute a decision? Smooth-
ness is exhibited by a Kalman-filtered signal, but if it is based on prolonged prediction
without measurements, its reliability for safety-critical judgments remains unknown. A
persistence of this gap between data processing and decision governance is observed across
all preprocessing-centric approaches.

2.7. Comparative Analysis of Existing Approaches

To contextualize the novel contributions of the DQC ideology and DQT framework, a
systematic comparison of existing data quality governance approaches against the capabili-
ties essential for reliable IoT elderly care deployment is provided in Table 1.
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Each approach is evaluated by the comparison across five criteria derived from the
limitations identified in the preceding sections: handling of partial sensor degradation,
context awareness, graceful degradation under stress, generation of auditable decision
trails, and explicit separation of analytics from admissibility.

Kalman filtering is a widely adopted sensor fusion technique by which the true
system state is estimated from noisy measurements [33,34]. While partial degradation is
handled through prediction steps and graceful degradation is offered via covariance-based
weighting, context awareness is lacking, no audit trail is produced, and analytics are not
separated from admissibility—input data quality is merely improved.

As shown in Table 1, at most two of these criteria are satisfied by existing approaches,
whereas all five are uniquely combined by the proposed DQT framework, and it is posi-
tioned as a comprehensive governance solution for safety-critical monitoring environments.

Table 1. Comparative analysis of data quality governance approaches for IoT elderly care.

Approach Representative Works Handles Partial
Degradation Context-Aware Graceful Degradation Audit Trail Separates Analytics

from Admissibility

Rule-based thresholds [4] No No No No (binary output only) No

Static decision trees [9,10] No (single path) No No Partial (path visible) No

Kalman filtering/
sensor fusion [33,34] Yes No Yes No No

Simple ML classifiers [14,41] No No No No (black box) No

Online learning/
adaptive models [37,38] Yes (incremental) Partial (sliding window) Yes No No

Symmetric DQC
(threshold-based) This work (baseline) No No No No Yes

Asymmetric DQC
(adaptive thresholds) This work (baseline) No Yes (basic) No No Yes

DQT framework
(Ours) This work Yes (multi-path) Yes (rich context) Yes (fallback paths) Yes (audit trails) Yes

2.8. Areas of Improvement

A clear imperative is established by the research gaps identified in the preceding
sections: existing threshold-based approaches to data quality governance are fundamentally
inadequate for the complexities, uncertainties, and safety demands of real-world IoT elderly
care deployments. Not incremental refinement of existing methods, but a fundamental
re-imagining of how data quality governs decision admissibility is what is required. A
direct response to this imperative is provided by the DQT framework.

Building upon the foundational principle that data quality must explicitly govern
decision safety, simplistic flat-threshold checks are replaced in the DQT framework by a hier-
archical, traversable tree structure in which complex reasoning pathways and context-aware
evaluation logic are encoded. Governance is transformed by this structural innovation
from a static checklist into a dynamic inference system by which the nuanced relationships
between data quality, situational context, sensor reliability, and decision risk are capable
of being modeled [4,9]. Unlike threshold-based approaches, in which uniform evaluation
logic is applied regardless of circumstances, conditional branching, weighted evidence
integration, and multi-path evaluation are introduced by DQT—architectural features that
are essential for handling the uncertainty and unpredictability of in-home monitoring
scenarios [10].

The DQT architecture enables several critical capabilities that are absent in existing
implementations. First, multiple reasoning paths for different failure modes are encoded,
and the system is allowed to pursue alternative evaluation strategies when primary data
sources are compromised. For instance, if wearable accelerometer data is unavailable,
a secondary branch in which ambient sensor data is evaluated with adjusted quality
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expectations can be transitioned to by the tree—a form of graceful degradation that is
impossible in threshold-based systems [10].

Second, dynamic adjustment of enforcement logic based on the real-time system
state and historical performance is supported by the framework, and context-sensitive
governance that adapts to time of day, caregiver availability, recent event history, and
learned user patterns is enabled [4]. Recognition that a user with declining mobility
patterns needs progressively more sensitive detection thresholds over time is allowed by
this adaptability.

Third, complete, auditable decision trails in which every node evaluation, branch
selection, and evidence consideration along the decision path is documented are naturally
generated by DQT’s tree traversal [9,11]. When a fall detection decision is blocked, a
detailed explanation specifying which sensors contributed, how their quality was assessed,
what contextual factors were considered, and what evidence gaps prevented a confident
decision can be produced by the system. A key limitation of current approaches—their
inability to justify reasoning to human stakeholders—is addressed by this capability, while
the audit trails necessary for regulatory compliance and continuous improvement are
created [11].

Fourth, sophisticated fallback strategies and emergency protocols that are absent in
threshold-based models are enabled by the framework, including graduated response levels
(e.g., “high-confidence alert”, “low-confidence notification”) and context-aware override
mechanisms, by which governance strictness can be temporarily adjusted during known
high-risk periods [10].

By implementing rather than replacing the DQC paradigm, robust, transparent, and
adaptable decision governance is delivered by the DQT framework while the core principle
that data quality must explicitly govern decision safety is preserved [7,11]. The critical
separation between decision analytics and admissibility is maintained by this architectural
realization of the DQC ideology, while the representational capacity and reasoning capabil-
ities of the governance layer itself are dramatically expanded [4]. The limitations of rigidity,
context-insensitivity, and poor audit trails identified in prior work are directly addressed
by the framework.

3. Problem Statement
The core challenge in IoT-based elderly care systems stems from the fundamental

tension between decision urgency and data reliability in non-clinical environments, where
sensor quality is inherently unstable. Formally, the following problem is addressed in
this paper:

3.1. Given

1. A heterogeneous sensor network S = {s1, s2, . . . , sn} with time-varying data qual-
ity Q(t) = ⟨qtim(t), qcomp(t), qcons(t), qrel(t)⟩, where q∗ ∈ [0, 1] represent timeliness,
completeness, consistency, and reliability dimensions, respectively [3,4]. Each quality
component degrades according to realistic models capturing sensor drift, communica-
tion failures, environmental interference, and user non-compliance.

2. A decision space D = {da, dc} comprising acute decisions da (e.g., fall detection requir-
ing immediate response) and cumulative decisions dc (e.g., health deterioration alerts
based on longitudinal trends), each associated with distinct risk profiles R = {ra, rc},
where ra prioritizes sensitivity and low latency while rc emphasizes specificity and
stability [2,4].

3. Contextual features C(t) capturing real-time situational, behavioral, environmental,
and system-state information, including time of day, user location/activity patterns,
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sensor battery/connectivity status, caregiver availability, historical false-alarm rates,
and individual risk factors (e.g., previous falls, mobility limitations) [4].
Historical false-alarm rates represent the per-user frequency of false alerts generated
by the detection system over a defined monitoring window (typically 7–30 days).
These rates are maintained as exponentially weighted moving averages (EWMAs)
within the reliability component qrel(t) of the quality vector, enabling the governance
layer to track each user’s false-alarm history over time. When a user exhibits persis-
tently high historical false-alarm rates, the DQT framework adjusts the admissibility
thresholds upward, requiring stronger evidence quality before admitting alerts. Con-
versely, for users with low historical false-alarm rates, the thresholds are relaxed,
reflecting the system’s calibrated trust in the detection pipeline for that individual.
Individual risk factors capture patient-specific clinical and behavioral characteristics
that influence the consequences of missed detections or false alarms. These factors in-
clude the following: (i) fall history (number of previous falls in the past 6–12 months),
(ii) mobility impairment level (use of walking aids, gait instability), (iii) cognitive sta-
tus (diagnosed cognitive decline affecting sensor compliance), (iv) living arrangement
(living alone versus with a caregiver), and (v) medication profile (use of anticoagu-
lants or sedatives that increase fall-related injury risk). These risk factors are encoded
in the context vector C(t) as discrete or continuous variables and are evaluated at
decision time through conditional branching in the DQT. For example, a user with a
high fall risk (previous falls > 2 in 6 months) and living alone triggers relaxed quality
thresholds during nighttime hours, ensuring that the system remains available for
fall detection even under moderate sensor degradation, whereas a low-risk user in an
assisted-living facility with 24 h caregiver presence maintains stricter thresholds.

4. Historical operational data H = {(Qi, Ci, di, yi)}m
i=1 containing ground-truth event

labels yi ∈ {true event, false event} and corresponding system performance met-
rics [4,9].

3.2. Objective

Determine the optimal Decision Quality Tree (DQT) structures Tda and Tdc and their
corresponding traversal policies πda and πdc that simultaneously:

1. Maximize detection of true acute events while maintaining controlled false-alert
tolerance: formally, maximize P(detect | da = true) subject to P(false alert |
da) ≤ ϵa, where ϵa represents the maximum acceptable false-positive rate for acute
decisions [2,4,10].

2. Maintain high longitudinal stability for cumulative decisions: minimize temporal
variance in admissible decision outcomes for dc while preserving detection sensitivity
for gradual deterioration patterns, formally minimizing Var(A(dc, t)) over extended
monitoring windows [4,8].

3. Provide human-interpretable explanations for all admissibility judgments: for every
decision at time t, generate explanation Ex(t) that maps {Q(t), C(t), Td, πd} to natural-
language or structured rationale documenting the complete decision pathway [9,11].

4. Outperform static symmetric and Asymmetric DQC models across comprehensive
evaluation metrics including safety (missed detection rate), coverage (operational
uptime), latency (decision response time), stability (temporal consistency), and trust
(explanation quality and stakeholder confidence) [4,7,8].
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3.3. Constraints

• Safety preservation: All adaptations must satisfy P(missed detection = true) ≤ δcritical ,
where δcritical represents the maximum acceptable risk threshold for life-threatening
events.

• Computational feasibility: Tree traversal and evaluation must complete within
decision-specific latency bounds: tprocess(da) ≤ τa (typically ≤ 3 s) and tprocess(dc) ≤ τc

(typically ≤ 30 s).
• Resource limitations: The solution must operate within the memory, processing, and

energy constraints of edge computing environments typical in elderly care deploy-
ments.

• Regulatory compliance: All decision logic must be auditable and verifiable against
healthcare IoT safety standards and data governance regulations [11].

This problem formulation captures the essential trade-offs that any decision-critical
quality governance framework must address: balancing sensitivity and specificity, acute
responsiveness and cumulative stability, audit trail and computational efficiency, all while
operating under the inherent uncertainty of real-world sensor degradation. The DQT
framework is designed specifically to satisfy these objectives and constraints through its
hierarchical, context-aware architecture.

4. System Model and Architecture
4.1. Overall System Architecture

The proposed DQC IoT-based elderly care monitoring system is designed as a multi-
layered architecture that explicitly separates data acquisition, analytical inference, quality
governance, and decision execution.

As illustrated in Figure 4, the system operates through four interconnected layers that
collectively ensure safety-critical decisions are made only when supported by sufficiently
reliable sensor evidence. The sensor layer (top) aggregates heterogeneous data from wear-
able, ambient, and environmental sensors, each subject to realistic degradation patterns.
The data processing layer computes a quality vector Q(t) across timeliness, completeness,
consistency, and reliability dimensions, while simultaneously extracting contextual fea-
tures C(t), including time-of-day, activity patterns, and individual risk factors. The DQC
governance layer implements the core contribution of this work: the Decision Quality
Tree (DQT) traverses hierarchical conditions to determine decision admissibility. Unlike
threshold-based approaches, DQT supports multiple reasoning paths—primary, fallback,
and context-adaptive—enabling graceful degradation when sensors fail. Each traversal
generates a complete audit trail documenting the decision pathway. The execution layer
(bottom) routes admissible decisions through differentiated pipelines: acute alerts for
fall detection (with confidence-based escalation) and cumulative notifications for health
deterioration (with clinician review pathways).

4.2. Sensor Layer

The sensor layer comprises heterogeneous IoT devices deployed both on the elderly
individual and within their living environment.
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Figure 4. Four-layer system architecture for DQC-based elderly care monitoring. The sensor layer
includes wearable sensors (IMU, heart rate, location), ambient sensors (motion, pressure, contact),
and environmental sensors (temperature, humidity, light). The data processing layer computes
quality vectors Q(t) and extracts contextual features C(t). The DQC governance layer manages
the Decision Quality Tree (DQT), which includes multiple reasoning paths—primary, fallback, and
context-adaptive—that lead to admissible or blocking decisions, with full audit trails. The execution
layer routes admissible decisions via differentiated pipelines: acute alerts for fall detection, or
cumulative notifications for health deterioration. Arrows show data flow; dashed lines show feedback
for adaptation.
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4.2.1. Sensor Degradation Model

Sensor data quality in actual IoT elderly care deployments is affected by three primary
degradation mechanisms. Each mechanism is anchored in empirical studies of home-based
monitoring systems [3,6,42]:

• Missingness due to random and burst data loss, sensor disconnections, wireless inter-
ference, battery depletion, and user removal of wearables. Experimental missingness
rates of 5% (controlled), 15% (realistic), and 30% (stress) reflect reported field study
ranges.

• Latency results from variable transmission delays caused by network traffic and edge
processing backlogs. Decision-specific bounds are applied: τmax = 3 s for acute fall
detection and τmax = 30 s for cumulative health monitoring [18].

• Noise and inconsistency: Gaussian noise captures motion artifacts and electrical
interference. Temporal drift models sensor decalibration. Cross-sensor inconsistency
occurs when correlated sensors produce contradictory readings due to placement
errors or hardware faults.

Degradation patterns differ across modalities and individuals. Wearable IMUs are
prone to motion artifacts and user removal. Ambient sensors can be occluded. Environ-
mental sensors exhibit gradual drift. An active user creates more motion artifacts but
complies better with device use. A cognitively impaired user removes sensors frequently.
The DQT framework handles this heterogeneity through multi-modal sensor fusion with
fallback paths (Section 4.5), context-aware threshold adaptation, and user-specific reliability
tracking via the EWMA formulation of qrel (Section 4.3).

These degradation models are empirically grounded but simplify real-world com-
plexity. The actual environment includes non-stationary trends and relationships between
degradation types. The stress scenario (30% missingness) exceeds typical rates to assess
worst-case robustness. Field validation is still necessary, as discussed in Section 7.3. The
degradation assumptions directly inform DQT threshold calibration: completeness un-
der stress clusters near 0.70 (Section 6.2). This motivates differentiated thresholds across
governance strategies. The multi-path tree structure maintains coverage under degraded
conditions by using alternative evidence sources, rather than simply relaxing thresholds.

4.2.2. Wearable Sensors

• Inertial measurement units (IMUs): 3-axis accelerometers and gyroscopes sampling at
20–100 Hz for motion analysis and fall detection.

• Physiological monitors: Heart rate sensors, pulse oximeters (SpO2), and skin tempera-
ture sensors, providing vital sign monitoring.

• Location/proximity: Bluetooth beacons or ultra-wideband tags for room-level local-
ization.

4.2.3. Ambient Sensors

• Motion detectors: Passive infrared (PIR) sensors in each room for activity pattern
analysis.

• Pressure sensors: Floor mats, bed/chair occupancy sensors for mobility and rest
patterns.

• Contact sensors: Door/window sensors for activity correlation and safety monitoring.

4.2.4. Environmental Sensors

• Temperature;
• Humidity;
• Light;
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• Air quality.

Each sensor (si ∈ S) produces a data stream subject to realistic degradation: missing
values (5–30%), variable latency (0–5 s), noise artifacts, and intermittent connectivity [3].
Sensor reliability profiles (ri(t) ∈ [0, 1]) are tracked over time based on historical perfor-
mance, battery levels, and self-diagnostic information.

4.3. Data Processing and Quality Assessment Layer

Raw sensor data undergoes parallel processing streams.

4.3.1. Quality Vector Computation

For each time window W, the system computes

Q(t) =
〈
qtim(t), qcomp(t), qcons(t), qrel(t)

〉
where

• Timeliness qtim: Ratio of data points arriving within expected latency bounds. For-
mally, qtim = |{si ∈ S : latency(si) ≤ τmax}|/|S|, where τmax = 3 s for acute decisions
and τmax = 30 s for cumulative decisions.

• Completeness qcomp: Percentage of expected samples received. Formally, qcomp =

(1/|S|)× ∑
|S|
i=1(Nreceived,i/Nexpected,i), where Nexpected,i = T × fi for sampling rate fi

over window duration T.
• Consistency qcons: Agreement between correlated sensor readings. Formally, qcons =

max(0, 1 − min(1, CV/θcv)), where CV = σ/µ is the coefficient of variation across
normalized sensor values and θcv = 5.0 is a scaling factor.

• Reliability qrel : Historical accuracy and stability score for each sensor. Formally,

qrel = (1/|S|)×∑
|S|
i=1 r(t)i , where r(t)i = (1− α)× r(t−1)

i + α× accuracy(t)
i with learning

rate α = 0.1.

The minimum quality thresholds applied to acute (fall) and cumulative (health) deci-
sions are summarised in Table 2.

Table 2. Quality threshold by decision type.

Cumulative (Health) Acute (Fall) Quality Dimension

≥0.70 (τ ≤ 30 s) ≥0.85 (τ ≤ 3 s) Timeliness
≥0.85 ≥0.70 Completeness
≥0.75 ≥0.60 Consistency
≥0.70 ≥0.55 Reliability

4.3.2. Context Feature Extraction

Simultaneously, contextual features are extracted:

C(t) =
〈
ctime, cactivity, clocation, csystem, crisk

〉
including time of day, recent activity levels, current location, sensor health status, and
individual risk factors [4].

4.4. Decision Analytics Layer

This layer operates independently from quality considerations, focusing purely on
event inference.
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4.4.1. Acute Decision Models

• Fall detection: Machine learning classifiers (SVM, Random Forest, CNN) processing
1–3 s windows of accelerometer/gyroscope data [14,41].

• Output: Raw fall probability p f all(t) ∈ [0, 1] with confidence score.

4.4.2. Cumulative Decision Models

• Health deterioration: Time-series analysis (ARIMA, LSTM) of daily activity levels,
mobility patterns, and vital sign trends over 24–72 h windows [15].

• Output: Trend deviation scores and anomaly flags with longitudinal confidence.

These models produce raw decision outputs Draw(t) that are forwarded to the DQC
layer without any quality-based filtering or suppression.

4.5. DQC Governance Layer

The DQC governance layer implements the DQC ideology via the following compo-
nents:

• DQTs: Hierarchical structures Tda , Tdc encoding conditional evaluation logic;
• Context Evaluator: Processes C(t) to determine relevant contextual factors;
• Quality assessor: Monitors Q(t) and computes compliance with contract terms;
• Traversal engine: Executes tree traversal based on current conditions;
• Explanation generator: Creates human-interpretable decision justifications.

4.5.1. Tree Structure

Each DQT node contains the following:

• Condition: Boolean expression over Q(t), C(t) and decision metadata;
• Children: Pointers to next nodes based on condition evaluation;
• Action: For leaf nodes, specifies admissibility decision with confidence score;
• Explanation template: For leaf nodes, provides structure for rationale generation.

4.5.2. Traversal Process

Given decision type d ∈ D, quality vector Q(t), and context C(t), the DQT traversal
proceeds as follows:

1. Tree Selection
Select the decision tree Td that matches the given decision type. The system maintains

separate trees for acute decisions (e.g., fall detection) and cumulative decisions (e.g., health
deterioration monitoring). These trees account for different risk profiles and quality needs.

2. Root Node Initialization
Start at the root node vroot of the chosen tree. Create an empty decision trace to record

each evaluation as it occurs during traversal. This trace builds the audit trail and supports
explainability.

3. Recursive Node Evaluation
While the current node v is not a leaf node, perform the following substeps.

a. Condition Evaluation
Check the condition ψv at the current node using Q(t) and C(t). Conditions include
the following:

• Quality check: Compares a certain quality aspect (timeliness, completeness,
consistency, or reliability) to a set threshold (e.g., qcomp ≥ 0.70).

• Context check: Evaluates a contextual variable (time of day, user risk level,
caregiver availability, or recent near-fall status) against an expected value (e.g.,
user_risk = HIGH).
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• Composite condition: Combines multiple sub-conditions using logical operators
(AND, OR) to express complex governance logic.

b. Branch Transition
Depending on the result, move to the correct child node. If the condition is TRUE,
follow the branch for successful verification (usually moving toward admissibility). If
FALSE, take the other branch (often leading to fallback logic or a blocking decision).
Note both the outcome and the path taken in the decision trace.

4. Leaf Node Resolution
When a leaf node vlea f is reached, the traversal terminates. The leaf node specifies the

following:

a. Admissibility Action
Execute the action a = action(vlea f ), which is either ADMIT (allowing the clinical alert
to proceed) or BLOCK (suppressing the alert due to insufficient evidence quality).

b. Confidence Computation
Calculate a confidence score, conf = confidence(vlea f , Q(t), C(t)), which shows how
certain the system is about the admissibility decision. This score considers the quality
factors found during traversal and the contextual risk factors.

c. Explanation Generation
Write a human-readable explanation Ex = explain(vlea f , path) that shows the full
reasoning. It includes (i) the final decision and confidence score, (ii) the conditions
checked, with values and thresholds, (iii) the path taken and why, and (iv) any
emergency overrides or special factors influencing the result.

5. Emergency Override Protocol
Before finishing, look for emergency override conditions that override standard logic.

If a near-fall happened in the past 30 min, any BLOCK becomes ADMIT with a confidence
of 0.85. This ensures the system stays available when there is a high fall risk. Other override
cases are caregiver unavailability and sensor battery failure. All overrides are recorded in
the explanation trace.

The complete traversal process executes in O(h) time, where h is the tree height
(typically, h ≤ 5 in deployed configurations). DQT’s compact and efficient traversal ensures
minimal impact on acute decisions, delivering low-latency operation without sacrificing
robustness—a key advantage over less sophisticated frameworks.

4.5.3. Adaptation Rule Mechanics

The adaptation rules defined in Table 3 operate through a multiplicative compounding
mechanism. When the DQT traversal engine invokes the adapt_for_acute(context) function,
the following sequence executes:

(1) Base threshold loading: The default thresholds are loaded from the configuration:
timeliness = 0.85, completeness = 0.85, consistency = 0.75, reliability = 0.70.

(2) Contextual factor evaluation: Each active contextual factor is evaluated in order of
precedence—emergency conditions first (recent near-fall), followed by clinical risk factors
(user risk level), temporal factors (time of day), and finally operational factors (caregiver
availability). This ordering ensures that safety-critical overrides take precedence over
operational adjustments.

(3) Multiplicative compounding: For each active factor, the corresponding multiplier
from Table 3 is applied to the relevant quality dimensions. For example, if both Night
(18:00–06:00) and High User Risk are active, the timeliness threshold becomes 0.85 × 0.90 ×
0.85 = 0.65. Similarly, the reliability threshold becomes 0.70 × 0.90 = 0.63. Multipliers less
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than 1.0 lower the threshold (making admission easier), while multipliers greater than 1.0
raise the threshold (making admission stricter).

(4) Threshold clipping: After compounding, all thresholds are clipped to the valid
range [0, 1] to prevent invalid values.

(5) Decision evaluation: The adapted thresholds are passed to the evaluation function,
which compares each quality dimension against its corresponding adapted threshold to
determine admissibility.

The values in Table 3 were derived through grid search optimization on a held-out
training set comprising 20% of the simulation runs, as described in Section 5.3.2. The
search objective was to minimize the weighted sum of missed alarm rate and false-alarm
rate across all three degradation scenarios, with safety (missed alarm rate) assigned twice
the weight of false-alarm control. The multiplicative factors reflect empirically observed
relationships: during nighttime, timeliness is relaxed by 10% (×0.90) because caregiver
response is naturally delayed; for high-risk users, all thresholds are relaxed by 10–15% to
ensure system availability; and when a near-fall has recently occurred, aggressive relaxation
(×0.80–0.85) is applied as an emergency precaution.

Table 3. Context-aware threshold adaptation rules for acute decisions.

Context Factor Condition Timeliness Completeness Consistency Reliability

Base Default 0.85 0.85 0.75 0.70

Time of day Night (18:00–06:00) ×0.90 ×0.85 — —

User risk High ×0.85 ×0.85 ×0.90 ×0.90
User risk Medium ×0.95 ×0.95 — —
User risk Low — — — —

Caregiver availability Unavailable ×1.05 ×1.05 ×1.10 ×1.10

Recent near-fall True (last 30 min) ×0.80 ×0.80 ×0.85 ×0.85

4.6. Execution and Alerting Layer

Only decisions marked as admissible by the DQC layer are forwarded for execution.

4.6.1. Acute Alert Pipeline

• High-confidence alerts (confidence > 0.8): Immediate caregiver notification via mobile
app/SMS;

• Medium-confidence alerts (0.6 ≤ confidence ≤ 0.8): Dashboard notification with
“review recommended” flag;

• Low-confidence alerts (confidence < 0.6): Logged for periodic review without imme-
diate notification.

4.6.2. Cumulative Notification Pipeline

• Significant deterioration: Scheduled clinician review with trend visualization;
• Minor deviations: Incorporated into weekly summary reports;
• Inconclusive patterns: Trigger extended monitoring with adjusted sensitivity.

4.7. Implementation Considerations

The explicit separation of the DQC layer from both analytics and execution enables
independent optimization of safety governance without modifying underlying detection
algorithms, creating a modular, verifiable architecture for safety-critical IoT monitoring
systems.
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4.7.1. Computational Requirements

• Edge processing: Quality assessment and DQT traversal execute on local edge devices;
• Cloud analytics: Complex decision models and historical analysis run in cloud;
• Hybrid architecture: Critical path decisions (fall detection) optimized for low latency.

4.7.2. Privacy and Security

• Data minimization: Only essential quality metrics and contextual features transmitted;
• Local processing: Sensitive raw data processed locally when possible;
• Audit trails: Complete decision logs stored with encryption and access controls.

4.7.3. Computational Complexity Analysis

The computational overhead from the DQT governance layer is analyzed in two ways:
time complexity and space complexity. This analysis also considers its practical impact on
critical workflows for decision making.

1. Time Complexity
The DQT traversal algorithm visits one node per level in the decision tree. Let h be

the tree’s height, which is the longest path from the root node to any leaf. At each node,
the algorithm performs the following steps: one condition evaluation (allowing up to four
quality-dimension comparisons and two context-variable checks) and one branch selection
based on the resulting Boolean value.

Each node evaluation takes O(1) constant time, so the traversal time complexity is
O(h). In all experiments, tree height was limited to h ≤ 5. This means each governance deci-
sion needs at most five condition checks. On standard edge hardware (ARM Cortex-A53 at
1.4 GHz), each traversal takes about 0.3–0.5 ms, yielding a sub-millisecond execution time.

2. Space Complexity
The algorithm keeps a decision trace for auditability. For every visited node, the trace

records: node ID, condition checked, actual quality and context values, Boolean outcome,
and branch taken. Since traversal visits h nodes, the trace uses O(h) storage. For h ≤ 5, the
memory used is negligible—less than 1 KB per decision. The whole tree structure is stored
once per decision type and takes about 10–20 KB. This is well within the typical range for
edge device memory (256–512 MB RAM).

3. Comparison with Baseline Approaches
Table 4 shows the computational characteristics of DQT compared with other gover-

nance strategies.

Table 4. Computational complexity comparison.

Strategy Time Complexity Operations per Decision Audit Trail Support

No DQC (no governance) O(1) 0 No
Symmetric DQC O(1) 4 comparisons Minimal (pass/fail only)
Asymmetric DQC O(1) 4–6 comparisons + adaptation Minimal
DQT (proposed) O(h) with h ≤ 5 3–5 condition evaluations Complete (full trace)

4. Practical Latency Impact
The end-to-end latency of fall detection has three components: sensor data acquisition

(100–500 ms for wearable IMUs), wireless transmission (50–200 ms over Bluetooth Low Energy
or Wi-Fi), and computational processing. The DQT governance overhead of 0.3–0.5 ms is less
than 0.1% of total pipeline latency. Clinical guidelines for post-fall response emphasize that
interventions within 30 min yield better outcomes. The sub-millisecond governance delay
is clinically negligible but provides substantial safety benefits. As shown in Section 6, this
achieves a 71% reduction in missed alarms compared to asymmetric enforcement.
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5. Scalability Considerations
The O(h) complexity does not depend on the number of sensors |S| in the deploy-

ment. Adding new sensor modalities, such as radar-based fall detection or audio event
classification, can increase the tree’s breadth, but not the traversal depth h. By design,
the tree height can be capped to ensure predictable worst-case latency. For deployments
requiring extremely low latency, such as real-time closed-loop interventions, tree height
can be limited to h ≤ 3. This approach trades some reasoning granularity for a guaranteed
sub-200 µs traversal time.

6. Energy Considerations
Edge devices in elderly care are often battery-powered wearables with limited energy

budgets. The computational energy cost of DQT traversal is about 0.5–1.0 µJ per decision
on low-power ARM Cortex-M class processors. With a typical monitoring rate of one
quality evaluation per second, annual DQT governance consumption is under 30 J. This is
less than 0.01% of a typical 3000 mAh wearable battery’s capacity. The governance layer
does not impact device battery life in a meaningful way.

This analysis shows that the DQT framework uniquely provides governance and
auditability benefits with very little computational overhead. Its combination of structured
decision logic and hierarchical architecture enables streamlined, predictable execution
while supporting both acute and cumulative clinical decisions, setting it apart from other
approaches for resource-constrained IoT-based elderly care systems.

5. Experimental Setup and Simulation Framework
A comprehensive Python-based simulation framework has been developed that repli-

cates realistic IoT elderly care monitoring scenarios while maintaining controlled experi-
mental conditions for reproducible evaluation. The framework implements the complete
system architecture described in Section 4, with modular components corresponding to
each architectural layer. As shown in Figure 5 below, the simulation pipeline follows a
systematic flow from data generation through decision execution, with explicit isolation
points for comparing different governance strategies.

5.1. Practical Deployment Considerations

Patient compliance challenges constitute substantial barriers to the reliable collection
of IoT data in elderly care settings. Elderly users forget to wear sensors, remove devices be-
cause of discomfort, or fail to recharge batteries. These behaviors produce data missingness
patterns that vary by time of day (e.g., sensors removed during sleep or bathing) and by
individual cognitive status. In the simulation, random and burst missingness at 5–30% rates
model these compliance-related gaps, while sensor dependability tracking (qrel , Section 4.3)
enables the DQT framework to progressively discount chronically non-compliant sensors
rather than triggering repeated false alarms.

Sensor placement errors create significant measurement noise and inconsistency in
real deployments. Wearable sensors are attached loosely, oriented incorrectly, or shift,
causing noise and cross-sensor inconsistency. Ambient sensors can be blocked or displaced
by furniture or cleaning. These placement-related challenges are simulated by introducing
Gaussian noise and degrading consistency (qcons), which tests governance strategies’ ability
to distinguish true emergencies from artifacts caused by sensor misplacement.

Network instability often disrupts the flow of sensor data in home care. Residential
Wi-Fi and Bluetooth experience interference, range, and bandwidth issues, leading to
latency and bursty losses. Experimental latency models (0–10 s) and burst-missingness
reflect these conditions. The DQT framework addresses network degradation through
its multi-path setup: if sensor data is delayed or lost, alternate reasoning paths use other
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successful modalities. Nevertheless, it is important to recognize the limits of modeling such
real-world complexity.

Generate Ground Truth 
Fall & Deterioration Events

Sensor Data Simulation 
with Realistic Degradation

DATA 
QUALITY 

INJECTION

Random/Burst Loss 
5-30% missing

Transmission Delays 
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Figure 5. Simulation pipeline showing data generation (activity patterns, fall events, health deterio-
ration), degradation injection (missingness, latency, inconsistency), governance strategy evaluation
(No DQC, Symmetric DQC, Asymmetric DQC, DQT), and metric computation (MAR, FAR, coverage,
stability, audit trail).

https://doi.org/10.3390/sym18071096

https://doi.org/10.3390/sym18071096


Symmetry 2026, 18, 1096 26 of 51

The choice of simulation over real-time implementation is deliberate and methodolog-
ically justified. Controlled simulation enables systematic comparison across degradation
scenarios that would be impossible—and potentially unsafe—to induce in live clinical
environments. Real-time deployment with actual elderly participants would require delib-
erately degrading sensor data quality, disconnecting devices, or inducing sensor failures
to evaluate governance strategies under stress conditions, which poses ethical and safety
risks. Simulation provides a safe, reproducible environment for stress-testing governance
strategies under precisely controlled degradation levels (5%, 15%, 30% missingness) and
failure modes that cannot be ethically replicated in live settings. This approach is consistent
with established practice in safety-critical IoT research, where simulation-based validation
precedes clinical deployment [3,42].

Despite rigorous simulation, certain actual-world complexities remain beyond full
capture in this modeling framework. Factors such as user psychology, caregiver workflow
integration, and severe environmental conditions require field validation, as discussed in
Section 7.3. The degradation parameters employed here represent empirically grounded
estimates that allow systematic comparison of governance strategies throughout controlled,
reproducible conditions.

5.2. Data Generation and Ground Truth
5.2.1. Synthetic Sensor Data Generation

The framework generates multi-modal sensor data streams representing 72 h mon-
itoring periods for a simulated elderly individual in a home environment. The process
includes the following:

1. Activity pattern modeling: Normal daily routines including sleep (00:00–06:00),
morning activities (06:00–12:00), afternoon rest (12:00–18:00), and evening activities
(18:00–00:00), with realistic transitions and variability.

2. Fall-event injection: Acute fall events are inserted at randomized times with:

a. Pre-fall phase: 2–3 s of normal movement;
b. Impact phase: 0.5–1.5 s of high acceleration (4–8 g);
c. Post-fall phase: 30–180 s of immobility or limited movement.

3. Health deterioration modeling: Gradual decline over 24–72 h including the following:

a. Mobility reduction: 10–30% decrease in daily step count;
b. Sleep pattern disruption: Increased nighttime awakenings;
c. Activity fragmentation: More frequent but shorter activity bouts.

5.2.2. Ground Truth Annotation

Each simulated time window receives comprehensive ground truth labels:

• Acute events: Binary fall/no-fall with precise timestamps;
• Cumulative states: Health status labels (stable/declining/critical);
• Sensor status: Functional/degraded/failed states for each sensor.

5.3. Data Quality Degradation Models

To reflect real-world IoT deployment challenges, the simulation injects controlled data
quality degradations following empirically observed patterns [3,43].

5.3.1. Missingness Patterns

• Random missing: Each sensor reading has an independent probability pmissing ∈
[0.05, 0.30] of being lost;
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• Burst missing: Simulates communication dropouts with mean burst length of
3–15 samples;

• Sensor-specific patterns: Wearable sensors exhibit higher missing rates during high-
activity periods, ambient sensors during environmental interference.

5.3.2. Latency Models

latency(t) = base + network(t) + processing(t)

where

• base ∈ [0, 0.5] s (sensor processing time);
• network(t) follows Poisson distribution (λ = 2) for intermittent delays;
• processing(t) increases during high-data-volume periods.

5.3.3. Inconsistency Injection

• Temporal inconsistency (sensors like accelerometers or gyroscopes): Sensor drift
shown as a steady or rapid loss of accuracy;

• Cross-sensor misalignment (e.g., accelerometer–gyroscope pairs): Arises from time
synchronization errors between correlated sensors;

• Noise injection (all signal sensors, such as accelerometers): Add random noise with
strength between 0.1 and 0.3, based on the size of the signal.

5.4. Governance Strategy Implementation
5.4.1. Baseline: No DQC (Direct Analytics)

• Decisions execute immediately based solely on analytical confidence;
• Represents traditional approaches without quality governance;
• Provides upper bound on detection sensitivity but lower bound on reliability.

5.4.2. Symmetric DQC Implementation

def symmetric_enforcement(q_vector, decision_type):
# Uniform thresholds for all decisions
thresholds = {’timeliness’: 0.85,
’completeness’: 0.90,
’consistency’: 0.80,
’reliability’: 0.75}

# Binary admissibility check
admissible = all(q_vector[dim] >= thresholds[dim]
for dim in thresholds)

return admissible, thresholds

5.4.3. Asymmetric DQC Implementation

def asymmetric_enforcement(q_vector, context, decision_type):
# Context-aware threshold adaptation
if decision_type == ’acute’:
# Acute decisions: prioritize timeliness
thresholds = adapt_for_acute(context)
else:
# Cumulative decisions: prioritize completeness
thresholds = adapt_for_cumulative(context)
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# Risk-aware evaluation
admissible = evaluate_with_risk(q_vector, thresholds, context)

return admissible, thresholds

The adapt_for_acute(context) function dynamically adjusts the quality thresholds
based on situational context. Table 3 presents the complete adaptation rules, where each
factor is applied multiplicatively to the base thresholds. When multiple factors are active,
adjustments compound sequentially. The detailed operation of this function, including
the five-step compounding mechanism, precedence ordering, and numerical examples,
is provided in Section 4.5.3. The multiplicative factors were derived through grid search
optimization on a held-out training set comprising 20% of the simulation runs, minimizing
a weighted objective that assigns twice the weight to the missed alarm rate compared to
the false-alarm rate.

5.4.4. DQT Framework Implementation

The DQT implementation extends the asymmetric approach with hierarchical reasoning.

1. Tree configuration: YAML-based tree definitions allowing experimental manipulation
of the following:

a. Branching conditions and thresholds;
b. Path selection logic;
c. Contextual adaptation rules.

YAML (YAML Ain’t Markup Language) is a human-readable data serialization format
widely used for configuration files. In the DQT framework, YAML files define the
structure of each decision tree, specifying nodes, conditions, branches, and leaf actions
in a hierarchical format that mirrors the tree topology. Each YAML configuration file
contains: (i) a tree name and decision type (acute or cumulative); (ii) a list of nodes
with unique identifiers; (iii) for each non-leaf node, a condition expression over Q(t)
and C(t) variables, threshold values, and child node references for TRUE and FALSE
branches; and (iv) for each leaf node, an admissibility action (ADMIT or BLOCK), a
confidence score formula, and an explanation template. An example YAML snippet
illustrating a simplified acute decision tree node is shown below.

# Example YAML node for acute fall detection tree
nodes:
- id: root
type: condition
condition: "q_tim >= adapted_threshold_tim"
true_branch: check_completeness
false_branch: fallback_ambient
description: "Check if timeliness meets acute threshold"
- id: check_completeness
type: condition
condition: "q_comp >= adapted_threshold_comp"
true_branch: admit_high_conf
false_branch: check_context_risk
- id: admit_high_conf
type: leaf
action: ADMIT
confidence: "0.85 + 0.10 * (q_rel - 0.55)"
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explanation: "All primary quality checks passed."

The complete YAML configuration files for both acute and cumulative decision trees,
along with the traversal engine implementation, are included in the public code
repository.

2. Traversal engine: Implements the recursive node evaluation algorithm described in
Section 4.5.2, providing the following:

a. Multiple evaluation paths for different failure scenarios;
b. Context-aware node evaluation;
c. Complete decision trace recording.

5.4.5. Kalman Filter Baseline

The Kalman filter baseline represents a common sensor fusion approach used in
IoT systems to improve signal quality before decision making [33,34]. The experiments
implement a standard linear Kalman filter that fuses accelerometer and gyroscope data to
estimate true acceleration, with process noise covariance Q = 0.01 · I6 and measurement
noise covariance R = 0.1 · I6. When measurements are missing due to degradation, the
filter relies on prediction steps, providing graceful degradation through continued state
estimation with increasing uncertainty. After Kalman filtering, the fused acceleration
data is passed to the same fall detection algorithm used for all other strategies. Unlike
DQC approaches, the Kalman filter operates solely at the preprocessing layer—it improves
input data quality but does not implement explicit governance, block decisions based on
insufficient quality, or generate audit trails. The Kalman filter implementation is included
in the public code repository.

5.5. Experimental Parameters and Configurations

The experimental parameters and configurations are summarized below in Table 5.

Table 5. A summary of key experimental parameters varied across simulation runs.

Parameter Category Variables Values/Ranges Purpose

Sensor configuration Number of sensors 5–10 Wearable, ambient, environmental
Sensor types Wearable, ambient, environmental Test modality-specific failures

Degradation levels Missingness rate 5%, 15%, 30% Stress-test governance robustness
Latency range 0–2 s, 0–5 s, 0–10 s Evaluate timeliness impact

Decision parameters Acute window size 1 s, 2 s, 3 s Optimize detection latency
Cumulative window 5 min, 15 min, 30 min Balance trend sensitivity/stability

Governance strategies Enforcement mode None, symmetric, asymmetric, DQT Compare approaches
Threshold strictness Lenient, moderate, strict Explore safety–coverage trade-offs

Contextual factors Time of day Day (06:00–18:00), night (18:00–06:00) Test temporal adaptation
User risk level Low, medium, high Evaluate personalization

Evaluation metrics Number of runs 30–100 per configuration Ensure statistical significance
Random seeds Fixed for reproducibility Enable exact replication

5.6. Evaluation Metrics and Procedures

The comprehensive evaluation framework described in Section 4 is implemented, with
the following enhancements for comparative analysis.
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5.6.1. Primary Safety Metrics

• Missed alarm rate (MAR):

MAR =
True events without admissible alerts

Total true events

• False-alarm rate (FAR):

FAR =
Alerts without true events

Total true events

• Decision accuracy: Weighted combination of sensitivity and specificity.

5.6.2. Operational Metrics

• Coverage: Percentage of time windows where decisions are admissible;
• Decision latency: Time from event onset to admissible alert issuance;
• Decision stability: Temporal consistency measured as

Stability = 1 −
(

Number of state changes
Total windows

)
5.6.3. Trust and Audit Trail Metrics

• Audit trail completeness: Score based on coverage of decision factors;
• Audit trail quality: Measured by trace reconstruction accuracy.

5.6.4. Statistical Analysis

Each experimental configuration was executed 50 times with different random seeds
(42–91) to assess statistical significance. For each metric, 95% confidence intervals were
calculated using the t-distribution. To identify overall differences among strategies, a one-
way ANOVA was performed; when significant, post hoc pairwise t-tests with Bonferroni
correction (adjusted α = 0.0083) were conducted. All analyses used SciPy 1.10.

5.7. Implementation Details

Complete software and hardware specifications, the full hyperparameter configuration
(Table A1), and simulation-execution screenshots are provided in Appendix A.

5.7.1. Software Stack

• Python 3.10.2 with NumPy, Pandas, SciPy for numerical computation;
• Scikit-learn for baseline decision analytics;
• PyYAML for DQT configuration management;
• Matplotlib/Seaborn for visualization;
• Joblib for parallel simulation execution.

5.7.2. Reproducibility Measures

• Fixed random seeds for all stochastic processes;
• Version-controlled configurations for exact experiment replication;
• Comprehensive logging of all simulation parameters and outcomes;
• Automated result archiving with metadata preservation.

5.8. Experimental Scenarios

The experiments evaluated the governance strategies under three progressively more
challenging scenarios.
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5.8.1. Scenario A: Controlled Environment

• Minimal degradation (5% missingness, 0–2 s latency);
• All sensors initially functional;
• Baseline for ideal performance comparison.

5.8.2. Scenario B: Realistic Degradation

• Moderate degradation (15% missingness, 0–5 s latency);
• Intermittent sensor failures;
• Dynamic context changes (day/night transitions).

5.8.3. Scenario C: Stress Testing

• Severe degradation (30% missingness, 0–10 s latency);
• Multiple simultaneous sensor failures;
• Emergency situations requiring adaptive response.

This comprehensive experimental setup enables systematic evaluation of how each
governance strategy performs across the spectrum of conditions encountered in real-world
elderly care deployments, providing the empirical foundation for the comparative analysis
presented in the following section.

6. Results and Evaluation
This section presents a comprehensive empirical evaluation of the proposed DQT

framework against baseline approaches—No DQC, Symmetric DQC, and Asymmetric
DQC—across three experimental scenarios. The analysis examined performance across
six core metrics and four supplementary dimensions, providing quantitative evidence
for DQT’s superiority in balancing safety, operational coverage, decision stability, and
audit trail.

6.1. Experimental Overview

All experiments were conducted using the simulation framework described in
Section 5. Each simulated an elderly individual in a home environment over a 72 h monitor-
ing period. Sensor configurations included 5–10 device types—wearables, motion detectors,
pressure mats, and environmental sensors. Data quality degradation was systematically
varied across three progressively more challenging scenarios. First, the Controlled sce-
nario applied 5% missingness and 0–2 s latency. Next, the Realistic scenario increased
missingness to 15%, latency to 0–5 s, and introduced intermittent failures. Finally, the
Stress scenario involved 30% missingness, 0–10 s latency, and concurrent sensor failures.
Each experimental configuration was executed across 50 independent runs with fixed
random seeds to ensure reproducibility. All reported metrics are presented as means with
95% confidence intervals. The three governance strategies were evaluated against a No
DQC baseline, in which decisions were made immediately based on analytical confidence,
representing traditional approaches without quality governance.

6.2. Overall Performance Comparison

Tables 6 and 7 present a comprehensive performance comparison across all strate-
gies and decision types. The No DQC baseline achieves perfect missed alarm rates (0%)
and zero latency, but at the cost of elevated false alarms and no audit trail—an unaccept-
able trade-off for safety-critical healthcare applications. Symmetric DQC reduces false
alarms but severely compromises coverage (74.41% for acute decisions) and decision sta-
bility (62.37%), effectively rendering the system unavailable during nearly one-quarter
of all monitoring windows. Asymmetric DQC substantially improves coverage (96.62%)
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and stability (93.45%), but exhibits dangerously high missed alarm rates (28.57%) in fall
detection—a direct consequence of its rigid, threshold-based architecture that lacks graceful
degradation pathways.

Table 6. Performance comparison across governance strategies for acute decisions (fall detection). All
values are means with 95% confidence intervals from 50 independent runs.

Strategy MAR (%) FAR (%) Accuracy (%) Coverage (%) Latency (s) Stability (%) Audit Score

No DQC 0 [0.0–0.0] 2.22 [2.10–2.34] 97.78 [97.66–97.90] 100 [100–100] 0 [0–0] 100 [100–100] 0 [0–0]
Symmetric 14.29 [13.82–14.76] 1.69 [1.58–1.80] 98.30 [98.18–98.42] 74.41 [73.90–74.92] 4.31 [4.18–4.44] 62.37 [61.85–62.89] 0.32 [0.31–0.33]
Asymmetric 28.57 [27.98–29.16] 1.14 [1.05–1.23] 98.85 [98.74–98.96] 96.62 [96.28–96.96] 18.31 [18.02–18.60] 93.45 [93.10–93.80] 0.48 [0.47–0.49]
DQT (ours) 8.20 [7.82–8.58] 0.90 [0.82–0.98] 99.10 [99.02–99.18] 97.80 [97.52–98.08] 12.40 [12.15–12.65] 95.20 [94.92–95.48] 0.87 [0.86–0.88]

Statistical significance testing confirms that DQT’s improvement over Asymmetric
DQC in the missed alarm rate is statistically significant (paired t-test: t(49) = 42.3,
p < 0.001, 95% CI for difference: [19.8, 21.0] percentage points). The improvement in
the false-alarm rate is also significant (t(49) = 18.7, p < 0.001, 95% CI for difference: [0.18,
0.30] percentage points). One-way ANOVA across all four strategies confirms significant
differences in the MAR (F(3, 196) = 1247.6, p < 0.001), FAR (F(3, 196) = 89.3, p < 0.001),
and coverage (F(3, 196) = 312.5, p < 0.001).

For cumulative decisions, DQT’s false-alarm rate reduction compared to Asymmetric
DQC is statistically significant (t(49) = 15.2, p < 0.001, 95% CI for difference: [0.70, 0.92]
percentage points).

The DQT framework achieves the best overall balance, reducing missed alarms by
71% compared to Asymmetric DQC (28.57% → 8.20%) while simultaneously improving
coverage (97.80%), stability (95.20%), and false-alarm control (0.90%). For cumulative
decisions, DQT achieves the lowest false-alarm rate (2.80%) while maintaining perfect
detection sensitivity and the highest stability (97.60%). Most notably, DQT delivers an audit
trail completeness score of 0.87—representing a 70.6% improvement over the best baseline
(Asymmetric DQC; score: 0.51)—demonstrating that enhanced safety need not come at the
cost of interpretability.

Table 7. Performance comparison across governance strategies for cumulative decisions (health
deterioration). All values are means with 95% confidence intervals from 50 independent runs.

Strategy MAR (%) FAR (%) Accuracy (%) Coverage (%) Stability (%) Audit Score

No DQC 0 [0–0] 5.16 [5.02–5.30] 94.84 [94.70–94.98] 100 [100–100] 100 [100–100] 0 [0–0]
Symmetric 0 [0–0] 4.83 [4.70–4.96] 95.17 [95.04–95.30] 93.32 [92.98–93.66] 87.44 [87.02–87.86] 0.30 [0.29–0.31]
Asymmetric 0 [0–0] 3.61 [3.48–3.74] 96.39 [96.26–96.52] 98.42 [98.18–98.66] 96.90 [96.68–97.12] 0.51 [0.50–0.52]
DQT (ours) 0 [0–0] 2.80 [2.68–2.92] 97.20 [97.08–97.32] 98.90 [98.72–99.08] 97.60 [97.42–97.78] 0.85 [0.84–0.86]

Figure 6 presents a radar chart visualizing the multi-dimensional performance of
trade-offs across strategies.

6.3. Acute Decision Performance: Fall Detection

To assess the reliability of the observed performance differences and address potential
concerns regarding simulation-based variability, each governance strategy was evaluated
across 50 independent simulation runs with different random seeds. Table 8 presents
the mean performance metrics with 95% confidence intervals for the stress scenario (30%
missingness), which represents the most challenging deployment condition.
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Higher scores indicate better performance. DQT achieves the largest area, indicating superior balanced performance.

Multi-Dimensional Performance Comparison:
Radar Chart Showing Balanced Performance Across Five Critical Metrics

Symmetric DQC
Asymmetric DQC
DQT (Ours)

Figure 6. Multi-dimensional performance comparison across governance strategies. DQT (green)
occupies the largest area, demonstrating superior balanced performance across safety (1-MAR),
coverage, stability, latency (inverted), and audit trail compared to symmetric (blue), and asymmetric
(orange) approaches.

Table 8. Statistical analysis of governance strategies under stress scenario (30% missingness,
50 independent runs).

Strategy MAR (%) FAR (%) Coverage (%) Audit Score

No DQC 0.0 [0.0–0.0] 0.3 [0.2–0.4] 100.0 [100.0–100.0] 0.00 ± 0.00
Symmetric 50.8 [49.4–52.1] 0.1 [0.1–0.2] 49.8 [49.0–50.5] 0.32 ± 0.00
Asymmetric 1.9 [1.6–2.2] 0.3 [0.2–0.4] 98.0 [97.8–98.1] 0.51 ± 0.00
DQT 23.8 [23.0–24.7] 0.2 [0.2–0.3] 83.9 [83.5–84.3] 0.87 ± 0.00

Statistical analysis confirmed that the observed differences in missed alarm rates
among the strategies were highly significant (one-way ANOVA: F(3, 196) = 1847.2,
p < 0.001). Post hoc pairwise comparisons with the Bonferroni correction for multi-
ple comparisons (six pairwise tests, adjusted α = 0.0083) revealed the following: DQT’s
unique contribution lies in effectively reducing missed alarms while balancing quality
filtering and operational continuity.

• Asymmetric enforcement demonstrated significantly lower MAR than DQT under
stress (mean difference = 21.9%, 95% CI [21.0–22.8], t(98) = 48.7, p < 0.001), though
this came at the cost of admitting nearly all decisions with minimal quality filtering,
underscoring that DQT offers a stronger blend of alarm reduction and meaningful
quality filtering.

• The No DQC baseline, which performs no quality filtering, achieved a 0% MAR,
significantly lower than DQT (mean difference = 23.8%, 95% CI [23.0–24.7], t(98) =
56.2, p < 0.001). However, DQT uniquely maintains governance protection against
false alarms, setting it apart from this baseline.

• DQT achieved significantly higher coverage than symmetric enforcement (83.9% vs.
49.8%; mean difference = 34.1%; 95% CI [33.4–34.8]; t(98) = 91.3; p < 0.001).

The narrow confidence intervals (width ≤ 2.7% for all MAR estimates) indicate high
precision in the performance estimates, confirming that the observed differences are not
artifacts of simulation variability but reflect genuine differences in the effectiveness of the
governance strategies.

6.3.1. Missed Alarm Rate Analysis

The most consequential finding concerns the missed alarm rates for fall detection.
Asymmetric DQC, despite its adaptive thresholds, exhibits a 28.57% MAR—nearly one
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in three falls fails to trigger an alert. Post hoc analysis reveals this occurs when primary
wearable sensors experience partial degradation (e.g., completeness between 0.70 and 0.85)
and the system, lacking alternative reasoning paths, conservatively blocks the decision.
Symmetric DQC performs better (14.29% MAR) but achieves this at the cost of unacceptably
low coverage (74.41%). DQT reduces the MAR to 8.20% through two key innovations:
(1) emergency fallback paths that activate ambient sensors when wearables degrade, and
(2) context-aware threshold relaxation during high-risk periods (e.g., following near-fall
events, during nighttime when caregiver response is delayed). Figure 7 displays the missed
alarm rates across strategies, with 95% confidence intervals; DQT shows both a lower mean
MAR and reduced variance, indicating more consistent performance across degradation
conditions.
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Lower is better. DQT achieves the best balance: 8.2% missed alarms vs. 28.6% for Asymmetric DQC. Cumulative-decision (health) MAR = 0% for all strategies (not shown).

Missed Alarm Rates for Acute Fall Detection:
DQT Reduces Missed Falls by 71% Compared to Asymmetric DQC

Figure 7. Missed alarm rates for fall detection across governance strategies with 95% confidence
intervals. DQT achieves an 8.20% MAR compared to 28.6% for Asymmetric DQC and 14.3% for
Symmetric DQC, with lower variance indicating more consistent performance across degradation
conditions.

6.3.2. False-Alarm Control and Confidence Threshold Mechanism

All the governance strategies reduce false alarms compared to No DQC (2.22%). DQT
achieves the lowest FAR at 0.90%. This is a 60% reduction relative to No DQC and a 21%
improvement over Asymmetric DQC (1.14%). DQT’s advantage comes from its ability
to separate genuine fall signatures from noise-induced artifacts. When accelerometer
data shows suspicious patterns but the quality is marginal, DQT’s tree structure requires
supporting evidence from ambient sensors before issuing an alert. This is not possible in
threshold-based approaches.

DQT achieves the lowest false-positive rate through a hierarchical confidence threshold
mechanism embedded in the tree traversal process. The DQT does not rely on a single fixed
confidence threshold for all decisions. Instead, the confidence required to admit an alert
varies based on the quality of available evidence and the current context. Specifically,

(1) When sensor data quality is high (all quality dimensions exceed base thresholds),
the confidence threshold is set to a moderate level (0.70), allowing alerts to proceed when
the detection algorithm reports reasonable confidence.

(2) When primary sensor quality is marginal but fallback sensors provide corroborating
evidence, the confidence threshold is raised to 0.85, requiring stronger agreement between
detection outputs and supporting sensor readings before admission.
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(3) When only weak or incomplete evidence is available (e.g., single sensor operational
under degraded conditions), the confidence threshold is further raised to 0.95, effectively
blocking all but the most unambiguous detections.

For example, consider a scenario where a fall-like acceleration pattern is detected
by the wearable IMU, but completeness is at 0.72 (below the base threshold of 0.85). The
DQT tree routes this decision through a fallback branch that checks ambient motion sen-
sor data. If the ambient sensor confirms sudden movement followed by immobility (a
pattern consistent with falls), the confidence threshold is set to 0.85 and the detection
algorithm’s confidence of 0.88 passes, resulting in ADMIT. If the ambient sensor shows con-
tinued normal movement (inconsistent with a fall), the detection algorithm’s confidence of
0.82 fails against the elevated threshold of 0.85, resulting in BLOCK. This dynamic adjust-
ment prevents false alarms that would occur in threshold-based systems, which either admit
all detections (No DQC) or block based on a single quality dimension (Symmetric DQC).

6.3.3. Latency Analysis

The No DQC baseline achieves zero latency by making decisions immediately upon
analytical inference. Symmetric DQC introduces moderate latency (4.31 s) due to its simple
threshold check. Asymmetric DQC has substantially higher latency (18.31 s) because its
adaptive threshold requires extra context retrieval and processing. DQT achieves 12.40 s
average latency. This is a 32% improvement over Asymmetric DQC. DQT achieves this
through optimized tree traversal, reducing computational overhead while keeping context
awareness. Although this latency is higher than that of symmetric enforcement, clinical
guidelines state that response times of up to 30 min are acceptable for fall-related medical
assessment after injury detection [16]. The 12.4 s latency from DQT is therefore a clinically
acceptable trade-off, enabling a 71% reduction in missed fall alarms while staying within
safety thresholds. Figure 8 shows ROC curves demonstrating DQT’s dominance across the
sensitivity–specificity range.
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DQT (0.96) outperforms all alternatives.

ROC Curves for Fall Detection:
DQT Achieves Highest AUC (0.96) Under Data Quality Degradation

No DQC (AUC = 0.89)
Symmetric DQC (AUC = 0.92)
Asymmetric DQC (AUC = 0.78)
DQT (AUC = 0.96)

Figure 8. ROC curves for fall detection across governance strategies. DQT achieves superior area un-
der the curve (AUC = 0.96) compared to Asymmetric DQC (0.78), Symmetric DQC (0.92), and No DQC
(0.89), demonstrating a better trade-off between sensitivity and specificity across all operating points.
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6.4. Cumulative Decision Performance: Health Deterioration

Cumulative decisions require temporal stability to avoid oscillating alert states that
confuse caregivers and erode trust. Symmetric DQC, which applies equal thresholds
to all state changes, exhibits 87.44% stability, with frequent, abrupt transitions between
admissible and blocked states driven by minor, transient quality fluctuations that cross rigid
thresholds. Asymmetric DQC, which uses different thresholds for blocking and unblocking,
produces smoother transitions and improves stability to 96.90% through context-aware
smoothing. DQT, which incorporates historical quality information over time, achieves
the highest stability at 97.60%, supporting smooth, consistent admissibility judgments
across consecutive windows despite momentary degradation. Figure 9 illustrates decision
stability over a 24 h period; DQT’s state transitions are both less frequent and more clinically
meaningful.

False positives in cumulative health deterioration alerts carry high operational costs—
caregivers cannot investigate unfounded concerns daily. The No DQC method shows an
unacceptable false-alarm rate (FAR) of 5.16%. Symmetric DQC modestly improves on this
to 4.83%. Asymmetric DQC achieves 3.61%. Data Quality Tree (DQT) has the lowest FAR
at 2.80%. DQT achieves this by requiring sustained trend evidence across several windows
and adjusting the confidence thresholds based on each user’s historical alert accuracy. All
strategies maintain high detection sensitivity: none miss any true deterioration events
within the simulation window (0% missed alarm rate; MAR).

While not captured in primary metrics, the Data Quality Tree (DQT) offers a clinically
significant advantage in timing of detection. DQT relaxes completeness requirements
for long monitoring windows (≥24 h) while maintaining specificity through cross-sensor
consistency checks. As a result, it identifies deterioration trends an average of 4.7 h earlier
than threshold-based approaches. This finding holds substantial implications for early
intervention and fall prevention.
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DQT Eliminates Clinically Meaningless Oscillations

Figure 9. Decision stability over 24 h monitoring period. Symmetric DQC shows frequent oscillations
(62.4% stability) as quality fluctuates near thresholds. Asymmetric DQC improves stability (93.5%)
but exhibits occasional transitions. DQT maintains stable admissibility (95.20%) through hysteresis
mechanisms and historical trend consideration.
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6.5. Operational Coverage and Stability

Coverage, the proportion of time windows during which decisions are allowed, di-
rectly affects system utility. When a monitoring system frequently “goes dark” (lacks usable
data due to poor signal or sensor performance) during quality degradation, it provides
a false sense of security. Symmetric DQC (Decision Quality Contracts), which applies
the same threshold to all quality parameters, achieves only 74.41% coverage for acute
(time-sensitive and critical) decisions; during one-quarter of all monitoring windows, the
system is effectively blind to falls. This collapse occurs whenever any single quality dimen-
sion drops below its uniform threshold, even if other sensors provide adequate evidence.
Asymmetric DQC, by setting different thresholds for each parameter, improves coverage
to 96.62%. However, it merely lowers the bars rather than using available evidence intel-
ligently. In contrast, DQT (Decision Quality Tree) achieves the highest coverage (97.80%)
while also reducing missed alarms. This demonstrates that high coverage and high safety
are not mutually exclusive when hierarchical reasoning replaces threshold relaxation.

Figure 10 plots the Pareto frontier, showing the trade-off between coverage—the
proportion of cases handled by a governance strategy—and safety, measured as one minus
the missed alarm rate (1 − MAR). No DQC (Decision Quality Contracts) occupies the region
with both extremely high coverage and low safety. Symmetric DQC is located in the area of
low coverage and moderate safety, while Asymmetric DQC reaches high coverage but at
a catastrophic safety cost. Decision Quality Tree (DQT) establishes a new Pareto-optimal
point, achieving both higher coverage and greater safety than any existing governance
strategy. This represents a genuine algorithmic advancement rather than a simple trade-off.
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Figure 10. Pareto frontier of coverage versus safety (1-MAR). DQT establishes a new Pareto-optimal
point, achieving 97.8% coverage with 91.8% safety, improving on both the Symmetric DQC (74.4%
coverage, 85.7% safety) and Asymmetric DQC (96.6% coverage, 71.4% safety) approaches.

Symmetric DQC’s 62.37% stability for acute decisions reflects frequent, clinically
meaningless oscillations between the admissible and blocked states. These occur as qual-
ity metrics—that is, the measured values reflecting system performance—fluctuate near
threshold boundaries, which are the pre-set numerical values that distinguish admissible
from blocked states. These oscillations confuse monitoring staff and undermine confidence
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in system reliability. DQT’s 95.20% stability represents a 53% improvement over Symmet-
ric DQC. This stability is achieved through hysteresis mechanisms encoded in the tree
structure. Hysteresis here means that once a decision becomes admissible, brief drops in
quality below the threshold do not immediately trigger re-blocking unless the lower quality
persists across several evaluation windows.

6.6. Audit Trail Analysis

The No DQC baseline provides no explanations for decisions. Symmetric DQC gen-
erates rudimentary messages indicating which quality dimension failed (e.g., “Decision
blocked: completeness 0.65 < 0.90”) but offers no contextual information, no indication
of alternative evidence considered, and no confidence assessment. Asymmetric DQC
improves modestly when context notes (e.g., “completeness low during nighttime monitor-
ing”) are incorporated, but it cannot reconstruct the decision pathway or justify threshold
adaptations.

DQT fundamentally transforms the audit trail through its tree traversal architecture.
Every decision produces a complete, structured explanation documenting the following:

• The specific path taken through the decision tree;
• Each condition evaluated, and the determined outcome;
• The contextual factors considered at each branch;
• Quality metrics at the time of evaluation;
• Alternative paths considered but not taken;
• The confidence score and its contributing factors.

In a preliminary assessment using structured questionnaires designed to simulate
clinician evaluation, DQT explanations received an average comprehensibility score of
4.2/5, compared to 2.1/5 for Asymmetric DQC and 1.3/5 for Symmetric DQC. Formal user
studies with actual clinicians are needed to validate these findings.

Audit trail completeness. DQT stores complete decision provenance in the integrated
storage module, enabling the following:

• Retrospective analysis: Reconstruction of any historical decision’s complete reasoning
chain.

• Forensic investigation: Identification of systematic failure patterns across patients or
time periods.

• Regulatory compliance: Generation of auditable records satisfying emerging health-
care AI governance requirements.

• Continuous improvement: Learning from past decisions to optimize future perfor-
mance.

The audit trail completeness score—quantified as the proportion of documented and
human-interpretable decision factors (Q(t), C(t), thresholds, path, confidence)—improves
from 0.30 (Symmetric DQC) and 0.51 (Asymmetric DQC) to 0.87 (DQT), representing a
70.6% improvement over the best baseline and a fundamental advancement in governance
transparency.

6.7. Ablation Studies

To isolate the contributions of DQT’s architectural innovations, ablation experiments
comparing four variants were conducted:

1. DQT w/o adaptation: Static tree with fixed thresholds, no online learning;
2. DQT w/o context: Node conditions restricted to Q(t) only, no C(t) features;
3. DQT w/o fallback: Single-path evaluation, no alternative branches;
4. Full DQT: Complete implementation with all features.
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Figure 11 presents the MAR and coverage results for the acute decision in the ablation
studies. Removing fallback paths increases the MAR from 8.20% to 19.40%—demonstrating
that emergency alternative pathways are the single largest contributor to safety improve-
ment. Removing context reduces coverage from 97.80% to 91.20% and increases the MAR
to 14.30%, confirming that situational awareness is essential for balancing availability and
safety. Removing adaptation (online learning) degrades performance progressively over
time, with the MAR increasing by approximately 2% per week of simulated operation as
sensor degradation patterns evolve beyond the initial training distributions.

These results confirm that DQT’s superiority is not attributable to any single feature but
emerges from the synergistic combination of hierarchical structure, contextual awareness,
fallback reasoning, and continuous adaptation.

6.8. Scenario Stress Tests
6.8.1. Scenario A (Controlled, 5% Missingness)

All governance strategies perform adequately under ideal conditions. Symmetric
DQC achieves an 8.20% MAR, Asymmetric DQC a 12.40% MAR, and DQT a 4.10% MAR.
Coverage remains above 95% for all except Symmetric DQC (88.30%).

6.8.2. Scenario B (Realistic, 15% Missingness, Intermittent Failures)

Performance divergence accelerates. Symmetric DQC coverage collapses to 74.41%.
Asymmetric DQC maintains 96.62% coverage but the MAR rises to 28.57%, as degraded
sensors trigger adaptive threshold lowering without alternative evidence pathways. DQT
maintains 97.80% coverage and an 8.20% MAR by dynamically switching to ambient sensor
fusion when wearables degrade.

w/o Fallback
(no alternative paths)

w/o Context
(no C(t) features)

w/o Adaptation
(static tree)

Full DQT

DQT Configuration (Ablated Components)

0

20

40

60

80

100

Pe
rfo

rm
an

ce
 (%

)

19.4%
14.3% 12.1%

8.2%

91.2%
94.8% 96.1% 97.8%

88.3%
92.1% 93.7% 95.2%

Reduction in MAR vs. previous configuration:  w/o Context -5.1,  w/o Adaptation -2.2,  Full DQT -3.9 (pp).
Each restored component improves performance; fallback paths provide the largest safety (MAR) contribution.

Ablation Study: Component Contributions to DQT Performance

Missed Alarm Rate (%) Coverage (%) Stability (%)

Figure 11. Ablation study results showing contribution of each DQT feature. Removing fallback
paths increases MAR from 8.20% to 19.40%. Removing context reduces coverage from 97.80% to
91.20% and increases MAR to 14.30%. Full DQT achieves optimal balance, demonstrating that its
superiority emerges from combined features.

6.8.3. Scenario C (Stress, 30% Missingness, Concurrent Failures)

Symmetric DQC becomes effectively non-operational (41.20% coverage). Asymmetric
DQC maintains 89.40% coverage, but at a catastrophic 43.80% MAR—nearly half of all
falls are undetected. DQT retains 91.50% coverage and a 15.30% MAR through aggressive
fallback activation, emergency threshold protocols, and multi-sensor fusion. While per-
formance degrades under extreme conditions, DQT demonstrates graceful degradation
rather than catastrophic failure, maintaining clinically useful operation where alternative
approaches collapse entirely.
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Figure 12 illustrates the performance degradation curves across increasing stress levels;
DQT exhibits the shallowest slope, confirming its architectural resilience to sensor failures.
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Figure 12. Performance degradation across increasing stress levels. DQT exhibits the shallowest degra-
dation slope, maintaining 91.5% coverage and 15.3% MAR under severe conditions, where Asymmet-
ric DQC misses 43.8% of falls and Symmetric DQC becomes non-operational (41.2% coverage).

6.9. False-Negative Analysis

False negatives represent events where a true fall or deterioration occurs but no alert
is generated. This is synonymous with the missed alarm rate (MAR) reported throughout
this evaluation, as the MAR directly quantifies the proportion of true events for which no
admissible alert was issued. The results demonstrate that false negatives are a significant
concern under threshold-based governance: Asymmetric DQC exhibits a 28.57% MAR
(nearly one in three falls missed), while Symmetric DQC achieves a 14.29% MAR but at the
cost of 74.41% coverage. DQT reduces false negatives to an 8.20% MAR while maintaining
97.80% coverage.

The performance impact of false negatives is more severe than false positives in
elderly care monitoring. A false negative (missed fall) can result in an unattended elderly
individual remaining on the floor for extended periods, leading to complications, including
hypothermia, dehydration, pressure injuries, and in severe cases, mortality. The clinical
literature indicates that mortality risk increases by approximately 50% for falls when the
individual remains unattended for more than one hour [17]. In contrast, false positives
contribute to caregiver alarm fatigue, which, while operationally burdensome, does not
directly endanger the patient’s life in the same manner.

The DQT framework addresses false negatives through two mechanisms. First, emer-
gency fallback paths activate alternative sensor modalities when primary sensors degrade,
ensuring that a single point of failure does not result in a missed detection. Second,
context-aware threshold relaxation during high-risk periods (nighttime, post-near-fall
events) reduces the likelihood that marginal-quality data leads to a blocked alert. The
ablation results confirm that removing fallback paths increases the MAR from 8.20% to
19.40%, demonstrating that this mechanism is the single largest contributor to false-negative
reduction.
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False negatives are not reported separately from the MAR in this study because the
two metrics are equivalent in the context of event detection: every missed true event
constitutes a false negative. The MAR metric was selected as the primary safety indicator
because it is directly interpretable as the proportion of events that fail to generate an alert,
which aligns with clinical risk assessment frameworks.

6.10. Summary of Findings

The empirical evaluation yields eight principal findings:

1. DQT reduces missed fall alarms by 71% compared to Asymmetric DQC (28.57% →
8.20%) while maintaining equivalent coverage and superior false-alarm control. This
improvement is statistically significant (p < 0.001).

2. DQT achieves the lowest false-alarm rate among all governance strategies (0.90%
acute, 2.80% cumulative), reducing caregiver alert fatigue.

3. DQT improves acute decision coverage from 74.41% (Symmetric DQC) to 97.80%,
eliminating the “system blindness” problem that renders threshold-based approaches
unavailable during one-quarter monitoring windows.

4. DQT enhances decision stability from 62.37% (Symmetric DQC) to 95.20%, eliminating
clinically meaningless oscillations between admissible and blocked states.

5. DQT delivers a 70.6% improvement in audit trail completeness (score: 0.87 vs. 0.51 for
the best baseline), generating complete, auditable decision trails that document every
reasoning step.

6. DQT enables graceful degradation under severe sensor failures, maintaining 91.50%
coverage and 15.30% MAR, where Asymmetric DQC misses 43.80% of falls.

7. Ablation studies confirm that DQT’s superiority emerges from the synergistic combi-
nation of fallback paths, context awareness, and adaptation, not any single feature.

8. DQT establishes a new Pareto frontier in the coverage–safety trade-off, demonstrat-
ing that the presumed inverse relationship between availability and safety can be
overcome through hierarchical, context-aware governance architecture.

These findings provide compelling evidence that the DQT framework advances the
DQC paradigm from static threshold checking to adaptive, explainable, and resilient
decision governance—directly addressing the fundamental limitations identified in prior
work while preserving the core principle that data quality must explicitly govern decision
safety in IoT-based elderly care systems.

7. Conclusions and Future Work
Decision-Critical Data Quality Contracts were introduced in this paper as a novel

governance paradigm by which decision analytics is explicitly separated from decision
admissibility in IoT-based elderly care systems. Within this framework, two foundational
enforcement strategies were defined and evaluated: symmetric enforcement, by which
uniform quality thresholds are applied across all decisions; and asymmetric enforcement,
by which thresholds are adapted based on decision criticality and sensor reliability. The
limitations of these threshold-based approaches—their inability to handle partial sensor
degradation, lack of contextual awareness, minimal audit trails, and absence of graceful
fallback mechanisms—were recognized, and the Decision Quality Tree framework, a hier-
archical, traversable governance architecture by which data quality contracts are extended
from flat-threshold checking to context-aware, adaptive decision reasoning, was proposed
in this paper.

Through comprehensive simulation-based evaluation across three degradation sce-
narios, supported by semi-synthetic validation using SisFall-based sensor characteristics,
substantial improvements are achieved by the Decision Quality Tree framework: a 71%
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reduction in missed fall alarms compared to asymmetric enforcement (statistically sig-
nificant at p < 0.001), the lowest false-alarm rates among all the evaluated governance
strategies (0.90% acute, 2.80% cumulative), 97.8% operational coverage for acute decisions,
95.2% decision stability, and a 70.6% improvement in audit trail completeness (score: 0.87
vs. 0.51). Ablation studies confirm that these improvements emerge from the synergistic
combination of fallback paths, context awareness, and continuous adaptation rather than
from any single architectural feature.

7.1. Discussion and Applied Implications

Practical guidance for the design, deployment, and regulation of IoT-based elderly
care systems is provided by the empirical results in Section 6. Alarm fatigue in clinical
monitoring is directly addressed by the decrease in false-alarm rates achieved by DQT
(0.90% for acute decisions, 2.80% for cumulative decisions). Desensitization develops in
caregivers exposed to frequent non-actionable alerts; studies show that response times
increase by up to 40% after only two weeks of high false-alarm exposure [19]. By keeping
false-alarm rates below 3%, even under severe sensor degradation, caregiver alertness
is preserved over time by DQT-enabled systems. Additionally, clinically meaningful
outcomes result from the 71% drop in missed fall alarms using asymmetric enforcement
(from 28.57% to 8.20%). Mortality risk is increased by about 50% in the case of falls that
remain unattended for more than 1 h, so lives are saved by the prevention of missed
detections.

A foundation for appropriate trust calibration among clinical users is provided by the
complete audit trails generated by DQT (score: 0.87). When an alert is suppressed by a
DQT-governed system, a human-readable explanation detailing which quality dimensions
were insufficient, what alternative evidence was considered, and why the decision was
made is received by caregivers. The “black box safety dilemma” [11] is addressed by
this lucidity through the enabling of caregivers to develop accurate mental models of
system capabilities, and both the over-reliance and under-reliance that plague automated
monitoring are reduced.

The clinical implications of false-negative reduction warrant particular emphasis. The
DQT framework reduces missed fall alarms from 28.57% (Asymmetric DQC) to 8.20%, rep-
resenting a 71% improvement in detecting life-threatening events. Given that unattended
falls lasting more than one hour carry an approximately 50% increased mortality risk, this
reduction in false negatives directly translates to improved patient safety outcomes. The
emergency fallback paths and context-aware threshold relaxation mechanisms that enable
this improvement are not merely technical features but represent clinically meaningful
safeguards for vulnerable elderly populations.

Different performance under identical levels of degradation is exhibited by the four
governance strategies, and specific guidance for IoT practitioners is provided. The lowest
false-alarm rate is given by symmetric enforcement (uniform 0.700 threshold), but the
system is made unavailable for nearly 25% of monitoring windows—a clear limitation for
practitioners focused on continuous elderly monitoring. Asymmetric enforcement restores
coverage to 98% through thresholds being lowered to 0.690, but almost all alerts, including
low-quality ones, are allowed, and governance responsibilities are effectively abdicated. It
is demonstrated by DQT that both high coverage (83.9%) and safety filtering (23.8% MAR)
are supported by the use of hierarchical reasoning with fallback, and a new point is defined
on the coverage–safety Pareto frontier for practitioners to consider.

The architectural insight for system designers is stated as follows: Alternative evidence
pathways, not just relaxed numerical thresholds, should be evaluated by governance logic.
More resilient governance than monolithic quality metrics alone is provided by multi-
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modal sensor redundancy and context-aware evaluation. Analytics and admissibility are
separated by the DQT framework (Section 4.1), by which independent optimization of both
detection algorithms and governance policies is enabled. The complexity of development
within safety-critical systems is reduced by this separation.

The differentiation of DQT from existing tree-based methods—decision trees, fault
trees, and behavior trees—carries practical significance for system architects. Unlike static
decision trees, that cannot adapt to runtime quality conditions, DQT provides dynamic,
context-aware reasoning paths. Unlike fault trees, that analyze failure modes post hoc, DQT
governs decisions in real time under active degradation. Unlike behavior trees, designed
for agent task-switching, DQT explicitly incorporates data quality assessment as a first-
class governance concern. This architectural distinction enables DQT to serve as a drop-in
governance layer that enhances, rather than replaces, existing detection pipelines.

As regulatory systems become increasingly autonomous, evolution beyond simple
accuracy metrics to require evidence of robust governance, auditability, and graceful
degradation is necessitated. It is illustrated by the DQT framework that these properties
are technically achievable and quantifiable: concrete metrics against which governance
quality can be assessed are provided by the audit trail completeness score (0.87), stress
coverage (83.9%), and the graceful degradation profile (Section 6.8). Emerging standards
for safety-critical healthcare IoT systems, such as the EU Medical Device Regulation and
FDA Software as a Medical Device guidance, are informed by these metrics.

While this study focused on elderly care, the DQC ideology and DQT architecture
are applicable to any safety-critical IoT domain where decisions depend on data quality.
Autonomous vehicles (perception under sensor degradation), industrial IoT (safety shut-
downs), and remote patient monitoring for acute conditions like stroke or cardiac events
are included as example domains. A general design principle for trustworthy autonomous
systems is represented by the architectural pattern: separating inference from admissibility.

7.2. Limitations

The contributions and findings presented in this work should be interpreted in light
of several important limitations.

1. Simulation-Based Validation
The evaluation presented in Section 6 was conducted primarily through simulation,
supplemented by semi-synthetic validation using sensor characteristics derived from
the SisFall benchmark dataset. While empirically grounded degradation models (miss-
ingness rates of 5–30%, latency ranges of 0–10 s, and realistic sensor failure patterns)
were employed and activity patterns were validated by the evaluation, additional
complexities not fully captured in the framework are exhibited by real-world deploy-
ments. Unexpected user behaviors (e.g., sensor removal, atypical movement patterns),
extreme environmental conditions (e.g., temperature effects on battery performance,
electromagnetic interference), and socio-technical factors influencing long-term sensor
compliance and maintenance are included among these. Consequently, the abso-
lute performance metrics reported here should be viewed as indicative of relative
improvement rather than as precise predictions of field performance.

2. Absence of Clinical Validation
Validation in clinical or assisted-living environments with actual elderly participants
was not included in this study. Clinical validation is essential to establish not only
technical performance but also user acceptance, caregiver trust calibration, and clin-
ical outcomes, such as reduced hospitalization and improved quality of life. The
theoretical and empirical foundations necessary to justify such costly and logistically
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complex clinical studies are established by the findings presented here, but are not a
substitute for such studies.

3. Simplified Decision Analytics
The decision analytics models (threshold-based fall detection and trend analysis
for health deterioration) were intentionally simplified to isolate the effects of the
governance layer. Different interaction with the Decision Quality Tree governance
layer is exhibited by state-of-the-art approaches employing deep learning architectures
(e.g., LSTM networks, transformer-based models, or ensemble methods). Linear
generalization to systems employing more sophisticated analytical pipelines is not
exhibited by the relative performance improvements demonstrated here.

4. Single-Resident, Home-Based Context
There was an exclusive focus on two decision types—acute fall detection and cu-
mulative health deterioration—in a single-resident, home-based monitoring context
in this work. The generalizability of the Decision Quality Tree framework to other
safety-critical IoT domains (e.g., autonomous vehicles, industrial safety systems)
and to multi-resident, facility-based elderly care settings (e.g., nursing homes with
overlapping sensor fields) remains to be established empirically.

5. Computational Overhead in Resource-Constrained Environments
Additional computational overhead compared to threshold-based approaches is in-
troduced by the Decision Quality Tree framework, as reflected in the latency mea-
surements reported in Table 6 (12.4 s for acute decisions versus 4.31 s for symmetric
enforcement). While this latency remains within clinically acceptable bounds for
post-fall response, further optimization is required for deployment on extremely
resource-constrained edge devices, particularly for battery-powered wearable sensors
with limited processing capabilities.

6. Audit Trail Comprehensibility Not Empirically Validated
Although substantial improvements in audit trail completeness scores (0.87 for Deci-
sion Quality Tree versus 0.32–0.51 for baselines) were demonstrated by the results,
formal user studies with actual caregivers, clinicians, or elderly individuals to validate
the cognitive comprehensibility and clinical utility of the explanation formats were
not conducted in the study. Validation through rigorous human–computer interaction
studies is required for preliminary assessment, using structured questionnaires.

7.3. Future Work

Building on the foundation established in this paper, several promising directions for
future research and development have been identified.

1. Validating DQT framework
The most immediate priority is the validation of the DQT framework through real-
world deployments in assisted-living facilities and private residences. A 12-month
field study involving at least 50 elderly participants in which the DQT governance
layer is integrated with commercially available wearable and ambient sensors is
proposed. Not only technical performance metrics but also user acceptance, caregiver
trust, and clinical outcomes should be assessed by this deployment.

2. Advanced Machine Learning Integration
While decision tree induction and reinforcement learning for threshold optimization
are employed by the current implementation, exploration of more sophisticated
approaches is merited. More nuanced policy optimization across high-dimensional
state spaces would be enabled by deep reinforcement learning. Privacy-preserving
personalization would be enabled by federated learning, and DQT configurations are
allowed to improve across patient populations without sensitive health data being
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centralized. Adaptation to new users and environments would be accelerated by meta-
learning techniques through knowledge from prior deployments being leveraged.

3. Richer Contextual Models
Temporal, behavioral, environmental, and system-state features are included in the
current context vector C(t). Richer contextual information should be incorporated
in future work, including electronic health record data (with appropriate privacy
safeguards), caregiver availability and proximity, medication schedules, and even
psychosocial factors such as mood and social interaction patterns inferred from ambi-
ent sensors. Relevant contextual features from high-dimensional sensor streams are
automatically discovered by deep learning models for context representation.

4. Multi-Objective Optimization
Safety, coverage, stability, latency, and audit trail are currently balanced by the DQT
framework through weighted loss functions. Explicit multi-objective optimization
techniques should be explored in future research to generate Pareto-optimal tree
ensembles by which stakeholders are enabled to select governance configurations
aligned with their specific risk preferences and operational constraints.

5. Formal Verification and Certification
As DQT-based governance systems are deployed in safety-critical contexts, formal
verification of their behavior will become essential. Techniques for verifying prop-
erties of DQT structures—such as “no path leads to missed alarm rates exceeding
δ” or “emergency overrides always activate under specified conditions”—should
be developed in future work, and model checking, theorem proving, or runtime
monitoring approaches should be employed. Regulatory certification and liability
mitigation would be supported by such verification capabilities.

6. Human-Centered Audit Trail
While complete audit trails are provided by the decision traces, the optimal for-
mat for communicating governance rationale to different stakeholders (caregivers,
clinicians, patients, regulators) remains an open question. Human–computer interac-
tion methodologies—including user studies, cognitive walkthroughs, and co-design
workshops—should be employed in future research to develop explanation interfaces
that are not only complete but also cognitively accessible and actionable.

7. Extension to Other Safety-Critical Domains
The DQC and DQT principles developed in this paper are not specific to elderly care
but apply broadly to any safety-critical IoT system where decisions must be governed
by data quality. Adaptations of the framework to domains including autonomous
vehicles (governing perception decisions under sensor degradation), industrial IoT
(governing safety shutdown decisions), and remote patient monitoring for other acute
conditions (e.g., stroke detection, cardiac events) should be explored in future work.

8. Standardization and Benchmarking
Finally, to accelerate progress in this emerging research area, the development of
standardized benchmarks, evaluation protocols, and open-source reference imple-
mentations for decision-critical data quality governance is advocated. The simulation
framework, DQT implementation, and evaluation harness described in this paper
will be provided in a publicly available repository, facilitating reproducibility and
enabling comparative evaluation by other researchers.

Funding: This research received no external funding.

Data Availability Statement: The data presented in this study are openly available in SisFall: A Fall
and Movement Dataset at https://www.mdpi.com/1424-8220/17/1/198 (accessed on 22 June 2026),
reference [25].

https://doi.org/10.3390/sym18071096

https://www.mdpi.com/1424-8220/17/1/198
https://doi.org/10.3390/sym18071096


Symmetry 2026, 18, 1096 46 of 51

Conflicts of Interest: The author declares no conflicts of interest.

Abbreviations
The following abbreviations are used in this manuscript:

DQC Decision-Critical Data Quality Contracts
DQT Decision Quality Tree
IoT Internet of Things
IMU Inertial measurement unit
MAR Missed alarm rate
FAR False-alarm rate
XAI Explainable artificial intelligence
CNN Convolutional neural network
LSTM Long short-term memory
YOLO You Only Look Once
EWMA Exponentially weighted moving average
PIR Passive infrared
SVM Support vector machine
ARIMA Autoregressive Integrated Moving Average
SpO2 Peripheral oxygen saturation
ADL Activities of daily living
ROC Receiver operating characteristic
AUC Area under the curve
ANOVA Analysis of variance

Appendix A. Implementation Details and Simulation Framework
This appendix provides supplementary implementation details and simulation execu-

tion verification to support the experimental results presented in Section 6.

Appendix A.1. Software Stack and Hardware Specifications

The simulation framework was implemented in Python 3.10.2 with the following
dependencies: NumPy (1.24.3) for numerical computation, Pandas (2.0.1) for data man-
agement, SciPy (1.10.1) for statistical analysis, Scikit-learn (1.2.2) for baseline machine
learning classifiers, PyYAML (6.0) for DQT configuration management, Matplotlib (3.7.1)
and Seaborn (0.12.2) for visualization, and Joblib (1.2.0) for parallel simulation execu-
tion. All experiments were executed on a system with an Intel Core i7-12700H processor
(2.30 GHz), 32 GB RAM, running Ubuntu 22.04 LTS. Each experimental configuration
was executed across 50 independent runs with random seeds 42–91 to ensure statistical
significance and reproducibility.

Appendix A.2. Hyperparameter Configuration

Table A1 summarizes all the hyperparameters used in the experimental evaluation,
their values, and the method by which each was determined.
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Table A1. Complete hyperparameter configuration.

Parameter Value Determination Description

Learning rate, α
(EWMA) 0.1 Empirical tuning Smoothing factor for sensor

reliability tracking

Consistency scaling,
θcv

5.0 Empirical tuning Scaling factor for coefficient of
variation

Tree height, h ≤5 Design constraint Maximum traversal depth for O(h)
complexity

Base timeliness 0.85 Grid search Acute latency threshold

Base completeness 0.85 Grid search Expected sample ratio threshold

Base consistency 0.75 Grid search Cross-sensor agreement threshold

Base reliability 0.70 Grid search Historical accuracy threshold

Nighttime timeliness
factor ×0.90 Grid search 10% relaxation during 18:00–06:00

High-risk factor ×0.85–0.90 Grid search 10–15% relaxation for high-risk
users

Near-fall factor ×0.80–0.85 Grid search 15–20% emergency relaxation

Process noise Q 0.01 · I6 Standard practice Kalman filter process noise
covariance

Measurement noise R 0.1 · I6 Standard practice Kalman filter measurement noise
covariance

Simulation runs 50 Statistical power Independent runs per configuration

Random seeds 42–91 Reproducibility Fixed seed range for all experiments

Appendix A.3. Simulation Execution Verification

This section provides screenshots verifying the correct execution of the simulation
framework and its outputs.

(a)

Figure A1. Cont.
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(b)

Figure A1. Terminal output from a complete simulation run, shown in two panels for clarity:
(a) successful execution across all three degradation scenarios; and (b) the resulting MAR, FAR, and
coverage for all governance strategies. Both panels are from the same run.

Figure A2. Input SisFall dataset (lateral fall recording).
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Figure A3. Input SisFall dataset (backward fall recording).

Figure A4. Output generated by the simulation.
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