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Abstract

In a digital watermarking technology system, robustness, imperceptibility and payload
capacity are the three core performance indicators that restrict one another. How to achieve
the optimal balance between the three is still the key scientific challenge to be solved in
this field. This paper proposes a digital watermarking algorithm based on the magnitude
coefficient of Non-Subsampled Shearlet Transform Fast and Accurate Polar Harmonic
Fourier Moments (NSST-FAPHFMs) and the Weibull-Power Cauchy (W-PC) statistical
model. The algorithm consists of two stages: watermark embedding and detection. In
the embedding phase, the original image is first decomposed by NSST multi-scale de-
composition, and the high-frequency subbands are divided into non-overlapping blocks
and partitioned. High-energy coefficient blocks are extracted to obtain NSST-FAPHFM
magnitude coefficient features, which serve as robust carriers for watermark embedding.
In the detection phase, the W-PC distribution is used to accurately statistically model the
above magnitude coefficients to characterize their heavy-tailed characteristics and strong
correlation structure. Maximum likelihood estimation (MLE) is employed to estimate the
model parameters, and a blind watermark detection mechanism is further constructed by
integrating the W-PC model with the Local Optimal Detector (LOD) under the Neyman-—
Pearson (N-P) criterion. Experimental results show that the proposed algorithm has good
imperceptibility, and the area under the receiver operating characteristic curve (AUROC)
can reach 0.9991 without attack. The algorithm maintains strong robustness against various
attacks and can effectively realize the joint optimization of the three core performance
indicators of the watermarking system.

Keywords: NSST-FAPHFMs magnitude; Weibull-Power Cauchy; blind watermark detection
mechanism; statistical model

1. Introduction

Digital watermarking has evolved into a compelling technical solution for addressing
multimedia copyright protection and content authentication challenges, enabling the im-
perceptible integration of hidden information into host images without compromising their
inherent visual integrity. From a functional perspective, digital watermarking technologies
are mainly classified into two core types: detection-oriented and decoding-oriented. Water-
mark detection aims to verify the presence of a target watermark in a given image, whereas
decoding focuses on the ability to accurately retrieve the concealed data content. For image
copyright protection, mere confirmation of watermark existence suffices to establish legal
ownership, making watermark detection the core focus of this study.
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With the widespread dissemination of digital images, safeguarding copyright has
become increasingly critical, yet balancing the three core indicators of watermark-
ing systems—imperceptibility, robustness, and embedding capacity—remains a key
challenge [1-3]. In order to solve this trade-off problem, recent related research has pro-
moted the development of various transform-domain watermarking algorithms based on
statistical modeling by mining the statistical characteristics of the image itself.

Spatial-domain watermarking embeds and extracts watermarks directly in the original
pixel layer without complex transformation operations. It features low computational
complexity, good real-time performance and easy implementation. However, it suffers
from weak robustness and is vulnerable to compression, noise, filtering and other common
distortions. Panigrahi et al. [4] proposed an image steganography technique based on the
LSB (least significant bit), which combines symmetric encryption to hide text in grayscale
and RGB images and is implemented with a simple GUI for encoding and decoding. When
simultaneously implementing visible and invisible watermarks, invisible watermarks can
generate QR codes for easy extraction. Li et al. [5] proposed a bipolar watermarking
method, BiMarker. The generated text is divided into positive and negative poles, and the
detection is enhanced by comparing the number of “green” marks in the two poles, without
additional computing resources or prompt information, which effectively overcomes the
problem of inaccurate estimation of non-watermark text distribution in traditional methods.

Transform-domain watermarking first decomposes an image using classical frequency-
domain transformations such as DCT, DWT, contourlet, and NSCT, followed by watermark
embedding via coefficient modification. This category of methods exhibits strong robust-
ness, good imperceptibility, and excellent anti-attack capability. It can be further combined
with statistical models to boost detection accuracy, making it the mainstream solution for
robust watermarking. Nevertheless, it suffers from relatively high computational and
model complexity. Marzieh et al. [6] proposed a color image multiplicative watermark
detection method based on a Hidden Markov Model (HMM). In the contourlet domain, the
HMM is employed to simultaneously capture inter-channel dependencies and cross-scale
correlations. A detector is then constructed using the likelihood ratio test. Wang et al. [7]
proposed an image watermarking detector based on a Weibull mixtures-HMT model. In
this method, the watermark is embedded in the NSST-FPCET magnitude domain in a
multiplicative way, the embedded region is selected by Otsu Canny edge detection, and the
model parameters are estimated by variance-reduced random expectation maximization.
Igbal [8] proposed a multi-channel color image watermarking detection framework based
on HMMs. In the contourlet domain, the HMM is used to model the dependency and scale
correlation between RGB channels, which overcomes the limitation of ignoring channel
correlation in traditional methods. The watermark is embedded in a multiplicative way,
and the statistical hypothesis test is used for blind detection. Djordje et al. [9] proposed
an image watermarking detection method based on the Rayleigh distribution and the
corresponding embedding scheme. The watermark is embedded in 8 x 8 blocks in the
DCT domain by multiplication, and the block selection is based on variance and anti-JPEG
compression ability. In the detection phase, using the theory of Local Optimal Detector,
the Rayleigh distribution detector suitable for the statistical characteristics of the selected
intermediate frequency coefficient is derived. Zhang et al. [10] proposed a dual watermark-
ing algorithm for remote sensing image copyright protection and integrity authentication,
which combines discrete wavelet transform (DWT), singular value decomposition (SVD),
and Chebyshev chaotic mapping construction. A semi-fragile weak watermark with quan-
tized index modulation (QIM) is embedded in the DWT high-frequency domain for tamper
detection; robust watermarking is designed based on information entropy and SVD, with
strong resistance to attacks, and can meet the security authentication requirements of
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remote sensing images. Yuan et al. [11] proposed a color image quantum watermarking
algorithm by combining the quantum discrete wavelet transform with Sinusoidal Tent
mapping and Baker mapping. This method determines the embedding channel through
chaotic sequences, uses quantum Haar wavelet decomposition, and embeds the scrambled
watermark into high-frequency subbands. While ensuring high concealment and strong ro-
bustness of the watermark, it effectively reduces computational complexity and provides an
efficient and feasible quantum implementation scheme for color image copyright protection.
Niu et al. [12] proposed an image watermarking method based on the non-subsampled
contourlet transform (NSCT) and pseudo-Jacobi-Fourier moment (PJFM) magnitudes, com-
bined with the Weibull-Burr integrated bivariate distribution (WBIBD). The magnitude of
PJEMs is calculated in the high-frequency subband of the NSCT, and its edge distribution
and dependence are simultaneously modeled by the WBIBD. The parameters are estimated
by trimmed L-moments, and the detector is constructed by combining them with the locally
most powerful (LMP) test.

Watermarking technology based on deep learning utilizes the feature learning capabil-
ity of neural networks to adaptively realize watermark embedding and anti-interference
optimization. It achieves an excellent balance between robustness and imperceptibility and
has strong generalization ability, enabling it to effectively cope with complex attacks and
deep forgery scenarios. However, it relies heavily on large-scale training data, accompa-
nied by high computational overhead and resource consumption, as well as poor model
interpretability. Wang et al. [13] proposed an active deep forgery detection framework com-
bining a Quaternion Polar Harmonic Fourier Moment (QPHFM) watermark and Dual-Task
Mutual Learning (DTML). The watermark was embedded in the magnitude of QPHFMs,
and the knowledge distillation of watermark extraction and deep forgery detection was
realized through DTML, which performed well on the benchmark dataset. Singh et al. [14]
proposed a digital image watermarking algorithm based on a CNN and autoencoder, which
integrates the carrier and watermark features into the embedded network to generate wa-
termarked images. The extraction network introduces a denoising autoencoder to enhance
the anti-attack ability, which can resist various common attacks, but the embedding capac-
ity needs to be improved. Ahmed et al. [15] proposed a deep learning model copyright
protection watermarking scheme, which uses a Gold sequence and chaotic sequence to
generate dual watermarks, embeds model weights through RDWT-SVD, and enhances
security by chaos scrambling the weights. This method does not modify the loss function
and has almost no impact on the accuracy of the model, effectively resisting pruning and
fine-tuning attacks. Mahapatra [16] proposed a dual-network watermarking method based
on a convolutional autoencoder, which achieves embedding through CNN feature extrac-
tion and concatenation and achieves watermark extraction through transposed convolution.
It has high robustness, high concealment, and low computational overhead.

The existing digital watermark embedding methods generally perform embedding
and statistical modeling based on transform-domain coefficients. However, the watermark
detection performance is highly dependent on the accuracy of the statistical model. The
statistical models constructed by most current watermarking algorithms have limited
representation ability and cannot effectively capture the complex dependencies between
transform coefficients, which restricts further improvement in watermark detection per-
formance. In order to effectively improve the statistical representation and detection
performance of the watermarking algorithm, this paper constructs an image watermarking
scheme based on a new statistical model. This method integrates the magnitude coefficient
characteristics of NSST-FAPHFMs and the W-PC model to realize watermark embedding
and detection.

The main contributions are as follows:
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1.  We propose a robust invariant NSST-FAPHFM magnitude coefficient feature for
watermark embedding and detection.

2. We introduce the W-PC distribution to statistically model the magnitude coefficients
of NSST-FAPHFMSs, which can accurately describe the edge distribution character-
istics and strong correlation structure of the coefficients and effectively improve the
modeling accuracy and detection performance.

3. Wedesign a blind watermarking detector based on the W-PC model and LOD with the
Neyman-Pearson decision rule. The experimental results fully verify the effectiveness
and superiority of the proposed detector.

2. Statistical Modeling of Local NSST-FAPHFM Magnitude

Frequency-domain transforms have the characteristics of multi-scale and multi-
directional image decomposition, which makes the frequency-domain coefficients more
robust than spatial pixels. However, in the face of attack, the anti-interference ability of
frequency-domain coefficients is obviously insufficient. Orthogonal moments have good
robustness and numerical stability and have been widely recognized and applied in the
field of image processing. Based on this, this paper proposes combining Fast and Accurate
Polar Harmonic Fourier Moments (FAPHFMs) and Non-Subsampled Shearlet Transform
(NSST) coefficients to construct the magnitude coefficient characteristics of NSST-FAPHFMs
with excellent robustness.

As a classical non-subsampled multi-scale geometric analysis method, the NSST
exhibits excellent properties, including multi-directional decomposition, translation invari-
ance, and alias-free decomposition. It can accurately capture the geometric structures of
images and provides superior sparse representation capability. Therefore, it has become a
core analysis tool in image denoising, fusion, segmentation, and other related fields [17].
As a new type of continuous orthogonal moment, FAPHFMs effectively improve the image
reconstruction accuracy of high-order moments and significantly reduce the computational
time complexity. They demonstrate better comprehensive performance in various image
processing tasks based on moment analysis [18]. In this paper, the NSST is employed
to perform multi-scale and multi-directional decomposition on the image, and the high-
energy subbands are selected to compute FAPHFMs, which helps obtain robust and stable
magnitude features.

The construction process is divided into three steps: first, the original image is decom-
posed using the two-level NSST (with parameter bits [2, 2]), yielding one low-frequency
subband, four directional high-frequency subbands at the first scale, and four directional
high-frequency subbands at the second scale. Then, the high-frequency subband with
the highest energy is divided into non-overlapping 8 x 8 subblocks. Finally, third-order
FAPHFMs are computed on each frequency-domain block to generate the local magnitude
coefficients of NSST-FAPHFMs.

To accurately capture edge distributions and strong dependencies, we employ the
Weibull-Power Cauchy (W-PC) distribution [19] to model the local NSST-FAPHFM
magnitude coefficients. Let g(x) denote the probability density function (PDF) of the
W-PC distribution.

s =2 (2) (2) -2t (2]
1

{101 2n an ! (X)) i (2)7] o
<o~ [tog(1-2 a1 ()],

x>0, cua,0>0
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The random variable x obeys the W-PC distribution and is recorded as X ~ W-PC

(¢, &, 0). The maximum likelihood estimation of the three parameters in this distribution

has a time complexity of O(N), where n is the number of coefficients, and the iterative
optimization converges rapidly.

To illustrate the fitting performance between the W-PC distribution and the coefficients,
the modeling results of NSST-FAPHFM magnitude coefficients using different distribution
models are presented in Figure 1. The test images include Airplane, Boat, Mandrill, and
Peppers. It can be observed from the figure that the fitting effect of the W-PC model is

significantly better than those of other comparative distribution models. Therefore, it

can be concluded that the W-PC model provides an excellent fitting performance for the
NSST-FAPHFM magnitude coefficients.
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Figure 1. NSST-FAPHFM magnitude coefficient distribution histograms.

3. Watermark Embedding

In Section 2, we have obtained the NSST-FAPHFM magnitude coefficient matrix
Bk. Next, the multiplicative embedding method modifies the NSST-FAPHFM magnitude
coefficients, and watermark information w = {wy € {£1},1 <[ < L} is inserted into Bg.

xi-(14+A) ifw=1
vi= i ) . ,Xi € By. 2)
xzw(l—)\) lfwszl
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where x; is the magnitude coefficient of the host NSST-FAPHFMs, and y; is the magni-
tude coefficient of the watermark NSST-FAPHFMs. A denotes the watermark embedding
strength. In this paper, A is associated with the watermarking-to-document ratio (WDR),

A=1/10 B o2 3)

where ¢ is the variance of the magnitude coefficient matrix Bx of the selected NSST-
FAPHFMs. Finally, the watermarked image is obtained by inverse FAPHFMs and the
inverse NSST. The embedding process is shown in Algorithm 1’s pseudocode. To verify the

which is defined as follows:

superiority of the NSST transformation used in this paper and the optimality of the hyper-
parameter selection scheme, relevant comparative verification experiments are included in
the Appendix A.

Algorithm 1 Watermark embedding process

Input: I: Original grayscale image; w: binary watermark bit.
Output: [,: Watermarked image.
: Perform two-level NSST decomposition on the original image 1.
: Select the subband with the largest energy (max-energy subband).
: Divide the largest energy subband into 8 x 8 non-overlapping blocks.
: Select the high-entropy blocks, calculate the third-order FAPHFMs for each high-
entropy block, and obtain the local NSST-FAPHFM magnitude coefficients.
5: Use Formula (2) to embed the watermark into the NSST-FAPHFM magnitude coefficient
matrix Bg.
6: Perform inverse FAPHFM transformation and inverse NSST reconstruction.
return [,

=W N

4. Digital Watermark Detection

We developed a blind watermark detection algorithm based on the W-PC distribution
and Local Optimal Detector (LOD) under the Neyman—Pearson criterion. This algorithm
can detect the watermark without accessing the original host image or prior watermark
information. Algorithm 2 presents the pseudocode of the proposed blind watermark
detection method.

Algorithm 2 Watermark detection process

Input: [,: Watermarked image.

Output: H; or Hy, where H; indicates that the watermark exists, and Hy indicates
no watermark.

: Perform two-level NSST decomposition on watermarked image I;,.

: Select the subband with the largest energy.

: Divide the largest energy subband into 8 x 8 non-overlapping blocks.

: Select blocks used for watermark embedding; compute third-order FAPHFMs to obtain
local NSST-FAPHFM magnitude coefficients.

: Select coefficient samples where the watermark is embedded.

: Estimate the W-PC model parameters via MLE using Equation (1).

: Use Formula (9) to determine whether the watermark exists.

: if ljo > T then

Hy

10: elseif [ < T then

11: Hy

12: end if

return H; or Hy

= W N =

© ® N o U
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hio(x) =—a

4.1. Local Optimal Watermark Detector Based on W-PC

The detection process can be represented by a binary hypothesis test. H; indicates the
presence of a watermark. Hy indicates that there is no watermark. The binary hypothesis
test for multiplicative embedding is defined as follows:

Hosyi:xi

(4)
Hy 1y = xi(1+ Aw;)

where x; and y; are the NSST-FAPHFM magnitude coefficients of the original and water-
marked images respectively, and w; is a watermark bit. The watermark detector based on
the Neyman-Pearson (N-P) criterion [20] is expressed as:

foly | Hy)
AY) = TR 2

where A(Y) is the likelihood ratio and 7 is the decision threshold, which is obtained by the
N-P criterion. Assuming that the magnitude coefficient of the watermarked image obeys
W-PC, the decision probability is

y\l

(5)

fy(y | Ho) = fx(y1i,y2i)

6
Ay | E) = 8/ () Fevno 9(0a) ©

Here, y = { yji}ll.il, j = 1,2, denotes the scale; y;; and y»,; are respectively the set of
local NSST-FAPHFM magnitude coefficients on each scale; g(y) is the inverse function of
g(x) = x(1+ Aw); and ¢’(y) is the derivative of g(y).

fr(y | Hi)
lLOD(Y) —11’1 Zln fy y | H())
fx(y1i,8(y2i))

In i) +1n
g (]/z ) fx (Vi y2i)

Mz

Il
—_

Hl
ltop(V1i Vi) 2 T
Ho

Mz

Il
—_

Here, T = In(n). We use the LMP test to expand Equation (7) into a Taylor series [20]
atA = 0.

Al (yq;, Yo;
Irop (Y1i, ¥2i) A = ltop (Y1, Y2i) |a—o + % “A+o0(A)

A=0

98 (y2i)
Y94

_, Tho (yli/yZi)> ®
. A

where (14, Y2i) represents the local optimal nonlinearity. By introducing the PDF of
W-PC into it, we can get the following equation:

2u(x/0) 2(x/0) 1 c—1 1]

T G/oE T A e AR {u{ I +c(L(x)) } 20T )

Here, x 0
=" (10)
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Here, x is the NSST-FAPHFM magnitude coefficient under a single scale (simplified
method of writing the double scale y1; and y,;, which is the general form of the subsequent
single-sample detection).

2
Alx)=1- g tan(x/0) (11)
Here, A(x) is the core intermediate term of the W-PC distribution, with a value range

of (0, 1).
L(x) = —InA(x) (12)

By inserting (9) and (8) into Equation (7), we get the final decision formula for the
LLOD (Log-Local Optimal Detector) watermark detector, as shown in Equation (13).

20u2*

N
ILOD(Y) = ;wi —a o — n(1+5?3A(ui) : (zx ~ fay * c(L(ui))H) } (13)

Here, .
= (14)
Al =1— %arctan(ui) (15)
L(us) = —InA(u;) (16)

4.2. Performance Analysis of Watermark Detector

The performance of the detector is analyzed by the probability of false alarm Py,
the probability of missed detection P, and the probability of detection P;,;. According
to the N-P criterion, p fa is limited to a fixed threshold. If P,, decreases to the minimum,
Pyt (Pger = 1 — Py,) will reach the maximum. The calculation formula is as follows [21]:

Pg, =P(Irop(Y) > T | Ho)

:P<1LOD(Y) —Ho T- Vo)
0p 0o

_f T ko
“o*)

where Q(x) is the complementary cumulative distribution function of the standard normal

(17)

distribution. g is the mean value and oy is the standard deviation under the assumption
of H().

Q(x —2/2 (18)

==

= — e
271 /x

For a given Py,, the decision threshold 7 can be obtained based on the N-P criterion:

T=po+0pQ"" (Pfa) 19)

If Q(x) = Py, then Q! (Pf) = x; the relationship between Pf, and Py, is

%a—Q(TM>

01

—_ ol %1 _Ho—m
—Q(UlQ (Pfa) )

%

(20)

where pj is the mean value under the assumption of Hj, and oy is the variance. We
can calculate the mean and variance under two assumptions, namely, g, #1 and (75, o2,

as follows:
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Mean value ¢ under the Hy assumption:
N
po=E|Y w;-hio(x;)|Ho| =0 (21)
i=1
Mean value y; under the H; assumption:
N
i =E|Y w;-hio(x;) | Hi
i=1
N
= 1; E[wi : hLO(xi)] (22)
~MANE| () gl A)
~A-N-E[ho(x)-x]
Variance 03 under the Hy assumption:
) N
og = Var|) w;i-hio(x;) | Ho
i=1
N
=) Varlw; - hio(x;)]
i=1 (23)

Il
™M=

I
—

E[(ho(x:))’]
E[(h1o(x))’]

Il
zZ

Variance 07 under the H; assumption:

~ Var[T(Y)|Ho] (24)

5. Experimental Results

Through a series of experiments, the watermarking-to-document ratio (WDR), peak
signal-to-noise ratio (PSNR), ROC curve, and strength of the watermark can be controlled
by setting the WDR value. The ROC curve describes the relationship between Py, and
Py, The watermark adopted in the experiments is a pseudorandom sequence composed
of elements +1 and —1, which ensures the robustness of the watermarking system. The
experiment was carried out using MATLAB R2022a. The gray test image is from a standard
image database [22].

5.1. Performance Evaluation of Watermark Detector
5.1.1. Accuracy Evaluation

In this section, the theoretical ROC curve is compared with the experimental ROC
curve to validate the accuracy of the theoretical model. Specifically, 96 test images and
100 sets of watermarks were adopted for the experiments; Py, was defined within the
range of [10_10, 10_2], and WDR varied from —38 dB to —30 dB. As shown in Figure 2, the
theoretical ROC curve exhibits a high degree of consistency with its experimental coun-
terpart, which confirms the accuracy of the theoretical model. This further demonstrates
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that the theoretical ROC curve can serve as a reliable tool for evaluating the performance of
watermarking systems.

0.7 : : "WDR=-38dB
i i — WDR=-40dB
; ; — WDR=-42dB
0‘6 Ll Ll T Ll Lo R RTI | L Lo
10710 108 107 10 107
P
fa

Figure 2. The experimental (solid line) and theoretical (dashed line) ROC curves of different
WDR cases.

5.1.2. Imperceptibility Analysis

Imperceptibility is one of the core indicators for evaluating a digital watermarking
algorithm. The PSNR is commonly used to quantitatively characterize the degree of
image distortion after watermark embedding. In general, when the PSNR value exceeds
38 dB, the human eye cannot perceive the difference between images, indicating that the
corresponding algorithm achieves satisfactory imperceptibility. In this study, experiments
were carried out on several standard test images under the conditions of a watermark length
of 1000 bits and watermark strength of WDR = —40 dB. Figure 3 presents a comparison
between the original images and watermarked images of Airplane, Boat, Mandrill and
Peppers. Their PSNRs were 47.6349 dB, 48.2461 dB, 44.2462 dB, and 48.7182 dB. The
experimental results show that there is no significant difference in appearance between the
watermarked image and the original image, and the PSNRs of all test images are higher
than 38 dB, which verifies the excellent imperceptibility of the algorithm.

5.1.3. Watermark Capacity

As the watermark capacity increases, the visual quality of the watermarked image
tends to degrade. Table 1 presents the average PSNR values of the proposed watermarking
algorithm under different watermark capacities. In the experiments, watermark sequences
with varying lengths were embedded into 24 standard 512 x 512 grayscale test images, with
WDR = —40 dB. The results demonstrate that the proposed scheme maintains a high level
of imperceptibility even at high watermark capacities.

Table 1. Watermark capacity and average PSNR value.

Watermark capacity 500 bits 1000 bits 2000 bits
Average PSNR 49.3763 dB 47.9542 dB 46.9411 dB

https://doi.org/10.3390/sym18071200
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4‘

i

Watermarked images

Different images (x20)
Figure 3. Imperceptibility analysis.

5.2. Comparison with the Latest Methods

To further verify the performance of the proposed watermark detection algorithm,
a comparative analysis was conducted with several existing methods presented in
references [13,23-26]. For fairness, identical test images and experimental parameters
were adopted in all comparisons.

5.2.1. Detection Probability of Different Watermark Strengths

This paper compares and analyzes the performance of multiple detectors under differ-
ent watermark embedding strengths. In the experiment, P, = 10~! was set in advance,
and on this basis, Pj,; was calculated under different embedding strengths; the experimen-
tal results are visualized in the form of a line graph. The comparison algorithms selected
in this study include the Cauchy—-Rayleigh model [23], beta-exponential model [24] and
BKF-Rayleigh model [25]. The test dataset contains four standard test images: Airplane,
Boat, Mandrill and Peppers. As can be seen in Figure 4, the detection probability of each de-
tector increases with the increase in watermark embedding strength. Further comparative
analysis shows that compared with the existing contrast detectors, the proposed detector
has better detection performance in the full range of watermark embedding strength, which
verifies the effectiveness and robustness of the algorithm.
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5.2.2. AUROC Under Various Attacks

Secondly, the robustness of different detectors was tested and compared. The area
under the receiver operating characteristic curve (AUROC) is employed as the quantitative
metric for algorithm performance evaluation, with its value ranging from 0 to 1. Under a
fixed WDR condition, a higher AUROC value indicates better detection performance of the
corresponding detector. The methods proposed in references [13,23,26] were selected as the
comparison benchmarks in this work. The experiments were conducted on 24 grayscale
test images with a resolution of 256 x 256 pixels. The length of the watermark sequence
was set to 1000 bits, Py, was defined in the range [0,107%], and the WDR = —42 dB. Table 2
shows the average AUROC results of five detectors without attack. The results demon-
strate that the proposed detector achieves a significantly higher AUROC value than the

other methods.

Table 2. The AUROC values under no attack.

Reference [26] [23] [13] Proposed
AUROC 0.9953 0.9967 0.9984 0.9991

5.2.3. Average AUROC Value Under Different Attacks

Figure 5 presents the average AUROC under different attacks in the form of a bar
graph. The employed attacks include JPEG compression, median filtering, AWGN, Gamma
correction, cropping, and rotation.
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Figure 5. Average AUROC values of different detectors under different attacks.

It can be observed that the blue bar is higher than the bars of other colors, indicating
that the proposed detection method exhibits stronger robustness than the other compared
methods. The experimental results demonstrate that, under the same embedding load,
the proposed algorithm achieves superior robustness compared with the other algorithms
and obtains satisfactory experimental performance. This validates the effectiveness of
employing NSST-FAPHFMs and their magnitude characteristics to enhance the robustness
of the algorithm.

5.2.4. Comparison with Other Watermarking Algorithms

In addition, this study conducted comparative experiments between the proposed
algorithm and existing deep learning and neural network watermarking algorithms. All
experiments were performed in a unified environment with the same dataset type, con-
sistent data splitting and the same preprocessing rules to ensure experimental fairness.
PSNR, Structural Similarity Index (SSIM), Bit Error Rate (BER), and AUROC are adopted
as core evaluation metrics. Reference [13] adopts DTML and QPHFM watermarking
for active Deepfake detection, achieving both robustness and high detection accuracy.
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Reference [14] uses dual watermarking and RDWT-SVD for deep learning model copy-
right protection, which can resist pruning and fine-tuning attacks. Reference [15] adopts
an RDWT-SVD-based dual-watermark copyright protection method for deep learning
models combined with weight shuffling, which is robust against pruning and fine-tuning
attacks. Reference [16] uses a convolutional autoencoder-based dual-network watermark-
ing method with CNN feature embedding and transposed convolution extraction, featuring
strong robustness and high imperceptibility.

As shown in Table 3, to ensure a fair and unbiased comparison, all experiments in this
work were conducted under strictly identical conditions. All color test images from the
CIFAR-10 dataset were converted to grayscale while retaining their native 32 x 32 pixel res-
olution, consistent with the standard dataset configuration. Evaluated using the same met-
rics, the proposed scheme achieves higher PSNR and SSIM values than all competing meth-
ods. These results demonstrate that our approach preserves superior image quality after
watermark embedding, exhibiting clear performance advantages over existing solutions.

Table 3. Comparison of PSNRs and SSIMs between existing schemes and our method.

Method Dataset Cover Image Watermarked Image PSNR (dB) SSIM
ConvAE + CNN [16] CIFAR10 Random 39.3415 0.9725
CNN Denoising AE [14] CIFAR10 Random 42.9122 0.9931
Deep learning (DL) [15] CIFAR10 Random 45.3674 0.9962
Proposed CIFAR10 Random 45.6242 0.9980
For a fair comparison of robustness under various attacks, we included three rep-
resentative deep learning-based watermarking methods [14-16]. Table 4 compares the
AUROC performance of different watermarking algorithms under various common image
processing attacks. The results show that the proposed method obtains higher AUROC
values in most attack cases and possesses better robustness.
Table 4. AUROC comparison of different watermarking algorithms under various attacks.
Attack Type DTML [13] ConvAE + CNN [16] CNN Denoising AE [14] Proposed
JPEG Compression (QF = 15) 0.9955 0.9935 0.9949 0.9963
Median Filtering (5 x 5) 0.9920 0.9940 0.9962 0.9951
Gaussian Filtering (5 x 5) 0.9216 0.9371 0.9366 0.9499
Salt-and-Pepper Noise (P = 20%) 0.9928 0.9934 0.9950 0.9947
Rotation (6 = 2°) 0.9158 0.9145 0.9268 0.9355
Scaling (SF = 1.2) 0.8642 0.8739 0.8858 0.8731
Cropping (10%) 0.9029 0.9012 0.9184 0.9254

6. Conclusions

This paper proposes a robust blind watermarking detection algorithm based on NSST-
FAPHFM magnitude coefficients and the W-PC distribution. Firstly, the NSST is used to
decompose the carrier image in a multi-scale and multi-directional manner. By combining
the NSST with FAPHFMs, a robust NSST-FAPHFM magnitude coefficient feature is con-
structed to provide a reliable feature carrier for watermark detection. Secondly, the W-PC
distribution is introduced to accurately model the non-Gaussian statistical characteristics
of the magnitude coefficients of NSST-FAPHFMSs, which can effectively capture the strong
correlation between image edge features and coefficients and improve the representation
ability of the model for the inherent characteristics of the image. Finally, a robust blind
watermarking detector is designed based on the W-PC statistical model and the Local
Optimal Detector with the Neyman-Pearson criterion. Experimental results show that the
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proposed algorithm has excellent watermark imperceptibility and shows strong robustness
under various common image processing attacks. Its watermark detection accuracy is
significantly better than that of existing mainstream blind watermark detection methods,
and it can effectively balance the inherent conflict between imperceptibility, robustness and
watermark capacity. Subsequent research will further expand the application scenarios of
the algorithm in the field of color image and video watermarking and further optimize and
improve the detection performance and robustness of the algorithm combined with deep
learning technology.
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Appendix A

To further verify the superiority of the adopted NSST framework, we conducted
comprehensive comparative experiments on the NSST, conventional DWT and contourlet
transform under identical experimental setups, watermark embedding configurations
and test datasets. Table A1l compares the performance of different transform-domain
watermarking schemes.

Table Al. Performance comparison of different transform-domain watermarking schemes.

Transform PSNR (dB) SSIM BER
2-level NSST + 3rd-order FAPHFM 47.25 0.9991 0.0063
2-level Contourlet + 3rd-order FAPHFM 44.69 0.9824 0.0106
2-level DWT + 3rd-order FAPHFM 43.43 0.9691 0.0185

As the tabulated results reveal, the scheme combining two-level NSST decompo-
sition and 3rd-order FAPHFM yields optimal overall performance: it obtains superior
imperceptibility and stronger robustness.

To validate the optimality of our hyperparameter selection, we performed ablation
experiments to analyze the influence of NSST decomposition levels and FAPHFM poly-
nomial orders. Table A2 shows a performance comparison for different NSST levels and
FAPHFM orders.

Table A2. Performance comparison for different NSST decomposition levels and FAPHFM orders.

Combination PSNR (dB) SSIM BER Time (s)
2-level NSST + 3rd-order FAPHFM 47.25 0.9991 0.0063 4.28
3-level NSST + 3rd-order FAPHFM 46.78 0.9824 0.0106 6.74
2-level NSST + 4th-order FAPHFM 44.89 0.9691 0.0185 6.15
3-level NSST + 4th-order FAPHFM 44.62 0.9685 0.0241 9.28
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The results in Table A2 indicate that the combination of two-level NSST decompo-
sition and third-order FAPHFM provides the best overall performance: it has excellent
imperceptibility and robustness while also having the lowest computational overhead.
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