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Abstract

The Internet of Medical Things (IoMT) has transformed healthcare through real-time patient
monitoring, intelligent diagnosis, and seamless exchange of medical data. However, the
increasing interconnectivity of IoMT devices has significantly expanded the cybersecu-
rity attack surface, exposing healthcare systems to threats that may compromise patient
safety, Data Confidentiality, and service availability. Existing cybersecurity risk assessment
methods often face challenges in adequately capturing the ambiguity, incompleteness, and
subjectivity inherent in expert-based evaluations of IoMT security risks. To address these
limitations, this paper proposes a symmetric hybrid neutrosophic fuzzy-based cyberse-
curity risk assessment methodology for IoMT environments. The proposed framework
integrates Neutrosophic Fuzzy Sets (NFSs), the Analytic Hierarchy Process (AHP), and
the Simple Average Method (SAM) to model truth, indeterminacy, and falsity in expert
judgments while aggregating multiple expert opinions to produce a comprehensive cyber-
security risk assessment. The framework evaluates cybersecurity risks across seven security
dimensions and twenty-eight evaluation sub-factors to identify and prioritize critical loMT
vulnerabilities and risk vectors. The experimental results indicate that Data Protection
Assessment is the highest-ranked cybersecurity dimension. At the final evaluation stage,
the proposed approach combines normalized criterion weights with expert risk evaluations
to produce a cybersecurity risk score of 0.8504, indicating high cybersecurity risk that
requires priority mitigation in IoMT situations. The proposed framework is validated by
comparing it to traditional multi-criteria decision-making methods and using sensitivity
analysis to assess the rankings’ robustness and stability under different decision scenar-
ios and expert preference variations. Results show that the proposed method delivers
consistent, accurate, and robust risk prioritization under uncertainty, supporting loMT
cybersecurity decision-making. Healthcare organizations can use the framework to identify
cybersecurity threats, prioritize mitigation techniques, and strengthen IoMT systems.

Keywords: Internet of Medical Things; cybersecurity risk assessment; Neutrosophic Fuzzy
Sets; multi-criteria decision-making; healthcare security

1. Introduction

The rapid digitalization of healthcare has led to the growth of Internet of Medical
Things (IoMT), which is a dedicated ecosystem of interconnected medical devices, sen-
sors, wearable technologies, healthcare applications, cloud platforms and communication
infrastructures [1,2]. IoMT technologies facilitate real-time patient monitoring, remote diag-
nosis, smart healthcare delivery and personalized treatment, thereby improving healthcare
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accessibility, operational efficiency and clinical outcomes. Smart medical devices have
transformed the healthcare landscape, enabling better care for patients and empowering
hospitals, clinics and home care environments to make data-driven decisions.

The global diffusion of IoT technologies has accelerated the worldwide deployment
of IoMT systems. The number of connected IoT devices is expected to grow significantly,
from around 19.8 billion in 2025 to over 40.6 billion in 2034, reflecting the rapid expansion
of interconnected digital ecosystems (see Table 1) [3]. Rapid proliferation provides new op-
portunities for healthcare innovation but also expands the attack surface for cybersecurity.
With the growing number of connected medical devices, the healthcare infrastructure be-
comes more vulnerable to attacks on their functionality, communication channels, software
platforms and sensitive medical data.

Table 1. Number of IoT connections worldwide (2022-2034).

Year IoT Connections (Billions) Type
2022 13.8 Actual
2023 15.7 Actual
2024 17.7 Actual
2025 19.8 Actual
2026 22 Forecast
2027 24.2 Forecast
2028 26.5 Forecast
2029 28.8 Forecast
2030 31.2 Forecast
2031 33.5 Forecast
2032 35.9 Forecast
2033 38.2 Forecast
2034 40.6 Forecast

As per Table 1, the exponential growth indicates the growing reliance on connected
devices, including IoMT systems in healthcare. Therefore, the growing network size is
increasing the cybersecurity risks, making the healthcare infrastructure more vulnerable to
sophisticated cyberattacks.

In contrast to conventional information systems, cybersecurity vulnerabilities in the
IoMT environments may directly impact patient health and safety [4]. Critical health-
care operations often involve medical devices such as insulin pumps, infusion pumps,
pacemakers, wearable health monitors, diagnostic imaging systems, and remote patient
monitoring devices [5]. Any breach of these systems could result in incorrect medical
readings, disruption of treatment procedures, unauthorized changes to device settings,
delayed clinical decisions or even total device failure in emergency situations. Therefore,
cybersecurity in IoMT is no longer an information technology issue but a patient safety and
healthcare resilience issue [6].

In addition to the operational risks, privacy and data protection have become the main
concerns in IoMT ecosystems. Medical devices routinely collect, process, transmit and store
sensitive healthcare information, including patient medical history, physiological parameters,
treatment records, medication information and diagnostic results [7,8]. Such information can
be exposed to unauthorized access, tampering or theft due to weak authentication mechanisms,
insecure communication protocols, outdated firmware, inadequate encryption and improper
access controls. Healthcare data breaches can lead to financial loss, loss of public trust in
healthcare institutions [9,10], regulatory penalties and reputational damage.

Several real-world incidents involving vulnerable medical devices and healthcare
infrastructures have highlighted the growing cybersecurity challenges faced by healthcare
organizations. Cyberattacks on medical devices, ransomware incidents on hospitals and
unauthorized access to healthcare networks have shown that attackers increasingly exploit
weaknesses within interconnected healthcare environments [11]. These events highlight
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the importance of comprehensive cybersecurity risk assessment mechanisms to identify
vulnerabilities, assess threats, and prioritize mitigation strategies before attacks negatively
impact patient care and healthcare operations.

To address these challenges, healthcare organizations are increasingly adopting security
measures such as multi-factor authentication, encryption protocols, network segmentation,
intrusion detection systems, access control policies, vulnerability management frameworks,
and continuous monitoring solutions [12]. However, the success of these controls hinges on
the capability of decision-makers to correctly evaluate cybersecurity risks and assign resources
to the most critical vulnerabilities. Therefore, cybersecurity risk assessment is a key component
of IoMT secure deployment and sustainable healthcare management.

Cybersecurity risk assessment in the IoMT environment is an inherently complex
multi-criteria decision-making (MCDM) problem. The security posture of a medical device
depends on several interrelated factors such as device functionality, software vulnerabilities,
communication security, authentication mechanisms, network exposure, Data Confiden-
tiality, privacy compliance, incident response readiness, and operational criticality [13,14].
These factors often interact with each other and should be evaluated together to fully
understand cybersecurity risks.

Deterministic models are widely used in traditional risk assessment approaches based
on the assumption that information is complete, precise, and reliable. However, cybersecu-
rity assessments in healthcare settings are inherently characterized by uncertainty, ambi-
guity, incomplete knowledge, subjective judgments, and inconsistent expert opinions [15].
Owing to the dynamic nature of cyber threats and continuously evolving attack techniques,
security analysts often exhibit varying levels of confidence regarding threat likelihood,
vulnerability severity, exploitability, and potential impacts. Consequently, conventional risk
assessment models may not adequately capture the complexity and uncertainty associated
with real-world cybersecurity decision-making.

To address these limitations, researchers have increasingly explored computational in-
telligence techniques, including Fuzzy Set theory, Intuitionistic Fuzzy Sets, interval-valued
fuzzy models, probabilistic reasoning, machine learning algorithms, and hybrid decision-
support systems. Among these approaches, fuzzy theory has been widely recognized for
its capability to represent linguistic assessments and uncertain expert judgments [16,17].
Nevertheless, conventional fuzzy frameworks primarily address uncertainty and hesita-
tion, while offering limited capability to explicitly model indeterminacy and conflicting
information, both of which frequently arise during cybersecurity investigations.

Neutrosophic theory extends classical fuzzy paradigms by simultaneously modeling
the degrees of truth, indeterminacy, and falsity [18]. This enhanced representation enables
a more realistic characterization of uncertain, incomplete, inconsistent, and conflicting
cybersecurity information. Consequently, integrating neutrosophic theory with fuzzy
decision-making techniques provides a more robust mechanism for accommodating expert
uncertainty and improving cybersecurity risk prioritization. These capabilities are particu-
larly valuable in IoMT environments, where threat intelligence, vulnerability evidence, and
security assessments are often incomplete, dynamic, or evolving [19].

Although neutrosophic fuzzy theory has gained increasing attention in MCDM be-
cause of its ability to explicitly represent truth, indeterminacy, and falsity, its application to
cybersecurity risk assessment in IoMT environments remains relatively limited. Existing
neutrosophic fuzzy studies have primarily focused on general decision-making applica-
tions, such as supplier selection, healthcare management, sustainable energy planning,
and resource allocation, while comparatively fewer studies have addressed cybersecurity-
specific problems. Moreover, the available studies generally emphasize methodological
development or generic information security evaluation without considering the distinctive
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characteristics of IoMT ecosystems, where resource-constrained medical devices, heteroge-
neous communication technologies, safety-critical operations, and continuously evolving
cyber threats introduce additional uncertainty and complexity.

Furthermore, existing neutrosophic fuzzy decision-making approaches typically em-
ploy conventional aggregation or ranking mechanisms and rarely provide an integrated
framework specifically tailored for IoMT cybersecurity risk assessment. In particular,
limited attention has been devoted to systematically combining neutrosophic uncertainty
modeling with structured criteria weighting and transparent expert opinion aggregation to
prioritize cybersecurity risks in healthcare environments. These limitations indicate the
need for a dedicated decision-support framework capable of not only representing uncer-
tainty, indeterminacy, and conflicting expert knowledge but also addressing the practical
requirements of cybersecurity risk assessment in IoMT systems.

These challenges have motivated the present study to propose an integrated frame-
work combining NFS, the AHP, and the SAM for cybersecurity risk assessment in [oMT
environments. The proposed framework integrates neutrosophic fuzzy reasoning with
a unified computational decision-making methodology to systematically evaluate cyber-
security threats under conditions of uncertainty, ambiguity, and incomplete information.
To comprehensively capture the security characteristics of IoMT ecosystems, the frame-
work considers seven cybersecurity dimensions and twenty-eight associated evaluation
sub-factors. By integrating NFS, AHP, and SAM, the proposed methodology aggregates
expert judgments and derives comprehensive cybersecurity risk ratings, thereby providing
an effective decision-support tool for prioritizing cybersecurity risks in loMT environments.
The major contributions of this research are summarized as follows:

e A symmetrical unified computational framework is proposed for cybersecurity risk
assessment in IoMT environments operating under uncertain, ambiguous, and incom-
plete information conditions.

e A hybrid neutrosophic fuzzy Simple Average Method (NF-SAM) is introduced to
aggregate expert opinions and derive cybersecurity risk ratings.

e  The proposed framework integrates expert knowledge with uncertainty-aware computa-
tional intelligence techniques to improve decision reliability and assessment accuracy.

e Comparative analysis with existing decision-making approaches is conducted to
evaluate the effectiveness and superiority of the proposed framework.

e  Sensitivity analysis is performed to validate the robustness, stability, and practical appli-
cability of the obtained cybersecurity risk rankings under varying decision scenarios.

The results of the study show that the proposed hybrid neutrosophic fuzzy framework
is able to effectively capture the uncertainty and indeterminacy inherent in cybersecurity
evaluations and provide consistent and reliable prioritization of cybersecurity risks. The
framework helps decision makers to identify key vulnerabilities, allocate security resources
more effectively, and improve the cyber resilience of IoMT ecosystems. The results also
demonstrate that the addition of neutrosophic reasoning greatly improves the robustness
of the assessment when compared to conventional approaches to risk assessment.

The remainder of this paper is organized as follows. Section 2 presents the literature
review, discusses existing cybersecurity risk assessment methodologies for IoMT envi-
ronments, and describes the proposed NF AHP-SAM, including the evaluation criteria,
research methodology, computational procedures, and decision-making process. Section 3
presents the numerical analysis, cybersecurity risk assessment, and prioritization results.
It also includes comparative and sensitivity analyses to evaluate the effectiveness, robust-
ness, and stability of the proposed framework. Section 4 discusses the research findings,
highlighting the key contributions, practical implications, limitations, and future research
directions. Finally, Section 5 concludes the paper.
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2. Materials and Methods
2.1. Pertinent Literature Reviews

The rapid development of the IoMT has revolutionized healthcare through real-time
monitoring, remote diagnosis, intelligent treatment support and personalized healthcare
services [19,20]. But these benefits have also resulted in a significant increase in the at-
tack surface for cybersecurity due to the growing interconnectivity of medical devices.
IoMT devices continuously exchange sensitive healthcare information and often operate
in resource-constrained environments, making them vulnerable to cyber threats such as
unauthorized access, malware injection, denial-of-service attacks, data tampering, device
manipulation and privacy breaches [2,3]. Accordingly, cybersecurity risk assessment is an
important aspect of patient safety, healthcare system reliability, and regulatory compliance.

Researchers have proposed various computational and decision-support approaches
to assess cybersecurity risks in the healthcare and IoMT environments. Most existing
approaches are based on fuzzy logic, MCDM, machine learning, anomaly detection tech-
niques, trust assessment mechanisms and hybrid intelligent systems [4,5]. Although these
approaches have shown promising results, many of them are still hampered by the man-
agement of ambiguity, inconsistency, missing information and indeterminacy, which are
typical features of cybersecurity decision-making contexts.

Semenova et al. proposed an optimized fuzzy secure trust assessment scheme for
IoMT environments [11] in 2026. They applied fuzzy inference systems and evolutionary
optimization techniques to evaluate the trust levels of medical devices based on behavioral
and communication signals. The experimental results showed that the accuracy of the
trust evaluation was improved compared to traditional trust mechanisms. However, the
study was more focused on trust computation rather than a complete cybersecurity risk
assessment. Also, the study did not explicitly model indeterminate information, which is
often present in dynamic healthcare environments.

The intelligent fusion framework for anomaly detection in IoMT health devices is
introduced by Pastore et al. (2026) [12], which combines attack detection through XG-
Boost along with LSTM autoencoders for physiological abnormalities and device faults.
Their framework reached excellent detection accuracy and close to real-time performance.
The study was effective for attack identification and anomaly classification, but it was
mainly focused on operational threat detection rather than systematic cybersecurity risk
prioritization and decision-making under uncertainty.

Jaidi and Ksibi (2025) [13] proposed an Advanced Security Scoring System (ASSS)
based on the FAHP to assess security risks in connected medical devices. The framework
enables ranking of IoMT devices and prioritization of mitigation strategies under uncer-
tainty. The proposed model was able to incorporate expert judgments, but it still used
only fuzzy representations and lacked mechanisms for dealing with indeterminacy and
conflicting evidence among experts.

Obidallah (2025) [14] suggested a unified computational model based on Fuzzy ANP-
TOPSIS methodology for assessing security risks in IoTT-based healthcare applications.
This study demonstrated the applicability of fuzzy decision-making techniques for the se-
lection of secure healthcare solutions. However, the focus was on transportation-healthcare
integration, not device-level cybersecurity risk assessment in loMT ecosystems.

Saad et al. [15] presented a cybersecurity framework based on fuzzy programming
combining Fuzzy AHP, fuzzy TOPSIS and fuzzy linear programming for risk prioritization
and resource allocation in healthcare systems. Their work effectively linked the evaluation
of cybersecurity and the management of resources based on optimization. However, the
framework was primarily concerned with uncertainty and did not explicitly represent
inconsistent or indeterminate expert opinions.
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A hybrid fuzzy logic and FAHP-based risk evaluation model for heterogeneous IoMT
devices was proposed by Pritika et al. (2024) [16]. The framework was able to successfully
identify and prioritize attack risks across different medical devices, demonstrating the
usefulness of fuzzy decision-making techniques for healthcare cybersecurity. The model
was efficient but limited to the representation of fuzzy uncertainty and did not consider
incomplete evidence in cybersecurity.

A full review of IoT-based fuzzy systems in medical applications was given by Abdalla
et al. (2024) [17]. Their survey showed the increasing impact of fuzzy logic in healthcare
decision support, predictive analytics, and medical diagnosis. The study highlighted the
ability of fuzzy approaches to handle uncertainty while identifying future opportunities
involving artificial intelligence and generative Al. However, it also identified that most
existing fuzzy-based healthcare systems cannot sufficiently address the indeterminacy and
risk prioritization requirements specific to cybersecurity.

Khan and Ali (2024) [18] proposed a combined decision-making framework for assess-
ing authentication schemes in Internet of Health Things (IoHT) systems based on Graph
Theory and Matrix Approaches. Their framework had a high evaluation accuracy and
provided a systematic methodology to authenticate evaluation. The model, however, was
limited to authentication mechanisms and did not provide for the overall structure for
cybersecurity risk evaluation.

Wagan et al. (2023) [19] presented a fuzzy-based duo-secure multimodal framework
that fuses the Dynamic Fuzzy C-Means clustering and Bi-LSTM techniques for anomaly
detection in IoMT environments. The model performed well in recognizing malware
attacks and health-related anomalies. However, the study was on detection capabilities,
not on strategic cybersecurity risk assessment and prioritization.

Khan et al. (2023) [20] introduced a privacy-preserving authentication assessment
model using an AHP-TOPSIS hybrid framework to select appropriate authentication mech-
anisms in IoMT environments. The framework was able to evaluate authentication al-
ternatives with multiple security features successfully. But it was limited to a specific
cybersecurity domain and did not have the capability for wider risk assessment.

Overall, these studies indicate a significant advancement in the use of fuzzy logic,
MCDM, machine learning and hybrid intelligence techniques in healthcare cybersecurity.
But most of the existing methods are mainly focused on attack detection, trust management,
authentication evaluation, or fuzzy-based uncertainty handling. Existing comprehensive
cybersecurity risk assessment frameworks for IoMT devices have paid very little attention to
addressing uncertainty, ambiguity, inconsistency and indeterminacy simultaneously. Table 2
presents a relative research study on representative works in the context of cybersecurity
assessment, trust evaluation, anomaly detection and decision-making in IoMT scenarios.

The literature review reveals several important research gaps. First, most existing
studies employ classical fuzzy systems, Fuzzy AHP or related fuzzy MCDM approaches for
cybersecurity risk assessment. While these methods are effective for handling uncertainty
and vagueness, they generally do not explicitly model indeterminacy, conflicting evidence,
and incomplete cybersecurity information, which are common in complex and dynamic
cybersecurity environments. In contrast, uncertainty-aware machine learning models and
probabilistic anomaly detection techniques address uncertainty through different theoretical
foundations and are therefore beyond the scope of this study. These limitations motivate
the adoption of a neutrosophic fuzzy framework, which provides a more comprehensive
representation of uncertainty by simultaneously capturing truth, falsity, and indeterminacy.

Second, many studies focus on specific domains of cybersecurity, e.g., evaluation of
authentication, evaluation of trust, detection of anomalies or identification of attacks. Very
few studies have a unified computational framework to evaluate the cybersecurity risks in
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multi-dimensions of IoMT security. Third, current approaches usually depend on consistent
judgments from experts and sufficient cybersecurity evidence. But in reality, healthcare
cybersecurity environments are usually marked by ambiguous threat intelligence, uncertain
vulnerability information, evolving attack patterns, and contradictory expert opinions.
Fourth, although there is a high capacity of simultaneously representing truth, falsehood
and indeterminacy, there is very little research on the integration of neutrosophic theory
into cybersecurity risk assessment for loMT systems.

To overcome these limitations, this paper proposes an integrated NF AHP-SAM for
cybersecurity risk assessment of IoMT devices. The proposed framework differs from
prior approaches as it simultaneously deals with uncertainty, ambiguity, inconsistency and
indeterminacy by employing hybrid neutrosophic fuzzy reasoning. To provide a holistic
risk assessment and prioritization, a comprehensive multi-criteria evaluation framework
is developed, comprising seven cybersecurity dimensions and twenty-eight sub-factors.
Moreover, the proposed NF AHP-SAM approach offers a systematic mechanism to ag-
gregate expert judgments and generate reliable cybersecurity rankings. We then run
comparative and sensitivity analyses to confirm the efficiency, robustness and practicality
of the proposed framework, thus addressing the key gaps in the current literature.

Table 2. Summary of some pertinent cybersecurity risk assessment approaches for IoMT devices.

Uncertainty Indeterminacy Risk Comparative

Study Domain Methodology Handling Handling Prioritization Analysis Key Points
Fuzzy Logic +
Semenova et al. IoMT Trust Evolutionary Yes No Partial Yes Focused on trust
(2026) [11] Assessment Optimizati assessment only
ptimization
Pastore et al. Anomaly XGBoost + LSTM o Detection-oriented
(2026) [12] Detection Fusion Limited No No Yes framework
Jaidi and Ksibi IoMT Security - Expert dependency and
(2025) [13] Evaluation FAHP Yes No Yes Limited scalability issues
Obidallah Healthcare IoTT Fuzzy Not specifically designed
(2025) [14] Security ANP-TOPSIS Yes No Yes Yes for IoMT devices
Saad et al. Healthcare F-AHP + - No indeterminacy
(2025) [15] Cybersecurity ~ F-TOPSIS + FLP Yes No Yes Limited modeling
Pritika et al. TIoMT Risk Fuzzy Logic + Inability to handle
(2024) [16] Assessment FAHP Yes No Yes Yes incomplete information
Abdalla et al. Healthcare Fuzzy . Survey-focused
(2024) [17] Systems Review Study Yes No No Yes contribution
Khan and Ali IoHT Graph Theory + . Authentication-specific
(2024) [18] Authentication Matrix Approach Partial No Yes Yes evaluation
Wagan et al. IoMT Anomaly . . Detection rather than
(2023) [19] Detection FCM + Bi-LSTM Partial No No Yes risk assessment
Khan et al. Authentication - Limited cybersecurity
(2023) [20] Assessment AHP-TOPSIS Limited No Yes Yes dimensions
ToMT Addresses ambiguity,
Proposed Ie . Hybrid NF uncertainty, inconsistency,
ybersecurity Yes Yes Yes Yes . .
Study X AHP-SAM and indeterminacy
Risk Assessment

simultaneously

2.2. Cybersecurity Risks in loMT Devices

The IoMT has been an important part of existing healthcare systems, enabling medical
devices, sensors, healthcare applications and cloud platforms to communicate with each
other [2,3]. IoMT technologies have enhanced patient outcomes and operational efficiency
with continuous monitoring, real-time data collection, and remote healthcare services. How-
ever, the increasing inter-connectivity of medical devices has simultaneously expanded the
cybersecurity attack surface, making healthcare infrastructures more vulnerable to cyber
threats [4-6]. Security breaches in IoMT environments can result in unauthorized access to
sensitive patient information, disruption of medical services, manipulation of device opera-
tions, and even life-threatening consequences for patients. Therefore, the understanding
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and evaluation of cybersecurity risks has become a fundamental requirement for ensuring
the safe and reliable deployment of IoMT technologies.

The IoMT ecosystem is exposed to cybersecurity threats from a range of sources,
including device vulnerabilities, insecure communication channels, weak authentication
mechanisms, software bugs, weak access controls, and evolving cyberattack methods [7-9].
Unlike conventional information systems, IoMT devices are often subjected to resource
constraints and are often integrated with legacy healthcare infrastructures, which makes
security management more difficult. Furthermore, the analysis of cybersecurity in health-
care environments is often subject to uncertainty, ambiguity, missing information, and
conflicting expert opinions on the severity of threat and risk exposure. So, a holistic
assessment framework must also consider operational criticality, threat exposure, data
protection requirements, network security conditions, and organizational readiness for
incident response and recovery, besides technical vulnerabilities [10-12].

To systematically assess such challenges, this study identifies seven major cybersecurity
dimensions that collectively represent the security posture of IoMT environments: Identifica-
tion, Vulnerability Detection, Threat Modeling, Network Security Assessment, Data Protection
Assessment, Risk Scoring, and Mitigation and Response Readiness [13-17]. These dimensions
are further broken down into twenty-eight sub-characteristics that address critical aspects
of cybersecurity evaluation, from device criticality and software vulnerabilities to privacy
compliance and incident response capability. The hierarchical structure shown in Table 3 pro-
vides a complete framework for the integrated method of NF AHP-SAM [2,4,6,10,12-16,18-20].
The integration of these dimensions and sub-characteristics into the assessment process by
the framework allows for a more accurate and reliable assessment of cybersecurity risks in
uncertain and indeterminate conditions, which helps informed decision-making and proactive
cybersecurity management in loMT-enabled healthcare systems.

The identified dimensions collectively provide a holistic representation of the cyberse-
curity risks in IoMT ecosystems. They address technical vulnerabilities, threat exposure
features, network security needs, data protection issues and organizational readiness
mechanisms. The incorporation of these dimensions into an integrated method of NF
AHP-SAM allows a systematic assessment of cybersecurity risks in conditions of uncertain,
ambiguous and incomplete information. Furthermore, the hierarchical architecture permits
expert-based assessments and assists in prioritizing cybersecurity mitigation techniques to
improve the resilience and trustworthiness of loMT-enabled healthcare systems.

Table 3. Definitions of dimensions and sub-characteristics.

Dimension Code Sub-Characteristic Definition
Cl1 Device Function The pr1mary‘hee'11thca1.'e or oPeratlonal purpose performed by the IoMT device,
such as monitoring, diagnosis, or treatment.
Cl2 Connectivity Level The degree and type of network connectivity utilized by the device (e.g., Wi-Fi,
Bluetooth, cellular, cloud-connected).
Identification (C1) The siomif  the dovice  clinical workl 4
C13 Operational Importance e significance of the device in supporting clinical workflows an:
healthcare operations.
Cl4 Device Criticality The potential impact on patient sa.fety and healthcare delivery if the device
becomes unavailable or compromised.
1 Software Vulnerabilities Security weaknesses present in the device’s operating system, applications, or
embedded software.
22 Outdated Firmware Thg pre;ence of obsolete firmware versions lacking recent security patches
Vulnerability and updates.
Detection (C2) icient i i ificati i i
23 Weak Authentication Insuff1c1ept identity verification mechanisms that may permit
unauthorized access.
2.4 Insecure Configurations Improper security settings or default configurations that increase exposure to

cyber threats.
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Table 3. Cont.

Dimension Code Sub-Characteristic Definition
cal Cyberattack Trends Analysis qf emerging cyber threats and attack patterns targeting healthcare and
IoMT environments.
Threat Modeling C3.2 Exploitation Techniques Methods and tactics used by attackers to exploit vulnerabilities in [oMT devices.
(©3) C33 Device Accessibility The ease with which attackers can physically or remotely access the device.
C34 Threat Exposure Level The llkellhgod of the device being targeted based on its visibility, accessibility,
and attractiveness to attackers.
ca1 Network Segmentation The extent to Wl:llCh the device is isolated from other systems to limit
attack propagation.
C4n Communication Encryption Thg use of cryptographic protocols to protect data transmitted between devices
Network Security and systems.
Assessment (C4) i ici i
C43 Access Control Mechanisms zect.mty policies and controls governing user and system access to
evice resources.
Cas Traffic Monitoring Con‘tl‘nuous o'bs.e'rvatlon and analysis of network traffic to detect anomalies and
malicious activities.
5.1 Data Confidentiality The Capablhty to prevent unauthorized disclosure of sensitive patient and
operational data.
. The assurance that data remains accurate, complete, and unaltered throughout
Data Protection 52 Data Integrity its lifecycle.
Assessment (C5)
C5.3 Data Availability The ability of authorized users and systems to access data whenever required.
C5.4 Privacy Compliance A(#herence t(.) healthcare data protection regulations, standards, and
privacy requirements.
Ce.1 Low Risk A risk level indicating minimal likelihood and impact of cybersecurity incidents.
Cé.2 Medium Risk A .n.lodgrate level of cybersecurity risk requiring monitoring and
mitigation efforts.
Risk Scoring (C6) C63 Hieh Risk A significant cybersecurity risk with substantial potential operational or patient
’ & safety consequences.
Co.4 Critical Risk An extremely severe risk d.emandmg immediate intervention due to its potential
impact on healthcare services.
71 Patch Management The process of re‘g'u.larly applying security updates and fixes to address
known vulnerabilities.
o 72 Incident Response The organization’s preparedness to detect, contain, investigate, and recover
Mitigation and ’ Capability from cybersecurity incidents.
Response - :
Readiness (C7) 73 Backup and _ Procedures and technologies used to restore systems and data after failures
Recovery Mechanisms or cyberattacks.
C74 Security Awareness Programs designed to educate healthcare personnel about cybersecurity threats,
' and Training policies, and best practices.

2.3. Methodology

In order to assess cybersecurity risks in IoMT environments, it is required to develop
an effective methodological framework which can manage uncertainty, ambiguity, inconsis-
tency and incomplete cybersecurity information. The evaluation of cybersecurity of loMT
ecosystems includes several interrelated aspects: device vulnerabilities, threat exposure, net-
work security, data protection, and incident response capabilities [14,17,20-23]. The decision
process is inherently complex and frequently relies on subjective expert judgment, linguistic
evaluation and incomplete threat intelligence. Thus, there is a need for a strong computational
framework to systematically assess and rank cybersecurity risks, given the uncertain nature
of real-world healthcare environments.

Traditional MCDM methods such as AHP and ANP have been widely used for cyber-
security evaluation and risk prioritization [21-23]. These methods are useful to decompose
complex problems into hierarchical structures that have criteria and sub-criteria, which help
to conduct systematic evaluations and decisions. However, classical AHP assumes that the
expert judgments are precise, complete and logically consistent, which is hardly true in the
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context of cybersecurity risk assessment [24-26]. Experts working in IoMT environments
often face uncertain threat intelligence, changing attack vectors, partial vulnerability infor-
mation and inconsistent security evidence, resulting in vague and ambiguous judgments
that cannot be suitably expressed by conventional crisp or fuzzy methods alone [27-29].

To overcome the above limitations, this study proposes an integrated NF AHP-SAM
by combining the advantages of the neutrosophic theory and fuzzy decision-making mech-
anisms. In contrast to traditional fuzzy approaches that only model uncertainty and
vagueness, neutrosophic theory considers the truth, indeterminacy, and falsity-membership
degrees at the same time, thus providing a more comprehensive representation of ambigu-
ous and inconsistent cybersecurity information [29,30]. The proposed framework integrates
expert opinions and assesses cybersecurity risks using an NF AHP-SAM across seven
major dimensions and twenty-eight sub-characteristics of IoMT security. The proposed
approach uses a combination of neutrosophic and fuzzy reasoning methodology to provide
a systematic, reliable and uncertainty-aware mechanism for risk evaluation, prioritization
and decision support, thereby enhancing the robustness and practical applicability of
cybersecurity assessments in modern loMT-enabled healthcare systems.

The fuzzy logic theory [11] is better able to express the human understanding of
crisp numbers. Therefore, it has received much attention in MCDM. Since its inception,
the literature has generated a variety of approaches and ideas dealing with imprecision
and uncertainty [19-21]. The Fuzzy Set theory has been rapidly generalized in the last
three decades. One of the generalized forms of Fuzzy Sets is the Intuitionistic Fuzzy
Sets [12] in which each element is given degrees of membership, non-membership and
hesitancy. Therefore, it offers a better way to handle the vagueness and uncertainty of
practical situations. However, Fuzzy Sets, although presented and generalized, cannot
solve the uncertain and inconsistent information of real-life problems. For instance, one
of the statements may require a professional to decide. He or she might say 0.5 is the
“possibility that the statement is true”, 0.6 is the “possibility that the statement is false”
and 0.2 is the “possibility that he or she is on the fence”. This example is out of the
scope of FSs and IFSs, so some new concepts are needed. To overcome such situations,
Smarandache [30] proposed the concept of NSs, which is an abstraction of the FSs and IFSs.
The most remarkable characteristic of NS is that it is modeled by the truth-membership,
indeterminacy-membership and falsity-membership functions, which belong to [0—,1+]. It
can describe uncertainty, imprecision, incompleteness and inconsistency.

To overcome such shortcomings, some authors proposed Fuzzy AHP, which applies
Fuzzy Set theory to quantify human uncertainty by means of membership functions [27,28].
This method is more flexible but still suffers from the dualistic interpretation of the truth
and falsity of the Fuzzy Set and does not offer a formal way to deal with the indeterminacy,
the gray area between truth and falsehood where real-world expert opinions usually reside.
This shortcoming is of utmost importance for the assessment of regulatory integration,
ethical compliance and cybersecurity resilience, i.e., fields characterized by ambiguous,
incomplete or contradictory expert knowledge.

The NF-AHP offers a solution to these problems by adding a third dimension, indeter-
minacy, to the decision continuum [29,30]. Unlike fuzzy logic, which takes into account only
the degree of truth, neutrosophic logic can simultaneously and independently represent the
truth (T), indeterminacy (I) and falsity (F) values for each decision element. This feature is
very important in a multi-dimensional analysis of the cybersecurity risk factors evaluation
where, for example, the expert panel can bring legal, technical and operational perspectives.
Moreover, the NF-AHP, grounded in this triple logic, can model human reasoning by means
of vagueness, inconsistency and hesitation, thus reflecting expert uncertainty in a more
realistic way.
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Moreover, compared to other fuzzy-based approaches such as Fuzzy Weighted Method
(FWM), Fuzzy TOPSIS, or Fuzzy DEMATEL, the NE-AHP model demonstrates several
methodological advantages [22-26]:

e NF-AHP allows a decomposition of complex strategic frameworks into manageable
hierarchical levels, from goals to sub-characteristics.

o Itretains the AHP’s logical consistency check (using CI and CR) to ensure the reliability
of expert judgments.

e Unlike FWSM or Fuzzy AHP, NF-AHP explicitly incorporates the “unknown”
or “indeterminate” portion of expert opinion, thus reducing bias and improving
decision robustness.

e  NF-AHP enables both qualitative-to-quantitative transformation and deneutrosophi-
cation, translating linguistic assessments into measurable, comparable results.

e  Through its ability to handle contradictory expert inputs, NF-AHP minimizes sensitiv-
ity to extreme judgments and stabilizes final ranking outcomes.

A symmetrical hybrid neutrosophic fuzzy-based framework is a robust and efficient
analytical tool to assess complex cybersecurity parameters under uncertain circumstances
for the purpose of cybersecurity risk assessment in IoMT environments. The developed
framework offers a holistic evaluation of various aspects of cybersecurity such as device
identification, Vulnerability Detection, Threat Modeling, network security, data security,
severity of risk, and mitigation preparedness. Moreover, it successfully integrates the
diverse perspectives of cybersecurity experts, healthcare workers, network administrators,
and IoMT experts, thereby providing a comprehensive and realistic assessment process.

The combination of neutrosophic set theory and fuzzy decision-making techniques
significantly enhances the capacity of the assessment framework to handle uncertainty,
ambiguity, inconsistency, and incomplete cybersecurity information. The proposed NF
AHP-SAM captures the truth, indeterminacy and falsity-membership values of expert
opinions, unlike traditional risk assessment methods that assume precise and consistent
judgments. This capability is particularly critical in IoMT cybersecurity settings where
threat intelligence is often fragmentary, attack patterns are continually changing, and
experts may have divergent levels of confidence in the severity and probability of cy-
ber threats. The framework thus offers more reliable, realistic and robust cybersecurity
risk assessments.

The integrated method of NF AHP-SAM is a sophisticated symmetrical methodical
approach for evaluation of cybersecurity risks in [oMT devices and healthcare eco-systems.
The proposed framework combines the flexibility of fuzzy reasoning and the enhanced
uncertainty modeling capacity of neutrosophic theory, and hence it offers both conceptual
comprehensiveness and computational rigor. The resulting risk prioritization outcomes
allow healthcare organizations, security analysts, and policy-makers to identify critical
vulnerabilities, allocate cybersecurity resources effectively, and implement proactive miti-
gation strategies to enhance the resilience, reliability, and trustworthiness of loMT-enabled
healthcare systems.

2.3.1. Relevant Definitions

In this study, a hybrid neutrosophic fuzzy-based framework is used to evaluate and
rank cybersecurity risks in [oMT environments. Neutrosophic theory offers a powerful
instrument for dealing with uncertainty, ambiguity, indeterminacy and incomplete infor-
mation, which are always present in cybersecurity evaluations and expert assessments.
The suggested framework integrates neutrosophic reasoning and fuzzy decision-making
for a more reliable and realistic assessment of cybersecurity risk factors that contribute to
effective prioritization and informed decision-making in loMT-enabled healthcare systems.
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A single-valued neutrosophic fuzzy number (SVNEN) is represented as T = ((I,m,u)T,,
I, F;), where I, m, and u denote the lower, modal, and upper values of the triangular fuzzy
number, respectively, while T,, I;, and F; denote the degrees of truth, indeterminacy, and
falsity, respectively, and are real numbers within the interval [0,1]. The basic operations
among two single-valued neutrosophic fuzzy numbers T1 = (Ts1, Ls1, Fa1) and Tp = (Tap, Lio,
F;2) are expressed as follows:

Addition of neutrosophic fuzzy numbers is given by

Tl + TZ - (Tal + TaZ - Tal TuZ/ Ial IaZ/ FulFa2) (1)
Multiplication is defined as
Tix Ty = (T 1 T2, In + Lo — Ini oo, Fn + Fap — Fa1Fa2) ()

Division is represented by

r = ®)

E _ <Ta2 Ia2_1a1 PaZ_Fal)
Tall 1-1Ixn ’ 1-Fy

For a scalar A > 0, the division and multiplication with a neutrosophic number T; are

defined
efined as T

A = (1 - (1 - Tal)l/A/ Iall/Ar Fall/A> (4)

AxTy = (1-(1-Ta)" 11 E) (5)

To convert neutrosophic values into a crisp score, the deneutrosophication process
uses a score function S(T) defined as
(3 + Ta1 — 2 — Fal)

S(Ty) = ; ©)

This score function translates fuzzy judgments into deterministic numerical values,
facilitating pairwise comparison and weight derivation.

2.3.2. NF-AHP Approach

One of the most popular MCDM methods for breaking down complex decision prob-
lems into hierarchical structures of criteria and sub-criteria is the AHP method proposed
by Saaty [23-25]. However, the traditional AHP assumes that the experts’ judgments
are accurate and consistent. This is not always the case in cybersecurity risk assessment
contexts due to uncertainty, ambiguity, incomplete information, and dynamic threat en-
vironments. To overcome the above limitations, the present study proposes a hybrid
neutrosophic fuzzy-based framework that integrates neutrosophic logic with hierarchical
decision-making principles, which allows the representation of expert evaluations through
truth, indeterminacy and falsity-membership values.

The relative importance of seven major cybersecurity dimensions and their
twenty-eight associated sub-characteristics for assessing cybersecurity risks in IoMT envi-
ronments is presented in Table 3, and it is evaluated using the proposed framework. Expert
opinions were gathered from cybersecurity professionals, healthcare technology specialists,
network security practitioners, and experts in the loMT domain. The framework system-
atically aggregates expert judgements using the NF AHP-SAM to derive the importance
ratings and prioritizes cybersecurity risk factors (Figure 1).

Step 1: Hierarchy Design: The first step is to define the overall objective, and the
problem is then structured into a hierarchical framework of three levels (Table 3) [26-28].

https://doi.org/10.3390/sym18081259


https://doi.org/10.3390/sym18081259

Symmetry 2026, 18, 1259

13 of 32

The highest level is the objective of the assessment. Level 1 consists of seven cybersecurity
dimensions, namely Identification (C1), Vulnerability Detection (C2), Threat Modeling (C3),
Network Security Assessment (C4), Data Protection Assessment (C5), Risk Scoring (C6),
and Mitigation and Response Readiness (C7). Twenty-eight sub-characteristics are included
in Level 2 for these dimensions. This hierarchical decomposition allows for a thorough and
systematic evaluation of cybersecurity risks by explicitly modeling the contribution of each
criterion and sub-criterion to the overall security assessment of IoMT environments.

Hierarchical Structuring

4

Pairwise Comparison and Construction
of the Comparison Matrix

4

Computation of Eigenvector and Priority
Weights

4

Estimation of Maximum Eigenvalue

N\

Consistency Validation

4

Aggregation of Neutrosophic Fuzzy
Judgments

4

Determination of Neutrosophic
Fuzzy Relative Weights

4

Normalization of Weights

4

Rating Evaluation

A 4

Final Integration and PDPL-2023
Impact Index

Figure 1. Workflow of the methodology.

Step 2: Pairwise Comparison and the Formation of the Comparison Matrix: Expert
judgments are gathered using a 1-9 neutrosophic fuzzy scale (see Table 4) [24]. Where
(I, m, u) denotes the triangular fuzzy number (lower, middle, and upper values), T represents
the truth-membership degree, I indicates the indeterminacy-membership degree, and F
denotes the falsity-membership degree. Each comparison between criteria i and j yields a
neutrosophic fuzzy number 4;;, forming a pairwise comparison matrix A = {aij }.

Table 4. Neutrosophic Fuzzy Set scale.

Saaty Scale Linguistic Term Neutrosophic TEN (((I,m,u); T, I, F))
1 Equally Significant ((1,1,1); 0.50, 0.50, 0.50)
3 Slightly Significant ((2,3,4); 0.30, 0.75, 0.70)
5 Strongly Significant ((4,5,6); 0.80, 0.15, 0.20)
7 Very Strongly Significant ((6,7,8);0.90, 0.10, 0.10)
9 Absolutely Significant ((9,9,0); 1.00, 0.00, 0.00)
2 ((1,2,3); 0.40, 0.60, 0.65)
4 ((3/4,5); 0.35, 0.60, 0.40)
p Periodic values between two close scales (5,6,7): 070,025, 030)
8 ((7,8,9); 0.85, 0.10, 0.15)
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The fundamental condition holds:
Cl,']' =1 / ajj (7)

Step 3: Computation of Eigenvector and Priority Weights: The principal right eigen-
vector W of the pairwise comparison matrix A is derived as

el = (1,1,...,1) (8)
Ak e
W = lim ———
KseoeT Ak o ©)

This eigenvector represents the relative weights (priorities) of criteria under evaluation.
Step 4: Estimation of Maximum Eigenvalue: To ensure consistency of expert judg-
ments, the maximum eigenvalue 7;,4x of the matrix is calculated as

AW = Yimax, Ymax > N (10)
Y.ajw;—n

= —— 11

Ymax W (11)

where n denotes the matrix dimension, and w; is the normalized weight of criterion j.
Step 5: Consistency Validation: The Consistency Index (CI) and Consistency Ratio
(CR) are used to verify logical consistency:

CI = % (12)
i
CR = % (13)

If CR < 0.10, the matrix is deemed consistent. RI values depend on matrix size (refer
to Table 5). According to Saaty’s AHP consistency criteria [24], a comparison matrix is
considered acceptably consistent when the CR is less than 0.10. This threshold indicates
that the degree of inconsistency in the pairwise judgments is sufficiently low, ensuring the
reliability of the derived priority weights for decision-making.

Table 5. Random Index Scale.

Dimension RI

0.5799
0.8921
1.1159
1.2358
1.3322
1.3952
1.4537
1.4882

S0 ®NoU R WN

Step 6: Aggregation of Neutrosophic Fuzzy Judgments: Individual expert opinions
are aggregated using the neutrosophic Fuzzy Weighted arithmetic mean:

Tgroup = 1/mz;(n: 1 Tk (14)

where Tk is the neutrosophic fuzzy judgment of the k" expert and m is the number of experts.
This step captures diverse perspectives while preserving uncertainty and indeterminacy.
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Step 7: Determination of Neutrosophic Fuzzy Relative Weights: The aggregated
pairwise matrices are processed through the eigenvector method under neutrosophic
operations (Equations (1)—(5)). The resulting fuzzy weights for each criterion represent the
integrated significance of dimensions.

Step 8: Normalization of Weights: All neutrosophic fuzzy weights are normalized to
ensure that the total sum equals one:

Wnorm,i = Wi/)_ Wi (15)

These normalized weights express the proportionate influence of each phase or sub-
characteristic within the framework.

Step 9: Determination of Neutrosophic Fuzzy Rating: The SAM is used to aggregate
multiple expert ratings expressed in neutrosophic triangular fuzzy form [28].

Let K experts evaluate alternative A; under criterion C; using a single-valued neutro-
sophic triangular fuzzy number (SVNTEN). The rating given by the Kth expert is expressed
as Equation (16) with the help of Table 6 [29].

~k) oy (k) () k) () oK)
wio= (0 m ) B (16)

where A; denotes the ith alternative and C; denotes the jth evaluation criterion.

Table 6. Linguistic rating scale and corresponding single-valued neutrosophic triangular fuzzy numbers.

Saaty Scale Linguistic Rating Limu T I F
1 Very Poor (VP) (1,1,2) 0.30 0.60 0.70
2 Poor-Very Poor (1,2,3) 0.40 0.50 0.60
3 Poor (P) 2,3,4) 0.50 0.45 0.50
4 Slightly Poor 3,4,5) 0.60 0.40 0.40
5 Fair (F) 4,5,6) 0.70 0.35 0.30
6 Fair-Good 5,6,7) 0.80 0.30 0.25
7 Good (G) 6,7,8) 0.85 0.25 0.20
8 Very Good (7,8,9) 0.90 0.20 0.15
9 Excellent (E) 8,9,9 0.95 0.15 0.10

If K experts provide evaluations, the aggregated rating using the SAM [28] operator is
calculated as

~ 1k ~(R)
Xij = 2) k-1 %ij (17)
The aggregated rating is computed component-wise as
) gk ) Iyk 0. Iyk k) Iyk ) Tyk ok
1l fka:lmzj fka:l”ij )’KZk_lTij ’EZk:lIz‘j /kaleij (18)

Step 10: Final Integration and Cybersecurity Risks Index: The final step involves
synthesizing normalized and deneutrosophicated weights to compute the Cybersecurity
Risk Index (CRI) [25-28]:

CRI = Y ! (Wnorm,ix Si) (19)

This index quantitatively expresses the degree of cybersecurity risks alignment and

effectiveness, allowing comparison across entities or operational domains.

3. Numerical Analysis and Results

This paper used a symmetrical integrated approach of NF AHP-SAM for prioritizing
and assessing cybersecurity risks in IoMT environments. The framework combines neutro-
sophic theory and fuzzy decision-making to tackle the uncertainty, ambiguity, inconsistency,
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and incomplete information that typically appear in cybersecurity assessments. The pro-
posed methodology differs from traditional risk assessment approaches by simultaneously
considering the truth, indeterminacy, and falsity of expert judgments, which results in a
more realistic representation of cybersecurity risk perceptions within healthcare ecosystems.

The computational analysis began with the collection of the expert assessments in
the form of SVNFNs. Each assessment was expressed by truth, indeterminacy and falsity-
membership values, allowing experts to express different levels of confidence in their
judgments. Then, the neutrosophic aggregation and the arithmetic operations were used to
aggregate the individual opinions and construct pairwise comparison matrices for the seven
cybersecurity dimensions and twenty-eight sub-characteristics, as identified in Table 4.
This process converted qualitative cybersecurity assessments into structured quantitative
data that can be analyzed computationally.

A multidisciplinary panel of 137 experts conducted an evaluation process. The panel
featured cybersecurity professionals, healthcare technology specialists, network security
analysts, digital forensics experts, and IoMT practitioners with 10-15 years of experience in
healthcare cybersecurity and critical infrastructure protection, representing both academia
and industry. Experts were selected according to a set of predefined eligibility criteria, such
as professional experience, cybersecurity expertise, involvement in healthcare technology
projects, and knowledge of IoMT security challenges, using a purposive sampling method.
To protect confidentiality and adhere to ethical standards, all personal identifiers have been
removed, and only generalized demographic and professional information is reported. To
enhance transparency, reproducibility, and methodological clarity, Appendix A presents a
representative sample of the questionnaire used for expert elicitation, while the complete
dataset supporting the analysis has been provided as a Supplementary File accompanying
this manuscript.

The experts employed pairwise comparisons to assess the relative importance of the
seven cybersecurity dimensions and their associated sub-characteristics. The linguistic
expressions “equally important”, “moderately important”, “strongly important” and “ex-
tremely important” were converted into the corresponding neutrosophic fuzzy numbers
according to the predefined linguistic scale. The pairwise comparison relationships were
maintained reciprocally to preserve the logical consistency of the evaluation process.

Then, priority weights and importance scores were computed through a hybrid neu-
trosophic fuzzy-based framework. The reliability of expert judgments was verified through
consistency analysis. For all the matrices of comparison, the CI and CR have been calcu-
lated. The values obtained for CR stayed under the acceptable threshold of 0.10, which is
proof of consistency and reliability of the expert evaluations.

After the consistency check, the respective neutrosophic ratings were aggregated
using NF AHP-SAM. The aggregation process preserves the intrinsic uncertainty and
indeterminacy of expert opinions, but also yields collective evaluations for each of the
cybersecurity dimensions and sub-characteristics. The aggregated neutrosophic values
were then normalized and turned into crisp scores through a deneutrosophication process,
which allowed for the quantitative ranking and prioritization of the cybersecurity risks.

The final cybersecurity risk scores were calculated by combining the normalized
weights and the aggregated ratings for all the dimensions and sub-characteristics. The gen-
erated CRI is a metric to measure the overall cybersecurity posture of [oMT environments.
The higher the CRI value, the higher the exposure to cyber risks and the more severe the
risk; the lower the CRI value, the stronger the security controls and the better the resilience
to cyber threats.

The final cybersecurity risk scores were obtained by combining the normalized cri-
terion weights with the aggregated neutrosophic ratings of all dimensions and their cor-
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responding sub-characteristics. The resulting CRI provides a quantitative measure of the
overall cybersecurity posture of IoMT environments. In the proposed framework, a higher
CRI indicates greater exposure to cybersecurity threats and a higher overall risk level,
whereas a lower CRI reflects stronger security controls, enhanced resilience, and improved
preparedness against cyber threats. The proposed framework produced a CRI value of
0.8504, indicating a relatively high cybersecurity risk level and emphasizing the need for
prioritized mitigation strategies to strengthen the security posture of IoMT systems.

At the dimension level, Data Protection Assessment (C5) achieved the highest nor-
malized weight, followed by Identification (C1), Network Security Assessment (C4), Vul-
nerability Detection (C2), Risk Scoring (C6), Threat Modeling (C3), and Mitigation and
Response Readiness (C7). These results indicate that protecting sensitive healthcare data,
accurately identifying critical medical devices, and securing communication networks
are the most influential factors affecting the cybersecurity posture of [oMT environments.
Although Mitigation and Response Readiness (C7) received the lowest normalized weight,
it remains an essential component of the overall cybersecurity strategy, highlighting oppor-
tunities to further strengthen organizational preparedness, incident response capabilities,
and cybersecurity awareness.

At the sub-characteristic level, Data Confidentiality (C5.1) obtained the highest global
weight, followed by Device Function (C1.1), Data Integrity (C5.2), Network Segmentation
(C4.1), and Data Availability (C5.3). These findings emphasize that protecting sensitive
healthcare information while ensuring its confidentiality, integrity, and availability con-
stitutes the primary cybersecurity priority in IoMT environments. Furthermore, the high
rankings of Device Function and Network Segmentation demonstrate the importance of
correctly identifying critical medical devices and implementing secure network architec-
tures to reduce the attack surface and improve cyber resilience. Collectively, the obtained
rankings provide a systematic basis for prioritizing cybersecurity investments and miti-
gation strategies, enabling healthcare organizations to allocate resources more effectively
toward the most critical security requirements.

The combined NF AHP-SAM approach effectively generated a detailed prioritization
of cybersecurity risks in IoMT settings. To handle the uncertainty and indeterminacy of
expert judgements efficiently, neutrosophic reasoning was incorporated. The NF AHP-SAM
aggregation mechanism provided reliable and consistent evaluation results. The resulting
rankings help healthcare organizations, cybersecurity practitioners, and policymakers
to identify critical vulnerabilities, allocate security resources efficiently, and implement
proactive risk mitigation strategies.

The SAM is adopted in this study to aggregate the neutrosophic fuzzy evaluations
obtained from multiple domain experts. The selection of SAM is motivated by both theo-
retical considerations and the characteristics of the loMT cybersecurity evaluation scenario.
Specifically, all participating experts were selected using predefined eligibility criteria and
possessed comparable expertise in cybersecurity risk assessment, healthcare systems, and
IoMT security. Since no objective evidence, historical performance records, or quantitative
measures were available to distinguish the reliability of one expert from another, assigning
unequal expert weights would have introduced unnecessary subjectivity into the aggregation
process. Therefore, treating all expert opinions equally through SAM provides an objective,
transparent, and unbiased mechanism for obtaining the collective assessment.

Furthermore, the proposed framework explicitly models uncertainty, indeterminacy,
and inconsistency using NFS. Consequently, the primary role of the aggregation operator
is not to model uncertainty itself, but rather to combine individual neutrosophic expert
evaluations into a unified decision while preserving transparency, interpretability, and
computational efficiency.
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Compared with more sophisticated aggregation operators, such as the weighted
average, Ordered Weighted Averaging (OWA), and geometric mean, SAM does not require
additional parameter estimation, optimization, or expert-weight assignment. This makes it
particularly suitable for decision-making scenarios in which all experts are intentionally
selected to have comparable qualifications and experience. Moreover, the simplicity of
SAM enhances the reproducibility and practical applicability of the proposed framework
for cybersecurity risk assessment in [oMT environments.

Previous research has demonstrated the effectiveness of integrating Fuzzy AHP with
SAM for decision-making applications [28]. Building upon this foundation, the present
study extends the methodology by integrating NFSs with AHP and SAM, enabling the
simultaneous representation of truth, indeterminacy, and falsity in expert judgments while
maintaining a simple, transparent, and computationally efficient aggregation process.
To the best of the author’s knowledge, this hybrid NFS-AHP-SAM framework has not
previously been applied to cybersecurity risk assessment in [oMT environments.

Future research will investigate alternative aggregation operators, including the
weighted average, OWA, geometric mean, and other advanced neutrosophic aggrega-
tion techniques, to compare their performance with the proposed SAM-based framework
and evaluate their impact on cybersecurity risk assessment outcomes.

The computation process began with the collection of the 137 expert judgments to
construct the collective neutrosophic comparison matrix (Table 7). Then, the priority
weights and normalized scores of the seven cybersecurity dimensions were calculated
(Table 8). Table 9 and Figure 2 show the deneutrosophicated crisp values, cybersecurity
risk ratings and final rankings of the dimensions and sub-characteristics, respectively.

Table 7. Aggregated neutrosophic fuzzy comparison matrix at Level 1.

Dimension C1 C2 C3 (@) C5 C6 C7
C1 (1.00, 1.00, 1.00) (0.62,0.18,0.20) (0.68,0.16,0.22) (0.75,0.14,0.18) (0.60,0.20, 0.25) (0.80,0.10,0.15) (0.72,0.15,0.20)
C2 (0.38,0.82,0.80) (1.00, 1.00, 1.00) (0.70,0.18,0.22) (0.66,0.20,0.24) (0.58,0.22,0.26) (0.62,0.18,0.22) (0.75,0.14,0.18)
C3 (0.32,0.84,0.78) (0.30,0.82,0.78) (1.00, 1.00, 1.00) (0.64,0.20,0.25) (0.55,0.25,0.28) (0.68,0.16,0.22) (0.72,0.15,0.20)
C4 (0.25,0.86,0.82) (0.34,0.80,0.76) (0.36,0.78,0.74) (1.00, 1.00, 1.00) (0.65,0.20,0.24) (0.70,0.18, 0.22) (0.75,0.14,0.18)
C5 (0.40,0.80, 0.75) (0.42,0.78,0.72) (0.45,0.74, 0.68) (0.35,0.82,0.78) (1.00, 1.00, 1.00) (0.80,0.10,0.15) (0.85,0.08,0.12)
Cé6 (0.20,0.90, 0.85) (0.38,0.82,0.78) (0.32,0.84,0.78) (0.30, 0.86, 0.80) (0.20,0.90, 0.85) (1.00, 1.00, 1.00) (0.68,0.16,0.22)
c7 (0.28,0.84,0.78) (0.25,0.86,0.82) (0.28,0.84,0.78) (0.25,0.86,0.82) (0.15,0.92,0.88) (0.32,0.84,0.78) (1.00, 1.00, 1.00)

Table 8. Normalized neutrosophic weights at Level 1.

Dimension Neutrosophic Weight  Normalized Weight Ranking
Identification (C1) (0.84,0.11, 0.12) 0.164 2
Vulnerability Detection (C2) (0.80, 0.13, 0.15) 0.155 4
Threat Modeling (C3) (0.76,0.14, 0.17) 0.149 6
Network Security Assessment (C4) (0.82,0.12,0.14) 0.160 3
Data Protection Assessment (C5) (0.88, 0.09, 0.10) 0.172 1
Risk Scoring (C6) (0.78,0.14, 0.16) 0.152 5
Mitigation and Response Readiness (C7) (0.74, 0.15, 0.18) 0.147 7

Table 9. Rating scores at Level 1.

Dimension Symbol L M U Score Rating
Identification (C1) C1 0.82 0.84 0.86 0.84 2
Vulnerability Detection (C2) Cc2 0.78 0.80 0.82 0.80 4
Threat Modeling (C3) C3 0.74 0.76 0.78 0.76 6
Network Security Assessment (C4) C4 0.80 0.82 0.84 0.82 3
Data Protection Assessment (C5) C5 0.86 0.88 0.90 0.88 1
Risk Scoring (C6) C6 0.76 0.78 0.80 0.78 5
Mitigation and Response Readiness (C7) Cc7 0.72 0.74 0.76 0.74 7
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Figure 2. Graphical representation of initial level ranking.

Results showed that Data Protection Assessment (C5) is the most important cyberse-
curity dimension, ranked first, highlighting the importance of software vulnerabilities, old
firmware, weak authentication mechanisms, and insecure configurations in the overall secu-
rity posture of IoMT environments. Next up were Identification (C1) and Network Security
Assessment (C4). It is important to note that cyber threats are constantly changing, the way
they are exploited, how exposed the devices are, how secure communication is, and the
access control mechanisms. Results show that technical vulnerabilities and threat exposure
continue to be the main drivers of cybersecurity risks in healthcare [oMT ecosystems.

In contrast, Threat Modeling (C3) and Mitigation and Response Readiness (C7) were
ranked relatively low. While these dimensions are still important for protecting confiden-
tiality, integrity, availability, regulatory compliance and response readiness, the findings
suggest that organizations are more inclined to detect and prevent cyber threats than to
recover from incidents and build long-term resilience strategies. However, the relatively
lower rankings should not be interpreted as lower importance but as indicators of ar-
eas that need further investment and continuous improvement to enhance the overall
cybersecurity maturity.

Figure 3 shows the graphical representation of the importance ratings obtained for
seven cybersecurity dimensions. The analysis was also conducted at the sub-characteristic
level (C1.1-C7.4) to gain an understanding of the role of each cybersecurity factor in
contributing to the overall CRI. An integrated method of NF AHP-SAM was used for
systematic analysis of expert evaluations to determine local and global importance weights
for all twenty-eight sub-characteristics. The aggregated neutrosophic fuzzy values were
normalized and deneutrosophicated to obtain crisp scores, which enabled accurate prior-
itization of cybersecurity risk factors. Tables 10 and 11 and Figure 4 show the resulting
rankings, giving a comprehensive multidimensional evaluation of IoMT cybersecurity
risks and identifying the most dominant factors influencing the security, resilience and
trustworthiness of IoMT-empowered healthcare systems.
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Figure 3. Graphical representation of initial level rating score.
Table 10. Normalized local and global weights at the final level characteristics.
Dimension Symbol Sub-Characteristic Nel‘l/:,re(z;(;‘l:hlc Normva\};izgeﬂtLocal Global Weight Global Ranking
Cl.1 Device Function (0.86,0.10,0.12) 0.286 0.0469 2
Identification (C1) Cl.2 Connectivity Level (0.82,0.12,0.14) 0.252 0.0413 6
C13 Operational Importance (0.78,0.14, 0.16) 0.236 0.0387 11
Cl4 Device Criticality (0.80,0.13,0.15) 0.226 0.0371 20
Cc2.1 Software Vulnerabilities (0.84,0.11,0.13) 0.264 0.0409 7
Vulnerability C22 Outdated Firmware (0.80,0.12,0.15) 0.247 0.0383 14
Detection (C2) Cc23 Weak Authentication (0.78,0.13,0.16) 0.243 0.0377 17
C24 Insecure Configurations (0.76,0.14,0.17) 0.246 0.0381 16
C3.1 Cyberattack Trends (0.80,0.13,0.15) 0.261 0.0386 13
Threat Modeling C3.2 Exploitation Techniques (0.76,0.14,0.17) 0.247 0.0366 26
(C3) C3.3 Device Accessibility (0.75,0.15,0.18) 0.244 0.0361 28
C34 Threat Exposure Level (0.74,0.15,0.18) 0.248 0.0367 25
C4.1 Network Segmentation (0.83,0.11,0.13) 0.270 0.0432 4
Network Security C4.2 Communication Encryption (0.80,0.13,0.15) 0.252 0.0403 8
Assessment (C4) C43 Access Control Mechanisms (0.78,0.14,0.16) 0.245 0.0392 9
C4.4 Traffic Monitoring (0.76,0.14,0.17) 0.233 0.0373 19
C5.1 Data Confidentiality (0.88,0.09,0.10) 0.276 0.0475 1
Data Protection C5.2 Data Integrity (0.86,0.10,0.12) 0.263 0.0452 3
Assessment (C5) C5.3 Data Availability (0.82,0.11,0.13) 0.246 0.0423 5
C54 Privacy Compliance (0.78,0.13,0.15) 0.215 0.0370 22
C6.1 Low Risk (0.80,0.13,0.15) 0.258 0.0392 10
Risk Scoring (C6) C6.2 Medium Risk (0.78,0.14,0.16) 0.251 0.0382 15
& C6.3 High Risk (0.77,0.15,0.17) 0.247 0.0375 18
C6.4 Critical Risk (0.75,0.15,0.18) 0.244 0.0371 21
Mitigation C7.1 Patch Management (0.78,0.14,0.16) 0.260 0.0387 12
n d%{ N c72 Incident Response Capability (0.76,0.14,0.17) 0.248 0.0370 23
la_{ d'espo( é‘;) C7.3 Backup and Recovery Mechanisms (0.74,0.15,0.18) 0.247 0.0368 24
cadiness C74 Security Awareness and Training (0.74,0.15,0.18) 0.245 0.0365 27
Table 11. Global rating scores at the final level characteristics.
Dimension Symbol Sub-Characteristic Local Score Parent Score Global Score Global Rating
Cl.1 Device Function 091 0.90 0.819 3
e C12 Connectivity Level 0.89 0.90 0.801 5
Identification (CT) C13 Operational Importance 0.87 0.90 0.783 10
Cl4 Device Criticality 0.88 0.90 0.792 8
Cc2.1 Software Vulnerabilities 0.90 0.88 0.792 9
Vulnerability C2.2 Outdated Firmware 0.88 0.88 0.774 12
Detection (C2) C2.3 Weak Authentication 0.87 0.88 0.766 14
C24 Insecure Configurations 0.86 0.88 0.757 17
C3.1 Cyberattack Trends 0.88 0.86 0.757 18
Threat Modeling 3.2 Exploitation Techniques 0.86 0.86 0.740 21
(C3) C3.3 Device Accessibility 0.85 0.86 0.731 24
C34 Threat Exposure Level 0.85 0.86 0.731 25
C41 Network Segmentation 0.90 0.89 0.801 6
Network Security C4.2 Communication Encryption 0.88 0.89 0.783 11
Assessment (C4) C43 Access Control Mechanisms 0.87 0.89 0.774 13
C44 Traffic Monitoring 0.86 0.89 0.765 16
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Table 11. Cont.
Dimension Symbol Sub-Characteristic Local Score Parent Score Global Score Global Rating
C5.1 Data Confidentiality 0.92 0.92 0.846 1
Data Protection C5.2 Data Integrity 091 0.92 0.837 2
Assessment (C5) C5.3 Data Availability 0.89 0.92 0.819 4
C5.4 Privacy Compliance 0.87 0.92 0.800 7
Co6.1 Low Risk 0.88 0.87 0.766 15
Risk Scoring (C6) C6.2 Medium Risk 0.87 0.87 0.757 19
& C6.3 High Risk 0.86 0.87 0.748 20
C6.4 Critical Risk 0.85 0.87 0.740 22
Mitigation and Cc7.1 Patch Management 0.87 0.85 0.740 23
R & C7.2 Incident Response Capability 0.86 0.85 0.731 26
Ress(?nse ) c73 Backup and Recovery Mechanisms 0.85 0.85 0.723 27
cadiness C74 Security Awareness and Training 0.85 0.85 0.723 28
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Figure 4. Graphical representation of global ranking at the final level characteristics.

Table 10 presents the normalized local weights and global weights of the
twenty-eight cybersecurity sub-characteristics obtained using a hybrid neutrosophic fuzzy-
based framework. Initially, the aggregated neutrosophic fuzzy evaluations expressed
through truth, indeterminacy, and falsity memberships are transformed into crisp values.
These values are subsequently normalized within each cybersecurity dimension to derive
the local weights, ensuring that the sum of weights within each dimension equals one. The
global weight of each sub-characteristic is then computed by multiplying its normalized
local weight by the corresponding weight of its parent cybersecurity dimension. The re-
sulting global weights provide a quantitative measure of the relative importance of each
cybersecurity factor within the overall IoMT cybersecurity assessment framework and
facilitate their prioritization.

Table 11 shows the global cybersecurity risk ratings for each sub-characteristic and
Figure 5 shows the graphical representation of the same. The overall score of a sub-
characteristic is obtained by multiplying the importance weight of the parent dimen-
sion to which the sub-characteristic belongs by the local performance rating of the sub-
characteristic. Therefore, the global score is the sum of the contribution of the single
sub-characteristic and the influence of the global cybersecurity dimension to which it be-
longs. These scores give a holistic view of the cybersecurity posture of IoMT environments
by identifying the factors that contribute most to the overall cybersecurity risk. The global
scores provide the rankings, which offer useful insights into the critical areas that need
better security controls, monitoring and mitigation efforts.
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Figure 5. Graphical representation of global ratings.

The seven cybersecurity dimensions (C1-C7) with four sub-characteristics each con-
tribute towards the final CRI through the normalized local and global weights generated
using a hybrid neutrosophic fuzzy-based framework. This structured assessment pro-
vides a holistic picture of the relative importance and impact of individual cybersecu-
rity factors across the IoMT ecosystem. The final CRI is calculated by multiplying the
global weights from Table 10 with the corresponding global ratings in Table 11. For ex-
ample, if the global weight and global rating of sub-characteristic C1.1 are represented by
0.0469 x 0.819 = 0.0384. Similarly, the overall CRI is obtained by summing such contribu-
tions across all sub-characteristics:

CRI = (0.0469 x 0.819) + (0.0413 x 0.801) + (0.0387 x 0.783) + (0.0371 x 0.792) + (0.0409 x 0.792) + (0.0383 x 0.774)
+(0.0377 x 0.766) + (0.0381 x 0.757) + (0.0386 x 0.757) + (0.0366 x 0.740) + (0.0361 x 0.731) + (0.0367 x 0.731)
+(0.0432 x 0.801) + (0.0403 x 0.783) + (0.0392 x 0.774) + (0.0373 x 0.765) + (0.0475 x 0.846) + (0.0452 x 0.837)
+(0.0423 x 0.819) + (0.0370 x 0.800) + (0.0392 x 0.766) + (0.0382 x 0.757) + (0.0375 x 0.748) + (0.0371 x 0.740)

+(0.0387 x 0.740) + (0.0370 x 0.731) + (0.0368 x 0.723) + (0.0365 x 0.723)

CRI = 0.0384 + 0.0331 + 0.0303 + 0.0294 + 0.0324 + 0.0296 + 0.0289 + 0.0288 + 0.0292 + 0.0271 + 0.0264
+0.0268 + 0.0346 + 0.0316 + 0.0303 + 0.0285 + 0.0402 + 0.0378 + 0.0346 + 0.0296 + 0.0300 + 0.0289 + 0.0281
+0.0275 + 0.0286 + 0.0270 + 0.0266 + 0.0264

CRI =0.8504

3.1. Comparative Analysis with Existing MCDM Approaches

To further demonstrate the effectiveness of the proposed framework, a comparative
analysis was conducted by evaluating the obtained CRI against several representative
MCDM approaches that have been widely adopted for cybersecurity and risk assessment
applications. The comparison includes classical AHP-SAM (C AHP-SAM), Fuzzy AHP-
SAM (F AHP-SAM), neutrosophic AHP-SAM (N AHP-SAM), and the Fuzzy Weighted
Method (FWM) [3-8,12-16,20-23,25,26,28] (Table 12). These methods represent progres-
sively advanced uncertainty-handling capabilities, ranging from deterministic weighting
to fuzzy and neutrosophic decision-making paradigms.
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Table 12. Comparative analysis of different MCDM methods.
MCDM Method CRI Relative Improvement (%)
NF AHP-SAM (Proposed) 0.8504 -

N AHP-SAM 0.8391 1.35
F AHP-SAM 0.8247 3.12

FWM 0.8118 4.75
C AHP-SAM 0.7963 6.79

As shown in Table 12, the proposed NF AHP-SAM framework achieved the highest
CRI (0.8504) among all the compared methods. The relative improvement analysis further
demonstrates the effectiveness of the proposed framework. Compared with N AHP-
SAM, the proposed method improves the CRI by 1.35%, indicating that the integration
of NFSs with structured AHP weighting and the SAM provides a more comprehensive
representation of expert judgments. Compared with F AHP-SAM, FWM, and C AHP-SAM,
the proposed framework achieves improvements of 3.12%, 4.75%, and 6.79%, respectively.
These improvements demonstrate that explicitly modeling truth, indeterminacy, and falsity
enables more reliable cybersecurity risk evaluation than conventional deterministic and
fuzzy decision-making approaches.

The superior performance of the proposed framework can be attributed to its ability to
simultaneously represent uncertainty, indeterminacy, and conflicting expert opinions while
preserving a transparent and computationally efficient aggregation process. Unlike the C
AHP-SAM approach, which assumes precise judgments, and conventional fuzzy methods
that primarily model uncertainty through membership functions, the proposed neutrosophic
framework captures the incomplete and inconsistent nature of cybersecurity knowledge that
frequently arises in IoMT environments. Consequently, the generated cybersecurity risk
priorities more accurately reflect the complexity of real-world healthcare systems.

It is important to note that several advanced MCDM methods reported in the litera-
ture, including Fuzzy AHP, Fuzzy AHP-TOPSIS, and Fuzzy ANP-TOPSIS, are primarily
designed to rank competing alternatives rather than to generate a unified CRI within a
hierarchical IoMT cybersecurity assessment framework. Therefore, direct numerical com-
parison with these methods is not methodologically equivalent because of differences in
decision objectives, aggregation mechanisms, and normalization procedures. Nevertheless,
these approaches have been comprehensively reviewed in the literature review to establish
the methodological background and identify existing research gaps.

From a methodological perspective, the proposed framework provides several incre-
mental contributions over existing neutrosophic fuzzy decision-making studies. It inte-
grates NFS, the AHP, and the SAM into a unified cybersecurity risk assessment framework
specifically designed for IoMT environments. Furthermore, it explicitly models uncertainty,
indeterminacy, and conflicting expert judgments while evaluating cybersecurity through
seven security dimensions and twenty-eight sub-characteristics. This integration enables
systematic cybersecurity risk prioritization while maintaining computational simplicity,
interpretability, and practical applicability for healthcare decision makers.

The comparative and relative improvement analyses demonstrate that the proposed
NF AHP-SAM framework provides a more comprehensive, reliable, and robust mechanism
for cybersecurity risk assessment in loMT environments than the baseline deterministic,
fuzzy, and neutrosophic MCDM approaches considered in this study.

3.2. Sensitivity Analysis

A sensitivity analysis was conducted to evaluate the robustness and stability of an
integrated method of NF AHP-SAM under variations in the importance weights of the
cybersecurity sub-characteristics. Each of the twenty-eight sub-characteristics was indepen-
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dently perturbed by +10% while keeping all other parameters unchanged [2,28]. The +10%
variation was adopted as a commonly used and practically meaningful perturbation range
in sensitivity analysis to evaluate the robustness and stability of the proposed decision-
making framework under moderate changes in criterion weights. This range is sufficiently
large to assess the influence of plausible variations in expert judgments while avoiding
unrealistic fluctuations that may not occur in practical decision-making scenarios. The
purpose of this analysis is to determine whether the ranking of cybersecurity risk factors
remains stable under reasonable changes in the input parameters. A total of twenty-nine
experimental scenarios (C0-C28) were examined. The baseline scenario (C0) represents the
original model without any modifications, whereas scenarios C1-C28 correspond to the
individual perturbations applied to sub-characteristics C1.1 through C7.4. The results of
the sensitivity analysis are presented in Table 13.

Table 13. Sensitivity analysis of CRI.

Final Dimension Exp. C-AHP F-AHP NF-AHP A from Baseline Stability (%)

No changes Co 0.8491 0.8495 0.8504 0.0000 100
£10% perturbations of C1.1 C1 0.8491 0.8495 0.8571 0.0000 100
+10% perturbations of C1.2 Cc2 0.8489 0.8493 0.8569 0.0002 99.98
+10% perturbations of C1.3 C3 0.8490 0.8494 0.8570 0.0001 99.99
+10% perturbations of C1.4 C4 0.8492 0.8496 0.8572 0.0001 99.99
£10% perturbations of C2.1 C5 0.8488 0.8492 0.8568 0.0003 99.97
+10% perturbations of C2.2 Co6 0.8491 0.8495 0.8570 0.0001 99.99
£10% perturbations of C2.3 c7 0.8493 0.8497 0.8573 0.0002 99.98
+10% perturbations of C2.4 C8 0.8489 0.8494 0.8569 0.0002 99.98
+10% perturbations of C3.1 c9 0.8490 0.8495 0.8571 0.0001 99.99
£10% perturbations of C3.2 C10 0.8487 0.8491 0.8567 0.0004 99.95
+10% perturbations of C3.3 C11 0.8492 0.8496 0.8572 0.0001 99.99
£10% perturbations of C3.4 C12 0.8491 0.8495 0.8570 0.0001 99.99
+10% perturbations of C4.1 C13 0.8489 0.8493 0.8569 0.0002 99.98
£10% perturbations of C4.2 Cl4 0.8492 0.8496 0.8572 0.0001 99.99
+10% perturbations of C4.3 C15 0.8490 0.8494 0.8570 0.0001 99.99
+10% perturbations of C4.4 Cl6 0.8493 0.8497 0.8573 0.0002 99.98
£10% perturbations of C5.1 C17 0.8488 0.8492 0.8568 0.0003 99.97
+10% perturbations of C5.2 C18 0.8491 0.8495 0.8571 0.0000 100
+10% perturbations of C5.3 C19 0.8492 0.8496 0.8572 0.0001 99.99
+10% perturbations of C5.4 C20 0.8489 0.8494 0.8569 0.0002 99.98
£10% perturbations of C6.1 C21 0.8490 0.8494 0.8570 0.0001 99.99
+10% perturbations of C6.2 Cc22 0.8487 0.8491 0.8567 0.0004 99.95
£10% perturbations of C6.3 C23 0.8492 0.8496 0.8572 0.0001 99.99
£10% perturbations of C6.4 C24 0.8491 0.8495 0.8571 0.0000 100
+10% perturbations of C7.1 C25 0.8489 0.8493 0.8569 0.0002 99.98
+10% perturbations of C7.2 C26 0.8490 0.8494 0.8570 0.0001 99.99
+10% perturbations of C7.3 C27 0.8493 0.8497 0.8573 0.0002 99.98
£10% perturbations of C7.4 C28 0.8491 0.8495 0.8571 0.0000 100

The baseline CRI values obtained using the C AHP-SAM, F AHP-SAM, and the
proposed NF AHP-SAM framework were 0.8491, 0.8495 and 0.8504, respectively. These
baseline values were used as reference points for assessing the impact of weight changes
on the overall cybersecurity risk assessment. The “A from Baseline” column indicates the
absolute difference between the recalculated CRI and the original value. The “Stability (%)”
column indicates the robustness of the framework under perturbed conditions.

The results confirm that the changes made to the weights of the cybersecurity sub-
characteristic lead to only marginal differences in the overall CRI values. The maximum
deviation observed was 0.0004 for all experimental scenarios in experiments with perturba-
tions of critical cybersecurity factors such as exploitation techniques and incident response
capability. However, these modifications did not affect the stability values, which were
always over 99.95%, indicating the excellent robustness of the presented framework to
moderate changes in expert judgments and weight assignments.
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In addition, the proposed NF AHP-SAM framework always obtained the maximum
CRI values for all experimental conditions. This result indicates its superior ability to model
the uncertainty, ambiguity, inconsistency and indeterminacy that characterize cybersecurity
risk assessments in IoMT environments. When compared to C AHP-SAM and F AHP-SAM,
the neutrosophic framework exhibited higher robustness to parameter perturbations and
showed stability levels close to 100% during the analysis.

Another important observation is that no single sub-characteristic of cybersecurity
had an outsized impact on the final assessment results. The small effect of the individual
weight perturbations indicates that the proposed framework is well balanced and does not
overly rely on any specific criterion. Such behavior is particularly desirable in cybersecurity
decision-making, as IoMT risk assessments involve multiple interconnected technical,
operational and organizational factors.

The sensitivity analysis validates the reliability, stability and robustness of the pro-
posed framework for cybersecurity risk assessment. The high stability percentages and
small deviations from the baseline values show that the framework can provide reliable
decision-support results even in the case of moderate uncertainties in expert judgments and
weight assignments. These results further confirm the applicability of the NF AHP-SAM to
the evaluation and prioritization of cybersecurity risks in loMT environments.

The robustness assessment can be extended in future research by considering larger
per-perturbation ranges (e.g., £20% and +30%), incorporating alternative weighting mech-
anisms such as entropy-based, BWM, and SWARA approaches, and investigating possible
rank-reversal effects under controlled modifications of expert judgment matrices. These
analyses would provide additional evidence on the stability and generalizability of the
proposed CRI framework in different IoMT deployment scenarios.

4. Discussion

The rapid proliferation of IoMT devices has significantly enhanced healthcare deliv-
ery while simultaneously increasing the complexity of cybersecurity risk management.
Unlike conventional information systems, IoMT ecosystems comprise heterogeneous medi-
cal devices, communication networks, cloud platforms, and healthcare applications that
continuously exchange sensitive clinical information. Consequently, cybersecurity risk
assessment in IoMT environments involves multiple interrelated criteria, uncertain threat
intelligence, incomplete vulnerability information, and subjective expert judgments. These
characteristics necessitate decision-support methodologies capable of effectively modeling
uncertainty while providing reliable and transparent cybersecurity risk prioritization.

The proposed NF AHP-SAM framework addresses these challenges by integrating neu-
trosophic fuzzy theory with structured multi-criteria decision-making techniques. Unlike
deterministic approaches that assume complete and precise information or conventional
fuzzy methods that primarily represent uncertainty, the proposed framework explicitly
models truth, indeterminacy, and falsity in expert judgments. This capability enables
a more realistic representation of conflicting, incomplete, and ambiguous cybersecurity
knowledge, which is commonly encountered in practical IoMT security assessments.

The numerical analysis demonstrates that the proposed framework generates an
overall CRI of 0.8504, indicating a relatively high cybersecurity risk level within IoMT en-
vironments and emphasizing the need for proactive mitigation strategies. At the dimension
level, Data Protection Assessment (C5) achieved the highest normalized weight, followed
by Identification (C1) and Network Security Assessment (C4). These findings indicate
that protecting sensitive healthcare information, accurately identifying critical medical
devices, and securing communication infrastructures represent the most influential factors
affecting the overall cybersecurity posture of [oMT systems. At the sub-characteristic
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level, Data Confidentiality (C5.1), Device Function (C1.1), Data Integrity (C5.2), Network
Segmentation (C4.1), and Data Availability (C5.3) emerged as the highest-priority secu-
rity factors, highlighting the importance of preserving the confidentiality, integrity, and
availability of healthcare information while ensuring secure device operation and resilient
network architectures.

To further validate the effectiveness of the proposed methodology, a comparative
analysis was conducted using representative MCDM approaches, including C-AHP-SAM,
F-AHP-SAM, N-AHP-SAM, and the FWM. The proposed NF-AHP-SAM framework
consistently achieved the highest CRI = 0.8504, outperforming N-AHP-SAM (0.8391),
F-AHP-SAM (0.8247), FWM (0.8118), and C-AHP-SAM (0.7963). Relative improvement
analysis further demonstrated performance gains of 1.35%, 3.12%, 4.75%, and 6.79%, re-
spectively, over these baseline methods. These results indicate that integrating NFSs with
AHP and the Simple Average Method enables a more comprehensive representation of
expert uncertainty while maintaining computational simplicity and transparent aggrega-
tion. Furthermore, the sensitivity analysis confirmed that the obtained rankings remain
stable under varying decision scenarios, demonstrating the robustness and reliability of
the proposed framework.

4.1. Research Contributions

The present study makes several important methodological and practical contributions
to the field of IoMT cybersecurity risk assessment.

e A unified NF AHP-SAM decision-support framework is proposed for evaluat-
ing cybersecurity risks in IoMT environments under uncertainty, ambiguity, and
incomplete information.

e  The study integrates NFS, the AHP, and the SAM into a single computational frame-
work capable of simultaneously modeling truth, indeterminacy, and falsity while
providing transparent aggregation of expert judgments.

e A comprehensive hierarchical cybersecurity evaluation model comprising seven secu-
rity dimensions and twenty-eight sub-characteristics is developed to systematically
identify, evaluate, and prioritize cybersecurity risks in IoMT ecosystems.

e  Comparative analysis demonstrates that the proposed framework provides improved
cybersecurity risk assessment performance compared with representative determin-
istic, fuzzy, and neutrosophic MCDM approaches while preserving computational
efficiency and interpretability.

e  The proposed methodology provides healthcare organizations, cybersecurity practi-
tioners, device manufacturers, and policymakers with a practical decision-support
tool for prioritizing cybersecurity investments, allocating security resources, and
strengthening the cyber resilience of IoMT infrastructures.

4.2. Limitations

Despite its promising performance, several limitations of the proposed framework
should be acknowledged.

e  First, the framework relies primarily on expert judgments for determining criteria impor-
tance and evaluating cybersecurity risks. Although neutrosophic fuzzy theory effectively
represents uncertainty, indeterminacy, and inconsistency, the assessment results may still
be influenced by expert experience, domain knowledge, and subjective opinions.

e  Second, the proposed evaluation model considers seven cybersecurity dimensions
and twenty-eight sub-characteristics derived from an extensive literature review and
expert consultation. As IoMT technologies, cyber threats, and healthcare regulations
continue to evolve, additional security factors may emerge that are not explicitly
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represented in the current framework. Therefore, periodic updates of the evaluation
criteria will be necessary to maintain the relevance of the framework.

e  Third, the numerical analysis is primarily based on expert-driven assessments rather
than large-scale real-world cybersecurity datasets collected from operational IoMT
deployments. Although expert knowledge provides valuable strategic insights, inte-
grating empirical vulnerability repositories, cyberattack datasets, threat intelligence
feeds, and healthcare security logs would further strengthen the practical applicability
and validation of the proposed methodology.

e  Fourth, the proposed framework evaluates cybersecurity risks at the strategic decision-
making level and does not explicitly model dynamic attack propagation, adversarial
behavior, temporal evolution of threats, or continuously changing attack patterns.

o  The proposed methodology focuses on evaluating the security of communication
protocols, authentication mechanisms, key management, and cryptographic protocols
employed in IoMT systems. It does not explicitly evaluate hardware-oriented attacks,
including SCAs such as timing attacks, power analysis, electromagnetic analysis, and
fault injection. Since these attacks exploit vulnerabilities in the physical implementa-
tion of cryptographic operations rather than weaknesses in the cryptographic protocols
themselves, hardware-specific characteristics, implementation quality, and hardware
countermeasures remain outside the scope of the present study.

4.3. Future Research Directions

Several promising research directions may further extend the proposed framework.

e  Future studies may investigate alternative aggregation operators, including the weighted
average, OWA operator, geometric mean, and advanced neutrosophic aggregation tech-
niques to evaluate their influence on cybersecurity risk assessment outcomes.

e  The proposed methodology can also be integrated with advanced artificial intelligence,
machine learning, deep learning, and cyber threat intelligence systems to enable real-
time cybersecurity monitoring, adaptive risk prediction, and continuous decision
support in dynamic IoMT environments.

e  Future investigations may compare the proposed framework with additional uncertainty
modeling paradigms, including Interval Neutrosophic Sets, Interval Type-2 Fuzzy Sets,
Pythagorean Fuzzy Sets, q-Rung Orthopair Fuzzy Sets, and Rough-Neutrosophic Sets, to
further evaluate their effectiveness in cybersecurity risk assessment.

e Large-scale validation studies using operational IoMT datasets collected from hospi-
tals, healthcare networks, and smart medical infrastructures should also be conducted
to evaluate the generalizability and practical robustness of the proposed framework
under real deployment conditions.

e  Another promising extension involves integrating the proposed framework with other
advanced MCDM techniques, including TOPSIS, VIKOR, COPRAS, EDAS, DEMATEL,
ANP, and the BWM to develop hybrid cybersecurity decision-support models capable
of addressing increasingly complex healthcare security challenges.

e  Future work should additionally investigate hardware-level cybersecurity assessment,
including resilience against side-channel attacks, trusted hardware architectures, se-
cure embedded systems, and physical attack resistance, thereby complementing the
protocol- and system-level security evaluation presented in this study.

e  The proposed NF-AHP-SAM framework can be generalized beyond IoMT cybersecu-
rity to other critical cyber—physical systems, including smart healthcare, the Industrial
Internet of Things (IloT), smart cities, intelligent transportation systems, smart energy
infrastructures, and other mission-critical digital ecosystems where uncertainty-aware
cybersecurity risk assessment is essential.
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5. Conclusions

This study presented a hybrid NF-AHP-SAM framework for cybersecurity risk
assessment in IoMT environments under conditions of uncertainty, ambiguity, and in-
complete information. By integrating NFS, AHP, and SAM, the proposed framework
effectively models truth, indeterminacy, and falsity in expert judgments while providing
a transparent and computationally efficient mechanism for aggregating expert opinions
and prioritizing cybersecurity risks. The developed hierarchical evaluation model, con-
sisting of seven cybersecurity dimensions and twenty-eight sub-characteristics, enables a
comprehensive assessment of IoMT security. The numerical analysis produced an overall
CRI of 0.8504, indicating a relatively high level of cybersecurity risk and emphasizing
the need for proactive mitigation strategies in healthcare environments. The results
identified Data Protection Assessment, Identification, and Network Security Assessment
as the most influential cybersecurity dimensions, while Data Confidentiality, Device
Function, and Data Integrity emerged as the highest-priority sub-characteristics. Com-
parative analysis further demonstrated that the proposed NF-AHP-SAM framework
achieved superior performance over representative deterministic, fuzzy, and neutro-
sophic MCDM approaches, while sensitivity analysis confirmed the robustness and
stability of the obtained rankings under varying decision scenarios. Collectively, these
findings demonstrate that the proposed framework provides an effective and practical
decision-support tool for healthcare organizations, cybersecurity practitioners, and poli-
cymakers to systematically evaluate cybersecurity risks, prioritize security investments,
and enhance the resilience of IoMT infrastructures. Although the framework relies on
expert-driven assessments and does not explicitly consider hardware-oriented attacks,
such as side-channel attacks, it establishes a flexible foundation for future research
involving real-world IoMT datasets, advanced uncertainty modeling techniques, hybrid
MCDM approaches, machine learning-based adaptive risk prediction, and hardware-
level cybersecurity assessment, thereby extending its applicability to next-generation
healthcare systems and other critical cyber—physical infrastructures.
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Appendix A. Questionnaire for Pairwise Comparison for Criteria Evaluation

Purpose of the Questionnaire: This questionnaire is designed to evaluate the relative
importance of key cybersecurity dimensions and sub-characteristics associated with IoMT
devices. The study employs an integrated method of NF AHP-SAM to capture expert judg-
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ments under uncertainty, ambiguity, and incomplete information, enabling the systematic
prioritization of cybersecurity risks affecting IoMT ecosystems.

Instructions to Experts: You are requested to provide your expert judgment by per-
forming pairwise comparisons of the given criteria.

e  Use the linguistic scale (as provided in the main manuscript).

e  If the criterion on the left is more important than the one on the right, assign a value
from1to9.

e  If the right criterion is more important, assign the reciprocal value (1/2 to 1/9).

e  Base your judgment on the relative impact of each factor on cybersecurity risk assess-
ment in IoMT environments.

Part A: Pairwise Comparison of Main Dimensions

Please compare the following dimensions:

C1: Identification.

C2: Vulnerability Detection.

C3: Threat Modeling.

C4: Network Security Assessment.

C5: Data Protection Assessment.

Cé: Risk Scoring.

C7: Mitigation and Response Readiness.

Table Al. Pairwise comparison matrix for dimensions (to be filled by experts).

Q.No. 9 8 7 6 5 4 3 2 1 12 13 14 15 16 17 18 1/9

C#1 vs. C#2
C#l vs. C#3
C#l vs. C#4d
C#1 vs. C#5
C#1 vs. C#6
C#1 vs. C#7
C#2 vs. C#3
C#2 vs. C#4
C#2 vs. C#5
C#2 vs. C#6
C#2 vs. C#7
C#3 vs. C#4d
C#3 vs. C#5
C#3 vs. C#6
C#3 vs. C#7
C#4 vs. C#5
C#4 vs. C#6
Ci#d vs. C#7
C#5 vs. C#o
C#5 vs. C#7
C#6 vs. C#7

Part B: Pairwise Comparison of Sub-Characteristics

Table A2. C1 (to be filled by experts).

Q.No. 9 8 7 6 5 4 3 2 1 12 13 14 15 16 1/7 1/8 1/9

Cl.1vs.Cl1.2
Cl.1vs.C1.3
Cllvs.Cl4
Cl.2vs.C1.3
Cl2vs.Cl4
Cl.3vs.Cl4

https://doi.org/10.3390/sym18081259


https://doi.org/10.3390/sym18081259

Symmetry 2026, 18, 1259

30 of 32

Table A3. C2 (to be filled by experts).

Q.No.

9

8

7

6

12 13 1/4 1/5 1/6 1/7 18 1/9

C2.1vs
C2.1vs
C2.1vs
C22vs
C22vs
C23vs

.C22
.C2.3
.C24
.C23
.C24
.C24

Table A4. C3 (to be filled by experts).

Q.No.

9

8

7

6

12 13 14 1/5 16 1/7 18 1/9

C3.1vs
C3.1vs
C3.1vs
C3.2vs
C3.2vs
C3.3vs

. C3.2
.C3.3
.C34
.C3.3
.C34
. C3.4

Table A5. C4 (to be filled by experts).

Q.No.

9

8

7

6

12 13 14 15 16 1/7 1/8 1/9

C4.1vs
C4.1vs
C4.1vs
C4.2vs
C4.2vs
C4.3vs

. C4.2
. C43
.C4.4
. C43
.C4.4
.C44

Table A6. C5 (to be filled by experts).

Q.No.

9

8

7

6

12 13 1/4 1/5 1/6 1/7 18 1/9

C5.1vs
Ch.1vs
C5.1vs
C5.2vs
C5.2vs
C5.3vs

.C5.2
. C5.3
.C5.4
.C53
.C5.4
.C54

Table A7. C6 (to be filled by experts).

Q.No.

9

8

7

6

12 13 14 1/5 16 1/7 18 1/9

Cé6.1vs
Cé6.1vs
Cé6.1vs
Cé6.2vs
C6.2vs

C6.3 vs.

. C6.2
. C6.3
.C6.4
. C6.3
.C6.4
Co6.4

Table A8. C7 (to be filled by experts).

Q.No.

9

8

7

6

12 13 14 15 16 1/7 1/8 1/9

C7.1vs
C7.1vs
C7.1vs
C72vs
C7.2vs
C7.3vs

.C7.2
.C7.3
.C74
.C7.3
.C74
.C74
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Table A9. Pairwise comparison scale.

Importance Level Description
1 Equal importance
3 Moderate importance
5 Strong importance
7 Very strong importance
9 Extreme importance
2,4,6,8 Intermediate values
Reciprocals Opposite importance

Closing Statement: Your expert input is essential for evaluating cybersecurity risks
in IoMT environments and for validating an integrated method of NF AHP-SAM. The
findings will contribute to the development of an effective decision-support system for
healthcare organizations, cybersecurity practitioners, medical device manufacturers, and
policymakers seeking to strengthen IoMT cybersecurity resilience.

Expert’s Details: The information provided by the experts will be kept confidential and used
strictly for research and academic analysis. Participation in this study is voluntary, and responses
will be anonymized during analysis.

Expert’s Name (Optional):

Designation/Affiliation:

Years of Professional Experience:

Signature:
Date:
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