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Abstract

Unmanned aerial vehicles (UAVs) have become essential cyber-physical platforms for appli-
cations such as surveillance, infrastructure inspection, emergency response, and intelligent
transportation. However, their tight coupling among sensing, communication, control, ac-
tuation, and swarm coordination also exposes them to sophisticated cyber-physical attacks
that are difficult to detect using conventional intrusion detection systems. Existing ma-
chine learning, deep learning, graph-based, and federated intrusion detection approaches
generally rely on statistical feature representations or temporal patterns, providing limited
capability to model causal dependencies among interacting UAV subsystems and to gener-
alize across heterogeneous operating environments. To address these limitations, this paper
proposes Fed-CGIDS-UAV, a federated causal graph learning framework for cross-domain
intrusion detection in cyber-physical UAV networks. The proposed framework models each
telemetry window as a typed causal graph in which nodes represent navigation, sensing,
communication, control, actuation, and swarm states, while directed edges capture stable
operational dependencies. Intrusions are detected by identifying violations of these learned
causal relationships, and the framework provides interpretable node-edge explanations to
support root-cause analysis. Furthermore, federated learning enables collaborative model
training across distributed UAV clients without sharing raw telemetry, thereby preserving
data privacy while improving robustness under heterogeneous operating conditions. The
proposed framework was implemented and experimentally evaluated in a controlled simu-
lation environment covering four UAV operating domains and six representative attack
classes. All experiments were repeated over five independent runs using different random
seeds, and the reported results correspond to the measured average performance. The
proposed framework was implemented using Python 3.12 (Python Software Foundation,
Wilmington, DE, USA) and PyTorch 2.3 (Meta Platforms, Menlo Park, CA, USA). UAV
flight data were generated using Microsoft AirSim 1.9.1 (Microsoft Corporation, Redmond,
WA, USA), integrated with PX4 Autopilot v1.14 (Dronecode Foundation, San Francisco,
CA, USA) and Gazebo Sim 11 (Open Source Robotics Foundation, Mountain View, CA,
USA). Within this simulation-based evaluation, Fed-CGIDS-UAYV achieved an accuracy of
0.968, an Fl1-score of 0.956, and an internal-external stability gap (IESG) of 0.028, outper-
forming conventional machine learning, deep learning, graph-based, and centralized causal
baselines while maintaining competitive computational latency. Although these results
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demonstrate the effectiveness of the proposed framework under controlled simulation
conditions, validation using real-flight UAV telemetry remains an important direction for
future research. These results demonstrate that integrating causal graph learning with fed-
erated optimization provides an effective and interpretable solution for privacy-preserving
intrusion detection in heterogeneous cyber-physical UAV environments.

Keywords: UAV security; drone intrusion detection; cyber-physical systems; explainable
Al cross-domain generalization; graph neural networks; edge computing

1. Introduction

UAV security is no longer a narrow communication problem. A drone can be attacked
through its navigation stream, command channel, onboard sensors, flight controller, pay-
load interface, or swarm coordination layer. A GPS spoofing event, for example, does not
merely corrupt a position field; it can force a mismatch between expected motion, inertial
readings, waypoint execution, and neighbor-relative behavior. A command injection attack
may first look like a legitimate control action, but the physical response of the aircraft may
become inconsistent with the normal relationship among command rate, motor current,
velocity error, and attitude correction. This cyber-physical coupling makes UAV intrusion
detection different from conventional network intrusion detection.

Recent work has shown that machine learning and deep learning can detect attacks
in UAV communication settings, cellular-connected UAV networks, internet-of-drones
environments, and drone controller networks [1-9]. These studies are important because
they moved UAV security beyond purely rule-based monitoring. However, their dominant
modeling assumption remains feature-centric: telemetry and network flows are represented
as vectors or sequences, and the model learns statistical separation between benign and
malicious samples. We do not dismiss that assumption. It works well when the training
and test domains are similar. The difficulty appears when a detector trained on one drone
type, simulator, mission profile, or communication condition is moved to another domain.
In that setting, high internal accuracy can coexist with weak operational trust.

Recent UAV IDS literature reveals three linked gaps: limited cyber-physical explain-
ability, insufficient real-time validation, and weak cross-domain generalization. These
gaps are not separate problems. A detector that reports only a malicious label may still
be difficult to trust during flight if it cannot indicate which cyber-physical dependency
failed. Similarly, a model that performs well on a single simulator, drone type, or communi-
cation condition may not remain reliable when mission dynamics, sensing noise, swarm
density, or channel delay change. This paper therefore treats UAV intrusion detection as a
problem of monitoring whether cyber, sensing, control, actuation, and swarm subsystems
continue to obey learned normal dependencies. A high GPS error alone may be explained
by weather, urban canyon effects, or simulator noise; a high GPS error that breaks the
learned relationship with IMU, yaw correction, communication state, and commanded
trajectory is more informative.

Federated learning is included because UAV data are naturally distributed. Swarm
members may be owned by different organizations, operate under privacy constraints, or
communicate over bandwidth-limited links. Sending raw telemetry, video-derived state,
or mission logs to a central server is often unrealistic. A federated IDS allows each UAV
or ground station to train locally and share model updates instead of raw data [10-13].
Yet a naive federated classifier does not solve the causal and cross-domain problem. If
local clients learn only feature-label correlations, the global model may still fail when the
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physical and communication distributions shift. Fed-CGIDS-UAV addresses this issue by
federating parameters associated with causal graph representation and anomaly scoring,
while preserving local adaptation to domain-specific noise, delays, and mission profiles.

The main research question guiding the framework is: How can a UAV intrusion
detection system detect attacks that break cyber-physical dependencies while preserving
privacy and maintaining interpretability across heterogeneous UAV domains? We answer
this question through a design-science framework and an evaluation protocol. The paper
makes four contributions. First, it formalizes UAV IDS as causal dependency violation
rather than feature classification only. Second, it defines a typed cyber-physical graph for
UAV telemetry, where nodes represent GPS, IMU, command, actuation, communication,
and swarm states. Third, it proposes a federated temporal graph learning architecture that
can be trained across UAV clients without exchanging raw flight logs. Fourth, it defines
a transparent evaluation plan covering attack-specific detection, ablation, cross-domain
transfer, robustness, latency, communication overhead, and explanation quality.

2. Related Work
2.1. Machine Learning and Deep Learning-Based UAV Intrusion Detection

The increasing deployment of UAVs in civilian and military applications has moti-
vated extensive research on intelligent intrusion detection systems. Recent surveys have
comprehensively reviewed machine learning and deep learning techniques for UAV in-
trusion detection and highlighted the limitations of traditional signature-based security
mechanisms in dynamic cyber-physical environments [1,2]. Explainable machine learn-
ing frameworks, such as DroneGuard, improve detection performance while providing
interpretable security decisions [3]. Other studies have investigated machine learning-
enabled intrusion detection for cellular-connected UAV networks [4], internet-of-drones
environments [5], artificial neural network and genetic algorithm-based detection [6], and
privacy-preserving intrusion detection and prevention of the internet of UAVs [7]. Ex-
plainable ensemble learning using SHAP has also been introduced for UAV controller-area
networks [8], while ConvLSTM architectures have demonstrated strong temporal modeling
capability for detecting attacks on small drones [9].

2.2. Federated Learning-Based Intrusion Detection

Federated learning has recently emerged as an effective solution for privacy-preserving
distributed intrusion detection. Federated IDS frameworks have been proposed to enhance
UAV privacy and security [10], while blockchain-assisted collaborative federated learning
improves secure model aggregation across distributed UAV clients [11]. Privacy-preserving
federated intrusion detection has also been investigated for distributed cyber-defense [12],
and comprehensive surveys have summarized the concepts, challenges, and future research
directions of federated learning for intrusion detection [13].

2.3. Graph Learning, Causal Learning and Explainable Security

Graph-based learning has become increasingly important because UAV cyber-physical
systems naturally consist of interconnected sensing, communication, and control com-
ponents. Comprehensive surveys of graph neural networks for intrusion detection have
demonstrated the advantages of graph representations over conventional feature-based
learning [14]. Dynamic graph modeling has further improved intrusion detection in IoT
environments [15], while causality-guided counterfactual learning has enhanced anomaly
detection for cyber-physical systems [16]. Causal deep learning has also improved ex-
plainability for anomaly detection in intelligent edge networks [17], and graph neural
networks have been successfully applied to anomaly detection in human cyber-physical
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systems [18]. In addition, explainable machine learning frameworks have shown that
interpretable intrusion detection significantly improves the trustworthiness of automated
security systems [19].

2.4. Advanced Federated Security Frameworks

More recent studies have investigated blockchain-assisted privacy protection for UAV-
MEC systems [20], federated intrusion detection for underwater drone networks [21], decen-
tralized federated anomaly detection in autonomous vehicular networks [22], and adaptive
federated learning for UAV anomaly detection under non-IID data distributions [23]. Ex-
plainable artificial intelligence techniques, including SHAP, have further improved the
interpretability of machine learning predictions in cybersecurity applications [24].

2.5. Additional UAV Security Studies

Beyond the above approaches, several recent studies have further strengthened UAV
security using alternative learning paradigms. Comprehensive reviews have summarized
machine learning approaches for UAV intrusion detection [25], while video stream-based
frameworks have been proposed for detecting invasive FPV drones [26]. Belief rule-based
reasoning has also been applied to UAV intrusion detection [27]; hybrid ICMetric-based
security systems have strengthened UAV authentication [28]; malware detection techniques
have been developed for internet of UAV environments [29].

2.6. Foundations of Federated Learning, Graph Learning and Causal Inference

The proposed framework is built upon the theoretical foundations of federated learn-
ing introduced by Fed Avg [30] and subsequent advances in distributed optimization [31,32].
Graph representation learning is supported by graph convolutional networks [33], graph
attention networks [34], GraphSAGE [35], and comprehensive graph neural network sur-
veys [36]. Finally, the causal reasoning methodology adopted in this work follows Pearl’s
structural causal framework [37] and the causal inference principles established by Pe-
ters et al. [38]. Recent federated graph neural network (FedGNN) studies have further
demonstrated the benefits of combining graph representation learning with federated
optimization for distributed intrusion detection [39-41]. However, these methods primarily
learn statistical graph associations and generally do not model explicit causal dependencies
or provide subsystem-level causal explanations.

To contextualize the contributions of Fed-CGIDS-UAYV, Table 1 provides a systematic
comparison of representative UAV intrusion detection system (IDS) paradigms across key
evaluation dimensions.

Table 1. Comparison of representative UAV intrusion detection and cyber-physical security

approaches.
Representative Core Federated  Graph Causal . o Cross-Domain e re ey a.
Category References Technique Learning  Learning  Learning Explainability Support Main Limitation
Machine Centralized
Learning/ ML, DL, CNN, learning, limited
Deep [1-9] LSTM, ANN, X X X Partial X robustness, weak
Learning ConvLSTM cross-domain
UAV IDS generalization
Federated
Federated optimization, Feature-vector
L . [10-13] . ’ v X X Partial Partial learning, no
earning IDS privacy- .
. causal reasoning
preserving IDS
Graph-based GNN, GCN, Learns statistical
IDSp [14,15] GAT, X 4 X Limited Partial graph relations
GraphSAGE only
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Table 1. Cont.
Representative Core Federated  Graph Causal . o Cross-Domain T tte oy
Category References Technique Learning Learning  Learning Explainability Support Main Limitation
Counterfactual ..
Causal and learning, I&;?;it;ite d
Explainable [16-19] causal X Partial v v Partial 1 .
. earning and
IDS inference, .0
SHAP, XAI scalability
Blockchain, F Rk i
Advanced decentralized oﬁcél:f:g;i?;i; y
ggfjrrft;“ [20-24] federated, v X X Partial Partial and non-1ID shifts
Frameworks adaptation, w1tl;((?ut causal
SHAP tracking
Video stream, Domain-specific
Additional belief rules, applicatiolrgl lacks
UAV. [25-29] ICMetrics, X X X Partial X distributed
Security Fourier cross-domain
Paradigms malware -
detection adaptability
Foundations geIfIlle\}rsated
& Federated foun dz;tional No explicit causal
Graph [30-41] R v v X Limited Partial dependency
. optimization & X
Learning causal modeling
(FedGNN) L
principles
Proposed Federated Ic“cl)i?tvgg Eg;if};gti
Fed-CGIDS-  This work causal graph v 4 v v 4 comp
UAV leamning interpretable

causal tracing

Note: v = fully supported; X = not supported; Partial = partially supported or available only under specific
conditions; Limited = supported to a limited extent but not as a core capability.

Early centralized machine learning and deep learning solutions (e.g., CNN, LSTM,
ConvLSTM) pioneered automated anomaly detection in UAV communications [1-9]. How-
ever, these approaches suffer from single-point-of-failure risks, poor cross-domain general-
ization, and limited interpretability under dynamic cyber-physical attacks [1-9]. Federated
Learning (FL) frameworks address data privacy by decentralizing model training across
edge nodes [10-13], yet traditional vector-based FL models fail to capture structural net-
work interactions and lack causal reasoning capabilities [10-13].

Graph Neural Network (GNN) architectures excel at modeling complex network topolo-
gies [14,15], but they primarily learn statistical correlations, making them susceptible to
spurious features and adversarial perturbations [14,15]. While recent research has leveraged
explainable AI (XAI) and counterfactual learning to improve model transparency [16-19],
these methods typically lack scalable, distributed edge implementations [16-19].

Furthermore, advanced federated security frameworks incorporate blockchain and
decentralized consensus mechanisms [20-24], and specialized paradigms address domain-
specific threats such as video streams or malware signatures [25-29]. However, these
solutions remain focused on data privacy or narrow domain applications without providing
causal tracking [20-29]. Finally, foundational federated graph learning (FedGNN) models
combine topology learning with optimization principles [30—41], yet they still struggle to
model explicit causal dependencies across non-IID cross-domain environments [30-41].

As highlighted in Table 1, Fed-CGIDS-UAV bridges these critical gaps by integrating
causal graph learning within a federated edge framework. This enables robust cross-
domain adaptability, privacy preservation, and interpretable root-cause event tracing
beyond standard statistical correlations.
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3. System Model

The UAV cyber-physical network is modeled as a distributed set of clients K = {1,...,k},
where each client represents either an individual UAV, a ground-control node, or a swarm
sub-cluster. Consistent with prior UAV-IDS architectures [1,3,14], each client observes multi-
domain telemetry that reflects the coupling between cyber, sensing, control, actuation, and
swarm coordination processes.

3.1. Telemetry Representation

For each client k and time window ¢, the raw cyber-physical observation is defined
as Xf = {xgps, Ximus Xemds Xact, Xcomm, xswarm}’t‘, where each component corresponds to
a subsystem described as follow: xgps navigation GPS error, heading deviation, way-
point deviation, estimated velocity, xiy, inertial sensing IMU acceleration, gyroscope
readings, vibration, attitude error, x.,y command rate, mode changes, waypoint updates,
motor/control-surface commands, X, actuation motor current, thrust proxy, ESC tem-
perature, battery voltage, Xcomm communication packet loss, latency, RSSI, retransmission
rate, command-channel delay, swarm neighbor disagreement, relative-position consistency,
consensus score, and identity-change rate [3,7,25].

3.2. Typed Causal Graph Construction

Each telemetry window is mapped to a typed-directed graph Gf = (Vtk, Ef, Ai‘),
where VF is the set of subsystem nodes, Ef is the set of directed candidate dependencies,
and AF contains edge attributes (lag, residual magnitude, confidence, domain label). Typed
graphs preserve semantic distinctions between communication, sensing, and physical-
dynamics edges, addressing limitations of associative GNN-IDS models [14,18,36].

The proposed framework should not be interpreted as automatically discovering
universal physical causality solely from observational telemetry. Instead, the learned
graph represents stable dependency structures inferred from benign operational data
under the guidance of prior UAV control knowledge. These dependencies are considered
causal approximations because they satisfy three conditions: (i) they are consistent with
the known control architecture and sensor-actuator interactions of the UAV platform;
(ii) they remain stable across repeated benign flights and operating conditions; and (iii) they
exhibit consistent predictive behavior when evaluated through causal residual analysis.
Consequently, the proposed framework identifies operational dependencies that are highly
consistent with the underlying cyber-physical system rather than claiming formal causal
identifiability in the intervention-based sense. This interpretation is consistent with the
practical objective of intrusion detection, where preserving stable control relationships is
more important than estimating complete structural causal models.

Throughout this paper, the term causal graph refers to a graph whose structure is
guided by prior UAV control knowledge and stable operational relationships rather than by
intervention-based causal discovery. Accordingly, the learned graph should be interpreted
as representing operational dependencies that approximate the underlying cyber-physical
interactions. To avoid overstating causal identifiability, the terms operational dependency
and dependency violation are used in the implementation and evaluation sections whenever
referring to the learned relationships.

3.3. Operational Dependency Learning

The objective of the causal dependency learning module is to model stable operational
relationships among UAV cyber-physical subsystems during benign operation. Unlike con-
ventional intrusion detection approaches that rely primarily on statistical correlations, the
proposed framework learns directed dependency structures that capture how information
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propagates between sensing, communication, navigation, control, actuation, and swarm
coordination components. This design is motivated by recent advances in causal reasoning
for cyber-physical anomaly detection, which have demonstrated improved robustness and
interpretability under changing operating conditions [16,17,37,38]. Let the cyber-physical
graph at time window f be represented as G; = (V, E;), where V denotes subsystem nodes
and E; denotes directed dependency edges. For each node v;, the expected operational
state is estimated from its parent nodes using: £;(t) = f; ({x;(t — 7j;) | v; € Pa(v;) }) where
Pa(v;) denotes the parent set of node v;, T; represents the dependency lag, and f;(-) is
implemented as a lightweight multilayer perceptron trained using benign telemetry data.
The discrepancy between observed and expected behavior is quantified through the causal
residual: r;(t) =| x;(t) — %;(¢) | which measures the degree to which subsystem behavior
deviates from its learned operational dependency. To evaluate dependency stability, an
edge confidence score is computed as:

sij(t) = exp (—rl(t))

o +e€

where 0; denotes the residual standard deviation estimated during normal operation and €
prevents numerical instability.

The corresponding edge-instability score is defined as: A;;(t) =| s;;(t) —5;; | where
5;j represents the average edge confidence observed in benign training data. Large val-
ues of A;(t) indicate violations of expected cyber-physical dependencies and provide
interpretable evidence of abnormal system behavior. Unlike conventional feature-based
anomaly detection methods, these residuals directly identify which subsystem relationships
have been disrupted by an attack.

3.4. Temporal Graph Encoding

Although individual dependency violations provide useful attack indicators, many
UAV attacks evolve gradually over time and therefore require temporal modeling. To
capture both structural and temporal characteristics of cyber-physical behavior, the
proposed framework employs a temporal graph encoder that combines graph atten-
tion learning with recurrent temporal aggregation [14,15,33-36]. For each graph G,
node embeddings are updated through graph attention message passing according to:
hl(lH) = O'(Zje_/\/(i) ocg)W(l)h](.l)), where hgl) denotes the node representation at layer I, W(!)

0
o)
tion function. To explicitly preserve causal information, residual values are concatenated

is a trainable weight matrix, « .’ is the attention coefficient, and o (-) represents the activa-
with graph embeddings: z;(t) = [h;(t) || r;(t)] where || denotes vector concatenation. The
resulting graph representation is processed through a gated recurrent unit (GRU) to model
temporal evolution:

my = GRU(mt,l, Zt)

where Z; contains the residual-enhanced node embeddings for the current telemetry win-
dow. This temporal representation captures attack progression patterns that may not be
observable from a single graph snapshot. Consequently, the encoder learns both instan-
taneous dependency violations and longer-term attack dynamics, improving detection
performance for replay attacks, communication disruptions, and distributed swarm attacks.

3.5. Anomaly Scoring and Federated Optimization

The final detection decision is based on a combination of node-level causal residuals
and edge-level dependency instability measures. The overall anomaly score for telemetry
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window t is computed as: A; = /\12!2‘1 ri(t) + A2X (i ek, Dij(t) where A1 and A are
balancing coefficients controlling the relative contributions of node and edge anomalies.

An intrusion alert is generated when: A; > 6., where 6, denotes a client-specific
threshold calibrated using benign validation data. Local threshold calibration is adopted
to accommodate heterogeneous UAV platforms and operating environments, thereby
reducing false alarms caused by domain-specific behavior.

Model training is performed using the binary cross-entropy objective: L =
— SN [ynlog(9n) + (1 — yu)log(1 — §u)], where yy, is the ground-truth attack label and
Jn is the predicted attack probability. To preserve privacy and support distributed deploy-
ment, the framework adopts federated learning. Each client performs local optimization
using its own telemetry data and transmits only model parameters to the aggregation
server. Global model updates are obtained through the federated averaging (Fed Avg) algo-

rithm [30,31]: WO+D = yK %

1y represents the number of local training samples, and N = YK, ;. This process enables

W,Er), where Wk(r) denotes the model parameters of client k,

collaborative learning across heterogeneous UAYV clients while avoiding direct sharing of
raw telemetry data. By combining causal graph representations with federated optimiza-
tion, the proposed framework improves robustness under domain shifts while maintaining
privacy-preserving operation in distributed UAV environments [10-13,20-23,30-32].

4. Threat Model

The adversary is assumed to target one or more UAV cyber-physical channels without
necessarily controlling the entire platform. We consider six attack classes because they
represent common ways in which cyber compromise can manifest physically or opera-
tionally. The adversary is assumed to have partial cyber access to navigation, command,
sensing, communication, or swarm-message channels, but not full physical control of all
UAVs at once. The federated server or cluster head is treated as honest-but-curious unless
robust aggregation is enabled, while individual clients may experience noisy telemetry,
intermittent links, or compromised local observations. Physical capture, full firmware
replacement, and attacks against the cryptographic transport layer are outside the present
scope. This boundary keeps the detection problem focused on cyber-physical inconsistency
rather than complete platform takeover.

We model the UAV environment as a distributed cyber-physical system in which each
UAV k € K produces time-windowed telemetry Xi‘ =  Xgps, Ximus Xemd/ Xact, Xcomm, xswarm}lt‘,
as defined in the system model. Under benign operation, the telemetry obeys a stable causal
dependency structure learned from normal flight windows. The adversary attempts to
violate these dependencies by introducing structured perturbations into one or more cyber-
physical channels.

4.1. Normal Cyber-Physical Dynamics

Let the UAV’s normal causal transition model be XF 1 =F (Xf) + 17k, where F (Xf )

represents the UAV’s cyber-physical control loop and 7F is bounded stochastic noise. For
each subsystem node v;, the normal causal predictor is £;; = f;(Paj, t — ), where Paj is the
parent set and [ is the subsystem-specific lag.

e Following the causal residual formulation introduced in Section 3.3, the residual
magnitude is computed for each monitored variable and subsequently used to estimate
local anomaly evidence during graph construction.

e  The edge instability defined in Section 3.3 is evaluated for each telemetry window to
quantify structural changes in the learned causal graph.

e A window is benign if: | 7j; [< €}, | Aejj; [< €, for all nodes and edges.
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4.2. Adversarial Perturbation Model

The adversary introduces a perturbation ¢ # 0, modifying the observed telemetry
~k
to X; = X} + 6F according to the assumptions of the proposed UAV intrusion detection

framework in [1-3,16,17].
The perturbation is restricted:

e It affects only selected cyber-physical channels (navigation, command, sensing, com-
munication, swarm).

e It does not grant full physical takeover or firmware replacement.

e It does not break cryptographic transport layers.

4.3. Adversary Objective

The adversary’s goal is to maximize causal dependency violations while minimizing de-
tectability: m?x):]- Tit (65 | +Y (i j)eE | Ae,»j,t(éf) | subject to: || 8F ||< T, (bounded perturbation),
Jt

Pr(S; > 6y) is minimized, (avoid detection) where the anomaly score is computed using the
formulation presented in Section 3, combining residual magnitude, edge instability, and trust
information into a unified intrusion indicator.

4.4. Attack Classes as Structured Perturbations

Each attack class corresponds to a specific perturbation pattern 6f and a predictable
set of broken causal edges:

1.  GPS spoofing: 5§ps,t # 0, breaks: (GPS — dynamics), (GPS — swarm). The attacker

injects or manipulates navigation signals so that the UAV receives misleading position
or heading information. The immediate telemetry effect is increased GPS deviation,
but the more informative signal is inconsistency between GPS, IMU, expected motion,

and waypoint execution.

k
cmd,

dynamics). The attacker inserts unauthorized commands or modifies legitimate con-

2. Command injection: 53, # 0, breaks: (command — actuation), (command —
trol messages. This attack affects command frequency, mode changes, and actuation
response. A causal detector should observe that motor current and motion do not
match the expected command-to-dynamics relationship.

3. Sensor manipulation: 5ikmu,t # 0, breaks: (sensor — dynamics), (motor — IMU). The
attacker corrupts IMU, barometer, magnetometer, or payload-derived state values. The
physical behavior may remain stable while the sensing stream suggests abnormal motion,
or the reverse may happen. The broken dependency appears between sensor and

dynamics nodes.

~k
4. Replay attack: X; = X¥

=17/
sensor state). The attacker replays previously valid telemetry or command messages.

T > 0, breaks: (communication — command), (time —

Feature values may appear normal, which makes replay difficult for simple anomaly
detectors. The causal signal lies in temporal staleness, latency patterns, and mismatch
between current actuation and repeated measurements.
5. Denial-of-service (DoS): 5Ic<0mm,
— command), (communication — swarm). The attacker degrades communication by

; = high latency or packet loss, breaks: (communication

flooding, jamming, or overwhelming the command channel. The communication layer
shows packet loss and latency changes, but the safety-critical effect is delayed control
and degraded coordination.

6.  Sybil attack: (5’5‘warm/t = identity injection, breaks: (identity — consensus), (swarm —
dynamics). In swarm settings, the attacker introduces false identities or manipulates
neighbor messages. The attack affects consensus, neighbor disagreement, and relative-
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position consistency. A single-drone detector may miss it because the evidence is

distributed across swarm edges. These structured violations correspond exactly to the

causal graph disruptions described in Table 2.

Table 2. Attack effects on cyber, physical, and causal graph behavior.

Attack

Cyber-Layer Symptom

Physical Symptom

Expected Broken Dependency

GPS spoofing

Abnormal navigation stream

Position/yaw
correction mismatch

GPS > dynamics;
GPS > swarm consistency

Command injection

Unauthorized command burst

Motor/motion
response mismatch

command > actuation;
command > dynamics

Sensor manipulation

Corrupted IMU/
barometer reading

State-estimation inconsistency

sensor > dynamics; motor > IMU

Old state inconsistent with

communication > command;

Repl I k .
cplay Stale repeated packets current control time > sensor state
Delayed control and unstable communication > command;
DoS Packet loss and delay y .. .
coordination communication > swarm
. . . .. . identity > neighbor consensus;
Sybil False neighbor identities Swarm disagreement identify = nelghbo consensus;
swarm > dynamics
An intrusion is detected when the
Detection anomaly score exceeds the local

threshold: S; > 0y

4.5. Detection Condition

A UAV client k declares an intrusion when S; > 6, where 6y is a locally calibrated
threshold reflecting platform-specific noise, wind, sensing variance, and communication delay.

This ensures that detection is triggered by causal dependency violations, not merely
statistical anomalies addressing the explainability and cross-domain limitations of prior
UAV IDS approaches [8,19,24].

5. Proposed Method: Fed-CGIDS-UAV

Fed-CGIDS-UAV is a federated causal graph intrusion detection framework designed
to identify cyber-physical inconsistencies in UAV networks operating across heterogeneous
domains. The method integrates typed graph construction, causal dependency learning,
temporal graph encoding, federated aggregation, and oprerational dependency. The central
premise is that UAV telemetry must satisfy a set of stable cyber-physical dependencies; an
intrusion is detected when these dependencies are violated.

Section 3 establishes the mathematical foundation of the proposed framework, in-
cluding the causal graph model, residual computation, anomaly scoring, and federated
aggregation strategy. Building upon these formulations, this section describes the imple-
mentation workflow and explains how the previously defined components are integrated
into the complete Fed-CGIDS-UAYV intrusion detection pipeline. To improve readability
and avoid unnecessary repetition, mathematical definitions are not repeated here unless
additional implementation details are required.

5.1. Typed Cyber-Physical Graph Construction

For each UAV client k and telemetry window X¥, the system constructs a typed-
directed graph

Gf = (Vtkr Ek/ A]t{) ’
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where VF contains subsystem nodes representing navigation, inertial sensing, command,
actuation, communication, and swarm states, Ef contains directed candidate dependencies
v; — vj, initialized from UAV control logic and refined using conditional dependence
and lag analysis, and A stores edge attributes including lag, dependency confidence, and
window-level statistics.

Typed graphs preserve semantic distinctions between cyber, sensing, and physical-
dynamics relationships, preventing the model from conflating structurally different interactions.

In future UAV deployments, additional heterogeneous sensing modalities (e.g., LIDAR,
thermal cameras, radar, environmental sensors, or payload-specific sensors) can be incor-
porated by extending the typed causal graph with new node types and their corresponding
causal dependencies. The graph construction procedure is modular and therefore requires
only local updates to the affected node neighborhood rather than reconstruction of the
entire graph. Let nn denote the number of subsystem nodes and e the number of candidate
dependency edges. Adding k new sensors increases the graph size to n + k, while the
computational complexity of graph construction increases approximately linearly with the
number of newly introduced local dependencies. Since message passing in the proposed
graph encoder operates on sparse adjacency structures, the computational complexity
remains approximately O(n + e), and the incremental cost introduced by new sensors is
proportional to the additional local edges rather than the complete graph size. Further-
more, federated training remains unaffected because only model parameters are exchanged
during aggregation, while each client independently updates the graph structure according
to its available sensing configuration. Consequently, the proposed framework is readily
extensible to heterogeneous UAV platforms with only moderate computational overhead.

5.2. Operational Dependency Learning

For each candidate dependency v; — v;, the normal operational relationship is mod-
eled as £;; = fj(Paj,t —I) + ¢j;, where Pa; is the parent set of node j, I is a subsystem-
specific lag, and ¢ ; is the residual error.

e Following the causal residual formulation introduced in Section 3.3, residual values
are calculated online for every graph node.

e Edge instability is computed using the formulation presented in Section 3.3.

e  The anomaly score defined in Section 3.5 is evaluated for each telemetry window to
determine whether the observation is malicious.

5.3. Temporal Graph Encoding

To model temporal evolution, the system processes a sequence of graphs (Gﬁ e Gf)

using a temporal graph encoder that combines graph attention message passing with gated re-
currence. Node embeddings are updated as h](./l;rl) =0 (Woh](./lt) + Licpa(j) ijtWa hl(,lt) + Wzr]-,t> ,
where «;;; is an attention weight and 7;, is the causal residual explicitly injected to preserve
interpretability. Temporal continuity is captured using a GRU: z;; = GRU(h]-,t, z]-,t_l), ensur-
ing that causal dependency violations propagate through time rather than being absorbed
into latent representations.

5.4. Explanation Fidelity

In addition to conventional detection metrics, the quality of generated explanations
is evaluated through explanation fidelity. Recent studies have emphasized that explain-
ability should be assessed not only by the interpretability of generated explanations but
also by their consistency with the underlying model decision process [8,19,24]. In cyber-
physical intrusion detection systems, explanation quality is particularly important because
operators require actionable evidence regarding which subsystem interactions have been
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disrupted by an attack. Furthermore, causal anomaly detection approaches have demon-
strated that explanations linked to operational dependencies provide more informative
diagnostic insights than feature attribution alone [16,17]. Explanation fidelity measures
the degree to which the explanatory component identified by the model contributes to
the final detection decision. A faithful explanation should highlight the subsystem de-
pendency whose removal produces the greatest change in model output. Accordingly,
explanation fidelity is computed as Foxp = 1 — %Zfil | 9; — yAgfexP) |, where 7; denotes the
(—exp)
1

the highlighted explanatory component, and N is the number of evaluated samples. Higher

original prediction probability, i represents the prediction obtained after removing
values indicate stronger agreement between the generated explanation and the underlying
decision-making process. In Fed-CGIDS-UAY, the explanatory component corresponds to
the dominant node or edge exhibiting the largest operational dependency violation. Conse-
quently, explanation fidelity quantifies how accurately the reported subsystem relationship
reflects the actual intrusion decision and provides an objective measure of explanation
quality [16,17,19,24].

5.5. Federated Learning and Global Aggregation

Each UAV client trains its local causal graph encoder and scoring head using only
its own telemetry windows. Raw data are never shared. Instead, each client transmits
model updates 6} to the server at round . The global aggregation ruleis 6"*! = Y&, % 0;s
where 7y is the number of local windows and N = )Y ny. This weighted aggregation
mitigates non-IID client distributions arising from differences in mission profiles, envi-
ronmental conditions, and communication quality. Each client performs local threshold
calibration to compute a platform-specific detection threshold 6, ensuring robustness

across heterogeneous UAV types and operating conditions.

5.6. Operational Dependency Explanation

Fed-CGIDS-UAV provides interpretable alerts by identifying the specific causal de-
pendencies that were violated. For each flagged window, the system reports:

e  Dominant node residuals 7; ,
e  Unstable edges Aejj s,
e  The inferred causal path of violation.

This produces actionable explanations such as “GPS residual increased, GPS — dy-
namics dependency weakened, swarm-consistency edge destabilized”, enabling operators
to understand the cyber-physical origin of the anomaly.

5.7. Implementation Procedure

The implementation procedure is made explicit to reduce ambiguity between the
conceptual framework and the executable detector. Algorithm 1 describes local graph
construction and residual scoring, while Algorithm 2 describes federated training and local
threshold calibration. The complete detection pipeline is summarized as follows:

1.  Graph construction: segment telemetry into windows and construct typed subsystem
graphs.

2. Causal learning: estimate normal dependency functions and compute residuals and
edge deviations.

3.  Temporal encoding: encode graph sequences using attention-based message passing
and GRU recurrence.

4. Anomaly scoring: compute S; and compare against the calibrated threshold 0y.

5. Explanation: report violated node-edge dependencies for each alert.

https://doi.org/10.3390/sym18081292


https://doi.org/10.3390/sym18081292

Symmetry 2026, 18, 1292 13 of 36

6.  Federated training: exchange model updates and perform global aggregation without
sharing raw telemetry.

Algorithm 1. Local causal graph construction and residual scoring.

Step Operation

1

Segment each UAV flight log into fixed-length windows and group variables into navigation, inertial,
command, actuation, communication, and swarm nodes.

Initialize physically plausible candidate edges using UAV control logic, including command-to-actuation,
actuation-to-motion, GPS-to-dynamics, communication-to-command, and swarm-to-consensus dependencies.
Estimate lagged dependency functions for each child node using benign training windows and retain edges
that are temporally plausible, stable, and predictive.

Compute node residuals and edge instability scores for each window.

Pass typed graphs and residuals to the temporal graph encoder and compute the anomaly score.

Generate an alert when the locally calibrated score exceeds the client threshold and return the dominant broken
node-edge dependencies as the explanation.

Algorithm 2. Federated training and local threshold calibration.

Step Operation

1

Each UAV client trains the local causal graph encoder and scoring head using its own windows without
sharing raw telemetry.

The client sends model updates and summary statistics required for aggregation, not mission logs or raw
sensor streams.

The server aggregates client updates using sample-size weighting; robust aggregation can replace simple
averaging when poisoning risk is high.

The updated global parameters are redistributed to clients.

Each client calibrates its alert threshold on local benign validation windows to accommodate platform size,
wind, sensing noise, and channel conditions.

Figure 1 illustrates the overall architecture of the proposed Fed-CGIDS-UAYV frame-
work for cross-domain intrusion detection in cyber-physical UAV networks. The framework
begins with the collection of multi-domain telemetry data from navigation, sensing, control,
actuation, communication, and swarm subsystems. These heterogeneous data streams
are transformed into a typed causal graph, where nodes represent UAV subsystems and
directed edges model their normal cyber-physical dependencies. A local dependency
residual learning module continuously monitors these dependencies and identifies vio-
lations caused by attacks such as GPS spoofing, command injection, DoS/jamming, and
Sybil attacks. To preserve privacy, each UAV or ground station performs local training
and transmits only model updates to a federated aggregation server, which constructs a
global causal model without sharing raw telemetry. The resulting model enables robust
cross-domain intrusion detection while maintaining adaptability to different operating
environments. In addition to attack detection, the framework provides explainable secu-
rity analytics by identifying the specific broken causal relationships responsible for each
alert and recommending appropriate mitigation actions. This architecture highlights the
integration of causal reasoning, federated learning, and explainable Al to achieve accu-
rate, privacy-preserving, and interpretable UAV intrusion detection across heterogeneous
deployment domains.
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Figure 1. The architecture of the proposed Fed-CGIDS-UAV.

Table 3 summarizes the design rationale underlying the proposed Fed-CGIDS-UAV
framework by positioning it relative to major intrusion detection paradigms. Rather than
replacing existing approaches, Fed-CGIDS-UAV incorporates their most beneficial char-
acteristics while addressing their key limitations in UAV cyber-physical environments.
Classic machine learning methods provide efficient inference but lack the ability to repre-
sent structural relationships among interconnected subsystems. Deep learning approaches
improve temporal pattern extraction; however, they often suffer from limited interpretabil-
ity and may require substantial training data. Autoencoder-based detectors are effective
for unsupervised anomaly detection but typically identify abnormal behavior through
reconstruction errors without explicitly revealing which operational dependencies have
been violated. Graph-based intrusion detection systems improve structural modeling by
representing interactions among entities and network components. Nevertheless, most
existing GNN-based approaches learn associative relationships that may not remain stable
across heterogeneous deployment environments. Similarly, federated learning enhances
privacy preservation and collaborative training but may aggregate domain-specific cor-
relations that do not generalize well across clients. Explainable Al techniques increase
transparency through feature attribution; however, they often provide limited insight
into how attacks propagate through cyber-physical processes. To overcome these limita-
tions, Fed-CGIDS-UAV integrates causal graph learning, temporal dependency modeling,
federated optimization, and subsystem-level explainability within a unified architecture.
The framework models UAV telemetry as a typed cyber-physical graph, identifies attacks
through violations of learned causal dependencies, preserves privacy through federated
training, and generates interpretable node-edge explanations that support forensic analysis
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and operational decision-making. Consequently, the proposed framework combines the
structural awareness of graph-based methods, the collaborative capabilities of federated
learning, and the interpretability of explainable Al while introducing causal reasoning as a

mechanism for improved robustness and cross-domain generalization.

Table 3. Positioning of Fed-CGIDS-UAYV against common IDS families.

. Typical Limitation for UAV Fed-CGIDS-UAV
IDS Family Representation Strength Cyber-Physical Use Response
Lightweight and Weak structural
Classical ML IDS Flat features interpretable in modeling and Adds typed graph and

simple settings

domain transfer

causal residuals

DL sequence IDS  Time-series windows Captures temporal ~ Often black-box and  Adds Causa.l edges and
patterns data hungry explanation layer
Useful for unlabeled Reconstruction does  Uses causal dependency
Autoencoder IDS  Reconstruction error . not identify broken violation rather than
anomaly detection d . .
ependencies reconstruction alone
. Edges may be .
GNN IDS Graph structure Capture.s entity associative, not Learns directed normal
relations dependency graph
causal
I Preserves privacy May federate Federates causal graph
Federated IDS DIStrfu;ife?Odd and reduces unstable local representation and local
p raw-data sharing correlations thresholds
Improves May not explain Reports node-edge
XAIIDS Feature attribution P cyber-physical violations and attack
transparency .
propagation path traces

6. Experimental Setup

The evaluation was configured as a controlled, simulation-oriented protocol for testing
whether causal graph learning improves intrusion detection under domain shift. The
design uses four domains, six attack classes, and a leave-domain-out split. The reported
metrics should therefore be interpreted as controlled evaluation results rather than evi-
dence of full field deployment. Real-flight validation remains a necessary next-step before
operational adoption.

The proposed Fed-CGIDS-UAV framework was fully implemented and evaluated
within the experimental environment described in this section. All quantitative results
presented in Section 7 were obtained from actual executions of the implemented framework
rather than analytical estimates or illustrative examples. Every experiment was repeated
multiple times using different random seeds, and the reported values correspond to the
average performance over these independent runs.

The proposed Fed-CGIDS-UAV framework was implemented in Python 3.12 and exe-
cuted on a desktop workstation running Microsoft Windows 11 (64-bit). Data preprocessing,
feature extraction, graph construction, federated learning, and performance evaluation
were implemented using NumPy, Pandas, Scikit-learn, PyTorch 2.3, PyTorch Geometric
(PyG), NetworkX, and Matplotlib. Random number generation and experiment initializa-
tion were controlled using the NumPy and PyTorch random seed mechanisms to ensure
repeatability across independent runs. Performance timing was measured using Python’s
time.perf_counter(), while memory consumption was monitored using the tracemalloc
library. Statistical analyses, including the computation of mean values and sample standard
deviations over repeated experiments, were performed using Python’s statistics module.
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The experimental patform consisted of an Intel Core i7 processor operating at 3.0
GHz, 16 GB DDR4 RAM, and a 512 GB SSD running Windows 11 (64-bit). The proposed
framework was evaluated within a controlled simulation environment, where each ex-
periment was repeated five independent times using different random seeds for model
initialization, data partitioning, and federated client sampling. Unless otherwise stated, all
implementation parameters remained unchanged across the evaluated baseline methods
to ensure a fair comparison. The reported accuracy, precision, recall, F1-score, ROC-AUC,
PR-AUC, latency, and cross-domain evaluation metrics correspond to the arithmetic mean
of the measured results obtained from these repeated experimental executions.

6.1. Data Sources

The dataset strategy has three layers. The first layer uses Python-based AirSim-PX4
SITL to generate synchronized cyber-physical telemetry under controlled attacks. The
second layer uses public cybersecurity data only for auxiliary communication-pattern
pretraining or baseline comparison, such as CICIDS2017 or CSE-CIC-IDS2018. The third
layer, when available, uses real or semi-real UAV telemetry for external validation. These
layers should not be mixed without clear domain labels because doing so can create leakage
and inflated performance.

6.2. Scenarios

Four evaluation domains are defined in Table 4 to test ordinary performance, robust-
ness to noisy conditions, transfer to swarm coordination, and external generalization:

D1: single UAV, low noise, stable communication.
D2: single UAV, noisy-sensing, variable delay, and packet loss.
D3: UAV swarm with cooperative mission and neighbor consensus.

D4: external domain with unseen mission profile, unseen attack intensity, or
real telemetry.

Table 4. Evaluation matrix for implementation.

Evaluation Block Training Domain Test Domain Purpose
Internal hold-out D1-D3 Held-out windows from D1-D3 Check ordinary supervised
performance [1-3]
Simulation shift D1 D2 Test robustness to noise and
delay [4-9]
Test single-to-swarm
Swarm transfer D1-D2 D3 transfer [10-13]
Ext 1 validati D1-D3 D4 Test cross-domain
xterhal vatidation generalization [14-23]
Unseen attack Selected attacks Held-out attack class Test zero-day-like

behavior [24-29]

As shown in Table 5, Fed-CGIDS-UAYV achieves an average inference latency of 24.3
ms while maintaining the highest detection performance among the evaluated approaches.
Although the proposed framework incurs a slightly higher inference time than conventional
machine learning models, it consistently provides superior detection accuracy and cross-
domain generalization while remaining suitable for near real-time UAV intrusion detection,
for example, on the training domains D1-D3 and test domain on D4. This split directly
evaluates whether the learned causal graph transfers across domains.
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Table 5. Experimental domain configuration.
. . Telemetry  Sensor Communication . .
Domain  UAVs Flights . . Packet Loss Wind Speed  Evaluation Role
Windows Noise Delay
D1 1 18 2160 Low 5-15 ms 0-1% 0-2m/s Training/Validation
D2 1 18 2160 Moderate 1545 ms 2-10% 2-6m/s Training/Validation
D3 5 16 1920 Moderate 10-35 ms 1-6% 1-5m/s Training /Internal Test
D4 3 16 1920 High 25-60 ms 4-14% 3-8m/s External Test

6.3. Baselines

The proposed method should be compared with the following baselines: logistic
regression or SVM, random forest, CNN, LSTM, transformer encoder, autoencoder, non-
causal GNN, centralized version of Fed-CGIDS-UAYV, and local-only client models. This set
is deliberately broad. It separates the effect of temporal modeling, graph structure, causal
residuals, and federated learning.

6.4. Leakage Control

Leakage is a serious risk in UAV IDS. The split must be by mission, flight, domain,
and attack scenario rather than by randomly mixing adjacent windows. Adjacent time
windows are highly correlated; random splitting can place nearly identical windows in
train and test sets. The protocol therefore requires group-aware splits by flight run and
leave-scenario-out validation.

6.5. Statistical Reporting and Repeated Trials

To improve the reliability and reproducibility of the reported results, each experi-
ment was repeated over five independent runs using different random seeds for data
partitioning, model initialization, and client sampling. This evaluation protocol follows
common experimental practices adopted in federated learning and cybersecurity bench-
marking studies [30-32]. For every metric, the mean and standard deviation were com-
puted across repeated runs. The reported values therefore represent average performance
rather than the outcome of a single experiment. When comparing Fed-CGIDS-UAV with
baseline models, performance differences were assessed using accuracy, precision, recall,
Fl-score, ROC-AUC, PR-AUC, and detection latency. This repeated trial methodology
reduces the influence of random initialization, sampling bias, and client heterogeneity,
thereby providing a more reliable estimate of model stability under internal hold-out,
cross-domain, attack-specific, and ablation evaluations. For each metric M, the mean
value is computed as M = %2521 M,, where R is the number of repeated runs and M,
denotes the metric value obtained during run r. The standard deviation is calculated as as

oM = \/ =R (M, - M)2. The final reported metric is therefore expressed as M + oy,
where lower variance indicates greater experimental stability and robustness. The use of
repeated trials is particularly important in federated UAV environments because model
performance may be affected by client participation patterns, communication variability,
and heterogeneous data distributions. Furthermore, all simulation experiments were con-
ducted using the Python-based AirSim-PX4 environment described in Section 6.1, ensuring
consistent evaluation conditions across repeated runs [30-32].

The reported standard deviations correspond to the actual variability observed across
five independent experimental runs. For each evaluation metric, the arithmetic mean
and sample standard deviation were computed from the measured results obtained using
different random seeds. The standard deviations reported in the result tables therefore
represent experimentally measured variability rather than predefined or assumed ranges.
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7. Results and Analysis

This section presents the experimental results obtained from the implementation of
the proposed Fed-CGIDS-UAYV framework. All reported metrics correspond to measured
values collected from repeated executions of the implemented system under the evaluation
protocol described in Section 6. This section reports the cleaned evaluation results used
to assess detection performance, cross-domain stability, attack-level behavior, ablation
effects, efficiency, robustness, and explanation quality. The emphasis is not only on internal
accuracy, but also on whether the model remains reliable when the UAV domain changes.

7.1. Overall Performance Analysis

The proposed Fed-CGIDS-UAV framework was evaluated using the implementation
described in Section 6 under a controlled cyber-physical UAV simulation environment
designed to emulate heterogeneous operational domains, communication disturbances,
and representative cyber-attacks. The objective of the evaluation was to assess the de-
tection capability, cross-domain generalization, computational efficiency, robustness, and
interpretability of the proposed federated causal graph learning framework under diverse
mission conditions.

The evaluation benchmark comprised 68 independent UAV flight executions, produc-
ing a total of 8160 telemetry windows distributed across four heterogeneous operational
domains (D1-D4). Each telemetry window contained synchronized navigation, sensing,
communication, control, and swarm coordination variables extracted using a fixed-length
sliding-window strategy. To avoid temporal information leakage, all dataset partitions
were created at the complete flight-level, ensuring that telemetry windows originating
from the same flight were never distributed across different subsets.

The four operational domains were designed to represent progressively more chal-
lenging deployment conditions in Table 5. D1 represents nominal single-UAV operation
under stable environmental conditions with low sensing noise and minimal communication
impairment. D2 introduces increased sensor uncertainty together with communication
delay and packet-loss effects. D3 extends the evaluation to cooperative multi-UAV swarm
missions, where additional coordination and consensus relationships must be preserved.
D4 represents an unseen operational domain characterized by stronger sensing distur-
bances, higher communication degradation, and environmental variability. This domain
was reserved exclusively for external evaluation to assess cross-domain generalization.

The evaluation considered seven operating classes, consisting of one benign operating
condition and six representative cyber-physical attack categories. The attack scenarios
included GPS spoofing, command injection, sensor manipulation, replay attacks, denial-
of-service (DoS), and Sybil attacks, thereby covering both cyber and cyber-physical threats
that commonly affect autonomous UAV missions. The class distribution is summarized in
Table 6, while the complete attack-injection parameters are reported.

Table 6. Dataset class distribution.

Class Description

Benign Normal UAV operation

GPS Spoofing False positioning information

Command Injection Unauthorized flight-control commands
Sensor Manipulation IMU and barometric sensor perturbation
Replay Delayed or replayed communication messages
DoS Communication flooding and packet loss
Sybil Multiple forged UAV identities
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To improve experimental reproducibility, each attack was injected using predefined
parameter ranges. GPS spoofing introduced 15-35 m position offsets combined with 5-18°
heading deviations. Command injection generated 2—6 malicious control commands
per second with 10-30% actuator perturbation. Sensor manipulation applied 0.25-0.80 g
IMU bias together with 2-8 m barometric deviations. Replay attacks introduced 1-4 s
communication delays with 10-40 replayed packets, whereas DoS attacks produced
30-65% packet loss and 80-250 ms additional communication latency. Sybil attacks
injected 2-5 forged identities, producing 10-35% consensus perturbation within the
UAV swarm.

To ensure statistically reliable evaluation, all experiments were repeated five indepen-
dent times using different random initialization seeds. The reported performance metrics
correspond to the arithmetic mean of the repeated executions, while the accompanying
standard deviations quantify the stability of the proposed framework across repeated runs.
Flight-level partitioning was adopted throughout the evaluation as in Table 7. D1-D3 were
divided into 36 training flights, eight validation flights, and eight internal test flights,
whereas all 16 flights of D4 were reserved exclusively for external evaluation. This protocol
prevents temporal leakage between partitions and provides a more rigorous assessment of
cross-domain transfer capability.

Table 7. Flight-level dataset partition [10,23].

Dataset Partition Flights Telemetry Windows Purpose

Training 36 4320 Model optimization
Validation 8 960 Hyperparameter tuning
Internal test 8 960 In-domain evaluation
External test (D4) 16 1920 Cross-domain evaluation

Latency measurements reported in this study correspond to CPU inference time per
telemetry window and were obtained using Python’s time.perf_counter() high-resolution
timer. The measurements exclude data generation, model training, and file input/output,
thereby reflecting only the execution time required for online intrusion detection. The
experiments were performed on a workstation equipped with [Intel(R) Core(TM) Ultra 7
155H (3.80 GHz)], [16 GB], running Windows 11 (64-bit) and Python 3.14.3. This hardware
description has been added to improve experimental reproducibility and to clarify the
execution environment used throughout the evaluation.

Table 8 presents the baseline comparison under the internal hold-out evaluation using
domains D1-D3. The results demonstrate a consistent performance improvement as the
models evolve from conventional machine learning approaches to temporal deep learning
models, graph-based methods, and finally the proposed federated causal graph framework.

Classic machine learning models, represented by Logistic Regression/SVM and Random
Forest, achieve F1-scores of 0.859 and 0.896, respectively. Although these methods provide
low inference latency (4.1-7.6 ms), they treat UAV telemetry as independent feature vectors
and therefore fail to capture the complex interactions among navigation, sensing, communica-
tion, and control subsystems. Similar limitations of feature-centric UAV intrusion detection
approaches have been reported in previous studies [3,4,25]. Consequently, their recall and
ROC-AUC values remain significantly lower than those of graph-based approaches.

Deep learning models including CNN, LSTM, and Transformer improve performance
by learning temporal and nonlinear feature representations [5,6,9]. The LSTM achieves an
F1-score of 0.926, while the Transformer reaches 0.936, indicating that temporal dependen-
cies are important for UAV intrusion detection. However, these models primarily learn
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statistical correlations rather than explicit cyber-physical relationships. As a result, they may
detect anomalous patterns but cannot directly model subsystem dependency violations, a
challenge increasingly highlighted in cyber-physical anomaly detection research [16,17].

Table 8. Baseline comparison under internal hold-out evaluation (D1-D3).

Model Accuracy  Precision Recall Fl-score ROC-AUC PR-AUC Latency
Logistic Reg./SVM 0.891 0.872 0.846 0.859 0.914 0.887 41

Random Forest 0.921 0.904 0.889 0.896 0.943 0.918 7.6
CNN 0.934 0.923 0.906 0.914 0.956 0.939 12.4
LSTM 0.944 0.935 0.918 0.926 0.965 0.949 18.7
Transformer 0.951 0.941 0.931 0.936 0.972 0.958 31.9
Autoencoder 0.903 0.886 0.861 0.873 0.928 0.901 10.3
Non-causal GNN 0.956 0.948 0.934 0.941 0.978 0.964 21.8
Centralized CGIDS 0.964 0.956 0.945 0.950 0.983 0.972 22.6
Fed-CGIDS-UAV 0.968 0.961 0.952 0.956 0.986 0.977 24.3

The Autoencoder baseline performs worse than supervised temporal models, achiev-
ing an Fl-score of 0.873. This behavior is expected because reconstruction-based anomaly
detection relies on reconstruction error rather than attack-specific cyber-physical reasoning.
Normal reconstruction quality does not necessarily imply that causal dependencies remain
intact during an attack, particularly in complex cyber-physical systems [16,18].

A substantial improvement is observed when graph structure is introduced. The
non-causal GNN achieves an Fl-score of 0.941 and ROC-AUC of 0.978, confirming that
representing UAV operations as interconnected subsystems is more effective than modeling
telemetry as isolated vectors or sequences. This observation is consistent with recent studies
demonstrating the effectiveness of graph neural networks for intrusion detection and cyber-
physical anomaly analysis [14,15,18,36]. The graph representation enables the detector to
capture interactions among navigation, sensing, communication, and control processes.

The centralized CGIDS model further improves performance, achieving an F1-score
of 0.950 and ROC-AUC of 0.983. This gain demonstrates the value of causal dependency
modeling. By explicitly learning normal subsystem relationships and measuring causal
residuals, the model becomes more sensitive to cyber-physical inconsistencies generated by
attacks such as GPS spoofing, command injection, and communication disruption. Similar
benefits of causal reasoning for anomaly detection and explainability have been reported
in recent causal-learning studies [16,17,37,38].

The proposed Fed-CGIDS-UAYV achieves the best overall performance, with an accu-
racy of 0.968, precision of 0.961, recall of 0.952, F1-score of 0.956, ROC-AUC of 0.986, and
PR-AUC of 0.977. Compared with the strongest graph-based baseline (non-causal GNN),
Fed-CGIDS-UAV improves Fl-score by 1.5 percentage points and ROC-AUC by 0.8 percent-
age points. Compared with the Transformer baseline, the F1-score improvement reaches
2.0 percentage points. These gains indicate that combining typed graph representation with
causal residual learning provides additional discriminative information beyond temporal
feature modeling alone [14,16,17].

Although Fed-CGIDS-UAV incurs a slightly higher latency (24.3 ms) than the central-
ized CGIDS variant (22.6 ms), the increase is modest (1.7 ms) and remains substantially
lower than the Transformer baseline (31.9 ms). This result suggests that the federated
learning mechanism introduces only a small computational overhead while providing
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the additional advantages of privacy preservation, distributed training, and improved
deployment scalability, consistent with prior federated IDS research [10-13,30-32].
Opverall, the results shown in Figure 2 indicate that the performance gains of Fed-CGIDS-
UAV originate from four complementary mechanisms: typed graph representation that
captures subsystem interactions [14,15,36], causal residual learning that detects violations
of normal cyber-physical dependencies [16,17,37,38], temporal graph encoding that models
attack evolution over time [34,35], and federated aggregation that enables collaborative
learning across heterogeneous UAV clients without sharing raw telemetry [10-13,30-32].

Baseline Comparison Under Internal Hold-out Evaluation (D1-D3)
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Figure 2. Baseline comparison.

Although transformer and non-causal GNN baselines perform competitively on the
internal split, Fed-CGIDS-UAV provides a better balance between detection strength and
operational interpretability. Its latency is higher than lightweight classical models, but it
remains below the transformer baseline while providing causal edge-level explanations.

7.2. Cross-Domain Generalization

Cross-domain generalization is a critical requirement for UAV intrusion detection
because operational environments frequently differ from the conditions observed during
training. Variations in mission objectives, sensing quality, communication conditions,
environmental noise, and swarm density may significantly alter the underlying data
distribution. Consequently, a detector that performs well on internal validation data
may experience substantial degradation when deployed in unseen domains.

To quantify robustness under domain shift, the internal-external stability gap (IESG)
is defined as IESG = F1_internal — F1_external. where F1_internal denotes the F1-score
obtained on the internal hold-out evaluation and F1_external denotes the F1-score obtained
on the unseen external domain. A smaller IESG indicates stronger generalization because
the model preserves its detection capability despite distributional changes.

The cross-domain results are summarized in Table 9 and illustrated in Figure 3. The
temporal baselines exhibit the largest performance degradation after transfer to the external
domain. The LSTM model experiences a decrease from 0.926 to 0.821, producing an IESG
of 0.105, while the Transformer achieves an IESG of 0.094. Although both models maintain
strong internal performance, their external accuracy declines substantially when mission
characteristics and environmental conditions differ from those encountered during training.
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Table 9. Cross-domain performance (training: D1-D3; test: D4).

Model F1_Internal F1_External IESG
LSTM 0.926 0.821 0.105
Transformer 0.936 0.842 0.094
Non-causal GNN 0.941 0.864 0.077
Centralized CGIDS 0.950 0.903 0.047
Fed-CGIDS-UAV 0.956 0.928 0.028

I .stM I Transformer [ Non-causal GNN [l Centralized CGIDS [l Fed-CGIDS-UAV (Proposed)

1.00 - Internal Evaluation (D1-D3) External Evaluation (D4)
Higher is Better Higher is Better
0950 0.956

F1-score

o
[o]
o (%,

v

0.95 - 0.941
0.926 0.936 0.928
0.903
0.90
0.864
) 0.842
0.821
0.8
0.7
0.70 -

Figure 3. Cross-domain generalization performance under leave-domain-out evaluation (training
on D1-D3 and testing on D4 “Internal-External Stability Gap”).

Graph-based approaches demonstrate improved robustness. The non-causal GNN
achieves an external F1-score of 0.864 and reduces the stability gap to 0.077. The centralized
CGIDS model further improves external performance, achieving an external F1-score of
0.903 with an IESG of 0.047. These results indicate that modeling subsystem interactions
and dependency structure contributes to improved transferability across domains.

The proposed Fed-CGIDS-UAV achieves the highest external F1-score of 0.928 while
maintaining an internal F1-score of 0.956, resulting in the smallest stability gap of 0.028. Rel-
ative to the LSTM, Transformer, and non-causal GNN baselines, the proposed framework
reduces IESG by 73.3%, 70.2%, and 63.6%, respectively. Furthermore, compared with the
centralized CGIDS model, the proposed framework achieves an additional 40.4% reduction
in the stability gap.

The results suggest that the learned representation remains comparatively stable
when transferred to previously unseen UAV operating conditions. More importantly, the
small difference between internal and external performance indicates that the detector is
less sensitive to variations in telemetry distributions and mission-specific characteristics.
This behavior is particularly desirable in practical UAV deployments, where training and
operational environments rarely match perfectly.

Overall, the cross-domain evaluation demonstrates that Fed-CGIDS-UAV maintains
consistent detection capability under distribution shift and achieves the strongest general-
ization performance among all evaluated methods. The low IESG value of 0.028 provides
evidence that the proposed framework can support reliable intrusion detection across
heterogeneous UAV platforms and operating scenarios.
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7.3. Attack-Oriented Evaluation

Aggregate evaluation metrics may conceal variations in detector behavior across
attack categories. Consequently, the proposed framework was evaluated separately for
GPS spoofing, command injection, sensor manipulation, replay attacks, denial-of-service
(DoS), and Sybil attacks. These attack classes represent common cyber-physical threats
reported in the UAV security literature and collectively affect navigation, sensing, control,
communication, and swarm coordination subsystems [1,2,7,26-29]. The corresponding

results are summarized in Table 10 and illustrated in Figure 4.

Table 10. Attack-specific detection analysis (D1-D4 combined evaluation).

Attack Class Detection Rate False Alarm Rate = Mean Latency (ms) Main Broken Edge
GPS spoofing 0.972 0.031 43 GPS > dynamics
Command injection 0.961 0.038 39 command > actuation
Sensor manipulation 0.932 0.049 47 sensor > dynamics
Replay attack 0.944 0.041 52 time > state consistency
DoS 0.953 0.046 36 communication > command
Sybil 0.918 0.057 58 identity > swarm consensus
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Note: All latency values in this figure correspond to CPU inference time per telemetry window measured on the SAME desktop workstation described in Section 6
* (Windows 11, Intel Core Ultra 7 processor, 16 GB RAM) using Python's time.perf_counter(). Therefore, the attack-specific latency results in this figure (and Table 10)
are directly comparable with the overall latency results in Table 8 because all measurements were obtained under the SAME experimental hardware and software

configuration. No edge device (e.g., Jetson Xavier NX) was used in this study.

Figure 4. Attack-oriented evaluation of Fed-CGIDS-UAV across six UAV attack classes.

The highest detection rate is achieved for GPS spoofing attacks, reaching 97.2% with a
false alarm rate of only 3.1%. This result indicates that navigation-related attacks generate
highly distinguishable inconsistencies within the cyber-physical state space. Manipulated
GPS measurements create observable deviations between navigation estimates, inertial
sensing, and vehicle dynamics, enabling reliable identification of abnormal behavior. Simi-
lar observations regarding the operational impact of navigation attacks have been reported

in UAV intrusion detection studies [3,7,27].
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Command injection attacks also exhibit strong detection performance, with a detection
rate of 96.1% and a latency of 39 ms. Because unauthorized commands directly influence
control actions, the resulting discrepancies between command signals and actuator re-
sponses can be identified rapidly. Similarly, DoS attacks achieve a detection rate of 95.3%
with the lowest average detection latency (36 ms). Communication disruptions immedi-
ately affect packet delivery, command propagation, and coordination processes, producing
clear operational anomalies. The importance of communication integrity for UAV security
has been emphasized in prior UAV and internet-of-drones security research [5,7,10].

Replay attacks achieve a detection rate of 94.4%; however, they require a longer detec-
tion latency of 52 ms. Unlike direct manipulation attacks, replayed messages often appear
syntactically valid and may initially resemble legitimate system behavior. Consequently,
additional temporal evidence is required before the anomaly score exceeds the detection
threshold. This behavior is consistent with previous findings that replay attacks are difficult
to identify using static feature inspection alone because temporal consistency must be
evaluated over multiple observations [8,19].

Sensor manipulation attacks achieve a detection rate of 93.2% and a false alarm rate
of 4.9%. The performance reduction relative to GPS spoofing and command injection is
expected because corrupted sensor streams may partially overlap with naturally occurring
sensing noise. Distinguishing malicious sensor perturbations from environmental distur-
bances therefore represents a more challenging classification problem in cyber-physical
systems [16,18].

Among all evaluated attack classes, Sybil attacks remain the most difficult to detect.
The proposed framework achieves a detection rate of 91.8% with a false alarm rate of 5.7%
and the highest latency of 58 ms. Unlike the other attack categories, Sybil attacks affect
distributed swarm-level interactions rather than individual subsystem measurements. Evi-
dence is therefore dispersed across multiple communication and consensus relationships,
requiring a longer observation period before a reliable decision can be reached. Similar
challenges have been identified in distributed UAV and swarm-security environments
where malicious identities influence collective coordination behavior [7,21,23].

A comparison of false alarm rates reveals that all attack categories remain below 6%,
indicating stable decision boundaries across heterogeneous attack conditions. The lowest
false alarm rate is observed for GPS spoofing attacks (3.1%), while the highest is associated
with Sybil attacks (5.7%). Despite the increased complexity of distributed swarm attacks,
the false alarm levels remain operationally acceptable for real-time UAV monitoring.

Figure 4 further illustrates the relationship between attack behavior and violated
causal dependencies. Each attack category is associated with a dominant subsystem re-
lationship that exhibits abnormal residual growth. GPS spoofing primarily affects the
GPS-to-dynamics dependency, command injection disrupts command-to-actuation con-
sistency, sensor manipulation weakens sensor-to-dynamics relationships, replay attacks
violate temporal state consistency, DoS attacks degrade communication-to-command de-
pendencies, and Sybil attacks destabilize identity-to-swarm consensus interactions. This
interpretation is consistent with causal anomaly detection principles, where attacks are
identified through disruptions of expected dependency structures rather than isolated
feature deviations [16,17,37,38].

Overall, the attack-oriented evaluation demonstrates that Fed-CGIDS-UAV maintains
consistently high detection performance across diverse cyber-physical attack scenarios
while simultaneously providing interpretable subsystem-level evidence. The results sug-
gest that the framework is particularly effective for attacks that generate direct violations
of operational dependencies and remains robust even for complex distributed attacks
that propagate through swarm coordination structures. These findings support recent re-
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search advocating graph-based, explainable, and causality-aware approaches for intrusion
detection in cyber-physical and UAV environments [14,17-19].

7.4. Operational Dependency Analysis

To further investigate the behavior of the proposed framework, causal graph struc-
tures were examined under both benign and attack conditions. Unlike conventional ma-
chine learning and deep learning intrusion detectors that primarily produce class labels
or anomaly scores, Fed-CGIDS-UAV explicitly models the cyber-physical dependency
structure underlying UAV operations [14,16,17]. This capability is particularly important
because operational disturbances and cyber attacks may generate similar feature-level
deviations while producing fundamentally different dependency violation patterns.

Under normal operation, the learned causal graph exhibits stable relationships among
navigation, sensing, control, actuation, communication, and swarm coordination subsys-
tems. The corresponding residual values remain within expected operational bounds, indi-
cating that subsystem interactions follow the learned cyber-physical dynamics. In particular,
command-to-actuation, actuation-to-dynamics, GPS-to-navigation, and communication-to-
command dependencies remain consistent across benign flight windows. Such stability is
expected in normal cyber-physical systems where subsystem interactions evolve according
to predictable operational constraints [16,37,38].

During attack scenarios, the graph topology remains unchanged, but the associated
dependency strengths and causal residuals change significantly. GPS spoofing attacks
primarily weaken the GPS-to-dynamics dependency because manipulated navigation
estimates become inconsistent with inertial measurements and observed vehicle motion.
Command injection attacks disrupt command-to-actuation alignment, producing abnormal
control responses that cannot be explained by the learned operational model. Replay attacks
increase temporal inconsistency by introducing stale observations that conflict with the
current system state, resulting in elevated residuals along time-dependent edges. Similarly,
Sybil attacks destabilize identity-to-swarm consensus relationships, generating abnormal
disagreement among neighboring UAVs and degrading collective coordination behavior.
These observations are consistent with recent studies emphasizing the importance of causal
reasoning for anomaly detection in cyber-physical environments [16-18].

The most informative aspect of the causal analysis is that different attack classes
produce distinct dependency violation signatures. Rather than relying solely on abnor-
mal feature values, the proposed framework identifies which subsystem relationships are
responsible for the alert. This property improves interpretability and facilitates attack
differentiation even when multiple attacks generate similar statistical patterns. For exam-
ple, communication degradation and command injection may both affect vehicle control
performance; however, the former primarily influences communication-to-command de-
pendencies, whereas the latter directly disrupts command-to-actuation consistency. Similar
explainability advantages have been reported in graph-based and explainable intrusion
detection research [8,19].

Figure 5 illustrates representative causal graph changes observed during attack execu-
tion. The dominant violated edges correspond closely to the attack mechanisms summa-
rized in Table 2 and the attack-specific evaluation reported in Section 7.3. The consistency
between attack behavior and identified dependency violations suggests that the learned
causal residuals capture meaningful cyber-physical relationships rather than merely reflect-
ing dataset-specific feature correlations.

Overall, the causal analysis demonstrates that Fed-CGIDS-UAV provides interpretable
evidence in addition to accurate detection. By explicitly identifying the subsystem dependen-
cies affected by an attack, the framework supports root-cause analysis, forensic investigation,
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and operator decision-making. This capability addresses a major limitation of many existing
UAV intrusion detection systems, which often provide anomaly labels without explaining the
underlying cyber-physical mechanism responsible for the alert [8,16,17,19].
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Figure 5. Representative operational dependency violations under cyber-physical UAV attacks.

7.5. Ablation Study

The ablation study was conducted to quantify the contribution of each major com-
ponent within Fed-CGIDS-UAV. Five reduced variants were evaluated by removing one
component at a time while preserving the remaining architecture. The investigated com-
ponents include the causal dependency learner, graph structure, temporal graph encoder,
federated aggregation mechanism, and explanation layer. Results are summarized in
Table 11 and illustrated in Figure 6.
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Figure 6. (a) external F1 score, (b) IESG, and (c) relative contribution Ablation analysis of Fed-
CGIDS-UAV.
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Table 11. Ablation study results.
Variant F1_Internal F1_External IESG Explanation Quality
Full .

Fed-CGIDS-UAV 0.956 0.928 0.028 High

No causal learner 0.924 0.841 0.083 Medium
No graph structure 0.903 0.812 0.091 Low

No temporal encoder 0.915 0.854 0.061 Medium
No federation 0.950 0.881 0.069 High
No explanation layer 0.956 0.928 0.028 None

The full Fed-CGIDS-UAV model achieves the strongest overall performance, with an
internal Fl-score of 0.956, an external Fl-score of 0.928, and the lowest internal-external
stability gap (IESG) of 0.028. These results establish the reference point for evaluating the
contribution of individual modules.

The largest performance degradation occurs when graph structure is removed. In
this configuration, the external F1-score decreases to 0.812 and the stability gap increases
to 0.091. This finding indicates that subsystem connectivity provides critical information
for representing cyber-physical interactions. Without graph modeling, the detector loses
the ability to capture relationships among navigation, sensing, communication, control,
and swarm subsystems, resulting in weaker cross-domain transferability. Similar obser-
vations have been reported in graph-based intrusion detection research, where structural
information significantly improves anomaly detection performance [14,15,36].

Removing the causal learner produces the second largest degradation. The external
Fl-score decreases from 0.928 to 0.841, while the IESG increases from 0.028 to 0.083. This
result confirms that causal residual modeling is a primary contributor to domain robust-
ness. Although graph structure remains available, the detector can no longer explicitly
distinguish stable operational dependencies from attack-induced violations. These findings
support recent studies demonstrating the importance of causal reasoning for anomaly
detection and explainability in cyber-physical systems [16,17,37,38].

The temporal graph encoder also contributes substantially to performance. Eliminat-
ing temporal modeling reduces the external Fl-score to 0.854 and increases the stability
gap to 0.061. This behavior suggests that attack progression cannot be fully characterized
through static graph representations alone. Temporal dependencies remain important
for identifying attacks that evolve gradually over multiple observation windows, such as
replay attacks and communication degradation scenarios [34,35].

Removing the federated learning component results in a smaller reduction in internal
performance but a noticeable decrease in external robustness. The external F1-score falls
to 0.881 and the IESG increases to 0.069. This result indicates that collaborative training
across heterogeneous clients improves representation stability under distribution shift.
Exposure to diverse operational environments appears to reduce overfitting to domain-
specific telemetry patterns, consistent with observations reported in the federated intrusion
detection literature [10-13,23,30-32].

In contrast, removing the explanation layer does not affect quantitative detection
performance. Both the internal and external F1-scores remain unchanged, and the IESG
remains at 0.028. However, explanation quality is completely eliminated. This result
confirms that the explanation module functions independently of the detection mechanism
and does not artificially inflate predictive performance. Instead, its primary contribution
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is improving interpretability and operational trust, which are increasingly recognized as
essential requirements for cyber-physical intrusion detection systems [8,19,24].

To quantify the importance of each module, the relative contribution shown in Fig-
ure 6¢ is computed from the degradation in external F1-score observed during the ablation
study. Specifically, if Fy,; denotes the external F1-score of the complete Fed-CGIDS-UAV
framework and F; denotes the external Fl-score obtained after removing component i, the

. . . Fran—Fi
contribution score is calculated as C; = m
indicate greater performance degradation after removing the corresponding component.

. Therefore, larger contribution values

The ablation results demonstrate that graph representation and causal dependency
learning are the dominant contributors to cross-domain robustness, while temporal encod-
ing and federated aggregation provide complementary improvements. The explanation
layer contributes interpretability without affecting predictive accuracy. Collectively, these
findings validate the design choices underlying Fed-CGIDS-UAV and provide empirical
evidence that each component contributes meaningfully to the final system.

7.6. Efficiency and Federated Learning Analysis

Detection performance alone is insufficient for practical UAV deployment because in-
trusion detection must operate within strict latency, communication, and energy constraints.
Consequently, the computational and communication characteristics of Fed-CGIDS-UAV
were analyzed in addition to predictive performance.

As shown in Table 8, Fed-CGIDS-UAV achieves an average inference latency of 24.3 ms
per observation window. Although this latency is higher than that of classic machine learn-
ing models, it remains lower than the Transformer baseline (31.9 ms) and only slightly
exceeds the centralized CGIDS variant (22.6 ms). The results indicate that the additional
computational cost associated with causal residual estimation and federated optimization
remains modest relative to the overall detection pipeline. Importantly, the observed latency
remains compatible with real-time UAV monitoring requirements, where detection deci-
sions must be generated within operational control cycles [5,9,20]. From a communication
perspective, the federated architecture transmits model updates rather than raw teleme-
try streams. This design substantially reduces privacy exposure and avoids continuous
transfer of mission-critical sensor, navigation, and communication data [10-13,30-32]. Such
behavior is particularly important in UAV networks because intrusion detection traffic
competes directly with command, control, and mission communications. Federated con-
vergence analysis further demonstrates stable training behavior across participating clients.
Despite heterogeneous operating conditions and local data distributions, the global model
converges consistently without significant oscillation in validation performance. More-
over, aggregation remains resilient under moderate packet loss because missing updates
affect model convergence gradually rather than causing immediate detection failure. This
property is desirable for UAV deployments where communication quality may fluctuate
due to mobility, interference, and environmental conditions [11,13,31]. Overall, the results
indicate that Fed-CGIDS-UAV achieves a favorable balance between detection accuracy,
communication efficiency, and computational overhead. The modest latency increase rela-
tive to centralized learning is compensated by enhanced privacy preservation, distributed
scalability, and improved cross-domain robustness.

7.7. Robustness Analysis

To evaluate operational resilience, the proposed framework was examined under multi-
ple sources of uncertainty, including sensing noise, communication packet loss, transmission
delay, domain shift, and adversarial perturbations. These factors frequently occur during real-
world UAV missions and may significantly affect intrusion detection reliability [1,2,20]. The
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experimental results indicate that Fed-CGIDS-UAV maintains stable detection performance
under moderate noise and communication degradation. Unlike conventional feature-based
detectors, the proposed framework evaluates deviations relative to learned subsystem depen-
dencies rather than isolated measurements. Consequently, temporary disturbances affecting
individual sensors do not automatically trigger intrusion alarms unless they produce sustained
violations of expected cyber-physical relationships. The cross-domain evaluation presented
in Section 7.2 further demonstrates the robustness of the proposed framework under dis-
tribution shift. The low internal-external stability gap (IESG) of 0.028 suggests that causal
residual modeling improves generalization across heterogeneous operating environments.
This behavior is particularly important for UAV deployments because mission conditions,
payload configurations, and environmental characteristics may vary substantially between
training and deployment domains [16,17,37,38]. An additional robustness mechanism is
provided through local threshold calibration. Rather than enforcing a globally fixed decision
threshold, each client adapts residual thresholds according to local operational characteris-
tics. This design reduces the likelihood that benign platform-specific behavior is incorrectly
interpreted as malicious activity. For example, a lightweight UAV operating under strong
wind disturbances may naturally exhibit larger navigation residuals than a larger platform
operating in a controlled indoor environment. Local calibration therefore improves resilience
against false alarms while preserving sensitivity to genuine cyber-physical attacks. Overall,
the robustness analysis demonstrates that Fed-CGIDS-UAV maintains stable detection perfor-
mance under realistic operational disturbances while avoiding excessive sensitivity to benign
environmental variability.

7.8. Explainability Analysis

Explainability is an essential requirement for cyber-physical intrusion detection be-
cause operational decisions often depend not only on whether an attack is detected but also
on understanding why the alert was generated. Accordingly, the explainability mechanism
of Fed-CGIDS-UAV was evaluated based on its ability to identify the correct subsystem
and dependency violation responsible for each intrusion event. The causal analysis results
presented in Section 7.4 demonstrate that attack explanations consistently correspond to
the dominant cyber-physical relationship affected by the attack. GPS spoofing alerts are
primarily associated with violations of navigation-to-dynamics consistency; command
injection attacks are linked to command-to-actuation disruptions; replay attacks produce
elevated temporal consistency residuals; Sybil attacks generate abnormal identity-to-swarm
consensus behavior. These attack-specific dependency signatures provide interpretable
evidence that directly reflects the underlying attack mechanism [16,17,37,38]. A key advan-
tage of this approach is that explanations are generated at the edge-level rather than solely
through feature importance scores. Consequently, operators can identify which subsystem
interaction produced the alert and perform targeted forensic analysis. This capability
is particularly valuable in UAV environments where multiple subsystems may exhibit
correlated anomalies during mission execution [8,19]. The ablation results further confirm
that the explanation module does not directly influence predictive performance. Removing
the explanation layer produces negligible changes in Fl-score and stability metrics while
eliminating the subsystem-level evidence available to operators. This observation indicates
that the explanation mechanism functions independently of the detection model and there-
fore does not artificially inflate performance metrics. Overall, the explainability analysis
demonstrates that Fed-CGIDS-UAV provides actionable causal evidence in addition to
accurate attack detection. By explicitly identifying violated subsystem dependencies, the
framework improves operational transparency, supports root-cause analysis, and enhances
trust in automated intrusion detection decisions.
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To determine whether the observed performance improvements are statistically mean-
ingful rather than caused by random initialization, statistical significance testing was
conducted using the Wilcoxon signed-rank test over the five independent experimental
runs. The proposed Fed-CGIDS-UAV framework was compared against the two strongest
competing methods, namely the non-causal GNN and centralized CGIDS in Table 12. The
null hypothesis assumes that there is no significant difference between the paired Fl-score
measurements obtained across repeated runs. Statistical significance was evaluated using a
significance level of o = 0.05.

Table 12. Wilcoxon signed-rank test.

Comparison

No. of Paired

Runs

Mean F1
Difference

Wilcoxon
Statistic (W)

Exact p-Value

(Two-Sided) Effect Size (v)

Interpretation

Fed-CGIDS-UAV vs.

Non-causal GNN

Consistent
improvement across
all runs; statistical
power limited by the
small sample size.

+0.015 0 0.0625 0.83

Fed-CGIDS-UAV vs.

Centralized CGIDS

Consistent
improvement across
all runs; statistical
power limited by the
small sample size.

+0.006 0 0.0625 0.83

To complement the average performance metrics, an exact two-sided Wilcoxon signed-
rank test was performed using the paired F1-scores obtained from five independent experi-
mental runs. Because only five paired observations were available, the statistical analysis is
intended to evaluate the consistency of the observed performance improvements rather
than to provide high-resolution significance estimates. Effect sizes are also reported to
quantify the magnitude of the observed differences.

As shown in Table 12, Fed-CGIDS-UAV achieved higher F1-scores than both compari-
son methods in every repeated experiment. However, because the Wilcoxon signed-rank
test was performed using only five paired observations, the exact two-sided test yields
a minimum attainable p-value of 0.0625. Consequently, the statistical analysis should be
interpreted as demonstrating consistent directional improvement rather than conclusive
statistical significance. The accompanying large effect size indicates that the observed
performance gains are practically meaningful despite the limited number of repeated runs.
Future work will increase the number of independent repetitions to improve statistical
power and provide more robust significance testing.

7.9. Sensitivity to Initial Graph Structure

The proposed Fed-CGIDS-UAV framework initializes the candidate causal graph using
prior knowledge derived from UAV control logic. Although this initialization provides a
physically meaningful starting point, the graph is subsequently refined through continuous
residual analysis and adaptive edge updating. Consequently, the initial graph is not treated
as a fixed model but rather as an initial hypothesis that evolves during learning.

To evaluate the robustness of the proposed framework to imperfect prior knowledge,
additional sensitivity experiments were performed by intentionally modifying the initial can-
didate graph before training. Three perturbation scenarios were considered: removal of 10%
of candidate edges, removal of 20% of candidate edges, and random replacement of 10% of
candidate edges with incorrect dependencies. The remaining training procedure and evaluation
protocol were kept unchanged. Table 13 shows sensitivity to candidate graph initialization.
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Table 13. Sensitivity to candidate graph initialization.

Confguration Acmcy  FlSeore Rl
Original graph 0.968 0.956 0.903
10% edges removed 0.964 0.952 0.891
20% edges removed 0.959 0.946 0.876
10% incorrect edges 0.962 0.949 0.883

7.10. Sensitivity to Time-Window Size and Anomaly Score Balance Coefficients

To complement the initial graph perturbation analysis reported in Section 7.9, this
subsection evaluates the sensitivity of Fed-CGIDS-UAV to two important hyperparameters:
the telemetry time-window size and the balance coefficients used in anomaly score com-
putation. All experiments used the same flight-level partitions, attack configurations, and
five-run evaluation protocol described in Section 6. Only the parameter under investigation
was changed in each experiment.

Sensitivity to Time-Window Size: The telemetry window length determines the
amount of temporal and cyber-physical context available to the causal graph encoder.
Window lengths in Table 14 of 10, 20, 30, 40, and 50 telemetry samples were evaluated.
A short window may not contain sufficient information to capture attacks that evolve
gradually, whereas an excessively long window may smooth brief anomalies and increase
inference latency.

Table 14. Sensitivity to telemetry time-window size.

Window Size  Accuracy  Precision  Recall F1-Score Latency (ms)
10 0.951 0.944 0.934 0.939 18.5
20 0.962 0.955 0.946 0.950 21.3
30 0.968 0.961 0.952 0.956 24.3
40 0.966 0.959 0.949 0.954 27.1
50 0.963 0.956 0.945 0.950 30.8

The results show that performance improves as the window size increases from 10
to 30 samples because the model receives sufficient temporal context to identify evolving
dependency violations. The best F1-score of 0.956 is achieved using 30 samples. Increasing
the window length beyond 30 samples provides no further improvement and increases
inference latency. Therefore, 30 samples were selected as the default value because they
provide the best trade-off between detection performance and computational efficiency.

Sensitivity to Anomaly Score Balance Coefficients: The balance coefficients « and S,
defined in Section 3.5, determine the relative contributions of node-level causal residuals
and edge-level dependency instability. Five combinations in Table 15 satisfyinga + f =1
were evaluated while all remaining experimental settings were kept unchanged.

The balanced configuration « = 0.5 and = 0.5 achieves the highest overall perfor-
mance. Assigning excessive weight to either node-level or edge-level evidence causes a
small performance reduction because UAV attacks commonly produce both local subsystem
deviations and violations of inter-subsystem dependencies. Nevertheless, the F1-score re-
mains between 0.949 and 0.956 across all tested configurations, indicating limited sensitivity
to reasonable coefficient variations.

Overall, these experiments show that Fed-CGIDS-UAV is not excessively dependent
on a narrowly selected time-window size or anomaly score weighting configuration. The
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default settings provide the best measured performance, while neighboring parameter
values produce only modest variations.

Table 15. Sensitivity measurement to anomaly score balance coefficients.

% B Accuracy Precision Recall F1-Score
0.2 0.8 0.960 0.953 0.945 0.949
0.4 0.6 0.966 0.959 0.949 0.954
0.5 0.5 0.968 0.961 0.952 0.956
0.6 0.4 0.967 0.960 0.951 0.955
0.8 0.2 0.961 0.954 0.946 0.950

7.11. Memory Footprint and Energy Discussion

In addition to inference latency, practical deployment of UAV intrusion detection
systems requires consideration of memory usage and energy consumption because onboard
computing resources are typically constrained. The proposed Fed-CGIDS-UAV framework
employs sparse graph representations and lightweight federated parameter exchange,
avoiding storage of complete historical telemetry or centralized datasets. Consequently,
the memory requirement grows approximately linearly with the number of graph nodes
and active dependency edges rather than the total amount of collected telemetry.

During inference, the framework performs local graph construction, causal depen-
dency evaluation, and graph-based message passing without repeated model retraining.
Therefore, the dominant energy consumption is associated with graph inference and peri-
odic federated communication. Since only model parameters are exchanged between UAV
clients and the aggregation server, communication overhead is substantially smaller than
transferring raw telemetry streams, thereby reducing wireless transmission energy.

Although direct onboard power measurements were beyond the scope of the present
work, the low inference latency, sparse graph representation, and lightweight parameter
exchange suggest that the proposed framework is suitable for deployment on resource-
constrained edge computing platforms. Comprehensive hardware-level measurements
of memory utilization and energy consumption on embedded UAV processors will be
investigated in future work.

8. Discussion

Fed-CGIDS-UAV is designed around a simple but important constraint: a UAV attack
should be interpreted through the relationships it breaks, not only through the features it
changes. This constraint shaped every part of the framework. The graph builder keeps
subsystem identity visible. The causal learner estimates normal dependencies rather than
class boundaries only. The temporal encoder follows how dependency violations evolve
across windows. The federated module allows distributed learning without raw telemetry
sharing. The explanation layer converts the alert into node-edge evidence.

The results support this design choice. Fed-CGIDS-UAV achieved the highest internal
F1-score among the compared models and, more importantly, produced the smallest
internal-external stability gap. This finding is important because UAV IDS models can
appear strong under random or internal splits while losing reliability when transferred to
unseen mission profiles, sensing noise, communication delay, or swarm conditions. The
reduction in IESG suggests that causal residuals and typed graph structure provide a more
stable learning target than feature-level correlations alone.

The framework is strongest where cyber and physical signals interact. GPS spoofing,
command injection, replay, and Sybil attacks are not merely abnormal values; they disturb
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expected relationships. A flat classifier can detect such events if the pattern appears in
training, but it may struggle when the same attack appears under a different mission or
communication condition. A causal graph representation provides a more stable target:
not the exact feature distribution, but the violation of expected subsystem dependencies.

Although the experiments were conducted using a controlled simulation environment
to ensure repeatability and systematic evaluation, all reported results were obtained from
the implemented framework. Future work will extend the validation to additional real-
world UAV flight logs and large-scale operational deployments. The results are useful
for testing the proposed architecture and comparing model variants, but they do not
replace real-flight validation. Future work should evaluate the framework on Python-
based AirSim/PX4 logs together with at least one external real or semi-real UAV dataset.
Another limitation is computational cost. Temporal graph learning and causal estimation
are heavier than decision trees or random forests. This cost can be managed through
sparse graph construction, local threshold calibration, and periodic rather than continuous
federated updates.

A second limitation concerns causality itself. The proposed learner can estimate stable
directed dependencies, but causal claims should be read cautiously unless interventions,
domain knowledge, or strong temporal assumptions support them. For this reason, the
paper uses the phrase “causal dependency” operationally. The framework detects violations
in dependencies that are temporally plausible and stable under normal operation; it does
not claim perfect causal discovery from observational flight logs.

Despite these limits, the framework offers a defensible path for UAV IDS research. It
addresses the gap between high internal accuracy and operational trust by asking whether
a detector can explain what relationship failed, whether that explanation transfers across
domains, and whether distributed clients can learn without exposing raw telemetry.

Although the proposed framework initializes the candidate graph from UAV control
knowledge, this graph serves only as an initial structural prior rather than a fixed causal
model. During learning, edge confidence is continuously updated using observed telemetry
and residual consistency, allowing the graph to adapt to changing operating conditions.
Consequently, moderate errors in the initial graph mainly affect convergence speed rather
than the final detection capability. Nevertheless, substantial structural misspecification
may reduce explanation fidelity, suggesting that future work should investigate automatic
graph initialization and online causal structure discovery.

Although the proposed framework employs causal terminology, the learned graph
should be interpreted as an operational causal model supported by engineering knowledge
and repeated observational consistency rather than definitive proof of physical causa-
tion. Establishing true causality would require controlled interventions or randomized
experiments, which are generally infeasible during UAV operation. Therefore, the causal
relationships learned by Fed-CGIDS-UAV should be regarded as practically useful approxi-
mations for cyber-physical intrusion detection and root-cause analysis.

9. Conclusions

This paper proposed Fed-CGIDS-UAV, a federated causal graph learning framework
for intrusion detection in cyber-physical drone networks. The framework responds to three
recurring weaknesses in UAV IDS research: feature-centric modeling, weak cross-domain
validation, and limited explanation of cyber-physical attack propagation. By representing
UAV telemetry as typed graphs, learning normal causal dependencies, detecting resid-
ual violations, and federating model updates across clients, the approach provides both
detection and explanation.

https://doi.org/10.3390/sym18081292


https://doi.org/10.3390/sym18081292

Symmetry 2026, 18, 1292 34 of 36

The cleaned evaluation results show that Fed-CGIDS-UAV improves internal perfor-
mance while reducing the internal-external stability gap to 0.028. Attack-specific analysis
indicates strong detection of GPS spoofing and command injection, while Sybil attacks
remain more difficult because their evidence is distributed across swarm-level relationships.
Ablation results confirm that causal residuals and graph structure are the main contributors
to cross-domain robustness. The next step is field-oriented validation using real or semi-real
UAV logs, together with more detailed reporting of communication overhead, convergence
behavior, and edge-device resource use.

The reported results are derived from repeated experimental executions of the imple-
mented framework within the adopted simulation environment, providing reproducible
evidence of the effectiveness of the proposed approach.

The reported performance improvements were obtained using a controlled AirSim-
PX4 software-in-the-loop simulation environment designed to emulate heterogeneous UAV
operating conditions and representative cyber-physical attacks. Consequently, the reported
quantitative results should be interpreted within this evaluation setting rather than as
evidence of operational deployment. Future work will focus on validating the proposed
framework using real and semi-real UAV telemetry collected from physical flight platforms
and public UAV datasets to further assess robustness, scalability, and generalization under
practical deployment conditions.
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