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Abstract: To deal with environmental uncertainty, organizations need resilience to respond to disrup-
tions, such as changing market conditions or variations in demand or supply, while avoiding large
scale adjustments. The concept of resilience is ambiguous, often explained as the capability of an orga-
nization or a supply chain to recover its original state, within an appropriate time frame, after being
disrupted. Resilient supply chains have event handling capabilities, can provide efficient responses,
and can return to their normal operating performance, after the disruptive event. To increase their
resilience, companies often make changes or adjustments to their internal IT infrastructure, which
may temporarily disrupt their smooth operation. As a result, contemporary IT infrastructures are
mixed and include varied systems or technologies. Although new technologies, including blockchain,
IoT and cloud-based solutions, may facilitate the handling of changes by providing secure, low cost
and scalable solutions, more traditional systems may hinder such changes. Therefore, the relationship
between IT and supply chain resilience is still unclear. The paper intends to examine the above
issues by adopting a socio-technical approach to explain the concept of supply chain resilience and
investigate the role of IT. More specifically, based on previous literature and on the appreciative
systems thinking theoretical perspective, the paper develops a theoretical framework to analyse the
organisational and/or supply chain resilience. It then uses this framework to examine and explain the
impact of IT, by identifying important characteristics of an IT infrastructure and examining whether
they may support or hinder business resilience.

Keywords: supply chain resilience; robustness; appreciative systems thinking; IT infrastructure;
IT characteristics

1. Introduction

The contemporary business environment is characterized by increased competition
and disruptions caused by technological advancements, demand variations, and regulatory
and socio-economic changes. All of these lead to unpredictability and increased market
uncertainty [1,2], forcing firms to rethink, modify and redesign their business processes
and strategy on a frequent basis. To survive in this turbulent environment, companies need
to be agile and able to deal with changes [3,4].

To deal with environmental disturbances organisations need tools that will enable them
to address the increasingly complex problems that arise [5]. A systems thinking perspective
could enable them to see the world as a complex system, where everything is connected to
everything else [6,7]. Therefore, ‘implementing a systemic thinking philosophy in real-life
industrial operations is essential for companies to operate effectively and efficiently [5]
(p. 995), as well as to deal with any changes.

To face unexpected situations and environmental changes, organizations additionally
invest in new technologies enabling them to monitor and better manage the events of the
external environment [8]. They also enable them to improve internal processes, increase
their efficiency and improve their interaction with business partners.

Systems 2022, 10, 35. https://doi.org/10.3390/systems10020035 https://www.mdpi.com/journal/systems

https://doi.org/10.3390/systems10020035
https://doi.org/10.3390/systems10020035
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/systems
https://www.mdpi.com
https://orcid.org/0000-0002-5527-3757
https://doi.org/10.3390/systems10020035
https://www.mdpi.com/journal/systems
https://www.mdpi.com/article/10.3390/systems10020035?type=check_update&version=1


Systems 2022, 10, 35 2 of 19

Nowadays, complex systems are being developed aiming at facilitating and affecting
business operations [5]. Therefore, contemporary IT infrastructures are mixed, includ-
ing different types of technologies. As different information technologies have various
characteristics, properties and limitations, their impact on resilience or on organisational
changes is still debatable [9]. Older technologies are more rigid and inflexible, hindering
change. Furthermore, major organizational changes are often time-consuming, costly and
entail significant changes of the underlying IT infrastructure. These changes are even more
difficult and complex when they affect cooperation and exchange of information with
business partners.

To be able to confront environmental disturbances, while avoiding large scale changes,
companies seek for resilience both internally and at their supply chain. Supply chain
resilience is a relatively new term related to supply chain vulnerability [10]. Resilient
supply chains demonstrate event readiness and are able to provide efficient responses.
They are also often able to restore their primary state, or produce an even better one, after
the disruptive event [11].

Although resilience is important for the survivability and efficient operation of com-
panies, its meaning is still unclear and, as a result, different conceptualisations can be
found in the literature [12,13]. Some researchers suggest that resilience is synonymous with
flexibility [14], while others point out the differences between them. Some focus on the
different dimensions of resilience, while others develop theoretical approaches to analyse
the concept in depth [15–17]. Therefore, the main elements and dimensions of supply chain
resilience, their interrelation, as well as their implications for supply chain management,
are poorly analysed and understood [11]. Moreover, even though the use of IT supports
the monitoring and handling of events, its impact on supply chain resilience needs to be
further investigated and examined. Although previous research has focused on examining
the impact of specific types of systems e.g., ERP [18] or blockchain technologies [19], on
supply chain resilience, the impact of mixed IT infrastructures is still unclear. As varied IT
implementations are context-dependent and existing IT infrastructures are complex, mixed
and evolving, their results on resilience are diverse and dynamic (changing over time) and
need to be further investigated. The aim of this paper is to address these issues and to:

i. contribute to the definition and understanding of supply chain resilience as a multidi-
mensional concept

ii. develop a theoretical framework to analyse organisational and/or supply chain resilience
iii. use the framework to analyse and explain the impact of IT on resilience
iv. identify important characteristics of an IT infrastructure and examine whether they

may support or hinder supply chain resilience.

This paper primarily analyses supply chain resilience based on an extensive literature
review [20] and on the authors’ research experience [21]. Influenced by previous research,
the paper recognizes different dimensions of resilience (focusing on the temporal, cost
and range dimensions). It also adopts Vickers’s appreciative systems thinking theoretical
perspective and suggests that resilience can be examined as the process through which
organisations or supply chains “appreciate” an environmental disturbance (that has or is
about to happen) and based on judgements (of facts and values) decide upon an action of
response [22]. The paper argues that the ease of response can be specified by the time, cost
and range of available options to respond. It also argues that the ease of response can be
affected by the company’s IT infrastructure.

To analyse the role of IT on supply chain resilience, the paper identifies and examines
specific characteristics of contemporary IT infrastructures (as mentioned in the literature).
It then uses the framework to evaluate their impact (benefits or constraints) on supply
chain resilience. Therefore, this is a conceptual paper aiming to contribute both to theory
and practice.

The next section presents contemporary challenges of supply chain management,
emphasizing on the problem of uncertainty. It discusses supply chain vulnerability and
considers the importance of risk and event management. It then analyses supply chain
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resilience, putting an emphasis on its multidimensional nature. The third section takes into
consideration previous research and Vickers’s theory of appreciative systems and proposes
a conceptual framework for the analysis of resilience. Based on this framework, the fourth
section discusses the impact of IT on the handling of environmental changes. It also exam-
ines important IT characteristics and analyses their impact on resilience. The discussion
section compares the study’s results with those of previous studies. It also discusses the
research limitations. The final section presents the contributions and concluding remarks
of the study, as well as gives directions for future research.

2. Literature Review

The literature review enables us to better clarify and examine the main concepts
addressed in this paper. It gives information about the papers published, and the theories
related to the subject of study. It allows the identification of the main dimensions of supply
chain resilience, as well as revealing the conceptual frameworks used. It also facilitates the
analysis of the role of technology, supporting the paper’s argument, while allowing the
provision of an original contribution [23].

The steps followed in this study include the search of articles based on keywords, the
selection of articles based on their abstracts and content, their categorization, a clarification
of the meanings of the main concepts and the identification of any relationships among
them, as well as a discussion on the results of this study compared with previous literature.

The search was conducted mostly in the Scopus, ResearchGate and Google Scholar
databases and the keywords or combination of keywords used included supply chain
uncertainty, supply chain flexibility and resilience, IT infrastructure and new technologies,
such as cloud-based solutions, IoT and blockchain technology.

2.1. Supply Chain Management and Uncertainty

Competitive intensity forces companies, of various industries, to try to enhance their
operational efficiency, the effectiveness of their decisions, their products’ quality and their
customers’ services. However, intense competition and market uncertainty complicate
SCM and challenge the realization of its objectives [24]. In a competitive environment, the
efficiency of operations is not sufficient for the survivability of companies [25]. To retain
their market share or gain strategic advantage, organizations have to extend their ‘stan-
dalone’ business strategies to include strategies of their business partners [25]. According
to Scholten and Schilder [26], effective collaboration among supply chain members can
facilitate the provision of good quality products and inexpensive services, while ensuring
that products and services are delivered at the right time and place. Therefore, effective
supply chain management (SCM) and collaboration are key factors for enhancing not only
organizational effectiveness, but also competitiveness.

According to Kopanaki [25], the most common SCM objectives, as identified in the
literature, are improved demand planning, speed (reduction of lead time and speed of
delivery), control and reliability, as well as reduction of costs (comprising production,
transportation and purchasing costs, as well as inventory-driven costs). However, one
of the main challenges that contemporary supply chains have to face is the uncertainty
of the business environment [27]. In today’s business market, supply chains are exposed
to frequent disturbances or disruptions [28]. Therefore, their ability to deal with changes
needs to be reinforced.

According to Wang [29] uncertainty refers to the unpredictability of environmental
or organizational issues or to the insufficient information regarding these issues that
affect business performance. To analyse uncertainty, Liao et al. [30] focus on uncertainties
related to production, quality, quantity, and market demand. Similarly, Davis [31] and
Kopanaki [25] examine manufacturing uncertainty (e.g., machine failures, computer or
software errors and ineffective design of products, which disrupt production and affect the
products’ quality), demand uncertainty (variations in demand and erroneous orders that
lead to inaccurate forecasts, out of stocks or excessive inventory) and supply uncertainty
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(inability to supply on time due to transportation problems or product returns due to
defective products etc.).

Aiming to address one aspect of supply uncertainty, Ahmet et al. [32] handle the
problem of backordering defective products. In their work they aim to measure the impact
of reworking imperfect quality items and partially backordering them into the material
flow and profit system. They propose a model that enables the identification and reparation
of imperfect quality items, allowing partial backordering after rework. They follow an
algebraic approach, based on the inventory theory, and develop an algorithm to also achieve
a profit maximization objective.

Lee [33], focuses on demand uncertainty and argues that there are markets with high
demand uncertainty (e.g., innovative services or products, clothing and music industry)
and others with low demand uncertainty (e.g., utilities sector or basic groceries). Similarly,
there are more stable processes (or with low uncertainty) (e.g., related to basic manu-
facturing) and processes of higher uncertainty (e.g., farming and agriculture affected by
weather conditions).

Along with these uncertainties (related to supply or demand), companies must face
competitive uncertainty, which related to their competitors’ strategies and responses to the
firm’s actions. They also have to face physical disasters (e.g., a flood or fire in a warehouse
or factory). Excessively lean or rigid supply chains with no slack, or ‘plan B’, may be unable
to face such disasters, making the entire chain collapse.

The exposure to serious disturbances, occurring to supply chains either as internal
or external risks, has led to the analysis of supply chain vulnerability. The notion of
supply chain vulnerability has been examined by many researchers, giving various ex-
planations [34]. Svensson [35] offered what became one of the most utilized definitions
of supply chain vulnerability, explaining it as the existence of disturbances, with nega-
tive effects or consequences, which force companies to deviate from regular, expected or
scheduled activities.

The effective response to these changes or disruptions is imperative, as they may
significantly affect both the short-term performance [36] and the long-term strategies of
a firm. The clothing industry is a good example of short-term changes as the demand is
mostly subject to the fashion trends. In this industry, the life cycle of products is relatively
short and highly uncertain. To deal with frequent changes in demand, supply chains have
developed the “Quick Response” strategy to become more resilient and enhance their
capability to quickly respond to fluctuations of sales related to varied styles, sizes and
colours [25].

Therefore, changing market needs, varied supplier lead times, information asymmetry
and dubious product quality are sources of uncertainty that create the need for business
flexibility or resilience to disturbances [37]. Hence, to deal with vulnerability, everyday
changes and more rare events, supply chains seek resilience [12,38].

2.2. Supply Chain Resilience

Resilience [38,39] is an evolving concept, which focuses on the capability of firms or
of their supply chains to absorb or react to environmental disruptions, “with or without a
limited decrease in their performance” [40] (p. 1). Pettit, et al. [12] state that a fundamental
definition of resilience can be found in engineering, i.e., “the tendency of a material to
return to its original shape after the removal of a stress that has produced elastic strain”.
Evans [14] uses resilience as a synonym of elasticity and flexibility. Many researchers argue
that the notion of resilience is related to that of flexibility, as both concepts refer to the ability
of organisations or supply chains to handle environmental changes and unexpected events.
Like flexibility, resilience is related to the variety of planned or unplanned organizational
options to respond to disruptions.

Supply chain resilience includes the capability to adjust production capacity, make
volume changes, do quick product design adjustments, incorporate a variety of promotional
activities, as well as manage changes in deliveries. Resilient supply chains should be
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“market sensitive in terms of their ability to understand and respond to demand, while
minimising the risks of supply shortages or disruptions” [22] (p. 337). Thus, a resilient
supply chain must be capable of handling many expected or unexpected events, such as,
production faults, machine breakdowns, truck accidents shipment delays and out-of-stocks.
According to Ponomarov and Holcomb [11] (p. 124), “resilient supply chains incorporate
event readiness, are capable of providing an efficient response”.

Wieland and Wallenburg [41] have argued that agility is a significant component of
resilience. However, resilient supply chains are often capable of returning to their primary
or improved state after the disrupting event [11,42]. Therefore, in contrast to agility or
flexibility, resilience focuses on the capability of a supply chain to return to their regular
business operation, within an appropriate time, after being disrupted [38,39]. However,
sometimes it may be better for a supply chain to learn from the disruption and adapt into
a new operational structure, instead of returning to its original state [12]. Thus, a supply
chain is resilient when its primary business state is sustained or when a new stable situation
is reached [41].

Acknowledging the fact that resilience and flexibility are related concepts, as well as
that flexibility is an older concept with a much richer literature, this paper reviews concep-
tualizations of both concepts to propose a conceptual framework of supply chain resilience.

To explain the concepts of flexibility and resilience, many researchers have focused
on identifying their different categories and classifications. Older research initiatives have
focused on the examination of flexibility at the organizational level, while more recent
initiatives have also analysed flexibility or resilience at an interorganizational or supply
chain level.

Pettit et al. [12,13] argue that resilience can be defined as the desired balance between
vulnerabilities and capabilities. Similarly, Kumar [43] argues that most descriptions and
definitions of flexibility, which can equally apply to resilience, involve the notion of change
(stimulus) and a response to this change. He thus proposes a stimulus–response framework
to describe flexibility. He suggests that flexibility can be indicated by the ease of response.
He further suggests that the ease of response (revealing the level of flexibility) can be
specified by three related dimensions, comprising the time, cost and scope of response [22].
Similarly, Lucas and Olson [44] suggest that flexibility is related to the time, cost and effort
to change workflow of processes and organisational structure.

Therefore, to explain flexibility, which is a resilience related concept, the majority of
previous research has focused on its multidimensional nature [15], identifying the temporal
and range dimensions as most fundamental [45–47]. Golden and Powell [48] state that the
range dimension (indicated though the notions of robustness and versatility) demonstrates
the variety of options (either planned or unplanned) to respond to events or disruptions
from the environment. They further state that the temporal dimension demonstrates the
length of time required to respond to these disturbances. It also demonstrates a company’s
ability to adapt within an appropriate time frame and can be indicated/measured by
responsiveness (revealing the time needed to adjust to a new situation/condition) and
efficiency (showing the ability to quickly handle changes without excessive costs or down-
grade of performance). Additional dimensions are suggested by Tan and Sia [49], who
used ‘new capability’ and ‘ease of exit’ in their research [47].

As the aim of this research is to analyse resilience, it only focuses on the relevant
dimensions and metrics. As previous research suggests that robustness plays an essential
role in the attainment of resilience. This is related to the capability of an organization to
deal with unforeseen environmental disturbances [48] and shows the ability of a company
to react to changes that were not planned [50]. It also shows “the ability to absorb, deflect
or endure the impacts of unanticipated contingency, so that a strategy can remain viable
in spite of changes in the environment” [14] (p. 76). Finally, it is defined as “the ability to
endure variations and perturbations, withstand pressures or tolerate external changes” [49]
(p. 184). According to Wieland and Wallenburg [41] robustness involves the proactive
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realization of change, before its occurrence, and is a significant component of supply
chain resilience.

However, resilience also presupposes quick response to disturbances. Wieland and
Wallenburg [41] argue that resilience also includes fast reaction to perceived changes.
Therefore, responsiveness and efficiency are equally important factors of resilience. The
distinction between responsiveness and efficiency is unclear, since the speed of response
and the decrease in time delays indicate both responsiveness and efficiency. However, the
concept of efficiency is additionally related to performance, effort or cost-effectiveness [47].

The analysis of the literature led to an initial representation of supply chain resilience
as a stimulus–response conceptual framework (Figure 1), which is related to Kumar’s [43]
conceptualisation of flexibility. Based on this framework, supply chain resilience can be
considered as comprising three phases: initiation of a disruption (stimulus), response
(reaction) and recovery (to the previous or a new stable state, after an event) [12,16,51].
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Figure 1. Initial framework of resilience.

Adobor and McMullen [15] and Scholten et al. [16] add an initial phase, which is
related to the preparedness and the readiness of an organization to deal with an event.
Finally, Ali et al. [51] (p. 23) add a final phase related to learning capabilities, enabling the
supply chain “to understand what has happened and improve future performance based
on the experience”.

Nevertheless, the identification of the different phases and dimensions of resilience is
not sufficient for in-depth analysis of the concept. A more complete analysis requires an ex-
amination of the process through which organizations/supply chains realize environmental
disruptions and take actions to respond.

To better explain or measure supply chain resilience, previous studies aimed to use and
develop theoretical approaches. Chowdhury and Quaddus [17] used dynamic capability
theory to analyse supply chain resilience and develop a measurement instrument for it. Van-
poucke and Ellis [52] focused on supply-side resilience to provide a behavioural perspective
to analyse the influence of individuals to managerial decisions related to the resilience of
the supply chain. Finally, based on the work of Zollo and Winter [53], Scholten et al. [16]
(p. 432) have developed a framework to show the “pre-established relationship between
learning mechanisms that shape operating routines directly (via knowledge creation and
transfer) or by the intermediate step of dynamic capabilities (SCRes)”.

Table 1 summarizes the contribution of different studies aiming to conceptualize
supply chain resilience. It also shows the difference of the proposed conceptual approach.
The studies included in this table are compared based on the dimensions of resilience
identified, the conceptual framework developed and the impact of ICT.

The table demonstrates the breadth of supply chain resilience conceptualisations used
in the literature. It shows that the meaning of supply chain resilience is still unclear, lacking
a strong theoretical base.
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Table 1. Summary of studies conceptualizing supply chain resilience.

Paper Different Dimensions Conceptual Framework Impact of ICTs

Adobor et al. [15] Efficiency, adaptation, growth
and renewal

A complex adaptive systems
perspective, exploring three forms

of resilience: engineering,
ecological and evolutionary and
linking them to four phases of

supply chain resilience (SCRES):
readiness, response, recovery,

growth and renewal.

Ali et al. [51]

Readiness, Responsiveness,
Recovery of growth
(pre-, during, and
post-disruption)

SCRES concept
mapping framework

Brandon-Jones et al. [38]

Dimensions of supply chain
complexity (scale, geographic

dispersion, differentiation, and
delivery complexity.

Contingent resource-based view
perspective to explain the

relationship between specific
resources (information sharing
and connectivity), capabilities

(visibility), and performance in
terms of supply chain resilience

and robustness

information sharing
and connectivity,

supply chain visibility

Börekçi et al. [18] Adaptability, flexibility and agility
as similar concepts of resilience ERP workarounds

Christopher and Peck [39]

Four key principles of resilience
(supply chain (re)engineering,

supply chain collaboration
and agility)

Chowdhury and Quaddus [17]

Three primary dimensions:
proactive capability, reactive
capability and supply chain

design quality

Development of a measurement
instrument of SCRE, based on the

dynamic capability theory.

Gu et al. [54]

Impact of different IT patterns
(exploitative versus explorative
and ambidextrous) on supplier
and customer resilience and on

SC performance.

Jüttner, and Maklan [10] “Flexibility”, “velocity”,
“visibility” and “collaboration”

Relationship with the related
concepts of supply chain

vulnerability (SCV) and supply
chain risk management (SCRM).

Min [19] Conceptualization and impact of
blockchain technology

Pettit et al. [12] vulnerabilities and capabilities
Conceptual framework based on
literature and refined through a

focus group methodology

Ponomarov and Holcomb [11] Efficient Response

Conceptual framework of the
relationship between logistic
capabilities and supply chain
resilience (Event Readiness,

Efficient Response, Recovery)

Information
management capabilities

Scholten and Schilder [26]. Flexibility, velocity, visibility Influence of collaboration on the
different dimensions of resilience

Information-sharing and
collaborative communication

Scholten et al. [16] SCRes elements (flexibility,
velocity, robustness, visibility)

Elaborated model of SCRes
learning (antecedents

and mechanisms)

Tukamuhabwa et al. [42] Multiple dimensions identified in
an extensive literature review

Complex adaptive systems (CAS)
theory is proposed as an

appropriate lens for
studying SCRES.
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Table 1. Cont.

Paper Different Dimensions Conceptual Framework Impact of ICTs

Wieland and Wallenburg, [41] Agility,
robustness

The effects of rational
competencies on resilience and

the effect of resilience on supply
chain’s customer value.

Communication,
integration, cooperation

The paper’s approach
Efficiency (time and cost),

responsiveness, robustness
and versatility

An appreciative systems thinking
perspective describing the process

through which
organisations/supply chains

“appreciate” an environmental
disturbance, identify options to

respond and based on judgements
decide upon an action/response

Impact of complex IT
infrastructures (information

sharing, integration
/interconnection, messaging

standards, event management,
(proactive) decision making,

scalability, low cost solutions etc.)

3. Theoretical Development

This study argues that the concept of resilience, as a result of a firm’s interaction
with the environment, can be analysed using a “systems thinking” theoretical approach.
The core of systems thinking approaches is the notion of an entity/organism (as a whole),
which can adapt (to a certain extent) to survive in a dynamic environment [55]. In such
approaches organizations are considered as being greatly affected by their environment
and interactions with other organizations. In situations of rapid changes only ‘learning’
organizations that are flexible and adaptive will excel [56]. Learning organizations are
organizations where people continually expand their capacity to create desired results,
expand their patterns of thinking and learn to see the ‘whole’ together [56].

Systems thinking approaches have been developed and used in different disciplines
and strands of research [25]. In management science and information systems research,
‘hard’ systems thinking was for many years the prevalent systems approach [57]. ‘Hard’
systems thinking approaches follow an objective/positivistic scientific view, supposing that
the world contains systems that can be ‘engineered’ [55,58] to achieve declared objectives.

According to Senge and Sterman [59] the development of models “creates a laboratory
microworld in which hypotheses can be tested evaluated and revised”. However, this
is not sufficient for an organization to develop the capability to learn effectively from
experience. To address this need, Senge and Sterman [59] attempted to develop explicit
learning processes to improve and alter managers’ mental models, making them more
systemic and dynamic.

Their work is related to system dynamics (SD), which aims to improve the mental
models that people use to represent the real world. According to Forrester [60] (p. 14)
“for this to happen, individuals must be sufficiently involved in the modelling process to
internalize lessons about dynamic feedback behaviour”.

Therefore, SD is a research approach “to identify structural causes for complex prob-
lems and find solutions to the structure’s problems” [61] (p. 2). It enables the production
of rigorous models and the visualization of the causal linkages amongst variables. It is
suitable to examine and simulate complex and dynamic systems, as well as support long-
term strategic decision-making [7] It also enables understanding of a system’s structure
that determines its “behaviour” [61].

We can find two different research streams in SD: the ‘hard’ and the ‘soft’ approach.
In ‘hard’ system dynamics, description leads to the creation of a model, the simulation of
which leads to an understanding of dynamic behaviour, evaluation of alternative policies
and choice of a better policy and implementation [60]. In contrast, soft systems thinking
approaches usually lack the discipline of explicit model creation and simulation. They take
a process view of organisations [57], supporting the idea that reality is more complex than
systems that can be engineered [58]. They regard the world as complex and problematic
but accept that the process of inquiry into it can be organised as a learning system [55].
They thus shift systemicity from the world to the process of inquiry into the world [55].
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Therefore, they put emphasis on eliciting information from real-world participants and
contribute to useful insights [60].

Formulating a causal loop diagram (CLD) can be considered as part of a soft methodol-
ogy [61], as it may support intuitive and qualitative analysis by enabling the visualization of
complicated relationships between a system’s components. A CLD is a diagram, consisting
of a set of nodes and edges, which illustrates how different variables in a system are inter-
related [62]. The essence of CLD lies in the discovery and understanding of feedback loops,
focusing on the ’structure’ that causes the ’phenomena’ [6]. Therefore, CLD is a modelling
tool suitable for analysing the process through which companies perceive changes in the
environment, identify different options and decide upon actions in response.

This paper follows a ‘soft systems thinking’ orientation, adopting a process view
of companies [57]. Resilience can be seen as the capability of an organization to endure
and handle disturbances without being significantly disorganized. In this context, the
interaction between a firm and its environment can be explained by a sequence of stimulus
processes of response and effect [47]. The paper focuses on Vickers’ [63–66] theory on
appreciative systems, to explain the process though which organizations or supply chains
realize a disturbance and take actions to respond. The theory focuses on the notion of
‘appreciation’, which, according to Checkland and Casar [67], can be structured as a system.
It explains how individuals or groups of people in organizations realize changing situations
and take actions to respond, either by maintaining or altering relationships [57]. Therefore,
the theory explains the interaction of teams within an organization or between different
organizations, which has an important effect on resilience [40]. It thus analyses the process
by which people in organizations ‘appreciate’ disruptions, threats or opportunities and,
make judgements to decide upon an action to respond.

Vickers [63] explains that the everyday operation of organizations is affected/influenced
by an interplay (‘flux of interacting’) of events and/or ideas. He argues that the develop-
ment of varied ideas is separate from the history of different events. The history of events
and/or ideas affect attitudes [63], activities and business operations or decisions, and can
be in turn changed through discussions and exchange of ideas with other people.

According to Vickers the process through which people interpret and respond to
events or ideas can be called ‘appreciation’. Appreciation does not only refer to the process
of realizing an event, but also to the observation of the ‘actual’ situation and its comparison
with the ‘norm’ [63]. Therefore, it involves understanding or critical thinking, which may
often produce an action. More specifically, the process of appreciation comprises reality,
value and action judgements, which are interrelated [63,66]. ‘Reality’ judgements are
judgements of facts related to a situation (what is or was the situation) and to its impact
(what will, or might, the impact be under different hypotheses) [47,66]. ‘Value’ judgements
refer to the importance and impact of those facts, while ‘action’ judgements refer to the
way to respond to the situation (what to do in this specific situation).

Appreciation is continually “challenged or confirmed” by experience, referring to
“the readiness to notice particular aspects of a specific situation, to distinguish them in
particular ways and to measure them against standards, which have been built in similar
ways” [64] (p. 102). The standards affecting the process of appreciation are altered or
further enhanced through the same process as their application [47]. They can be modified
through judgements influenced by business partners or other participants and/or through
their application in a real or hypothetical situation “in a search for a better fit” [68] (p. 158).
Therefore, they result from previous processes of appreciation and may be confirmed or
altered through future processes [63].

The result of the process of appreciation may be an action or several actions taken.
These actions may maintain or change relationships [57] and/or organizational arrange-
ments. According to Vickers [66], relationship management involves changes which can,
over time, directly or indirectly influence relationships between organizations or people,
including modification of operations, changes of employees’ positions, use of human or
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other resources, etc. Therefore, interactions between teams within an organization or
between different organizations have an important effect on resilience [40].

Checkland and Casar [67] developed a model of the process of appreciation, presenting
it as a set of abstract entities, organized as a system. The emergent property of this system is
its capability to carry out the process of appreciation. In this process, people in organizations
perceive a situation, make judgments related to it, and often react [47]. The core of this
model [67], presented in Figure 2, shows the main theoretical constructs each of which are
connected by arrows which in turn carry the meaning of ‘leads to’. Based on the model,
events and/or ideas, which unfold over time, initiate appreciation, which “perceives (some
part of) reality, makes judgements about it, contributes to the ideas stream, and leads to
actions that become part of the events stream” [58] (pp. 6–7).
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The perception of a situation leading to an action entails reality and value judgements,
which are based on standards developed through responding to similar situations in the
past [67]. Such standards also influence action judgements, which involve consideration of
the relationships or the organizational arrangements that may be affected by the action. As
Figure 2 shows, standards may be altered after being used in the process of appreciation.
Consequently, the setting and context of an appreciative system changes and evolves over
time [67].

In this research, the model of an appreciative system is used as a conceptual base to
examine the process through which organizations realize, assess, and respond to disrup-
tions from their environment. The synthesis of these theoretical ideas, with the framework
presented in Figure 1, enabled the development of a combined conceptual framework of
resilience, shown in Figure 3.
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Based on this framework, a supply chain may respond to events or ideas generated
either from the external environment (1) or from the supply chain context itself (2). The
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supply chain (business network) realizes the incoming events or reacts to them, as a result
of the process of appreciation. The process of appreciation can generate another event or
idea (3) or can lead to an action to respond (4). This action may affect the environment
(6), can have an impact on the business network itself or provoke another event or idea
(5), starting a new process of appreciation. A resilient supply chain also has the ability to
recover to its original state or to a new stable state after responding to the disturbing events.
Hence, through a recursive loop, events and/or ideas initiate appreciation, which may lead
to further ideas or to actions, which may generate new events.

As mentioned before, this process is performed by people or groups of people (in
one or different organizations) and may be supported by information systems and tech-
nological solutions with embedded business logic [47]. Therefore, people or systems
(through appreciation) realize an occurring or forthcoming event, identify possible ways to
react/respond and decide to take an action or actions. Both the process of appreciation and
the choice of the actions to respond are affected by the IT infrastructure and influenced by
the relationships/arrangements of people or organizations involved [47].

As demonstrated in the framework, the response capability (ease of response) is
shown by the efficiency (time and cost) and/or responsiveness of both the appreciation
and the resulting action, as well as by the range of planned or unplanned options to
respond (robustness or versatility). Furthermore, both the process of appreciation and the
selection of the action to respond are based on standards developed in previous cycles of
appreciation. The efficiency of response increases, as organizations repetitively deal with
comparable situations and follow known patterns of action (developed in the past, forming
standards) [25].

Based on this framework, resilience can be seen as the ability of an organisation (or
a supply chain) not only to respond to environmental events/changes, but also to return
either to its original/normal operating state (after a cycle of appreciation/action) or to a
new stable situation.

4. The Impact of IT Infrastructure on Supply Chain Resilience

To reduce and handle challenges, organisations and supply chains invest in new
technologies and adopt information systems to support decision-making and improve
business processes. Besides aiming to optimize their processes, organizations also try to
ameliorate their cooperation and collaboration with business partners [26]. Hence, firms
should choose technologies that not only facilitate the processing of information, but also
enable the integration of business processes along the supply chain and allow the sharing of
information and knowledge with business partners [69,70]. The use of suitable information
systems, aligned with the supply chain management strategy, does not only increase the
supply chain efficiency, but also improves the supply chain’s ability to handle uncertainty.

The use of IT is imperative to enable the sensing and responding capabilities of an
organization (or a supply chain) [22]. It also facilitates and speeds up the processing of
information, which frequently exceeds human capacity [1]. As a result, it increases the
range of options that an organization or a supply chain has to respond to disturbances.
Previous research suggests that IT is an important element of resilience, both at the level of
the firm and of the supply chain [8,54]. However, IT infrastructures are not always flexible.
Rigid or cumbersome IT infrastructures including legacy IT systems may hinder efficient
organisational response to environmental disturbances [71]. They are usually rigid and do
not support options to handle different or unexpected situations. Furthermore, complex IT
infrastructures usually consist of different systems with varied characteristics, which may
be unable to communicate or to provide the anticipated results on supply chain resilience.

As different types of systems or technologies have varied properties, they cannot
provide similar advantages to different organisations or supply chains. These advan-
tages are related to the specific characteristics of the IT infrastructure, the type of systems
that it comprises and the specific context, in which it operates. To examine the role of
technology on supply chain resilience, this section distinguishes between fundamental IT
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characteristics, analysed in the literature, and discusses whether they can enable or inhibit
business resilience.

A main and important characteristic of the IT infrastructure is information sharing:

• Information Sharing is related to the exchange of data and information between busi-
ness partners. It contributes to the reduction of supply chain uncertainty and enables
the increase of supply chain performance [72]. It enables the efficient monitoring of
disturbances (e.g., changing consumer needs, problems of supply) and supports the
understanding of possible changes (e.g., market conditions). Therefore, it supports
the process of appreciation, as it enables companies to exchange information, to better
realize an environmental disturbance and more efficiently decide upon an action to
respond. Modern technologies facilitate the real-time exchange of information among
different departments or organisations. Exchanged information may be related to
production schedules, sales forecasts, promotions, deliveries, inventory, and sales
data, etc. According to Kopanaki et al. [22], information sharing supports the effective
coordination of supply chain operations and leads to improved forecasting, better
production planning and more efficient replenishment of products. It also supports
logistics and inventory management, as well as enables business partners to take
effective decisions based on detailed information generated either in the internal or
the external environment. However, information sharing can only be achieved if
the different systems (of the same or different organizations) are integrated in an
interconnected IT infrastructure.

- Messaging standards: The efficient exchange of information and more specifically
of electronic business documents, such as invoices, orders and catalogues of
products, between different systems, presupposes the existence of messaging
standards. The exchange of XML messages does not ensure the implementation
of cross-platform applications [22]. Due to the immaturity and variety of existing
XML standards, the diversity and adaptability of electronic messages and the
widespread use of traditional EDI messages, a clear convergence of business
messages standards has still not emerged [73].

- Interconnection can be achieved through different technological solutions, such
as ERP to ERP communication [74], exchange of data (e.g., via electronic messages
or web services), uploading information on web-based platforms or typing in
web-based forms [22]. Internet-based collaboration platforms may be used to
support cooperation among different organizations in a supply chain, facilitating
interconnection of different systems and supporting the exchange of data. Such
interconnected IT infrastructures enable firms to share real-time information along
the supply chain and facilitate cooperation with business partners [9].

- Integration: The interconnection of all systems within a specific organization and
between business partners leads to the development of an integrated infrastruc-
ture. Integration can also be achieved through the connection and linking of the
companies’ internal IS with the supply chain’s collaboration platform. This may
increase the efficiency of processes by leading to full automation and elimination
of data entry. Nevertheless, the proliferation of technologies and the existence
of different internet-based collaboration platforms may limit the integration ca-
pabilities of companies’ systems [75], especially if they are members of different
supply chains.

• Event management capabilities: Supply chain event management (SCEM) approaches
and systems introduce control mechanisms to handle events, especially exception
events. “SCEM is reactive by its nature as event processing deals with the detection
and notification upon undesired events that are already identified in the supply chain,
taking action upon already known situations.” [76] (p. 29). Therefore, event handling
presupposes situation awareness. “Situation awareness is based on the perception of
the operational environment” [77] (p. 88). It involves awareness of what is happening
and understanding of how information, events, and subsequent actions may affect
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the organization’s or the supply chain’s objectives [77]. Such capabilities support
the process of appreciation in organisations, enabling them to perceive situations,
efficiently realize changes and respond to them dynamically. According to Dießner
and Rosemann [78] effective SCEM can only be developed if transparency, supply
chain visibility and intensive information sharing are supported.

• Decision-making capabilities: The traditional configuration of a decision support
system (DSS) (collecting information from the organization’s internal and external
environment) should be extended to also monitor and manage events. Alternatively,
a DSS could interact with an event management system to realize disruptions and
suggest possible courses of actions.

• Proactive decision making is related to the ability to predict future and undesired
events as well as to make decisions needed to mitigate the effects of the predicted
events before their occurrence [76,79]. Consequently, proactive event processing must
identify future events, predict event patterns and specify possible courses of action
to take [80]. Therefore, proactive event management can support resilience, while
substantially reducing supply-chain troubleshooting costs [81].

• Software scalability refers to a structural characteristic of a software and demonstrates
its ability to incorporate new services or alter its functionality. It is related to the extent
to which the software supporting business operations can tolerate or adapt to changes
in the environment [22]. Therefore, scalability supports organizations’ resilience by
enabling them to easily adjust their business processes and transactions, by quickly
returning to a stable situation.

• Resource on demand refers to the dynamic allocation of resources, based on the
computational or interaction requirements of firms. Depending on their needs, orga-
nizations can easily modify their computing and storage resources. For example, “if
computational needs are increased in a particular time of the year (e.g., Christmas)
then additional memory may be allocated or more servers may be used to support
collaboration with multiple suppliers” [22] (p. 342). This property supports resilience
as it enables the efficient adaptation to disturbances and the cost-effective adjustment
to a scalable infrastructure, which can easily return to its original state.

• Pay-as-you-go solutions: Pay-as-you-go solutions enable companies to make tempo-
rary and low-cost changes to their IT infrastructures. To respond to changing market
conditions, companies may often search for cost-effective and easy to implement
solutions, such as web-based applications that can be used on a pay-per-use basis, for
as long as the specific needs lasts.

These IT characteristics may generally support supply chain resilience. Specifically,
information sharing, supported by systems’ interconnection, integration and messaging
standards, is imperative to support the process of appreciation. As explained in the previous
section, appreciation is a cyclic process, involving evaluation of events (e.g., a change in
demand or a delay in deliveries) or ideas (e.g., a new promotion), based on standards
(common/usual ways of responding in similar situations) formulated in previous history.
It also involves handling of a situation, by making judgements of facts (reality judgements),
evaluating their significance (value judgements), identifying possible responses (range of
options) and deciding whether to take an action to respond [47]. This process includes in-
tensive information sharing, especially at the supply chain level, where different companies
may collaborate to realize and handle events, think of responses and decide upon actions
to take. This process is further facilitated through more advanced systems, with embedded
business logic either supporting event management or enabling decision making. These
systems facilitate the monitoring of events, support situation awareness and quickly lead
to a decision upon an action. Therefore, they increase the responsiveness of the supply chain
and the efficiency of the process of appreciation.

Other IT characteristics support resilience, by facilitating the action of response. For
example, the use of the same messaging standard increases the range of options for inter-
connection and enables companies to easily collaborate with additional partners to cover
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temporary demand or supply needs. Resource on demand supports robustness as it en-
hances the range of available IT resources and enables the efficient adaptation/adjustment of
the resources used [1] when computational or interaction needs are altered. Similarly, scal-
ability offers an enhanced range of functional/operational options, enabling firms to easily
modify/adjust their business transactions based on changing business needs [82]. Finally,
cloud-based and pay-as-you-go solutions enable companies to make quick changes with
minimal cost and without changing their in-premises systems.

In the era of Industry 4.0 there are new technologies that can provide such characteris-
tics and thus support supply chain resilience. These comprise:

• Cloud-based solutions: Cloud computing can be described as “a large pool of readily
accessible virtualized resources, which can be transformed and adjusted to customer
needs in a variable scale” [83] (p. 17). It offers scalable platforms, resource on demand
and pay-as-you-go solutions [84].

• Blockchain technology can have a positive impact on supply chain management and
on supply chain resilience [19]. It can be used to interconnect multiple trading partners,
providing a secure platform for information sharing between authorized partners [85].
Any information related to a physical product can be stored in the blockchain, linking
the product to its virtual identity [86]. As a result, products’ life cycle can be monitored
from the first stages of the chain to the final consumer. The transparency of information
achieved enables waste prevention, fraud detection, and quick realization of possible
unethical practices. Therefore, though information recording, secure and transparent
connections, blockchain enables supply chains to detect problematic situations, deal
with unethical partners and counterfeit products.

• IoT may create new possibilities for companies, by linking digital with physical enti-
ties. By using sensor-based technology, IoT enables all supply chain partners to share
information through the internet. IoT can be used to support transportation systems [87]
and enable the tracking of goods along the supply chain. Therefore, it supports traceabil-
ity inside the supply chain and efficient data sharing among different stakeholders [88].
By providing real-time information, while combined with cloud-based platforms
or blockchain architectures, it facilitates situation awareness and supports the decision-
making process of all stakeholders [88,89]. Therefore, it may support ‘autonomous and
predictive capabilities of future supply chains’ [90] (p. 22).

Hence, as shown in the above description, new technologies are able to provide
properties and characteristics enabling supply chain resilience.

5. Discussion

The notion of supply chain resilience is analysed by many researchers, and different
conceptualizations are identified in the literature [12,13]. Many researchers focus on
examining the multidimensional nature of resilience [15,41], while others aim at developing
theoretical approaches to analyse the concept of resilience in depth [16,17,52]. The paper
aims to clarify the concept of supply chain resilience by providing a framework and an
approach based on appreciative systems thinking theory [57,63]. It argues that resilience
can be examined by the process though which organisations appreciate a situation, realize
an environmental disturbance, and decide upon an action to respond [47]. It also argues
that the ease of response can be indicated by the time and range of options (available to an
organisation/supply chain) to respond [48]. It finally argues that resilience is associated
with the ability of an organization/supply chain to recover to its original state or to a new
stable state after being disturbed [11,42].

The paper further suggests that this framework can be used as a base to evaluate the
impact of IT on supply chain resilience. As previous research shows, the use of IT may
facilitate business collaboration, support information sharing [69,70] and to a certain extent
increase business or supply chain resilience [8,54]. However different types of systems
have varied results, and do not provide similar benefits to all organisations.
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Previous research focused on examining the impact of specific types of systems e.g.,
ERP [18], interorganizational systems [47], cloud-based solutions [22] or blockchain tech-
nologies [19] on supply chain resilience. This paper acknowledges that modern tech-
nological infrastructures are mixed, complex and evolving, they may include different
technologies with varied characteristics, providing different results, which may change
over time. Therefore, it argues that the analysis of the impact of complex IT infrastructures
on business resilience can be conducted through the identification and evaluation of its dif-
ferent systems and IT characteristics. Based on the literature the paper identifies important
IT characteristics, such as information sharing [72], interconnection [9], similar messaging
standards, event management [77], proactive decision-making capabilities [76,79], software
scalability and resource on demand [22].

Supported by key characteristics and developments of ICT, the supply chain of the
future will be autonomous and have predictive capabilities that will ensure their effi-
cient operation in an increasingly complex and uncertain environment [90]. Such ‘self-
thinking’ supply chains will be more responsive through their ability to act autonomously
and quickly.

Nevertheless, the IT infrastructure (comprising new technologies, specific IT solutions
or characteristics) is not the only factor influencing supply chain resilience. Resilience is
further affected by the supply chain context in which it is embedded [22]. It is influenced
by specific organisational and interorganisational arrangements. It is also influenced by the
people involved in the main business processes, their relationships and collaboration [25].
Therefore, the creation of agile teams [91], or of agile partnerships, as well as the alignment
of business strategies are equally important factors for the attainment of resilience. How-
ever, examining the context-dependent nature and social aspect of resilience was out of the
scope of this research and forms the main limitation of this study.

6. Managerial Insights

This study provides insight to practitioners and managers, by explaining supply chain
resilience as a multidimensional concept and providing a conceptual framework for its
analysis. This framework can be used as a base for the evaluation of resilience, by enabling
managers to examine the process though which their organisation, as part of a supply chain,
realize environmental disturbances, appreciate their importance and potential impact (by
making judgements of facts and values), identify the available planned or unplanned
options and decide upon an action to respond. The range of options and the time needed
to respond shows them the ease of response, that is the degree of business resilience.

The proposed framework can be further used by managers to evaluate the impact of
IT on the resilience of their company or supply chain. As the paper suggests, complex IT
infrastructures need to be analysed based on their important IT characteristics (such as
information sharing capabilities, messaging standards, level of integration, event manage-
ment capabilities, proactive or reactive decision-making capabilities, software scalability,
resource on demand features and pay-as-you-go solutions). Although this list is not ex-
haustive it provides managers with a set of important features that can be assessed based
on the extent to which they support:

• the ability of the organisation/supply chain to perceive environmental disturbances
and appreciate the current situation,

• the range of available options to respond
• the decision upon an action to respond
• the time, cost, or effort to respond
• the ability of an organisation to return to its original state or to a new stable state after

responding to the disturbing events

7. Conclusions

The paper aimed at clarifying the notion of supply chain resilience, based on an
extensive literature review. It explained resilience as a multidimensional concept (focusing
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on the temporal, cost and range dimensions). It also adopted a soft systems thinking
approach to develop a conceptual framework for the analysis of resilience. It then identified
and examined specific characteristics of contemporary IT infrastructures (as mentioned in
the literature) and evaluated their impact (benefits or constraints) on supply chain resilience.

The conceptual framework of supply chain resilience, based on previous research
and on appreciative systems thinking theoretical approach, forms the main theoretical
contribution of the paper. It can be used to analyse the process through which organisations
or supply chains “appreciate” an environmental disturbance and, based on judgements,
decide upon an action to respond. The paper further suggests that the proposed framework
can be used by researchers and/or practitioners to examine specific information systems
(or IT infrastructures), identify their characteristics, and evaluate the extent to which they
support supply chain resilience. The proposed approach of IT infrastructures’ evaluation,
based on the analysis of different IT characteristics, forms the paper’s main contribution
to practice.

The analysis shows that IT infrastructures comprising modern technologies, such
as cloud-based solutions, blockchain and IoT, may support supply chain resilience by
facilitating the exchange of real-time data, enabling situation awareness, providing scalable
solutions, supporting collaborative practices and facilitating decision making. However, it
should be stated that these results are influenced by the wider organizational and supply
chain context, leading to or hindering supply chain resilience. The application of the
proposed framework in specific business contexts and the examination of the different
characteristics of their IT infrastructures, will be subject of future research.
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