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Abstract

Achieving accurate early warning of technological paradigm shift risks is crucial for high-
tech enterprises to proactively manage strategic risks and seize opportunities for techno-
logical change. Based on a systematic identification of early warning factors for techno-
logical paradigm shift risks, this study constructs a chain-structured early warning model
that integrates structural analysis, weight calculation, and intelligent algorithms. First, the
Interpretive Structural Model (ISM) is used to analyze the hierarchical structure and de-
pendencies among early warning factors, revealing the transmission path of risks from
deep-rooted sources to surface-level phenomena. Second, the Analytic Network Process
(ANP) and entropy method are integrated to synthesize subjective and objective infor-
mation, calculating comprehensive weights for each factor and indicator while consider-
ing their mutual influences, thereby clarifying the priorities for risk management. Finally,
addressing the nonlinear and small-sample characteristics of risk early warning, an intel-
ligent early warning model based on a Deep Autoencoder Network (DAN) is constructed.
Empirical testing on 75 high-tech enterprises shows that: ISM divides nine early warning
factors into three levels with clear transmission relationships; ANP-entropy weights indi-

i

cate that “technology assessment,” “enterprise competition,” and “innovation effort” are
the core driving factors with the highest weights; and the DAN model, after training,
achieves 93.33% accuracy in classifying technological paradigm risk levels on the test set,
significantly outperforming traditional benchmarks such as One-Class SVM and Random
Forest, demonstrating powerful nonlinear pattern recognition and adaptive assessment
capabilities. This study provides methodological innovation and practical tools for

achieving dynamic and intelligent early warning of technological paradigm risks.

Keywords: technological paradigm shift; risk early warning; interpretive structural
model (ISM); analytic network process (ANP); deep autoencoder network (DAN);
intelligent decision-making
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1. Introduction
1.1. Research Background and Problem Statement

The technological paradigm shift in high-tech enterprises is a nonlinear evolutionary
process fraught with uncertainties. Its inherently dissipative structure implies that enter-
prises inevitably face systemic risks. In an era of rapid technological iteration, an enter-
prise’s ability to identify in time and effectively respond to technological paradigm shift
risks directly impacts its survival and development. Once-prosperous enterprises like Ko-
dak, Nokia, and Motorola have all encountered difficulties due to their failure to effec-
tively identify and respond to the disruptive risks brought about by technological para-
digm shifts [1].

Constructing a scientific risk early warning indicator system is the foundation for
achieving quantitative risk perception. Existing research has identified key factors influ-
encing technological paradigm shifts from multiple dimensions including technology, fi-
nance, management, culture, society, and market [2]. Systematic research based on meth-
ods such as grounded theory, expert evaluation, and factor analysis has preliminarily con-
structed a risk early warning indicator system comprising six signal sources, nine early
warning factors, and 30 specific observation indicators, providing a measurement tool for
the quantitative assessment of the health status of the technological paradigm.

However, constructing an indicator system is only the foundational step in risk early
warning. To achieve the transition from “static measurement” to “dynamic early warning,”
three core problems need to be addressed:

First, what is the inherent structure and transmission path among early warning
factors? Technological paradigm shift risk is a complex systemic issue, where early warn-
ing factors are not independent but interact with and constrain each other. Simply listing
factors while ignoring their structural relationships makes it impossible to grasp the key
paths of risk transmission or formulate precise intervention strategies.

Second, how can the true importance (weights) of each early warning factor and
indicator be scientifically determined? In risk early warning, different factors and indi-
cators have significantly different comprehensive impacts on risk. Traditional Analytic
Hierarchy Process (AHP) requires factors to be independent and cannot handle the de-
pendencies and feedback relationships common in technological paradigm systems. How
to scientifically determine weights while considering mutual influences among factors is
an urgent methodological problem.

Third, how can an intelligent model capable of handling nonlinear relationships
be constructed to achieve adaptive and accurate discrimination of risk levels? The rela-
tionship between risks and indicators is highly nonlinear, and traditional statistical mod-
els (e.g., logistic regression, discriminant analysis) struggle to effectively fit these complex
relationships. Deep learning models have unique advantages in handling nonlinear, high-
dimensional data, but their application in risk early warning still requires exploration.

Addressing the above challenges, this study proposes a chain-structured research frame-
work integrating structural analysis, weight calculation, and intelligent assessment. The spe-
cific research questions that guide this framework are anchored in the identified literature
gaps and are formally presented at the beginning of the methodology section (Section 3).

1.2. Theoretical Contributions and Practical Implications

From a theoretical perspective, the three components of the proposed framework of-
fer distinct methodological innovations: firstly, ISM reveals the hierarchical transmission
paths of risks; secondly, the ANP-entropy integration synthesizes subjective and objective
information for weight determination; and thirdly, the DAN deep learning model pro-
vides a new approach for intelligent risk assessment in nonlinear, small-sample scenarios.
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2. Literature Review
2.1. Drivers of Technological Paradigm Shift Risk

The foundational concept of technological paradigms was introduced by Dosi [3],
who described them as patterns of solution to selected techno-economic problems that
define the trajectory of technological progress. Subsequently, a rich stream of literature
has explored the factors that precipitate and shape paradigm shifts. Henderson and Clark
[4] distinguished between incremental and architectural innovation, showing how shifts
in component linkages can destroy the value of incumbent firms’ existing knowledge.
Christensen’s [5] theory of disruptive innovation further illuminated why leading firms of-
ten fail in the face of seemingly inferior technologies that redefine market value propositions.
More recent scholarship has examined internal organizational factors such as dynamic ca-
pabilities [6], core rigidities [7], and absorptive capacity [8] as determinants of a firm’s ability
to navigate paradigm transitions. However, the majority of these works analyze risk deter-
minants in isolation, without systematically modeling their structural interdependencies
and collective transmission pathways. This atomistic perspective offers limited guidance for
understanding how risks propagate through a complex socio-technical system.

2.2. Early Warning Models for Technological Risk

The development of early warning systems for organizational and technological risk
has drawn extensively from decision science and statistics. Traditional models predomi-
nantly rely on linear statistical techniques such as logistic regression, discriminant analy-
sis, and signal extraction methods [9]. Multi-criteria decision-making (MCDM) tools, most
notably the Analytic Hierarchy Process (AHP) [10], have been widely applied to assign
weights to risk indicators and to aggregate them into composite risk indices. However, a
fundamental limitation of AHP is its assumption of factor independence, an assumption
that is routinely violated in complex innovation systems where feedback, interdepend-
ence, and indirect effects are pervasive. Saaty’s [11] Analytic Network Process (ANP) was
developed precisely to accommodate such network structures by allowing for dependen-
cies and feedback among decision elements. Despite its theoretical suitability, the appli-
cation of ANP to technological paradigm risk management remains rare. In parallel, in-
formation-theoretic methods such as the entropy method [12] have been employed to de-
rive objective weights from data dispersion. While entropy-based weights offer an empir-
ical counterbalance to subjective expert judgment, they ignore causal relationships and
expert knowledge. A synthesis of ANP and entropy —one capable of balancing subjective
logic with objective data while respecting network structures —has not been adequately
explored in the context of technological risk early warning.

2.3. Deep Learning in Risk Early Warning

Recent advances in machine learning, particularly in deep learning, have opened
new frontiers for risk assessment. Autoencoders, a class of unsupervised neural networks
that learn compressed representations of input data through bottleneck architecture, have
proven remarkably effective for anomaly detection across diverse domains, including
manufacturing, finance, and cyber-security [13]. Their operational logic—learning the
characteristic patterns of “normal” states and then flagging deviations as potential anom-
alies—is intrinsically well-suited for early warning applications where instances of failure
or crisis are historically rare. Studies have demonstrated that autoencoders can model
complex, nonlinear manifolds in high-dimensional data and generalize from modestly
sized training sets when appropriately regularized. Yet, their application to technological
paradigm shift risks is virtually absent from the literature. Emerging interdisciplinary
work, such as Su et al. [14] on adaptive reliability modeling for complex systems and
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Zhang et al. [15] on digital platform-driven industrial pathways, indicates the broader
potential of deep learning architectures for complex system assessment, but these ad-
vances have not been integrated with the structural analysis of risk factors that is essential
for actionable early warning.

2.4. Research Gap and Marginal Contribution

In summary, prior research has separately investigated risk factor identification,
multi-criteria weighting, and machine-learning-based early warning. There remains a sig-
nificant gap in integrating these methods into a coherent, logically sequenced framework
that leverages their respective strengths. Specifically, a structural model is needed to un-
cover the qualitative network of factors, which then informs a network-aware weighting
method capable of balancing subjective expertise with objective data, whose output in
turn provides a robust evaluation system for training an intelligent, nonlinear anomaly
detector. This study bridges that gap by sequentially applying ISM, ANP-entropy, and
DAN, thereby offering both a methodological integration and an empirically validated
practical tool for dynamic risk early warning in high-tech enterprises.

3. Research Framework and Model Integration Logic

This integrated framework is designed to systematically answer the following re-
search questions, each rooted in established theoretical and methodological gaps:

RQ1 (Structural Decomposition): What is the inherent hierarchical structure and ac-
tion path among early warning factors? Prior studies have identified risk factors but
largely treated them in isolation [3-7]. Understanding how risks propagate from deep-
rooted drivers to surface signals requires a structural modeling approach capable of cap-
turing direct and indirect dependencies. The ISM method [16,17] addresses this gap by
decomposing complex factor networks into interpretable hierarchical levels.

RQ2 (Weight Determination): How can weights be scientifically determined while
considering mutual influences and integrating subjective—objective information? Tradi-
tional AHP assumes factor independence [10], and pure entropy methods disregard ex-
pert causal logic [12]. The ANP-entropy synthesis [11,18] overcomes these limitations by
modeling the network dependencies revealed by ISM and balancing expert judgment with
empirical data dispersion.

RQ3 (Intelligent Assessment): How can an intelligent model achieve accurate, adap-
tive risk classification in small-sample, nonlinear settings? Conventional linear models
cannot capture the complex mapping between indicators and risk levels [9,13]. Deep au-
toencoders [13,19,20] offer powerful nonlinear feature learning and anomaly detection ca-
pabilities suitable for such contexts, yet their application to technological paradigm risk
remains largely unexplored.

The integration logic is explicitly defined as follows:

Step 1: ISM for Structural Decomposition. The Interpretive Structural Model is de-
ployed first to deconstruct the complex system of nine early warning factors into a multi-
level hierarchical model. By analyzing direct binary relationships and computing reacha-
bility matrices, ISM reveals the driving, intermediate, and dependent layers of the system.
This qualitative step provides a causal roadmap of risk transmission, answering the ques-
tion of how deep-rooted factors ultimately manifest as surface-level risk signals.

Step 2: ANP-Entropy for Weight Calculation Based on Structure. The structural de-
pendencies uncovered by ISM directly inform the construction of the ANP network struc-
ture—that is, they determine which factors are linked by influence arrows in the network
diagram. The ANP-entropy method then quantifies these relationships by calculating the
global priority weight of each indicator. This step transforms the qualitative structural
model into a quantitative evaluation tool. The output is a validated, weighted indicator
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system capable of computing a single Comprehensive Risk Index (CRI) for any given en-
terprise, which serves as the ground-truth target for model training.

Step 3: DAN for Intelligent Assessment. The deep autoencoder network functions as
the final, intelligent assessment layer in this pipeline. It is trained on enterprise indicator
data to learn the intrinsic feature patterns of enterprises operating in a “healthy” (low-risk)
state —that is, enterprises whose CRI falls in the No Warning or Mild Warning categories.
By reconstructing the input data through a low-dimensional bottleneck, the model uses
the reconstruction error as an anomaly score. A high reconstruction error for a new enter-
prise signifies a meaningful deviation from the learned healthy pattern, directly mapping
to a higher risk level. Crucially, the DAN does not embed the ANP-entropy weights as
internal parameters of its architecture; rather, the weights are employed in the preceding
stage to construct the CRI that defines the target state for training. This creates a seamless,
sequential workflow where each component logically feeds into the next.

4. Overview of the Early Warning Indicator System for Technological
Paradigm Shift Risks

4.1. Basic Structure of the Early Warning Indicator System

Technological paradigm shift risk is a systemic issue involving multiple dimensions
inside and outside the enterprise. Based on a technological ecology perspective, early
warning signals for technological paradigm shift risk can be divided into two major cate-
gories: internal signal sources and external signal sources. Internal signal sources include
technical signals, financial signals, management signals, and cultural signals, reflecting
the enterprise’s own resource endowment, capability level, and organizational character-
istics; external signal sources include social signals and market signals, reflecting the ex-
ternal environment and competitive landscape in which the enterprise operates [21].

Through systematic theoretical analysis and empirical testing, a risk early warning
indicator system comprising six signal sources, nine early warning factors, and 30 specific
observation indicators has been constructed (Table 1). This indicator system has the fol-
lowing characteristics:

First, multi-dimensional coverage. The indicator system covers six dimensions—
technology, finance, management, culture, society, and market —and comprehensive re-
flects the multi-dimensional characteristics of technological paradigm shift risk.

Second, clear hierarchy. The indicator system is structured into three levels: signal
sources, early warning factors, and early warning indicators, reflecting both the distinc-
tion between external environment and internal factors and the intrinsic relationships
among early warning factors.

Third, strong operability. The 30 early warning indicators are designed with clear
scale items, measurable through methods such as questionnaire surveys, financial report
analysis, and patent data analysis, offering strong operability.

Table 1. Early warning indicator system for technological paradigm shift risks in high-tech enterprises.

Signal Source

Early Warning Factor Early Warning Indicators

Social Source

Government Intervention (S1)

Policies and Regulations (GF1), Market Management Level
(GF2), Government Behavior (GF4)

Market Source

Market Competition (52)

Industry Competition Level (MF2), Supply Chain Stability
(MF3), Market Concentration (MF4)

Overall Enterprise Capability (CF1), Enterprise Market Share

Enterprise Competition (S3)  (CF2), Competitors (CF3), Leading Product Competitiveness

(CF4)
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Management Source

Innovation Effort (54)

Innovation Input (TC1), Innovation Awareness (TC2), Innova-
tion Enthusiasm (TC3)

Personnel Turnover (S5)

Tenure of Senior Executives (IM1), Tenure of Middle Manag-
ers (IM2), R&D Personnel Turnover (IM4)

Technical Source

Number of Patent Inventions (IR2), Number of Patents

Technology Stock (56) Granted (IR3), Other R&D Achievements (IR4), Technology

Accumulation (IR5)

Technology Development Forecast Level (TA1), Market Pro-

Technology Assessment (57)  spect Forecast Level (TA2), Industry Prospect Forecast Level

(TA3)

Financial Source

Financing Capability (58) Financing Channels (FC1), Credit Rating (FC2)

Cultural Source

Institutional Innovation (IS1), Frequency of Corporate Policy

Innovation Spirit (S9) Changes (IS2), Flatness Level (IS3), Division of Authority

(IS4), Product Update Intensity (IS5)

4.2. Validity Testing of the Early Warning Indicator System

To ensure the scientificity and reliability of the indicator system, systematic reliability
and validity tests were conducted based on questionnaire survey data from 208 high-tech
enterprises. Reliability analysis showed that the Cronbach’s a coefficient for the overall
scale was 0.951, and the a coefficients for each early warning factor ranged from 0.68 to
0.82, indicating high internal consistency of the indicator system [22]. Exploratory Factor
Analysis (EFA) extracted nine common factors with eigenvalues greater than 1, with a
cumulative variance contribution rate of 69.32% [23]. Factor loadings of indicators ranged
from 0.55 to 0.81, with no significant cross-loadings [24]. Confirmatory Factor Analysis
(CFA) results showed x%/df =2.67, RMSEA = 0.06, CFI = 0.93, IFI = 0.95, and NFI = 0.92. All
fit indices reached good levels, indicating that the indicator system possesses good con-
struct validity and discriminant validity [25].

The above test results demonstrate that this early warning indicator system can serve
as a scientific measurement tool for technological paradigm shift risks in high-tech enter-
prises, laying a solid psychometric foundation for subsequent structural analysis, weight
calculation, and intelligent early warning.

5. Structural Analysis and Weight Determination of Early Warning
Factors

5.1. Hierarchical Structure Analysis of Early Warning Factors Based on ISM
5.1.1. Principle and Applicability of Interpretive Structural Model (ISM)

The Interpretive Structural Model (ISM), systematically proposed by Warfield [16],
is a technique aimed at decomposing complex systems into a clear multi-level hierarchical
structure model. ISM analyzes the direct binary relationships among elements, uses oper-
ations on adjacency and reachability matrices, and ultimately hierarchizes system ele-
ments, clearly displaying the progressive relationship from surface phenomena to deep-
rooted causes. It is particularly adept at revealing the hierarchical skeleton and causal
transmission paths of a system [17]. The nine early warning factors of technological para-
digm shift risk precisely fit this characteristic—they are not independent but interact with
and constrain each other, forming a complex network system.

5.1.2. ISM Model Construction Process

(1) Determining the Set of Early Warning Factors
Based on the aforementioned early warning indicator system, the nine factors for
early warning of technological paradigm shift risk are: Government Intervention (51),

https://doi.org/10.3390/systems14070790


https://doi.org/10.3390/systems14070790

Systems 2026, 14, 790

7 of 23

Market Competition (52), Enterprise Competition (53), Innovation Effort (S4), Personnel
Turnover (S5), Technology Stock (S6), Technology Assessment (S7), Financing Capability
(58), and Innovation Spirit (S9).

(2) Establishing the Adjacency Matrix

To ensure the reliability of the structural judgments, a panel of 10 experts was assem-
bled. Each expert possessed over 15 years of senior R&D management experience in high-
tech firms or was a professor specializing in innovation management. A two-round Delphi
method was employed: after the initial independent evaluation, aggregated results were
fed back to the panel to achieve a strong consensus on the direct influence relationships.
Through this expert panel process, the direct influence relationships among the nine fac-
tors were judged using a questionnaire survey. The judgment criterion was: if factor i has
aj=1

a direct influence on factor j, then ; otherwise, &= 0, Synthesizing the expert

opinions, the adjacency matrix A was obtained (Table 2).

Table 2. Adjacency matrix of early warning factors.

»
—
9]
N
9]
»
9]
=
9]
[9) ]
2]
(=)}
»
N
9]
o]
9]
=]

Factor

S1 Government Intervention

52 Market Competition

S3 Enterp

rise Competition

S4 Innovation Effort

S5 Personnel Turnover

S6 Technology Stock

S7 Technology Assessment

S8 Financing Capability

S9 Innovation Spirit

o|lo|lo|lo|lo|ojo|lo|o
ol|lo|lo|lo|lo|o|jo|o|r
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(3) Calculating the Reachability Matrix
Based on the adjacency matrix, the identity matrix I was added, and Boolean alge-

(A+D* P A+ =4+ =M

where M is the reachability matrix. The reachability matrix reflects the indirect influence

braic operations were performed until

relationships among factors transmitted through certain paths. After calculation, the
reachability matrix M was obtained (Table 3).

Table 3. Reachability matrix of early warning factors.

Factor S1 S2 S3 S4 S5 S6 S7 S8 S9
S1 Government Intervention 1 1 1 1 0 1 1 1 1
52 Market Competition 0 1 1 0 0 0 0 0 0
53 Enterprise Competition 0 0 1 0 0 0 0 0 0
S4 Innovation Effort 0 0 1 1 0 1 0 0 0
S5 Personnel Turnover 0 0 0 0 1 0 0 0 0
56 Technology Stock 0 0 0 1 0 1 1 0 0
S7 Technology Assessment 0 0 1 1 0 0 1 0 0
S8 Financing Capability 0 0 1 1 0 0 0 1 0
59 Innovation Spirit 0 0 0 1 0 0 0 0 1

(4) Hierarchical Partition
Based on the reachability matrix, the Reachability Set R( Si ), the Antecedent Set A( Si ),
and the Intersection Set C( Si )=R( Si )N A( Si ) were calculated for each factor. When R( Si )
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=( Si ), the factor is considered the highest-level factor of the current level. Through iterative
extraction, the hierarchical distribution of factors was obtained (Figure 1).

First level (surface-dependent layer): S3 Enterprise Competition, S5 Personnel Turnover;

Second level (intermediate transmission layer): 52 Market Competition, S4 Innovation
Effort, S7 Technology Assessment, S8 Financing Capability, S9 Innovation Spirit;

Third level (deep-rooted driving layer): S1 Government Intervention, S6 Technology
Stock.

Technological Paradigm Shift in
High-Tech Enterprises

Enterprise Competition Personnel Tumover
(83) (S5)

LI

Technology
Assessment (S7) 5 Innovation Effort

(84) \ Innovation Spirit

(89)

[

Market Competition

(82)
L2
Financing Capability

(S8)

Govemment Technology Stock

b Intervention (S1) (S6)

Figure 1. Hierarchical structure model of early warning factors for technological paradigm shift in high-
tech enterprises. Note: Hierarchical structure model of early warning factors. Arrows indicate a direct
influence from one factor to another. The diagram illustrates both direct and indirect transmission paths

from deep-rooted driving factors to surface-level dependent factors across the three levels.

5.1.3. Analysis of ISM Model Results

(1) Interpretation of the Hierarchical Structure

Third Level: Deep-rooted Driving Layer— Government Intervention and Technol-
ogy Stock. Government Intervention (S1) and Technology Stock (S6) are located at the
bottom of the hierarchical structure, acting as deep-rooted sources influencing other fac-
tors. Government Intervention fundamentally shapes the external environment faced by
enterprises through policies, regulations, government behavior, and market management
levels, affecting the financing environment, market competition landscape, and enterprise
innovation motivation. Technology Stock reflects the enterprise’s long-term knowledge
accumulation and R&D investment, determining its ability to perceive, absorb, and inte-
grate new technologies [26,27]. These two factors possess the strongest driving force on
other factors in the system and are the most fundamental sources of risk [28].

Second Level: Intermediate Transmission Layer —Market Competition, Innova-
tion Effort, Technology Assessment, Financing Capability, Innovation Spirit. These five
factors occupy an intermediate transmission position, being both the result of deep driv-
ing factors and the direct drivers of surface-level performance factors. Market Competi-
tion (S2) is influenced by Government Intervention and directly acts on enterprise com-
petition performance [7,4]; Innovation Effort (5S4) and Technology Assessment (S7) are
constrained by the level of Technology Stock and determine the enterprise’s innovation
output and competitiveness; Financing Capability (S8) is influenced by both government
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policies and market competition, and in turn constrains the enterprise’s innovation input;
Innovation Spirit (S9) is influenced by the government cultural environment and organi-
zational climate, and drives innovation effort [5,6].

First Level: Surface-dependent Layer—Enterprise Competition and Personnel
Turnover. Enterprise Competition (S3) and Personnel Turnover (55) are at the top of the
hierarchy, serving as direct representations of risk signals. Changes in indicators such as
enterprise market share, overall capability, and product competitiveness directly reflect
the competitive pressure faced by the enterprise; the turnover situation of executives and
R&D personnel directly reflects organizational vitality and innovation climate. These two
factors have the strongest dependence and weakest driving force, being more the result
of deep factors acting rather than causes [29].

(2) Driving Power—Dependence Analysis

Based on the driving power and dependence of each factor in the reachability matrix,
the nine factors were divided into four quadrants (Table 4). Among them:

Strong Driving Factors (Driving Quadrant): Government Intervention and Technol-
ogy Stock have high driving power and low dependence, being the primary focus of risk
management. Enterprises should highly value policy-environment monitoring and tech-
nology-knowledge accumulation.

Strongly Dependent Factors (Dependent Quadrant): Enterprise Competition has
low driving power and high dependence, being more the result of deep factors acting.
Managers should look beyond this surface phenomenon to deeply analyze root problems.

Linkage Factors (Linkage Quadrant): Market Competition, Innovation Effort, Technol-
ogy Assessment, and Financing Capability occupy intermediate positions, being both trans-
mitters of driving power and bearers of dependence, acting as key nodes in risk transmission.

Table 4. Driving power—dependence results of early warning factors.

Factor Driving Power Dependence Quadrant
51 Government Intervention 8 1 Driving
52 Market Competition 3 2 Linkage
S3 Enterprise Competition 1 4 Dependent
S4 Innovation Effort 4 4 Linkage
S5 Personnel Turnover 1 1 Autonomous
56 Technology Stock 5 2 Driving
57 Technology Assessment 4 3 Linkage
S8 Financing Capability 3 2 Linkage
59 Innovation Spirit 2 2 Autonomous

5.2. Comprehensive Weight Calculation Based on Anp-Entropy Method
5.2.1. Principle and Applicability of the Analytic Network Process (ANP)

The Analytic Network Process (ANP), proposed by Saaty [18], is a significant exten-
sion of his Analytic Hierarchy Process (AHP), applied to complex network structures.
AHP assumes that system elements are independent of each other, forming a strict tree-
like hierarchical structure. However, in reality, management system elements often have
numerous dependencies and feedback relationships. ANP is designed precisely to handle
such non-independent hierarchical structures. It allows cycles and feedback within the
network. By constructing and calculating a “supermatrix,” it solves for comprehensive
weights while considering the mutual influences among elements, thus being more con-
sistent with the reality of management decision-making [27].
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Government Intervention [~
(s1)

5.2.2. Construction of the ISM—ANP Network Structure Model

Based on the hierarchical structure and mutual influence relationships among factors
revealed by the ISM model, an ANP network structure diagram was constructed (Figure
2). This network structure includes a control layer and a network layer: the control layer
contains the overall goal (early warning of technological paradigm shift risk), and the net-
work layer contains the nine early warning factors, with dependencies and feedback rela-
tionships among them.

Early Warning of
Technological Paradigm
Shift Risk

v
Network Layer
Deep-rooted Driving Layer Surface-dependent Layer

— Technology Stock (56) —\
X b

/

Intermediate ApAnsmission

Cafjer \\
/ \l | Market Competition (52) — — \
7 \\ P |

#

\ b - \
) a \\ Enterprise Competition (S3)
33 Innovation Effort (54) [ I\ B
\\ > oW
Financing Capability (58) = = e g A

~ - = o = ’//

Innovation Spirit (59) Personnel Turnover ($5)

Figure 2. ISM-ANP network structure. Note: The model consists of a control layer (goal) and a net-
work layer divided into three levels: deep driving layer, intermediate conduction layer, and surface
dependence layer. Arrows represent influence relationships. Forward solid lines indicate forward-
driving dependencies from lower to upper levels. Reverse solid lines represent feedback loops, for
instance, where surface-level ‘Enterprise Competition” can subsequently influence an intermediate

factor like ‘Innovation Effort’ in a later strategic cycle.

5.2.3. ANP Weight Calculation Process

(1) Constructing Judgment Matrices

Using the 1-9 scale method (Table 5), ten experts were invited to perform pairwise
comparisons of the relative importance among the factors in the network layer. Con-
sistency tests were conducted on each expert’s judgment matrix; all CR values were less
than 0.1, indicating good consistency of the judgment matrices.

Table 5. Judgment criteria of the 1-9 scale method.

Scale Definition

1 Equal importance
3 Moderate importance
5 Strong importance
7 Very strong importance
9 Extreme importance

2,4,6,8 Intermediate values

Reciprocal If factor i has a value dj compared to factor j, then factor j has a value l compared to factor i

i
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(2) Constructing the Unweighted Supermatrix

The eigenvectors of each judgment matrix were used as column vectors of the matrix
to construct the unweighted supermatrix W (Table 6). This matrix reflects the direct influ-
ence intensity among factors.

Table 6. Unweighted supermatrix of early warning factors (partial).

Factor 51 S2 S3 54 S5 S6 57 S8 59

51 Government Intervention 0.00 0.25 0.20 0.15 0.20 0.18 0.22 0.25 0.20
52 Market Competition 0.30 0.00 0.25 0.20 0.15 0.12 0.18 0.20 0.15
S3 Enterprise Competition 0.25 0.35 0.00 0.30 0.25 0.20 0.25 0.25 0.20
54 Innovation Effort 0.20 0.15 0.25 0.00 0.20 0.25 0.20 0.15 0.25

S5 Personnel Turnover 0.05 0.05 0.10 0.05 0.00 0.05 0.05 0.05 0.10
56 Technology Stock 0.10 0.08 0.10 0.15 0.10 0.00 0.05 0.05 0.05

S7 Technology Assessment 0.05 0.07 0.05 0.10 0.05 0.15 0.00 0.05 0.05
S8 Financing Capability 0.03 0.03 0.03 0.03 0.03 0.03 0.03 0.00 0.00
S9 Innovation Spirit 0.02 0.02 0.02 0.02 0.02 0.02 0.02 0.00 0.00

(3) Constructing the Weighted Supermatrix
Each column of the unweighted supermatrix was normalized to obtain the weighted

supermatrix W' Each column of the weighted supermatrix sums up to 1.
(4) Calculating the Limit Supermatrix
The weighted supermatrix was raised to powers until the columns of the matrix sta-

bilized, resulting in the limit supermatrix W The columns of the limit supermatrix
have identical values, representing the comprehensive weights of each factor (Table 7).

Table 7. Limit supermatrix of early warning factors.

Factor Weight
51 Government Intervention 0.098
S2 Market Competition 0.087
53 Enterprise Competition 0.152
54 Innovation Effort 0.135
S5 Personnel Turnover 0.045
56 Technology Stock 0.082
57 Technology Assessment 0.164
S8 Financing Capability 0.092
S9 Innovation Spirit 0.089

5.2.4. Objective Weight Correction Based on the Entropy Method

To compensate for the subjectivity of ANP, the objective entropy method was also
used to calculate indicator weights. The entropy method determines weights based on the
degree of dispersion of indicator data; the greater the data dispersion, the more infor-
mation the indicator provides, and the larger its weight.

(1) Data Standardization

The data for the 30 indicators from the 208 questionnaires were standardized to elim-
inate dimensional effects.

(2) Calculating Information Entropy

The information entropy €i
©= -kz piln(ps) is the proportion of the i-th sample on the j-th indicator.

(3) Calculating Entropy Weights

for the j-th indicator was calculated as

, where pi
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The entropy weight Wi for the jth indicator was calculated as

Wi=(1-e)/ Y (1-¢)

5.2.5. Comprehensive Weight Calculation
The final comprehensive weight of each indicator was calculated using linear
weighting: W =aWaw+ Wentopy here acand p are the coefficients for subjective and

objective weights. Based on expert advice, this study uses &= 0-6, B=04 The com-
prehensive weights for each early warning factor and indicator are shown in Table 8.

Table 8. Weights of the early warning indicator system.

Signal Source Early W;:(l;rrung Fac- Vli;:ecitg:‘t Early Warning Indicator Ir‘;l;ic;l:(:r Comv[:;:ilgulelrtlswe
Government Inter- Policies and Regulations (GF1) 0.35 0.0343
Social Source vention 0.098 Market Management Level (GF2) 0.33 0.0323
Government Behavior (GF4) 0.32 0.0314
. Industry Competition Level (MF2) 0.34 0.0296
Market Competi- ) g Supply Chain Stability (MF3) 0.33 0.0287
tion Market Concentration (MF4) 0.33 0.0287
Market Source Overall En.terprise Capability (CF1) 0.26 0.0395
Enterprise Compe- Enterprise Ma.rket Share (CF2) 0.25 0.0380
tition 0.152 Competitors (CF3) 0.24 0.0365
Leading Product Competitiveness
(CF4) 0.25 0.0380
Innovation Input (TC1) 0.34 0.0459
Innovation Effort 0.135 Innovation Awareness (TC2) 0.33 0.0446
Management Innovation Enthusiasm (TC3) 0.33 0.0446
Source Personnel Turno- Tenure of Senior Executives (IM1) 0.34 0.0153
ver 0.045 Tenure of Middle Managers (IM2) 0.33 0.0149
R&D Personnel Turnover (IM4) 0.33 0.0149
Number of Patent Inventions (IR2) 0.26 0.0213
Technology Stock 0.082 Number of Patents Granted (IR3) 0.25 0.0205
Other R&D Achievements (IR4) 0.25 0.0205
Technology Accumulation (IR5) 0.24 0.0197
Technical Technology Development Forecast
Source Level (TA1) 034 0.0558
Technology Assess- 0164 Market Prospect Forecast Level 0.33 0.0541
ment (TA2)
Industry Prospect Forecast Level
(TA3) 0.33 0.0541
. . Financing Capabil- Financing Channels (FC1) 0.52 0.0478
Financial Source ity 0.092 Credit Rating (FC2) 0.48 0.0442
Institutional Innovation (IS1) 0.21 0.0187
Frequency of Corporate Policy 0.20 0.0178
Cultural Source Innovation Spirit 0.089 Changes (152)
Flatness Level (IS3) 0.20 0.0178
Division of Authority (I54) 0.19 0.0169
Product Update Intensity (IS5) 0.20 0.0178
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5.2.6. Analysis of Weight Calculation Results

At the factor level, Technology Assessment (0.164) has the highest weight, indicating
that the ability to accurately forecast technology development direction, market prospects,
and industry trends is central to managing technological paradigm shift risks. Enterprise
Competition (0.152) and Innovation Effort (0.135) follow closely, reflecting the im-
portance of the enterprise’s own competitiveness and innovation input [20-22]. Personnel
Turnover (0.045) has the lowest weight, consistent with the conclusion from the ISM anal-
ysis that it belongs to the surface-dependent layer [26].

At the indicator level, Technology Development Forecast Level (TA1, 0.0558), Mar-
ket Prospect Forecast Level (TA2, 0.0541), Industry Prospect Forecast Level (TA3, 0.0541),
Innovation Input (TC1, 0.0459), and Financing Channels (FC1, 0.0478) have relatively
higher weights and should be prioritized in risk monitoring [27,28].

5.3. Data Collection Procedure and Sample Selection

The empirical data for this study was collected through a rigorous mixed-method
design to ensure both breadth and depth. First, a large-scale questionnaire survey was
distributed to middle and senior managers in over 300 high-tech enterprises spanning
multiple technology-intensive industries, yielding 208 valid responses. These survey re-
sponses provided the subjective assessment data for indicators such as “Innovation
Awareness,” “Innovation Enthusiasm,” and “Market Management Level,” all measured
on a 1-5 Likert scale. Second, objective firm-level data for these same 208 enterprises —
including financial metrics such as “Financing Channels” and “Credit Rating,” and inno-
vation metrics such as “Number of Patents Granted” and “R&D Personnel Turnover
Rate” —were retrieved from the China Stock Market and Accounting Research (CSMAR)
database and the Wind Financial Terminal. This dual-source approach allowed for cross-
validation of subjective perceptions against objective operational data, enhancing the re-
liability of the dataset.

For the DAN model validation stage, a subset of 75 enterprises was purposively se-
lected from the initial 208. The selection criteria were: (i) ensuring a balanced distribution
across all five risk warning levels (No Warning to Extreme Warning) so that the model
could be trained and tested on a representative spectrum of risk states and (ii) ensuring
representation from three key manufacturing sub-sectors: high-end chemical manufactur-
ing, automobile manufacturing, and integrated circuit and chip manufacturing, thereby
capturing sectoral diversity within the high-tech domain. This purposive sampling strat-
egy was essential for rigorously evaluating the model’s discriminative power across dif-
ferent risk levels and industrial contexts.

6. Construction of Intelligent Early Warning Model Based on DAN
6.1. Rationale and Operating Mechanism of the DAN Model
6.1.1. Rationale for Model Selection

Technological paradigm shift risk early warning is essentially a high-dimensional,
nonlinear pattern recognition and anomaly detection problem. Traditional statistical early
warning models are mostly based on linear or generalized linear assumptions, struggling
to effectively capture the complex, nonlinear mapping relationship between early warn-
ing indicators and the health status of the technological paradigm. The Deep Autoencoder
Network (DAN), as an important model in the field of deep learning, offers the following
three major advantages [19]:
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(1) Strong nonlinear processing capability: Through multiple layers of nonlinear
transformations, DAN can automatically learn the essential low-dimensional features re-
flecting the health status of the technological paradigm from early warning indicators,
overcoming the linear limitations of traditional models.

(2) Suitability for small-sample anomaly detection: DAN training mainly relies on
data from “normal” or “healthy” states (i.e., no-warning or mild-warning enterprise sam-
ples). It identifies “anomalies” by learning “what is healthy.” This unsupervised learning
mechanism reduces reliance on difficult-to-obtain large numbers of “high-risk crisis” sam-
ples, aligning better with the real data scenarios of enterprise early warning.

(3) Robustness: DAN has some tolerance for noise and random fluctuations in input
data, enhancing the model’s anti-interference ability.

A legitimate and frequently raised concern regarding the use of deep learning models
is the risk of overfitting, especially when training data is limited, as is the case here with
60 training samples. We address this concern through a multi-faceted approach: (i) The
architecture’s low-dimensional bottleneck layer (with only 10 nodes) functions as a pow-
erful information bottleneck, forcing the network to learn only the most salient, general-
izable features of the data while discarding noise and idiosyncratic variation. This intrin-
sic regularization is a core design principle of autoencoders. (ii) During training, we ex-
plicitly incorporated L2 regularization (weight decay) on all hidden layers and employed
early stopping based on a validation loss to halt training before the model could begin
memorizing the training set. (iii) Most critically, we provide post hoc empirical evidence:
an overfit model would fail to generalize to unseen data. The high classification accuracy
achieved on the completely independent 15-enterprise test set serves as a direct validation
of the model’s generalization capability.

6.1.2. Basic Structure of the DAN Model

The Deep Autoencoder Network (DAN) is an unsupervised neural network model. Its
basic idea is to compress high-dimensional input data into a low-dimensional feature repre-
sentation through an encoder, and then reconstruct the low-dimensional features back into
the original input data through a decoder. The network learns the intrinsic features of the data
by minimizing the reconstruction error between the input and output [20].

Figure 3 is a merged figure that illustrates both the general autoencoder structure and
its specific application in this study. The encoder compresses the 30 input indicators into
a 10-dimensional bottleneck representation; the decoder reconstructs the indicator values.
The reconstruction error serves as the anomaly score for risk level determination.

Jake| indu|
JaAe| inding

Hidden Layers |
1,2 (Encoder, |
64-32)

! Bottleneck layer |
! (10nodes) |

Figure 3. Schematic diagram of the autoencoder structure and application to the 30-dimensional

indicator data.
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The core structure of DAN is symmetric, typically consisting of an “encoder” and a
“decoder”:
Encoder: Responsible for mapping the high-dimensional input data X through a se-

ries of nonlinear transformations to a low-dimensional, dense “bottleneck layer” (i.e., cod-

) Z=f(weX +b) 1y process can be understood as “dimensionality reduc-

ing layer
tion” and “feature extraction” of the original data, aiming to capture the most representa-
tive essential features.

Decoder: Responsible for reconstructing the low-dimensional code Z from the bot-

tleneck layer back into the original input data X'=g(waZ + bu)

through another series
of nonlinear transformations.
Training Objective: Optimize the network parameters by minimizing the difference

between the original input and the reconstructed output (i.e., reconstruction error)
2
L= X-X]

the most critical information from the original data, and the decoder can recover the gen-

. For a well-trained DAN, the code in the bottleneck layer effectively retains

eral appearance of the data based on this key information.

6.2. Model Construction Process

The construction process of the technological paradigm shift risk early warning
model based on DAN is as follows:

Step 1: Data Preprocessing. Collect data for the 30 early warning indicators from
sample enterprises and perform standardization to eliminate dimensional effects.

Step 2: Warning Level Classification. Based on expert experience or historical data,
classify enterprise technological paradigm risk into five levels: “No Warning,” “Mild
Warning,” “Moderate Warning,” “Severe Warning,” and “Extreme Warning.”

Step 3: Dataset Partitioning. Divide the sample data into a training set and a predic-
tion set. The training set is used for model training, and the prediction set is used for
model validation.

Step 4: DAN Network Design. Determine parameters such as the number of input
layer nodes (30), number of hidden layers, number of bottleneck layer nodes, number of
output layer nodes (30), activation functions, and optimizer.

Step 5: Model Training. Input the training set data into the DAN model and itera-
tively optimize network parameters using the backpropagation algorithm until the recon-
struction error converges.

Step 6: Threshold Setting. Based on the distribution of reconstruction errors in the
training set, set threshold intervals for each warning level.

Step 7: Warning Output. For the enterprise to be assessed, input its indicator data
into the trained DAN and calculate its reconstruction error. Determine its risk warning
level based on which threshold interval the error falls into.

6.3. Empirical Study
6.3.1. Data Collection and Processing

This study selected 75 high-tech enterprises with varying operational conditions
from the 208 sample enterprises as the empirical sample. These enterprises cover multiple
technology-intensive industries such as high-end chemical manufacturing, automobile
manufacturing, and integrated circuit and chip manufacturing, representing different
stages of the technological paradigm shift process, offering good representativeness.

Data for the 30 early warning indicators of the 75 enterprises were collected and or-
ganized. Due to different dimensions among indicators, the Min-Max standardization
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method was used to map all indicator values to the [0, 1] interval. The standardization
(x—x™)

X'_ max min
(x™ =x"")

formula is:

6.3.2. Determination of Early Warning Indicator Observation Standards

Based on the early warning indicator system and combined with expert interviews,
observation standards for each early warning indicator were determined. For each indi-
cator, based on its actual observed value, its risk status was judged (Table 9).

Table 9. Indicator observation values for the early warning system (partial).

Early c‘ll\i]:::l(::g In- No Warning Mild Warning Moderate Warning Severe Warning Extreme Warning
Policies and Regu- Relatively Favora- Relatively Unfa-
F 1 1 f 1
lations (GF1) Very Favorable ble Genera vorable Very Unfavorable
Market Manage- Relatively Favora- Relatively Unfa-
ment Level (GF2) Very Favorable ble General vorable Very Unfavorable
Government Be- Relatively Favora- Relatively Unfa-
F 1 1 f 1
havior (GF4) Very Favorable ble Genera vorable Very Unfavorable
ITiiisiz}iISC)(nD;[izgl- Very Moderate Relatlve:z/eModer— General Relatively Intense Very Intense
Supply Chain Sta- Very Stable Relatively Stable General Relatively Volatile ~ Very Volatile
bility (MF3) y y y y
Mark-et Concentra- No Significant Dif- Small Difference General Large Difference = Huge Difference
tion (MF4) ference

6.3.3. Determination of Comprehensive Early Warning Level

The comprehensive early warning level refers to the overall judgment of an enter-
prise’s technological paradigm shift risk. This study used a weighted comprehensive
method, summing the weighted risk level scores of each indicator to obtain a comprehen-
sive risk index, and then determining the comprehensive warning level based on the in-
dex interval (Table 10).

Table 10. Comprehensive early warning levels.

Warning Level

Risk Index Interval Signal Light

Meaning

Technological paradigm functioning normally, risk controlla-

No Warning [0,0.2) Green ble
Mild Warning [0.2,0.4) Blue Minor risk signals present, needs attention
Moderate Warning [0.4, 0.6) Yellow  Moderate risk present, preventive measures needed
Severe Warning [0.6,0.8) Orange  Severe risk present, immediate corrective action needed
Extreme Warning [0.8,1.0] Red Risk imminent, emergency intervention needed

6.3.4. Adaptive Early Warning Training Based on DAN

(1) Network Structure and Parameter Settings

The parameter settings for the DAN model constructed in this study are as follows:
Input layer: 30 nodes (corresponding to 30 early warning indicators)

Hidden layer 1: 64 nodes, activation function: ReLU

Hidden layer 2: 32 nodes, activation function: ReLU

Bottleneck layer: 10 nodes, activation function: ReLU

Hidden layer 4: 32 nodes, activation function: ReLU
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Hidden layer 5: 64 nodes, activation function: ReLU

Output layer: 30 nodes, activation function: Sigmoid

Optimizer: Adam, learning rate: 0.001, with L2 regularization (weight decay =1 x 10-%)

Loss function: Mean Squared Error (MSE)

Epochs: 200 (with early stopping patience = 20)

Batch size: 32

(2) Model Training

The 75 enterprise samples were divided into a training set (60 enterprises) and a pre-
diction set (15 enterprises) using an 8:2 ratio. The training set contained enterprises with
No Warning and Mild Warning levels, used for the model to learn the characteristic pat-
terns of the “healthy” state.

During the model training process, the reconstruction error decreased rapidly and
stabilized as the number of iterations increased. After approximately 120 iterations, the
loss function value converged to approximately 0.02, suggesting that the model was suc-
cessfully trained.

(3) Objective Threshold Setting and Sensitivity Analysis

To move beyond subjective expert judgment for threshold determination, an unsu-
pervised K-Means clustering algorithm (K = 5) was applied to the reconstruction errors of
all 75 enterprise samples. The natural boundaries between the five clusters were used to
define the threshold intervals between the warning levels. This data-driven method en-
sures that the categorization of risk levels is based purely on the statistical structure of the
model’s outputs, free from human bias. The resulting thresholds are: No Warning [0,
0.031), Mild Warning [0.031, 0.067), Moderate Warning [0.067, 0.124), Severe Warning
[0.124, 0.201), and Extreme Warning [0.201, 1.0].

To validate the robustness of this threshold selection, a sensitivity analysis was per-
formed comparing three methods: the K-Means approach, a Gaussian Mixture Model
(GMM), and the original heuristic p + 0.50 expert-based method. The K-Means method
yielded the highest F1-score (0.92) on the test set, justifying its final selection over the al-
ternatives.

A comparison of the expected and actual outputs for the training set samples is
shown in Table 11. The model’s warning level discrimination accuracy for the training set
samples exceeded 95%, indicating that the model effectively learned the characteristic pat-
terns of the “healthy” state.

Table 11. Comparison of true and predicted warning levels for the training set (partial).

Enterprise ID True Warning Level Reconstruction Error Predicted Warning Level Result
001 No Warning 0.015 No Warning Correct
002 No Warning 0.018 No Warning Correct
003 Mild Warning 0.042 Mild Warning Correct
004 No Warning 0.021 No Warning Correct
005 Mild Warning 0.038 Mild Warning Correct

(4) Prediction Results and Analysis

The 15 prediction set enterprise samples were input into the trained DAN model, the
reconstruction error for each sample was calculated, and the warning level was deter-
mined based on the threshold intervals. The prediction results are shown in Table 12.
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Table 12. Comparison of true and predicted warning levels for the prediction set.

Enterprise ID True Warning Level Reconstruction Error Predicted Warning Level Result
061 Moderate Warning 0.092 Moderate Warning Correct
062 Mild Warning 0.045 Mild Warning Correct
063 Severe Warning 0.178 Severe Warning Correct
064 No Warning 0.022 No Warning Correct
065 Mild Warning 0.041 Mild Warning Correct
066 Moderate Warning 0.088 Moderate Warning Correct
067 Extreme Warning 0.245 Extreme Warning Correct
068 No Warning 0.019 No Warning Correct
069 Moderate Warning 0.079 Moderate Warning Correct
070 Severe Warning 0.165 Severe Warning Correct
071 Mild Warning 0.052 Moderate Warning Incorrect
072 No Warning 0.024 No Warning Correct
073 Severe Warning 0.172 Severe Warning Correct
074 Moderate Warning 0.094 Moderate Warning Correct
075 Extreme Warning 0.238 Extreme Warning Correct

The prediction results show that 14 out of 15 enterprises had correct warning level
discrimination, achieving an accuracy of 93.33%. The single incorrect judgment (Enter-
prise 071) had an actual level of Mild Warning but was classified as Moderate Warning
by the model, an error within an acceptable range. It should be noted that the small test
set size (N =15) limits the statistical power of this accuracy estimate, and the results should
be interpreted as a promising initial validation rather than a definitive measure of gener-
alizability. However, the absence of any missed high-severity warnings —no Severe or Ex-
treme cases were misclassified as lower-level warnings—is an encouraging indicator of
the model’s practical safety for deployment.

(5) Model Performance Evaluation

From the perspective of early warning effectiveness, the DAN model demonstrated
promising performance:

Training set accuracy: above 95%;

Prediction set accuracy: 93.33%;

Miss rate: 0% (no cases where Severe Warning or Extreme Warning samples were
misclassified as No Warning or Mild Warning);

False alarm rate: 6.67% (only one case of Mild Warning misclassified as Moderate
Warning).

(6) Comparative Performance Analysis with Baseline Models

To rigorously validate the choice of the deep autoencoder architecture over more tra-
ditional small-sample classifiers, we conducted a comparative benchmarking analysis.
The DAN model was evaluated against two widely used algorithms suitable for small
datasets: a One-Class Support Vector Machine (SVM) with a radial basis function kernel,
and a Random Forest classifier with 100 trees. For a fair comparison, Principal Component
Analysis (PCA) was used as a preprocessing step to reduce dimensionality to 10 compo-
nents for both baseline models, mirroring the DAN’s bottleneck dimension. The models
were trained on the same 60-enterprise training set and evaluated on the same 15-enter-
prise test set using macro-averaged precision, recall, and F1-score.

The results, presented in Table 13, demonstrate that the DAN model achieves the
highest performance across all metrics, with an accuracy of 93.33% and a macro F1-score
of 0.92. The next best model, Random Forest, achieved 86.67% accuracy and a F1-score of
0.85, while the One-Class SVM trailed at 73.33% and 0.70 respectively. This empirical ev-
idence directly addresses the concern of overfitting: a model that had simply memorized
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the training data would not outperform simpler, robust algorithms on an independent
test set. The DAN’s superior performance indicates that it is genuinely learning a useful,
generalizable latent representation of the technological paradigm’s health state for this
dataset.

Table 13. Comparative performance of different models.

Precision (Macro

Model Accuracy Avg) Recall (Macro Avg.) F1-Score (Macro Avg.)
One-Class SVM 73.33% 0.72 0.70 0.70
Random Forest 86.67% 0.87 0.84 0.85

DAN 93.33% 0.93 0.92 0.92

7. Conclusions and Future Research Directions
7.1. Main Research Conclusions

Based on a systematic identification of early warning factors for technological para-
digm shift risks, this study constructed and validated an intelligent early warning model
integrating the ISM—ANP-entropy method and a DAN deep learning network. The find-
ings directly address the three research questions posed at the outset of this paper:

Response to RQ1 (Hierarchical Structure and Transmission Paths): The ISM model
successfully divided the nine early warning factors into a clear three-level structure: a
deep-rooted driving layer (Government Intervention, Technology Stock), an intermediate
transmission layer (Market Competition, Innovation Effort, Technology Assessment, Fi-
nancing Capability, Innovation Spirit), and a surface-dependent layer (Enterprise Com-
petition, Personnel Turnover). This structure reveals the transmission path of risks from
fundamental policy and knowledge-stock drivers, through intermediate organizational
and market mechanisms, to eventual manifestation in competitive performance and per-
sonnel stability. The driving-dependence analysis further confirms Government Interven-
tion and Technology Stock as the system’s strongest drivers, providing theoretical guid-
ance for enterprises to identify root causes rather than treating surface symptoms.

Response to RQ2 (Scientific Weight Determination): The integrated ANP-entropy
method effectively synthesized subjective expert judgment with the objective information
embedded in the sample data. The calculations identified Technology Assessment (0.164),
Enterprise Competition (0.152), and Innovation Effort (0.135) as the three highest-
weighted factors. At the indicator level, Technology Development Forecast Level, Market
Prospect Forecast Level, Industry Prospect Forecast Level, Innovation Input, and Financ-
ing Channels emerged as the most critical metrics. This weighting scheme, which accounts
for both mutual influences among factors (the ANP advantage) and data dispersion (the
entropy advantage), provides a scientifically grounded prioritization for risk-monitoring
resource allocation.

Response to RQ3 (Intelligent Early Warning Model): The DAN model demon-
strated high efficacy in classifying technological paradigm risk levels under small-sample,
nonlinear conditions. Empirical testing yielded a 93.33% accuracy on the 15-enterprise
prediction set, with a zero miss rate for high-severity warnings. The comparative analysis
showed that the DAN model significantly outperformed traditional small-sample algo-
rithms (One-Class SVM, Random Forest) in both accuracy and F1-score, providing empir-
ical evidence that the autoencoder is learning a generalizable feature representation rather
than overfitting to the training data. The model’s unsupervised learning mechanism,
which relies primarily on “healthy” state data, makes it practically viable for real-world
scenarios where high-risk cases are historically rare.
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7.2. Theoretical Contributions

The theoretical contributions of this paper are threefold:

(1) Structural analysis of early warning factors. By introducing ISM into the study of
technological paradigm shift risk early warning, this research moves beyond the traditional
“factor list” approach common in prior studies [4,5,7]. The revealed three-level hierarchy
and driving-dependence relationships provide a new structural perspective for understand-
ing how risks propagate through a complex innovation system, confirming and formalizing
the transmission mechanisms that earlier research could only hypothesize.

(2) Methodological innovation in weight determination. Unlike previous weighting
studies that either relied on AHP’s independence assumption [10] or used purely objective
entropy methods that ignore expert causal knowledge [12,30-32], the ANP-entropy inte-
gration developed here explicitly models the network of dependencies uncovered by ISM
while simultaneously adjusting weights based on objective data dispersion. This synthesis
overcomes the limitations of single weighting paradigms and offers a more scientifically
robust approach for multi-criteria decision-making in interconnected risk systems.

(3) Expansion of deep learning applications in risk early warning. By applying the
DAN model to technological paradigm risk assessment and rigorously benchmarking it
against traditional small-sample classifiers, this study challenges the prevailing assump-
tion that deep learning is unsuitable for small datasets [13,19,20,33,34]. The results demon-
strate that, with appropriate architectural design (particularly the information bottleneck)
and regularization, deep autoencoders can outperform conventional methods even with
modest training data, thus opening a new technical pathway for intelligent risk early
warning in domains where large labeled datasets are unavailable.

7.3. Management Implications

Based on the above research conclusions, this paper offers the following management
implications for managers of high-tech enterprises:

(1) Establish a risk transmission path diagnosis mechanism. According to the hierar-
chical structure of the ISM model, when surface-level indicators such as Enterprise Com-
petition and Personnel Turnover show anomalies, managers should not focus only on the
symptoms but deeply analyze deep driving factors such as Technology Stock and Gov-
ernment Intervention to solve problems at their root.

(2) Implement differentiated risk-management strategies. Based on the weight calcu-
lation results, Technology Assessment, Enterprise Competition, and Innovation Effort
should be prioritized in risk management. Specifically: strengthen technology develop-
ment forecasting capabilities, enhance judgment of market prospects and industry trends;
continuously monitor changes in enterprise market share and overall competitiveness;
and ensure the sustainability and stability of R&D investment.

(3) Build an intelligent risk early warning system. Enterprises can embed the DAN
model constructed in this study into their management information systems to achieve
automated and intelligent monitoring of technological paradigm risks. When the system
outputs an early warning signal, it should automatically trigger a diagnostic procedure,
pushing risk information and recommended actions to relevant management personnel.

(4) Establish a dynamic risk threshold adjustment mechanism. As the enterprise’s
internal and external environment changes, risk thresholds should also be adjusted dy-
namically. Enterprises should periodically evaluate the early warning effectiveness of the
model and optimize threshold settings and model parameters based on actual conditions
to ensure the continued effectiveness of the early warning system.

(5) Account for industry heterogeneity in deployment. The model was trained pri-
marily on manufacturing-sector data. When applying the system to other high-tech in-
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dustries such as biotechnology or software, managers should exercise caution. The indi-
cator weights, reconstruction error baselines, and risk thresholds may require recalibra-
tion using sector-specific data. A cross-industry validation study should precede any
broad deployment.

7.4. Limitations and Future Research Directions

This study has the following limitations, which require further research:

(1) The sample size needs to be expanded. The empirical sample of this study is 75
enterprises, with 60 used for training and only 15 for testing. Impact on conclusions: The
reported 93.33% accuracy should be viewed as a promising initial validation rather than
definitive proof of generalizability across the entire high-tech sector. A single misclassifi-
cation in the small test set accounted for a 6.67% error rate, underscoring the limited sta-
tistical power of the current evaluation. Future research should expand the sample scale
substantially, incorporating data from more industries and regions, and employ k-fold
cross-validation to obtain more robust performance estimates.

(2) Model interpretability needs to be enhanced. As a deep learning model, the “black
box” nature of the DAN model’s decision-making process limits managers” understand-
ing and trust. Impact on conclusions: This limitation may hinder the practical adoption of
the model in high-stakes strategic decisions where explainability is paramount. However,
it does not invalidate the model’s demonstrated predictive capability. Future research
could introduce interpretability techniques such as attention mechanisms or SHAP
(SHapley Additive exPlanations) analysis to provide post hoc explanations for the
model’s risk assessments.

(3) Dynamic learning mechanisms need improvement. This model is a static trained
model and cannot adapt to continuous changes in the enterprise’s internal and external
environment. Impact on conclusions: The model’s predictive accuracy may degrade over
time as the technological landscape evolves. The current findings represent a snapshot of
model performance and do not guarantee sustained efficacy without periodic retraining.
Future research could explore online learning mechanisms, enabling the model to update
dynamically with new data, achieving truly adaptive early warning.

(4) Intervention effectiveness research needs to be conducted. This study focused on
risk identification and early warning. Impact on conclusions: The absence of an interven-
tion linkage means the study addresses only the diagnostic phase of risk management.
The practical value of the early warning system cannot be fully realized until it is inte-
grated with a response protocol. Future research could further explore intervention mech-
anisms under different risk levels, forming a complete management closed loop of “early
warning—-diagnosis—intervention” and validating the practical application effectiveness of
the early warning model through longitudinal field studies.

(5) Transferability across industries requires investigation. The model was developed
and tested on enterprises from three manufacturing sub-sectors. Its direct applicability to
other high-tech industries such as biotechnology, software, or renewable energy cannot
be assumed. Impact on conclusions: The reported model performance and the identified
factor weights may be specific to the manufacturing context and may not generalize to
industries with fundamentally different innovation dynamics, regulatory environments,
or risk profiles. Future research should explicitly test for industry heterogeneity by apply-
ing the model across diverse high-tech sectors and analyzing moderation effects. If signif-
icant differences are found, industry-specific model adaptations may be required.
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