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Abstract

Online signature verification (OSV) is a challenging problem in behavioral biometrics, es-
pecially when skilled forgeries closely mimic genuine signatures in both appearance and
dynamics. This study presents a multi-class OSV framework that combines hybrid statis-
tical features and nonlinear dimensionality reduction using Uniform Manifold Approxi-
mation and Projection (UMAP). A 40-dimensional feature set is created from statistical
moments of dynamic writing parameters in both time and frequency (DCT) domains. Ex-
perimental results show that UMAP-based dimensionality reduction preserves category-
related structures in a compact two-dimensional space. The proposed approach achieves
an average classification accuracy of 0.989 + 0.005 and a Cohen’s kappa coefficient of 0.985
+0.006, demonstrating robust performance across multiple classifiers. The results validate
the effectiveness of combining multi-domain statistical feature fusion with UMAP for
multi-class online signature verification, providing both high performance and interpret-
able visual representations.

Keywords: online signature verification; behavioral biometrics; multi-class classification;
hybrid statistical moments; dimensionality reduction; UMAP; forgery detection

1. Introduction

Online Signature Verification (OSV) is a widely used behavioral biometric technique
in applications such as financial transactions, legal document authentication, and access
control systems [1]. Unlike static biometric traits, online signatures are acquired as time-
series signals through digitizing devices, recording dynamic information including writ-
ing speed, pen pressure, stroke direction, and spatial trajectories [2]. These dynamic char-
acteristics provide additional behavioral cues beyond static shape information and have
been shown to improve robustness against imitation and counterfeiting [3,4].

A central challenge in OSV lies in distinguishing genuine signatures from skilled for-
geries, which are produced by imitators who deliberately attempt to reproduce both the
visual appearance and the dynamic execution patterns of the target signature [5,6]. Such
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forgeries often exhibit subtle differences that are difficult to capture using limited or sin-
gle-domain feature representations. Many traditional approaches rely primarily on time-
domain statistical descriptors or adopt linear dimensionality reduction techniques, which
may have limitations in modeling the complex variability present in signature dynamics.
Classical linear methods such as Principal Component Analysis (PCA) and Linear Discri-
minant Analysis (LDA) assume linear separability of the underlying feature space [7,8].
However, online signature data are influenced by nonlinear biomechanical factors and
individual writing habits, which often lead to complex manifold structures. As a result,
linear projections may fail to preserve discriminative information after dimensionality re-
duction, especially when separating genuine signatures from high-similarity forgeries [9].

To address these limitations, this study explores a feature representation that inte-
grates complementary information from multiple domains and adopts a nonlinear dimen-
sionality reduction strategy. Statistical moment descriptors are extracted from core dy-
namic writing sequences in both the time domain and the Discrete Cosine Transform
(DCT) domain. Time-domain moments characterize overall writing behavior and stabil-
ity, whereas DCT-domain moments capture global frequency-related patterns that are
known to be relatively robust to small temporal fluctuations and local distortions in sig-
nature signals [10,11].

The resulting high-dimensional feature vectors are subsequently projected into a
low-dimensional space using Uniform Manifold Approximation and Projection (UMAP)
[12]. Unlike linear methods, UMAP is designed to preserve neighborhood relationships
while maintaining global structural consistency in nonlinear data manifolds [13]. Such
properties motivate its use for modeling the intrinsic geometry of online signature fea-
tures. The obtained low-dimensional representations facilitate efficient verification while
retaining interpretable structural relationships among different signature categories.

Unlike traditional OSV studies that primarily address binary genuine forgery verifi-
cation, this study focuses on multi-class forgery-type classification, which better reflects
practical forensic and anti-fraud requirements. It should be clarified that they are comple-
mentary sub-directions in OSV: traditional OSV verifies identity ownership, while this
study identifies forgery types and provides risk control/forensic assistance without re-
placing identity verification. The main contributions of this work can be summarized as
follows:

e A hybrid statistical feature representation is developed by extracting moment de-
scriptors from dynamic signature signals in both the time and DCT domains, ena-
bling complementary characterization of temporal behavior and spectral patterns.

e A UMAP-based nonlinear dimensionality reduction strategy is incorporated to ob-
tain compact embeddings that preserve category-related structural information, sup-
porting both quantitative verification and visual interpretability.

e A systematic multi-class evaluation framework is established to analyze verification
performance across genuine signatures and multiple forgery types, enabling a struc-
tured comparison across different classifiers and data splits.

The remainder of this paper is organized as follows. Section 2 reviews related work
on feature extraction and dimensionality reduction in OSV. Section 3 describes the dataset
and the proposed methodology. Experimental results and discussion are presented in Sec-
tion 4, followed by conclusions in Section 5.
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2. Related Work

The development of Online Signature Verification (OSV) systems has largely been
driven by advancements in feature representation and the optimization of classification
models. This section reviews existing literature focusing on multi-domain feature extrac-
tion strategies and dimensionality reduction techniques relevant to the proposed frame-
work.

2.1. Feature Extraction Strategies in OSV

Feature extraction is the cornerstone of robust biometric systems. In the context of
OSV, features are generally categorized into function-based (local) and parameter-based
(global) features [14]. Early research predominantly focused on time-domain parameter-
based features, such as total duration, average speed, and pen-up/pen-down ratios, due
to their computational simplicity [15]. However, relying solely on these global statistics
often fails to capture the intricate temporal variations inherent in skilled forgeries.

To address this, researchers turned to function-based features that represent the sig-
nature as a time-series signal. Vorugunti et al. proposed a compound feature extraction
method, demonstrating that combining static images with dynamic time-series infor-
mation significantly enhances verification performance [16]. Furthermore, recent studies
have emphasized the importance of transforming time-domain signals into the frequency
or transform domain to capture global energy distributions. Techniques such as the Fast
Fourier Transform (FFT), the Discrete Cosine Transform (DCT) and Discrete Wavelet
Transform (DWT) have been widely adopted to extract compact and discriminative rep-
resentations. Kahindo et al. [17] demonstrated that frequency-domain descriptors can pro-
vide a global characterization of online signatures and support effective verification using
GMMs. Similarly, Yanikoglu et al. [18] proposed an FFT-based verification system, show-
ing that frequency-domain representations enable compact feature descriptions with
fixed-length coefficients and efficient matching. While FFT provides global frequency in-
formation, it lacks temporal resolution. To address this, Wavelet Transform (WT) and
Continuous Wavelet Transform (CWT) have been introduced. These techniques provide
a “scalogram” (time-scale representation), effectively capturing both the frequency con-
tent and when it occurs. Chavan et al. [19] utilized a Hybrid Wavelet Transform (HWT-2)
constructed via Kronecker products of DCT, Haar, and Hadamard transforms. This ap-
proach captures detailed energy distribution across scales, demonstrating superior per-
formance in distinguishing genuine from forged signatures. Liu et al. [20] proposed a
method based on Discrete Cosine Transform (DCT) and sparse representation. The DCT
was used to obtain a compact representation of an online signature using a fixed number
of coefficients, leading to simple matching procedures while retaining essential dynamic
features. The transition from the time-domain to the frequency or wavelet transform do-
main represents a significant advancement in online signature verification.

More recently, the concept of “Hybrid Statistical Moments”, proposed by Radhika et
al. [21], has gained attention to further enhance robustness. This approach involves inte-
grating global geometric invariants (e.g., Hu moments) with orthogonal descriptors (e.g.,
Zernike moments) or dynamic signal statistics. By combining these complementary de-
scriptors, systems can capture both the holistic shape invariance and the local dynamic
variations in the signature curves. However, many existing hybrid approaches rely on
direct concatenation of high-dimensional moment vectors followed by conventional clas-
sifiers (e.g., SVMs), with limited consideration of the underlying geometric structure of
the feature space. Such linear fusion strategies may fail to capture intrinsic nonlinear cor-
relations between different moment orders, which can limit the ability to distinguish sub-
tle distributional shifts caused by skilled forgeries.
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2.2. Dimensionality Reduction and Manifold Learning

While high-dimensional feature fusion improves discriminative power, it inevitably
introduces the “curse of dimensionality,” leading to computational inefficiency and po-
tential overfitting. Consequently, dimensionality reduction (DR) is a critical step in mod-
ern OSV pipelines.

Traditional linear dimensionality reduction methods, such as Principal Component
Analysis (PCA) and Linear Discriminant Analysis (LDA), have been widely applied in
biometric systems. PCA focuses on maximizing data variance, whereas LDA emphasizes
class separability. For instance, Vahab et al. [22] employed multilayer perceptrons (MLPs)
on selected PCA features to analyze signature time-series signals, achieving an accuracy
of 93.1%. Similarly, Kholmatov et al. [23] formulated online signature verification as a
two-class classification problem and combined Linear Discriminant Analysis with dy-
namic time warping, reporting a low skilled forgery error rate of 2.8%. However, both
methods are based on the assumption that data lie in a linear subspace, which is often
violated by online signature data characterized by complex biomechanical variations and
inherently nonlinear manifold structures. As a result, linear projections may fail to ade-
quately unfold the intrinsic data geometry, leading to overlap between genuine and
skilled forgery clusters in the reduced space [24].

To overcome the limitations of linear methods, researchers have explored nonlinear
manifold learning algorithms such as t-SNE (t-Distributed Stochastic Neighbor Embed-
ding) for preserving local neighborhood relationships of data [25]. However, t-SNE often
distorts the global structure of data and incurs high computational costs, making it diffi-
cult to meet the dual requirements of performance and efficiency for OSV systems.

Notably, Uniform Manifold Approximation and Projection (UMAP), proposed by
Mclnnes et al. [26], addresses this limitation appropriately. By prioritizing the preserva-
tion of local neighborhood relationships alongside the integrity of global topological
structures, UMAP has emerged as a superior nonlinear dimensionality reduction frame-
work. The empirical success of UMAP in high-dimensional bioinformatics [27] under-
scores its potential for modeling the intricate biomechanical trajectories inherent in online
signatures. Unlike t-SNE, which frequently prioritizes local manifold clusters at the cost
of global connectivity, UMAP maintains a robust equilibrium between local and global
perspectives. In the context of OSV, this topological fidelity is vital for delineating the fine-
grained boundaries between genuine specimens and high-similarity skilled forgeries.
Nevertheless, the application of UMAP within the OSV domain remains nascent, particu-
larly regarding its synergy with hybrid statistical-DCT feature sets. This study addresses
this gap by integrating UMAP-based manifold learning with multi-domain features, aim-
ing to enhance the discriminative robustness and class separability of verification systems.

3. Datasets and Methods

This chapter elaborates on the construction of the proposed online signature verifi-
cation system. The study adopts a three-stage processing architecture comprising feature
extraction, dimensionality reduction, and classification. The overall technical roadmap is
illustrated in Figure 1.
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Figure 1. Overall workflow of the proposed online signature verification system: the blue circle

denotes the start event of the workflow, the red circle denotes the end event, and the arrows repre-

sent the sequence flow indicating the direction of process execution.
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3.1. Experimental Environment and Dataset Configuration
3.1.1. Experimental Configuration

All experiments were conducted in a workstation environment to ensure stable and
reproducible execution. The system was equipped with an Intel® Core™ i9-14900HX CPU
(2.20 GHz), 16 GB RAM, and an NVIDIA GeForce RTX 4060 GPU (8 GB GDDR6). The
software environment was developed using Python 3.13.0, with all implementations exe-
cuted under a unified environment. Key dependency libraries include NumPy 2.2.5 for
numerical computation, Scikit-learn 1.7.0 for machine learning modeling, and UMAP-
learn 0.5.9 for manifold learning dimensionality reduction.

3.1.2. Dataset

To ensure the targeted and practical value of the experimental results, a self-built
online signature dataset was constructed in this study, as existing public datasets [28,29]
lack sufficient samples for distinguishing multiple forgery types, particularly high-fidelity
skilled forgeries produced through long-term imitation and repeated tracing. These for-
gery types are commonly encountered in real cases but are underrepresented in publicly
available datasets. The dataset was collected in a controlled laboratory environment. Sig-
nature data were acquired using an online handwriting acquisition system based on a
Wacom CTL-472 digitizing tablet (pressure sensitivity: 2048 levels) and an LP-190 digital
pen, with a sampling rate of 100 Hz. The recorded parameters include x-coordinate, y-
coordinate (resolution: 0.001 mm), pen pressure (0-1), stroke direction angle (-180° to
+180°), and time interval between consecutive sampling points (10 ms).

All participants were 6 adult volunteers who provided informed consent prior to
data collection. Signature samples were anonymized and used exclusively for research
purposes. No personally identifiable information was retained. According to institutional
guidelines, this study did not require formal ethical approval. Participants sat at a stand-
ard office desk in a quiet laboratory setting, with the tablet angle adjusted to their natural
writing habits to minimize postural variability during data acquisition.

The dataset comprises 800 valid signature samples, which were independently re-
viewed by two independent experts to exclude invalid cases (e.g., incomplete signatures,
excessive pen breaks). Four categories (GEN, RF, TF, SF) [30] were defined based on au-
thenticity and forgery methods, with a balanced distribution of 200 samples per category.
Detailed characteristics of each category are summarized in Table 1, and typical examples
of these categories are illustrated in Figure 2.

Table 1. Distribution and Generation Methods of Signature Samples.

Signature Category

Abbreviation Generation Method Sample Distribution

Produced by 1 target participant (distinct from the 5
forgery writers, totaling 6 participants) across four in- 200 samples total (50

Genuine signat GEN
entime signature dependent sessions spaced one day apart, under natu- samples per session).
ral conditions.
Created by 5 f it distinct f the t t
Random forgery sig- rea'i ’.3 y 5 forgery writers (dis mc.: rgm e H00 samples total (40
RF participant) who observed the genuine signature and .
nature . . . samples per writer).
practiced briefly before execution.
G ted by th 5 f iters (distinct f
Tracing forgery sig- enerated by . ? Sathe > TOT§Ery Wil ers'( 1SHne rf)m 200 samples total (40
TF the target participant) who traced pre-printed genuine .
nature . . . samples per writer).
signatures placed under the digital tablet.
Skilled forgery signa- Produced by 3 ou.t .Of the 5 f'orger'y writers (c.ii.stim':t ' 200 samples total (40,
ture SF from the target participant, with prior handwriting imi- 80, 80 samples from
tation experience) after one week of intensive practice. three writers).
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Figure 2. Examples of four signature categories based on authenticity and forgery methods.

The dataset was split into training (60%) and test (40%) sets via stratified sampling to
maintain the same category distribution across sets. Fixed random seeds (1, 15, 70, 105,
and 410) were used for the 5 independent data splits respectively to ensure the reproduc-
ibility of each split. Critical to avoiding data leakage, the training and test sets were kept
fully independent throughout the experiment: dimensionality reduction models, cluster-
ing algorithms, and classifiers were exclusively trained on the training set, with no access
to test set data during training. The test set was only used for final performance evaluation
after all models were trained. Final reported metrics represent the average of results across
the 5 independent splits to mitigate sampling bias.

Under this sample-level stratified splitting strategy, although the training and test
sets remain independent at the model level, forged signatures produced by the same im-
personator may appear in both sets. To assess the potential influence of this factor, we
further considered a more restrictive partitioning scheme in which all forged samples gen-
erated by a given impersonator were assigned exclusively to either the training or the test
set. This stricter setting increases the difficulty of the classification task, while the relative
performance trends across feature configurations and classifiers remain consistent. There-
fore, to ensure methodological consistency with commonly adopted evaluation practices
in the literature, the main experimental results reported in this paper are based on the
standard splitting protocol.

3.2. Dual-Domain Feature Extraction and Discriminative Power Verification

Feature extraction is a core component of signature verification, as it directly influ-
ences the discriminative capability of the system. This study focuses on dynamic behav-
ioral characteristics of signatures and adopts an “extraction-verification” workflow: dual-
domain features are first extracted, followed by statistical validation of their discrimina-
tive potential, to support reliable subsequent classification.

3.2.1. Dual-Domain Feature Extraction

Five core dynamic features were selected: X (x coordinates), Y (y coordinates), P (pen
pressure), A (stroke direction angle), and V (derived pen speed, which is a critical behav-
ioral marker not directly recorded by the acquisition device). Pen speed was calculated as
the Euclidean distance between consecutive sampling points divided by the correspond-
ing time interval:

_ V%2 +(iviD? (i>2), (1)

ti-tig
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where V; denotes the pen speed at the i-th sampling point, X; and J; are coordinate val-
ues at the i-th point, and £; is the timestamp of the i-th point.

The first four statistical moments were calculated for each feature sequence [31]. The
choice of the first four moments ensures a comprehensive description of the feature prob-
ability distribution: mean and variance define the baseline style and its stability, while
skewness and kurtosis are sensitive to non-linear irregularities. Higher-order moments
are sensitive to asymmetry and peakedness in feature distributions and may reflect subtle
irregularities introduced during the signing process.

First Moment ({41, Mean): Central tendency.

1
= =117 )

where f; denotes the feature value of the i-th sampling point; 27 is the total number of
sampling points for the feature.
Second Moment ({,, Variance): Dispersion.

1
t ==%Ly (- m)? 3)
Third Moment ({3, Skewness): Degree of asymmetry.

_ %21;:1 (£m)3
=y

Fourth Moment (t4,, Kurtosis): Degree of peakedness.

(4)

L ()
=

Two complementary feature branches were constructed and fused into a 40-dimen-

-3 ©)

sional (40D) feature set:

Time-domain features (20D): 5 features x 4 moments. For each dynamic feature (e.g.,
pen pressure), H1—{ly were calculated directly from its time-series data.

DCT-domain features (20D): Each time-series feature was transformed using the Dis-
crete Cosine Transform (DCT) to extract frequency-domain structural information [32].
The DCT transformation formula is defined as [33]:

(2i+1)u

Fu)= /;—’v c(uw) YL F) cos — (u=0,1,..,N-1) , (6)

where (1) denotes the original time-series feature value of the i-th sampling point, N
denotes the total number of sampling points, ¢(u) denotes the normalization factor
(c(u) = 1/V2 if u =0, and 1 otherwise), F(u) denotes the DCT-domain coefficient (1 =
0: DC component; larger #: high-frequency components), and cos [%} is the DCT
basis function weighting £{(7)'s contribution to F(u).

As illustrated in Figure 3, the temporal trajectories of the online signature features
(X, Y, P, V, A) and the amplitude distributions of their top 20% DCT coefficients are pre-
sented for one representative sample. Table 2 further quantifies the cumulative energy
proportions of the top 10% (41 coefficients) and top 20% (82 coefficients) DCT coefficients
for this sample. The results demonstrate that the top 20% DCT coefficients capture over
85% of the cumulative energy across all features: 100% for X and Y, 96.1% for P, 88.5% for
V, and 87.6% for A. Notable differences in energy concentration are also observed among
the features. These analyses demonstrate the high energy concentration characteristics of
the signature’s DCT-domain features, suggesting that retaining all DCT coefficients for
subsequent statistical moment computation is a reasonable design choice.
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Figure 3. Representative time-domain trajectories and corresponding DCT-domain coefficient dis-
tributions of an online signature: (a—e) Time-domain signals of the five dynamic parameters (X, Y,
pressure, velocity, and stroke angle); (f—j) Corresponding DCT-domain coefficient magnitude dis-

tributions.

Table 2. Cumulative energy proportions of leading DCT coefficients for different dynamic signature

parameters.
Top 10% Top 20%
Feature (41 pts) (82 pts)
X_DCT 100.0 100.0
Y_DCT 99.9 100.0
P_DCT 73.5 96.1
V_DCT 79.9 88.5
A_DCT 49.8 87.6

Note: “Top 10%/20%" corresponds to the first 10% (41) and 20% (82) DCT coefficients (ordered by
frequency index). Values represent the cumulative energy proportion (%) for each signature param-

eter.

We did not filter the DCT coefficients and directly utilized all of them to calculate
four statistical moments (f1—{4y), thereby constructing the final DCT-domain feature set
for subsequent analysis.

3.2.2. Statistical Protocol for Feature Discriminability Validation

To examine the discriminative potential of the constructed 40D dual-domain fea-
tures, a three-step validation framework integrating statistical testing and visualization
was established. Prior to validation, the Shapiro-Wilk test confirmed that all features vi-
olated the normality assumption (p < 0.05), necessitating the adoption of non-parametric
tests. The specific workflow is detailed as follows.

Kruskal-Wallis H-test (overall discriminability screening) [34]: This test was utilized
to assess whether each feature exhibits significant distribution differences across the four
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signature categories (GEN, RF, TF, SF). The judgment criterion was set as p < 0.05 (a =
0.05), ensuring that features meet the fundamental requirement for inter-category differ-
entiation.

Boxplot visualization (intuitive distribution verification): For features passing the
Kruskal-Wallis H-test, boxplot visualization was employed to intuitively characterize
their distribution differences across categories. Key observation indicators included the
overlap degree of boxes (less overlap indicating stronger discriminability) and the sepa-
ration of medians (larger median differences reflecting more distinct distribution pat-
terns).

Mann-Whitney U-test (pairwise discriminability refinement) [35]: This test was ap-
plied to all six category pairs (GEN-RF, GEN-TF, GEN-SF, RF-TF, RF-SF, TF-SF) to verify
pairwise discriminative efficacy. A feature was considered to exhibit consistent pairwise
discriminability if statistical significance (p < 0.05) was observed in at least three category
pairs.

This validation framework is designed to screen effective features and avoid infor-
mation loss caused by premature pruning, thereby providing a reliable foundation for
subsequent dimensionality reduction and classification tasks.

3.3. Dimensionality Reduction Method Selection and UMAP Parameter Configuration

Dimensionality reduction is a key step to mitigate the curse of dimensionality and
provide compact representations for subsequent clustering and classification. Four repre-
sentative techniques were considered for comparison: three projection-based methods
(UMAP [26], t-SNE [25], PCA [22]) and one feature selection method (Mutual Information
Feature Selection, MIFS). The selection was based on two core criteria aligned with exper-
imental practice: (1) Preservation of category-related structural information, evaluated via
qualitative visual inspection of embedded clusters and quantitative clustering metrics
(ARI, DB, SC, CH); (2) Compatibility with downstream classification performance, as-
sessed via the test accuracy of subsequent classifiers (to ensure reduced-dimensional fea-
tures retain discriminative power for signature verification).

3.3.1. Dimensionality Reduction Evaluation Criteria

To evaluate the preservation of category-related structural information after dimen-
sionality reduction, K-means clustering (k = 4, matching the number of signature catego-
ries) was adopted as a reference method. Four complementary clustering metrics were
employed to quantitatively assess structural preservation efficacy: the Adjusted Rand In-
dex (ARI) quantifies the consistency between clustering results and ground-truth labels,
with higher values indicating better alignment (range: [-1, 1]); the Davies-Bouldin Index
(DB) evaluates the balance between cluster compactness and inter-cluster separation,
where lower values denote more well-separated and compact clusters (range: [0, +)); the
Silhouette Coefficient (SC) measures the trade-off between intra-cluster cohesion and in-
ter-cluster separation, with higher values reflecting superior cluster structure (range: [-1,
1]); and the Calinski-Harabasz Index (CH) reflects the ratio of between-cluster variance to
within-cluster variance, where larger values indicate more distinct cluster separation [36].
These metrics collectively provide a comprehensive benchmark for structural preserva-
tion, directly supporting UMAP parameter optimization (Section 3.3.2) and the compara-
tive evaluation of dimensionality reduction methods (Section 4.2). Detailed calculation
formulas for these metrics are provided in Section 3.5.1 to ensure reproducibility.

3.3.2. UMAP Parameter Configuration
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To ensure reliable low-dimensional embedding of the extracted dual-domain fea-
tures, UMAP hyperparameters were determined through systematic search on the train-
ing set only, avoiding any use of test data. Three key parameters were considered:
n_neighbors, min_dist, and n_components, which respectively control the balance be-
tween local and global structure preservation, cluster compactness, and embedding di-
mensionality.

The search ranges were defined based on commonly adopted practices in prior stud-
ies [26], with n_neighbors € [1, 30], min_dist € [0.01, 0.80], and n_components € [2, 10]. To
prevent data leakage and simulate a realistic deployment, the UMAP manifold was
learned exclusively from the training partition of each stratified split. This learned projec-
tion was then frozen and applied to map unseen test samples into the embedding space,
ensuring that the feature transformation remained strictly out-of-sample and independent
of the testing data.

Considering the emphasis on interpretability and computational efficiency in down-
stream classification, two-dimensional embeddings were adopted for all subsequent ex-
periments. A detailed comparison between UMAP-2D and other dimensionality reduc-
tion methods is provided in Section 4.2.

3.4. Classification Model Construction

Four representative classifiers—KNN, SVM, ANN, and RFC —were constructed and
evaluated based on the 2D UMAP-reduced features to examine the robustness of the pro-
posed feature representation across different classification paradigms. The hyperparame-
ters of all classifiers were optimized using grid search combined with 5-fold cross-valida-
tion on the training set, with cross-validation accuracy used as the optimization criterion.
Core parameters, search ranges, and selected values are summarized in Table 3, together
with brief configuration rationales. The parameter settings reported in Table 3 were ap-
plied consistently across all experiments to ensure fair comparison among classifiers.

Table 3. Hyperparameter settings of the evaluated classifiers.

lassifi H -
Classifier  Core Hyperparame Selected Values Configuration Details
Type ters
KNN Nelghbors (K), Met- K =7 Euclidean K =7 was selected to effectively balance noise smoothing with
ric the capture of local structural features.

SVM

ANN

REC

Kernel, Penalty (C),

Gamma (y)

Architecture, Activa-
tion, Learning Rate

Estimators, Max 100 Trees,

Depth

The Radial Basis Function (RBF) kernel was chosen to handle
RBF, C =10, y = 0.1non-linear decision boundaries. C and y were optimized to en-

hance generalization.

Fully connected feedforward network with two hidden layers
Input = d, Hidden (128 neurons in the first, 64 in the second). The number of input
=128/64, Output = nodes d scales dynamically with the reduced dimension. Hid-
den layers use ReLU activation to mitigate gradient vanishing,
with a learning rate of 0.001.
An ensemble of 100 decision trees. The maximum depth was
limited to 15, and the feature sampling rate was set to 2/3 of to-

MaxDepth =15 . .
tal features to ensure diversity among base learners.

3.5. Evaluation Metrics and Protocols

Two groups of metrics comprehensively assess the framework’s performance: clus-
tering metrics (for dimensionality reduction) and classification/verification metrics (for
signature verification).

https://doi.org/10.3390/technologies14020089


https://doi.org/10.3390/technologies14020089

Technologies 2026, 14, 89

12 of 28

3.5.1. Clustering Metrics (Consistent with Section 3.3.1)

Clustering metrics are used to evaluate the structural preservation of dimensionality-
reduced features. Supplementary calculation formulas are provided below for reproduc-
ibility:

The Adjusted Rand Index (AR)) is calculated as:

AR~ 2(TPx TN-FPX FN)
‘/(TP+FP)(TP+ FN)(TN+FP)(TN+FN) ’

)

where TP denotes correctly clustered sample pairs, 7/V denotes correctly separated
sample pairs, FP denotes falsely clustered pairs, and F/NV denotes falsely separated
pairs.

The Davies-Bouldin Index (DB) is calculated as:

DB= 12‘1’.‘:1 max(g+51}, (8)
k dy

where k denotes number of clusters, S; denotes average distance from samples in clus-

ter I to cluster center, S; denotes average distance from samples in cluster j to cluster
center, d;; denotes Euclidean distance between centers of cluster 7 and j.
The Silhouette Coefficient (SC) is calculated as:

b,-—a,-

sc=-3%, ©)

max (a;,by) ’
where N denotes total number of samples, &; denotes average distance from sample 7 to
other samples in the same cluster, J; =minimum average distance from sample 7 to sam-
ples in other clusters.
The Calinski-Harabasz Index ( CH) is calculated as:
5B
CH= 1, (10)

Nk
where SSB denotes sum of squared distances between cluster centers and global center,
SSW denotes sum of squared distances within each cluster, k denotes number of clusters,
N denotes total number of samples.

3.5.2. Classification and Verification Metrics

These metrics assess signature verification performance, with macro-averaging
adopted to ensure equal contribution from each class. FARg; and FRRg,,iq. are cal-
culated exclusively on the test set, and confusion matrices are used to visualize misclassi-
fication patterns.

Test Set Accuracy (Aco) quantifies overall classification correctness, calculated as:

Acc=2= "1 (11)
N

where TP; denotes true positives of category 7 in test set, N denotes total number of
samples in test set.

Macro-Precision is the arithmetic mean of precision across all four categories, with
the formula:

124 i (12)

Pre = _
macro= 4 =1 TP,-+FP,-’

where FP; denotes false positives of category 7 ; average precision across all categories.
Macro-Recall represents the average recall across all categories, with recall for each
class calculated as:
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124 i (13)

Rec, = _
macro= 4 =1 TPi+FN; ’

where FN; denotes false negatives of category I ; average recall across all categories.
The Macro-F1 Score balances precision and recall for each category, computed as the
arithmetic mean of class-specific F1 values:

1
F‘lmacrozz 2?:1 2x

where Pre; denotes precision of category I, Rec; denotes recall of category 7 ; balances

Pre;xRec;

Pre;+Rec;’ (14)

precision and recall for each category.

The Area Under ROC Curve (AUC) measures discriminative capability across deci-
sion thresholds, calculated via the trapezoidal rule with the One-vs-Rest strategy for
multi-classification:

1 -
AVC=3 X7 (XX ) (it Vi) (15)

where X denotes false positive rate (FPR) at the A-th threshold, J} denotes true posi-
tive rate (TPR) at the A-th threshold, m denotes number of thresholds; calculated via trap-
ezoidal rule, adopts One-vs-Rest for multi-classification.

FARGg.4 quantifies the probability of skilled forgeries being falsely judged as genu-
ine, with the formula:

FPgp
Ngp’

FARgpij1ea= (16)

where FPgy denotes skilled forgery (SF) samples falsely judged as genuine (GEM), Ng¢
denotes total SF samples in test set.

FRRGepuine represents the probability of genuine signatures being falsely judged as
forgery, calculated as:

FNgen
FRRGenuine: N, ’ (17)
GEN

where FN¢py denotes genuine (GEN) samples falsely judged as forgery, Ngpy denotes
total GEN samples in test set.

4. Results and Discussion
4.1. Discriminability and Distribution of Dual-Domain Features

This section examines the discriminative behavior of the constructed 40-dimensional
hybrid feature set (20 time-domain and 20 DCT-domain features) across the four signature
categories (GEN, TF, RF, and SF), following the statistical validation protocol described in
Section 3.2.2.

4.1.1. Global Significance and Rationale for Feature Inclusion

The Kruskal-Wallis H-test was independently applied to each of the 40 extracted fea-
tures to evaluate whether their distributions differed significantly across the four signa-
ture categories. For all features, the asymptotic p-values were below 0.001, leading to re-
jection of the null hypothesis that the feature distributions are identical among classes.
These results indicate that each extracted feature exhibits statistically distinguishable be-
havior across at least part of the signature categories under the adopted non-parametric
criterion. Consequently, all 40 features are retained for subsequent distributional and pair-
wise analyses.
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4.1.2. Time-Domain Feature Characteristics and Discriminative Efficacy

Time-domain features describe the spatiotemporal properties of the signature gener-

ation process, with boxplot distributions in Figure 4a—e revealing recurring class-depend-

ent differences. Genuine signatures (GEN) are generally characterized by compact inter-

quartile ranges and relatively concentrated median values, reflecting stable writing be-

havior. In contrast, random forgeries (RF) display wider interquartile ranges accompanied

by a larger number of outliers, while tracing forgeries (TF) and skilled forgeries (SF) typ-

ically occupy intermediate positions in terms of dispersion and central tendency.
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Figure 4. Boxplot distributions of the first four statistical moments for five dynamic signature pa-

rameters. Panels (a—e) show time-domain features, and panels (f—j) show the corresponding DCT-

domain features. All features are normalized to [0, 1] for visualization.

For coordinate-related features, X- and Y-based moments show observable distribu-

tion shifts among categories. In particular, the second-order moment X2 exhibits a grad-

ual increase in median values from GEN to forged signatures, with TF and SF tending to

occupy higher median ranges than RF and GEN. Although overlaps remain across classes,

the interquartile ranges of Xp2 and Y differ sufficiently to provide useful separation

cues, especially for distinguishing tracing forgeries from genuine signatures.
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Pressure-related features demonstrate category-dependent distribution characteris-
tics. As shown in Figure 4c, the first- and second-order moments (Pu1 and Pp2) of GENs
are associated with lower medians and more compact boxplots, whereas forged signa-
tures exhibit increased dispersion. Higher-order moments such as Pus and Pus further
emphasize differences between RF and SF through shifts in median values and spread.
However, substantial overlap across interquartile ranges persists among several classes.

Among the time-domain descriptors, velocity-related features exhibit relatively sta-
ble distributional structures across different moment orders. As illustrated in Figure 4d,
GENs cluster around lower median values with narrow interquartile ranges for Viu—Vys,
whereas forged categories show broader distributions and higher variability. Although
partial overlap persists, the reduced dispersion observed for GEN suggests that velocity-
related moments reflect differences in writing rhythm stability across signature types.

Stroke direction angle features provide complementary information. As shown in
Figure 4e, SF signatures generally exhibit higher median values than GEN and RF for sev-
eral angular moments, while the fourth-order moment Apus further differentiates GEN
from forged categories through its lower median and reduced spread. However, the over-
lapping whiskers across categories indicate that angle-based features are most informa-
tive when combined with other dynamic descriptors rather than used independently.

4.1.3. DCT-Domain Feature Characteristics and Complementary Value

DCT-domain features describe the spectral characteristics of the signature signals
and provide a complementary representation to time-domain statistics. As shown in Fig-
ure 4f—j, DCT-domain features exhibit class-dependent distribution patterns, with separa-
tion varying by feature type and moment order.

For coordinate-related DCT-domain features (Figure 4f,g), the first-order moments
(DCT_Xu and DCT_Yu1) show relatively higher median values for GENs, while forged
categories occupy lower and partially overlapping ranges. Higher-order coordinate-re-
lated DCT moments (us and pa) exhibit compact interquartile ranges for GENs, with RF
showing similarly concentrated distributions. In contrast, TF and SF display noticeably
increased dispersion, indicating that these moments are more associated with increased
spatial variability observed in tracing and skilled forgeries.

Pressure-related DCT-domain features (Figure 4h) display clearer differences in dis-
persion than in median levels. GENs tend to maintain more compact interquartile ranges
across moments, while TF and SF show increased variability, especially in higher-order
moments (p3 and ps). This behavior suggests that DCT-domain pressure moments em-
phasize variability patterns associated with forged writing behaviors.

As shown in Figure 4i, velocity-related DCT features exhibit order-dependent distri-
bution patterns across signature categories. For the first-order moment (u1), GEN and RF
display comparable interquartile ranges, whereas TF and SF are more compact. In con-
trast, higher-order moments (p2—p4) reveal a clear dispersion hierarchy, with RF showing
the widest interquartile ranges, followed by TF and SF, while GEN remains consistently
concentrated.

Angle-related DCT-domain features (Figure 4j) exhibit comparatively limited sepa-
rability. Although slight median shifts can be observed for certain moments, substantial
overlap persists across interquartile ranges for all four categories, indicating that angular
information in the DCT domain mainly serves a supplementary role.

Overall, Figure 4f—j shows that DCT-domain features exhibit distributional tenden-
cies distinct from their time-domain counterparts. Coordinate and velocity-related mo-
ments emphasize variability among forged signatures, while pressure and angle moments
provide complementary information, highlighting their complementary statistical behav-
ior relative to time-domain features.

https://doi.org/10.3390/technologies14020089


https://doi.org/10.3390/technologies14020089

Technologies 2026, 14, 89

16 of 28

(a) U-test Significance Distribution

4.1.4. Pairwise Discriminability: Mann-Whitney U-Test Results

To further refine the pairwise discriminative efficacy of the 40D dual-domain feature
set, we conducted 240 independent Mann-Whitney U-tests, covering all six category pairs
(GEN-RF, GEN-TF, GEN-SF, RF-TF, RF-SF, TF-SF) across each feature dimension. Figure
5 presents the key results of these tests, with detailed statistics for non-significant cases (p
> (0.05) tabulated in Table 4. Overall, 201 tests (83.75%) reached extreme significance (p <
0.01), and an additional 9 tests (3.75%) achieved statistical significance (0.01 < p < 0.05),
resulting in an aggregate significance rate of 87.5% (Figure 5a). Notably, each individual
feature demonstrated statistically significant differences in no fewer than three category

pairs, indicating that no feature exhibits uniform redundancy across comparison scenar-
ios.

(b) Pairwise Discrimination Significance Rate
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Figure 5. Results of pairwise Mann—-Whitney U-tests for the 40-dimensional feature set. The analysis
is based on 240 pairwise tests (6 signature pairs x 40 features): (a) Distribution of significance levels
across all tests; (b) Relative discriminative difficulty of different signature pairs; (¢) Complementa-
rity between time-domain and DCT-domain features; (d) Contribution of different feature types
across comparison scenarios.
Table 4. Statistics of non-significant features in the Mann—-Whitney U-test for signature pairs with
different discriminative difficulties (p > 0.05).
.. o . .. Non-Significant Fea-
Pairing Difficulty Signature Pairing &
Level Tvoe tures p-Value
yp (Time/DCT Domain)
TE-GEN Pus, Xps 0.79,1.00
Low Difficulty (95%) GEN-SF Ape, P 0.25,0.25
RE-SF Xps, Pz 0.81, 0.95
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Medium Difficulty

Pui, Puz, P,
0.12,0.87, 0.3, 0.12,
TF-RF z;DCsz, V_DCTp, 0.31, 0.05
1

Pz, P_DCTu2—pus,

Aps, A_DCTy, 0.77,0.27, 0.16, 0.16,

TF-SF V DCTp 84215 0.08, 0.57, 0.34,
High Difficulty X_DCTu ’

i“gg;”_“z 0.96,0.21, 0.08, 0.91,

GEN-RF — Ky ARy 0.13, 0.86, 0.25, 0.85,

A_DCTu1, A_DCTys,

P_DCTyu, X DCTus 7>

Based on the proportion of significant features, the six category pairs can be grouped
into three levels of discriminative difficulty (Figure 5b and Table 4). Low-difficulty pairs,
including TE-GEN, GEN-SEF, and RF-SF, each achieved a 95% significance rate, with only
two non-significant features per pair, reflecting limited distributional overlap between the
corresponding classes. The TF-RF pair represents a medium-difficulty scenario, exhibit-
ing an 85% significance rate with six non-significant features, suggesting partial overlap
in certain dynamic attributes. High-difficulty pairs, namely TF-SF and GEN-RF, show
comparatively lower but still substantial significance rates of 77.5%, corresponding to nine
non-significant features per pair. Importantly, even in these cases, more than 30 feature
dimensions remain statistically effective, ensuring robust pairwise discriminability.

The comparative analysis further reveals a complementary relationship between
time-domain and DCT-domain features (Figure 5c). Time-domain features achieve an
overall significance rate of 86.67%, including 101 extremely significant tests, while DCT-
domain features reach 88.33%, with 100 extremely significant outcomes. Only two features
are simultaneously non-significant across both domains, indicating limited redundancy.
For example, in the challenging GEN-RF pairing, the DCT-domain angular first-order
moment (A_DCTi) is non-significant (p = 0.86), whereas its time-domain counterparts
(Apu to ps) exhibit extreme significance (p <0.001), illustrating effective cross-domain com-
pensation.

A category-wise examination of feature significance further highlights differentiated
yet complementary roles among the five feature groups (Figure 5d). Velocity-related fea-
tures demonstrate consistently high discriminative power, achieving full significance in
the time domain and 87.50% significance in the DCT domain, thereby providing broad
coverage across most comparison scenarios. Coordinate-based features (X/Y) yield overall
significance rates of 87.5% and 83.33%, respectively, with non-significant cases primarily
concentrated in high-difficulty pairings, yet still contributing stable spatial discrimination.
Angle-related features maintain balanced significance rates of 87.50% across both do-
mains, partially compensating for pressure-related limitations in medium-difficulty sce-
narios such as TF-RF. Pen pressure features exhibit comparatively lower overall signifi-
cance (70.83% in the time domain and 79.17% in the DCT domain); however, they retain
multiple extremely significant dimensions in the most challenging GEN-RF pairing,
where other feature categories show reduced effectiveness.

Taken together, these results indicate that the discriminative contributions of indi-
vidual feature groups vary across comparison scenarios, while their combined use miti-
gates pair-specific weaknesses. These results provide a statistical context for interpreting
the behavior of different feature groups in subsequent analyses.
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4.2. Assessment of Structural Preservation by Dimensionality Reduction
4.2.1. Visual Assessment of Embedded Structures

To intuitively compare the ability of different dimensionality reduction methods to
preserve category-related structural information, Figure 6 presents two-dimensional em-
beddings of the 40-dimensional hybrid feature set generated by PCA, t-SNE, and UMAP.
The displayed results correspond to the run whose clustering performance is closest to
the five-run average. These embeddings provide a qualitative visualization of how differ-
ent dimensionality reduction methods organize samples in a low-dimensional space.
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Figure 6. Two-dimensional embeddings of the hybrid feature set obtained using PCA, t-SNE, and
UMAP.

The PCA embedding exhibits relatively broad and partially overlapping sample re-
gions, in which genuine and forged signatures are not consistently separated, indicating
limited class separability in the two-dimensional projection.

The t-SNE embedding exhibits several locally compact regions, suggesting improved
local grouping for certain categories. However, noticeable class fragmentation and incon-
sistencies in the global arrangement are also observed, reducing overall structural coher-
ence across classes.

In contrast, the UMAP embedding forms a compact cluster for genuine signatures
and exhibits clearer spatial separation among different forgery types. Compared with
PCA and t-SNE, the relative positions of clusters in the UMAP embedding appear more
stable and less fragmented, indicating improved preservation of category-related struc-
tures.

It should be noted that these visualizations are intended for qualitative illustration
only, as a single two-dimensional projection cannot fully represent the underlying high-
dimensional topology or reflect the stability of a dimensionality reduction method across
different runs. Accordingly, the visual assessment is interpreted in conjunction with the
quantitative clustering results reported in the following section, which provide the pri-
mary evidence for evaluating structural preservation.

4.2.2. Quantitative Evaluation of Clustering Performance

To quantitatively assess the ability of different dimensionality reduction methods to
preserve category-related structural information, clustering performance was evaluated
in the two-dimensional embedding space. The results, summarized in Table 5, are re-
ported as mean + standard deviation over five independent runs under identical experi-
mental settings.
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Table 5. Clustering performance of PCA, t-SNE, and UMAP in the two-dimensional embedding

space on the training set (mean + SD over five runs).

Dimensionality Reduction

Method Output Dimensionality ARI ¢ SC1t DB | CH 1
PCA 2 0.441+0.009 0.523+0.006 0.742+0.018  589.5+27.2
t-SNE 2 0.651+0.065 0.498+0.031 0.748+0.019  568.4+95.6

UMAP 2 0.988+0.005 0.637+0.012 0.582+0.017 1068.1+67.5

Note: 1 indicates higher values are better; | indicates lower values are better.

UMAP achieves the highest clustering performance with the lowest variability across
runs, yielding an Adjusted Rand Index (ARI) of 0.988 + 0.005, a Silhouette Coefficient (5C)
of 0.637 + 0.012, a Davies—Bouldin Index (DB) of 0.582 + 0.017, and a Calinski—-Harabasz
Index (CH) of 1068.1 + 67.5. The high ARI indicates strong agreement between cluster
assignments in the reduced space and ground-truth labels, while the SC and DB values
reflect compact intra-class structures and effective inter-class separation, respectively, and
the high CH index confirms well-defined cluster organization.

t-SNE demonstrates intermediate clustering performance, with an ARI of 0.651 *
0.065. Although its average clustering metrics exceed those of PCA, the comparatively
larger standard deviations indicate greater variability across runs, suggesting sensitivity
to data partitioning and initialization.

PCA yields the weakest clustering performance, with an ARI of 0.441 + 0.009 and
comparatively lower SC (0.523 + 0.006) and CH (589.5 + 27.2) values, indicating limited
effectiveness in preserving category-related structures in the two-dimensional space.

Overall, the quantitative results indicate that UMAP provides more effective preser-
vation of both local continuity and global class separation than PCA and t-SNE for the
proposed hybrid feature representation. These properties are achieved within a compact
two-dimensional embedding, which motivates its use in the subsequent classification and
verification experiments.

4.3. Comprehensive Evaluation of Core Components and Classifier Performance

This section presents a comprehensive evaluation of the interaction between different
core components (including dimensionality reduction/feature selection strategies, trans-
form domain selection schemes) and four classifiers (KNN, SVM, ANN, and RFC) in the
multi-class online signature verification task. All reported results are obtained from five
independent stratified train-test splits, in which models are trained exclusively on the
training set and performance is averaged over the corresponding held-out test sets.

4.3.1. Sensitivity of Feature Dimension and Test Accuracy Trends

Figure 7 compares the average test accuracy of four classifiers under four dimension-
ality reduction or feature selection methods (PCA, t-SNE, MIFS, and UMAP) as the feature
dimension varies from 2 to 10. The results reveal distinct performance trends and differing
sensitivity to feature dimensionality across methods.

https://doi.org/10.3390/technologies14020089


https://doi.org/10.3390/technologies14020089

Technologies 2026, 14, 89

20 of 28

1.00

0.98

0.96 -

Test Accuracy
o
©0
o
T

o

©

%]
T

090 -

0.88 -

Test Accuracy
(=]
w0
N

Selected Features

(a) PCA (b) t-SNE
0.80
0.70 -
0.60 |-
>
Q
g
3050 -
3 !
<
- i
8040 f
2
0.30
u— KNN
0.20 *—SVM
—+— ANN
v RF
L i 1 i 010 1 i L i 1 i L i T
6 2 4 6 8 10
Feature Dimension Feature Dimension
(c) MIFS (d) UMAP
1.00
————a g —
s 089
/:// 7 B - 7, ,_-_//;
/ - /.///’ < _ — —
Y )
go.ga R 2
é / A . .
Z c—,a-"/ e .
S o097l / B J
2
[—m— KNN 0.96
e+ SVM
|—— ANN
+— RF
Il " 1 " 1 0'95 1 n Il " 1 " Il " I
6 B8 10 2 4 6 8 10

Feature Dimension

Figure 7. Comparison of average test accuracy as a function of feature dimension (2-10) for different
feature selection and dimensionality reduction methods: (a) PCA (linear dimensionality reduction),
(b) t-SNE (nonlinear dimensionality reduction), (¢) MIFS (mutual information-based feature selec-

tion), and (d) UMAP (nonlinear dimensionality reduction).

Under PCA, classification accuracy improves progressively as the feature dimension
increases. At dimension 2, the accuracy of representative classifiers (e.g., KNN) remains
relatively limited (0.886), but increases steadily with dimensionality, reaching 0.979 for
KNN at dimension 9 before gradually saturating. This trend suggests that PCA requires a
sufficiently large subspace to retain discriminative information relevant for classification.

t-SNE exhibits pronounced instability across different embedding dimensions. At di-
mension 2, classifier accuracy drops to very low levels (e.g.,, KNN at 0.172), increases
sharply by dimension 6 (KNN at 0.718), and then fluctuates at higher dimensions, decreas-
ing to 0.636 for KNN at dimension 10. The resulting non-monotonic trend, together with
increased variability across classifiers, limits the reliability of t-SNE for quantitative clas-
sification analysis in this setting.

MIFS demonstrates a comparatively smooth and stable performance trend. Classifi-
cation accuracy starts at 0.903 for KNN at dimension 2, increases consistently as additional
features are selected, and reaches a plateau by dimension 10 (e.g., KNN at 0.983). In this
plateau regime, performance differences among classifiers narrow to marginal levels
(within 0.01 across all four models), indicating that mutual information-based feature se-

lection preserves discriminative characteristics effectively.
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In contrast, UMAP exhibits a distinctly different behavior. Even at dimension 2, all
classifiers achieve high and consistent test accuracy (e.g., KNN at 0.989 and RF at 0.980).
Increasing the dimensionality beyond two results in only negligible performance
changes—for example, KNN maintains an accuracy of 0.989 at dimension 10—with no
systematic improvement observed across classifiers. This behavior indicates that UMAP
captures the essential discriminative structure of the data within a compact embedding.

Based on these observed trends, the 2D UMAP embedding is selected for subsequent
classifier performance analysis, as it provides a balance between representational com-
pactness and classification effectiveness.

4.3.2. Detailed Classifier Performance in UMAP-2D Space

Based on the dimensionality sensitivity analysis in Section 4.3.1, the UMAP 2D em-
bedding is fixed, and the performance of four classifiers is further examined using a com-
prehensive set of evaluation metrics. In addition to standard multi-class indicators, two
security-oriented metrics — FARskilled and FRRGenuine—are introduced to explicitly assess the
system’s robustness against high-skilled forgery attacks and its usability for legitimate
users.

As summarized in Table 6, KNN consistently achieves the highest overall perfor-
mance among the evaluated classifiers, attaining a test accuracy of 0.989 + 0.005 together
with high Macro-Precision (0.992 + 0.003), Macro-Recall (0.988 + 0.004), and Macro-F1
Score (0.990 + 0.003). This indicates balanced classification behavior across all four signa-
ture categories, while the corresponding Cohen’s Kappa coefficient reaches 0.985 + 0.006,
confirming a high level of agreement beyond chance.

Table 6. Classification performance metrics of four classifiers evaluated on the test set in the selected

UMAP two-dimensional embedding space (mean + SD over five runs).

Test Accu- Macro-Pre- Macro-Re- Macro-F1 Cohen’s

Classifier Dimension racy cision call Score Kappa FARgined FRRGenuine
ANN 2 0.969 + 0.023 0.970 + 0.022 0.969 + 0.023 0.969 + 0.023 0.958 + 0.031 0.010 + 0.008 0.031 + 0.023
REC 2 0.980 + 0.011 0.981+0.011 0.980 +0.011 0.980 + 0.011 0.973 + 0.015 0.007 + 0.004 0.020 + 0.011
SVM 2 0.972+ 0.032 0.975+ 0.024 0.972+ 0.032 0.971+ 0.033 0.963 + 0.042 0.009+ 0.011 0.028 + 0.032
KNN 2 0.989 + 0.005 0.989 + 0.005 0.989 + 0.005 0.989 + 0.005 0.985+ 0.006 0.004 + 0.002 0.011 + 0.005

The RFC classifier achieves the second-best overall performance with strong accuracy
and stability across splits, though it remains slightly inferior to KNN in all evaluated met-
rics. In comparison, ANN and SVM exhibit lower average performance and larger stand-
ard deviations, indicating reduced robustness under the same low-dimensional represen-
tation.

The advantage of KNN becomes more pronounced when security-oriented metrics
are considered. Specifically, KNN achieves the lowest FARskied value of 0.004 + 0.002, in-
dicating a substantially reduced likelihood of incorrectly accepting high-skilled forgeries
as genuine signatures. At the same time, its FRRGenuine value of 0.011 + 0.005 is also the
lowest among all classifiers, reflecting improved system usability by minimizing the re-
jection of legitimate signatures.

These results can be interpreted in relation to the characteristics of the UMAP em-
bedding. By preserving local neighborhood relationships in the low-dimensional space,
UMAP forms compact clusters for samples belonging to the same class while maintaining
clear separation between different classes. In such a representation, the local, distance-
based decision mechanism of KNN can directly exploit the geometric structure of the data,
enabling more reliable discrimination between genuine signatures and visually similar
high-skilled forgeries.
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Overall, the experimental results indicate that the UMAP 2D representation provides
an effective and compact embedding for multi-class online signature verification. Within
this fixed low-dimensional space, KNN exhibits the most favorable balance between clas-
sification accuracy, robustness, and security-related performance, supporting its adoption
as the final classifier in this study.

4.3.3. Comparative Verification of Transform Domain Selection (DCT vs. DST vs. DWT)

To verify the rationality of DCT domain selection, only the transform domain was
replaced (other experimental conditions remained consistent) based on the optimal
UMAP 2D + KNN model, comparing the performance of DCT, DST, and DWT. As shown
in Table 7, DCT is significantly optimal across core metrics; DWT is completely impractical
due to its extremely high false rejection rate of genuine signatures (35.8%). DCT’s ad-
vantage stems from its energy concentration characteristic (consistent with the analysis in
Section 3.2.1), which effectively preserves the global discriminative information of signa-
tures. In contrast, DST is sensitive to local noise in signature trajectories, and DWT focuses
on local time-frequency details—both fail to capture the global nonlinear behavioral dif-
ferences between genuine signatures and forgeries. Based on these experimental results,
DCT is confirmed as the most suitable choice for feature transformation in this study.

Table 7. Performance Comparison of Different Transform Domains (Based on UMAP 2D + KNN
Model).

Transform Test Accu-
Domain racy

Macro-F1

Macro-Precision Macro-Recall Cohen’s Kappa FARgiiea FRRGenuine

Score

DST 0.917+0.013 0.917 +£0.013 0911+£0.013 0.911+0.013 0.881+0.017 0.032+0.010 0.028 +0.009
DWT  0.770+0.025 0.773 +0.027 0.770£0.025 0.769+0.026  0.693+0.033  0.098 + 0.020 0.358 + 0.090
DCT 0.989 +0.005 0.989 + 0.005 0.989+0.005 0.989+0.005 0.985+0.006  0.004 +0.002 0.011 £ 0.005

4.4. Comparison with Baseline Methods

To verify whether the proposed method outperforms conventional techniques in the
OSYV field, we selected a suite of representative baseline models for comparative assess-
ment. These baselines span three major categories: traditional statistical models, deep
learning models, and metric-learning-based approaches. We implemented all baseline
methods with standard Python open-source libraries (Scikit-learn and PyTorch), using the
default hyperparameter configurations provided therein. No additional parameter tuning
was performed, which ensured consistency across models and minimized potential biases
in the comparison.

The selected baseline methods are listed as follows:

e  Gaussian Mixture Model (GMM) with 5 mixture components, a default configuration
for OSV-related tasks in the corresponding library;

¢ Hidden Markov Model (HMM) with 4 hidden states, the standard setup for sequence
modeling tasks;

e  Convolutional Neural Network (CNN) consisting of two hidden layers (64 and 32
neurons respectively), with ReLU as the activation function;

e  Siamese LSTM, configured with 64 hidden units and optimized by the Adam opti-
mizer;

e  Triplet LSTM, equipped with 64 hidden units and a margin parameter set to 1.0.

We evaluated all models—including the proposed UMAP + KNN framework—un-
der strictly identical experimental conditions. These conditions cover three key aspects:
consistent dataset partitioning (60% for training and 40% for testing) and a unified set of
evaluation metrics. A summary of the comparative results is presented in Table 8.
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Table 8. Performance Comparison with Baseline Models.

Test Accu- F1 hen’
Model est Accu Macro-Precision Macro-Recall Macro Cohen’s FARGg11ed FRRGenuine
racy Score Kappa
GMM 0983+0.013 098340012  0983+0013 Oo00* 0965 0. 0012 0.033+0.084
0.013 0.026
981 + 963 +
HMM 0.981+0009 098140009 098140009 0201 0963 0 0020 0.032+0.100
0.009 0.018
0988+ 0973z
CNN 0.988+0.003 0988:0003  0.9880.003 ' Cove 00060010 0.016%0.002
. 0655+ 0310
Siamese LSTM  0.655+0.054 0655£0054  0.655:005 0~ 10 034520054 031520042
. 0981+ 0963z
Triplet LSTM ~ 0.981+0.014 0.981+0.014  0.981+0.014 0.0188 +0.014 0.022+0.011
0.014 0.027
P d UMAP 0.989 +
ropose 0.989+0.005 0.989+0.005  0.989 +0.005 0.985+ 0.006 0.004 +0.002 0.011 + 0.005
+ KNN 0.005

Results in Table 6 demonstrate that the proposed UMAP + KNN method yields the
optimal overall performance across all evaluation metrics. Statistical baseline models
(GMM and HMM) attain relatively high accuracy, yet they exhibit elevated false ac-
ceptance rates for skilled forgeries, revealing their inherent limitations in fine-grained for-
gery type discrimination. Deep learning and metric-learning baselines show uneven per-
formance under the multi-class classification setting, while several of these models present
notable confusion when distinguishing between visually similar forgery types. In con-
trast, the proposed method consistently maintains low false acceptance rates for skilled
forgeries and low false rejection rates for genuine signatures, along with reduced perfor-
mance variance in repeated evaluations.

These findings indicate that the performance advantage of the proposed method
stems primarily from two core designs: the effective fusion of dual-domain statistical fea-
tures and the capacity of UMAP to capture nonlinear structures within the feature space.

4.5. Security Validation and Error Analysis of the Optimal Model

Building upon the performance comparison presented in Section 4.3, this section con-
ducts a security-oriented evaluation and error analysis of the selected model, namely the
KNN classifier operating in the UMAP-2D space. It should be emphasized that the multi-
class classification in this study assists identity verification through risk stratification of
SF/TF/RF, enhancing the practical value of the OSV system. While averaged performance
metrics indicate strong overall effectiveness, class-level analysis is further required to as-
sess robustness against high-similarity forgeries and to identify representative error pat-
terns.

4.5.1. Multi-Class ROC Analysis

To evaluate the discriminative behavior of the proposed model across different deci-
sion thresholds, a multi-class one-vs-rest ROC analysis was conducted on the test set. Fig-
ure 8 illustrates the ROC curves averaged over five independent test splits for the four
signature categories, with corresponding AUC values of 0.995 for GEN vs. Rest, 0.991 for
SF vs. Rest, 0.990 for TF vs. Rest, and 0.989 for RF vs. Rest.
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Figure 8. Mean one-vs-rest ROC curves of the KNN classifier evaluated in the UMAP two-dimen-
sional embedding space.

Consistently high AUC values across all classes indicate strong separability in the
learned low-dimensional space. In particular, the near-perfect AUC value (0.995) ob-
served for the GEN class indicates a clear separation between genuine signatures and for-
gery samples across a wide range of decision thresholds, which is relevant for reducing
false acceptance risk.

The similarly high AUC values observed for RF, SF, and TF suggest that the UMAP-
based embedding retains discriminative structure among forgery subclasses that are vis-
ually and dynamically similar. Notably, low false acceptance rates for skilled forgeries are
consistently observed across different classifier architectures. This observation suggests
that the discriminative structure captured by the UMAP-based low-dimensional repre-
sentation is not strongly dependent on a specific classifier.

4.5.2. Confusion Matrix and Robustness Against High-Similarity Forgeries

To complement the threshold-independent ROC analysis with an interpretable in-
stance-level inspection, a confusion matrix from a representative test split is analyzed, as
shown in Figure 9. This split was selected because its overall accuracy (0.988) is closest to
the five-run average accuracy reported in Section 4.3 (0.989), thereby reflecting typical
model behavior rather than an extreme or outlier case.

Each class in the test split contains 80 samples. All Gen samples in this split are cor-
rectly classified, resulting in a recall of 1.000 for the Gen class. This indicates that no false
rejections of genuine signatures occur in this representative evaluation. Likewise, no for-
gery samples are misclassified as Gen in this split, indicating the absence of false ac-
ceptance events in this specific evaluation. Misclassifications are limited to interactions
among forgery subclasses, where three TF samples are incorrectly predicted as RF and
one as SF.
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Based on this confusion matrix, the class-wise recall values are 1.000 for Gen, RF, and
SF, and 0.950 for TF, resulting in a macro-averaged recall of 0.9875 for this split. The cor-
responding precision values are 1.000 (Gen), 0.9639 (RF), 0.9877 (SF), and 1.000 (TF). These
values yield F1-scores of 1.000, 0.982, 0.994, and 0.974, respectively. It should be empha-
sized that these class-level metrics are derived from a single representative test split and
are reported to illustrate typical error patterns rather than to replace the averaged perfor-
mance statistics presented earlier.

Across all five independent test splits (400 Gen samples in total), no Gen signature is
misclassified as any forgery type. Only a single RF sample is misclassified as Gen in one
split. This observation indicates strong resistance to false acceptance while maintaining
high usability for legitimate users across repeated evaluations.

80

Gen

70

60

RF 1

50

40

True label

SF 1 30

20

TF

Gen RF SF
Predicted label

Figure 9. Confusion matrix of a representative test split for the KNN classifier in the UMAP two-

dimensional embedding space.

5. Conclusions

This study examined a multi-class online signature verification framework that inte-
grates multi-domain statistical feature representation with nonlinear dimensionality re-
duction. By jointly exploiting statistical moments derived from dynamic signature signals
and their DCT-domain counterparts, the proposed feature representation captures com-
plementary temporal and spectral characteristics relevant to distinguishing genuine sig-
natures from different types of forgeries. This characteristic supports the applicability of
the proposed framework to practical OSV scenarios where reliable and fine-grained for-
gery-type identification is required, particularly under conditions involving skilled and
high-fidelity forgeries.
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Experimental results confirm that UMAP effectively preserves category-related
structural relationships in a compact low-dimensional space, enabling stable verification
performance and consistent class separation across multiple classifiers. This structure-pre-
serving property is particularly beneficial in skilled forgery scenarios, where high inter-
class similarity often undermines the effectiveness of conventional linear or single-domain
verification approaches.

Beyond quantitative performance, the resulting low-dimensional representations
also provide interpretable visual structures that facilitate the analysis of inter-class rela-
tionships and representative error patterns. Future work will focus on validation using
larger and publicly available datasets, to examine the transferability of the proposed
framework to broader acquisition conditions and populations, as well as assessing the
generalizability of compact embeddings under varying acquisition conditions and appli-
cation settings.
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Abbreviations

ANN Artificial Neural Network

ARI Adjusted Rand Index

AUC Area Under ROC Curve

CH Calinski-Harabasz Index

CNN Convolutional Neural Network

DCT Discrete Cosine Transform

DB Davies—Bouldin Index

DST Discrete Sine Transform

DWT Discrete Wavelet Transform

F ARskilted False Acceptance Rate for Skilled Forgeries
FN False Negative

FRRGenuine False Rejection Rate for Genuine Signatures
GEN Genuine Signature

GMM Gaussian Mixture Model

HMM Hidden Markov Model

KNN k-Nearest Neighbors

LDA Linear Discriminant Analysis

LSTM Long Short-Term Memory

MIFS Mutual Information Feature Selection
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osv Online Signature Verification

PCA Principal Component Analysis

RFC Random Forest Classifier

RF Random Forgery Signature

SC Silhouette Coefficient

SF Skilled Forgery Signature

SSB Sum of Squared Distances Between Cluster Centers and Global Center
SSW Sum of Squared Distances Within Each Cluster
SVM Support Vector Machine

TF Tracing Forgery Signature

TN True Negative

TP True Positive

t-SNE t-Distributed Stochastic Neighbor Embedding
UMAP Uniform Manifold Approximation and Projection
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