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Abstract

This systematic review examines recent advances in blockchain-based electronic voting sys-
tems, motivated by the need for more transparent, secure, and verifiable electoral processes.
The rapid growth of research between 2022 and 2025 highlights blockchain as a promis-
ing foundation for addressing long-standing challenges of integrity, anonymity, and trust
in digital elections, particularly in academic contexts where pilot deployments are more
feasible. The review followed PRISMA 2020 guidelines and applied the evidence-based
methodology proposed by Kitchenham & Charters. Searches were conducted in six major
databases, yielding 861 records; after removing duplicates and applying eligibility criteria,
338 studies were retained. Data were extracted using a structured template and synthesised
qualitatively due to the conceptual and methodological heterogeneity of the evidence. The
included studies reveal significant progress in blockchain architectures, smart contracts, and
advanced cryptographic mechanisms—such as blind signatures, zero-knowledge proofs, and
homomorphic encryption. Multiple authentication and verification strategies were identified;
however, real-world validations remain limited and largely confined to small-scale academic
pilots. Overall, blockchain-based voting systems demonstrate conceptual advantages over
traditional and conventional electronic models, especially regarding transparency and au-
ditability. Nevertheless, the field requires stronger empirical evaluation, greater scalability,
and clearer regulatory alignment to support broader institutional adoption.

Keywords: blockchain; electronic voting; systematic literature review

1. Introduction

In recent decades, technological advances have driven significant changes in electoral
processes, particularly through the adoption of electronic voting systems. These systems
seek to improve the efficiency, speed, and accessibility of voting and vote counting, offering
a modern alternative to traditional methods based on physical ballots. However, their
implementation presents crucial challenges in terms of security, transparency, privacy, and
trust, aspects that are fundamental to legitimacy and social acceptance of election results [1,2].

In this context, blockchain technology emerges as a promising solution to address
these issues, thanks to its inherent properties of decentralisation, immutability, and public
traceability. Blockchain enables the construction of robust electoral systems in which votes
can be recorded, stored, and audited transparently and securely, thereby mitigating histori-
cal risks such as manipulation, double voting, and fraud [3,4]. The use of smart contracts
and advanced cryptographic techniques also enhances automation and confidentiality,
balancing voter authenticity with the preservation of necessary anonymity [5,6].
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Although the technical benefits of blockchain-based voting have been widely dis-
cussed, a significant gap remains between technological development and its effective
application in real-world scenarios, particularly in organisations and contexts with complex
regulatory and social requirements [7]. Furthermore, the consolidation of this technology
depends not only on advances in security and scalability, but also on institutional and
public trust, which implies transparency not only in terms of technology but also in terms
of communication and education [8,9].

This study presents a systematic review of recent scientific literature from 2022 to
2025, focusing on blockchain-based electronic voting systems with a special emphasis on
applications in academic contexts. Different technical approaches, authentication methods,
audit mechanisms, and empirical validation experiences are analysed to identify current
trends, persistent challenges, and opportunities for future research. The review is based on
a rigorous methodological protocol that ensures comprehensiveness, reproducibility, and
critical integrative analysis [10,11], reported in accordance with the PRISMA Statement [12].
Against this background, this review is guided by the central question of how far blockchain-
based electronic voting systems have progressed from conceptual and technical proposals
toward empirically validated and institutionally viable solutions. This work contributes to
clarifying the contemporary landscape of blockchain solutions for electronic voting systems,
supporting informed decisions in the design of more reliable, transparent, and democratic
electoral systems in the digital age.

The paper is organised as follows: Section 2 presents a brief foundation for blockchain-
based electronic voting systems; Section 3 describes the related work; Section 4 presents the
review method; Section 5 describes the results of the review, answering the research questions;
Section 6 discusses the implications of the results for research and practice, and the limitations
of this review; finally, Section 7 presents the conclusions and some ideas for future work.

2. Theoretical Foundations

This section establishes the fundamental concepts and definitions necessary to under-
stand the scope and characteristics of blockchain-based electronic voting systems, with the
aim of providing a solid conceptual framework for the critical analysis and synthesis of the
reviewed literature.

2.1. Electronic Voting and Voting Systems

Electronic voting refers to the use of digital technologies for casting, recording and
counting votes in electoral processes. Electronic voting systems seek to improve the
efficiency, speed, and accessibility of election management, but they have historically
faced critical challenges in terms of security, transparency, privacy, and reliability of the
process [2]. Traditional systems, based on manual voting with physical ballots, have
vulnerabilities such as direct manipulation, human error, and lack of verifiable traceability.

Conventional electronic systems, which use proprietary software and centralised
databases, can offer improvements in speed and automation, although they are exposed
to risks related to data integrity, centralisation of control, and difficulties in ensuring
anonymity and public auditing [1].

2.2. Blockchain and DLT Technology

Blockchain is a DLT that allows data to be stored in a decentralised, immutable and
transparent manner [3]. Each block contains a set of transactions or records, cryptograph-
ically linked by hashes to previous blocks, creating a secure structure that is resistant to
unauthorised modifications.

The essential properties of blockchain include:
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e  Decentralisation: Information is replicated and validated by a network of distributed
nodes, eliminating single points of failure or centralised control.

e Immutability: Stored records cannot be modified without cryptographic evidence and
joint consensus from the network.

e Transparency: Transactions are recorded publicly or semi-publicly, allowing partici-
pants to audit the entire history.

These characteristics position blockchain as an ideal platform for solving traditional
challenges in voting systems, where manipulation, opacity, and lack of trust are recurring
concerns [4].

2.3. Blockchain-Based Voting Systems

Blockchain-based voting systems integrate the properties described above to offer
enhanced guarantees of security, transparency, and verifiability in electoral processes. They
generally use:

e  Smart contracts: Automatic programmes deployed on the chain that regulate the
issuance, counting, and validation of votes without human intervention, increasing
reliability and reducing errors or fraud [13].

e Advanced cryptographic mechanisms: These include digital signatures, blind signa-
tures, ZKPs, and homomorphic encryption to protect voter identity and vote confiden-
tiality, ensuring anonymity and auditability simultaneously [5,6].

e  Types of blockchain networks: These can be public (open to any participant, such as
Ethereum or Solana), private (controlled by an entity, such as Hyperledger Fabric), or
consortium (shared among a limited group of organisations). The selection impacts
the scalability, governance and level of transparency of the electoral system [14].

2.4. Transparency, Security, and Trust in Voting Systems

Blockchain-based systems increase transparency by allowing public auditing and inde-
pendent scrutiny of each recorded vote, mitigating the need to trust central authorities [8].
In terms of security, they resist manipulation through cryptographic techniques and decen-
tralised consensus that protects the integrity of the vote and prevents attacks and fraud [15].

Voter confidence is strengthened by mechanisms that ensure end-to-end immutability
and verifiability: from authentication and issuance to final counting and publication of
results [16]. However, the literature indicates that technical transparency must be accompa-
nied by literacy and communication efforts to achieve effective social acceptance [9].

A crucial aspect in the design of electronic voting systems is the balance between
robust verification of voter identity and preservation of voting anonymity [17]. The use of
biometrics, decentralised digital identities (DIDs), and cryptographic techniques ensures that
only authorised users can vote, without their vote being traceable back to their identity [18].

2.5. Verification and Auditing

Blockchain-based systems employ methods to facilitate verification and auditing, such
as smart contracts for automatic validation, accessible immutable records, and crypto-
graphic proofs that allow voters and external observers to verify the integrity of the process
without compromising individual privacy [1,19].

3. Related Work

Recent literature on blockchain-based electronic voting systems shows that, during
the period from 2022 to May 2025 and in the bibliographic databases consulted, only
two formal systematic reviews dedicated to the topic have been identified. Both present
valuable contributions, although with methodological and scope limitations that justify the
need for complementary and more exhaustive studies.
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The first, ‘Blockchain Electoral Vote Counting: Comparative Analysis of Methods,
Constraints, and Approaches’ [4], focuses on evaluating existing solutions for blockchain-
based vote counting. Its main objective is to comparatively analyse the methodologies used,
the technical and operational constraints present, and the different approaches implemented
from 2015 to 2022. The methodology adopted is systematic, following protocols like
PRISMA to ensure rigour in the search, selection, and evaluation of studies, assessing
their quality using quantified criteria and limiting the review to studies with acceptable
scores. Although it provides a solid overview of current strengths and limitations, the
review is restricted to a time frame prior to the current explosion in research and lacks
comprehensive coverage of aspects such as validation in real-world scenarios and detailed
technical integration. Furthermore, the inclusion of articles beyond 2022 could limit the
perspective on recent advances.

The second corresponds to ‘Blockchain for securing electronic voting systems: a survey
of architectures, trends, solutions, and challenges’ [7], which comprehensively analyses the
architectures adopted, emerging technological trends, technical and regulatory challenges,
and proposed solutions in the field of secure electronic voting using blockchain. Its scope
covers a broader and more up-to-date set of research and highlights the importance of
advanced cryptographic protocols, privacy, and scalability, as well as the incorporation of
complementary technologies such as IoT and Al It uses a systematic methodology with
consolidated academic databases and rigorous review protocol monitoring. However,
although detailed and recent, the review is partial in terms of practical verification and
field demonstration of many systems, and some regulatory or socio-technical aspects are
not explored in the same depth, leaving room for a more comprehensive analysis.

Both contributions differ from the present study in that they do not comprehensively
cover the most recent academic period (2022-2025), nor do they implement a review
protocol that combines thoroughness, in-depth critical evaluation, and transparent method-
ological traceability. Furthermore, they lack a systematic integration of technical, practical,
legal, and social aspects into a single analysis. There is little attention to empirical validation
in real environments, analysis of implementation in specific contexts such as academic ones,
and the combination of advanced authentication and verification techniques in blockchain.

On the other hand, there is also a growing body of survey-type or exploratory studies
in the literature which, although useful for presenting general overviews of blockchain
and electronic voting, do not meet the methodological standards of a rigorous systematic
review. Some of these studies focus on aspects such as specific blockchain platforms
(Ethereum, Hyperledger), cryptographic mechanisms, mobile voting and remote access,
auditing and traceability, or integration with IoT and Al technologies. However, they often
have recurring limitations in terms of the absence of an explicit search protocol, lack of
detailed inclusion and exclusion criteria, lack of evaluation of the quality of the studies
included, and no or limited methodological transparency.

In this context, the review proposed here provides original and necessary value by
comprehensively covering the most recent academic period (until May 2025), articulating
a clear and reproducible protocol, emphasising critical and systematic evaluation of the
quality of studies, and integrating technical, institutional, legal and social perspectives. This
innovative approach aims to consolidate the state of the art in blockchain-based electronic
voting systems, identifying gaps, trends and future lines of research, while strengthening
the comparison between solutions and real-world application contexts.

Although there are previous systematic reviews and a variety of exploratory studies
on blockchain and electronic voting, this study is positioned as a methodologically sound,
comprehensive, and up-to-date contribution that responds to the urgent need to map and
critically evaluate this area of research to promote its safe and responsible adoption.
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4. Method

To develop this systematic literature review, an adaptation of the evidence-based
research approach from the field of software engineering was used [10]. This approach has
been widely used by the scientific community because it allows knowledge to be created
from evidence published in primary studies. The stages of the method defined for this
review are described below and outlined in Figure 1.

Identification of the need Search strategy Review paper

for the review > Selection criteria Thesis section
s » Sources consulted

Protocol definition » Search string Technical report

Research questions Selection of primary studies

> Duplicate removal
» Pre-selection

> Selection

» Quality assessment

Data extraction

Data synthesis

Figure 1. Diagram of the review method used. Adapted from Kitchenham & Charters [10].

4.1. Research Questions

The objective of this literature review was to analyse and systematise the existing
evidence on the proposals, technical characteristics, authentication mechanisms, validation
and implementation experiences of blockchain-based electronic voting systems, with an
emphasis on their application in academic contexts, and to compare them with traditional
and electronic solutions in terms of transparency, security and trust. In searching for related
primary studies, the following research questions were defined under the PICO framework
to guide data extraction, analysis, synthesis, and presentation of results (see Table 1):

Table 1. Research questions.

RQ1: How do blockchain-based electronic voting systems compare to traditional and electronic systems in terms of transparency, security, and trust?

P: Electoral processes I: Blockchain-based voting systems  C: Traditional and electronic systems O: Transparency, security, trust

Introduce the topic by evaluating the benefits and weaknesses of blockchain compared to other technologies in key aspects of trust.

RQ2: What proposals for blockchain-based electronic voting systems have been developed and applied in academic or university contexts, and
which ones have shown the best results?

P: Educational institutions I: Blockchain systems applied to C: Not applicable O: Results obtained,
academic voting acceptance, feasibility

Focus on real experiences in academic environments, exploring impact and results.

RQ3: What implementation techniques and types of blockchain networks have been used in electronic voting system proposals, and how do they
address the main challenges of security, anonymity, and verification?

P: Electronic voting systems  I: Types of blockchain networks and C: Not applicable O: Solutions to technical challenges
techniques implemented (Ethereum,
Hyperledger, smart contracts, etc.)

Explores both technological decisions (network type) and methods implemented to address critical aspects of security, privacy, and verifiability.

RQ4: What voter authentication methods have been used in blockchain-based electronic voting solutions, and how do they balance identity
and anonymity?

P: Voters in I: Authentication methods C: Classic authentication or O: Balance between identity
blockchain systems (biometrics, DID, tokens) no anonymity and privacy

Examine identification technologies and how anonymity is preserved without losing legitimacy.

RQ5: What verification and audit methods have been applied to ensure the integrity and reliability of blockchain-based electronic voting systems?

P: Blockchain I: Verification and auditing (ZKP, C: Not applicable O: Verifiable integrity and trust
voting solutions cryptographic proofs)

Review transparency mechanisms to ensure that votes can be reliably audited.

RQ6: How effective have real-world scenario tests been in validating scalable blockchain-based electronic voting systems?

P: Actual proposals for I: Testing in real contexts C: Simulations or O: Level of validation
blockchain voting systems controlled environments and applicability

Conclude the analysis by observing the degree of maturity and effectiveness of solutions tested in real conditions.
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4.2. Selection Criteria

The following inclusion (I) and exclusion (E) criteria were defined for adding or
removing studies from the analysis, some of which were applied directly as filters in the
corresponding databases:

e II: Studies published between 2022 and 2025.

e  ]2: Studies published in journals, book chapters, or conference proceedings.

e  I3: Studies that are directly related to or contribute to the understanding of blockchain-
based electronic voting systems.

e  [El: Studies in languages other than English or Spanish.

e  E2: Studies presenting literature reviews related to blockchain-based electronic vot-
ing systems.

e  E3: Studies without access to the full text.

e  E4: Studies presented as proposals, without results, or incomplete studies.

4.3. Sources Consulted

To ensure comprehensiveness, validity, and replicability in a systematic literature
review in the field of computer science, it is essential to use recognised and specialised
bibliographic databases. Databases such as IEEE Xplore, ACM Digital Library, Scopus, and
Web of Science are considered key pillars due to their comprehensive coverage of scientific
literature in this field. These sources offer rigorous indexing criteria, allow the use of
advanced Boolean operators, and facilitate the traceability of citations, which are essential
aspects for reducing bias and ensuring the methodological quality of the study [10,11].

Additionally, incorporating open access sources such as Google Scholar and DOA]
is essential to accommodate scientific literature published in emerging journals, theses,
technical reports, and conferences that, while not always indexed in traditional databases,
can provide relevant and innovative perspectives. Google Scholar, due to its integrative
nature and cross-cutting coverage, allows for the retrieval of grey literature and content
from academic institutions that complement the research landscape [20]. DOA]J offers
curated and free access to peer-reviewed scientific journals, ensuring editorial quality
within the open access ecosystem [21]. The inclusion of these types of sources contributes to
a more inclusive and transparent review that is aligned with the principles of open science.

4.4. Search String

A search string composed of keywords was defined to locate potentially relevant doc-
uments using the search functions available in the selected sources. This string was refined
by including synonyms, alternative spellings of terms, and other keywords identified in
the bibliographic records (see Table 2). The search string was constructed from prototype
expressions and Boolean operators that were initially tested in Scopus, as it is the database
with the widest coverage and the best search capabilities. These actions were performed
iteratively, resulting in the string shown in Table 2.

Table 2. Key terms, related terms, and search string.

Key Terms Related Terms

i-voting
electronic voting
e-voting internet voting
online voting
digital voting

distributed ledger

Blockchain DLT
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Table 2. Cont.

Key Terms Related Terms

voting protocol
secure voting
election system
blockchain voting

voting system

“e-voting” OR “i-voting” OR “electronic voting” OR “internet voting” OR “online voting” OR “digital voting”)
AND (blockchain OR “distributed ledger” OR DLT) AND (“voting system” OR “voting protocol” OR “secure
voting” OR “election system” OR “blockchain voting”).

The search engines for each database use different mechanisms and standards. They
were configured according to each of these particularities, as shown in Table 3, to search
titles, abstracts, and keywords, thus obtaining an initial set of primary studies. The different
specific filters applied in one of them are also shown.

Table 3. Database search configuration.

Database

Search String

Applied Filters

ACM

(“e-voting” OR “i-voting” OR “electronic voting” OR “internet
voting” OR “online voting” OR “digital voting”) AND
(blockchain OR “distributed ledger” OR DLT) AND (“voting
system” OR “voting protocol” OR “secure voting” OR “election
system” OR “blockchain voting”)

Publication Date: [2022-2025]
Content Type: Research Article

DOAJ

Articles: (‘e-voting’ OR ‘i-voting’ OR “electronic voting’ OR
‘internet voting’ OR “online voting” OR “digital voting’) AND
(blockchain OR “distributed ledger’ OR DLT) AND (‘voting
system’ OR “voting protocol’ OR ‘secure voting” OR “election
system’ OR “blockchain voting’)

IEEE

(“e-voting” OR “i-voting” OR “electronic voting” OR “internet
voting” OR “online voting” OR “digital voting”) AND
(blockchain OR “distributed ledger” OR DLT) AND (“voting
system” OR “voting protocol” OR “secure voting” OR “election
system” OR “blockchain voting”)

Year: [2022-2025]

Google Scholar

TITLE_ABS_KEY((“e-voting” OR “i-voting” OR “electronic
voting” OR “internet voting” OR “online voting” OR “digital
voting”) AND (blockchain OR “distributed ledger” OR DLT)

AND (“voting system” OR “voting protocol” OR “secure voting”
OR “election system” OR “blockchain voting”))

Custom range: [2022-2025]

Scopus

Article title, Abstract, Keywords: (“e-voting” OR “i-voting” OR
“electronic voting” OR “internet voting” OR “online voting” OR
“digital voting”) AND (blockchain OR “distributed ledger” OR
DLT) AND (“voting system” OR “voting protocol” OR “secure
voting” OR “election system” OR “blockchain voting”)

Year: [2022-2025]

Document type: Conference Paper,
Article, Book Chapter

Language: English, Spanish

WOS

Topic: (“e-voting” OR “i-voting” OR “electronic voting” OR
“internet voting” OR “online voting” OR “digital voting”) AND
(blockchain OR “distributed ledger” OR DLT) AND (“voting
system” OR “voting protocol” OR “secure voting” OR “election
system” OR “blockchain voting”)

Publication Years: [2022-2025]
Document Types: Article, Early Access
Languages: English

4.5. Selection of Studies

The selection of relevant documents was carried out in three steps: elimination of

duplicates, preselection, and selection, as established in the guidelines for systematic
reviews by Kitchenham and Charters [10]. To eliminate duplicates, the preliminary results
of the search procedure were sorted by number of documents in each source, looking for
duplicate records from the sources with the fewest documents to those with the most. In
the preselection step, the documents resulting from the previous step were analysed by
reviewing the title and abstract, excluding documents that were clearly not relevant to the
research questions. The guidelines recommend that preselection should be cautious, i.e., if
the researcher has doubts about a study, it should be included. This recommendation was
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followed in this step to avoid discarding potentially relevant documents. In the selection
step, the set of documents resulting from the preselection step was read in full, applying
the quality criteria described in Section 4.6, to obtain the final set of documents. Both in the
preselection and selection steps, the inclusion and exclusion criteria described in Section 4.2
were applied. Figure 2 summarises this process.

Identification of new studies via databases

Studies identified in:

_g [ACM] (n = 29)
§ [DOAI 1) Studies excluded prior to selection:
= [Google Scholar] (n = 18) Duplicates (n = 277)
= [IEEE] (n = 268)
§ [Scopus] (n = 479)

[WOS] (n = 60)
5
g Studies identified | > Studies excluded by title and
2 (n=584) abstract (n = 86)
&
B Studies excluded by full text:
= Studies selected for full-text E2 (n=31)
2 assessment E3 (n-18)
B E4(n=1)
E (n=498) ~I13 (n=14)

QA (n=96)
Studies included Databases
(n=338)
=
=)
)
2 i
Q
=
Total studies included
(n=338)

Figure 2. PRISMA flow of the document search and selection process.

4.6. Quality Assessment

To assess the methodological quality of studies related to technological developments,
especially those that propose, design, or evaluate systems, such as blockchain-based elec-
tronic voting systems in this case, this review used an adapted version of the checklist
by Kitchenham and Charters [10], combined with quality criteria for empirical software
engineering studies proposed by Dyba et al. [22]. These have been used extensively in
systematic technology reviews. Table 4 presents the corresponding rubric.

The ten quality assessment criteria were selected to reflect the technological and
methodological diversity of blockchain-based electronic voting studies. Given that the
included works range from conceptual models and architectural proposals to prototype
implementations and pilot evaluations, the criteria prioritise aspects such as clarity of
objectives, methodological transparency, technical consistency, validation strategy, and
reproducibility. These dimensions allow for a consistent assessment across studies that lack
standardised experimental designs or comparable quantitative outcomes. Other quality
assessment frameworks were considered; however, many include criteria specific to clinical,
statistical, or intervention-based studies, which are not applicable to the majority of the
evidence analysed in this review.
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Table 4. Quality assessment rubric used.

No. Criterion Question Type of Response Score
L. Yes =2

1 Clear Objectives Are the objectives or purposes of the Yes/Partially/No Partially = 1

study clearly defined?

No=0
Does it clearly describe the context or Yes =2

2 Study Context environment of the proposed or Yes/Partially/No Partially = 1
evaluated system? No=0
Does it justify why the specific Yes =2

3 Method Justification architecture, technology, or technique Yes/Partially /No Partially =1
was chosen? No =0
Does it present a clear and reproducible Yes =2

4 Detailed Technical Design description of the proposed system Yes/Partially/No Partially = 1
(architecture, algorithms, tools)? No=0

. Has the system been implemented, or is Implemented /Partial / Implem'e nted =2
5 Implementation it only a theoretical proposal? Theoretical onl Partial =1
y prop ’ y Only theoretical = 0

Does the study include tests, Yes =2

6 Empirical Evaluation experiments, or simulations with Yes/Partially/No Partially = 1
clear metrics? No=0
Is the performance of the system Yes =2

7 Analysis of Results p yste Yes/Partially/No Partially = 1
presented and analysed quantitatively? No =0
Does the study mention the possibility of Yes =2

8 External Vahdlty app]y1ng the system in real contexts or Yes/Partially/No Partially =1
different environments? No=0
. N Yes =2

9 Limitations Does it clearly report on the limitations Yes/Partially /No Partially = 1
of the approach or study? No =0
Does the study contribute anything new Yes =2

10 Contribution to the state of the art in Yes/Partially /No Partially = 1
blockchain/e-voting technology? No=0

4.7. Data Extraction

Table 5 shows the data extracted from all selected documents. The process was
supported by an extraction form implemented in Microsoft Excel™. Appendix A (Table A1)
presents a sample extraction form for one paper.

Table 5. Data extracted from the studies.

Data Description
Source Bibliographic source of the document
Title Title of the document
Year Year of publication of the document
Type of publication Paper, conference paper or book chapter
Authors Names of all authors

Country * Country of affiliation of the authors
RQ1-RQ6 How the document addresses each of the RQs

* For the country, an additional extraction form is used for each of the sources consulted (see Table 6).

Table 6. Data extracted from studies by source consulted (countries).

Data Description
Title Title of the document
Country Country of affiliation of the authors

Contribution Proportion of authors’ contribution, Serenko et al. [23]
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4.8. Data Synthesis

Data synthesis was carried out using a mixed approach, combining quantitative and
qualitative techniques to ensure a comprehensive and in-depth characterisation of the
evidence extracted.

The procedure began by consolidating all relevant information from the selected
primary studies using a structured data extraction form implemented in Microsoft Excel™
(see Section 4.7). This instrument gathered key variables such as the bibliographic source,
title, year of publication, authors, country of affiliation of the authors, and the explicit
relationship of each document to the research questions (RQ1-RQ6). The use of Excel
allowed for tabular organisation and systematic management of the data, as well as flexible
exporting of the data to other formats for analysis.

For coding and categorisation, previously defined explicit criteria were used: studies
were grouped by year and country of institutional affiliation, type of blockchain network
used (public, private, consortium), authentication method (biometric, cryptographic, multi-
factor, etc.), validation modality (simulation, laboratory, pilot in real environment) and
other relevant technical aspects. Likewise, the texts extracted related to each research
question were coded thematically, ensuring explicit alignment with the study objectives.
The coding was reviewed iteratively to ensure completeness and avoid ambiguities and
validated through triangulation among the researchers responsible for the analysis.

To facilitate the interpretation and comparison of patterns, bar charts, radial charts, and
temporal and geographical distribution diagrams were used. These visualisations made it pos-
sible to identify trends, dispersion, and significant clusters, as well as facilitating comparative
discussion between different technological approaches and application contexts. Extraction
matrices facilitated the traceability of each piece of data with respect to the source study and
its association with the research questions, reinforcing the validity of the analysis.

During the synthesis process, detailed records were kept linking each coded piece
of data to the corresponding research question, ensuring analytical consistency and the
possibility of auditing each inference made. The successive stages of grouping and synthe-
sis were guided by both theoretical frameworks and pragmatic criteria of comparability
between studies, ensuring that the analysis was aligned with the objectives of the review
and methodological reproducibility.

5. Results

This section presents the results of the review study along with the answers to the research
questions. Information mappings are also provided to link the answers to the individual
research questions. These results are divided into two groups. The results presented in
Section 5.1 address the descriptive nature of the individual studies, while the results related
to the research questions (RQ1-RQ6), Section 5.2, address the conceptual aspects of the
studies and the interactions between them. All data processing can be consulted in the file
http:/ /www.galeras.net/ors/data_processing_2.xIsx (accessed on 21 October 2025).

5.1. Descriptive Information on Primary Studies

This section summarises descriptive information on the primary studies examined in
this systematic literature review. Appendix B presents the complete references for the final
set of 338 studies.

5.1.1. Results of the Search and Selection Process

The result obtained using the search string in the six selected databases was a set of
861 bibliographic records of potentially relevant scientific documents published between
2022 and 2025 (May) in journals, book chapters or conference proceedings, in English or
Spanish, and related to blockchain-based electronic voting systems.
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In each of the databases consulted, the metadata from the records was exported to
comma-separated value (CSV) text files. The aim was to consolidate the results from each of
the sources in a Microsoft Excel™ workbook and facilitate their processing in the different
stages of the implementation phase. In the case of ACM, DOAJ, and Google Scholar, which
do not offer this option, it was necessary to use the Zotero bibliographic manager as a
bridge to obtain the corresponding text files through BIB files.

The 861 bibliographic records were refined by eliminating duplicates, resulting in
584 records, retaining the record in the source with the highest number of results, in this case
Scopus. In the pre-selection stage, applying the inclusion and exclusion criteria, 498 records
were obtained. The selection stage involved reading the full text of the 498 documents
and applying the inclusion and exclusion criteria, as well as assessing the quality criteria
defined in Section 4.6. At this stage, a final set of 338 documents was selected to serve as
the primary data sources for the systematic literature review. Figure 2 presents the PRISMA
flow of the document search and selection process.

5.1.2. Temporal Distribution of Primary Studies

The temporal distribution of primary studies (see Figure 3) related to blockchain-based
electronic voting systems reveals a significant evolution in research interest during the
period between 2022 and 2025. In 2022, 80 papers were identified, marking the beginning
of a rapidly growing emerging line of research. This interest intensified considerably in
2023, reaching a peak of 123 papers, reflecting a boom in innovative proposals, concept vali-
dations and technological developments linked to secure and transparent electronic voting.
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Figure 3. Temporal distribution of primary studies.

In 2024, academic output remained high with 118 papers showing relative stability
and thematic maturity. However, the data recorded at the time of this study (May 2025)
show a sharp decline, with only 17 papers. Nevertheless, when projecting this trend for the
full year, an approximate total of 41 papers is estimated, which still represents a significant
decrease of 66% from the peak in 2023.

The 2022-2025 time window is a critical period for understanding the development and
maturation of blockchain research for e-voting, making it highly relevant for a systematic
review focused on identifying advances, persistent challenges, and future projections in
this domain.

Detailed analysis of the temporal distribution of primary studies reveals a significant evo-
lution in how blockchain-based electronic voting systems have been implemented. Through-
out the period from 2022 to 2025, there has been a gradual shift from theoretical proposals to
technical validations, albeit with low adoption in real-world scenarios (see Figure 4).
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Figure 4. Temporal distribution of implementation types.

During 2022, the landscape was characterised by a relative balance between theoretical
(40) and experimental (33) approaches, with seven studies applied in real contexts, demon-
strating an initial interest in both conceptualising and technically exploring these solutions.

In 2023, there was the greatest surge in conceptual proposals (65), but also a notable
increase in experimental validations (49). However, only nine studies were implemented in
real-world settings, suggesting a growing gap between design and practical application.

2024 marked a turning point, with the experimental /simulated approach surpassing
the theoretical approach for the first time (60 vs. 56), indicating a shift in the field towards
practical evaluation. However, actual application declined sharply to only two studies,
highlighting the persistent difficulties in transferring developments to real-world settings.

So far in 2025, the trend points to a consolidation of experimental studies (14) compared
to a low number of theoretical proposals (3). However, no actual implementations have
been reported to date, reaffirming the need to overcome structural, regulatory and adoption
barriers so that these technologies can be tested in specific scenarios.

Although the field has experienced methodological maturity with a steady increase
in experimental validations, adoption in real-world settings remains marginal. This poses
a key challenge: transcending the laboratory to the real world, strengthening the trust,
infrastructure, and institutional support necessary for blockchain-based electronic voting
systems to effectively impact democratic processes.

5.1.3. Geographical Distribution of Publications

Another descriptive aspect identified was the geographical location of the authors of
the studies reviewed, to establish the percentage of documents by country of origin. The
percentage of production for each country was calculated based on the affiliation of the
authors, following the equivalent credit approach to authorship used by Serenko et al. [23].
Figure 5 shows documents originating mainly from seven different countries.
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0 M;l;};/sm USA
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Figure 5. Geographical distribution of publications.
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With 43.7% of all studies, India largely dominates academic production in this field.
This pre-eminence suggests a high institutional and academic priority towards exploring
blockchain-based electoral systems, possibly motivated by the need to strengthen electoral
processes in a country with a large population and democracy.

China (9.8%) and the United States (4.0%) rank second and third, respectively. Both
countries are recognised for their technological innovation, but in this specific domain,
they show significantly lower participation than India. This could be due to alternative
approaches to electoral cybersecurity or priorities focused on other emerging technologies.

Countries such as Malaysia (2.7%), Bangladesh (2.5%), Indonesia (2.4%) and Iraq
(2.3%) are showing growing interest in using blockchain to solve structural problems in
their electoral systems. Although their participation is lower, it reflects an emerging trend
in regions undergoing democratic digitalisation.

The fact that one-third of the studies come from countries with less than 2% individual
participation indicates that interest in this technology is widespread globally, although
it is still not very representative or intensively produced in many regions. This suggests
opportunities for more geographically balanced future research.

This distribution reveals considerable geographical asymmetry in the academic devel-
opment of blockchain-based voting technologies. Although India’s leadership is driving
the field forward, the underrepresentation of countries with a long tradition of digital
voting (such as some European countries) and the incipient presence of Latin America and
Africa highlights the need to promote more contextualised and collaborative research at a
global level.

An additional aspect that warrants discussion is the strong geographical concentration
of research outputs, with a significant proportion of studies originating from a limited
number of countries, notably India. While this reflects active research ecosystems and
pressing local interest in electronic voting technologies, it may also constrain the general-
isability of proposed solutions. Blockchain-based voting systems are inherently shaped
by national electoral laws, governance models, digital infrastructure, and socio-cultural
attitudes toward technology and trust. Consequently, solutions validated within specific
regional or institutional contexts may not be directly transferable to other jurisdictions
without substantial adaptation, particularly in countries with different legal frameworks,
administrative capacities, or levels of digital literacy.

5.1.4. Distribution of Studies by Type of Publication

Figure 6 shows the distribution of primary studies according to academic source
(ACM, IEEE, Scopus, and WOS) and type of publication (paper, conference paper, and book
chapter). This analysis reveals important patterns regarding editorial preferences and the
most common dissemination channel for this area of research.

WOS A 1
Scopus- 98 205 12
IEEE A 6 13
ACM A 1 2
Conference Book
Paper
paper chapter

Figure 6. Distribution of studies by type of publication.
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The highest concentration is found in conference papers indexed in Scopus, with
205 publications representing the largest core of literature in this field. This shows that
much of the knowledge about electronic voting with blockchain is being generated and
disseminated at technical or applied scientific events, where developments are more agile
and emerging technologies are discussed. Scopus also leads in journal papers (98), consoli-
dating its position as the most representative and diverse source of information for this
type of research, covering journals, conferences and book chapters.

IEEE shows modest but significant participation with 6 journal papers and 13 con-
ference papers, which is consistent with its specialised focus on information technology,
networking, and cryptography. IEEE may represent a more technical and rigorous source,
although less voluminous than Scopus.

WOS and ACM have a minimal presence: only one paper in WOS, and in ACM,
one paper and two conferences. This could be due to less indexing of work on electoral
blockchain on these platforms, stricter editorial selection criteria, and different approaches
to the publication of applied developments.

Twelve book chapters are identified in Scopus, indicating that there are also efforts at
theoretical systematisation or thematic compilations that address the topic from a more
structured perspective, possibly in educational or regulatory contexts.

The distribution observed shows that scientific output on blockchain-based electronic
voting is predominantly technical and rapidly circulating, with conference papers taking
precedence over peer-reviewed journal articles. Scopus has established itself as the most
diverse and robust source, while IEEE plays a specialised technical role. This overview
suggests that researchers should prioritise Scopus as the central source for a comprehen-
sive review, but also consider the technical specificity offered by IEEE or ACM for more
advanced developments.

5.2. Answers to the Research Questions

The answers to the research questions were obtained by extracting, synthesising, and
combining data from the 338 studies.

RQ1: How do blockchain-based electronic voting systems compare to traditional and
electronic systems in terms of transparency, security, and trust?

The studies reviewed agree that blockchain-based electronic voting systems represent
a significant advance over traditional and conventional electronic systems, especially in
terms of transparency, security, and trust. Most proposals exploit the inherent properties of
blockchain technology, such as immutability, node distribution and verifiable public record,
to mitigate historical risks associated with vote manipulation, centralisation of power and
lack of traceability.

One of the most recurrent contributions is the guarantee of electoral transparency
without compromising the secrecy of the vote. For example, the study by Hamidey and
Heng [8] states that their decentralised proposal allows any voter to verify the recording of
their vote without revealing its content, thus eliminating the need to trust central authorities.
Along the same lines, Spadafora et al. [16] introduce coercion-resistant mechanisms that
improve voter confidence, even in contexts of external pressure.

In terms of security, multiple systems integrate advanced cryptographic techniques
(e.g., blind signatures and zero-knowledge proofs) to protect the integrity and confidential-
ity of votes. The study by Chen et al. [5] highlights the use of homomorphic cryptography
and computationally verifiable anonymity mechanisms, which allow votes to be counted
securely without compromising the identity of voters.

The explicit comparison with traditional or previous electronic systems is addressed
in greater depth in studies such as that by Huang et al. [1], which argues that combining

https://doi.org/10.3390/ technologies14020095


https://doi.org/10.3390/technologies14020095

Technologies 2026, 14, 95

15 of 29

blockchain with self-tallying mechanisms eliminates potential fraudulent intermediaries
while improving the efficiency and credibility of the electoral process.

However, some studies acknowledge that these theoretical improvements still require
more robust empirical validation, especially in real-world contexts with high participation
and sophisticated threats [24-26].

To compare the capabilities of traditional voting systems, conventional electronic
systems, and blockchain-based systems, a radar chart has been constructed (see Figure 7)
that summarises their relative performance in five fundamental criteria: transparency,
security, trust, anonymity, and verifiability. This representation is derived from a critical
synthesis of primary studies and allows us to intuitively highlight the advantages offered
by blockchain technology over previous models. The values assigned to each system in each
criterion reflect the most recurrent and robust findings identified in the reviewed literature.

Blockchain

Traditional System Conventional Electronic
Transparency
/ﬁ/ﬁ
/4 \\
Verifiability < y Security

/

/ /
0 /
\ /
\! /
\ /
— /
——
Anonymity ~Trust

Figure 7. Comparison of voting systems according to key criteria.
Table 7 below references some studies for each of the criteria analysed:

Table 7. Studies relevant to the key criteria.

Criterion Studios Justification
Transparency [2,27,28] Highlights include the public record of VO.t(.ES, decentrahsat}on as a mechanism for
transparency, and verifiable self-counting.
. They integrate advanced cryptography such as Zk-SNARKS, secure data
Security [15,29,30] structures, and validation mechanisms that are resilient to attacks.
They analyse how decentralisation, Byzantine fault tolerance, and redundant
Trust [31-33] . .
backup mechanisms strengthen voter confidence.
Anonymity [5,34,35] They present distributed anonymity techniques, separation of .1dent1ty and vote,
and concealment cryptography to ensure voter privacy.

Verifiability [19,36,37] They promote self-verification schemes, cryptographic threshold tests, and

efficiency in the mass verification of election results.

Blockchain-based electronic voting systems are emerging as a solid alternative to the
limitations of previous models, thanks to their cryptographic guarantees and distributed
structure. However, their widespread adoption still depends on contextual validations and
improvements in usability and scalability.

RQ2: What proposals for blockchain-based electronic voting systems have been devel-
oped and implemented in academic or university contexts, and which ones have shown
the best results?

Findings on the application of blockchain-based electronic voting systems in academic or
university settings reveal an emerging, diverse landscape that still faces practical implementa-
tion challenges. Although literature is largely dominated by theoretical works and simulations
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focused on general or national contexts, concrete progress has been made in recent years, with
some studies reporting applied experiences or pilot projects in academic settings.

A small number of studies report pilot applications in academic institutions, although
generally without detailed reports on impact or systematic results. A significant example is the
study by Pereira et al. [38], which describes the implementation of a decentralised system with
real-time results validation and auditing, successfully used in academic elections, highlighting
as a contribution the robustness of privacy through advanced cryptography and verifiable end-
to-end mechanisms. Similarly, Bhamare et al. [35] emphasise the applicability and acceptance
of Ethereum platforms with smart contracts in real university electoral processes, reporting
improvements in transparency, speed of counting, and participant confidence.

In terms of technological frameworks, both public blockchains (Ethereum, NEAR
Protocol) and permissioned blockchains (Hyperledger Fabric) predominate, adjusted ac-
cording to institutional requirements for anonymity, traceability, and access control. The
work of Marouan et al. [14] reports on its effective application in a Moroccan university,
achieving optimal results in terms of efficiency and security compared to traditional manual
systems, relying on digital signatures, PoW and PoS consensus, and smart contracts to
eliminate manual counting and ensure integrity. Similarly, Torre et al. [39] present a positive
validation in student elections, highlighting that the use of OTP and unique cryptographic
keys allowed anonymity and auditability to be preserved without storing real identities.

Among the achievements observed, the reduction of manipulation risks, automatic
vote auditing, improved processing times, and the possibility of public scrutiny stand
out. However, it remains clear that many of the studies with more innovative approaches,
for example, the use of zero-knowledge proofs or hybrid mechanisms with biometrics
and multi-factor authentication, remain in the conceptual testing phase, without direct
empirical evidence on campuses or in real elections [40,41].

It should be noted that there are significant differences: while studies such as those by
Adeniyi et al. [17] and Zhang et al. [41] report only limited experimental evidence without
real institutional validation, other proposals have reached pilot stages, allowing for the
measurement of impact in areas such as usability, acceptance, and fraud reduction, as is the
case with the studies by Bhamare et al. [35] and Duran et al. [42].

Table 8 lists some of the most relevant studies developed and applied in real aca-
demic contexts.

Table 8. Relevant studies conducted in real academic contexts.

Study Type of Publication Authors

Blockchain for the electronic voting system: Case study: Student representative vote

in Tunisian institute Conference paper [43]

Blockchain-Based Electronic Voting: A Secure and Transparent Solution Paper [38]

Blockchain-Based Electronic Voting: Case of Student Council Polls Conference paper [44]

Blockchain-based e-voting system in a university Paper [14]

EASY E-VOTE: An Ethere;m—based Voting System qsing IPFS and MetaMask for Conference paper [42]
tudent Government Election

PUPVOTE: Blockchain-Based Voting System Using NEAR Protocol Conference paper [39]

Revolutionizing College Elections with a Secure Blockchain Voting Solution Conference paper [35]

Although the field shows robust technical development, implementation in educa-
tional contexts remains more of a promise than a reality. The experiences reported are
isolated and lack systematic validation. Future research should focus on real-world de-
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ployments, integrating organisational, regulatory, and cultural factors that condition the
adoption of these technologies in academia.

RQ3: What implementation techniques and types of blockchain networks have been
used in electronic voting system proposals, and how do they address the main challenges
of security, anonymity, and verification?

Recent literature on blockchain-based electronic voting systems reveals a rapidly
evolving ecosystem characterised by a diversity of technical approaches to addressing
classic challenges: security, anonymity, and verification. The primary studies analysed
agree on the use of public blockchains (such as Ethereum and Solana), private blockchains
(Hyperledger Fabric), or consortium blockchains, selected based on the application context,
scale, and governance requirements [3,13,14].

In terms of implementation techniques, the use of smart contracts is practically uni-
versal, enabling the automation of processes such as voter registration, ballot casting and
counting, and result validation. Ethereum stands out for its flexibility and broad ecosystem
of development tools, although the cost of “gas” and scalability limitations are recurring
concerns [25,45]. The integration of advanced cryptographic technologies is central to pri-
vacy and integrity. Ring signatures, blind signatures, and zero-knowledge proofs are being
adopted, allowing voter anonymity to be balanced with end-to-end verifiability [46,47].

Security is addressed through homomorphic encryption, the use of public/private
keys, and the explicit separation between authentication and voting processes, preventing
the voter’s identity from being linked to their individual vote. Some systems explore the
integration of biometrics (fingerprints, facial recognition) as a strong authentication mecha-
nism, although generally combined with robust encryption to prevent direct correlation
between identity and vote [9,48].

In terms of verification, many designs adopt public auditing mechanisms: votes are
recorded immutably and transparently on the blockchain, allowing voters and external
observers to independently validate results [3,38]. The trend toward self-verification and
decentralised counting (self-tallying) is also notable, favoured by the possibilities of smart
contracts and advanced cryptography.

Table 9 summarises the key technical and functional aspects that determine the design
of these systems and allows for a comparison of how different combinations of components
address historical problems with electronic voting (especially the dilemmas of security,
anonymity, and verifiability). The modular structure facilitates the selection of the most
appropriate architectures and techniques according to the regulatory context, the level of
confidence required, and the scale of implementation.

The studies reviewed show conceptual and technical maturation in the field: the
combination of blockchain with advanced cryptographic techniques makes it possible to
increasingly respond to the challenges of security, anonymity, and verifiability, although
challenges remain in scalability, efficiency, and validation in real-world scenarios.

RQ4: What voter authentication methods have been used in blockchain-based elec-
tronic voting solutions, and how do they balance identity and anonymity?

The integration of authentication methods into blockchain-based electronic voting
systems reveals clear trends aimed at balancing robust identity verification with the preser-
vation of voter anonymity. The recurring approaches identified in the studies reviewed fall
mainly into three broad categories: biometrics, advanced cryptographic techniques, and
national identity systems.

On the one hand, biometric authentication (fingerprints, facial recognition) is po-
sitioned as an effective mechanism for strengthening security and minimising identity
fraud, without automatically compromising anonymity. This is achieved using public keys
derived from biometrics or asymmetric techniques, which authenticate participation but
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protect identity during the registration and voting phases, as exemplified by studies such
as those by Adeniyi et al. [17] and D. Kumar & Kumar Dwivedi [49].

Table 9. Technical and functional aspects in the design of e-voting systems.

Aspects Components/Examples Relevance and Applications in e-Voting
Public (Ethereum, Solana) They determine governance, transparency,
Types of blockchain networks Private (Hyperledger Fabric) scalabilit.y, and external t.rust. Public netwprks
Consortium (Ethereum in universities) emphasise openness; private and consortium

networks prioritise control and efficiency.

Implementation techniques

Smart contracts (Solidity, Go)
Cryptographic mechanisms:
homomorphic encryption (ElGamal,
Paillier), ring signatures, blind
signatures, ZKPs/zk-SNARKs

e  Biometric authentication
(facial, fingerprint)
Multi-factor (OTP, public/private keys)
Sharding and sidechains for scalability

They automate electoral processes (registration,
voting, counting). They reinforce privacy and
auditability. Biometric and multi-factor
integration strengthens authentication without
sacrificing anonymity. Sharding and sidechains
resolve bottlenecks.

Mechanisms for security,
anonymity, and verification

e  Anonymisation techniques: ring
signatures, blind signatures, ZKPs

e  Decentralised verification: public
audit, self-tallying

e  Immutability and traceability via
blockchain, hash, node validation

They guarantee integrity, robust privacy, and
end-to-end verifiability. They promote
third-party auditing and transparency,
reducing the risks of manipulation or

voter-vote correlation.

A second relevant group consists of cryptography-based authentication solutions,
notably ring signature schemes, blind signatures, ZKPs, and distributed thresholds. These
methods make it possible to verify voter eligibility and uniqueness without linking individ-
ual identity to the vote cast. For example, in the works of Chen et al. [5] and Sangraula &
Adhikari [6], cryptographic authentication is used to ensure that the verification process
always remains unlinked to the content of the vote, preserving anonymity and avoiding
direct traceability.

Thirdly, the integration of national identities (such as Aadhaar, social security numbers
(SSN), or unique tokens generated from government databases) constitutes a robust au-
thentication alternative, especially in models that seek high interoperability and eligibility
control. Studies such as that by Jain et al. [50] demonstrate how an acceptable balance can
be achieved by associating pseudonymised or encrypted credentials—sometimes combined
with one-time passwords (OTPs)—with the authentication process, preventing the tracking
of votes or real identities during the counting phase.

Other emerging approaches include multifactorial schemes (biometrics combined
with OTP, facial recognition powered by machine learning) and authentication anchored
in mobile devices or IoT sensors, which reinforces the robustness of the process without
compromising privacy [18,49,51].

Figure 8 visually summarises the frequency with which the different approaches appear
in the included primary studies, based on the following main categories of authentication:

e  Biometric (fingerprints, facial recognition, finger vein, iris).

e Cryptographic (ring signatures, blind signatures, zero-knowledge proofs, hashes).

e National identity-based (Aadhaar, SSN, government ID cards).

e  Multifactorial (combinations of OTP with biometrics, two- or more-step authentication).
e  Device/IoT (validations by mobile devices, IoT sensors, QR codes).

e  Other/Miscellaneous (methods not covered by the above).
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Cryptographic 26

Biometrics 22

Multifactorial 19

National Identity 14

IoT / Device 11
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Figure 8. Authentication methods in literature.

It should be noted that not all the 338 studies included in the review explicitly reported
authentication mechanisms. Therefore, the analysis presented in Figure 8 considers only the
96 studies that provided sufficient and explicit information regarding user authentication
methods, which explains the reduced sample size in this specific result.

The figure shows a clear and hierarchical distribution of the authentication methods
used in blockchain-based electronic voting systems, revealing a marked preference for
cryptographic techniques (26 studies), followed by biometric (22) and multi-factor (19) ap-
proaches. This distribution suggests a trend toward solutions that seek to balance technical
security and practical usability. Only 96 studies are included instead of the 338 resulting
from the review, as some did not provide sufficient or relevant information for this re-
search question and were excluded from this summary. Furthermore, the subset reflected
is a representative sample that illustrates predominant patterns and trends, facilitating
interpretation without the noise produced by marginal or incomplete data.

Cryptographic methods lead the way due to their ability to guarantee integrity,
anonymity, and non-repudiation in voting processes. The use of blind signatures, zero-
knowledge proofs, and hashes has established itself as a robust basis for verifying and
protecting identities without compromising voter privacy. This predominance demon-
strates the research community’s alignment with advanced cybersecurity standards.

Secondly, biometric mechanisms, such as facial recognition or fingerprinting, stand
out for their ability to offer non-transferable, highly reliable authentication, especially in
contexts with limited access to electronic identity documents. However, their implemen-
tation poses ethical and technical challenges associated with the protection of sensitive
personal data.

Multifactor schemes—combining OTP, biometrics, and passwords—are emerging as
an adaptable response to contexts where a balance between robustness and accessibility is
required. The variety of combinations suggests an attempt to strengthen security without
compromising the user experience.

For its part, the use of national identity (14 studies) is limited to countries where there
are centralised interoperable registries, such as Aadhaar in India. Although they promote
inclusion, these systems can raise concerns about surveillance and state dependency.

Device- and IoT-based methods (11) show an emerging exploration of mobile technolo-
gies and sensors, suitable for urban contexts and remote voting. However, their reliability
depends on the available technological infrastructure.

Finally, the category Others (4 studies) groups together experimental or hybrid pro-
posals that do not yet fit into dominant classifications, reflecting the exploratory nature of
some recent approaches.
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Overall, the picture reveals an evolving ecosystem, where methodological diversity
reflects the search for secure, inclusive solutions adapted to different socio-technical realities.
Future adoption will depend on the ability to integrate these technologies while respecting
democratic principles, privacy, and transparency.

Although studies are advancing with increasingly integrated solutions—where cryp-
tographic methods allow for the separation of authentication and voting—practical and
conceptual challenges remain about total verification without identity leakage. However,
the combination of biometrics, advanced cryptography, and national identity management
represents the core of current technological progress. The field shows technical maturity
and a diversity of alternatives, although the perfect balance between reliable authentication
and absolute anonymity remains the great challenge and driver of innovation in blockchain
e-voting research.

RQ5: What verification and auditing methods have been applied to ensure the integrity
and reliability of blockchain-based electronic voting systems?

Verification and auditing of blockchain-based electronic voting systems is essential
to ensuring their integrity and reliability. Critical and combined analysis of the primary
studies extracted reveals a remarkable diversity of approaches, although all converge on
the need for robust verification mechanisms to counter threats such as vote manipulation
and guarantee transparency for participants.

Among the recurring methods, the use of smart contracts as automated tools for
auditing and verifying the electoral process stands out. Several proposals use smart
contracts on platforms such as Ethereum to independently validate the integrity and
immutable record of each vote, ensuring transparency and allowing it to be audited by
any node in the network [25,52]. Automation significantly reduces the risk of human
intervention and associated errors.

Another relevant avenue is advanced cryptographic mechanisms. For example, the
use of ZKPs and homomorphic encryption allows votes to be counted and verified without
compromising voter privacy [8,53]. Systems that implement ring signatures and blind
signatures also provide public verifiability and resistance to linking votes to identities, thus
balancing transparency and anonymity [5].

Universal and individual verifiability is another cross-cutting issue. Several studies
enable mechanisms for both voters and third parties to audit the correct inclusion of votes,
whether through public hashes, blockchain explorers, or the disclosure of records without
revealing sensitive information [42,43]. Similarly, some systems allow for the receipt of
cryptographic receipts, which provide voters with certainty that their votes have been
recorded without alteration [16].

On the other hand, studies applied in university contexts demonstrate the validity
of experimental audits and hybrid systems that combine public and private blockchains,
highlighting end-to-end traceability and the value of simulation in strengthening trust
before large-scale adoption [3,14].

However, methodological challenges remain, especially regarding the scalability of
verification in large-scale elections and robust protection against possible attempts at
coercion or vote buying; some studies address these limitations through self-scrutiny
protocols [1].

Figure 9 visually summarises the frequency with which the different verification and
audit mechanisms or methods appear in the included primary studies, grouped into the
following main categories:

e  Use of blockchain to ensure integrity and immutability (immutable records).
e Auditing through smart contracts or code.
e  Automated public or universal verification (individual or results).
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e Use of digital signatures, ZKPs, blind signatures, ring signatures, or similar for au-
thenticity and anonymity.

e  Use of verifiable receipt mechanisms or transparency with public traceability.
e  External auditing or observer roles to validate integrity.
e  Use of combined mechanisms (blockchain + biometrics, OTP, multiple factors).
e  Verification and validation using advanced cryptographic techniques (such as homo-
morphic encryption, zk-SNARKSs, etc.).
Other / Hybrid / Undefined methods i I 133

" Immutable records

- -

2 Verifiable receipts / Traceability

é Verificacion ptblica / universal

~

E Signatures and ZKPs

E Auditing with smart contracts

[x}

§ External audit / observers

2 ,

Advanced cryptography

Combined mechanisms
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Figure 9. Verification and audit mechanisms/methods in the literature.

The total number of studies in the graph (444) is the sum of mentions by category, not
the number of unique studies (338). In other words, some studies appear in more than one
category because they report on several verification and audit mechanisms/methods.

The graph provides a structured overview of the verification and auditing mechanisms
and methods used in blockchain-based electronic voting systems, highlighting a clear
preference for approaches focused on immutability, traceability, and public transparency as
fundamental pillars for ensuring trust in electoral processes.

The most frequently represented mechanism is the use of “Other mechanisms”
(133 studies), a category that includes specific non-standardised approaches, emerging
techniques, or hybrid strategies still in the exploratory phase. Its high frequency indicates
the evolving dynamics of the field, in which researchers are testing new forms of verifi-
cation beyond conventional frameworks. The “Other” category also includes studies in
which the mechanism/method is not directly related to the main categories but addresses
alternative, insufficiently specified, or secondary techniques (e.g., administrative verifica-
tions, internal organisational methods); or, when a study does not mention any explicit
mechanism/method.

This is followed by immutable records (110 studies), a native attribute of blockchain
technologies, which ensures that recorded votes cannot be modified or deleted without
leaving a trace. This technical principle has become the pillar of legitimacy for many
proposals, providing a transparent and tamper-proof record.

Verifiable receipts and public traceability systems appear in 85 studies and allow voters
to confirm that their vote was counted correctly without compromising anonymity. These
mechanisms reinforce public confidence by allowing independent verification without
relying on a central authority.

Public or universal verification (38 studies)—automated and accessible—further
strengthens transparency by facilitating individual and collective audits of election re-
sults, making it a key feature in open democratic environments.

Cryptographic and technical signatures such as ZKPs (Zero-Knowledge Proofs), used
in 27 studies, guarantee voter anonymity and authenticity, addressing two essential princi-
ples: privacy and security. These tools allow a transaction (vote) to be validated without
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revealing sensitive information, consolidating the value of blockchain in contexts of en-
hanced privacy.

Auditing through smart contracts (19 studies) is a significant innovation, as it enables
automatic control and validation processes, reducing dependence on third parties. This
automation provides efficiency and avoids potential human bias in electoral monitoring.

To a lesser extent, advanced cryptography mechanisms (15 studies) such as homo-
morphic encryption or zk-SNARKSs are emerging, promising high levels of security but
still facing technical challenges in scalability and implementation complexity. The same is
true for external auditing or observers (15 studies), which, while providing institutional
legitimacy, has been less addressed from a technical perspective.

Finally, combined mechanisms (only 2 studies) reflect limited attempts to integrate
multiple approaches (such as blockchain + biometrics + OTP), possibly due to their technical
complexity or high infrastructure requirements.

The current body of research reveals a consensus on the capacity of blockchain tech-
nology, supported by cryptographic techniques and decentralised verification mechanisms,
to strengthen the integrity and auditing of electronic voting systems. However, research
highlights the need for sustained empirical validation and solutions that ensure verifiability
on a large scale and in real-world scenarios to consolidate social and institutional trust.

RQ6: How effective have real-world scenario tests been in validating scalable
blockchain-based electronic voting systems?

The validation of scalable blockchain-based electronic voting systems in real-world
scenarios is one of the most critical challenges and issues in recent literature. A synthesis
of the primary studies that passed the quality assessment reveals that, although there is
consensus on the disruptive potential of blockchain to ensure transparency, immutability,
and verifiability of voting, systematic testing of its effectiveness in real environments
remains limited and heterogeneous.

Predominantly, studies refer to testing in simulated contexts, pilot tests, or controlled
deployments, while applications in large-scale real-world voting scenarios are scarce. For
example, some studies did achieve implementations in university or institutional settings,
where the systems were subjected to realistic functional conditions, obtaining promising
results in terms of integrity and cost reduction compared to traditional processes [35,38].
However, in most proposals, experiments were confined to laboratories or proof-of-concept
tests, without facing challenges inherent to complex environments, such as resistance to
sustained attacks, population scalability, or large-scale anonymisation management.

A recurring pattern is the emphasis on auditability and automatic verification through
smart contracts and immutable records, an aspect validated both in simulations and in
small-scale real-world applications [3,54]. In scenarios where actual voting took place,
improvements in participant confidence and transparency were observed, albeit with limi-
tations in terms of anonymity and interoperability with conventional electoral processes.

There are notable differences in the scope and robustness of the tests. Some studies,
such as those by Al-Maaitah et al. [55] and Pereira et al. [38], report empirical valida-
tion using real cases (university or national), showing that the technology is capable of
withstanding public scrutiny and independent audits. In contrast, other studies, such as
Marouan et al. [14], even when applied in academic settings, are limited to simulations or
semi-real tests, recognising that scalability and adaptation to massive national contexts still
raise technical and political concerns. A significant contribution lies in those experiences
that documented the process of gradual integration of the blockchain system before apply-
ing it to real contexts, emphasising the importance of institutional acceptance and digital
literacy of participants [42].
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The behaviour described in the preceding paragraphs is presented in detail in
Section 5.1.2 in Figure 4.

Although progress has been made in validating blockchain-based electronic voting
systems in controlled settings and academic contexts, empirical evidence from large-scale
real-world testing remains scarce. The field requires coordinated efforts that go beyond
simulation and allow for rigorous assessment of the effectiveness, resilience, and social
legitimacy of these systems under complex and diverse electoral conditions.

6. Discussion

The discussion of the results obtained in this systematic review provides a critical
perspective on the quantitative and qualitative findings on blockchain-based electronic vot-
ing systems, highlighting both methodological and technological advances and persistent
challenges in recent literature.

The results show a clear evolution from predominantly theoretical approaches during
2022 to a sustained increase in experimental testing and simulations in subsequent years,
reflecting a natural process of maturation in the field. However, actual implementation in
mass contexts remains marginal, as evidenced by the few studies reporting cases applied
in universities or real institutional processes, for example, the works of Pereira et al. [38],
Bhamare et al. [35], and Marouan et al. [47]. This phenomenon corresponds to the vast
conceptual literature, where most proposals have been validated only in laboratory settings
or controlled pilot tests, reiterating the gap between proposal and effective adoption.

Therefore, although experimental progress is remarkable and the literature shows a
growing sophistication curve in terms of the integration of cryptographic mechanisms,
smart contracts, and biometric technologies, the transition to real-world scenarios is limited
by structural and regulatory factors. It is telling that even studies reporting successful
empirical validations in university contexts emphasise the need for greater institutional
robustness and interoperability to scale these systems safely.

A distinctive feature of the state of the art is the plurality of techniques and architec-
tures employed. The predominance of public blockchains, especially Ethereum, is justified
by their openness, robustness, and development ecosystem, although operating costs and
scalability constraints represent recurring obstacles. Alternatively, the use of permissioned
blockchains such as Hyperledger Fabric is emerging as a viable option for institutions
that require greater control and privacy, as is the case in some academic and sectoral
experiences [3,38].

The intensive use of smart contracts to automate the electoral process and innova-
tions in auditing and verification mechanisms (smart contracts, cryptographic hashes,
self-tallying) demonstrate an effective response to historical limitations in traceability and
transparency. Likewise, the introduction of cryptographic techniques such as ring signa-
tures, blind signatures, and zero-knowledge proofs allows for balancing two traditionally
antagonistic axes: robust authentication and voter anonymity, thus overcoming one of the
historical criticisms of traditional electronic voting solutions [5,6].

At the methodological level, the literature’s ability to combine biometric methods
(fingerprint, facial), multi-factor authentication, and validation using national tokens (e.g.,
Aadhaar) is noteworthy, designing solutions that can be adapted to heterogeneous socio-
technical environments. However, ethical and technical challenges remain with regard to
the protection of personal data and possible state surveillance [9,50].

The analysis reveals that the transparency-verifiability—trust triad continues to be
the main conceptual foundation that legitimises the relevance of blockchain for e-voting.
The systems reviewed surpass their traditional and electronic predecessors in enabling
universal auditability, immutable recording, and automatic traceability of votes, reducing
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the scope for manipulation and fraud [8,16]. The use of zero-knowledge proofs and self-
tallying techniques strengthens both individual and collective trust in electoral processes,
one of the most notable shortcomings in the previous state of the art.

However, studies warn that technical transparency does not always translate into
perceived transparency. Cryptographic complexity can create barriers to understanding
and social acceptance, particularly among voters unfamiliar with technology. In this regard,
future research should complement technical safeguards with digital literacy strategies and
transparent explanations of the underlying mechanisms.

Despite progress, gaps and challenges remain before widespread adoption. First, large-
scale validation under real electoral conditions is still rare; the risks of sustained attacks,
coercion, and scalability issues require more consistent empirical analysis [47,55]. Second,
the management of national or institutional identities raises questions about cross-border
interoperability, privacy, and government control of processes.

Beyond scalability, the transition from academic pilot projects to national-level elec-
toral deployment faces several translational barriers. These include regulatory and legal
constraints, as most electoral systems operate under strict constitutional and statutory
requirements; institutional trust and legitimacy concerns involving electoral authorities,
political actors, and citizens; interoperability with existing electoral infrastructure; cy-
bersecurity governance and accountability mechanisms; and socio-political acceptance,
particularly in environments with high polarisation or low trust in digital systems. Ad-
dressing these barriers requires not only technical maturity but also multidisciplinary
collaboration among technologists, policymakers, electoral bodies, and civil society.

The review also demonstrates the inadequacy of standardised comparative metrics that
allow for weighing performance, robustness, and acceptance among different proposals.
The field still favours specific innovation over comparative systematisation, which makes
it difficult to extract clearly transferable best practices.

Finally, it highlights the geographical concentration of scientific production, especially
in India, and the poor representation of regions with high levels of digital voting develop-
ment, which suggests the need to promote a collaborative and contextualised agenda to
broaden the spectrum of realities and validate the applicability of the proposed solutions.

The patterns identified suggest that the future of secure electronic voting lies in the
consolidation of hybrid systems: capable of combining advanced cryptographic guarantees,
architectural flexibility, and adaptability to diverse legal and cultural frameworks.

The literature on blockchain-based e-voting shows remarkable technical maturity
and consensus on its potential advantages, although effective adoption and large-scale
validation remain pending. Progress toward functional and socially acceptable models will
depend on the ability of systems to overcome regulatory barriers, bridge usability gaps, and
demonstrate, with robust empirical evidence, their superiority in real electoral conditions.

7. Conclusions and Future Work

This systematic review has examined in depth the development, implementation, and
evaluation of blockchain-based electronic voting systems between 2022 and 2025, providing
a critical and up-to-date overview of the advances, challenges, and prospects in this field.
The results obtained allow us to affirm that blockchain technology represents a solid
alternative to traditional and electronic systems, thanks to its properties of immutability,
decentralisation, verifiability, and ability to increase transparency, security, and trust in
electoral processes. The integration of advanced cryptographic mechanisms and smart
contracts has made it possible to overcome historical limitations associated with fraud,
manipulation, and centralisation, while strengthening the auditability and individual and
collective verification of suffrage.
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At the implementation level, although significant progress has been made in the
variety of techniques applied—including public and permissioned blockchains, biomet-
rics, multifactor authentication, and cryptographic testing—actual adoption in large-scale
scenarios and highly regulated contexts remains limited. Most effective deployments are
confined to academic environments or controlled pilot tests, highlighting a gap between
conceptual innovation and practical adoption. Furthermore, although scientific output is
extensive and diverse, there remains a geographical asymmetry and a shortage of standard-
ised empirical comparisons, which hinders the transfer and integration of best practices
between different jurisdictions and realities.

The main contributions of this study lie in the critical synthesis of technological
trends, the identification of key technical and methodological axes, and the identification
of factors that influence the effective adoption of these solutions. It highlights the ability of
blockchain systems to balance anonymity and authentication, as well as to support new
models of democratic participation tailored to contemporary challenges in governance and
cybersecurity. However, the technical maturity achieved has not yet been fully translated
into robust institutional adoption or validation under complex electoral conditions.

Among the main limitations identified are the lack of large-scale empirical evidence,
interoperability challenges, regulatory restrictions, and socio-technical barriers to achieving
public trust and acceptance. Although there are integrative proposals capable of combining
high-security authentication with effective anonymity, their viability in national electoral
processes remains a pending challenge.

This review makes three main contributions to the field of blockchain-based electronic
voting. It consolidates recent evidence into a coherent knowledge base, maps emerging trends
in authentication and verification mechanisms, and clarifies the current state of empirical
validation by highlighting the gap between technical maturity and real-world deployment.

Based on the above, it is proposed that future research address the validation of these
solutions in real and diverse scenarios, prioritising large-scale testing, longitudinal com-
parative studies, and integration with regional and international regulatory frameworks.
It will be essential to advance the development of objective metrics for performance, ro-
bustness, and acceptance, as well as inclusive digital literacy strategies that accompany
the necessary explanation and social legitimisation of these technologies. The success of
blockchain-based electronic voting will depend not only on its technical refinement, but
also on a comprehensive understanding of the regulatory, cultural, and organisational
factors that condition its effective adoption.
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Appendix A

Table Al. Example of the extraction form.

Data Description
Source Scopus
Title A Block-Chain Based Decentralized Mechanism to Ensure the Security of Electronic Voting System Using
Solidity Language
Year 2024
Type of publication Conference paper

Authors P. Savaridassan, Swapnil Lohani, Harshal Gupta

Country (see table below)
RO1 Provides integrity, transparency, and immutability through smart contracts and decentralised consensus;

an improvement over traditional methods.
RQ2 Cites pilot applications in Telangana (India), Zug (Switzerland), and Seoul (South Korea); with limited
success but positive results.
RQ3 Uses Ethereum, Solidity, smart contracts, and Proof-of-Stake consensus mechanism; addresses security,
privacy, and data manipulation.
ROQ4 Includes authentication and identity management mechanisms through smart contracts; mention of
authentication but without clear technical specifications.

RQ5 Automated auditing and verification through smart contracts; provides traceability and integrity of votes.
RQ6 Yes, pilot tests were conducted in real-world contexts such as municipal elections and citizen participation.

Country India

Participation 1*

* The paper has three authors, all of whom belong to the same institution in India.

Appendix B

Appendix B presents the complete references for the final set of 338 studies, which can
be consulted at http:/ /www.galeras.net/ors/appendix.pdf (accessed on 21 November 2025).
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