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Abstract

Transitions of control between automated driving systems and human drivers remain safety-
relevant and cognitively demanding moments in human–automation interaction. Recent
studies show that transition performance depends not only on takeover timing or response
speed but also on traffic complexity, driver readiness, automation limitations, trust calibration,
and situational-awareness recovery. As in-vehicle interaction evolves toward conversational
and agentic AI assistance, takeover support also becomes a problem of governing how natural-
language AI systems communicate with the driver under uncertainty. This paper proposes a
digital-twin-mediated framework for human-aware takeover support in automated driving.
In this framework, the companion AI is treated as an assumed LLM-based in-vehicle conver-
sational or agentic assistant used as an advisory interaction component. The contribution is
defined at the architectural level: human, vehicle, and context/road digital twins provide
structured semantic state abstractions through a semantic state interface exposing confidence,
freshness, provenance, and consistency metadata, while a trustworthy companion AI (TCAI)
layer grounds, constrains, validates, and governs companion AI output proposals before
HMI delivery. Building on the research on driver-state monitoring, adaptive HMI, trust cali-
bration, explainability, conversational assistance, and human assistance systems (HASs), the
framework coordinates advisory interaction across vigilance support, contextual explanation,
trust-calibrating communication, and directive handover guidance. The TCAI layer combines
bounded reasoning, human-factor-derived guardrails, state-consistency management, dy-
namic explanation-depth control, trust-dynamics modeling, graded watchdog veto handling,
mandatory access-control assumptions, and deterministic fallback. Safety-critical vehicle-
control and minimum risk condition (MRC) functions remain assigned to the deterministic
vehicle-control stack, while the authorized output path of the TCAI layer is validated HMI
delivery. The paper concludes with a validation agenda and technical roadmap covering
planned transitions, urgent handovers, degraded or adversarial conditions, temporal fusion
of driver-state evidence, phase-sensitive HMI policies, trust-calibration trajectories, driver
veto and partial-disabling mechanisms, and staged simulator-to-vehicle evaluation. Although
motivated by SAE Level 3 automation, the framework may also inform fallback-related Level 4
scenarios in which human and automated agency must be managed under uncertainty.

Keywords: digital twin; human–AI interaction; takeover support; automated driving;
trustworthy companion AI; human assistance systems; driver state estimation; hybrid AI
architecture; runtime governance; trust calibration
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1. Introduction
Conditional automation at SAE Level 3 [1] places human drivers in a structurally

ambiguous role: formally relieved of the driving task during automated operation yet
remaining the designated fallback when the system reaches the boundary of its operational
design domain (ODD) or encounters a fault. At that boundary, a takeover request (TOR) is
issued and the driver is expected to regain situational awareness (SA) and resume vehicle
control, often in only a few seconds [2].

The fragility of this arrangement has been extensively documented, particularly as
automation transforms the driver from an active operator into a passive supervisor [3,4],
leading to an out-of-the-loop performance problem in which the human agent struggles
to rapidly reconstruct system status and environmental context [5,6]. Reaction times to
TORs are highly variable and often increase substantially when drivers are engaged in
non-driving-related tasks (NDRTs) [2,7,8]. Takeover quality also degrades under high
cognitive load [9], fatigue [10], passive fatigue arising from monotonous monitoring [11,12],
vigilance decrement [13], reduced situational awareness [14,15], and over-trust or compla-
cency [16–18].

The dominant response to these findings has been to improve the TOR itself: earlier
alerts, richer multimodal signals, and better timing heuristics [19,20]. This line of work has
produced genuine improvements, yet it addresses only the terminal moment of a longer
re-engagement process [2,3,21]. It does not by itself determine whether the driver was in
a state that is compatible with safe re-engagement before the alert was issued, whether
the handover strategy should change under vehicle degradation or road-context urgency,
or how a distracted, fatigued, or cognitively overloaded driver could be gradually brought
back toward readiness before formal control transfer begins [2,3,21–23]. In particular,
the challenge of passive fatigue requires proactive cognitive re-engagement rather than
only a more salient terminal warning [11,12]. Transition of control should therefore be
treated not only as a notification problem but as a cooperative reorientation problem [18,24].

The emergence of LLM-based in-vehicle conversational and agentic assistants adds a
new layer to this already complex transition problem. Such systems can support natural
contextual communication with the driver, for example by explaining why automation
capability is degrading, by prompting soft vigilance before a formal TOR, or by adapting the
interaction register to the current transition phase. Their value depends on the architecture
in which they are embedded: in a safety-relevant takeover context, conversational assistance
must be grounded in verified semantic state, bounded by explicit human-factors and safety
policies, supervised at runtime, and channeled through validated HMI outputs.

In this paper, the term companion AI refers to an assumed LLM-based in-vehicle
conversational or agentic assistant used as an advisory interaction component during
takeover support. The contribution is defined at the architectural level: it investigates how
such a component can be embedded within a digital-twin-mediated human–AI interaction
framework so that its outputs are grounded in structured driver, vehicle, and context
state, constrained by human-factor-derived guardrails, validated by runtime governance,
and delivered through the HMI within a strict advisory/control boundary. Within this
framework, trustworthy companion AI (TCAI) denotes the architectural trust layer that
makes the companion AI component suitable for bounded takeover-support interaction.

Building on this framing, we model transition of control as a human-aware cooperative
process that begins before any formal TOR and extends through driver reintegration into the
driving task. Human, vehicle, and context/road digital twins provide structured semantic
state abstractions through a semantic state interface enriched with confidence, freshness,
provenance, and consistency metadata. The companion AI component proposes advisory
interaction actions over these abstractions, while the TCAI layer governs those proposals
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through bounded reasoning, policy enforcement, runtime watchdog validation, trust-
dynamics modeling, and deterministic fallback. Safety-critical vehicle-control and MRC
functions remain assigned to the deterministic vehicle-control stack, while the authorized
output path of the TCAI layer is validated multimodal HMI delivery.

Figure 1 illustrates representative interaction situations in which such a companion AI
component may operate. These situations are not intended as a fixed sequential workflow
but as examples of the kinds of support that may be required around transition of control:
maintaining driver engagement during automated operation, providing vigilance support
when passive fatigue or disengagement is detected, explaining automation limitations to
support trust calibration, and delivering concise directive guidance when manual takeover
becomes necessary. The figure also highlights the architectural boundary that is central
to the proposed approach: the companion AI component provides advisory information,
explanations, and prompts through validated HMI outputs, while safety-critical vehicle-
control and MRC functions remain assigned to the deterministic control stack.

Traffic slowing 
ahead, 

thoughts?

Sensor range 
reduced by fog. 
Slowing down

TAKE OVER 
NOW

Passive Fatigue
During Automation

Vigilance Support XAI Trust Calibration Directive Handover Architectural Boundary

Level 3
Automated Driving

Level 3
Automated Driving

Gentle HMI Cuing Explainable AI (XAI)
& Trust Building

Immediate Transition
Execution & Monitoring

Figure 1. Illustrative interaction situations for digital-twin-mediated human–AI takeover support,
including vigilance support, XAI-mediated trust calibration, directive handover guidance, and the
advisory architectural boundary separating the companion AI component from safety-critical vehicle
control. Limited graphical elements of this illustrative figure were prepared with support from
FigureLabs.ai.

The novelty therefore lies in framing takeover support as a coherent system-level
challenge requiring the integration of driver-state awareness, vehicle-degradation aware-
ness, road-context awareness, bounded AI-mediated interaction, runtime governance,
and deterministic fallback. The current work contains many of these elements separately,
but the architectural choices required to combine them while preserving advisory/control
separation remain underdeveloped.

Contributions

The main contributions of this paper are as follows:

1. We provide a narrative synthesis of fragmented approaches to takeover support,
identifying persistent gaps across driver monitoring, adaptive HMI, trust calibration,
explainability, and conversational assistance, and argue that general-purpose conver-
sational or generative AI assistants change the architectural problem by requiring
state grounding, bounded authority, and runtime governance.
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2. We compare the proposed framework with classical human assistance systems (HASs)
and cognitive assistance approaches, explaining the different architectural problem
addressed here: digital-twin-mediated advisory-only human–AI interaction under
uncertainty rather than vehicle-control or safety-management automation.

3. We consider takeover as a human-aware cooperative process, distinguishing it from
the conventional framing of takeover as a one-shot TOR event and proposing system-
level support for soft vigilance [12] as an intermediate operational target for safer
re-engagement.

4. We propose a conceptual architecture in which human, vehicle, and context/road
digital twins provide structured semantic state abstractions through a semantic state
interface enriched with confidence, freshness, provenance, and consistency meta-
data, enabling the TCAI layer to govern companion AI interaction proposals before
HMI delivery.

5. We describe a candidate hybrid technical architecture for the TCAI layer and the
surrounding digital-twin-mediated framework, combining probabilistic temporal
models for state estimation, formally specified policy logic for phase selection, con-
trolled generation by the companion AI component, and a deterministic watchdog for
validation and fallback.

6. We present a technical development roadmap addressing driver-state estimation,
latent driver mental-model representation, trust calibration, adaptive policy selection,
explanation generation, runtime governance, and staged validation.

7. We make the advisory/control boundary explicit by assigning companion AI interac-
tion to the validated HMI-delivery path and by keeping safety-critical vehicle-control
and MRC functions within the deterministic vehicle-control stack.

8. We discuss ethical and interaction-design risks inherent to companion-mediated
takeover support, with particular attention to over-reliance, false reassurance, anthro-
pomorphic framing, calibrated trust, and driver veto or partial-disabling mechanisms.

The remainder of the paper is organized as follows. Section 3 discusses why current
takeover-support approaches remain fragmented across driver monitoring, adaptive HMI,
trust calibration, explainability, and conversational assistance. Section 4 introduces the pro-
posed human-aware cooperative takeover-support vision and its core principles. Section 5
presents the digital-twin-mediated architecture and the TCAI layer. Section 6 describes run-
time governance, degradation-aware operation, veto handling, and deterministic fallback.
Section 7 outlines the validation agenda, while Section 8 presents the technical development
roadmap. Section 9 discusses ethical and interaction-design considerations, and Section 10
concludes the paper.

2. Materials and Methods
Use of Generative AI Tools for Graphical Material

FigureLabs.ai (https://figurelabs.ai/, accessed on 26 May 2026) was used only to sup-
port the preparation of limited graphical elements in Figure 1, including illustrative visual
components related to the driver silhouette, dashboard, and fog scenario. The conceptual
design, scientific meaning, caption, and final validation of the figure were carried out by
the authors. No generative AI tool was used to generate original research data, perform
empirical analysis, determine study design, or interpret data.

3. Why Current Takeover Support Is Still Inadequate
The extensive TOR literature provides an essential empirical foundation, but its limita-

tions as a basis for system-level transition design have become increasingly apparent [2,25].
The existing research has generated valuable knowledge about alert timing [2,26], modal-
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ity [8], driver state estimation [27,28], trust [29–31], explanation [32,33], and conversational
interaction [12,34,35]. What appears still underdeveloped is a unifying transition-of-control
strategy that can integrate these capabilities into a coherent and bounded runtime assistance
process. We organize our critique across five recurring dimensions involved in the TOR
discussion: driver monitoring in isolation, adaptive HMI without unified state models, trust
calibration without system-level orchestration, explainability disconnected from transition
strategy, and conversational assistants without safety-relevant governance.

3.1. TOR Research: Accomplishments and Limits

Research on TORs has clarified several empirically robust phenomena. Takeover time
depends strongly on the lead time provided, driver engagement in secondary tasks, and the
complexity of the traffic situation at the moment of the request [7,9,19].

A recent systematic review and meta-analysis shows that takeover lead time and traffic
volume are significant predictors of takeover time [2]. Other studies further show that en-
gagement in non-driving-related tasks, particularly manual interactions such as smartphone
use, substantially increases reaction times [4], while environmental complexity increases
the cognitive effort required for drivers to re-enter the driving loop [23]. Multimodal
alerts combining auditory and vibrotactile signals generally outperform unimodal presen-
tations [4,8,20]. The cited studies consistently show that auditory–tactile takeover cues
reduce response times compared to purely visual or unimodal alerts, partly because they
bypass the visual channel, which is often already overloaded by non-driving-related tasks
(NDRTs). Driver age, fatigue, and habituation further modulate performance [10,36,37].
These contributions are important, but TOR research remains predominantly reactive in
orientation. The alert is still treated as the decisive event rather than as the endpoint of
a managed preparatory process. There is only limited work on how the system should
prepare the driver in the seconds or minutes before an anticipated ODD boundary, or on how
monitoring, context assessment, interaction planning, and trust-sensitive communication
should be coordinated as phases of a single transition strategy [3,25,38]. A driver who
has been deeply disengaged from the driving task for around 15 min cannot simply be
brought back to full readiness by an alert [12,14,15]. What is largely absent is a model
of transition support that includes graduated reorientation, intermediate targets such as
soft vigilance [12], and escalation policies adapted to both driver state and situational
urgency [21,24,25]. The soft-vigilance state, as used in this architecture, requires explicit
theoretical grounding distinct from adjacent constructs in the driver-state and situational
awareness research. We define it operationally as a pre-cognitive reorientation state in
which the driver: (a) directs perceptual attention toward the driving environment without
sustained active monitoring; (b) maintains autonomic activity within a non-stress range,
as indexed by heart-rate variability (HRV/RMSSD) and tonic electrodermal activity; and
(c) exhibits gaze behavior consistent with environmental scanning rather than secondary-
task engagement, as reflected in gaze dispersion above a task-disengagement threshold and
an elevated percentage of eyes-on-road time [20,39]. This definition draws on Mackworth’s
foundational characterization of vigilance as a readiness to perceive and respond that does
not presuppose focused attentional engagement [40], on the psychophysiological opera-
tionalization of driver vigilance and its measurement across manual and automated driving
contexts reviewed by Cabrall et al. [11], and on the well-established arousal–performance
relationship—first formalized as an inverted-U function by Hebb [41] and recently con-
firmed in perceptual decision-making tasks by Nieuwenhuis [42], which predicts that
an intermediate level of arousal, rather than maximal alertness, optimizes sensitivity to
incoming environmental stimuli. No single proxy is individually sufficient; soft vigilance is
estimated from the convergent pattern across gaze, autonomic, and behavioral channels,
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with each contributing weighted evidence to the HDT state estimate. Soft vigilance is
explicitly distinguished from Endsley’s theory of situation awareness [43], with which it
shares surface similarity. SA Level 1 in Endsley’s framework denotes the active perception
of relevant environmental elements and represents an already-achieved cognitive outcome;
soft vigilance, by contrast, is the pre-cognitive enabling condition from which SA Level
1 may begin to be reconstructed. A driver in soft vigilance has reoriented perceptual
resources toward the driving environment but has not yet integrated that information into
a coherent situational model.

3.2. Driver Monitoring Systems in Isolation

Driver monitoring systems (DMSs) have advanced considerably, with modern ap-
proaches estimating drowsiness, distraction, cognitive load, and emotional state from
camera-based gaze tracking, physiological sensors, and behavioral indicators [27,39,44,45].
UN Regulation 157 [46] now requires DMS integration in automated lane-keeping systems,
reflecting a global regulatory trend. The critical limitation of contemporary DMSs is not
only sensing accuracy but architectural role. These systems produce driver-state estimates
that are largely consumed internally for binary warnings or automation gating without be-
ing exposed as structured machine-readable state representations to higher-level reasoning
systems. Ref. [22] criticizes the binary nature of current automation-support systems,
which tend to communicate system capability in overly discrete terms (e.g., available vs.
unavailable) without conveying more nuanced information about operational uncertainty
or performance limitations. Estimates are often coarsely discretized, lack calibrated un-
certainty quantification, and do not distinguish sufficiently between transient attentional
lapses, persistent cognitive unavailability, and intermediate readiness conditions. When
DMS outputs are used for transition-related decisions, this is typically done through simple
threshold logic rather than through a principled state-space model of driver readiness that
could inform a phased and graduated transition strategy [21,47]. Ref. [3] observes that
current terminology and transition-support systems still lack a sufficiently precise defini-
tion of what constitutes an “appropriate readiness state”, making it difficult to distinguish
between physical availability and actual cognitive readiness for takeover. In other words,
the limitation is not simply that DMS observes the driver imperfectly but that it rarely
exposes semantically reusable readiness information to a broader transition-management
layer. As [24] advocates, a human-centered AI (HCAI) approach should aim to move be-
yond isolated assistance components and toward a more integrated joint cognitive system
in which information is coordinated at a system-wide level.

3.3. Adaptive HMI Without Unified State Models

The adaptive HMI literature has explored modality switching, haptic alerts, ambient
lighting cues, and dynamic information presentation for driving contexts [4,8,36,48]. Some
work addresses driver-state responsiveness in interface design [49–52]. However, most
adaptive HMI studies optimize interface behavior for isolated variables, such as the driver’s
visual attention state or the urgency of the driving situation, without access to an integrated
model of driver state, vehicle status, and road context simultaneously. Transitions of control
require exactly this multi-dimensional awareness: the same alert delivered to a well-rested
attentive driver in low-complexity traffic requires a fundamentally different interaction
design than an alert delivered to a fatigued driver approaching a complex interchange in
adverse weather [35].Without a unified state model from which the interface draws struc-
tured confidence-annotated information, HMI adaptation remains a collection of heuristics
applied to partial information. The problem is therefore not the absence of adaptivity
but the absence of multi-factor coordinated adaptation. An interface may be locally well-tuned
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to a single monitored variable while remaining globally inappropriate for the transition
situation as a whole. This becomes especially problematic when the interaction should
evolve across phases, for example from low-intrusion support to contextual reorientation
to directive prompting as urgency increases [3,12,21].

3.4. Trust Calibration Without System-Level Orchestration

Trust in automation is a well-studied construct, with established models distinguishing
dispositional, situational, and learned trust, and with evidence that both over-trust (com-
placency) and under-trust (disuse) degrade system safety [53–55]. Driver-specific trust
evolution trajectories are shaped by automation reliability history, transparency, and expe-
rience [56]. Experimental findings by Lee et al. [30] further show that continued interaction
with the system, including exposure to limitations and failures, dynamically influences
trust over time, while Lee and Pitts [57] highlight the importance of first impressions and
information consistency in early trust formation. Zhang et al. [55] additionally emphasize
that learned trust progressively emerges through experience-based learning processes
grounded in prior interactions with the automation system. Calibrated trust, where driver
reliance matches actual automation reliability [38], is recognized as a key safety objec-
tive [17,31,34]. Research on trust calibration in driving contexts has, however, developed
largely in isolation from the transition-of-control problem [38]. Trust measurement is rarely
integrated into the real-time system architecture [25]. Trust-calibration interventions, such
as automated reliability disclosures or adaptive transparency mechanisms, are often pro-
posed and evaluated without reference to how they would be orchestrated alongside DMS
outputs, context information, vehicle capability, and adaptive HMI during an actual transi-
tion sequence. Yet trust calibration is not merely a background process: during a transition,
trust directly shapes whether the driver interprets the system’s request as credible, timely,
and actionable [4,23,31]. To the best of our knowledge, the current literature does not yet
offer a published architecture that treats trust calibration as an explicit component of a
unified runtime transition-of-control strategy [24,25].

3.5. Explainability Disconnected from Transition Strategy

Explainable AI (XAI) for autonomous driving has received substantial attention,
addressing explanations for path planning decisions, object detection reasoning, and system
failure modes [58–60]. Work in this area has rightly emphasized the distinction between
post hoc and intrinsic explainability and between explanations aimed at developers versus
end users [32,61,62].

What is largely absent is a treatment of explanations as functional components of a
transition-of-control strategy [2,25]. When a Level 3 system requests a handover because it
has detected an ODD boundary or a sensor degradation event, the explanation provided
to the driver is not merely informative: it is part of the reorientation process. Tan and
Zhang [21] support this perspective through a multi-stage takeover framework employing
semantic voice guidance to facilitate gradual situational reorientation during transitions,
while Gerber et al. [3] report expert consensus highlighting the importance of detailed
explanations during requests-to-intervene (RTIs) to help drivers understand both why
intervention is required and where the danger originates. Whether the driver can quickly
and correctly understand why control is being returned, what the system expects from
them, and what the specific challenge of the current situation is directly affects transition
quality [23,63]. This is particularly important if explanations are expected not only to
justify a TOR but also to help move the driver from deep disengagement toward a more
cognitively prepared state [34,35]. The existing XAI research does not yet treat explanation
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generation as an integrated, context-sensitive, and driver-state-aware process embedded
within a phased transition strategy [25,32,33,59].

3.6. Conversational Assistants Without Bounded Safety Context

Recent interest in large language models (LLMs) as conversational in-vehicle assistants
has generated proposals for natural language interaction in driving contexts [12,35,64,65].
These systems can potentially provide richer and more adaptive verbal interaction dur-
ing transitions, including contextual prompting, clarification, and reassurance. However,
LLMs exhibit well-documented failure modes: hallucination, context window limitations,
adversarial sensitivity, and the absence of any intrinsic grounding in safety-critical system
states [66]. An LLM interacting with a driver during a safety-relevant transition without
architectural bounds, structured state grounding, and runtime governance would introduce
risks that are difficult to justify without additional safeguards [24,25,35]. Sourav et al. [25]
explicitly identify hallucinations and the lack of transparency in LLM decision-making
processes as major challenges, further noting that these systems still depend on exter-
nal perception modules and must operate within the constraints of onboard hardware.
Xu et al. [24] similarly discuss the risks of misleading or harmful content generation, the dif-
ficulty of aligning LLM behavior with human values and safety requirements, and the
limitations of approaches focusing on isolated technical components without considering
system-level coordination and the broader sociotechnical dimensions of safety. Marke-
lius et al. [35] additionally observe that documented validation and verification (V&V)
strategies for these systems in critical driving scenarios remain largely immature. The core
issue is therefore not the use of conversational AI per se but its deployment without state
grounding, bounded authority, and deterministic safeguards. Conversational assistance
during transitions is a promising capability, particularly when interaction must evolve
across different phases of re-engagement; however, it requires safety-aware constraints,
structured semantic inputs, and fallback separation, which remain insufficiently developed
in current transition-support architectures.

3.7. The Fragmentation Problem

Taken together, these five bodies of research address the transition-of-control problem
in partial non-integrated ways. Driver monitoring systems observe the driver but typi-
cally do not expose semantically rich readiness states to a higher-level transition manager.
Trust-calibration approaches shape communication but are not orchestrated with vehicle
degradation, context urgency, and interface escalation. Adaptive HMI systems optimize
presentation but often lack a unified model of driver, system, and road state. Explainability
systems provide reasons but not as phase-aware elements of a transition strategy. Conver-
sational systems interact but without strong safety governance. The main gap emerging
from this research is not the lack of sensing modules or interface modalities per se but the
limited integration of these elements into a unifying transition strategy that can coordinate
them as parts of a bounded, runtime assistance architecture. This is the gap that the present
vision addresses. Table 1 summarizes the main fragmentation patterns emerging from the
literature discussed above.

The proposed digital-twin-mediated framework is intended to address this integration
gap by combining semantically structured state representations, companion AI reason-
ing, adaptive interaction, runtime governance, and deterministic fallback within a single
takeover-support architecture.
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Table 1. Main fragmentation patterns in transition-of-control support research.

Literature Strand Typical Focus Missing for Unified Transition Support

TOR and takeover studies [2,21] Lead time; alert modality;
traffic complexity; NDRTs

Reactive framing; limited pre-transition
support; no phased orchestration

Driver monitoring
systems [27,47]

Distraction; drowsiness;
fatigue; cognitive load

No semantic state export; limited uncertainty
handling; weak integration with
transition reasoning

Adaptive HMI [8,49] Modality adaptation; salience;
urgency-responsive
presentation

Partial-state adaptation; no unified
driver–vehicle–context model

Trust calibration & XAI [34,38] Reliance; transparency;
explanation; mental-model
alignment

Not orchestrated as explicit components of
phased transition support

Conversational
assistants/LLM-based
support [12,25]

Natural language; contextual
prompting; clarification

No structured state grounding; no bounded
authority; limited runtime governance

Overall gap Partial solutions; isolated
capabilities

Missing unified bounded architecture for
state-aware, explanation-aware, and
degradation-aware transition support

3.8. Relation to Classical Human Assistance Systems

The proposed framework is related to, but not a replacement for, classical human
assistance systems (HASs) and cognitive assistance. Adaptive assistance, driver monitoring,
and state-aware support are well established. Lin et al. [67] define HASs as systems that
support human agents by monitoring operator state, task context, and system status, and by
providing assistance through warnings, decision support, or automation adaptation. Cai
and Lin [68] similarly frame cognitive assistance as a means of maintaining human en-
gagement in human–machine collaboration. In the automotive domain, driver monitoring,
fatigue recognition, and driver behavior modeling systems have long used probabilistic and
machine learning methods, including dynamic Bayesian networks [69] and artificial neural
network models of driver handling behavior in driver–vehicle–environment systems [70],
to infer driver state, workload, or behavior and to support warnings or automation gating.

The distinction is therefore not that earlier systems lacked adaptive or intelligent
support. The difference is the architectural problem considered here. Classical HASs
typically concern assistance within a defined human–machine system and may be inte-
grated with vehicle safety-management functions. The present framework asks how an
assumed LLM-based companion AI component can interact with a driver in a safety-
relevant takeover context without becoming ungrounded, unbounded, or safety-critical.
This requires structured digital-twin state mediation, explicit advisory/control separation,
runtime governance of generated or selected outputs, and deterministic fallback that is
independent of the companion AI component.

The comparison in Table 2 is therefore intended as a scope distinction, not as a claim
of superiority. Classical HASs remain foundational for driver-state monitoring and adap-
tive assistance; the present framework defines a higher-level interaction architecture for
bounded human–AI takeover support under uncertainty.

In summary, the framework is not a remnant of HASs and does not dismiss classical
HASs. It addresses the complementary problem of structuring, bounding, and governing
human–AI interaction when an assumed LLM-based companion AI component may gen-
erate context-sensitive language during takeover support. The relevant difference is not
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which specific LLM implementation is used but how interaction among AI, the driver, digital
twins, HMI, governance, and safety-critical systems is mediated.

Table 2. Scope distinction between classical HASs and the proposed digital-twin-mediated human–AI
takeover-support framework.

Dimension Classical HAS / Cognitive Assistance Digital-Twin-Mediated Framework

Architectural role May be embedded in vehicle control or safety-
management functions; may gate automation
modes or trigger alerts [67,68]

Advisory-only interaction framework; companion AI
component remains separated from vehicle control and
MRC stack; no write-access to actuation [24,25]

State representation Internal signals; binary or threshold-based; con-
sumed locally within decision logic [67,69]

Human, vehicle, and context/road digital twins expose
semantic state through an interface with confidence, fresh-
ness, and provenance metadata [25,47]

Human modeling Snapshot estimates of readiness, drowsiness,
and distraction for immediate safety manage-
ment [27,69]

Dynamic HDT with trust profile and latent driver mental-
model estimate inferred from interaction history [47,56]

Interaction mechanism Discrete alert/warning modalities; urgency-
triggered modal switching [8,48]

Multi-phase adaptive interaction across monitoring, an-
ticipatory preparation, and transition execution; XAI-
mediated trust calibration [12,21,34]

Safety boundary Often safety-relevant or connected to safety-
management logic depending on implementa-
tion [67,69]

Companion AI component is non-safety-critical and ad-
visory; vehicle-control and MRC safety remain with the
deterministic control stack [24,25]

Runtime governance Typically managed through thresholds, valida-
tion, and functional-safety processes [67,68]

Dedicated watchdog with formally specified policies;
companion AI outputs validated before HMI delivery;
non-learned deterministic fallback independent of com-
panion AI reasoning [24,25]

AI technology scope Narrow trainable models, such as DBNs, SVMs,
CNNs, or rule-based components [69]

Assumed LLM-based conversational or agentic compan-
ion AI component used for interaction, creating hallucina-
tion, boundary-negotiation, and false-reassurance risks
that require TCAI governance [35,64–66]

4. Human-Aware Cooperative Takeover Support: Vision and Principles
4.1. A Motivating Scenario: Level 3 Transition Under Reduced Visibility

To ground the principles articulated in this section, consider the following illustrative
scenario. A driver is traveling at motorway speed on a monotonous extra-urban road
with SAE Level 3 automation engaged. After approximately twenty minutes of auto-
mated operation, the HDT registers extended fixation durations and attenuated heart-rate
variability consistent with the onset of passive fatigue, namely the progressive cognitive
disengagement that occurs when a driver is relieved of active vehicle control over an
extended period [10,12]. The driver has not been prompted to monitor the road and has
partly withdrawn attention from the driving environment.

Simultaneously, the context/road digital twin detects a fog bank ahead. Its trajectory
model predicts that visibility will fall below the automation system’s reliable perception
threshold within approximately ninety seconds, placing the vehicle on a path toward an
ODD boundary. The vehicle digital twin begins reporting declining LiDAR confidence val-
ues consistent with the deteriorating atmospheric conditions. A conventional architecture
at this point would wait for the ODD boundary to be reached, then issue a generic takeover
alert applied to a driver whose readiness state has not been managed.

Within the digital-twin-mediated framework, the companion AI component, oper-
ating under the TCAI layer, uses integrated HDT, VDT, and context state to identify the
developing scenario well before the ODD boundary is reached. Recognizing that the driver
readiness estimate is below the threshold that is considered to be adequate for an unassisted
transition, the system initiates the first phase of graduated pre-transition support: a light
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contextual prompt calibrated to redirect attention toward the driving environment without
provoking acute alarm. The aim of this first-phase interaction is to guide the driver toward
soft vigilance [12]: a cognitive state in which the driver remains physically relaxed but is
reoriented toward the environment and therefore better positioned to respond when a
formal transition is required. Soft vigilance is not equivalent to sustained high-alertness
monitoring, which is cognitively costly and difficult to sustain over the durations typical of
Level 3 operation; it is a more modest and operationally achievable intermediate target.

As fog density increases and the VDT’s perception confidence crosses a pre-configured
warning threshold, the companion AI component, operating under the TCAI layer, transi-
tions to a second communication phase. Rather than emitting an undifferentiated alarm,
it delivers a concise contextualized explanation: it identifies the cause of the system’s
deceleration as reduced sensor range, states the anticipated timeline to the handover re-
quest, and briefly characterizes the driving challenge ahead. This XAI-mediated trust
calibration allows the driver to update their mental model of the system’s operational
state accurately, preventing both the complacency induced by an over-trusting misbelief
that the system will manage the fog and the disproportionate alarm that an unexplained
alert would produce [34]. Contextual explanations that tie system behavior directly to
observable environmental features (fog reducing laser range and ice impairing ABS respon-
siveness) have been shown to increase transparency perception and support more stable
trust alignment than generic capability notifications [34,59].

When fog density crosses the ODD exit threshold, the companion AI component,
operating under the TCAI layer, shifts to a third communication phase. The explana-
tory contextualizing register gives way to brief directive action-oriented guidance. This
transition in communication style reflects the empirically grounded principle that working-
memory load during an imminent manual takeover demands high-priority low-latency
signals rather than the elaborated framing appropriate for preparatory phases [43,71].

The driver, having been progressively reoriented rather than abruptly interrupted
from a state of passive fatigue, would be expected to resume control from a more favor-
able situational-awareness condition than a driver who encountered an unmediated alert
sequence. At the same time, this should not be read as assuming perfect cooperation or
guaranteed takeover quality: soft vigilance is an enabling intermediate condition, not a
guarantee of successful manual control under all urgency levels.

This scenario, condensed here as a conceptual illustration, not as a report of completed
empirical work, motivates several design requirements for any cooperative transition-
support architecture: a mechanism to detect and manage passive fatigue; a defined inter-
mediate target state (soft vigilance) short of full situational awareness; XAI-based trust
calibration grounded in observable context; phase-sensitive communication that adapts reg-
ister to urgency; and a stress-aware interaction strategy that avoids unnecessarily alarming
prompts in the pre-transition window.

4.2. Reframing the Problem

Building on emerging perspectives in human factors and human-centered automation
research [18,21,24,25], we frame takeover support as a form of human-aware cooperative
transition of control (HACTC). Within this framing, transition is treated not as an isolated
event but as a process; not as a one-directional command but as a cooperative exchange;
and not as a fixed alerting protocol but as a human-in-the-loop challenge requiring dynamic
adaptation across evolving driver, system, and contextual conditions.

In this framing, transition of control encompasses:

• Pre-transition awareness: continuous monitoring of driver state, vehicle status,
and road context to identify developing transition preconditions.
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• Graduated pre-transition prompting: proactive graded assistance to reorient the
driver toward the driving task before a formal TOR is necessary when preparation
time permits.

• Context-adaptive handover orchestration: dynamic adjustment of the transition
sequence based on the urgency of the triggering event, the complexity of the road
context, and the momentary driver-readiness state.

• Situational reorientation: active provision of context-sensitive explanations allow-
ing the driver to understand rapidly why control is being returned and what the
immediate driving challenge is.

• Post-handover support: monitoring of driver re-engagement quality following the
transition, with continued assistance if reintegration is incomplete.

This perspective treats the TOR not as the transition itself but as only one interac-
tion point within a broader multi-stage re-engagement process through which the driver
progressively reconstructs readiness, contextual understanding, and control capability.

4.3. Relevance to Level 4 Fallback Conditions

While this framing is motivated primarily by the structural challenge of Level 3
automation, it is also conceptually relevant to degraded and fallback-related Level 4 condi-
tions. SAE Level 4 systems are designed to operate without human intervention within
their ODD, but ODD boundaries are not always sharply defined in practice, and unexpected
degradation events can produce de facto transition scenarios even in systems nominally
certified for Level 4 operation [15,72]. When Level 4 automation degrades due to sensor
failure, unexpected ODD exit, or operational anomalies, the driver may face a transition
whose suddenness and unexpectedness exceed the demands of a planned Level 3 handover.

A TCAI-governed companion AI component capable of detecting degradation early
and managing pre-transition support in this context would therefore provide safety value
beyond the canonical planned-transition scenario. The proposed vision is not intended as a
generic framework for all Level 4 HMI design; rather, it is a framework for managing the
boundary between human and automated driving agency when that boundary is crossed
under conditions of uncertainty, degradation, or reduced preparation time.

4.4. Core Principles

The proposed vision is organized around six core principles:
P1—Assistance, not control. The companion AI component provides advisory, ex-

planatory, and interactional support. It does not and must not issue or modify vehicle-
control commands. The architectural separation between the advisory layer and the
safety-critical control stack is a core design requirement.

P2—Semantic state reasoning, not raw-sensor reasoning. The companion AI compo-
nent does not reason directly over sensor feeds, LiDAR point clouds, or camera images.
It reasons over structured human-interpretable state representations provided by digital-
twin abstractions, accompanied by confidence scores and data-freshness metadata. This
abstraction layer provides robustness, interpretability, and a clean architectural interface.

P3—Graduated assistance targeting soft vigilance. Transition support is graduated in
intensity as a function of driver unreadiness, transition urgency, and situational complexity.
A rested attentive driver approaching a routine ODD boundary in benign traffic receives
minimal non-disruptive support. A fatigued cognitively loaded driver approaching a com-
plex transition in adverse conditions receives progressively earlier, more salient, and more
explanatory engagement. A key intermediate goal of pre-transition support is to guide the
driver toward a state of soft vigilance [12]: cognitively re-engaged with the driving environ-
ment yet not acutely alarmed. Soft vigilance is a more achievable and less cognitively costly
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target than sustained high-intensity monitoring, and it provides a realistic preparatory
condition from which effective manual control may be resumed.

P4—Contextualized explainability for reorientation and trust calibration. TCAI-
mediated companion AI outputs that reach the driver should be accompanied, where useful
and permissible under urgency constraints, by concise driver-appropriate explanations
grounded in the current state of the vehicle and road. Explanations are not generic system
notifications; they are situationally specific, calibrated to the driver’s inferred understand-
ing, and structured to support reorientation and more appropriate trust calibration [59].

P5—Phase-sensitive communication and stress regulation. The interaction style of
the companion AI component should not be fixed but should evolve across operationally
distinct phases of the transition process. During the monitoring and maintenance phase,
communication is light and contextual, aimed at sustaining soft vigilance without imposing
unnecessary cognitive load. During the anticipatory preparation phase, communication
shifts to contextualized XAI explanations that calibrate the driver’s mental model to the
system’s current operational state and anticipated capability limits [34]. During the transi-
tion execution phase, communication becomes brief, direct, and action-oriented, avoiding
the verbal elaboration that would impair working-memory performance under time pres-
sure [43,71]. This phase sensitivity is not merely a stylistic preference; it is a functional
design requirement because both cognitive demands and acceptable stress levels vary
substantially across phases.

P6—Trustworthiness by design. The TCAI layer makes the companion AI component
trustworthy only insofar as it is bounded, governed, transparent, and supervised. The
companion AI component’s action space is explicitly constrained, its reasoning is logged,
uncertainty is represented through the semantic state interface, and fallback to deterministic
behavior remains available under degradation.

5. Digital-Twin-Mediated Human–AI Interaction Architecture
5.1. Architectural Overview

The proposed digital-twin-mediated architecture is organized around five architectural
blocks: (i) a digital-twin layer comprising three coordinated modules: the human digital
twin (HDT), the vehicle digital twin (VDT), and the context/road digital twin (CDT); (ii) a
semantic state interface; (iii) a companion AI component; (iv) an adaptive HMI subsystem;
and (v) the TCAI layer, which includes bounded reasoning, policy enforcement, runtime
governance, watchdog supervision, fallback, and advisory/control separation. Figure 2
provides a conceptual view.

The architecture can be read from left to right. Multimodal sensing inputs (including
camera, LiDAR, radar, V2X, and physiological or behavioral signals where available)
feed the three digital-twin modules. The HDT tracks driver-related variables such as
readiness, cognitive load, stress, and soft-vigilance level; the VDT tracks automation
mode, ODD proximity, sensor health, and perception confidence; and the CDT tracks
road geometry, traffic, weather, and urgency conditions. These twins do not expose raw
sensor streams to the companion. Instead, they provide structured state estimates to the
semantic state interface, which enriches them with confidence scores, freshness timestamps,
and provenance information. The companion AI component proposes interaction strategies
over these semantic abstractions, ranging from soft-vigilance maintenance to contextual
explanation and trust calibration to brief directive guidance under time pressure. The
resulting interaction policy is realized through the adaptive HMI only after the TCAI layer’s
policy-enforcement and runtime watchdog mechanisms validate companion AI outputs
before HMI delivery. A hard architectural boundary separates the entire advisory assistance
layer from the safety-critical vehicle-control and minimum risk condition (MRC) stack. The
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companion has no write-access to actuation. Edge-first processing and privacy-preserving
inference are assumed, while cloud connectivity is treated as optional augmentation rather
than as a safety-critical dependency.

Driver Sensors

Camera • Eye-tracking • Physiological

Vehicle State / ECU Signals
Steering status   Braking status

Acceleration status   Torque sensors

Environment Sensors

GPS • HD-maps

LiDAR • Radar • Cameras

Human Digital Twin (HDT)

Driver readiness • Cognitive load •
Fatigue • Trust level

Vehicle Digital Twin (VDT)

Automation mode • Sensor health •
ODD boundary

Context/Road Digital Twin
Road complexity • Traffic urgency 

 • Weather conditions

Semantic State Interface
Structured states  •  Confidence scores •  Freshness timestamps • Provenance/traceability

Adaptive HMI

Multimodal interaction •  Graded prompting • Voice • Visual • Haptic

ADVISORY-ONLY BOUNDARY — no TCAI path to vehicle control

Safety-Critical Vehicle Control / MRC Stack

Deterministic rules-based • Independent from Companion AI • Not accessible to TCAI • Fail-safe mechanisms

Driver

TCAI Layer

Bounded Reasoning / Policy Engine
HF-derived guardrails • Admissible actions • Explanation depth • Phase selection

Runtime Watchdog / Output Validation
Policy checks • Uncertainty checks • Blocks/downgrades unsafe outputs

LLM-based Companion AI Component
Candidate prompts • Explanations • HMI action proposals

Fallback Trigger / Audit Log
Fallback invocation • Rationale logging • 

Traceability

Figure 2. Conceptual architecture of the proposed digital-twin-mediated human–AI interaction
framework for takeover support. Human, vehicle, and context/road digital twins expose structured
semantic states through a semantic state interface enriched with confidence, freshness, and prove-
nance/traceability metadata. The TCAI layer embeds the LLM-based companion AI component
within bounded reasoning, policy enforcement, runtime watchdog/output validation, and fall-
back/audit mechanisms. Only validated interaction proposals reach the driver through the adaptive
HMI, while the advisory-only boundary separates the TCAI layer from the safety-critical vehicle-
control and minimum risk condition (MRC) stack.

The architecture is motivated by three design imperatives. First, the companion AI
component should reason over structured semantically interpretable representations rather
than raw sensor data because only structured representations can carry the confidence,
freshness, and provenance metadata required for degradation-aware reasoning. Second,
the companion AI component must be isolated from the vehicle’s actuation interfaces
because its inherent uncertainty and adaptiveness make it unsuitable as a safety-critical
component. Third, all outputs of the companion AI component must pass through the
TCAI layer’s deterministic runtime watchdog before HMI delivery because even a well-
designed advisory AI may produce inappropriate outputs under out-of-distribution or
degraded conditions. The purpose of the architecture is therefore not merely to integrate
modules but to support transition timing, communication strategy, and escalation policy
under uncertainty.

Recent work on mobility and transportation digital twins has shown that DTs can sup-
port dynamic representations of humans, vehicles, traffic, and infrastructure by combining
sensing, V2X communication, cloud–edge processing, simulation, and prediction [73,74].
In particular, mobility-DT frameworks explicitly organize the mobility system around
human, vehicle, and traffic digital counterparts, while recent smart-mobility DT platforms
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for connected and automated vehicles demonstrate the operational relevance of latency, reli-
ability, and roadside/cloud integration [73,74]. In parallel, driver- and human-centered DT
research has emphasized multimodal state fusion, personalization, time variance, and the
need for clearer conceptual foundations when modeling human state and behavior [75–77].
The architecture proposed here builds on these developments but assigns DTs a more
specific role: they act as semantically structured state providers for a bounded companion
AI component that must decide how to support takeover interaction under uncertainty.

5.2. Human Digital Twin (HDT)

The human digital twin maintains a continuously updated model of the driver’s
operational state. This use of the HDT is consistent with recent work on driver digital
twins and human digital twins, which emphasizes multimodal state fusion, personalized
modeling, time variance, and the need to represent the human not as a static user profile
but as a dynamic individual-specific entity [75,76]. Its outputs include, at minimum, driver
readiness level, estimated cognitive load, fatigue index, momentary attention state (gaze
direction and eyes-on-road status), emotional arousal, stress indicator (e.g., derived from
heart-rate variability or electrodermal activity where available), a soft vigilance estimate
reflecting the degree to which the driver is passively disengaged versus environmentally
reoriented, and a trust-calibration profile encoding the driver’s accumulated experience
with the current automation system [12,47].

The soft-vigilance state is a key intermediate output of the HDT. It is distinguished
from a binary alert/fatigued classification by capturing the continuum between passive
fatigue, where the driver is cognitively withdrawn and physiologically relaxed but envi-
ronmentally disengaged, and full active monitoring. The TCAI layer uses this estimate
to determine whether pre-transition support should aim to restore soft vigilance as an
intermediate target or escalation toward a formal transition protocol is required because
adequate readiness cannot be established within the available preparation time.

The HDT draws on inputs from camera-based gaze tracking, physiological sensors
where available, and inferred behavioral indicators. Crucially, the HDT does not expose
raw sensor data to the TCAI layer. It exposes structured state variables with associated
confidence intervals and data-freshness timestamps. A readiness estimate derived from a
gaze tracker that has been occluded for the past three seconds carries a different confidence
and freshness tag than one derived from a full physiological sensor suite with continuous
signal quality. The TCAI layer is expected to reason appropriately over these metadata [53].

This sensing perspective is aligned with the human-centric DT literature, where
motion sensors, biological sensors, computational intelligence, simulation, and human-
facing interfaces are identified as key enabling technologies for constructing operational
human-centered DTs [77].

The HDT also maintains a longitudinal trust profile capturing how the individual
driver has historically responded to automation interventions, system-transparency events,
and prior transitions [56]. This profile informs the selection of explanation styles and
interaction modalities during the current transition.

This trust profile is used by the TCAI-layer Trust Dynamics Module described in
Section 5.7.1.

5.3. Vehicle Digital Twin (VDT)

The vehicle digital twin maintains a continuously updated model of the automation
system’s operational status. Key state variables include current automation mode, ODD-
boundary proximity (distance and estimated time to anticipated boundary), sensor health
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per modality, actuator status, diagnostic fault codes, and the confidence of the underlying
perception and planning stack [78,79].

The VDT does not relay raw sensor feeds to the TCAI layer. It exposes semantic status
representations. A perception-confidence drop caused by temporary LiDAR occlusion
is represented differently from one caused by a hardware fault, a calibration drift, or an
internal diagnostic anomaly. This distinction matters for the companion AI component’s
reasoning: temporary occlusion may resolve within seconds, whereas a hardware fault
or persistent internal degradation changes both transition urgency and the explanation
appropriate for the driver. More generally, the VDT allows the companion AI component
to reason not only about whether automation is degrading but about how that degradation
affects the validity of the current assistance policy.

5.4. Context/Road Digital Twin

The context/road digital twin maintains a model of the driving environment relevant
to the transition decision. Key state variables include road type and geometry, current traffic
density and flow, weather and visibility conditions, proximity to known ODD boundaries
(road-type transitions and geofenced zones), and the urgency level of the transition trigger.
This twin draws on HD-map data, V2X communications, onboard environment perception,
and historical traffic data.

The urgency state is particularly important. A transition trigger caused by an unan-
ticipated vehicle cut-off in high-speed motorway traffic is qualitatively different from a
planned transition at a geofenced urban boundary. Urgency, however, is not purely a prop-
erty of the environment; it emerges from the interaction between environmental demands,
current system capability, and the time available to prepare the driver. The CDT encodes
this interaction in structured machine-readable form so that the companion AI compo-
nent, operating under the TCAI layer, can calibrate both the urgency and the modality of
its response.

This role is consistent with recent infrastructure-based DT work for cooperative,
connected, and automated driving, where DTs are used to provide quality-controlled
formalized machine-usable information collected and augmented from multiple sources
to support automated-driving functions [80]. In the proposed architecture, this idea is
specialized toward transition support: the context/road DT does not only describe the en-
vironment but contributes to estimating transition urgency, contextual complexity, and the
admissible communication policy.

5.5. Semantic State Interface

The semantic state interface is the structured data contract between the three DT
modules and the companion AI component governed by the TCAI layer. It is also the key
mediation layer between deterministic state estimation and adaptive transition reasoning.
For each state variable, the interface exposes:

• The value of the state variable (categorical, ordinal, or continuous as appropriate);
• A confidence score capturing the uncertainty of the estimate;
• A freshness timestamp and a configured staleness threshold beyond which the esti-

mate should not be used for transition decisions without flagging;
• A provenance tag identifying which sensing modality or sub-model produced the

estimate, supporting traceability.

This design is motivated by the need for robust operation under degradation. Without
freshness and confidence metadata, the companion AI component may treat stale or uncer-
tain state estimates as more reliable than they actually are. A companion AI component
that receives only confidence scores without provenance cannot distinguish between a
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degraded sensing chain, a transient observability problem, and an environmental condition
that is inherently ambiguous. The semantic state interface makes these distinctions explicit
and machine-processable. Its role is therefore not only to transport DT outputs but to
normalize heterogeneous state estimates into a form that supports bounded reasoning,
traceable explanations, and policy-compliant escalation under uncertainty.

Table 3 provides illustrative examples of semantic state variables that may be exposed
to the companion AI component through the semantic state interface and governed by the
TCAI layer.

Table 3. Illustrative semantic state variables exposed through the semantic state interface.

State Variable Origin Illustrative Role in TCAI-Governed Interaction

Driver readiness HDT Supports escalation timing and selection of anticipatory
versus directive support

Soft vigilance level HDT Indicates whether pre-transition prompting should aim at
reorientation before a formal handover request

Automation capability VDT Signals whether assistance should remain explanatory or shift
toward urgent transition support under degradation

ODD boundary proximity VDT/CDT Supports transition urgency estimation and phase selection

Contextual urgency CDT Modulates interaction salience, explanation depth,
and admissible response policy

5.6. State Consistency Management

The semantic state interface must manage consistency across asynchronous and hetero-
geneous digital-twin outputs. Because HDT, VDT, and CDT variables update at different
rates, each semantic state should carry a timestamp, freshness threshold, confidence value,
and provenance metadata. Timestamp alignment should use a bounded temporal window:
variables outside their admissible freshness window should be marked stale or excluded
from interaction-policy selection.

Conflict detection should operate at intra-twin and inter-twin levels. Intra-twin
conflicts arise when sensing modalities or sub-models within one digital twin disagree,
for example when gaze suggests road reorientation while physiology suggests passive
disengagement. Inter-twin conflicts arise when driver, vehicle, and context states imply
incompatible transition policies, for example low HDT readiness with high VDT/CDT
urgency. Such conflicts should appear as consistency flags rather than be hidden inside a
single fused score.

Arbitration should follow conservative policy-defined rules. When conflicts affect
safety-relevant timing or explanation depth, the TCAI layer should preserve advisory
boundedness and avoid overconfident assistance, for example by selecting the cautious
readiness estimate, reducing explanation depth, downgrading output to a guarded tem-
plate, or triggering deterministic fallback when the snapshot is too inconsistent for personal-
ized assistance. All violations and arbitration decisions should be logged with timestamps,
confidence scores, and provenance metadata for audit and policy refinement.

5.7. Companion AI Component and TCAI Layer

The companion AI component is the advisory reasoning and interaction component of
the framework, while the TCAI layer is the architectural trust layer that grounds, bounds,
and supervises it. The companion AI component operates on the structured states provided
by the three digital twins and proposes candidate takeover-support interactions: what
assistance to offer, in what modality, at what intensity level, and with what explanation.
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The companion AI component, operating under the TCAI layer, is designed with the
following explicit constraints:

• Bounded action space: The companion AI component can propose actions from a
predefined set of interaction actions: generating verbal prompts, triggering visual
displays, activating haptic signals, and composing situation-specific explanations.
The TCAI layer’s bounded reasoning and policy engine constrain the admissible action
space, and the companion AI component cannot modify vehicle-control parameters.

• Supervised operation: All companion AI output proposals are logged, monitorable,
and subject to runtime watchdog override before HMI delivery.

• Explainable reasoning: The companion AI component produces, alongside each
interaction proposal, a structured rationale that can be inspected by the TCAI layer
and, where appropriate, communicated to the driver.

• Uncertainty-aware: The companion AI component propagates and communicates
uncertainty from the state interface through its reasoning to its output proposals. A
transition-support action based on low-confidence driver-state estimates is flagged as
such in the companion AI output log.

The architecture assumes an LLM-based companion AI component for conversational
or agentic interaction, but it is intentionally agnostic about the specific commercial model,
deployment stack, or prompting interface used for that component. The paper does not
compare language-model architectures or propose training a new companion AI. Rule-
based components, probabilistic graphical models, and symbolic or knowledge-based
planners are instead treated as possible technologies for the surrounding digital-twin-
mediated framework and TCAI layer, particularly for state estimation, bounded reasoning,
policy enforcement, and verification-oriented governance [64,81–83].

5.7.1. Trust Dynamics Module

The TCAI layer should include an explicit Trust Dynamics Module that uses the HDT trust
profile as a policy input and updates the trust estimate through interaction evidence. It does not
infer a driver’s internal beliefs directly; instead, it maintains a probabilistic longitudinal estimate
of trust calibration from observable proxies: historical handover outcomes, compliance or non-
compliance with prompts, driver feedback or clarification requests, exposure to automation
limitations, transparency events, uncertainty communication, and post-transition performance.
Trust is therefore treated as a dynamic latent state shaped by accumulated interaction history,
not as a static user attribute [30,53,54,56,57].

The module should estimate whether current reliance is plausibly calibrated, over-
trusting, or under-trusting relative to automation capability and context and should expose
an uncertainty score for that estimate. Sparse interaction history or inconsistent evidence
should therefore reduce the stability of the trust profile. Under TCAI governance, these
outputs modulate companion AI interaction proposals: over-trust may call for limitation-
focused explanations during anticipatory preparation, whereas under-trust may call for
concise transparency cues that clarify current capability without false reassurance [34,38,84].

The Trust Dynamics Module also constrains interaction intensity. Apparent over-
reliance should lead the TCAI layer to avoid reassuring or anthropomorphic language
and to make uncertainty and system limits visible. Apparent under-reliance should not
trigger persuasive reassurance but grounded explanations of current system state and
fallback boundaries. In all cases, trust-dynamics estimates remain advisory policy inputs:
they may influence explanation style, timing, and modality but cannot override urgency,
state-consistency flags, watchdog vetoes, or the advisory/control boundary.
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5.7.2. Hybrid TCAI-Layer Architecture: Candidate Technical Realization

Given the safety-relevant context, the assumed LLM-based companion AI compo-
nent is not treated as the whole trustworthy interaction system. We therefore propose a
hybrid realization of the TCAI layer and surrounding digital-twin-mediated framework with four
components:

(i) Probabilistic temporal models for driver-state estimation. The HDT uses continu-
ous uncertainty-quantified estimates of readiness, cognitive load, fatigue, soft vigilance,
and arousal. Candidate approaches include DBNs [69], hidden Markov models (HMMs),
or temporal neural models applied to multimodal physiological and behavioral time series.
These models output calibrated state estimates and uncertainty, making their failure modes
more characterizable than open-ended generative outputs.

(ii) Symbolic or rule-based logic for phase selection and admissible action policy.
Transition-phase selection and admissible actions should be formally specified, for example
through a decision table, finite-state machine, or constrained symbolic policy. This keeps
escalation, explanation suppression, and fallback decisions outside learned or generative
components.

(iii) Controlled natural-language generation for explanations. Explanation gener-
ation is associated with the assumed LLM-based companion AI component, but TCAI
mediation should constrain it through guarded templates, retrieval over verified knowl-
edge resources, or constrained prompting with output validation against the semantic
state interface. These are governance strategies around the companion AI component, not
alternative definitions of it.

(iv) Deterministic watchdog for output validation and fallback. The watchdog is non-
learned and validates companion AI proposals against policy and state context before HMI
delivery. If validation fails, fallback is activated; the watchdog must remain independently
verifiable and implementation-independent from the component it supervises.

This decomposition supports modular development, validation, and auditing: each
component has a defined function, characterizable failure mode, and relationship to gover-
nance. It is not a comparison of companion AI architectures; Section 8 elaborates how the
surrounding framework components could be trained, specified, or calibrated.

5.8. Adaptive HMI Subsystem

The adaptive HMI translates TCAI-validated companion AI interaction proposals
into concrete perceptible outputs delivered to the driver. It supports multimodal delivery:
auditory speech output, visual dashboard and HUD cues, ambient lighting, and haptic
actuation through the steering wheel or seat [20,48].

Table 4 summarizes the illustrative phase logic used by the companion AI component,
under the TCAI layer, to adapt interaction objectives, modalities, and explanation style
across different transition-support conditions.

Table 4. Illustrative phase logic for adaptive transition support.

Phase Objective and Modality Explanation Style

Monitoring/maintenance Sustain or restore soft vigilance with low-intrusion
ambient, subtle visual, or light verbal cues

Contextual and minimal

Anticipatory preparation Reorient the driver and calibrate trust through verbal
and visual guidance, with haptic preview where
appropriate

Concise, situational, and causal

Transition execution Support immediate control resumption through
high-salience auditory and haptic guidance with
minimal verbal content

Directive; elaboration deferred
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The HMI adaptation logic is structured around the three communication phases
introduced in Principle P5. During the monitoring and maintenance phase, the system
operates with minimal intrusion: ambient cues and, where soft vigilance is estimated to be
declining, light contextual conversational prompts designed to re-engage environmental
attention without unnecessarily interrupting secondary activities. The communicative
style in this phase is collaborative and contextually grounded rather than directive [12].
During the anticipatory preparation phase, the HMI shifts to explicit XAI-mediated trust
calibration: concise verbal or visual explanations that link the system’s observed behavior
to identifiable environmental causes (e.g., reduced perception confidence attributed to fog
density or sensor obstruction), allowing the driver to construct a more accurate mental
model of the system’s operational state [34,59]. During the transition execution phase,
the system abandons elaboration entirely: haptic and high-salience auditory signals are
prioritized, verbal content is reduced to brief action instructions, and any explanatory
content is deferred to the post-transition window [43,71].

This phase structure also governs stress regulation. Research on stress in transition
contexts has established that the driver’s stress state is shaped not only by the transition
event itself but also by the quality of preparation and the coherence of communication
leading up to it. A driver who has received contextualized preparation and trust-calibrating
explanation in the anticipatory phase experiences the transition event under substantially
different cognitive and emotional conditions than one who receives only an unmediated
alarm. The HMI must therefore be sensitive not only to current urgency but also to
whether prior communication has plausibly brought the driver closer to the soft-vigilance
target state.

Modality selection and intensity are governed by graduated protocols rather than
fixed thresholds, supporting smooth escalation and de-escalation as transition conditions
evolve. The companion AI component, under the TCAI layer, does not attempt to override
driver discomfort through indefinitely increasing alert aggressiveness; instead, if a driver’s
stress indicators suggest that the current interaction policy is itself counterproductive,
the system should escalate to the deterministic fallback protocol rather than compound
arousal with poorly timed assistance.

Dynamic Explanation-Depth Policy

The TCAI layer should govern explanation depth dynamically rather than treating
detail as a fixed HMI property. We conceptualize explanation depth as four levels: E0
cue-only output, E1 minimal directive, E2 concise causal explanation, and E3 contextual
explanation including cause, expected evolution, system limitation, and driver-relevant
implication. These are not quality ranks: higher depth is useful only when the driver has
sufficient time and cognitive capacity [23,32,33,43,71].

Admissible explanation depth can be modeled as a policy function of transition ur-
gency, estimated cognitive load, task complexity, and inferred mental-model mismatch. Ur-
gency, cognitive load, and task complexity should reduce admissible depth when working-
memory or perceptual demands are high [23,71]. Conversely, low urgency, moderate load,
and persistent mental-model mismatch may permit E2 or E3 explanations for anticipatory
trust calibration and situational reorientation [34,38].

A conservative rule follows: under imminent handover or high workload, the watch-
dog restricts the companion AI component to E0–E1; during anticipatory preparation with
sufficient lead time, E2 may be permitted; and, during monitoring or post-transition phases,
E3 may be permitted if grounded in fresh semantic state and unlikely to increase stress
or over-trust. The runtime watchdog validates explanation depth with modality, salience,
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and wording; if depth exceeds the admissible level, the output is downgraded according to
the veto-handling logic in Section 6.3.

5.9. Architectural Boundary: Advisory vs. Safety-Critical

A core design requirement of the architecture is the strict separation between the
advisory layer and the safety-critical vehicle-control stack. The TCAI layer has no write-
access to vehicle-control parameters, no connection to actuation interfaces, and no ability
to override or modify the behavior of the underlying automated-driving system or its
minimum risk condition (MRC) logic.

This separation ensures that, even in the event of a companion AI malfunction, adver-
sarial attack, or unanticipated reasoning failure, the safety-critical control behavior of the
vehicle is unaffected. The vehicle’s MRC routine executes independently of the companion
AI component’s status. The companion AI component is, by design, a non-load-bearing
element of the vehicle’s safety architecture. This is not only a matter of architectural pru-
dence but also of assurance: keeping advisory intelligence separate from deterministic
control preserves a cleaner boundary for certification, runtime supervision, and safety-case
argumentation. Table 5 summarizes the architectural permissions and restrictions.

Table 5. Architectural permissions and restrictions of the companion AI component.

Category Permissions and Restrictions

Permitted Read structured DT state exports; generate HMI interaction actions; produce rationale logs;
communicate uncertainty to the driver

Restricted Write to vehicle-control parameters; access actuation interfaces; modify MRC logic;
suppress the runtime governance watchdog

Delegated All safety-critical decisions remain with the vehicle’s deterministic control and MRC stack;
all safety-relevant interventions pass through the runtime watchdog before HMI delivery

Security Boundary and Mandatory Access-Control Assumptions

The advisory/control boundary should be enforced through mandatory access-control
policies and hardware/software isolation, not only design intent. In a deployable architec-
ture, the companion AI component and TCAI-layer services should run in a sandboxed
software domain, isolated process, container, virtualized partition, or dedicated non-safety-
critical ECU domain separated from the safety-critical vehicle-control and MRC stack.
The semantic state interface should expose only read-only policy-filtered state abstrac-
tions, and no TCAI-layer process should possess credentials, permissions, API endpoints,
or bus-level access for writing vehicle-control parameters, issuing actuation commands,
suppressing MRC execution, or modifying safety-critical controller configuration.

Mandatory access control should follow deny-by-default and least-privilege princi-
ples. The companion AI component may propose prompts, explanations, or HMI actions,
but only to a controlled output queue supervised by the runtime watchdog. The only
authorized outbound path from the TCAI layer is therefore validated HMI delivery; there is
no authorized path to steering, braking, acceleration, powertrain, perception-stack configu-
ration, or MRC execution. Policies and guardrails should be versioned, integrity-protected,
and auditable.

This isolation assumption is part of the safety argument. If the companion AI com-
ponent is compromised, unavailable, or unsafe, the watchdog can block HMI output and
invoke deterministic fallback, but the component cannot alter vehicle control. Conversely,
if the vehicle-control or MRC stack initiates a safety-critical maneuver, the TCAI layer may
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communicate it only through validated HMI output; it cannot override, negotiate, or delay
the action.

6. Runtime Governance and Degradation-Aware Operation
6.1. Motivation

An AI system intended for safety-relevant contexts cannot be considered sufficiently
trustworthy on the basis of average-case performance alone; runtime governance is also
required. The transition-of-control context is particularly demanding: the system must
remain acceptable precisely when conditions are most challenging, i.e., under sensor degra-
dation, data staleness, adversarial inputs, and time pressure. In this setting, degradation
does not affect only the vehicle’s control capability; it also affects the validity of the assis-
tance policy presented to the driver. A companion AI component that reasons over stale,
conflicting, or poorly grounded state estimates may select the wrong timing, the wrong
modality, or the wrong communicative register even if the underlying control stack remains
operational. This section therefore focuses on the governance mechanisms required to keep
adaptive transition support bounded, inspectable, and safe under degraded conditions.

6.2. Runtime Watchdog and Policy Enforcement

The architecture includes a dedicated runtime watchdog that continuously validates
the companion AI component’s proposed outputs against a set of formalized TCAI poli-
cies [85,86]. These policies define the permissible action space of the companion AI com-
ponent, specify constraints on interaction intensity as a function of driver state, enforce
freshness thresholds on state estimates, and define the conditions under which the compan-
ion AI component must defer to deterministic fallback procedures.

The watchdog operates at a faster timescale than the companion AI component’s
reasoning loop. It receives the companion AI component’s proposed interaction actions
before they are delivered by the HMI and evaluates whether each proposed action remains
within the policy boundary. Actions that violate policy constraints, for example, a high-
intensity haptic intervention proposed when the driver is already in an acute stress state
or an explanatory interaction that is too verbose for the current urgency level, are blocked
and replaced with a safe default. In this sense, the watchdog does not merely constrain
content; it also constrains phase transitions, escalation timing, and interaction style.

Policy violations are logged with the full state context that triggered them, supporting
post hoc analysis and policy refinement. The watchdog itself uses only deterministic
formally specified logic; it contains no learned components. This design follows the
broader principle in runtime-assurance research that the safety supervisor must be formally
verifiable, even when the supervised component is not [85].

6.3. Veto Handling Levels and State-Machine Logic

The watchdog should implement graded veto handling rather than binary ac-
cept/reject logic [85,86]. Each companion AI proposal is evaluated against the semantic
state interface snapshot, admissible-action policy, urgency, uncertainty and consistency
flags, and advisory/control boundary. The resulting veto state can be conceptualized as a
five-level state-machine-style ladder, illustrated in Figure 3:

• V0— Accept. The output is policy-compliant, grounded in fresh and sufficiently confi-
dent semantic state, appropriate for the current urgency, driver state, and interaction
phase, delivered through the adaptive HMI, and logged.

• V1—Sanitize. The interaction is admissible, but wording, framing, or uncertainty
expression is not fully compliant. The watchdog removes unsupported claims, adds
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uncertainty qualifiers, suppresses anthropomorphic or over-authoritative phrasing,
or replaces free-form language with a guarded template.

• V2—Downgrade. The objective is admissible, but modality, salience, intensity, or ex-
planation depth is inappropriate. The watchdog may reduce explanation depth,
replace speech with a shorter cue, lower haptic intensity, or defer elaboration to the
post-transition phase.

• V3—Block. The output violates policy, lacks semantic support, attempts to negotiate
a safety boundary, gives false reassurance, or conflicts with state-consistency flags. It
is replaced with a pre-verified safe default or guarded transition-support message.

• V4—Deterministic fallback. If no valid advisory output can be produced, the compan-
ion AI component is unavailable, repeated proposals are rejected, or the state snapshot
is too stale, inconsistent, or degraded for personalized assistance, the TCAI layer
invokes deterministic fallback. This fallback remains independent of the companion
AI component and cannot modify vehicle control or MRC execution.

The transition logic is conservative: the watchdog checks state freshness and consis-
tency, action admissibility, modality/intensity constraints, then explanation depth and
wording. A proposal can move directly to a more restrictive veto state when urgency,
uncertainty, or violation severity requires it. Recovery requires a newer, more consistent
semantic state interface snapshot and a proposal satisfying the relevant checks. All veto
transitions are logged with the rejected proposal, active semantic state, violated policy,
and selected replacement or fallback action.

Accept

Sanitize

Downgrade

Block

Deterministic
Fallback

Proposal
Received

all
checks
pass

content
non-

compliant rewrite

delivery
channel

 inappropriate

re-channel

consistency
conflict

replace

companion
unavailable

output
delivereddeliver

deliver

Figure 3. Graded veto-handling state-machine logic of the runtime watchdog.

6.4. Degradation-Aware Reasoning

Building on the state-consistency mechanisms introduced in Section 5.6, the TCAI layer
is designed to reason explicitly about the quality of its own inputs. Different degradation
patterns require different behavioral responses because they do not all compromise the
assistance policy in the same way.

Missing data. If a state variable is absent from the semantic state interface, the TCAI
defaults to a conservative estimate for that variable. A missing HDT readiness estimate,
for instance, is treated as indicating low-to-moderate readiness rather than readiness.
The design principle is that absence of evidence should not be interpreted as evidence
of adequacy.
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Stale estimates. State estimates that exceed their configured freshness thresholds
trigger a reduction in the companion AI component’s confidence in that dimension under
TCAI governance and a corresponding increase in the conservatism of the assistance policy.
The severity of this adjustment is policy-configurable and depends on both the degree of
staleness and the current urgency level.

Asynchronous or conflicting estimates. When state estimates from different sensing
modalities or digital-twin sub-models are asynchronous or mutually inconsistent, the TCAI
applies a conservative arbitration rule: pending resolution, the more cautious estimate is
used. This does not imply that the selected estimate is always correct; rather, it reflects the
principle that transition support should fail toward bounded caution when key semantic
inputs disagree. Such cases are logged for post hoc analysis and model refinement.

Adversarial or anomalous inputs. The architecture includes an anomaly-detection
layer at the semantic state interface that flags inputs deviating from expected operational
ranges or exhibiting patterns inconsistent with valid sensor behavior. Flagged inputs
are either rejected in favor of the most recent valid estimate or trigger a degraded-mode
transition protocol depending on policy and urgency.

Taken together, these mechanisms ensure that degradation is handled not only as a
perception or estimation problem but as a condition that directly modulates how much
confidence the system should place in its own transition assistance policy.

6.5. Deterministic Fallback Separation

If the companion AI component becomes unavailable, is suspended by the TCAI
layer’s watchdog, or produces outputs that cannot be validated, the system falls back
to a deterministic rule-based transition protocol. This protocol is independent of the
companion AI component and is invoked by the TCAI layer’s runtime governance; it
implements the minimum required transition-support behavior without any learned or
adaptive logic [86,87]. The deterministic fallback does not attempt to replicate the com-
panion AI component’s graduated or personalized assistance; it delivers a standardized
policy-compliant transition sequence designed to remain valid even at the boundary of the
companion’s operational envelope.

This separation ensures that the system has well-defined safe behavior when the
companion AI component can no longer be trusted to support the transition appro-
priately. In other words, fallback safety does not depend on continued confidence in
adaptive reasoning.

6.6. Uncertainty Communication

When the companion AI component’s confidence in a transition-support proposal is
low because of degraded inputs, it should communicate this uncertainty to the driver in
a driver-appropriate way rather than conceal it. This principle extends trustworthiness-
by-design to the interaction layer: a companion AI component that presents uncertain
assessments with false confidence undermines calibrated trust more severely than one that
communicates appropriate hedging [54,84]. In transition contexts, uncertainty communica-
tion is therefore not merely a matter of interface style; it is part of trust calibration itself.

The practical design of uncertainty communication, including what information to
surface, at what level of detail, and in what modality, is still an open research question.
In particular, future work must determine when uncertainty should be made explicit, when
it should remain implicit in a more conservative interaction policy, and when explanation
should be reduced or suppressed altogether in favor of brief directive guidance. For this
reason, uncertainty communication should be treated as a priority validation target of the
proposed architecture.
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7. Research Agenda and Validation Dimensions
This paper presents a motivated conceptual architecture and research roadmap; it does

not present completed experiments, user studies, or implementation evaluations. We explic-
itly frame the following as an agenda for future research. More specifically, the proposed
program requires a combination of simulator studies, cyber-range-like perturbation cam-
paigns, and longitudinal human factor evaluation because transition quality in this setting
depends not only on driving performance but also on trust calibration, stress containment,
explanation timing, and robustness under degraded conditions.

A first validation protocol would compare a conventional TOR-only or fixed-alert
baseline with the proposed digital-twin-mediated TCAI-governed companion AI support in
a repeated-measures driving-simulator study [2,8]. Scenario factors should include planned
ODD exits, urgent handovers, and degraded or conflicting sensing; driver-state factors
should include rested/attentive and passive-fatigue or disengagement conditions [11,12].
Dependent variables should combine takeover-quality measures, such as takeover time,
SDLP, steering variability, braking smoothness, TTC, jerk, gaze-road recovery, and post-
handover stabilization time, with workload, stress/arousal, explanation comprehension,
trust calibration, and perceived appropriateness [7,9,33,35,38]. This design would test the
fusion model, phase-selection policy, and watchdog-governed interaction strategy against
a conventional baseline.

7.1. Dimension 1: Planned Transition Quality

The foundational validation dimension addresses whether the proposed graduated
human-aware transition process improves handover quality relative to conventional TOR
approaches under planned transition conditions.

This validation dimension focuses specifically on the quality of planned transitions
of control under graduated human-aware support conditions. Within this perspective,
transition quality should not be reduced to takeover latency alone since extremely short
takeover times may also reflect premature motor reactions performed without sufficient
situational reorientation. Instead, transition quality should be evaluated as a function
of prior preparation level, urgency, and driver state through a combination of dynamic
driving performance, safety-related indicators, perceptual–motor re-engagement measures,
and user-centered experience metrics.

Metrics of interest include:

• Dynamic vehicle-control stability, including standard deviation of lane position
(SDLP), steering-wheel variability, lateral acceleration, braking smoothness, post-
takeover stabilization time, and other indicators of whether manual control is resumed
in a controlled and coordinated manner.

• Surrogate safety measures (SSMs), including minimum time-to-collision (TTC), colli-
sion or near-miss occurrence, and resultant jerk, to assess the objective safety margins
maintained during the immediate post-transition interval.

• Perceptual–motor re-engagement measures, including gaze redistribution toward the
road scene, gaze–steering coordination, mirror-check behavior, and the temporal rela-
tionship between guiding fixations and steering actions, as indicators of progressive
re-coupling between perception and manual control.

• Situational awareness and cognitive readiness indicators, including SAGAT-like
probes where experimentally compatible, behavioral evidence of environmental mon-
itoring, and measures related to the driver’s understanding of the ongoing transi-
tion context.

• Direct and indirect user-experience measures, including subjective workload scales,
perceived transition smoothness, perceived appropriateness of interaction timing,
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physiological indicators of stress or cognitive activation (e.g., HRV and GSR), and over-
all acceptance of the transition-support process.

7.2. Dimension 2: Time-Constrained and Urgent Transitions

A critical test of any transition-support architecture is its behavior under time pres-
sure. The companion AI component, under TCAI governance, must not attempt elaborate
preparation sequences when a transition must occur in two seconds. The governance
architecture must enforce appropriate response-mode selection under urgency, including
the ability to suppress explanation when explanatory interaction would consume time or
working-memory capacity needed for immediate control resumption. Validation should
examine whether the system correctly escalates to its deterministic fallback protocol in
time-constrained conditions, whether the interaction intensity under urgency is appropri-
ate rather than counterproductive [88], and whether the boundary between anticipatory
support and directive execution is selected at the right moment.

7.3. Dimension 3: Degraded and Adversarial Conditions

This dimension tests the robustness of the degradation-aware reasoning described in
Section 6. Scenarios of interest include: camera-based DMS signal loss during a transition
event, conflicting estimates from gaze and physiological channels, stale HD-map data at
a previously unknown ODD boundary, and adversarial perturbation of environmental
sensing inputs. These conditions should not be treated as marginal edge cases but as a
distinctive validation dimension of the proposed architecture.

Validation metrics should address whether the system correctly activates conserva-
tive fallback behavior, whether it appropriately communicates uncertainty to the driver,
whether false-safe (unnecessarily conservative) behavior remains bounded, and whether
degraded conditions lead to safe adaptation of the assistance policy rather than silent over-
confidence. Cyber-range-style fault injection and perturbation campaigns are especially
relevant here because they allow systematic testing of watchdog logic, interface staleness
handling, and uncertainty-aware escalation under controlled conditions. Digital-twin-
based simulation, sim2real, and parallel-intelligence approaches for autonomous driving
provide a complementary methodological basis for testing transition-support policies under
controlled but realistic degraded conditions [89].

7.4. Dimension 4: Soft Vigilance and Stress Regulation

The motivating scenario in Section 4.1 suggests a distinct validation dimension:
whether graduated pre-transition interaction aimed at inducing soft vigilance reduces
driver stress at transition onset and improves takeover quality relative to unmediated
alerts. In this framework, soft vigilance is operationalized as a state of “relaxed but alert”
cognitive reorientation, acting as a functional bridge between deep disengagement (passive
fatigue) and full operational readiness.

Investigating these constructs will require the exploration of multimodal operational-
ization strategies capable of rendering both soft vigilance and transition-related stress
measurable under different driving and interaction conditions. One promising avenue
for operationalizing soft vigilance [12] involves the use of eye-tracking indicators such as
gaze entropy, fixation-duration patterns, and visual behavior over critical areas of interest
(AOIs), with the aim of detecting transitions from passive environmental exploration to
more active situational scanning and road-oriented monitoring activity. Stress may be
explored through physiological indicators associated with sympathetic activation and
cognitive load. Following Markelius et al. [35], relevant measures may include Baevsky’s
stress index (SI), heart-rate variability (HRV) parameters such as RMSSD and SDNN, gal-
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vanic skin response (GSR/EDA), and related autonomic indicators capable of capturing
transition-related arousal dynamics in real time.

The relationship between these physiological and behavioral indicators and the re-
sulting quality of takeover should be investigated explicitly considering the influence
of contextual factors such as road scenarios and the characteristics of the HMI design
itself, including interaction timing, communication modality, trust-calibration strategies,
and contextual explainability mechanisms.

Future work should also establish the boundary between beneficial soft-vigilance
induction and counterproductive over-involvement: a driver who is made too alert too early
may experience unnecessarily elevated arousal before the transition is actually required.
In the same vein, stress regulation should be evaluated not only as stress reduction but as
stress containment at an appropriate level for the upcoming transition.

7.5. Dimension 5: Trust Calibration Trajectory

Future research should investigate how driver trust and behavioral adaptation evolve
through repeated control transitions and across varied operational conditions. This lon-
gitudinal perspective is essential to determine whether interaction strategies support
appropriately calibrated reliance over time, specifically when compared to conventional
TOR-only architectures that lack explicit calibration mechanisms [33,38]. Within this frame-
work, trust must be treated not as a static post hoc score but as a dynamic multi-layered
process shaped by accumulated experience and system transparency [18,29]. Particular
attention should be devoted to exploring how drivers adjust their mental models after the
system communicates uncertainty, reduced capability, or the necessity for a fallback [90].
Researchers should examine the “anchoring effect” of initial interactions as early exposure
to (in)accurate system information can create persistent cognitive biases that influence
future takeover decisions and trust stability [57]. A well-calibrated interaction strategy
should facilitate an appropriate adjustment of driver expectations without inducing either
chronic over-reliance, which leads to complacency and reduced monitoring [91], or a com-
plete loss of confidence following system degradation events [30,57]. Future validation
should also test whether the Trust Dynamics Module distinguishes calibrated reliance,
over-trust, and under-trust trajectories and whether explanation-style adaptations improve
calibration without becoming persuasive or manipulative.

7.6. Dimension 6: Explainability Effectiveness

A critical validation dimension concerns whether contextualized transition-related
explanations improve driver understanding, situational reorientation, and takeover qual-
ity compared to generic notifications [8,34]. Explainability effectiveness should not be
evaluated solely through subjective satisfaction or perceived transparency; it must be
operationalized through measurable outcomes, including mental-model accuracy and
completeness, understanding of system limitations, and SA recovery [63,90]. Following
the situation awareness-based agent transparency (SAT) framework [62,63], we propose
evaluating how different levels of transparency, ranging from basic status updates (Level
1) to detailed underlying logic (Level 2) and future end-state projections (Level 3), influ-
ence the driver’s ability to re-engage with the driving task. However, assessments must
also account for the “transparency paradox”, where high-specificity explanations may
inadvertently increase driver anxiety if they reveal inconsequential perception errors [32].
Particular attention should be devoted to how the utility of explanatory content evolves
across transition phases. Although richer causal explanations can support trust calibration
and mental-model development during anticipatory stages, evidence suggests that “more
explicit is not always better” during urgent takeovers [23]. In high-complexity traffic
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scenarios, brief advisory messages are often more effective than detailed action guidance,
which may impose excessive cognitive workload or induce interference [23]. Future studies
should therefore use multimodal evaluation strategies integrating objective SA measures
with physiological stress indicators to investigate how explanation timing, level of detail,
and contextual framing influence transition performance under realistic temporal and
cognitive constraints [25,35]. Future validation should test whether the E0–E3 explanation-
depth policy selects appropriate detail across urgency, cognitive load, task complexity,
and mental-model mismatch.

7.7. Open Research Questions

The following are specific first-order open questions for the proposed research program:

• What is the minimum state-variable set and freshness threshold required for adequate
companion AI decision quality under TCAI governance across the identified transition
scenario classes?

• How should soft vigilance be operationally defined, measured, and thresholded for
use as an HDT state variable in real-time takeover-support decisions?

• What pre-transition interaction lead times, interaction styles, and contextual anchors
most effectively induce soft vigilance from a passive fatigue baseline without imposing
counterproductive cognitive load [12]?

• How should the three-phase communication strategy be timed and calibrated for
drivers with heterogeneous stress baselines and automation familiarity levels?

• What formal specification and verification methods are appropriate for the TCAI
layer’s action-space policies and watchdog logic?

• What are the minimal requirements for a deterministic fallback protocol to remain
acceptably safe across the scenario distribution?

• At what point does XAI-mediated trust in the anticipatory phase become counterpro-
ductive under very short time-to-ODD-exit conditions, and how should the system
detect and respond to that boundary [34]?

• How should driver veto, partial disabling, and conservative policy fallback be vali-
dated so that user control does not undermine safety-critical transition support?

8. Technical Development Roadmap
The validation agenda in Section 7 addresses empirical evaluation; this section presents

a conceptual roadmap rather than an implementation specification. It distinguishes train-
able state-estimation components, formally specified policy and phase-selection compo-
nents, the assumed LLM-based companion AI component, and deterministic watchdog
and fallback components that should remain non-learned.

8.1. Technical Building Blocks and Semantic Outputs

HDT-centered estimation may rely on multimodal evidence from gaze behavior, PER-
CLOS, blink rate, fixation duration, gaze dispersion, HRV/RMSSD, EDA/GSR, pupil
dilation, facial expression, SDLP, steering variability, and interaction history. These inputs
can support probabilistic or temporal estimators, including Bayesian models, DBNs, HMMs,
LSTM or temporal-transformer classifiers, and multimodal fusion approaches [69,92–94].
The intended outputs are semantic variables such as vigilance level, fatigue index, soft-
vigilance estimate, cognitive-load level, stress indicator, readiness estimate, trust profile,
and latent mental-model estimate, each accompanied by uncertainty where possible.

A candidate HDT fusion scheme can be formulated as temporal probabilistic evidence
fusion [69,75,76]. At each time step, a latent driver-state vector, including readiness, fa-
tigue, cognitive load, soft vigilance, stress/arousal, and trust-related state, is updated from
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multimodal observations weighted by predictive relevance and by confidence, freshness,
and provenance metadata exposed through the semantic state interface [92–94]. DBNs,
HMMs, Bayesian filters, or calibrated temporal neural estimators may be used to preserve
uncertainty; missing, stale, or conflicting observations increase state uncertainty and may
trigger conservative arbitration or degraded-mode policies. This fusion family is an illustra-
tive operationalization, not an exclusive modeling choice, but it fits the architecture because
the relevant driver states are latent, time-varying, partially observable, and affected by
heterogeneous sensing quality.

Vehicle and context digital twins would complement HDT estimates by representing
automation status, ODD-boundary proximity, sensor health, perception confidence, road
geometry, traffic, weather, and transition urgency. The semantic state interface should
expose these outputs with confidence, freshness, and provenance metadata so that the
TCAI layer reasons over bounded auditable state descriptions rather than unconstrained
sensor data.

Phase selection and admissible-action policy should be formally specified through
finite-state machines, decision tables, or symbolic policies rather than learned implicitly.
TCAI-mediated companion AI output should rely on constrained prompting, guarded
templates, verified knowledge resources, and output validation, while runtime governance
should rely on a deterministic watchdog that validates, blocks, or redirects proposed
outputs before HMI delivery. EEG/BCI signals may be investigated as optional future
supplementary inputs, but they are not required by the current architecture because of
stability, artifact, privacy, and acceptability concerns.

8.2. Driver Mental-Model Representation

The driver’s mental model is latent and only partially observable, so the companion
AI component should not claim direct access to it. Instead, the HDT should maintain a
probabilistic estimate of model calibration from observable proxies.

Candidate proxies include compliance or non-compliance with prompts and handover
requests, clarification requests, takeover quality and latency, response to contextualized explana-
tions, gaze patterns toward the system-status display, and longitudinal trust trajectory.

Together, these proxies form an observational record from which a latent mental-
model accuracy index can be estimated using a Bayesian longitudinal model or recurrent
latent-variable estimator. This estimate is uncertain and should reach the companion AI
component through the TCAI layer with an explicit confidence score. Subject to TCAI con-
straints, persistent miscalibration may justify more explicit corrective explanations during
anticipatory preparation, whereas good calibration may justify concise contextual updates.

8.3. Training, Calibration, and Formal Specification Strategy

Not all framework components require the same development strategy. Driver-state
estimators for fatigue, cognitive load, vigilance, stress, and readiness require training
or calibration from labeled simulator, naturalistic-driving, physiological, and behavioral
data, with attention to ground-truth quality, cross-session variation, and population dif-
ferences. Trust and mental-model estimators likewise require longitudinal calibration
from interaction logs, clarification requests, takeover behavior, explanation responses,
and trust-calibration probes because the constructs are latent and indirect.

By contrast, adaptive phase-selection policies should be formally specified rather
than learned. Their role is to select the active transition phase and admissible action set
under governance requirements, so finite-state machines, decision tables, symbolic policies,
policy-correctness audits, and scenario-coverage tests are more appropriate than opaque
learned policies.
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The companion AI component is assumed to be LLM-based, but this paper does not
train, benchmark, fine-tune, or compare such models. The contribution concerns the TCAI
layer that constrains and governs that component through bounded reasoning, policy
enforcement, constrained prompts, guarded templates, verified knowledge resources,
and output validation against the current semantic state interface snapshot. Watchdog and
fallback mechanisms should remain deterministic, non-learned, independently specified,
and separated from both the companion AI component and vehicle-control functions.

8.4. Staged Development Roadmap

A plausible development path would proceed in stages, each adding integration
complexity only after the relevant conceptual and governance requirements are explicit.
The sequence is indicative, not a claim of completed work.

1. S1: Component development. Develop candidate HDT state estimators for fatigue,
cognitive load, vigilance, readiness, trust, and mental-model calibration while sepa-
rately specifying phase-selection policy and watchdog logic.

2. S2: Integration and semantic state interface. Integrate HDT, VDT, and CDT outputs
through the semantic state interface, including confidence, freshness, provenance,
and degradation metadata for bounded downstream reasoning.

3. S3: TCAI-mediated companion AI integration. Place the assumed LLM-based
companion AI component behind TCAI guardrails, constrained prompting, verified
explanation resources, and deterministic watchdog validation; evaluate explanation
comprehension and trust calibration in simulator studies.

4. S4: Phase-sensitive HMI integration. Connect the TCAI layer to an adaptive HMI and
evaluate the three-phase interaction strategy across planned, anticipatory, and urgent
transition scenarios.

5. S5: Longitudinal and robustness validation. Examine trust-calibration trajectories,
soft-vigilance support, stress regulation, sensing degradation, and adversarial or
out-of-distribution inputs over repeated simulator sessions.

6. S6: Instrumented-vehicle study. If simulator evidence supports further development,
assess the framework in an instrumented vehicle under closed-track or regulated
public-road conditions to study ecological validity and generate safety-case inputs.

8.5. A Note on Over-Claiming

The roadmap describes what would be required to develop and validate a full imple-
mentation of the proposed digital-twin-mediated framework. This paper does not claim
that such an implementation exists, that the architecture has been empirically validated,
or that a new companion AI model has been designed, trained, benchmarked, or com-
pared. The roadmap shows technical coherence and a credible path to realization, not a
completed path.

9. Ethical and Interaction Design Considerations
The deployment of a conversational adaptive companion AI component governed

by a TCAI layer in safety-relevant driving transitions raises ethical challenges that are not
separable from architecture and interaction design. In the present vision, the central ethical
requirement is not to make the system appear helpful at all costs but to ensure that its
helpfulness remains bounded, non-deceptive, and compatible with calibrated trust.

9.1. Over-Reliance and Automation Complacency

A major ethical risk of the proposed TCAI-governed companion AI component is the
very risk it is intended to mitigate: over-reliance. A sufficiently capable and consistently
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helpful companion AI component may, over time, encourage drivers to become less self-
prepared for transitions precisely because they expect the system to manage their readiness.
This risk is not theoretical. Research on automation complacency shows that reliable
assistance can reduce vigilance and increase dependence [95,96]. The TCAI layer must
therefore govern the companion AI component not only to support transitions but also to
avoid deepening the driver’s structural disengagement from the driving context.

This creates a fundamental design tension. A companion AI component that is useful
enough to improve transition quality may also become convenient enough to erode the
driver’s own preparation if poorly designed. For this reason, the objective of the compan-
ion AI component under the TCAI layer should not be to maximize comfort or passive
dependence but to support readiness while preserving the driver’s role as the residual
human agent in the transition loop.

9.2. Trust Manipulation, Anthropomorphic Framing, and Negotiation

Conversational and natural-language interaction in a safety-relevant context raises the
risk of anthropomorphic projection: drivers may attribute human-like reliability, under-
standing, or judgment to a system that remains bounded, uncertain, and fallible. Research
on human–robot and human–vehicle interaction suggests that natural-language interfaces
can amplify this effect [97,98]. An interaction design that implicitly exploits anthropomor-
phic tendencies to increase compliance with transition prompts is therefore not merely
stylistically questionable; it can produce miscalibrated trust that may offset, or even out-
weigh, the intended safety benefits of the companion AI component.

A related risk is that users may attempt to negotiate with the system as if it were a
flexible conversational partner rather than a bounded transition support mechanism. Re-
search on passenger–vehicle LLM interaction has already documented cases in which users
attempt to persuade the system to violate policy constraints or simulate exceptional cir-
cumstances to obtain prohibited behaviors [99]. In the present setting, this risk is especially
salient during anticipatory phases, where the interaction is necessarily more contextualized
and verbal. The response, however, should not be to eliminate conversational support
entirely but to ensure that runtime governance, watchdog enforcement, and interaction
framing do not invite negotiation as a mode of control.

Accordingly, the companion AI component should, as required by the TCAI layer’s
interaction policies, consistently communicate its bounded and non-human status, avoid
language implying human-level situational awareness, and express system limitations
when relevant. This is particularly important for soft-vigilance support: personalized
prompts may be useful for passive fatigue management [12], but personalization must
not drift into pseudo-intimacy or rhetorical reassurance that inflates perceived system
competence beyond what is warranted.

9.3. False Reassurance and the Duty of Uncertainty Communication

Closely related is the problem of false reassurance. A companion AI component that
presents a situation as manageable when its own confidence is low risks impairing driver
decision-making. We therefore argue that the system has a design-level duty to commu-
nicate uncertainty honestly and to behave conservatively when confidence is insufficient.
When the HDT readiness estimate is unavailable or low-confidence, the appropriate re-
sponse is not to proceed as if the driver is ready; it is to communicate the limitation and
adjust the transition policy accordingly.

This principle creates a genuine design tension. Interactions should remain clear,
lightweight, and non-disruptive, yet they must not conceal the fact that the system is
operating under degraded knowledge. Research on uncertainty communication suggests
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that naive presentation of numerical confidence values is often counterproductive and
may itself increase cognitive load [84]. The challenge is therefore not simply to “show
uncertainty” but to do so in a way that preserves calibrated trust without undermining the
driver’s ability to act.

9.4. Privacy, Data, and Driver Profiling

The HDT accumulates longitudinal information about the driver’s physiological state,
trust history, and behavioral patterns. This creates a significant data-collection footprint
and raises clear privacy concerns. The minimum viable set of personal data required
for effective transition support should be used, retention periods should be explicitly
bounded, and drivers should retain meaningful control over profiling-related data. These
considerations reinforce the architectural preference for edge-first processing and privacy-
preserving inference introduced earlier. Driver-facing control over optional profiling and
personalization is discussed further below.

The regulatory implications are also non-trivial. The use of driver-related physio-
logical, behavioral, and profiling data for safety purposes must be assessed against the
applicable legal framework for high-risk AI systems and data protection in automotive
contexts. In particular, future deployment would need to account not only for requirements
related to data governance, transparency, and human oversight but also for post-market
monitoring obligations under the EU AI Act [87].

9.5. Interaction Design Must Not Conceal Limitations

The overarching ethical principle for the companion AI component’s interaction
design is that natural interaction must not conceal system limitations. Outputs should
not be framed as authoritative unhedged assessments when they are in fact based on
incomplete, uncertain, or degraded state information. The interaction design must therefore
communicate, with appropriate restraint, what the system knows, what it is uncertain about,
and what it cannot know. This is not merely an ethical nicety; it is a functional requirement
for maintaining calibrated trust across repeated driver–system interaction [53,54].

From this perspective, boundedness is not only an architectural property but also an
interaction-design obligation. A trustworthy companion AI is not one that sounds the most
confident or the most human-like but one that remains consistently aligned with its real
epistemic limits and policy constraints.

9.6. Driver Veto and Partial Disabling Mechanisms

A trustworthy interaction design should define what the driver may veto or disable
and what must remain active for safety. Because the companion AI component is advisory,
the driver should be able to partially disable non-essential functions, such as conversational
style, personalized phrasing, extended explanations, non-critical soft-vigilance prompts,
and optional profiling features not required for immediate safety. These controls should be
available through clear HMI controls, not negotiation with the companion AI component.

Partial disabling should be conditional: it should be allowed only when the vehicle is
not in imminent handover, high-urgency degradation, or active fallback and when semantic
state indicates reduced support does not create immediate transition risk. Disabling
personalization or extended explanation should trigger a conservative less personalized
policy: shorter validated prompts, guarded templates, reduced conversational flexibility,
and earlier fallback invocation under uncertainty.

Several functions remain non-disableable: mandatory TOR signaling, safety-critical
warnings, MRC execution, deterministic fallback, runtime watchdog validation, advi-
sory/control boundary enforcement, and minimum state monitoring required to decide
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whether a companion AI output can be safely delivered. These are part of the safety and
governance envelope, not discretionary conversational assistance.

Driver veto events should themselves be logged as part of the interaction history,
subject to the data-minimization and retention constraints described above. This helps the
HDT and Trust Dynamics Module to distinguish rejection of a specific interaction style from
general non-compliance, overload, or under-trust. A veto should not license negotiation,
persuasion, or repeated requests for disabled functions; the system should acknowledge
the preference, apply the conservative policy, and re-enable richer assistance only through
explicit driver action or predefined safety-relevant conditions.

9.7. Scope and Limitations

The present work is a conceptual architecture and technical development roadmap,
not an implementation or validation study. The proposed digital-twin-mediated framework
should be read as a structured research hypothesis with a coherent but unvalidated technical
proposal. No prototype, empirical evaluation, or component-level benchmark is reported
here; this scope boundary is intended to support the experimental program needed to
validate the framework.

The literature discussion is selective and purpose-driven rather than systematic. It
motivates the integration gap and proposed architectural response and situates the con-
tribution relative to HASs, classical cognitive assistance, and emerging LLM-in-vehicle
research. Readers seeking systematic coverage should consult dedicated reviews [2,25,28].

Several elements remain open research problems before implementation: real-time
measurement of soft vigilance as an HDT variable; calibration of driver mental-model
estimates from interaction logs; explanation timing and depth under varying urgency and
cognitive load; formal specification of runtime-governance policies; and sim-to-real transfer
of driver-state estimators.

Section 8 identifies these problems and proposes a staged development program. EEG
and BCI signals are included for conceptual completeness but are treated as possible future
signals rather than required components of the current architecture.

Finally, the proposed architecture assumes that appropriate in-cabin sensing (camera-
based gaze tracking and, where available, physiological sensing) is present. The perfor-
mance of the HDT, and therefore of the companion AI component’s reasoning, depends
on the quality and availability of these inputs. Sensing unavailability is handled through
the degradation-aware reasoning mechanisms described in Section 6, but a companion
AI component operating with severely degraded sensing will necessarily provide less
personalized and less precisely calibrated assistance. This dependency should be made
explicit in any future safety case or deployment specification.

10. Conclusions
Takeover support in automated driving remains a demanding human–automation

interaction problem, but conversational, generative, or agentic-style AI assistants change
its architectural character. The issue is no longer only how early or loudly to issue a
takeover request (TOR) but how to support the driver through bounded state-grounded
phase-sensitive interaction while preserving a hard separation between advisory assistance
and safety-critical vehicle control.

This paper has proposed a digital-twin-mediated framework for that problem. Founda-
tional work on human assistance systems [67], cognitive assistance [68], and driver-fatigue
recognition using dynamic Bayesian networks [69] already established the basis for adap-
tive state-aware human support. The present contribution is architectural: it asks how an
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assumed LLM-based companion AI component can support takeover interaction without
becoming ungrounded, unbounded, or safety-critical.

The framework grounds advisory interaction in human, vehicle, and context/road
digital twins, mediated through a semantic state interface carrying confidence, freshness,
and provenance metadata. The TCAI layer is the architectural trust layer that grounds,
constrains, supervises, and governs the companion AI component; it is not a newly trained
model and not the whole system. The companion AI component may select prompts,
explanations, and HMI actions, but it does not actuate the vehicle, has no write-access to
vehicle-control parameters, and remains separated from the vehicle-control and minimum
risk condition stack.

The proposed hybrid technical realization concerns the digital-twin-mediated frame-
work and TCAI layer, not alternative architectures for the assumed LLM-based companion
AI component. Probabilistic temporal models estimate driver state; symbolic or rule-based
policies perform phase selection and admissible-action control; TCAI-mediated controlled
generation supports explanations; and a deterministic watchdog validates outputs and
triggers fallback. This keeps phase selection, policy enforcement, watchdog supervision,
fallback, and driver mental-model estimation outside open-ended generative components.

Three interaction ideas remain central: soft vigilance as an intermediate state be-
tween passive disengagement and readiness; XAI-mediated trust calibration to align the
driver’s inferred mental model with system condition; and phase-sensitive communication
that moves from low-intrusion contextual support to anticipatory explanation to brief
directive guidance as urgency increases.

Although motivated primarily by SAE Level 3 automation, the framework may also
inform degraded or fallback-related Level 4 scenarios where human and automated agency
must be managed under uncertainty. The roadmap identifies development and validation
directions for driver-state estimation, mental-model inference, explanation generation,
phase-sensitive HMI integration, runtime governance, and trust-calibration evaluation.
The value of the framework is not to replace vehicle control but to make takeover support
more cognitively appropriate, contextually intelligible, and architecturally bounded as
in-vehicle interaction evolves toward general-purpose AI assistance.
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