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Abstract

Maritime communication systems are among the most important infrastructure of global
maritime safety and security. They consist of very high frequency (VHF) radio, the Global
Maritime Distress and Safety System (GMDSS), contemporary satellite nets, Automatic Iden-
tification System (AIS) networks, and the emerging VHF Data Exchange System (VDES).
These systems are essential for distress signaling, navigational coordination, and vessel
traffic management. As maritime operations are experiencing accelerated digitalisation, the
safety and security dimensions of maritime communication systems have attracted substan-
tial and growing scientific attention. This study presents a comprehensive literature review
and bibliometric analysis of the safety and security of maritime communication systems.
Guided by the PRISMA 2020 guidelines and Systematic Literature Review (SLR) method-
ology, a structured search was conducted across three major scientific databases: Scopus,
Web of Science (WoS), and IEEE Xplore. Starting from a raw pool of 6648 records retrieved
between 2000 and 2026, the dataset was reduced through successive filtering to a final body
of 68 high-relevance publications. Bibliometric analysis reveals a significant upward publi-
cation trend from 2015 onwards, with a marked acceleration after 2019. Thematic analysis
identifies seven principal research clusters: GMDSS modernisation, AIS safety and security,
VDES and VHF next-generation systems, maritime cybersecurity, satellite communications,
risk assessment frameworks, and emerging technologies, including artificial intelligence
and autonomous vessel communications. The review identifies significant research gaps,
including the absence of integrated cross-system risk frameworks, insufficient attention
to human factors in cybersecurity, limited studies addressing emerging regulatory, legal
governance components and a brief analysis of the maritime communications market. This
study provides a structured foundation for future research and policy development in
maritime communication security.

Keywords: maritime communication systems; GMDSS; AIS; VDES; maritime safety and
security; PRISMA; literature review; bibliometric analysis

1. Introduction
Maritime communication systems represent one of the most critical and complex

technological infrastructures that support global maritime operations. Their primary
function is to ensure reliable exchange of information between vessels, between vessels
and shore-based authorities, and between vessels and satellite infrastructure. This includes
a variety of operational scenarios: from routine navigational coordination and vessel
traffic management to emergency distress alerting, search and rescue (SAR) coordination,
and port state control (PSC) reporting. The importance of these systems is given at the
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highest international level through the International Convention for the Safety of Life
at Sea (SOLAS), which mandates specific communication equipment and operational
requirements for all vessels engaged in international voyages [1].

The technological architecture of maritime communication systems has evolved sub-
stantially over the past four decades. The Global Maritime Distress and Safety System
(GMDSS), introduced in 1999 as a replacement for the Morse code-based distress system,
established the modern regulatory and technical baseline for maritime communications.
GMDSS integrates multiple radio frequency bands, including medium frequency (MF), high
frequency (HF), and VHF radio. Satellite communication services provided by Inmarsat
and the COSPAS-SARSAT system create a layered architecture for global distress cover-
age [2,3]. Automatic Identification System (AIS) emerged in the early 2000s as a mandatory
safety tool for vessel identification and traffic monitoring, operating on dedicated VHF
channels. More recently, the VHF Data Exchange System (VDES) has been standardised as
a next-generation maritime communication platform. It is offering substantially greater
data throughput than AIS while maintaining backward compatibility with existing VHF
maritime infrastructure [4,5].

Despite this, maritime communication systems face increasingly complex safety and
security challenges. From a safety perspective, the reliability, coverage, and resilience
of communication infrastructure directly determine outcomes in maritime emergencies.
Equipment failures, propagation anomalies, and inadequate operator competence have
been implicated in maritime accidents where distress signals were not transmitted or re-
ceived in time [6,7]. From a security perspective, the digitalisation of maritime operations
has introduced a broad attack surface susceptible to cyber threats, including GPS spoofing,
AIS data falsification, jamming of radio communications, and network intrusion targeting
onboard communication and navigation systems [8,9]. The convergence of operational
technology (OT) and information technology (IT) aboard modern vessels has fundamen-
tally altered the threats, causing the redesign of security frameworks that were originally
designed for isolated, analogue systems.

Academic interest in the safety and security of maritime communication systems
has grown substantially in recent years, reflecting both the operational significance of
these threats and the increasing digitalisation of the maritime sector. However, the
literature remains fragmented across several distinct subdomains, including GMDSS
research, AIS security studies, cybersecurity frameworks, VDES technical development,
and satellite communication architectures, with limited cross-domain synthesis. To date,
no comprehensive systematic literature review has been published that integrates these
exact terms under a unified bibliometric and thematic framework. This study addresses
that gap by conducting a structured, PRISMA 2020-guided review and bibliometric
analysis of research on the safety and security of maritime communication systems
published between 2000 and 2026 [10].

The research objectives of this study are multiple: (i) to systematically identify, screen,
and synthesise the scientific literature on the safety and security of maritime commu-
nication systems using SLR methodology; (ii) to conduct a comprehensive bibliometric
analysis mapping publication trends, geographic distributions, authorship patterns, source
distributions, and keyword structures within this research domain; and (iii) to develop a
structured thematic synthesis of the identified literature, identifying the principal research
clusters, methodological approaches, and research gaps that should guide future scholarly
and policy efforts.

This paper is organised into five sections. Section 1 introduces the study context, moti-
vation, and research objectives, and includes a subsection on the history and conceptual
development of maritime communication systems and their safety and security compo-
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nents. Section 2 details the methodological framework, including the PRISMA search and
screening procedure, database selection, inclusion and exclusion criteria, and bibliometric
methodology. Section 3 presents the core results, consisting of both the bibliometric analysis
with all supporting figures and a structured thematic literature review organised by the
seven identified research clusters. Section 4 presents a discussion of the principal findings,
identifies research gaps, and outlines directions for future research. This section also gives
a brief insight into the maritime communications market. Section 5 is a conclusion where
the final words and concluding remarks are given.

1.1. Historical Development of Maritime Communication Systems

Before the introduction of radio communications, maritime distress relied entirely on
visual and acoustic signaling: flags, flares, bells, and whistles. The introduction of wireless
telegraphy at the turn of the twentieth century, largely attributed to Guglielmo Marconi,
transformed maritime safety by enabling long-range communication between vessels and
shore stations. The sinking of the RMS Titanic in 1912 brought international regulations,
which led to the first International Convention for the Safety of Life at Sea in 1914, thus
establishing mandatory wireless equipment requirements for certain vessel classes.

The following decades brought the systematic development of internationally coordi-
nated maritime radio communication frameworks. The International Telecommunication
Union (ITU) established dedicated maritime frequency allocations, and SOLAS revisions
progressively expanded and standardised communication equipment requirements. The
Morse code-based distress system, focused on the internationally recognised SOS signal
on 500 kHz, remained the primary maritime distress mechanism for most of the twentieth
century. However, this system had significant limitations: it required continuous manual
watchkeeping on dedicated frequencies and depended on trained radio officers whose
presence aboard commercial vessels was declining from the 1980s onwards [11].

The GMDSS represented the most fundamental transformation in maritime communi-
cation architecture since the introduction of radio itself. Developed under the guidance
of the International Maritime Organization (IMO) and the ITU, the GMDSS was based on
the principle of automated distress alerting, replacing manual watch-keeping with digital
selective calling (DSC) on VHF Channel 70, MF 2187.5 kHz, and HF frequencies, supported
by satellite alerting through Inmarsat and COSPAS-SARSAT [1,6]. Full implementation
of the GMDSS was completed globally in 1999, and ongoing modernisation efforts have
integrated emerging communication technologies, including broadband satellite services
and VDES, into the GMDSS framework [2,3,7].

The parallel development of AIS from the 1990s onwards added a new dimension
to maritime communication infrastructure. Originally conceived as a collision-avoidance
and vessel-monitoring tool, AIS rapidly became embedded in port state control, maritime
domain awareness, and environmental monitoring applications [12,13]. The AIS operates
on VHF maritime mobile band channels 87B and 88B, broadcasting vessel identification,
position, course, speed, and voyage data to all receivers within range. Its open, unauthenti-
cated broadcast architecture subsequently emerged as a significant security vulnerability
susceptible to spoofing, data injection, and signal jamming [14–16].

1.2. Safety and Security Domains of Maritime Communication Systems

The safety and security of maritime communication systems must be understood
as distinct but deeply interrelated analytical domains. Safety, in this context, refers to
the reliability, availability, and operability of communication systems in fulfilling their
designated functions, particularly under environmental or operational conditions. Security,
by contrast, refers to the protection of communication systems and their associated data
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from deliberate interference, unauthorised access, and malicious manipulation. While
traditional maritime safety research has addressed communication system failures primarily
as technical or human factor problems, the growing cybersecurity threat landscape requires
an integrated perspective that treats intentional threats as a significant component of overall
system risk [8,9,17,18].

The safety dimensions of maritime communication systems consist of several critical
aspects. Equipment reliability and environmental robustness are main, as communication
systems must operate effectively across extreme conditions of temperature, humidity,
vibration, and electromagnetic interference characteristic of the maritime environment.
Operator competence represents another critical safety dimension, as the correct use of
GMDSS equipment, including DSC controllers, satellite terminals, and AIS transponders,
requires specific training and certification under the Standards of Training, Certification
and Watchkeeping for Seafarers (STCW) Convention [2,4]. Coverage gaps in both terrestrial
VHF and satellite communication services present additional safety risks, particularly in
high-latitude polar regions where the geostationary satellite signal is limited [3].

The security dimensions of maritime communication systems have expanded dramati-
cally with digitalisation. Cyberattacks targeting maritime communication infrastructure
range from jamming and spoofing of AIS and GPS signals to intrusion campaigns target-
ing shipboard networks, Electronic Chart Display and Information Systems (ECDIS), and
satellite communication terminals [17–20]. The IMO Maritime Cyber Risk Management
resolution (MSC-FAL.1/Circ.3) and the associated BIMCO guidelines have established the
international regulatory baseline for maritime cybersecurity, but implementation across the
global fleet remains challenging [14,21,22].

2. Materials and Methods
This study uses a hybrid methodological framework combining the Preferred Re-

porting Items for Systematic Reviews and Meta-Analyses (PRISMA 2020) guidelines with
Systematic Literature Review (SLR) methodology. This combined approach was selected
on the basis of its mainstream adoption in maritime research and its capacity to ensure
transparency, reproducibility, and rigour in the literature identification and screening
process [23,24]. The PRISMA framework provides the procedural structure for literature
identification and screening, while the SLR methodology informs the analytical framework
for thematic synthesis and bibliometric evaluation. The frequent application of PRISMA
and SLR methodologies in recent maritime science literature further validates this choice, as
evidenced by a growing body of maritime systematic reviews addressing topics including
port-related emissions [25], Port State Control inspection analysis [26], battery-powered
ro-pax ferries [27], maritime signaling communication technologies [28], ship maneuvering
in constrained waters [29], seafarer education and autonomous shipping [30], naviga-
tional safety hazards from offshore wind farms [31], maritime route optimisation [32], and
maritime traffic complexity [33].

2.1. Literature Search Methodology

The literature search was conducted across three major scientific databases: Scopus,
Web of Science (WoS), and IEEE Xplore. These databases were selected on the basis of their
comprehensive coverage of the engineering, technology, and maritime science literature
relevant to the subject domain. The primary search keyword employed was “maritime com-
munication systems,” applied to the title, abstract, and keyword fields of all three databases.
This deliberately broad search strategy was adopted to maximise output and minimise
the risk of excluding relevant literature that may not employ safety or security terminol-
ogy in primary metadata fields. The scope of the search was defined as January 2000 to
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April 2026, the period following the full implementation of the GMDSS (1999) and covering
the emergence of AIS, VDES, and maritime cybersecurity as research domains. The database
search returned a total of 6648 records: Scopus (n = 4648), WoS (n = 1000), and IEEE Xplore
(n = 1000). The search was conducted in April 2026, with all three databases queried using
identical search parameters.

To support full reproducibility, the database-specific query strings are reported here. Sco-
pus: TITLE-ABS-KEY (maritime AND communication AND systems), with the publication-
year limit 2000–2026. Web of Science Core Collection: TS = (maritime AND communication
AND systems), where the Topic (TS) field searches title, abstract, author keywords, and
Keywords Plus, with timespan 2000–2026. IEEE Xplore: (“All Metadata”: maritime commu-
nication systems), with publication year restricted to 2000–2026. The same broad three-term
anchor was applied consistently across the three databases, and each query was executed once
on 14 April 2026. The raw exports underlying these counts are provided as Supplementary
Material File S1.

The choice to anchor identification on the three generic terms maritime, communica-
tion, and systems, rather than on an exhaustive disjunction of technology-specific terms
(for example, AIS, GNSS, SATCOM, VDES, or cybersecurity), reflects a deliberate trade-off
between recall and precision. Because the three terms were combined with the Boolean
operator AND across the title, abstract, and keyword fields, rather than matched as an exact
phrase, a record qualified whenever the three concepts co-occurred anywhere in its indexed
metadata; this retained a broad and heterogeneous identification pool (6648 records) rather
than a narrowly phrase-matched one. Coverage of the specific technological subdomains
was then secured downstream at the relevance-filtering stage (Stage 3), where an expansive
synonym set encompassing AIS, VDES, satellite, VHF, radio, wireless, network, jamming,
spoofing, and related terms was applied; these subdomains are consequently well repre-
sented in the final corpus, each forming a distinct thematic cluster in the results (Section 3.2).
A single, very broad disjunctive identification query was avoided because it would have
inflated the raw pool with large volumes of off-topic engineering literature while still
relying on the same downstream filter for precision. The residual recall limitation of this
anchored strategy is acknowledged explicitly in Section 4.

The retrieved records were processed through a structured four-stage screening proce-
dure guided by the PRISMA 2020 guidelines presented in Figure 1. In the first stage, all
records were subjected to a year filter, removing 571 records published before 2000, yielding
6077 records. In the second stage, duplicate removal was performed using a two-pass
deduplication procedure: first by normalised DOI matching (removing 1222 duplicates),
then by normalised title matching (removing a further 217 duplicates), yielding 4638 unique
records. In the third stage, relevance filtering was applied to identify records pertaining to
the safety and/or security of maritime communication systems. This was operationalised
through a rule-based text matching algorithm applied to titles, abstracts, and keyword
fields, requiring the co-presence of terms from three semantic categories: (a) safety/security
terms (including safety, security, cybersecurity, risk assessment, vulnerability, jamming,
spoofing, authentication, encryption, distress, GMDSS, and related terms); (b) communica-
tion terms (including communication, VHF, AIS, VDES, satellite, radio, wireless, network,
broadband, and related terms); and (c) maritime terms (including maritime, marine, vessel,
ship, shipping, nautical, offshore, port, and related terms).

This procedure reduced the dataset to 2035 relevant records (2603 records were ex-
cluded as not relevant). In the fourth stage, a relevance scoring algorithm was applied to the
2035 records to identify the highest-quality, most relevant publications for final inclusion.
The scoring algorithm assigned each record a weighted sum of four components: (i) the
count of high-value domain-specific terms, weighted ×2 for occurrences in the title and
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×1 for occurrences in the abstract and keyword fields; (ii) citation counts, transformed as
log(1 + citations) and min–max normalised, weighted ×3; (iii) publication recency, taken as
the min–max normalised publication year, weighted ×2; and (iv) a document-type bonus
of +1.5 for review and survey articles. Records with missing citation counts were treated
as zero, and missing abstracts or keywords were handled as empty strings. The complete
high-value term dictionary, component weights, normalisation, and the resulting per-record
scores are provided, together with the full Python pipeline and the scored dataset, as Sup-
plementary Material File S1. The highest-ranked candidates were then screened by two
reviewers working as a team, balanced for thematic coverage across the seven identified
research clusters, and subjected to a final quality appraisal by the supervising co-author,
yielding a final body of 68 publications.

Figure 1. PRISMA 2020 flow diagram illustrating the literature retrieval and screening process.
Screening comprises automated metadata processing (year filter, two-pass deduplication, and the rule-
based relevance filter) that yields the 2035 relevant records, followed by scoring-based prioritisation
and a final expert eligibility and thematic-curation step that yields the 68 included papers.
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Table 1 below gives insights into the inclusion and exclusion criteria of the searched
literature during the eligibility step, according to the PRISMA 2020 guidelines.

Table 1. Inclusion and exclusion criteria applied during the eligibility assessment stage.

Criterion Inclusion Exclusion

Time period 2000–2026 Pre-2000 publications

Language English language only Non-English publications

Subject domain
Safety and/or security

of maritime
communication systems

Maritime research unrelated
to communications;

communication research
unrelated to maritime operations

Document type
Journal articles, conference

papers, review articles, books,
book chapters, theses

Editorials, errata, retracted
papers, brief correspondence

Database source Scopus, WoS, IEEE Xplore Non-indexed sources,
grey literature

Accessibility Full-text available or sufficient
abstract information

Records with no abstract
and no accessible full text

2.2. Bibliometric Analysis Methodology

Bibliometric analysis was conducted on the full relevant pool of 2035 records as well
as on the final 68 selected papers, depending on the indicator. Annual publication trend
analysis and source distribution analysis were performed on the full relevant pool to pro-
vide an accurate representation of research activity in the domain. Document type analysis,
geographic distribution, keyword analysis, citation analysis, and authorship pattern anal-
ysis were performed on the final 68 selected papers to characterise the highest-relevance
subset in detail. All data processing and visualisation were performed using Python 3 with
the Pandas (version 3.0.2), Numpy (version 2.4.0), and Matplotlib (version 3.10.8) libraries.
The Matplotlib library is a widely used Python library for data visualization and is among
the most popular in scientific research. No commercial bibliometric software was used.

3. Results
3.1. Bibliometric Analysis

The annual publication trend for the full relevant pool of 2035 records from 2000 to
2026 is illustrated in Figure 2. The data reveal a clear and sustained growth trajectory
in research on the safety and security of maritime communication systems over the past
two and a half decades. Publication volumes remained comparatively modest between
2000 and 2012, broadly in the range of a few dozen records per year. A notable change is seen
around 2015, with growing industry and regulatory awareness of maritime cybersecurity
risks following cyber incidents in transportation sectors and the publication of BIMCO
cybersecurity guidelines in 2016. Publications increased from 55 records in 2015 to 84 in
2019, and accelerated further during the 2020–2025 period, with the annual number reaching
176 records in 2023, 235 in 2024, and 418 in 2025. This dramatic recent growth reflects the
convergence of several developments: the IMO MSC-FAL.1/Circ.3 resolution on cyber risk
management (2017), the accelerated digitalisation of vessels. Advances of VDES research
following IMO standardisation, and heightened awareness of AIS security vulnerabilities,
also contribute to this. The data for 2026 are partial, representing only the first four months
of the year.
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Figure 2. Annual publication trend in the safety and security of maritime communication systems
(2000–2026), relevant pool (n = 2035). The dashed line represents a second-order polynomial trend.
* 2026 data are partial (January–April only).

The document type distribution of the 68 final selected papers is presented in Figure 3.
Journal articles constitute the largest category, accounting for 57.4% (n = 39) of the corpus,
reflecting the maturity of several sub-domains within the field. Conference papers rep-
resent 26.5% (n = 18), consistent with the active role of IEEE-sponsored conferences and
maritime safety symposia in disseminating early-stage research. Review articles account
for 13.2% (n = 9), reflecting growing scholarly interest in synthesising the rapidly expand-
ing literature, particularly in maritime cybersecurity. Books and book chapters together
constitute 2.9% (n = 2) of the corpus, primarily comprising technical handbooks on marine
radio communication [10]. The relatively high proportion of review articles is noteworthy
and suggests an emerging consensus that the field requires integrative scholarly synthesis,
further supporting the motivation for the present study.

Figure 3. Document type distribution of the final selected papers (n = 68).
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The distribution of publications across sources within the full relevant pool (n = 2035)
is illustrated in Figure 4. All source names were first normalised to merge capitalisation and
labelling variants of the same venue (for example, differing capitalisations and abbreviated
index forms) prior to counting. After this consolidation, the Journal of Marine Science
and Engineering (JMSE), published by MDPI, is the leading maritime-specific source with
45 publications, highlighting its role as a principal venue for interdisciplinary maritime
research. The Proceedings of SPIE follow with 36 publications, capturing optical and sensor
communications research with maritime applications. TransNav, the International Journal
on Marine Navigation and Safety of Sea Transportation, contributes 29 publications, and
IEEE Access 28, reflecting the strong engineering and information-security orientation
of the field. IEEE Transactions on Intelligent Transportation Systems (26 publications),
Ocean Engineering (Elsevier, 25), and the IEEE Internet of Things Journal (25) round out
the leading sources, together reflecting the dual engineering and safety-science character of
the field.

Figure 4. Top 15 publication sources in the relevant pool (n = 2035), after normalisation of source-
name variants.

The geographic distribution of research output based on author affiliations in the
final 68 selected papers is shown in Figure 5. The United Kingdom leads with 7 papers,
driven by contributions from institutions active in VDES authentication, AIS security, and
maritime cyber risk assessment, including work associated with the General Lighthouse
Authorities and academic partners. China follows with 6 papers, with contributions
spanning VDES physical layer research, BeiDou satellite communications, and maritime
communication resource management. Germany contributes 4 papers, primarily through
DLR (German Aerospace Center) research on VDES and GMDSS signal analysis. Spain,
South Korea, Norway, Turkey, and Poland each contribute between 2 and 3 papers. The
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geographic distribution reflects the concentration of maritime communication research in
established maritime nations and countries with significant maritime technology industries.
The relatively limited representation of developing maritime nations suggests a research
capacity gap that warrants attention from international maritime organisations.

Figure 5. Geographic distribution of publications by author country affiliation (final 68 papers).

The top 20 author keywords from the final 68 selected papers are presented in Figure 6.
VDES emerges as the most frequent keyword with 14 occurrences, reflecting the substantial
proportion of the corpus dedicated to the development, evaluation, and security of this
next-generation maritime communication standard. Cybersecurity (n = 8) and maritime
cybersecurity (n = 6) together constitute the second most prominent keyword cluster, con-
firming the centrality of security concerns in the most relevant recent literature. GMDSS
(n = 5) and maritime communication (n = 5) reflect foundational thematic anchors. AIS
(n = 3) and e-navigation (n = 3) highlight the operational and digital transformation di-
mensions of the field. Notably, emerging technological keywords, including quantum
cryptography (n = 2), machine learning (n = 2), and R-Mode (n = 2) signal the frontier
directions in maritime communication security research.

Figure 7 presents the database provenance of records at both the relevant-pool stage
(n = 2035) and the final-selection stage (n = 68). Because the three databases overlap
substantially, the figure reports the number of records indexed in each database, where a
record indexed in more than one database is counted in each; the bars therefore sum to
more than the stage totals. In the relevant pool, 1460 records are indexed in Scopus, 410 in
WoS, and 304 in IEEE Xplore, reflecting the broader indexing scope of Scopus relative to
WoS and the specialised engineering focus of IEEE Xplore. Among the final corpus, 62 of
the 68 papers are indexed in Scopus, 36 in WoS, and 5 in IEEE Xplore. The strong Scopus
presence at both stages is consistent with Scopus contributing the largest share of raw
records (4648 of 6648), while the substantial WoS presence in the final corpus reflects the
citation-impact component of the scoring procedure, as WoS-indexed papers in this domain
tend to carry higher citation counts.
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Figure 6. Top 20 author keywords in the final selected papers (n = 68). Keyword labels were
normalised before counting to merge case and abbreviation variants (for example, “cyber secu-
rity”/“cybersecurity” and “VHF Data Exchange System”/“VDES”); the same normalisation underlies
the keyword co-occurrence analysis in Supplementary Material File S1.

Figure 7. Database provenance of records at the relevant-pool (n = 2035) and final-corpus (n = 68)
stages, shown as the number of records indexed in each database. Because the databases overlap, a
record indexed in more than one database is counted in each, so bars sum to more than the stage totals.
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The thematic structure of the final 68 papers, organised into seven research clusters,
is illustrated in Figure 8. The VDES/VHF/NAVDAT cluster is the largest, comprising
26.6% (n = 18) of the corpus, reflecting the prominence of next-generation communication
system development in the current research landscape. Maritime cybersecurity constitutes
23.5% (n = 16), confirming it as the fastest-growing research cluster in the domain. Risk
assessment, surveys, and comprehensive overviews account for 13.2% (n = 9), as does
the GMDSS cluster (n = 9, 13.2%). AIS safety and security represents 11.8% (n = 8), while
emerging topics (n = 6, 8.8%) and satellite communications (n = 2, 2.9%) complete the
thematic picture.

Figure 8. Thematic cluster distribution of the final selected papers (n = 68).

The citation distribution of the top 15 most cited papers in the final corpus is presented
in Figure 9. The most highly cited paper is the comprehensive survey by Alqurashi et al. [34]
on enabling technologies, opportunities, and challenges in maritime communications
(n = 227 citations), published in the IEEE Internet of Things Journal in 2023, reflecting the
broad disciplinary interest in this synthesis work. The AIS review by Robards et al. [12]
(n = 169) and the foundational space-based AIS study by Eriksen et al. [13] (n = 118)
represent the most cited AIS-related contributions. The VDES survey by Lázaro et al. [35]
(n = 70) is the most cited VDES paper, while maritime cyber risk assessment studies by
Svilicic et al. [20] (n = 63) and Androjna et al. [36] (n = 61) lead the cybersecurity cluster. The
citation analysis confirms that the most influential contributions in the domain are survey
and review articles, foundational AIS studies, and early maritime cybersecurity frameworks,
consistent with the relatively recent emergence of VDES and advanced cybersecurity as
active research frontiers.

The distribution of the number of authors per paper in the final 68 selected papers is
shown in Figure 10. The mean number of authors per paper is 3.6, with a standard deviation
of 1.79. Single-author papers account for approximately 10% of the corpus, while papers
with two to four authors represent the dominant collaboration mode, collectively account-
ing for approximately 60% of publications. Papers with five or more authors constitute
approximately 30% of the corpus, reflecting the multi-disciplinary character of research at
the intersection of communication engineering, cybersecurity, and maritime operations. The
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collaboration pattern is consistent with the broader trend in applied engineering research,
where small, focused teams are the dominant publication unit but large interdisciplinary
collaborations are increasingly common in cyber-physical systems research.

Figure 9. Top 15 most cited papers in the final selected corpus (n = 68). Citation counts are the
per-database “cited by” values recorded in the database exports (Scopus, Web of Science, and IEEE
Xplore), extracted on 14 April 2026.

Figure 10. Author collaboration pattern—number of authors per paper (n = 68).
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3.2. Thematic Literature Review

The following subsections present a structured thematic synthesis of the 68 selected
papers. Selected papers are organized according to the seven research clusters identified
in the bibliometric analysis. For each cluster, the principal findings, methodological ap-
proaches, and key contributions of the reviewed literature are synthesised and evaluated.
Throughout this synthesis, “safety” refers to the protection of communication functions
against accidental failure, interference, and operational hazards (for example, distress
alerting, signal integrity, and coverage), whereas “security” refers to protection against
deliberate adversarial action (for example, jamming, spoofing, intrusion, and data manip-
ulation). Many of the reviewed works address both dimensions; in such cases the paper
is assigned to the cluster reflecting its primary contribution, and its secondary safety or
security aspects are noted in the narrative.

3.2.1. GMDSS: Modernisation, Equipment, and Training

The GMDSS cluster includes nine publications addressing the technical, operational,
and regulatory dimensions of the GMDSS. Modernising GMDSS has been a key focus
of this research, as the system was designed in the late 1980s. It needs major updates to
meet modern maritime needs. Ilcev [1,3,7] has produced a series of technically detailed
analyses that examine the current GMDSS architecture, its functional limitations, and
proposals for incorporating modern broadband satellite services, including Low Earth Orbit
(LEO) satellite constellations such as Iridium, Globalstar, and OneWeb, into the GMDSS
framework. These studies argue that the current GMDSS satellite component, dominated
by Inmarsat Medium Earth Orbit (MEO) services, offers insufficient polar coverage and
bandwidth for modern maritime operational requirements, and that regulatory reform of
the ITU Radio Regulations is necessary to accommodate new service providers [3].

The equipment and operational dimensions of GMDSS have been examined by
Valcic et al. [4,6,37], whose studies address both the technical performance of GMDSS
equipment under realistic operational conditions and the evolving regulatory framework
governing GMDSS modernisation within the IMO. The study by Valcic et al. [4] presents
a survey-based analysis of GMDSS equipment usage patterns and seafarer experience,
finding significant variation in equipment familiarity and operational competence across
vessel types and flag states, with particular deficiencies identified in the use of MF/HF
DSC equipment and Inmarsat satellite terminals. The interface between GMDSS and
emerging e-navigation concepts is addressed by Koshevyy and Shishkin [8], who pro-
pose enhanced VHF and MF/HF DSC interfaces within the e-navigation framework,
emphasising the need for seamless integration of digital communication and navigation
data streams aboard ship.

Two key studies examine GMDSS training and compliance. Rey-Charlo et al. [2] analyse
Paris Memorandum of Understanding (MoU) inspection data and find GMDSS faults are com-
mon and mainly due to poor training rather than technical issues. This study is complemented
by Rey-Charlo et al. [9], which examines detained vessels under Paris MoU specifically for
GMDSS non-compliance, providing a quantitative evidence base for the operational safety
implications of inadequate GMDSS implementation. The environmental and physical per-
formance of GMDSS distress signal reception is examined by Uljasz [5], who analyses the
influence of environmental noise power on the probability of successfully receiving GMDSS
alarm signal. This research provides a quantitative assessment of the coverage reliability
implications of ambient electromagnetic noise in maritime environments.
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3.2.2. AIS Safety and Security

The AIS safety and security cluster contains eight publications addressing the oper-
ational capabilities, security vulnerabilities, and defensive measures associated with the
AIS. AIS security has emerged as one of the most actively researched topics in maritime
communication security, driven by the widespread documentation of AIS spoofing, data
falsification, and signal manipulation in both academic and operational contexts. The foun-
dational security concern with AIS is its open, unauthenticated broadcast architecture: any
vessel or shore-based station can inject falsified AIS messages into the maritime common
operating picture without detection under the current standard [38].

Soner et al. [14] present a comprehensive risk sensitivity analysis of AIS cybersecurity,
mapping AIS vulnerabilities against the evolving maritime cyber regulatory framework,
including IMO MSC-FAL.1/Circ.3 and flag state cyber regulations. Their analysis identifies
AIS spoofing and GPS spoofing (which produces cascading false position data in AIS
transponders) as the highest-risk attack vectors, and critiques the slow pace of regulatory
response relative to the documented threat. Androjna and Perkovic [16] address the grow-
ing problem of deliberate AIS data falsification, examining the technical mechanisms of
AIS data manipulation and discussing the timeframe within which trust in AIS data may
become untenable without authentication mechanisms. This work is complemented by
Louart et al. [15], who propose a machine learning-based approach for detecting AIS iden-
tity spoofing by analysing statistical anomalies in the kinematic data of vessel trajectories,
demonstrating effective spoofing detection performance on real AIS datasets.

The authentication problem for AIS is addressed at a fundamental cryptographic
level by Wimpenny et al. [38], who propose a public key infrastructure (PKI) based au-
thentication scheme for both AIS and VDES messages. A complementary approach is
presented by Aziz et al. [39], who develop a cryptographic protocol for securing pairwise
AIS communications between vessels without reliance on a centralised infrastructure. This
technically rigorous contribution argues that VDES, as the emerging successor to AIS,
provides the opportunity to introduce authentication as a native feature of the standard,
using digital signatures appended to VDE messages. The security of AIS-based satellite
services is examined by Proud et al. [40], who assess the cybersecurity implications of
AIS-based mobile satellite service, noting that the global reach of satellite AIS amplifies
both the utility and the attack surface of AIS infrastructure. The foundational contribution
of Eriksen et al. [13] on space-based AIS reception, while primarily technical, established the
monitoring architecture that underpins current maritime domain awareness and remains
the most cited paper in the AIS sub-domain.

The conservation science applications of AIS, reviewed by Robards et al. [12], pro-
vide an important contextualisation of the safety implications of AIS data reliability for
non-navigational applications, including vessel strike risk to marine mammals, marine
protected area monitoring, and fisheries management. The integration of AIS data with ship
simulators for maritime safety training and research is examined by Rahmawati et al. [41],
who conduct a systematic literature review identifying the principal methodologies and
applications of this combined approach. This review highlights the consequences of AIS
data integrity failures across multiple domains that now depend on AIS as a primary data
source. The low-cost AIS receiver prototype presented by Cabrera et al. [42] addresses the
hardware accessibility dimension of AIS infrastructure, demonstrating that cost-effective
AIS reception is technically feasible with commercial off-the-shelf components, with im-
plications for the development of AIS monitoring networks in resource-constrained port
state environments.
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3.2.3. VDES, VHF, and Next-Generation Maritime Communication Systems

The VDES, VHF, and next-generation communication systems cluster is the largest
in the corpus, comprising 18 publications. They range from physical layer design, system
performance analysis, authentication and security, satellite integration, to application de-
velopment. VDES, standardised by the ITU as a next-generation maritime communication
system operating in the VHF maritime mobile band, represents the most significant devel-
opment in maritime communication architecture since GMDSS. It offers data throughput
orders of magnitude greater than AIS while maintaining backward compatibility with
existing maritime VHF infrastructure [35].

The physical layer design and performance of VDES are addressed in several techni-
cally detailed contributions. Raulefs et al. [43] present foundational work on the physical
layer design of the VHF Data Exchange (VDE) link, addressing modulation scheme se-
lection, channel coding, and performance under the maritime VHF propagation channel.
Lázaro et al. [35] provide a comprehensive systems-level overview of VDES as an en-
abling technology for maritime communications, synthesising the standard’s architecture,
frequency allocation, data rates, and application scenarios. Valcic et al. [37] present an
OFDM-based VHF maritime communication system model for data exchange, demonstrat-
ing the feasibility of high-data-rate transmission over maritime VHF channels using OFDM
techniques. The performance of the VDES R-Mode is analysed by Safár et al. [44] and by
Lázaro et al. [45], with the latter providing a vulnerability analysis and mitigation concepts
for R-Mode security threats.

The satellite component of VDES is addressed in several important contributions.
Bradbury et al. [46] present the NorSat-2 satellite mission as an enabling platform for VDES
space component development, describing its payload design and in-orbit performance.
Quintana-Diaz et al. [47] report in-orbit interference measurements in the VDES band from
NorSat-2, providing empirical data on the electromagnetic compatibility environment for
satellite VDES operations. The authentication and security of VDES are addressed by
Wimpenny et al. [24,38], with the latter presenting a pragmatic authentication framework
for VDES that balances cryptographic security with the bandwidth and latency constraints
of the VHF maritime channel. Lázaro et al. [45] address VDES R-Mode vulnerability specif-
ically, presenting a structured vulnerability analysis and proposing mitigation concepts at
both the physical and protocol layers.

The historical context and technological pedigree of VDES are provided by Bauk [48],
who reviews NAVDAT and VDES as upgrades of maritime communication systems, tracing
the evolution from legacy maritime data systems to the current VDES standard. Golaya
and Yogeswaran [49] offer a broad historical perspective on maritime communication
evolution, contextualising VDES within the complete arc from flag signaling to digital
communication. The application of VDES to fisheries and smart maritime sectors is explored
by Wu et al. [50], who examine the application prospects and challenges of VDES in smart
fisheries, identifying significant opportunities for vessel monitoring, catch reporting, and
fisheries management applications. Rong et al. [23], Sung et al. [51], Bronk et al. [52], and
Wu and Song [53] address specific technical aspects of VDES including multiple access
protocols, MIMO-aided resource scheduling, terrestrial component simulation, and data
gateway implementation. Molina et al. [54] provide a comprehensive overview of the VDES
physical layer covering modulation, coding, and channel characteristics. Kim [55] presents a
hardware implementation perspective through SIMULINK modelling and FPGA realisation
of a turbo decoder for VDES receivers. Alissa et al. [56] demonstrate the application of
VDES for distributing adapted NRTK correction data to vessels, illustrating the navigation
safety benefits of higher-bandwidth VDES data services.
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3.2.4. Maritime Cybersecurity

The maritime cybersecurity cluster comprises 16 publications. It addresses the rapidly
evolving field of cyber threats, defensive frameworks, training environments, and gover-
nance structures relevant to maritime communication and navigation systems. This cluster
has seen the most rapid growth in publication volume of any in the domain, reflecting the
heightened attention of the maritime industry, regulators, and academic community to
cyber risk following a series of high-profile incidents including the Maersk NotPetya attack
(2017), the COSCO ransomware incident (2018), and multiple GPS spoofing campaigns in
the Black Sea and Middle East.

Comprehensive analyses of the maritime cybersecurity domain are provided by Di-
makopoulou and Rantos [17], who present a structured analysis based on the NIST Cyber-
security Framework (CSF) v2.0, mapping maritime cybersecurity vulnerabilities, existing
controls, and gaps across the identify, protect, detect, respond, and recover functions.
Martínez et al. [18] contribute a systematic analysis of maritime cybersecurity from an
information security management perspective. They address the specific challenges of
applying ISO 27001 [57] and IEC 62443 [58] frameworks to the maritime operational tech-
nology environment. Jo et al. [18] present cyberattack models for ship equipment based on
the MITRE ATT&CK framework and provide a structured taxonomy of attack techniques,
tactics, and procedures applicable to shipboard communication and navigation systems,
including ECDIS, AIS transponders, and satellite communication terminals.

Maritime cyber risk assessment at the ship level is addressed by Svilicic et al. [20],
whose experimental ship-based assessment represents one of the first published empirical
evaluations of cyber vulnerabilities aboard an operational vessel, documenting significant
unprotected network exposures in satellite communication terminals, ECDIS, and automa-
tion systems. Androjna et al. [36] provide a broader assessment of cyber challenges to
maritime navigation, examining the threat landscape from a navigational safety perspective
and evaluating the adequacy of existing regulatory frameworks. The emerging field of mar-
itime security operations centres is examined by Nasr et al. [59], who conduct a systematic
literature review of M-SOC concepts, identifying research and proposing a framework for
shore-based maritime cyber monitoring and incident response.

Artificial intelligence applications in maritime cybersecurity are addressed by Miller
et al. [60] and Cichocki [61], with the former providing a systematic review of AI-driven
threat detection and risk mitigation strategies, and the latter examining the dual-use nature
of AI in maritime cyber operations. Tabish and Chaur-Luh [62] review cybersecurity chal-
lenges, countermeasures, and future perspectives specifically for Maritime Autonomous
Surface Ships (MASS), a rapidly growing research area given the projected expansion of
autonomous vessel operations. Kim et al. [63] present a cutting-edge contribution applying
variational quantum anomaly detection to maritime network intrusion detection, signaling
the nascent exploration of quantum computing applications in maritime cybersecurity.
Cybersecurity training and competence are addressed by Potamos et al. [64], who develop a
maritime cyber range training environment, Hareide et al. [22], who examine approaches to
demonstrating maritime cybersecurity to navigators, and Nikolov [65], who presents a mar-
itime cybersecurity virtual training environment. The HarborLang framework presented by
Malakhova et al. [66] provides a domain-specific language for cyber threat simulation and
assessment in maritime operational environments, enabling structured modelling of attack
scenarios against shipboard communication and navigation systems. Ruhland et al. [67]
address embedded authentication mechanisms specifically designed for maritime bridge
networks, proposing lightweight cryptographic solutions suitable for the constrained com-
puting environments typical of shipboard OT systems. The development of maritime cyber
safety culture is addressed by Hopcraft et al. [21].
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3.2.5. Satellite Communications

Satellite communications represent a critical layer of maritime communication in-
frastructure, providing global coverage for vessel tracking, data services, and distress
alerting beyond the range of terrestrial VHF systems. Two papers in the final corpus
specifically address advanced satellite communication technologies with direct maritime
security and safety relevance. Li et al. [68] present the BeiDou-3 Global Short Message
Communication (GSMC) service, a unique capability of the Chinese BeiDou Navigation
Satellite System that enables two-way short message communication with global cover-
age at no charge to users, with significant implications for maritime distress and safety
communications in regions not covered by existing Inmarsat and COSPAS-SARSAT
infrastructure. Lin [69] examines a UAV-assisted secure maritime communication sys-
tem incorporating dynamic quantum relaying and satellite collaboration, representing
a forward-looking integration of unmanned aerial vehicle relay platforms, quantum
communication security, and satellite connectivity for maritime applications in contested
or infrastructure-limited environments.

3.2.6. Risk Assessment and Comprehensive Surveys

The risk assessment and survey cluster includes nine publications providing either
structured risk assessment frameworks for maritime communication systems or compre-
hensive disciplinary overviews. The survey by Alqurashi et al. [34] is the most significant
contribution in this cluster, providing a thorough examination of enabling technologies,
opportunities, and challenges across the full spectrum of maritime communication systems,
including cellular (LTE/5G), satellite, cognitive radio, free-space optical, and VHF/UHF
systems, with explicit attention to the security and reliability dimensions of each technol-
ogy class. The handbook by Lees and Williamson [11] provides the most comprehensive
reference work in the corpus, covering the complete operational and technical landscape of
marine radio communication within the GMDSS framework.

Valcic et al. [70] provide a structured comparative analysis of existing maritime com-
munication systems for data exchange, systematically evaluating the advantages and limita-
tions of AIS, VDES, Inmarsat, Iridium, and other systems against a defined set of safety and
operational criteria. Powell [71] surveys comprehensive approaches to enhancing maritime
wireless networks, addressing quality of service, interference management, and security
enhancement across multiple communication layers. The survey by Algarni et al. [72] ex-
amines edge computing-based preventive frameworks integrating machine learning for
anomaly detection and risk management in maritime wireless communications, bridging
the domains of network edge computing, machine learning, and maritime communication
security. Jin et al. [73] address the legal and governance dimensions of maritime cyber
operations, examining the international legal framework governing state and non-state
cyber activities in maritime contexts, including questions of jurisdiction, attribution, and
proportional response. Mfodwo et al. [74] present a threat modelling analysis of mar-
itime software-defined radios, an emerging architectural paradigm for flexible maritime
communication that introduces new security considerations.

3.2.7. Emerging Topics

The emerging topics cluster includes six publications addressing frontier research
directions in maritime communication safety and security. López-Díaz et al. [75] present a
viability and performance analysis of a maritime communication network operating on
the medium frequency (MF) band, demonstrating that MF networks can provide reliable
data communication within coastal zones and provide a technical basis for MF as a backup
maritime communication layer in GMDSS modernisation scenarios. Korcz [76] examines
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the regulatory and technical issues of maritime radiocommunication addressed at the
World Radiocommunication Conference 2019 (WRC-19), providing a policy-level analysis of
spectrum management decisions with long-term implications for maritime communication
system development. He and Li [77] examine the paradigm shift in maritime safety
communication from a coast station perspective, analysing the optimisation of coast station
service layouts in the context of evolving communication technology.

Boretti [78] explores the expanding role of unmanned surface vehicles (USVs) in
maritime security, examining the communication system requirements of autonomous
vessel operations and the security implications of reliance on wireless communication for
autonomous vessel command and control. Rong [79] presents a reinforcement learning
framework for maritime communication system optimisation, demonstrating the potential
of deep reinforcement learning to dynamically optimise communication resource allo-
cation across heterogeneous maritime networks. Peng et al. [80] provide a bibliometric
analysis specifically focused on maritime cybersecurity research, offering a meta-analytic
perspective on the structure and evolution of the cybersecurity sub-domain.

4. Discussion
The bibliometric and thematic analysis presented in this study reveals a research

domain characterised by rapid growth, increasing thematic diversity, and an evolving focus
from technical performance evaluation toward integrated safety and security frameworks.
Several key findings are presented in this discussion.

First, the dramatic acceleration of publication volume from 2019 onwards is indicative of
a field responding to urgent operational and regulatory stimuli. The convergence of IMO cyber
risk management requirements, high-profile maritime cyber incidents, and the accelerated
digitalisation of vessel systems has transformed maritime communication security from a
niche concern of maritime technology researchers into a mainstream interdisciplinary research
priority. The growth of the cybersecurity cluster from near-zero publications before 2015 to
the second-largest cluster in the current corpus underscores this transformation.

Second, the dominance of VDES in the keyword analysis and thematic distribution
reflects the strategic importance of this technology for the future of maritime communica-
tion infrastructure. VDES is simultaneously a technical development project, a regulatory
challenge, and a security design opportunity: the decisions made now regarding VDES
authentication, interference resilience, and system architecture will shape the security of
maritime communications for decades. The substantial research investment in VDES physi-
cal layer, satellite integration, and authentication highlights the need for equally rigorous
research on VDES implementation security, spectrum management, and interoperability
with legacy GMDSSs.

Third, the geographic concentration of research output in a small number of countries,
notably the United Kingdom, China, Germany, Spain, and South Korea, raises questions
about the global representativeness of the research base. Maritime communication se-
curity challenges are faced by all maritime nations, but the research agenda appears to
be shaped disproportionately by nations with significant maritime technology industries
and academic research infrastructure. This may result in research priorities that do not
adequately reflect the communication infrastructure challenges of developing maritime
nations, particularly regarding GMDSS coverage gaps, training deficiencies, and PSC
enforcement capacity.

The thematic analysis identifies several significant research gaps that should guide
future scholarly efforts:

• Integrated cross-system risk frameworks. The existing literature addresses the safety
and security of individual maritime communication systems such as GMDSS, AIS,
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VDES, and satellite terminals, but mainly in isolation. There is a notable absence of
integrated risk frameworks that evaluate the cumulative and interdependent failure
modes across the full maritime communication architecture. A vessel in distress may
simultaneously experience GMDSS equipment failure, AIS spoofing, and satellite
communication degradation; understanding the compounded risk of such scenarios
requires a systems-of-systems analytical approach not yet present in the literature.

• Human factors in maritime cybersecurity. While technical vulnerability analyses
are well represented, the human factors dimension of maritime cybersecurity, in-
cluding crew cyber awareness, social engineering susceptibility, operational security
behaviour, and the human–machine interface implications of cybersecurity tools, is
under-researched. Studies by Hareide et al. [22] and Hopcraft et al. [21] represent
important contributions, but the field lacks the structured empirical research base on
human factors in maritime cyber incidents comparable to that available in aviation or
healthcare cybersecurity.

• Legal and governance frameworks. The legal dimensions of maritime communication
security, including jurisdictional questions in cyber incident response, the application
of international maritime law to cyber operations targeting maritime infrastructure,
and the liability implications of communication system security failures, remain sig-
nificantly under-researched. Jin et al. [73] represent a pioneering contribution, but
the intersection of maritime law, international cybersecurity law, and communication
system governance requires substantially more scholarly attention.

• Polar and remote area communication security. With increasing maritime activity
in Arctic and Antarctic waters, the specific communication security and reliability
challenges of polar maritime operations, including limited satellite coverage from
geostationary orbits, HF propagation anomalies, and the absence of terrestrial VHF
infrastructure, are largely unaddressed in the current literature. The GMDSS mod-
ernisation cluster identifies coverage gaps as a technical challenge, but the security
implications of these gaps have not been systematically examined.

• Autonomous vessel communication security. While Boretti [78] and Tabish and Chaur-
Luh [62] address aspects of autonomous vessel cybersecurity, the specific commu-
nication security requirements of Maritime Autonomous Surface Ships (MASS) in
operational service represent a frontier research area. MASS rely entirely on wireless
communication for remote monitoring, command and control, and collision avoidance,
making communication security existentially critical for safe autonomous operations.
The regulatory framework for MASS communication security is still nascent, and
the academic literature has not yet produced the foundational security architecture
research that this domain urgently requires.

Table 2 below gives a brief summary of the most relevant key publications selected.
Additionally, the findings of this review are directly relevant to the commercial mar-

itime communications market, which is undergoing a substantial structural transformation.
Industry analyses consistently indicate strong growth trajectories: the broader maritime
communication systems market was valued at approximately USD 3.0–3.4 billion in 2024,
with projections placing it at USD 4.3–5.4 billion by 2029 at compound annual growth
rates of approximately 5–6% [81]. The satellite communications segment, which supports
GMDSS, crew connectivity, and emerging broadband data services, is growing considerably
faster, with estimates for 2025 ranging from USD 4.7 to over USD 7 billion depending on
market scope, and forecasts indicating a doubling of revenues within the decade. This
is driven by Low Earth Orbit (LEO) constellation deployment, VSAT broadband uptake,
and the IMO’s 2024 GMDSS modernisation, which opened satellite service certification to
new providers [82]. Starlink’s LEO services were reported to be installed on approximately
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75,000 vessels by the end of 2024 [83]. The rapid growth of broadband connectivity aboard
commercial vessels directly amplifies the cybersecurity exposure documented throughout
this review, as crew members and onboard systems gain persistent internet access, in-
creasing susceptibility to phishing, social engineering, and ransomware attack vectors [82].
These market figures are drawn from commercial consultancy reports [81–84] rather than
peer-reviewed sources, and are reported here only to provide indicative industrial context
for the research trends identified above; the specific values and growth rates should be
interpreted with the methodological caution appropriate to proprietary market estimates.

The maritime cybersecurity market itself reflects this expanding threat surface. It
was estimated at USD 3.2–3.7 billion in 2024, with projections to reach USD 9.0 billion or
more by 2033 at a CAGR of approximately 12–13% [81]. Commercial shipping accounts
for the largest market segment at approximately 40–42% of revenue share. This reflects
the scale of digital integration in cargo tracking, fleet management, and satellite-linked
navigation systems [84]. The network security segment, which includes the communication
infrastructure analysed in this review, held approximately 33% of cybersecurity market
revenue in 2024 [83]. These commercial dynamics reinforce a key implication of this review:
the seven research gaps identified above are not merely academic concerns but correspond
to concrete market failures and regulatory deficiencies with measurable economic con-
sequences. The absence of integrated cross-system risk frameworks, insufficient human
factors research, and the nascent state of autonomous vessel communication security rep-
resent areas where the growth of commercial investment has outpaced the availability of
validated scientific knowledge. Accordingly, it should be considered a priority for funding
organizations and global maritime regulatory bodies to ensure that the research agenda
outlined in this study is aligned with the structural transformations taking place in the
maritime communications market.

Several limitations of the review process should be acknowledged. First, the search
was restricted to three databases (Scopus, Web of Science, and IEEE Xplore) and to En-
glish language, peer-reviewed and conference literature. Grey literature, standards, and
non-indexed sources were therefore not systematically captured. Second, title/abstract
screening and eligibility assessment were carried out by two reviewers working in a pair
rather than as independent double-screening with formal mutual agreement; disagreements
were resolved by discussion as they arose, and a final quality appraisal was performed by
the supervising co-author. The review was not registered in PROSPERO or an equivalent
register, and no separate published protocol was prepared. Third, candidate prioritisation
relied on an automated rule-based relevance filter and a transparent weighted scoring
algorithm (Supplementary Material File S1); while this makes the workflow fully repro-
ducible, the term dictionary and weights were defined by the authors and inevitably embed
design choices, and no formal sensitivity analysis of these parameters was undertaken.
Fourth, the thematic synthesis into seven clusters was performed narratively on the basis
of full-text reading; although the author-keyword co-occurrence structure of the corpus
is broadly consistent with these clusters, the cluster boundaries remain a matter of expert
judgement rather than algorithmic community detection (e.g., VOSviewer or CiteSpace).
Fifth, identification relied on a three-term keyword anchor (maritime AND communication
AND systems) applied to indexed metadata. Although this anchor was paired with a
deliberately broad downstream relevance filter, studies that describe a specific technology,
such as AIS, GNSS, SATCOM, VDES, or maritime cybersecurity, without any of the three
anchor terms co-occurring in their title, abstract, or keywords would not have entered the
identification pool, so some technology-specific literature indexed only under narrower
terminology may be under-represented. The final corpus nonetheless spans all of these
subdomains, which suggests that any such under-coverage is partial rather than systematic.
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Table 2. Summary of selected key publications by thematic cluster, primary focus, methodology, and key findings. This table is a selective summary of representative
publications chosen to illustrate each thematic cluster; it is not an exhaustive evidence table of all 68 included studies.

Ref. Year Cluster Primary Focus Method Key Finding

[1] 2020 GMDSS GMDSS modernisation Technical review LEO satellite integration needed for GMDSS upgrade

[2] 2023 GMDSS PSC inspection data/training Data analysis GMDSS deficiencies linked to training inadequacies

[4] GMDSS Seafarers GMDSS usage Survey Significant operational competence gaps across vessel types

[14] 2024 AIS AIS cybersecurity risk Risk analysis Spoofing and GPS falsification are identified as the highest risks

[16] 2024 AIS AIS data falsification Technical analysis The current AIS architecture is unsustainable
without authentication

[38] 2018 AIS/VDES PKI authentication for AIS/VDES Cryptographic design PKI viable for VDES-native authentication implementation

[45] 2023 VDES VDES R-Mode vulnerability Vulnerability analysis Multiple physical and protocol layer vulnerabilities identified

[35] 2019 VDES VDES enabling technologies System survey VDES enables broadband maritime services
with AIS compatibility

[64] 2021 Cyber Maritime cyber range Training environment design Cyber range effective for maritime crew cyber training

[19] 2022 Cyber Cyberattack models (MITRE) Threat modelling MITRE ATT&CK applicable to shipboard OT/IT environment

[17] 2024 Cyber NIST CSF v2.0 analysis Framework analysis Significant gaps in the detection and response functions
were identified

[18] 2024 Cyber ISO 27001/IEC 62443 Security management OT/IT convergence creates unique maritime security challenges

[34] 2023 Survey Maritime comm. technologies survey Comprehensive survey Most cited: 227 citations; covers full technology spectrum

[20] 2019 Risk Ship cyber risk experiment Experimental assessment Unprotected exposures found in SATCOM and ECDISs

[74] 2026 Emerging SDR security threat modelling Threat analysis SDR introduces a significant new attack surface in
maritime communications
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5. Conclusions
This study has presented the first comprehensive PRISMA-guided systematic litera-

ture review and bibliometric analysis of research on the safety and security of maritime
communication systems, drawing on a dataset of 68 high-relevance publications identified
from a raw pool of 6648 records retrieved from Scopus, Web of Science, and IEEE Xplore for
the period 2000–2026. The principal findings of the study can be summarised as follows.

Publication activity in this domain has grown exponentially since 2015 and has ac-
celerated sharply since 2019, driven by the IMO cybersecurity regulatory requirements,
high-profile maritime cyber incidents, VDES standardisation, and accelerated vessel dig-
italisation. The research is geographically concentrated in the United Kingdom, China,
Germany, Spain, and South Korea, and is dominated by IEEE Access, the Journal of Marine
Science and Engineering, and TransNav as principal publication venues. Seven thematic
research clusters have been identified: GMDSS modernisation, AIS safety and security,
VDES and next-generation VHF systems, maritime cybersecurity, satellite communications,
risk assessment and comprehensive surveys, and emerging topics.

The thematic synthesis reveals that the most significant recent research developments
are the emergence of VDES authentication frameworks as a central design challenge for
next-generation maritime communications, the maturation of maritime cybersecurity as a
structured research discipline with established frameworks (NIST CSF, MITRE ATT&CK,
IMO MSC-FAL.1/Circ.3), and the growing application of artificial intelligence and machine
learning to threat detection in maritime communication networks. Foundational research
gaps include the absence of integrated cross-system risk frameworks, insufficient attention
to human factors in maritime cybersecurity, limited research on legal and governance
dimensions, and the nascent state of communication security research for autonomous
vessel operations.

The results of this study provide a structured knowledge base for researchers, naval
architects, maritime operators, and policymakers seeking to understand the current state
of research and identify priority areas for future investment. The bibliometric dataset and
thematic taxonomy developed here can serve as a reference framework for subsequent
systematic reviews, meta-analyses, and research agenda-setting exercises in maritime
communication safety and security.
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25. Bojić, F.; Gudelj, A.; Bošnjak, R. Port-Related Shipping Gas Emissions—A Systematic Review of Research. Appl. Sci. 2022, 12, 3603.

[CrossRef]
26. Boko, Z.; Skoko, I.; Sanchez Varela, Z.; Milin, V. Advancing Maritime Safety: A Literature Review on Machine Learning and

Multi-Criteria Analysis in PSC Inspections. J. Mar. Sci. Eng. 2025, 13, 974. [CrossRef]
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30. Meštrović, T.; Pavić, I.; Maljković, M.; Androjna, A. Challenges for the Education and Training of Seafarers in the Context of

Autonomous Shipping: Bibliometric Analysis and Systematic Literature Review. Appl. Sci. 2024, 14, 3173. [CrossRef]
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32. Milin, V.; Stanivuk, T.; Skoko, I.; Bulić, T. Dijkstra and A* Algorithms for Algorithmic Optimization of Maritime Routes and

Logistics of Offshore Wind Farms. J. Mar. Sci. Eng. 2025, 13, 1863. [CrossRef]
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