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Abstract

The rapid advancement of machine learning and artificial intelligence (AI) has created new
opportunities to enhance diagnostic accuracy in dermatology, particularly within primary
care settings. Computer-aided diagnosis (CAD) systems have demonstrated potential to
support General Practitioners (GPs) by enabling earlier and more consistent identification
of skin diseases. This review critically examines the literature on explainable artificial
intelligence (XAI) for skin disease classification, with a specific focus on the evolution of
explainability frameworks and the methodological implications of dataset selection. A
comprehensive review of studies published between 2020 and 2025 was conducted across
multiple academic databases, encompassing research on skin lesion detection, classifica-
tion, and monitoring. The analysis reveals that deep learning architectures, particularly
those leveraging transfer learning with models such as EfficientNet, ResNet, and Xception,
frequently report high classification accuracies—often exceeding 90% when evaluated on
single benchmark datasets. However, studies employing multiple datasets consistently
demonstrate more stable and generalisable performance, albeit with modest reductions
in reported accuracy, highlighting a critical trade-off between performance optimisation
and real-world robustness. The review further identifies a clear temporal progression
in the adoption of XAI techniques. Early studies relied on a broader range of post hoc
explainability while later work increasingly consolidated around Grad-CAM, SHAP, and
related attribution techniques, followed by gradual diversification into more specialised
frameworks such as TCAVs (Testing with Concept Activation Vectors) and Prototype-based
Networks. Despite these advances, the lack of clinically grounded explanations, limited
integration of ethical considerations, and reliance on non-clinical imagery continue to
constrain clinical applicability which we have explored using a GRADE-style narrative.
Notably, evidence suggests that CAD systems can improve GP diagnostic accuracy for con-
ditions such as melanoma and seborrhoeic keratosis; however, sustained clinical adoption
remains contingent on transparent, reliable, and context-aware explainability mechanisms.

Keywords: XAI; explainability; deep learning; interpretability

1. Introduction
Skin conditions are among the most common reasons for consultation in primary care,

resulting in over one million dermatology referrals annually in the UK [1]. Approximately
50% of these referrals relate to suspected skin malignancies [2]; however, only 6% are ulti-
mately confirmed as malignant [3]. This discrepancy highlights the diagnostic challenges
faced by general practitioners (GPs), whose limited dermatological training can contribute
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to diagnostic uncertainty and unnecessary referrals [4]. Harkemanne et al. [5] found that
GPs without specific melanoma training demonstrated inadequate diagnostic accuracy in
several high-risk clinical scenarios. Consequently, improving the accuracy of skin lesion
assessment remains an important clinical priority.

Understanding skin lesions is critical for improving diagnostic precision. Skin lesions
can be classified into two categories: primary and secondary. Primary lesions are atypical
dermatological changes that may be congenital or develop over time, while secondary
lesions result from changes in primary lesions due to external factors. Both types can
be broadly defined as abnormal growths or appearances of the skin in relation to the
surrounding skin [6]. The current assessment of skin lesions in primary care commonly
relies on clinical criteria such as the ABCD rule (Asymmetry, Border, Colour, Diameter).
However, lesion presentations vary considerably, and some melanomas do not exhibit
typical ABCD characteristics, making accurate diagnosis difficult [7]. Distinguishing
malignant lesions from benign conditions such as seborrhoeic keratosis further complicates
referral decisions and may contribute to both over-referral and delayed diagnosis.

Advances in AI have created new opportunities for CAD in dermatology. Studies
suggest that AI systems can support clinical decision-making in primary care and, in some
cases, outperform less experienced clinicians in melanoma detection [7,8]. Furthermore,
AI-assisted approaches have shown potential to reduce diagnostic errors and improve
clinical decision-making [9,10]. Despite these promising results, most studies to date evalu-
ate models using retrospective image datasets and offline validation, with comparatively
limited exploration of prospective clinical deployment or real-time decision support in
routine dermatological practice. A small number of prospective and clinician-in-the-loop
studies have been conducted. For example, previous work has explored case studies for
clinician-facing explainable AI approaches [11], while Yu et al. compared performance
across clinical and dermoscopic images to better understand modality-specific diagnostic
accuracy [12]. Nevertheless, such studies remain limited in scale and are not yet represen-
tative of widespread clinical integration. Broader smart healthcare frameworks have also
been proposed to facilitate AI adoption in clinical settings [13].

While high diagnostic accuracy is essential, successful clinical adoption requires AI
systems to be transparent and interpretable. Many high-performing machine learning mod-
els, particularly deep learning architectures, operate as “black boxes”, making it difficult
for clinicians to understand how predictions are generated [14]. This lack of transparency
poses significant challenges for clinicians, who must not only trust but also understand
the reasoning behind a model’s predictions in order to incorporate them into diagnostic
and treatment decisions. A central issue in this regard is the interpretability–performance
paradox: the observed trade-off between model complexity and the ability to understand
model decision-making processes [15]. In clinical applications, this paradox necessitates
a careful balance between predictive performance and interpretability to ensure that AI
systems are not only accurate but also transparent and usable in practice. Consequently,
there is a growing recognition of the need for transparent and interpretable AI systems that
provide clear justifications for their outputs, thereby fostering trust, accountability, and
reliability within clinical practice.

This challenge has led to growing interest in Explainable Artificial Intelligence (XAI),
which aims to provide interpretable explanations for model decisions and improve trans-
parency, accountability, and clinician trust [16]. However, this objective is complicated
by the trust paradox: while explanations are designed to build confidence, they can be
manipulated or distorted by adversarial inputs, potentially eroding trust. Moreover, the
trust paradox encompasses situations in which individuals’ willingness to use AI-enabled
technologies exceeds their actual trust in these systems [17]. Consequently, the effective-
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ness of XAI depends not only on the clarity and quality of explanations but also on their
resilience to misleading or malicious perturbations. However, effective clinical use requires
calibrated trust, whereby clinicians understand both the strengths and limitations of AI
systems rather than relying on them uncritically [18].

This paper presents a comprehensive narrative review of research on explainable
AI for skin lesion classification. While existing reviews in the literature, including [19]
have typically focused either on the diagnostic performance of machine learning and deep
learning models in skin cancer detection or general applications of explainable AI in med-
ical imaging, they often do not provide an integrated analysis of how datasets, model
architectures, and explainability techniques interact within dermatological applications. As
a result, comparatively little attention has been given to how explainability methods are op-
erationalised within skin lesion classification systems and how these affect interpretability
and clinical translation.

The novel contribution of this review lies in its comprehensive synthesis of three
interconnected components: classification architectures, dermatological image datasets,
and explainability frameworks. Rather than evaluating predictive performance alone,
this review examines how commonly used models, including convolutional neural net-
works, are paired with explainability methods such as Gradient-weighted Class Activation
Mapping (Grad-CAM), SHapley Additive exPlanations (SHAP), and Local Interpretable
Model-agnostic Explanations (LIME) to support transparency and clinician trust. Further-
more, the review evaluates methodological practices, validation strategies, and reported
limitations, including dataset bias and the widespread reliance on single-dataset validation.
A further contribution of this work is the application of a GRADE-inspired narrative assess-
ment framework to evaluate the quality and strength of evidence within the XAI literature,
providing a structured appraisal that is often absent from predominantly technical reviews.
By mapping current research trends, assessing evidence quality, and identifying gaps in
explainability, robustness, and clinical applicability, this comprehensive narrative review
provides a consolidated evidence base and highlights priorities for the development of
transparent and clinically reliable CAD systems for skin cancer detection.

2. Materials and Methods
2.1. Research Methodology

This paper presents a comprehensive review of the literature on explainable AI for skin
disease classification, aiming to map the current state of research, identify key themes, and
highlight gaps in the existing evidence. The review followed a structured six-step compre-
hensive narrative review methodology to ensure rigour, transparency, and reproducibility
as seen in Table 1.

Table 1. Six-Step Methodology.

Index Step

1. Formulation of Research Questions Clear research questions were established to guide the scope and focus of
the review.

2. Search Strategy
A systematic search was conducted across relevant databases and platforms
to identify studies related to skin disease detection, classification,
and monitoring

3. Study Screening and Selection Identified studies were screened based on inclusion and exclusion criteria to
ensure relevance and quality.
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Table 1. Cont.

Index Step

4. Data Extraction Key data and findings were systematically extracted from the selected studies
for analysis.

5. Discussion The extracted data were synthesised and critically analysed to identify
patterns, technological trends, and research gaps.

6. Conclusion and Recommendations

Final insights were drawn, highlighting future research directions and
practical recommendations for the development of an explainable AI model
tailored for medical diagnosis, integrating clinical metadata for enhanced
interpretability, and application of hybrid AI techniques to improve
diagnostic accuracy in primary care and the creation of a mobile AI-driven
diagnostic tool, bridging the gap between AI research and healthcare practice.

2.2. Research Questions

The development of the research questions in this study was informed by the frame-
work proposed by Farrugia et al. [20], which applies the FINER criteria (Feasible, Inter-
esting, Novel, Ethical, and Relevant) to guide the formulation of high-quality research
questions. This framework emphasises that research questions should be clearly defined,
clinically relevant, feasible within the scope of the study, and capable of contributing to
existing knowledge in the field while adhering to ethical and methodological standards [20].

Accordingly, the research questions for this comprehensive narrative review were
designed to ensure relevance to clinical dermatology and explainable artificial intelligence,
with a focus on identifying datasets, explainability techniques, and methodological limita-
tions within skin lesion classification research. The full set of research questions is presented
in Table 2.

Table 2. Research Questions and Rationale.

ID Research Question Rationale

RQ1

In the context of skin lesion detection, what are the
most commonly used imaging modalities and

benchmark datasets, and how do they compare in
terms of diagnostic accuracy, reliability, and suitability

for explainability methods?

Identifying prevalent image acquisition techniques
(e.g., dermoscopy, clinical photography,

histopathology) and datasets is essential for
understanding their role in the development of XAI
models. Comparative analysis of these resources can
highlight strengths, weaknesses, and compatibility

with interpretability techniques, guiding future
dataset curation and system design

RQ2

What computational approaches are employed to
incorporate explainability into skin lesion

classification models, and how do these methods
differ in interpretability and clinical applicability?

This question examines the range of XAI techniques,
such as Grad-CAM, LIME, SHAP, and

prototype-based networks, used to enhance
transparency in AI-based skin lesion classification.
Understanding their comparative effectiveness can

inform best practices and identify promising
directions for innovation.

RQ3

What technological, methodological, and
application-level limitations and research gaps are
reported in current literature on explainable AI for

skin lesion detection?

Identifying existing shortcomings such as limited
dataset diversity, absence of standardised XAI

evaluation metrics, or insufficient clinical validation
can provide a roadmap for addressing critical barriers

to adoption in dermatology.
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2.3. Search Strategy

A comprehensive literature search was undertaken across multiple academic databases,
including IEEE Xplore, Science Direct, Scopus, PubMed, and Google Scholar, to identify
relevant research articles pertinent to the focus of this study. The search strategy combined
key concepts related to “explainable artificial intelligence”, “skin lesion classification”,
and “dermatological imaging” using Boolean operators (AND/OR). Equivalent keyword
combinations were adapted for use across the academic databases to ensure coverage of
relevant literature. This approach ensured the inclusion of studies published within the
last five years, aligning with the temporal scope of this review. The selected search terms
were specifically tailored to capture literature at the intersection of skin lesion detection
and explainable artificial intelligence, as outlined in Table 3.

Table 3. List of Key Search Words.

Index Key Word

SK1 Explainable AI or Interpretable AI

SK2 Explainability or Interpretability

SK3 Skin Lesion or Melanoma or Dermatology or Dermoscopy.

SK4 Experiment or Clinical Study or Validation or Performance Assessment or Case
Study

SK5 Machine Learning or Deep Learning

2.4. Study Screening and Selection

The screening and selection process for identifying relevant literature on skin cancer,
dermatological conditions, machine learning, and deep learning adhered to the PRISMA
(Preferred Reporting Items for Systematic Reviews and Meta-Analyses) guidelines [21].
This structured approach facilitated a transparent and reproducible methodology, enabling
the inclusion of the most pertinent studies by clearly outlining the search strategy, inclusion
criteria, and rationale. As such, PRISMA served as an effective framework for filtering
high-quality and contextually appropriate papers from the selected databases, by utilising
such databases, we ensured that preprints publications were excluded from the review. In
this procedure alone, more than 750 entries were found in the databases, and the PRISMA
approach narrowed that number down to just 113 relevant papers, as seen in both Table 4
and Figure 1. The selection process was primarily conducted by the lead author according
to the predefined inclusion and exclusion criteria; The final set of included studies was
subsequently reviewed by all authors to ensure consistency with the review objectives
and eligibility criteria. Any uncertainties regarding study inclusion were resolved through
discussion and consensus.

Table 4. Screening Process.

Process Count

Records identified from database 757

Duplicates removed 107

Studies retracted 3

Records Screened (title/abstract) 647

Records Excluded (title/abstract) 534

Full-text articles sought for retrieval 113
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Table 4. Cont.

Process Count

Reports not retrieved 52

Full-text articles assessed 61

Full-text articles excluded 8

Studied included 53

Figure 1. PRISMA Flow Diagram [22].

3. Skin Cancer and Diagnostic Challenges
Skin cancer encompasses a broad spectrum of subtypes, each presenting unique

challenges that complicate timely and accurate diagnosis. The three primary classifications
of skin cancer are melanoma, basal cell carcinoma (BCC), and squamous cell carcinoma
(SCC) [23]. Among these, melanoma is recognised as the most lethal form [24] due to its
aggressive nature and potential for metastasis.

Diagnosing suspected malignant melanoma typically involves evaluating specific
clinical criteria. As outlined by Walter et al. [25], the assessment includes three major
signs—changes in size, shape, and/or colour—and four minor signs: inflammation, crust-
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ing or bleeding, sensory alterations, and a lesion diameter of ≥7 mm. A weighted scoring
system is employed, assigning two points to each major sign and one point to each minor
sign; lesions scoring three or more points are recommended for clinical referral.

The other two major subtypes, BCC and SCC, are collectively referred to as non-
melanoma skin cancers [26]. These forms differ from melanoma not only in terms of
severity but also in their origins. While melanoma typically develops from existing moles
or new lesions, BCC and SCC arise from different skin cells and are primarily linked to
cumulative sun exposure. Basal cell carcinoma, the most common form of skin cancer,
accounts for approximately 75% of all non-melanoma skin cancers. It often appears on
sun-exposed areas of the body, particularly the face, including the nose, forehead, and
cheeks. Several subtypes of BCC exist, including nodular, superficial, pigmented, and
morphoeic (also known as sclerosing or infiltrating) basal cell carcinomas.

Squamous cell carcinoma, on the other hand, originates in keratinocytes—the predom-
inant cell type in the epidermis. Like BCC, SCC typically manifests in sun-exposed regions
such as the head, neck, and dorsal hands and forearms.

Despite advances in dermatological assessment, diagnosing skin cancer remains
fraught with challenges. These include lesion variability, similarity to benign conditions,
limitations in diagnostic methods, and inconsistent access to care. Variability in lesions
poses a particular issue in melanoma, which can resemble benign conditions like blood
blisters, haemangiomas, nevi, seborrhoeic keratoses, and solar lentigines [27]. Specifically,
seborrhoeic keratosis is typically the hardest to diagnose, mimicking melanoma and pro-
ducing ‘false positive overdiagnosis’, leading to needless excisions [28]. The management
of potentially life threatening conditions such as melanoma is guided by a precautionary
approach. This approach emphasises minimising the likelihood of missed diagnoses, even
at the expense of increased false positives. Consequently, clinicians adopting the low
threshold with a score of 3 ensures that any lesion with even a small degree of suspicion is
examined further by a specialist.

General practitioners often rely on the ABCDE rule—an evolution of the earlier ABCD
criteria introduced in 2004 to assess suspicious lesions. This method involves evaluating
lesions for asymmetry, border irregularity, colour variation (including both intra-lesional
diversity and colours that differ from a patient’s typical nevi), diameter greater than 6 mm,
and evolution, or noticeable changes over time [29]. While useful, this approach can lead
to overdiagnosis, triggering unnecessary anxiety, false-positive or false-negative results,
and the detection of indolent (non-threatening) cancers [30].

In conclusion, while awareness and clinical guidelines for skin cancer diagnosis have
improved significantly, the complexity of its presentation continues to demand nuanced,
accurate assessment methods and improved diagnostic support for general practitioners.

4. Techniques for Skin Cancer Detection
4.1. Machine and Deep Learning in Medical Imaging

At present, a wide spectrum of machine learning and deep learning methodologies
is employed in the development of skin cancer detection systems, encompassing both
traditional algorithms and contemporary explainable AI frameworks. This section provides
a critical examination of the computational approaches integrated into these systems for
the automated analysis and classification of skin lesions. Figure 2 presents an overview of
the algorithmic categories and explainability techniques commonly utilised in skin cancer
classification, with these patterns further reflected in the studies summarised in Table 5.

https://doi.org/10.3390/technologies14070391

https://doi.org/10.3390/technologies14070391


Technologies 2026, 14, 391 8 of 32

Table 5. Table of shortlisted studies.

Study Publication Year Dataset/Source Classification Method Results XAI Framework XAI Method Decision Making

[31] 2022 ISIC 2019 ResNet-18 Accuracy: 94.47% LIME Post hoc Explainability
Visual Explanation-
Interpretable Surrogate
Model

[13] 2025 HAM10000 and
ISIC 2019

QuadRes-Net and
PentRes-Net Accuracy: 83.9–98.51% Grad-CAM Post hoc Explainability Visual Explanation-

Heatmap

[32] 2024 HAM1000 CNN, CTL, TA, EL Accuracy: 94.93% Grad-CAM Post hoc Explainability Visual Explanation-
Heatmap

[33] 2025 HAM1000 RegNet Accuracy: 94.08% Grad-CAM Post hoc Explainability Visual Explanation-
Heatmap

[34] 2022 HAM10000 and
ISIC 2018 ResNet, and NasNet Accuracy: 90.2–97.1% Grad-CAM Post hoc Explainability Visual Explanation-

Heatmap

[35] 2025 HAM10000 CNN, ViT, and YOLOv8 ViT with YOLOv8:
Accuracy: 93% Grad-CAM and SHAP Post hoc Explainability

Visual Explanation-
Heatmap and
Pixel-Level Correlation
Plots

[36] 2022 GSE45216, GSE98774
and GSE108008 CNN / XGBoost Accuracy: 91.67–100% SHAP Post hoc Explainability Tabular Explanation-

Summary Plots

[37] 2023 HAM10000 CNN Accuracy: 82% Grad-CAM,
Grad-CAM++ Post hoc Explainability Visual Explanation-

Heatmap

[38] 2023 HAM10000 DenseNet, CBAM DenseNet Accuracy:
93% LIME Post hoc Explainability

Visual Explanation-
Feature and Importance
Score

[39] 2025 ISBI 2016 and ISBI 2017

VGG16, Xception,
DenseNet169,
InceptionV3, MobileViT,
and InceptionResNetV2

Accuracy: 83.3–92.67% LIME Post hoc Explainability Visual Explanation-
Feature Map

[40] 2025 Kaggle MobileNetV2 Accuracy: 98.48% Grad-CAM Post hoc Explainability Visual Explanation-
Heatmap

[41] 2024 HAM10000
ResNet50, InceptionV3,
VGG16, VGG19, and
MobileNetV2

ResNet50 Accuracy: 99% LIME Post hoc Explainability Visual Explanation-
Segmentation Map
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Table 5. Cont.

Study Publication Year Dataset/Source Classification Method Results XAI Framework XAI Method Decision Making

[42] 2025 HAM10000 DCAN-Net Accuracy: 97.57% Grad-CAM Post hoc Explainability Visual Explanation-
Heatmap

[43] 2023 ISIC 2018 and
HAM10000

Xception and ShuffleNet
(Butterfly Optimisation
Algorithm)

Accuracy: 91.5–99.3% Grad-CAM Post hoc Explainability Visual Explanation-
Heatmap

[44] 2025
HAM10000,
PAD-UFES-20 and
ISIC 2018

EfficientNet B0 and
EfficientNet B4
(EffiCAT)

Accuracy: 94.48%, ISIC
2018 Dataset: Accuracy:
92.08%

Grad-CAM Post hoc Explainability Visual Explanation-
Heatmap

[45] 2024 HAM10000 ViT Accuracy: 83%

Attention, Beyond
Intuition and Transition
Attention Maps,
Attention Rollout,
Beyond Attention,
Generic

Post hoc Explainability Visual Explanation-
Heatmap

[12] 2025 Clinical and Derm7pt
Multi-modal
information-switching
network

Accuracy: 90.7% Grad-CAM Post hoc Explainability Visual Explanation-
Heatmap

[46] 2024 HAM10000 ResNet50 Accuracy: 97.83% Grad-CAM Post hoc Explainability Visual Explanation-
Heatmap

[47] 2025 HAM10000 and
Dermnet datasets

Vision Transformers,
Swin Transformers, and
DinoV2

Accuracy:
96.48 ± 0.0138% Grad-CAM and SHAP Post hoc Explainability

Visual Explanation-
Heatmap and
Pixel-Level Correlation
Plots

[48] 2024 HAM10000

ABC Ensemble Model:
ViT-B/16, DenseNet121,
EfficientNet-B0,
MobileNetV2, and
ResNet50

Accuracy: 93.26% Grad-CAM Post hoc Explainability Visual Explanation-
Heatmap

[49] 2022 ISIC 2019, PH2 and
Derm7pt datasets SEResNeXt Accuracy: 83.6–100% ExAID (Explainable AI

for Dermatology) Post hoc Explainability Visual and Textual
Explanations

[50] 2024 ISIC 2018 and
HAM10000 Xception Accuracy: 87.1–98.5% Grad-CAM, LIME, and

Occlusion Sensitivity Post hoc Explainability Visual Explanation-
Heatmap
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Table 5. Cont.

Study Publication Year Dataset/Source Classification Method Results XAI Framework XAI Method Decision Making

[51] 2025 Kaggle datasets Xception Accuracy: 95.23–96.48% Grad-CAM Post hoc Explainability Visual Explanation-
Heatmap

[52] 2025

HAM10000, ISIC2019,
ISIC2020, and Melanoma
Skin Cancer-comprising
skin cancer images

EfficientNet, MobileNet,
and Darknet Accuracy: 99.86% Grad-CAM Post hoc Explainability Visual Explanation-

Heatmap

[53] 2025 HAM10000 and
ISIC2018

5-block inverted residual
network and a 6-block
inverted bottleneck
network

Accuracy: 90.7–91.3% LIME Post hoc Explainability Visual Explanation-
Heatmap

[54] 2025 ISIC Archive ResNet50, VGG19,
ViT-b16 and ViT-b32 Accuracy: 89.09% LIME and Integrated

Gradients Post hoc Explainability
Visual Explanation-
Integrated Gradients
and Feature Maps

[55] 2025 ISIC 2019 CNN Accuracy: 97.58%
t-distributed Stochastic
Neighbor Embedding
(t-SNE) and Grad-CAM

Post hoc Explainability Visual Explanation-
Heatmap

[56] 2025 Kaggle CNN Accuracy: 66.25% Grad-CAM++ Post hoc Explainability Visual Explanation-
Heatmap

[57] 2025 ISIC and HAM10000 CNN Accuracy: 97–99% Grad-CAM Post hoc Explainability Visual Explanation-
Heatmap

[58] 2025 PADUFES-20
DenseNet, ResNet,
MobileNet, and
EfficientNet

Accuracy: 79.40–85.50%
SHAP, Grad-CAM,
Grad-CAM++ and
AblationCAM

Post hoc Explainability Visual Explanation-
Heatmap

[59] 2025 HAM10000 and ISIC Vision Transformer,
CNN, and Xception Accuracy: 93.19–96.74% Grad-CAM Post hoc Explainability Visual Explanation-

Heatmap

[60] 2024 HAM10000 Inception v3 Accuracy: 96% Grad-CAM and LIME Post hoc Explainability
Visual Explanation-
Heatmap and Feature
maps

[61] 2024
Skin Cancer: Malignant
vs. Benign and
HAM10000

CNNs Accuracy: 96.5–97.2% LIME Post hoc Explainability Visual Explanation-
Heatmap

[62] 2024 HAM10000 CNNs and ViT Accuracy: 91.09–98.37% Grad-CAM and
Grad-CAM++ Post hoc Explainability Visual Explanation-

Heatmap
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Table 5. Cont.

Study Publication Year Dataset/Source Classification Method Results XAI Framework XAI Method Decision Making

[63] 2024 NCI 2022 and NCI 2023 VGG-SVM Accuracy: 96% LIME Post hoc Explainability Visual Explanation-
Segmentation Map

[64] 2024 ISIC 2019 DenseNet and TL Accuracy: 91.61% Grad-CAM Post hoc Explainability Visual Explanation-
Heatmap

[65] 2024 HAM10000 Resnet50, VGGNet, and
DenseNet Accuracy: 67.33– 85% LIME and SHAP Post hoc Explainability

Visual Explanation-
Heatmap and
Segmentation Map

[66] 2024 ISIC ViTs, CNNs, and Swin
Transformers Accuracy: 88.6–88.8%

Grad-CAM,
Grad-CAM++ and
Score-CAM
(Score-Weighted Visual
Explanations for
Convolutional Neural
Networks)

Post hoc Explainability Visual Explanation-
Heatmap

[67] 2024 ISIC-2018 and ISIC-2019 DCNNs Accuracy: 96.35–96.39% LIME and SHAP Post hoc Explainability

Visual Explanation-
Positive and Negative
region and Feature
Importance Plot

[68] 2024 MED-NODE
InceptionV3, Xception,
VGG19, EfficientNetB1,
and DenseNet201

Accuracy: 95.88– 96.47% LIME Post hoc Explainability Visual Explanation-
Feature Map

[69] 2024 PAD-UFES-20 ViT, Dino V2 and
XGBoost Accuracy: 85–86% Grad-CAM Post hoc Explainability Visual Explanation-

Heatmap

[70] 2023 PH2 CNN Accuracy: 94%
SHAP and partial
dependence plots
(PDPs)

Post hoc Explainability
Visual Explanation-
Summary Plot and
Feature Plots

[71] 2023 HAM10000 Xception Accuracy: 90.24% Grad-CAM and
Grad-CAM++ Post hoc Explainability Visual Explanation-

Heatmap

[72] 2022

Dermnet NZ, DermIS,
Dermatology Atlas,
Global Skin Atlas, SJS
Awareness UK, Dermnet,
and University of IOWA
Health Care

ResNet50V2, VGG16,
InceptionV3, and
InceptionResNetV2

Accuracy: 90.27–99.06% LIME Post hoc Explainability
Visual Explanation-
Heatmap and Feature
Maps
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Table 5. Cont.

Study Publication Year Dataset/Source Classification Method Results XAI Framework XAI Method Decision Making

[73] 2021 ISIC

ResNet50, VGG16,
MobileNetV2,
NasNetMobile,
InceptionV2, Xception,
InceptionResNetV2,
DenseNet201,
EfficientNet3 and 5

Accuracy: 85.8–89.6% Totally eXplainable
Model (TXM) - Visual and Textual

Explanations

[11] 2021 ISIC ResNet Accuracy: 83.8% ABELE Post hoc Explainability Visual and Textual
Explanations

[74] 2021 ISIC and PH2 IVF-ResNet-50 Accuracy: 99.23% CAM Post hoc Explainability
Visual Explanation-
Heatmap and Relevance
Maps

[75] 2021 HAM10000
VGG19, ResNet50,
DenseNet121, and
EfficientNetB0

Accuracy: 86.7–91.45% Grad-CAM Post hoc Explainability Visual Explanation-
Heatmap

[76] 2021 HAM10000

DenseNet121,
DenseNet169, Inception
ResNet v2, Resnet50,
Inception v3, VGG16,
VGG19, and Xception

Accuracy: 90–95.10% Grad-CAM and SHAP Post hoc Explainability
Visual Explanation-
Heatmap and Summary
Plot

[77] 2020 PH2 and derm7pt RECOD Accuracy: 50–80% CAVs Post hoc Explainability Textual Explanations

[78] 2021 ISIC Vgg16 and Resnet50 Accuracy: 72.2–76.% Grad-CAM Post hoc Explainability Visual Explanation-
Heatmap

[79] 2021 HAM10000 MobileNet Accuracy: 74% LIME Post hoc Explainability Visual Explanation-
Heatmap

[80] 2020 HAM10000
VGG-16, DenseNet,
Xception, and Inception
ResNet v2

Accuracy: 53.26–85.69% LIME Post hoc Explainability

Visual Explanation-
Positive and Negative
region and Feature
Importance Plot
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Methods highlighted in green denote approaches that are inherently transparent, with
decision-making processes that can be directly traced to the underlying input features.
Those highlighted in orange indicate models with moderate interpretability, approaches
that are not intrinsically transparent but can be elucidated through external explanation
mechanisms. Finally, methods shown in red represent “black-box” models, which offer min-
imal insight into their internal reasoning processes without the application of specialised
interpretability techniques.

Figure 2. Taxonomy of Algorithms for Skin Cancer Detection.

One of the primary challenges in the diagnosis of skin cancer may be addressed
through advancements in artificial intelligence (AI). AI is broadly defined as the capability
of a computer system or a computer-controlled robot to perform tasks typically requiring
human intelligence [81]. AI encompasses a range of paradigms, including artificial general
intelligence, narrow AI, reactive machines, limited memory AI, theory of mind, self-aware
AI, and artificial superintelligence [82]. Within the context of medical imaging, particularly
in dermatology, research has predominantly focused on reactive machine learning systems.
Machine learning (ML) and deep learning (DL) are closely related subfields of AI. ML
refers to the ability of systems to learn from domain-specific training data to autonomously
generate analytical models and solve relevant problems. In contrast, DL extends this
concept by leveraging artificial neural networks, allowing for the construction of models
that incorporate both structured data and unstructured data, such as medical images, to
enhance diagnostic accuracy [83].

In the domain of medical imaging with machine learning and deep learning techniques,
CAD systems are predominantly developed using a range of deep learning architectures.
Among these, Convolutional Neural Networks (CNN) are the most widely adopted due to
their proven efficacy in tasks such as classification, detection, and segmentation of single
lesions. CNNs have demonstrated particularly strong performance in identifying abnor-
malities such as liver and kidney tumours, nasopharyngeal lesions, and other localised
pathologies [84].

4.2. Explainable Artificial Intelligence

While machine learning and deep learning techniques continue to deliver highly
accurate results, these outputs alone may hold limited value for users who lack an un-
derstanding of how the models function or how the results are derived. This challenge
is commonly referred to as the “black box” problem in artificial intelligence. Although
such complex models are capable of producing impressive outcomes, the opacity of their
internal mechanisms often makes the results difficult to interpret and trust [85]. Without
insight into the model’s decision-making processes, users are unable to verify or validate
the outputs effectively. This lack of transparency has posed a significant barrier to the
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widespread adoption of machine learning systems in critical and high-stakes domains such
as healthcare, where interpretability and trust are essential [86].

In response to this issue, the concept of XAI has emerged as a growing field of
research. XAI seeks to address the limitations of opaque models by making their internal
processes more transparent and their outputs more interpretable. By providing meaningful
explanations, XAI aims to enhance user trust, promote accountability, and support more
informed decision-making in applications where reliability is paramount. The question
then arises: how can AI systems be made explainable? Broadly, there are two principal
approaches to achieving explainability in AI: intrinsic vs. post hoc methodologies and local
vs. global explanations.

Intrinsic interpretability refers to models that are inherently understandable due to
their design; such models are typically built using techniques like regression or decision
trees, which provide transparency in their structure and decision-making processes [87].
These models are designed with an interpretable structure from the outset, meaning ex-
plainability is embedded directly into the model’s architecture and is available at the end
of the learning phase. The capacity to describe “how the model works” is an advantage of
intrinsic models. Nevertheless, because of the trade-off with interpretability, they might
occasionally show reduced accuracy.

In contrast, post hoc interpretability involves analysing a model after it has been
trained, aiming to elucidate how it arrived at specific predictions [88]. This approach
seeks to generate explanations for otherwise opaque or “black box” models, such as deep
neural networks, thereby enhancing the interpretability of their outputs without altering
the original model architecture. The majority of current interpretability techniques fall into
this category, with post hoc methods being applicable to a variety of scenarios and levels of
access to model parameters.

The alternative method examines local vs global explanations. A single, particular
prediction or experience is given an interpretation via local explanations. For instance,
describing the reasons for the classification of a specific skin lesion image as malignant.
Global explanations, on the other hand, seek to explain the model’s general logic or how
a specific model influences predictions for the entire dataset. For instance, determining
which general characteristics—like lesion asymmetry—are most crucial to the model’s
overall diagnostic performance [89].

Several established methods in the field of XAI have been developed to make AI
model decision-making processes more interpretable and understandable to humans. These
methods are often model-specific, meaning they are tailored to particular machine learning
or deep learning architectures. Among the most widely used techniques are Grad-CAM,
LIME, and SHAP. Grad-CAM is primarily employed for generating visual explanations
in convolutional neural networks. It works by highlighting important regions in an input
image that contribute most significantly to the model’s prediction, thereby offering a spatial
representation of feature importance [90]. SHAP values provide a unified approach to
interpreting model outputs by assigning an importance value to each feature based on
its contribution to a specific prediction [91]. This method is grounded in cooperative
game theory, wherein the original concept of Shapley values was used to determine the
contribution of individual players to the overall gain of a coalition. Similarly, SHAP applies
this principle to determine how each feature contributes to the model’s prediction [92].
LIME is another widely adopted XAI method that explains individual predictions by
approximating the model locally with an interpretable one. In classification tasks, such
as logistic regression, LIME provides probabilities indicating the likelihood of a given
instance belonging to each class while also highlighting the influence of each feature on
that prediction [93].
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But how do we evaluate that the explainable methods are reliable? While interpretabil-
ity and explainability are often presented as a subjectively validated binary property, we
consider it a multi-faceted concept [94]. This is where the need for evaluation metrics comes
into play; metrics such as faithfulness, localisation and human-centred measurements are
just some of the metrics utilised for evaluating explainable AI. Faithfulness of explanations
correlation measures the linear relationship between the model predictions and the training
data. It quantifies how well the model can capture the patterns and relationships in the
training data [95].

5. Discussion
5.1. Classification Algorithms

Figure 3 illustrates the relationship between average classification accuracy, dataset
size, and the number of classes considered across the reviewed studies. The distribution of
data points reveals substantial heterogeneity within the literature, reflecting variation not
only in dataset size but also in class granularity, dataset composition, and the diversity of
algorithms employed. These factors interact in complex ways, making it difficult to infer
simple causal relationships between individual variables and reported performance. In par-
ticular, differences in class definitions, dataset curation practices, and evaluation protocols
introduce significant variability that complicates direct comparisons across studies.

Figure 3. Distribution of algorithms by class group, dataset size, and reported accuracy. The class
group represents the number of skin lesion categories included in the classification task. A class
group of 2 corresponds to binary classification (e.g., malignant versus benign), while a class group of
3 corresponds to three-class classification (e.g., melanoma, nevi, and other lesions). Class groups of
4, 6, 7, 8, 9, 10 and 31 indicate multiclass classification tasks involving the corresponding number
of distinct skin lesion categories. The lesion categories vary according to the dataset used and may
include melanoma, melanocytic nevi, basal cell carcinoma, benign keratosis, actinic keratosis, vascular
lesions, dermatofibroma, squamous cell carcinoma, and other clinically relevant lesion types.

While the Figure 3 does not indicate a straightforward linear relationship between
dataset size and classification accuracy, a more nuanced pattern emerges when the number
of classes and the methodological approaches employed are considered simultaneously.
Studies that utilise larger datasets in conjunction with a greater number of diagnostic
classes frequently report higher levels of classification accuracy. However, this relationship
should be interpreted cautiously, as improvements in reported performance may also
reflect the influence of dataset structure, class balance, and the availability of well-curated
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benchmark datasets rather than purely algorithmic improvements. Nevertheless, larger
datasets with more granular class structures may provide more comprehensive training
signals, which can help mitigate over-fitting and support improved generalisation across
diverse lesion types.

The role of algorithmic design further complicates this relationship. CNN–based
architectures remain the most prevalent methodological approach within the literature,
as reflected by the colour distribution of the bubbles in Figure 3. These architectures
form the backbone of many skin lesion classification pipelines due to their effectiveness
in extracting hierarchical visual features from dermoscopic images. However, the figure
also suggests that studies employing more complex modelling strategies such as ensemble
frameworks or hybrid deep learning architectures are more frequently associated with
larger datasets and multi-dataset evaluation settings. In these contexts, ensemble and
hybrid approaches appear to demonstrate improved robustness, likely due to their capacity
to aggregate complementary representations and mitigate model-specific biases when
trained on heterogeneous data sources.

Taken together, the results illustrated in Figure 3 suggest that classification perfor-
mance in skin lesion analysis cannot be explained by dataset size alone. Instead, perfor-
mance outcomes appear to emerge from the interaction of several interdependent factors,
including dataset scale, class complexity, algorithmic architecture, and the diversity of
training data. Consequently, studies that simultaneously incorporate larger and more
heterogeneous datasets, finer-grained class definitions, and more sophisticated modelling
approaches may provide a more realistic assessment of model generalisability.

The patterns observed in Figure 3 are further reinforced by the analyses presented in
Figures 4 and 5. In particular, Figure 4 represents that the Human Against Machine with
10,000 training images (HAM10000) and International Skin Imaging Collaboration (ISIC)
datasets are shown to dominate the experimental landscape, with many studies relying
heavily on these benchmarks for both training and evaluation. The studies included in
this review utilised a range of dermatological imaging modalities, which play a critical
role in determining model performance and generalisability. The majority of datasets were
based on dermoscopic imaging, particularly large benchmark datasets such as HAM10000
and ISIC, which are widely used for training and evaluating skin lesion classification
models. Dermoscopic images provide magnified, high-resolution views of lesion structures,
enabling models to learn fine-grained morphological features relevant to diagnosis.

Figure 4. Dataset Usage in Literature.
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Figure 5. Distribution of algorithms by class group. Colours indicate the number of skin lesion
categories included in the classification task. Blue represents binary classification involving two
classes (e.g., malignant versus benign), pink represents multiclass classification involving three to five
lesion categories (e.g., melanoma, nevi, and other lesion types), and orange represents classification
tasks involving more than five distinct lesion categories. The specific lesion types vary across datasets
and studies.

In contrast, a smaller subset of studies employed clinical (non-dermoscopic) images
captured under real-world conditions, which introduce greater variability in lighting,
background, and image quality. These datasets are generally more representative of routine
primary care settings but are less commonly used due to their increased complexity. Only a
limited number of studies incorporated mixed datasets or multimodal inputs combining
dermoscopic images with clinical metadata or histopathological data.

This variability in data type has important implications for model performance, par-
ticularly with respect to generalisability and explainability, as models trained on highly
curated dermoscopic datasets may not transfer effectively to real-world clinical environ-
ments. As these datasets typically support classification tasks involving five or more lesion
categories, many reported studies adopt similar class configurations, which may inadver-
tently shape methodological choices and evaluation outcomes. While the widespread use
of these datasets facilitates comparability across studies, it may also introduce a degree of
dataset bias, whereby algorithmic performance becomes optimised for specific benchmark
characteristics rather than broader clinical variability.

In addition to dataset usage patterns, Figure 5 also highlights a strong reliance on CNN-
based architectures, which are present in 41 of the 53 included studies. This dominance
reflects the continued centrality of CNNs in dermatological image analysis and may further
contribute to methodological homogeneity across the field.

Overall, these observations suggest that the field is gradually transitioning from nar-
rowly optimised single-dataset evaluations toward more comprehensive experimental
designs that prioritise robustness and cross-dataset generalisation. However, the continued
reliance on a limited number of benchmark datasets and CNN-based architectures high-
lights the need for more diverse evaluation frameworks that better reflect the variability
encountered in real-world dermatological practice.
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5.2. Explainable AI Models

The literature demonstrates a discernible progression in the application of explain-
able AI methods across studies published between 2020 and 2025. Early contributions,
particularly in 2020, were characterised by a reliance on CA-Net, Concept Activation Vec-
tors (CAVs), and LIME, which built upon existing machine learning and deep learning
approaches to provide explainable artificial intelligence frameworks. However, these initial
approaches were limited in their ability to produce clinically meaningful explanations.
For instance, LIME’s perturbation-based approach often fails to capture the spatial de-
pendencies present in dermoscopic imagery, leading to explanations that may not align
with dermatological reasoning, ultimately falling into the explainability trap, where post
hoc explanations create an illusion of understanding without providing genuine insight
into model behaviour, potentially leading to decreased clinical performance and accuracy,
compromising patient safety [15].

From 2021 onwards, there was a notable consolidation of methodological approaches
within the literature: Grad-CAM, LIME, and SHAP emerged as the predominant frame-
works, establishing the foundation for explainability research in skin lesion and skin cancer
detection. While this consolidation reflects methodological maturity, it also suggests a
potential over reliance on a narrow set of post hoc tools, many of which were not originally
designed for medical imaging contexts. Grad-CAM, for example, offers intuitive visual ex-
planations but has been criticised for producing heat maps that lack quantitative rigour and
do not consistently correspond to diagnostically relevant regions. Furthermore, Grad-CAM
can be unstable and sensitive to minor perturbations in the input image. Grad-CAM pri-
marily captures the importance of high-level features rather than their spatial relationships;
the resulting class-specific heat maps are often unsuitable for object detection tasks [96].

Between 2022 and 2023, the field began to exhibit greater balance in the literature.
Grad-CAM retained its prominence, yet it was no longer the sole focus of inquiry, with
LIME and SHAP sustaining strong relevance and appearing consistently in conjunction
with it. This period signals a phase of gradual diversification, as researchers explored
alternative approaches while continuing to rely on the core methods that had defined
earlier work. Notably, SHAP’s model-agnostic design introduced a more interpretable link
between features and outcomes; however, its computational cost and instability across
model runs limit its practical use in large-scale clinical settings [97].

In 2024, and more distinctly into 2025, the landscape becomes increasingly hetero-
geneous. While Grad-CAM and LIME remain central, additional techniques such as
Grad-CAM++, Occlusion Sensitivity, Score-CAM, Saliency Maps, and t-SNE feature more
frequently in the literature. The adoption of these methods suggests a growing inclination
among researchers to experiment with specialised or refined frameworks, moving beyond
the foundational trio.

This methodological broadening may also reflect a recognition that no single XAI
method provides a holistic explanation of model behaviour; Grad-CAM offers localisation,
SHAP provides feature-level attribution, and LIME yields model-agnostic interpretability,
yet each captures only one dimension of the interpretability problem.

This diversification reflects an ongoing endeavour to capture different dimensions of
explainability and to address domain-specific challenges more effectively. Overall, the trend
illustrated in Figure 6 portrays a field in transition. What began as a reliance on a small set
of widely adopted tools has evolved into a more diverse methodological ecosystem. The
sustained presence of Grad-CAM, LIME, and SHAP underscores their enduring value, yet
the increasing prominence of emerging techniques points towards a future of continued
innovation, where no single framework is likely to maintain unchallenged dominance.
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Figure 6. XAI frameworks utilised over time, as reported in the literature between 2020 and 2025.

5.3. Qualitative Comparative Assessment of XAI for Skin Cancer Detection

While numerous explainable artificial intelligence techniques have been proposed
for skin cancer detection, their strengths and limitations are often discussed in isolation
or evaluated using heterogeneous metrics. This makes it difficult to obtain a coherent
comparative view of how different methods perform with respect to clinically relevant
explainability requirements.

Grad-CAM, Grad-CAM++, CAM, SHAP, and LIME share a common characteristic
in that they provide visual explanations of model predictions by generating heat-maps
that highlight regions of the lesion most influential in the decision-making process. These
techniques are effective in localising lesions and illustrating their correspondence with
patterns learned during model training. However, while such visualisations indicate where
the model is focusing, they offer limited insight into how or why a lesion is classified
as malignant or benign. The absence of deeper, textual explanations in many existing
studies restricts their clinical applicability, where transparent and interpretable reasoning
is essential for decision support.

In contrast, ABELE (Adversarial black-box Explainer generating Latent Exem-
plars) [11] extends beyond purely visual explanations by incorporating textual information
alongside visual outputs. Despite this advantage, the method presents certain limitations.
ABELE generates multiple potential explanatory conditions and assigns neighbourhood
scores to each, with the final prediction based on the smallest neighbourhood score. Al-
though the inclusion of supporting conditions may enhance interpretability, the presenta-
tion of multiple competing explanations can introduce ambiguity, potentially leading to
clinician confusion and reduced calibrated trust in the system.

CAVs [49] adopt a fundamentally different approach from traditional XAI tech-
niques. These methods typically provide textual explanations linked to high-level, human-
interpretable concepts, supplemented by contextual metadata such as patient age, sex,
ethnicity, lesion location, and classifier outputs. While this enriched contextual information
may offer stronger evidential support for clinical decision-making, the underlying classifi-
cation mechanisms remain insufficiently explained, and there is a risk that the provided
information may be incomplete or misleading.

For this evaluation, explainability techniques were evaluated using a GRADE-inspired
framework comprising the criteria of robustness, plausibility, fidelity, usefulness, and com-
pleteness as seen in Table 6. As the name suggests, this framework grades methodologies
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across four levels of evidential confidence: high, moderate, low, and very low [98]. These
criteria were derived from established XAI evaluation taxonomies and adapted to the
specific requirements of dermatological decision support, where stability, clinical coher-
ence, and interpretability are essential for safe adoption. The explainability techniques
considered in this assessment are illustrated in Figure 6, which categorises the principal
XAI approaches identified in the reviewed literature. Table 7 then applies the proposed
evaluation criteria to these methods, providing a structured comparison of their relative
strengths and limitations in dermatological applications based on the evidence identified
in this review.

Robustness refers to the stability and consistency of explanations under controlled
perturbations. In the context of dermoscopic imaging, this includes resilience to minor input
variations (e.g., noise), model stochasticity (e.g., retraining, weight initialisation), or minor
preprocessing adjustments. An explanation method is considered robust if semantically
meaningful regions and explanatory patterns remain stable under such perturbations.
Given the variability inherent in real-world dermatology imaging, robustness is critical to
prevent explanation drift that could undermine clinical trust [99].

Plausibility concerns the degree to which explanations align with established derma-
tological knowledge and diagnostic reasoning. In melanoma assessment, this includes
correspondence with recognised criteria such as the ABCDE rule, dermoscopic structures
(e.g., pigment network, streaks, blue-white veil), and other clinically validated morphologi-
cal cues. An explanation may appear visually convincing yet lack alignment with domain
expertise; therefore, plausibility captures the extent to which the explanation reflects medi-
cally meaningful features rather than artefactual or dataset-specific patterns [100].

Fidelity evaluates whether the explanation accurately represents the model’s true
internal decision-making process rather than providing a post hoc approximation that
is only loosely correlated with the prediction. High-fidelity explanations demonstrate
causal relevance removal or modification of highlighted regions should materially affect
the model’s output. In dermatological AI systems, low fidelity is particularly concerning be-
cause visually appealing saliency maps may misrepresent the features driving classification,
thereby creating a false sense of transparency [101].

Usefulness assesses the practical value of the explanation within a clinical workflow.
This includes interpretability by dermatologists, integration into existing diagnostic rou-
tines, support for second-opinion validation, and the ability to identify bias, confounding
factors, or spurious correlations (e.g., ruler marks, colour calibration charts, or acquisition
artefacts). Usefulness also encompasses whether the explanation facilitates appropri-
ate trust calibration; neither overconfidence nor unwarranted scepticism and whether it
meaningfully supports clinical decision-making rather than serving as a purely illustra-
tive visualisation.

Completeness refers to the extent to which the explanation captures the full range
of relevant factors influencing a prediction. In multimodal dermatological assessment,
this may include not only pixel-level image features but also higher-level morphological
concepts and, where applicable, non-image metadata (e.g., patient age, lesion location,
prior history). Methods that focus narrowly on local pixel saliency risk presenting an overly
partial view of the model’s reasoning. A complete explanation should therefore account for
both spatial evidence and concept-level contributions, ensuring that influential features are
neither omitted nor disproportionately emphasised [102].

It should be noted that this comparison does not constitute quantitative benchmarking
and is inherently influenced by the availability and scope of reported evidence in the
literature. Nevertheless, the framework provides a transparent and clinically grounded
synthesis that complements experimental evaluations. An important observation emerging
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from Table 7 is the predominance of metric-centred evaluation approaches within the
dermatological XAI literature. Saliency-based methods such as Grad-CAM, Grad-CAM++,
LIME, and SHAP are most frequently assessed using quantitative measures of localisation,
fidelity, or perturbation-based robustness. In contrast, concept-based, prototype-based,
and rule-based approaches more commonly incorporate human-centred elements, as their
explanations are designed to align with clinical reasoning and domain knowledge. Nev-
ertheless, relatively few studies report formal clinician-centred validation, highlighting a
persistent gap between technical evaluation and real-world clinical applicability.

Table 6. Scoring Process.

Score Operational Meaning

Fidelity Faithfulness of the explanation to the model’s true internal decision process.

Plausibility Alignment of explanations with established dermatological knowledge (e.g., ABCDE,
dermoscopic features).

Robustness Stability of explanations under small input or model perturbations (e.g., noise, retraining,
artifacts).

Completeness Extent to which the explanation captures all relevant predictive features or concepts.

Usefulness Practical clinical value, including interpretability, bias detection, and support for trust and
decision-making.

Table 7. XAI Methods and Performance.

XAI Method Fidelity (Model
Faithfulness)

Plausibility
(Clinical

Alignment)

Robustness
(Stability)

Completeness
(Coverage of

Factors)

Usefulness
(Clinical Utility)

Overall Certainty
of Evidence

Grad-
CAM/Grad-

CAM++

Moderate—
Multiple studies
report deletion

and sanity-check
tests, but failures

under model
randomization

and sensitivity to
noise are

common [78].

Strong—
Consistent

alignment with
lesion regions

and dermoscopic
structures across

datasets [103].

Moderate—
Explanation

stability degrades
under

perturbations and
retraining [104].

Low—Limited to
pixel-level

saliency; ignores
metadata and
higher-level

concepts [105].

Moderate—
Improves
clinician

confidence and
visual triage but
not consistently

diagnostic
accuracy [62].

Moderate

LIME/SHAP

Moderate–Strong—
Surrogate-model
fidelity validated
in several studies
though instability

remains [54].

Moderate—
Explanations

partially
correspond to
lesion features

but are sensitive
to segmenta-

tion [65].

Low–Moderate—
Known instability
under small per-
turbations [106].

Moderate—Can
include metadata

and tabular
features [107].

Moderate—
Useful for bias
detection and

feature
auditing [108].

Moderate

TCAV
(Concept-Based)

Moderate—
Measures causal
concept influence
but depends on

concept
quality [109].

Strong—Direct
mapping to

clinical concepts
(e.g., border
irregularity,

colour) [110].

Moderate—
Sensitive to

concept dataset
selection [11].

Strong—
Captures multiple

diagnostic
concepts [77].

Moderate—
Supports clinical

reasoning but
requires curated

concepts [49].

Moderate–High

Prototype-Based
Networks

Moderate–Strong—
Predictions linked
to specific learned

examples [111].

Strong—Visual
similarity to

known lesions is
clinically

intuitive [112].

Moderate—
Stability depends

on training
diversity [107].

Strong—Multiple
lesion patterns
and subtypes

represented [89].

Strong—
Supports

GP-level triage
and decision

justification [89].

High

Rule-
Based/Hybrid
(e.g., ABELE)

Strong—Explicit
logic corresponds
directly to model
behaviour [113].

Strong—Rules
reflect

ABCDE-style
criteria [114].

Strong—Highly
stable once

learned [115].

Strong—Can
integrate imaging

and
metadata [11].

Moderate—
Interpretable but

may limit
predictive perfor-

mance [116].

High
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5.4. Explainability Techniques Applied to Skin Cancer Models

Since explainability is still an ever-growing concept, although the healthcare industry
has been explored, it has not been heavily applied to skin cancer models. There are
two significant models that have provided good results; as such, the first was a study
conducted by Lucieri et al. [49] which utilises a newer explainable AI framework known as
ExAID (Explainable AI for Dermatology) which is specifically used for biomedical image
analysis that provides multi-modal concept-based explanations, consisting of easy-to-
understand textual explanations and visual maps, to justify the predictions. The framework
utilises CAVs to map human-understandable concepts to those learnt by an arbitrary Deep
Learning-based algorithm and Concept Localisation Maps to highlight those concepts in
the input space. Overall, there were 6 datasets utilised in the study, ranging from just 40
images in one dataset to 1295 in another. The qualitative results provide somewhat accurate
results, with five out of the six sampled lesions indicating a correct result.

It can be observed in the study that the lesion classifier achieved AUCs above 0.85 for
five out of six datasets, with two datasets scoring almost perfectly. The dataset from ISIC
2017 achieved a slightly lower AUC of 0.70, which is also reflected in lower precision
and recall; interestingly, this dataset utilises 510 images, falling in the median of the
dataset range.

In a similar study conducted by Nigar et al. [31], the authors also employed the ISIC
2019 dataset, similar to the study above. They utilised this dataset to develop a skin lesion
classification model using ResNet-18, a widely adopted CNN architecture applied via
transfer learning. The model was further integrated with the LIME framework to enhance
interpretability during the training phase. This approach yielded an accuracy of 94.47%
on pre-processed and augmented dermoscopic images, demonstrating the model’s ability
to accurately identify various skin conditions. Notably, the explainable AI component
provided class-specific visual explanations with a reported confidence of 100% for each
infected image.

Despite these promising results, the study’s limitations are evident. The model was
evaluated solely on a single dataset ISIC 2019, raising concerns regarding its general-
isability and external validity. Furthermore, the authors relied exclusively on a single
pre-trained architecture ResNet-18, without comparison to more advanced or recent deep
learning models. Incorporating additional datasets and exploring other state-of-the-art
pre-trained networks could enhance the robustness and classification performance of the
proposed system.

5.5. Ethical and Legal Hurdles

Explainable AI introduces a range of ethical, legal, and regulatory challenges. Al-
though organisations such as the IEEE and ACM have established comprehensive ethical
frameworks to promote responsible AI development and deployment [117], significant
uncertainties remain—particularly within clinical contexts such as skin lesion detection. In
the United Kingdom, AI-based diagnostic software is regulated as a medical device [118],
and the government’s approach to AI governance is guided by principles of safety, trans-
parency, and accountability. However, a dedicated or unified “Law of AI” has not yet been
established, resulting in a fragmented regulatory landscape that complicates questions of
liability and accountability when AI-driven diagnostic recommendations are incorrect [119].
Within this context, it remains unclear who ultimately bears responsibility for errors—the
physician, the system developer, or the healthcare institution.
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Furthermore, the integration of XAI into clinical workflows introduces potential risks
of inaccuracy, data breaches, and unintended harm. In a high-risk domain such as health-
care, diagnostic errors can have serious consequences for patients [120]. Consequently,
AI-based systems should not function autonomously but rather augment the clinician’s
expertise and judgement. Over reliance on such technologies may contribute to clini-
cal deskilling, shifting the physician’s role from active diagnosis to passive validation of
AI-generated outputs [121].

To mitigate these risks, XAI systems should be developed with a strong emphasis on
human factors engineering and user-centred design, fostering what is often referred to as
’calibrated trust’ between humans and machines. This approach necessitates close collabo-
ration with practitioners to ensure that user trust is not assumed but actively measured
and adjusted—increasing or decreasing trust levels as needed to maintain an appropriate
balance between human oversight and algorithmic support [122].

6. Gaps and Challenges
Despite significant advances in artificial intelligence for medical imaging, several

critical challenges remain that highlight the need for continued research, particularly in the
context of skin cancer detection. One of the primary obstacles in multiple-lesion classifi-
cation, detection, and segmentation lies in the increased complexity of these tasks when
they are performed using limited and imbalanced datasets. The scarcity of high-quality
annotated data restricts the generalisability of machine learning models and increases the
likelihood of overfitting. This issue is illustrated by studies such as Lucieri et al. [49],
where a model achieved 100% accuracy on the PH2 dataset despite being trained on only
40 images, suggesting poor generalisation beyond the training data.

In addition, existing public datasets predominantly focus on melanoma and nevi,
limiting the diversity required to develop models capable of recognising a wider range
of skin lesion types. Frequently used datasets, such as HAM10000, which appear in more
than half of the reviewed studies, also exhibit substantial demographic bias, with a strong
over representation of lighter skin tones. As a result, models trained on these datasets may
demonstrate reduced diagnostic performance when applied to individuals with darker skin
tones [123]. This imbalance raises significant concerns regarding the fairness, reliability, and
generalisability of current explainable AI frameworks across diverse patient populations.
A further limitation is the continued reliance on qualitative assessment of explanation
outputs. Many studies evaluate heatmaps through visual inspection or expert judgement
alone, without employing quantitative explainability metrics. While a saliency map may
appear clinically plausible, visual agreement does not necessarily indicate that the expla-
nation faithfully reflects the model’s underlying decision-making process. Consequently,
there is increasing recognition of the need for quantitative evaluation measures, including
faithfulness, robustness, and complexity metrics, to assess whether explanations accurately
represent model behaviour, remain stable under perturbations, and provide information in
a manner that is both interpretable and clinically actionable. Complementary approaches
such as ablation studies can further evaluate the contribution of specific features, inputs,
or model components to both model predictions and generated explanations. The lim-
ited adoption of such evaluation frameworks remains a significant barrier to the rigorous
assessment and comparison of XAI methods in dermatology. This challenge motivated
the inclusion of robustness and fidelity as core dimensions within the GRADE-inspired
evaluation framework presented in Table 7, as these criteria provide a more rigorous basis
for assessing explanation quality than visual plausibility alone.
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A related concern involves dataset selection and evaluation methodology. Many stud-
ies report high classification accuracy while training and testing models on the same dataset,
often relying on widely used benchmarks such as HAM10000 or ISIC. Although such bench-
marks are valuable for comparison, models evaluated solely within the same dataset may
not generalise effectively to other clinical environments. For instance, a model trained
on dermoscopic images from a particular dataset may perform considerably worse when
applied to images obtained using different imaging devices, lighting conditions, or patient
populations. This limitation highlights concerns regarding the real-world applicability of
these systems in clinical settings.

Closely associated with this issue is the limited use of external validation. While cross-
validation within a single dataset is commonly employed, comparatively few studies eval-
uate their models using independent external datasets. Validation on data collected from
different institutions, geographical regions, or imaging devices would provide stronger
evidence of model robustness and improve confidence in the potential clinical deployment
of such systems.

In addition to dataset and evaluation limitations, CNN-based architectures, which
underpin the majority of skin lesion classification systems identified in this review, present
several methodological constraints. While CNNs are highly effective at automated feature
extraction from dermoscopic images, they are prone to learning dataset-specific patterns
rather than clinically meaningful representations, meaning that they may overfit to bench-
mark datasets. This can result in reduced generalisability when models are applied to
data from different imaging devices, lighting conditions, acquisition settings, or patient
populations. Second, CNNs are sensitive to artefacts such as hair, ruler markings, ink anno-
tations, and image borders, which may be spuriously associated with malignancy labels,
which can negatively impact diagnostic reliability in real-world clinical environments [124].
Third, many CNN pipelines are image-centric and do not incorporate clinically relevant
metadata such as patient age, lesion location, skin type, or lesion evolution. Furthermore,
CNNs provide limited intrinsic interpretability; therefore, explanations are often generated
post hoc, and such explanations may not faithfully represent the model’s internal deci-
sion process. These limitations underscore the importance of robust validation strategies
and explainability techniques to ensure that model predictions are clinically meaningful
and generalisable.

Although the field of XAI has experienced substantial growth, existing reviews fre-
quently address explainability in healthcare in a broad sense, without focusing specifically
on the unique challenges associated with skin cancer detection. Furthermore, there re-
mains a significant need for standardised metrics to evaluate the quality, reliability, and
clinical usefulness of explanations generated by XAI models [19]. These gaps indicate the
importance of developing multimodal neural network architectures that integrate diverse
annotated datasets with rigorous evaluation protocols, alongside explainability frameworks
tailored to dermatological image analysis.

In addition, current explainability techniques present several limitations. Methods
such as Grad-CAM, Grad-CAM++, LIME, and SHAP are widely used within the reviewed
literature. A limitation of the reviewed literature is that many XAI outputs are evaluated
visually rather than quantitatively. A heat map may appear clinically plausible while
failing to faithfully represent the model’s internal logic. These metrics are essential for
distinguishing explanations that are merely visually persuasive from those that are causally
informative. Furthermore, explanation outputs can vary depending on model architecture,
parameter settings, and training conditions, raising concerns regarding their consistency
and reliability. An additional challenge concerns the limited standardisation of faithfulness
evaluation. Future studies should therefore incorporate quantitative XAI evaluation metrics,
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including deletion and insertion tests, faithfulness correlation, localisation overlap with
lesion masks, robustness under perturbation, explanation complexity or sparsity, and
model-randomisation sanity checks.

Finally, practical challenges remain regarding the integration of AI-based diagnostic
systems into clinical workflows. Many studies primarily focus on algorithm development
and offline evaluation rather than real-world implementation. In clinical practice, however,
diagnostic tools must integrate seamlessly with existing workflows, including electronic
health record systems, dermatological imaging devices, and established diagnostic proce-
dures. Addressing these practical considerations is essential for ensuring that AI-driven
diagnostic systems are not only technically effective but also usable and trustworthy within
real-world healthcare environment, as such, XAI is required to indicate whether the model
is focusing on clinically meaningful features, such as asymmetry, border irregularity, and
colour variegation, rather than artefacts such as rulers, hair, lighting, or image background.
Therefore, explainability is central to converting diagnostic performance into clinically
actionable support for GPs.

These findings highlight several priorities for future AI and XAI research in derma-
tology. First, the development of larger and more diverse datasets representing different
skin tones, lesion types, and imaging modalities is essential to improve model fairness
and generalisability. Second, greater emphasis should be placed on external validation
using data from multiple institutions and geographical regions to establish clinical robust-
ness. Third, standardised frameworks for evaluating explanation quality are needed to
enable meaningful comparison between XAI techniques and to determine whether gen-
erated explanations align with dermatological reasoning. Finally, future systems should
move beyond retrospective image analysis towards clinically integrated decision-support
tools that combine high diagnostic performance with transparent, reliable, and clinically
interpretable explanations.

7. Conclusions
This review highlights that contemporary research on machine learning and deep

learning-based skin lesion detection has been largely driven by experimentation on a small
number of benchmark dermoscopic datasets, most notably ISIC. While these datasets have
enabled the development of high-performing classification models across architectures
such as EfficientNet, ResNet, and Xception, the dominance of single-dataset evaluations
raises significant concerns regarding dataset bias, demographic representation, and the
overestimation of real-world performance. In contrast, studies incorporating multiple
datasets exhibit slightly reduced accuracy than singular datasets, but demonstrate im-
proved robustness and generalisability, underscoring the importance of moving beyond
accuracy-centric evaluation toward clinically reliable validation strategies.

From an explainability perspective, the literature reveals a relatively slow and un-
even integration of XAI frameworks into skin lesion classification pipelines. Early work
between 2020 and 2021 relied heavily on foundational post hoc methods such as LIME,
and early CAM-based approaches, which often failed to provide clinically meaningful
insight and risked falling into the explainability trap. Subsequent years saw consolidation
around Grad-CAM, SHAP, and LIME, reflecting a degree of methodological maturity but
also a growing dependence on a narrow set of tools not originally designed for medical
imaging. From 2023 onwards, a gradual diversification emerged, with the introduction
of refined and complementary methods such as Grad-CAM++, Score-CAM, occlusion-
based approaches, dimensionality-reduction techniques, and prototype-based networks
signalling an expanding but still fragmented explainability landscape. While saliency-based
methods have improved transparency by revealing where models focus their attention,
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true clinical adoption may depend on explainability techniques that communicate why a
prediction was made in terms that are meaningful to clinicians. A central conclusion of this
review is that clinically useful XAI must move beyond pixel-level saliency. For GP-facing
dermatology tools, explanations should be expressed in terms of clinically meaningful
descriptors such as asymmetry, border irregularity, colour variation, lesion diameter, lesion
evolution, pigment network, streaks, and blue-white veil. Until XAI systems communicate
in the language of dermatological reasoning rather than only highlighting pixel clusters,
their ability to support safe and calibrated clinical adoption will remain limited.

Despite these developments, significant limitations persist. The majority of systems
remain image-centric, with limited incorporation of clinical metadata or multimodal inputs,
restricting both diagnostic scope and explanatory depth. Furthermore, XAI methods are
often evaluated qualitatively, with insufficient assessment of their stability, fidelity, or
alignment with dermatological reasoning. The lack of standardised evaluation protocols
further complicates comparisons across studies and hinders translation into clinical practice.

Importantly, only a small subset of studies meaningfully involve clinicians or patients
in the design or evaluation of explainable systems. Where such engagement exists, findings
consistently indicate that explanation quality directly influences trust, diagnostic confi-
dence, and willingness to adopt AI-assisted tools. However, systematic frameworks for
capturing and operationalising this feedback remain underdeveloped.

Taken together, these findings emphasise a necessary shift in the field from optimising
performance on isolated datasets toward developing explainability-first, multimodal, and
clinically grounded AI systems evaluated across diverse populations and data sources.
Future research must prioritise cross-dataset validation, richer contextual explanations,
and rigorous assessment of explainability techniques in real-world clinical settings. In
response to these challenges, our forthcoming work aims to integrate dermoscopic imagery
with clinical metadata within an explainability-driven model architecture, with the goal of
delivering transparent, dermatologically meaningful insights that better support clinician
decision-making and foster calibrated trust in AI-assisted diagnostics.
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